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AHHOTaUs

Jucuumnuzaa «OcHOBBI MHPOPMAIIMOHHOM 0€30MacHOCTH» BXOAMUT B 00pa30BaTEIbHYIO
pOrpaMMy BBICIIETO0 00pa30oBaHUS — MPOTPaMMy CICIHAIUTETA M0 HAMIPABICHUIO TOITOTOBKU/
CIIELINATILHOCTHU 13.05.02 «CrnenuanbHble 3JIEKTPOMEXAHUYECKHUE CUCTEMBEI)»
HampaBJICHHOCTH/CICIUANTN3ANUN «DIEKTPOMEXaHUUECKUE CHCTEMbI CIIEIIHATbHBIX YCTPOUCTB U
u3nenuit». Jucnumnuna peanusyercs kadempoit «Ne33».

JucuuminHa HameneHa Ha GOpMHUPOBAHKE Y BBITYCKHUKA CICIYIOIIMX KOMIICTCHITHIA:

OIIK-2 «Criocob6en cobirogaTh OCHOBHBIE TpeOOBaHMsI HH(GOPMAIIMOHHON 0€30TIaCHOCTH,
B TOM 4YHCJIE TPEOOBAHUS 3aIIUTHI TOCYIaPCTBEHHON TaHbI

OIIK-6 «CnocobGeH mpuMEHSATh HOPMBI 3aKOHOjAaTeNnbcTBa Poccuiickoit deaepannu B
po(heCCHOHATTLHOM e TEIILHOCTI

CopepxaHue AMCUUIUIMHBI OXBATHIBAE€T KPYT BOIPOCOB, PACKPBIBAIOIIMX CYIIHOCTb U
3HaueHue WH(OPMANMOHHOW O0€30MacHOCTH W 3aluThl MHPOpPMAIMH, UX MECTa B CHCTEME
HAI[MOHAJIHHON 0e30MacHOCTH, orpezeNneHue TEOPETUUECKHX, KOHIENTYalbHbIX,
METO/I0JIOTUYECKHUX U OPTraHU3AIIMOHHBIX OCHOB 0OecrieueHust 0€30MacHOCTH.

[IpenogaBanne AMCHUIUIMHBI MpEAyCMATpUBaeT Cienyromue QopMbl OpraHu3aluu
y4eOHOro mporecca: JEKIUH, JIa0OpaTopHbIe padOTHI, CaMOCTOSITeNIbHas paboTa CTYyACHTA,
KOHCYJIbTAIIHH.

[Iporpammoit AMCHUIUIMHBI TPEAYCMOTPEHBI CIEAYIOIINE BHUABI KOHTPOJS: TEKYIIHI
KOHTPOJIb YCIIEBAEMOCTH, IPOMEXKYTOUHAs aTTecTanus B popme nuddepeHupoBaHHOTO 3a4eTa
(6 cemectp).

OO0mias TpyAOEMKOCTh OCBOEHUS AMCLMILIMHBI COCTaBIseT 3 3aueTHhIX eauHuibl, 108
YacoB.

SI3bIK 00yUYeHUs IO TUCIUILTUHE KPYCCKHM »



1. TlepedeHb IIAHUPYEMBIX PE3YJIHTATOB OOYUEHHUS 110 TUCIUILIIMHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

JlMcIUIUIMHA UMEET CBOEH LIeNbI0: 00ECIEeUNTh BBHIOJHEHUE TPEOOBAHMM, N3T0KEHHBIX
B (esiepaIbHOM rocy1apCTBEHHOM 00pa30oBaTeIbHOM CTAHAAPTE BBICLIETO MPOPECCHOHATBLHOIO
oOpa3zoBanus. M3ydyeHue MUCHMILIMHBI HANPaBICHO Ha (POpPMUPOBAaHUE MEPEUHCICHHBIX HIDKE
3JIEMEHTOB NPO(PECCUOHATBHBIX KOMIIETEHIIUH.

Taxoke nensiMu OCBOEHHUS TUCHMIUIMHBI «OCHOBBI WH(MOPMAIIMOHHON OE30MaCHOCTH
ABJISIIOTCSL PACKpPbITHE CYIIHOCTH W 3HAuyeHUs HMH()OpPMAIMOHHONW O€30IacCHOCTH U 3allUTHI
uHpOpMalLIKK, UX MECTa B CUCTEME HAlIMOHAJIHLHON 0€30IaCHOCTH, OIpEICIEHUE TEOPETHUECKUX,
KOHIIENITyaIbHbIX, METOI0JIOTHYECKUX M OPraHU3allMOHHBIX OCHOB obOecneueHusi 0€30MacHOCTH
uHpopManuy, KiIacCupuKanuMs W  XapaKTEPUCTHKH  COCTABISIOMIMX  HMH(OPMAIMOHHON
0€30I1aCHOCTM ¥ 3alUThl HHGOpPMAllUM, YCTAHOBJIEHHE B3aUMOCBA3M U  JIOTMUYECKOU
OpraHu3alliy BXOSIINX B HUX KOMIIOHEHTOB.

1.2. JlucumnivHa BXOIUT B COCTaB 00s3aTeIbHON YacTU 00pa30BaTeIbHOIN MPOrpaMMBI
BhICIIero oopazosanus (naiee — OIT BO).

1.3. TIlepeueHb mIaHUPYEMBIX PE3yJIbTATOB O0YUEHHS 110 AUCLHUIUINHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMH pe3ynbTratamu ocBoeHust OIT BO.

B pe3ynbrare M3ydyeHus AUCLMILIMHBI 0OydaroUuiics AODKEH 00janaTh CieIyHOLUMU
KOMIIETEHIIMSIMU WJTH WX 9acTsMH. KoMIeTeHIMu 1 WHAMKATOPHI UX JOCTHKCHHS TPUBEICHBI B
Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIMIA U HHANKATOPOB MX JOCTHXKEHHS

Koxn u
Kareropus (rpymnna) Kon n HanMeHOBaHME HHIUKATOPA
HaNMEHOBaHUE
KOMIIETEHIINHU OCTHIKEHUS KOMIIETEHIINU
KOMIIETEHIUHA

OIIK-2.3.1 3HaeT npUHLHUIIBI paOOTHI
COBPEMEHHBIX MH(POPMAITMOHHBIX CETEH;
BUJIbI MH(OOPMALIMOHHBIX U

OIIK-2 Coocoben

00pa3oBaTeNbHBIX TEXHOJIOTHIH, OCHOBHBIE

co0ITI01aTh TpeboBaHus HH)OPMAITMOHHON

OCHOBHBIE 0€30MacHOCTH, B TOM 4YHCIie TpeOOBaHMUS

TpeGoBaHUS 3alIUThI TOCYIaPCTBEHHON TalHBI
O6menpodeccuonanpubie | HHOOPMAITMOHHOM OIIK-2.Y.1 ymeer mpuMeHATH

KOMIICTCHIIN U

0€30ITaCHOCTH, B TOM
yucie TpedoBaHus

COBpPCMCHHBIC O6paSOBaTeJ'IBHBIe u
I/IH(bOpMaIII/IOHHI)IG TCXHOJOTHUH I

3aIUTBI NIOJIyYEHUSI HOBBIX 3HAHUU
roCyJ1apCTBEHHOM OIIK-2.B.1 BnageeT HaBbIKaMu
TalHbI npodeccnoHaTbHOM 1EATEIIbHOCTH C LENbI0

obecrnieueHus HHOOPMALIMOHHON
0€30MacHOCTH | 3aIUTHI TOCYAapCTBEHHOM
TallHBI

OIIK-6 Criocoben
IIPUMEHATH HOPMBI

OIIK-6.3.1 3HaeT OCHOBHBIE NIPaBOBBIE
HOpPMAaTHBHBIE JOKYMEHTHI B 00J1aCTH

3aKOHOJaTeIbCTBA poeCcCUOHATILHOMN 1eATETbHOCTH
O6menpodeccrnoHanbHbIE NI

Poccuiickon OIIK-6.Y.1 ymeer opueHTHpPOBATHCA B
KOMITETEHIIH

denepanyu B 3aKOHOJIATENbHBIX U MPABOBBIX OCHOBAX B

npodeCCHOHAIBHON | 00acTr 0€30MacHOCTH U OXPaHbI

JIeSITeIbHOCTH OKpY’KaloIien cpebl

2. Mecro nucuumianHsl B cTpykType OI1
Hucnunmuaa MoxkeT 6a3upoBaThCs HAa 3HAHUSIX, paHee TPUOOPETEHHBIX 00YJarOITUMUCS
[P U3YYEHHUH CIEAYIOIMIMNX AUCLUTIINH:
— MWudopmaruka



— HMudopmanmonHbie TEXHOIOTUN

3HaHUs, TOJIyY€HHBIE TMPU M3YyYEHUH Marepuala JaHHOM JHUCUUIUIMHBI,

CaMOCTOATCIIbHOC 3HAYCHUC.

3. O0BeM U TPYIOEMKOCTh AUCIUILIAHBI
Janaple 00 00meM oO0beMe TUCIUILUIMHBI, TPYJOEMKOCTH OTACIBHBIX BHJIOB y4eOHOU
paboThI MO TUCHUIUIHHE (M pactpeeieHue STOH TPYA0EMKOCTH 110 CEMECTpaM) MPECTaBICHbI B

Tabnuiie 2.

Ta6ymma 2 — O6beM U TPYJ0EMKOCTh JUCITUTIINHBI

TpynoemMKocTs 1o
Bun yuebnoit pabotbl Bcero ceMecTpam
Ne6
1 2 3
Oowan mpyooemKkocmp OUCUUNIUHDL, 3/ 108 3/ 108
3E/ (uac)
U3 Hux uacoe npaxmuyueckoil n0020moeKu
AyoumopHuie 3anamus, BCETO vac. o1 o1
B TOM YHCIIC:
nexuuu (JI), (gac) 17 17
npakTudeckue/cemunapckue 3anatus (I13),
(dac)
nabopaTtopHbie paboTs (JIP), (uac) 34 34
KypcoBoii mpoekT (padota) (KII, KP), (gac)
9K3aMeH, (Jac)
Camocmoamenvnan paboma, Bcero (4ac) 57 57
Buo npomescymounoin ammecmayuu:. 3adet, | Judad.
i ¢. 3auer, sx3ameH (3adet, udd. 3au, Dk3.) 3a4., Mudd. sas.,

4. ConepxaHue JUCITUTUTHHBI
4.1. PacnpeneneHue TPyJIOEMKOCTH JUCIUILTHHBI MO pa3jesiaM U BUAAM 3aHITHIA.
Paznensl, TeMBI TUCIUTIINHBI U MX TPYAOEMKOCTh TIPUBEICHBI B TAOIHUIIE 3.

Tabnuna 3 — Pa3aensl, TeMbl AUCIUILINHBL, UX TPYAOEMKOCTh

UMCIOT

Pa3nensl, TeMBI JUCIMITIINHBI Jlexunn | 113 (C3)) - JIP KIVKP CP (uac)
’ (dac) (dac) (uac) (dac)
Cemectp 6
Paznen 1. BBenenue B kypc «OCHOBBI 1 1
WH(GOPMAITMOHHOHW 0€30ITaCHOCTIY
Paznen 2. CyuiHocTh ¥ MOHATHE HHPOPMAIIMOHHON 1 8
Oe3omacHOCTH
Paznen 3. 3navenue nHpOpPMAIMOHHON 0€30MACHOCTH 2 8 8
¥ €€ MECTO B CHCTEME HAITMOHAILHON 0€30MacHOCTH
Paznen 4. CyuiHocTh ¥ MOHATHE 3aIMThI HH(QOPMAIIUU 2 8 8
Paznen 5. Cocras u xitaccudukaius HocuTenei ) 8 8
3amuIiaeMoi nHopmauu
Paznen 6. [lonsiTHe 1 CTPYKTYpa yrpo3 3alUIaeMoit 2 10 8
uHQOpMAaIH
Paznen 7. OOBEKTHI 3aUTH UH()OPMAITUH 3 8
Paznen 8. Kitaccudukarust BUIOB, METO/IOB U CPEJICTB 4 8
3alKUThl HHPOpPMAIHH




Htoro B cemectpe: 17 34 57

Hroro 17 0 34 0 57

IIpakTnyeckass MOATOTOBKA 3aKJIIOYAcTCs B HENOCPEACTBEHHOM  BBIIIOJHEHUU
Oo0y4yaromMMHUCS ~ OMNpENEeNEeHHBIX  TPYIOBBIX  (YHKUMH, CBSA3aHHBIX C  Oya;ymei
po¢eCCHOHATIBHOM 1€ TEIbHOCTBIO.

4.2. CopnepxaHue pa3/ieJoOB U TEM JICKIIMOHHBIX 3aHSATHH.
ConepxaHue pa3/ieiioB U TeM JICKIIMOHHBIX 3aHITHI IIPUBEICHO B Ta0OHIIE 4.

Ta6mmma 4 — ComepxaHue pa3aesioB U TeM JIEKIIMOHHOTO UK

HOMep pasaciia HazBanwne u COACPpIKAHUE PA3CJIOB U TEM JICKIIMOHHBIX 3aHATUH

Pasnen 1. Beenenue.

IIpeamer u 3amauu Kypca. 3Ha4YeHUE U MECTO Kypca B, HOJATOTOBKE
CIENUANUCTOB, 10 3auuTe nHpopmanuu. Haydnas u yueOnas
B3aUMOCBSI3b Kypca ¢ APYTHMH TUCUMIUIMHAMU. Pa3nensl u TeMsbl, ux
pacrpenencHue o BUIaM ayJUTOPHBIX 3aHATHH. DopMbl poBeaeHNS
ceMuHapcKux 3aHATHHA. CocTaB M METOAMKA CAMOCTOSITENIbHONU paboThI
CTYZIEHTOB I10 U3YUYEHUIO JUCLUIUIMHBI. POpPMBI IPOBEPKU 3HAHUM.
AHanu3 HOPMaTUBHBIX UICTOYHHUKOB, HAYYHOH U y4eOHOM! TUTepaTypHI.
3HaHUs U YMCHHUS CTYAEHTOB, KOTOPBIC JOKHBI ObITH HOTYyYEHBI B
pe3ynbpTaTe U3y4eHus Kypcea.

Paznen 2. CymHOCTh 1 IoHATHE HH(POPMAIMOHHON 0€30TTaCHOCTH
CraHOBIIEHUE U pa3BUTHE MOHATHA "HHPOpPMAIMOHHAS O€301MacHOCTE" .
COBpeMeHHBIC IMOAXO0Abl K OIIPCACIICHUTIO TTOHATHA. Cy]_[IHOCTI)
nHPOpMaMoHHOH 6e3omacHocTH. OOBbEKTH HHPOPMAIIHOHHOM
6e3omacHocTh. CBs3b HHDOPMAITMOHHOHN 0€30MaCHOCTH C
nHpopmaTuzanuei odmecrsa. CTpykTypa HHPOPMATMOHHOM
6e3onacHoctu. OnpezeseHne MOHATHS HHPOPMAIIMOHHAS
Oe3omacHOCTE".

Paznen 3. 3Hauenue nHOOPMAITMOHHON O0€30MTACHOCTH U €€ MECTO B
cUCTeMe HallOHATLHOM 0e30MacHOCTH

3HaueHre UH(HOPMAITUOHHOM, O€30IIACHOCTH JIJIsl CYOBEKTOB
WH(GOPMAITMOHHBIX OTHOIIICHHA.

3 CBs13bp MeX 1y HHPOPMAIIOHHOHN 0€301aCHOCTBIO M 0€3011aCHOCTHIO
WHPOPMAITUH.

[onsiTre 1 cOBpeMeHHas1 KOHIICTIIUS HAIIMOHAILHOW 0€3011aCHOCTH.
MecTo uHpOpMaIMOHHON, 0€30IaCHOCTH, B CUCTEME HAIIMOHATLHOM
0e30MacHOCTH.

Paznen 4. CyniHOCTh ¥ MOHATHE 3aIUThI HH)OPMAIIUU
Cy1ecTByoIue MOAX0AbI K COJEPKATEIbHON YaCTH NOHATHS "'3al1uTa
nHpOpMauK" U COCOOBI peau3aliiy COAEPIKATEIbHOM YacTu.
MeTtoaoorndeckas OCHOBA PACKPBITHS CYIIHOCTH U OIPEIeIeHUs
MOHATHSA 3alIMThI HHPOpMay. PopMbl BEIPAKEHUS HAPYILICHHS
craryca naHopmauu. OO0yCIIOBIEHHOCTD CTaTyca HH(OpMAIKK ee
YSI3BUMOCTBHIO.

4 [onsTre ya3sumoctu uHpOpMannn. OopMbl IPOSBIECHUS YI3BUMOCTH
uHpopmanun. Buasl ys3umoctr uadopmanuu. [lonstue "yreuka
uHpopmarun". CooTHoteHre GopM U BUJIOB YI3BUMOCTH
nHpopmarun. ColiepkaresbHast YacTh MOHITHS "3aluTa
uHpopMan".

Crioco6 peanuzanuu coaepKaTeIbHONW YacTH 3alIUThl HHQOpMAaLHH.
Onpeenenye NOHATUS "3aiuTa nHGOpMaIK'", €r0 COOTHOIICHHE C
nousitueM, copmynupoBanasiM B [OCT P 50922-96. "3amuTa




nHpopmaiur. OCHOBHBIE TEPMHUHBI U ONpeaesicHus .

Paznmen 5. Cocras u kiaccuduKkaiys HOCUTEIEH 3allnuiaeMoi
nHDopMaIuu

[NonsiTre HOCUTENB 3amuInaeMoi nHpopmaryu". COOTHOIICHUE
MEXTy HOCUTEIIEM H UCTOYHHKOM HHpopmarwn. CocTaB HOCHTENEH
3ammimaeMoit uHpopmanun. Crroco0b! GUKCHPOBaHUS HHGOPMAITHH B
HOcHTeIsIX. Buibl oToOpaxkeHust nHGOpMAaIUU B HOCUTEISIX. MeToabl
BOCTIPOU3BEACHUS 0TOOPaKCHHOM MH(OPMAITUU B HOCUTEIISX
nHpopMmarn. Hocurenn muchMeHHOH, BUIOBOH, H3ITydaeMOM
nHpopmaruu. OmocpeT0BaHHBIE HOCUTETH 3aITHIIaeMOiH
uHpopMmarui. CBONCTBA M 3HAYCHHUE THUIIOB HOCUTENICH 3allUIaeMON
nH()OpMAaITIH.

Paznmen 6. [lonsiTHe 1 CTPYKTYpa yrpo3 3amuinaeMoi napopMaun
CoBpeMeHHbIe TOAXO0bI K MIOHSTHIO YTPO3bI 3aIUIAeMO
nHpopmanun. CBs3b yrpo3bl 3aIIUIIAeMON HHPOPMALIUH C
ys3BEMOCTBIO MH(GopMarwu. [Ipu3Haky 1 COCTaBIAIOMNE YTPO3HI:
sBIIeHH, pakTopbl, ycioBus. [loHsTHE Yrpo36I 3amMIIaeMOi
nHpopmanun. CTpyKTypa SIBICHHH KaK CYIIHOCTHOTO BBIPAKEHHUS
yrpo3sl 3amumaemort nHpopmarmu. CTpykTypa GpaKkTopos,
CO3JIAIOIINX BO3MOYKHOCTH JIECTaOMIIM3UPYIOIIETO BO3ICHCTBHS HA
WHPOPMAITHIO.

Paznen 7. O0bekThI 3amUThH HHQOpMAMN

[Tonsitne oobekTa 3amuThl. Hocntenn nadopMariy Kak KOHSYHbIS
00BbeKTHI 3aIUTHl. OCOOCHHOCTH OTAEIBHBIX BUIOB HOCHTEINECH KaK
00BEKTOB 3aIUTHI.

CocraB 00bEKTOB XpaHEHHUSI MUCEMEHHBIX M BUIOBBIX HOCUTENEH
uH(popMauH, moIeKamux 3ammre. CocTaB MOUISKAIINX 3AIIUTE
TEXHUYECKUX CPEICTB OTOOpakeHUs1, 00padOTKH, XpaHEHUS,
BOCIIPOU3BEICHUS nepeaaun nHpopmanun. Jpyrue o0beKThl 3alInuThl
nH(popMarui. BHIIBI 1 cCIOCOOBI JecTa0MIN3UPYIOMIETO BO3ISHCTBUS
Ha 00BEKTHI 3aIATHIL.

Paznen 8. Knaccudukanus BUIOB, METOIOB M CPEICTB 3aIUTHI
nHpOpMaITUH

Buier 3amuter uadopmarnyn, chepst ux aevictus. Kimaccupukanms
METOA0B 3alIUThHI I/IH(bOpMaI_[I/II/I. YHI/IBepCEIJ'H)HLIe METOABI 3allIUThI
uHpOpMaIuK, 00acTb uX npuMmeHeHus. O0IacTH MPUMEHEHUS
OpraHM3aIlMOHHBIX, KPUNITOrPaQUIECKUX U HHKEHEPHO-TEXHUIECKUX
METO/IOB 3aIuThl HH(popMaluu. [IoHATHE U KITaCCU(pHUKAIUS CPEICTB
3anuThl HHQOpManuu. HazHaueHne nporpaMMHBIX,
KpUNTOTpahUUECKUX U TEXHUIECKUX CPEJICTB 3aIHTHI.

4.3. Tlpaktudeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHIA U UX TPYAOEMKOCTh IPUBECHBI B TAOIHIIE 5.

Tabmuna 5 — [IpakTudeckue 3aHsATHS U UX TPYJOEMKOCTh

Ne
/o

Templ mpakTH4EeCKUX
3aHATUN

N3 Hux Ne
@opMBI IPAKTUYECKUX | TpymOeMKOCTh, |IPAaKTUYECKOH |pa3zaerna
3aHATUN (gac) MOATOTOBKH, |AUCIUI
(gac) JIUHBI

VY4eOHBIM MJIaHOM HE IPEAYCMOTPEHO

Bcero

4.4. JlabopaTopHble 3aHATHS
Tembr 1a00paTOPHBIX 3aHATHIA U UX TPYJOEMKOCTb TPUBEICHBI B TaOIHIIE 6.




Tabnuua 6 — JIabopaTopHbIe 3aHATHS U UX TPYJIOEMKOCTb

N3 Hux Ne
Ne HanmenoBanne 1abopaTopHbIX padboT TpynoeMKOCTS, | MPaKTHUECKOH | pasiena
/1 (gac) MOJATOTOBKH, | JUCIIHII

(dac) JINHBI
Cemectp 6
1. | UccnenoBanue ys3BUMOCTH HH(POPMAIIUU 8 3
2. | HccnenoBanvie BUIOB YSI3BUMOCTH 8 4
3. | UccnenoBanue Gopm ys3BUMOCTH 8 5
4. | IloctpoeHune aJTOPUTMOB COILMANTbHOM 10 6
WH)KCHEPUH U CIIOCOOBI 3aIIUTHI OT HUX
Bcero 34

4.5. BBpITIOJIHEHUE KYPCOBOTO MPOEKTa/ KypCOBOM pabOTHI

VY4eOHbIM MJIaHOM HE IPESYyCMOTPEHO

4.6. CamocrosTenbHas paboTa 00y4aromuxcs
Bunel camocTosiTenbHON paboThI U €€ TPYAOEMKOCTh IPUBEIEHBI B Ta0IuLeE /.

Tabmuna 7 — Bunbel camocTosTenbHON paboThI U €€ TPYAOEMKOCTh

N Bcero, | Cemectp 6,
Bun camocrositensHOM paboTh
yac yac
1 2 3
N3yueHne TeopeTuyecKoro Marepuasia
30 30
nucturuael (TO)
Kypcosoe npoektupoBanue (KII, KP)
PacuetHo-rpaduueckue 3ananus (PI'3)
Brinonnenue pedepara (P)
ITonroroBka K TeKyIeMy KOHTPOJIO 17 17
ycneBaemoctu (TKVY)
Jomamraee 3amganue (/13)
KonTponbubie pabotel 3a0uHnKOB (KP3)
IToaroroBka K mMpoMeXyTOYHOU
10 10
atrectauuu (I1A)
Bcero: 57 57

5. Ilepedyens yueOHO-METOUYECKOTO 0OECTICUCHUSI
JUIS CAMOCTOSITENIbHON PaboThl 00yYaromuXxcs Mo JUCHUIUTHHE (MOJTYJIIO)
Y4eOHO-MeTOAMYECKHE MaTepHasbl Il CaMOCTOSITENIbHON paboThl 00yJaromMXCsl yKa3aHbl B

I.11. pa3aenoB 6-11.

6. IlepeueHb MEYaTHBIX U ANEKTPOHHBIX YUEOHBIX U3TaHUN
[lepedyeHb MeYaTHBIX U DJEKTPOHHBIX yIeOHBIX M3IaHUI MPUBEIEH B Ta0IUIE 8.

Tabnuua 8— [lepeyeHb Me4YaTHBIX U AJIEKTPOHHBIX YUEOHBIX M3AaHUI

Iudp/

URL bubnuorpapuyeckas ccpuika

azpec

Komuectso 3x3eMIuIsIpoB B
oubnmiorexe
(KpoMe AIIEKTPOHHBIX

IK3EMIUISIPOB)




004 CBunapuyk, Auapeit AnekcanapoBud (KaH]I. TEXH. 5
C24 Hayk). OcHOBBI HH(POPMAITMOHHOW OE30MACHOCTH :
y4ueOHO-MeToanueckoe mocooue / A. A. CBUHApUYK ;
C.-lletepb. roc. yH-T a3pOKOCM. IPUOOPOCTPOECHHUSL. -
Cankr-Ilerepoypr : U3a-so I'YAIIL, 2023. - 94 c. :
puc., Tabn. - bubnuorp.: c. 90 (12 nass.). - b. 1. -
Tekcr : HermocpeICTBEHHBIN

004.05 | Boponos, A. B. OcHOBBI 3a1IUTHl HHPOPMALIUH: 10
B 75 yueOHoe nocodue/ A. B. Boponos, H. B. Bonommwna.
- CI16.: 'OY BIIO "CIIGI'YAIT", 2009. - 78 c.

004 III | Hagerus, B. ®. 5
22 WNudopmannonnas 6e3onacHocts [ Tekcr]: HaydHo-
nonyJspHas auteparypa / B. @. [llansrun. - M.:
JMK Ilpecc, 2014. - 702 ¢

X A47 | Sxosen, E. H. IIpaBoBbic OCHOBBI 0OecrieYeHUs 5
nHpOpMaMOHHOM Oe3omacHocTH Poccuiickoit
Oenepannu [Teket] : yuebHoe mocobue / E. H.
SAxogen. - M. : FOpmuturdopm, 2010. - 336 c.

http://e.lanbook.com/books/element.php?pll_id=3032
Hanerun, B.®. 3amuTa nadpopmanuu B
KOMITBIOTEPHBIX CUCTEMAX U CETSIX [ DIIEKTPOHHBII

pecypce] : yueOHOE mocobue. — DIEKTPOH. 1aH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004 M | MenbaukoB, B. I1. 5
48 3amuta undopmanuu [ Tekct] : yueonuk / B. I1.
Menbuukos, A. U. Kynpusisos, A. I'. Cxuprnanse ;
pen. B. I1. MenbuaukoB. - M. : Akagemus, 2014. - 304

C.
004 p Ps6xo, b. . 10
98 Kpunrorpadudaeckne MeTO 6! 3aIUTHI HH()OPMAITAN

[Tekcr] : yueGHOE mocobue / b. f. Psabxko, A. H.
®uOHOB. - 2-¢ u31., crep. - M. : ['opsiuas JTuHAS -
Temexom, 2014. - 229 c.

http://e.lanbook.com/books/element.php?pll_id=4959
TutoB, A.A. UHxeHepHO-TEXHUYECKAs 3aluTa
nH(opManuu [ DNeKTpoHHBIN pecypce] : yueOHoe
nocodbue. — DnekTpoH. AaH. — M. : TYCVYP
(Tomckuit rocy1apCcTBEHHBIN YHUBEPCUTET CUCTEM
yIIpaBJICHUS U PaU0IEKTpoHUKH), 2010. — 195 c.

7. TlepedeHb 2IEKTPOHHBIX 00Pa30BaTENbHBIX PECYPCOB
MH(}OPMaLMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTu « IHTepHeT»
Ilepeuenn JJIEKTPOHHBIX 00pa3zoBaTeNbHBIX pecypcoB UH(pOPMAaIMOHHO-
TEJIeKOMMYHUKAaMOHHON ceTn «MHTepHeT», HEOOXOAUMBIX JJii OCBOCHHUS TUCIUILIMHBI
npuBeseH B Tabmuie 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX O0pa30BATEIBHBIX PECYpPCOB HHPOPMAIMOHHO-
TEJIEKOMMYHUKAaMOHHOM ceTH «HTepHeT»
URL anpec HaumenoBanue

He npenycmorpeno

8. Ilepeuenp MHPOPMALITMOHHBIX TEXHOJIOTUI



http://e.lanbook.com/books/element.php?pl1_id=3032
http://e.lanbook.com/books/element.php?pl1_id=4959%20

8.1. [lepeyenbp mTpOrpaMMHOr0 oOOECHEeueHHs, HCIOIb3YEeMOT0 TMpPH OCYIIECTBICHUN
00pa30BaTeNLHOrO MpoIecca MO AUCLUIIUHE.
[lepedeHp UCIONB3yeMOTr0 MPOrPaMMHOT0 obecrieueHus npejacrasieH B Taduuie 10.

Ta6ymma 10— [Tepeyersr mporpaMmMHOTO oOecrieueHus

Ne i/t HaumenoBanue

He npenycmorpeno

8.2. Ilepeuenn MH(POPMALMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEMBbIX pu
OCYIIECTBJICHUH 00pa30BaTEILHOTO MpoIiecca Mo AUCIUITITHHE

[lepeyeHp HCMONB3YeMBIX HH(POPMALMOHHO-CIIPABOYHBIX CHCTEM MPEJCTAaBICH B
Tabymue 11.

Tabmuua 11— Ilepedyens HHPOPMALMOHHO-CITPABOYHBIX CHCTEM

Ne i/t HanmenoBanue

He npenycmorpeno

9. MarepuaiabHO-TeXHHUYECKas O0a3a
CoctaB MaTepHaTbHO-TEXHHYECKOH 0a3bl, HEOOXOAUMOW JJIsi  OCYIISCTBIICHUS
00pa3oBaTeNLHOTO MpoIiecca 10 AUCIUILTNHE, TPeCTaBieH B Tabuiel 2.

Tabmuna 12 — CoctaB MaTeprallbHO-TEXHUYECKON 0a3bl

Ne HanmeHnoBaHnue coCTaBHON 4acTH Howmep aynuropun
/T MaTepUaIbHO-TEXHUYECKON Oa3bl (Ipr HEOOXOTUMOCTH )

1 | JlexuuoHHas ayIuTopus

KommnsrorepHslii kinacc

10. Onenounble cpeacTBa AJs MPOBEIEHHS TPOMEXYTOUHOM aTTecTallu
10.1. CocTaB OIICHOYHBIX CPEICTBAJS TPOBEACHUS TPOMEKYTOYHOH aTTeCTAI[UH
o0yyaromuxcst o JUCUUIUIMHE IpuBeAeH B Tabnuue 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEACTB Ik IPOBEICHHS MPOMEKYTOYHOH aTTeCTAIIuU

Buj npoMexxyTo4HOM aTTecTanuu IlepedyeHb OLIEHOYHBIX CPEJICTB
Crnircok BONpocCoB;
JuddepeHurpoBaHHbIi 3a4ET Tectsr;
3ajgauu.

10.2. B kadecTBe KpUTEpUEB OICHKH YpPOBHSA C(HOPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00ydJarouMMHCcs MPUMEHseTCsl S-0ajulbHas MIKajla OLIEHKU C(HOPMUPOBAHHOCTH
KOMIIETeHIINH, KOTopas nmpuBeaeHa B Tabnuie 14. B Teyenune cemectpa MOXKET MCIOJIB30BATHCS
100-0annpHast ~ mKajma ~ MOAYJBHO-PEUTHHTOBOM  CHUCTEMbl ~ YHHUBEpPCUTETa,  IpaBHIa
MCIIOJIb30BaHUsI KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOLIUM JIOKAJIbHBIM HOPMAaTHUBHBIM aKTOM
I'VAIL
Tabnuna 14 —Kpurtepuu onieHKH ypoBHS c()OPMHUPOBAHHOCTH KOMITETEHIIUHN

Or1eHKa KOMITETEHITUH

XapakTtepucTuka c(hopMUPOBAHHBIX KOMIIETEHIIMIHA

5-0ayubHas mIKana




Or11eHKa KOMITETEHITUHN

5-0aiubHas mKana

XapakTepucTuka chopMUPOBAHHBIX KOMIIETEHIUMA

«OTIIMYHO»
(Ga4uTCHO»

OOyyJarommiics:

— TJIyOOKO U BCECTOPOHHE YCBOMJI MPOTPaMMHBIA MaTepHal;

— YBEPEHHO, JIOTUYIHO, MTOCJICIOBATEILHO ¥ TPAMOTHO €0 U3JIaraeT;

— ONMUPAsICh HAa 3HAHUS OCHOBHOM W JIONMOJIHUTEIBHON JIUTEpaTyphl,
TECHO CBSI3bIBAET YCBOCHHBIC HAYUYHBIC MOJOXKEHHS C MPAKTUUYECKOU
NeATEILHOCTHIO HAIIPaBJICHUS;

— yMeJi0 00OCHOBBIBAET M apTyMEHTUPYET BBIABUTAEMbIC UM HJICH;

— [IeJIaeT BBIBOIBI M 0000IIEHNS,

— CBOOOJIHO BIAJIEET CUCTEMOM CIIEUMATN3MPOBAHHBIX IOHATHH.

— npaBWIbHO BBIMOJIHWI OT 90% 10 100% TecTOBBIX 3aaHUi

«XOpOLIO»
<(Ga4YTCHO»

OO0yuaromuiicst:

— TBEP/IO YCBOMJI MPOTPAMMHBIA MaTepHall, [PaMOTHO U TI0 CYIIECTBY
M3JIaraeT ero, ONupasich Ha 3HAHUS OCHOBHOU JINTEPATYPHI;

— HE JIOMYCKAaeT CYNIECTBEHHBIX HETOYHOCTEH;

— YBSI3BIBACT YCBOCHHBIC 3HAHUS C MPAKTHYCCKOW JCSITEIBHOCTHIO
HaIpaBJICHUS;

— apTYMEHTUPYET HAYIHBIC TIOJIOKEHUS;

— JIeJIaeT BBIBOIBI M 000OIIEHHS;

— BJIQJICET CUCTEMOM CIIeUAIN3UPOBAHHBIX MTOHITHH.

— IpaBWJILHO BRIMOJIHWI OT 70% 10 89% TecTOBBIX 3agaHui

*%

«yZI0BJIETBOPUTEIILHOY
«GAuTEHO

— 00y4JarouIuicss yCBOWJI TOJIBKO OCHOBHOM MPOTpaMMHBIA MaTepua,
[0 CYLIECTBY H3JaraeT €ro, ONMpasCh Ha 3HAHHUS TOJbKO OCHOBHOW
JIUTEpaTyphl;

— JIOMYCKaeT HECYIIECTBEHHbBIE OLTMOKU U HETOYHOCTH;

— UCTIBITHIBACT 3aTPYAHEHUSI B TPAKTUYECKOM NPUMEHEHUW 3HAHUN
HaIpaBJICHUS,

— cnabo apryMeHTHPYET HayYHBIE MOJI0KEHHUS,

— 3aTpyAHsieTcsa B (OpMyIMpPOBAHUU BBIBOJOB U 0000IIECHUI;

— YaCTUYHO BJIAJICET CUCTEMOM CIEIMATTM3UPOBAHHBIX HOHfﬂ;IiII\/'I.

— IPaBUJILHO BBRIMOJTHMWI OT 51% 110 69% TecToBbIX 3adaHui

«HEY/IOBJICTBOPHTEIIHHO»
«HE 3a4YTCHO»

— o0yyarouuiicss He YCBOWJI 3HAYUTENBHOM YacTH MPOTPaAMMHOIO
MaTepuana,

— JIONyCKaeT  CYIIECTBCHHBIE  OIMMUOKM W  HETOYHOCTH  TIPH
paccMOTpEeHHH MPOOJIEM B KOHKPETHOM HAIPABIICHUH;

— UCTIBITHIBAET TPYAHOCTH B MPAKTUYECKOM MPUMEHEHUH 3HAHMUIA;

— HEe MOKET apryMEHTHPOBATh HAYYHBIE TTOJTOXKEHUS;

— He GOpMYITUPYET BHIBOJAOB M 0000IIEHUH.

— IPaBUJILHO BBIMOJIHWI MeHee 51% TeCTOBBIX 3a/laHUM

*%

10.3. TunoBbie KOHTPOJIbHBIC 33aHUS WIIK MHBIE MAaTePUAIIBI.
Bormpocs! (3agaun) nmst sKk3ameHa mpeicTaBlieHsl B Taobmmie 15.

Tabnuma 15 — Borpocs! (3amaun) 115 9K3aMeHa

Ko
Ne n/mt Ilepeuenp BonpocoB (3a7au) 1uis SK3aMeHa A
UHIMKaTopa
Y4eOHbIM MJIaHOM HE IPEIYCMOTPEHO
Bompocsr (3amaun) aiis 3ageta / qudd. 3aueTa npejgacraBieHsl B Tadbmuie 16.
Tabnuua 16 — Borpocs! (3aaun) ams 3adeta / qudd. 3auera
Kon
Ne n/m [lepeuens BonpocoB (3ana4) ans 3adera / qudd. 3ayera
P P (sanas) 1 i UHIMKaTopa
1 [Tonsitue nndopmannonHoi 6ezonacuoctu (Ub) u ocnoBusie | OIIK-2.3.1

TEPMUHBI (3aIIUTa, YTPO3a, YI3BUMOCTS).
Tpuana CIA (Confidentiality, Integrity, Availability):




KOH(UIEHIINATBHOCTb, EIOCTHOCTh, JOCTYIHOCTh —
MOHATHE U IPUMEPHI HAPYIICHUH.

[Ipennocsuiky U 1enu odecrneueHus: HHGOPMaIMOHHON
0€30MaCHOCTH.

Bunel nundopmanronHoii 6e30macHOCTH: IepCOHaIbHas,
KOpPIIOpaTHBHASA, TOCYAaPCTBEHHASI.

OOBEKTHI M CYOBEKTHI 3alTUTHI HHPOPMAIIHH.

JlokTprHa HHPOpMaMOHHOM Oe3omacHocTH Poccuiickoit
®denepanyn (OCHOBHBIC MTOJIOKEHUS).

WNudopmannonnas 6€301MacHOCTh YeJIOBEKa U 00IIECTBa.
KomMmrmbroTepHbie IpecTyIieHus: onpeeeHue,
KJIAaCCU(UKALUS U OCHOBHBIC TEXHOJIOTHH COBEPIIICHUSI.
CoBpeMenHas konienius odecrnieuenus Ub.

Pois uenoBeveckoro gaxkropa B o0ecriedeHun
nH(pOpMaITMOHHOM 0€30MMacCHOCTH.

Krnaccudukanus yrpo3 nHGpOpManumoHHOM O0€30TaCHOCTH
(MCTOYHMKM, 11€JTH, BUJIbI BO3JICHCTBUA).

OcHOBHbIE KaHaJIbl YTEUKU UHPOPMALUH.

TexHUYeCKUe KaHAIBI YTEYKU HHPOPMAIUH: TIOHATUE H
CHOCOOBI 3aIIUTHI.

Bunel cereBbix atak. DoS, DDoS, Man-in-the-Middle
(MITM).

CoumanbHas HHXXEHEpUs: METO/IbI U CIIOCOOBI
IIPOTUBOJIECUCTBHUS.

BpenonocHoe nporpamMmmHoe obecriedeHre: BUPYChl, YepBH,
TposiHbl, Ransomware.

VYTrpo3bl 0€301aCHOCTH MEPCOHAIBHBIX TaHHBIX.

YTrpo3sl KOMMEPYECKON TallHbI M MHCAIIEPCTBO.

MeTo1bl OIIEHKH PUCKOB HH(POPMALIMOHHOM 6€30MacHOCTH.
UYro Takoe ys3BUMOCTh (vulnerability) u yem oHa otnuvaercs
OT yrpo3sl?

[TonuTuka 6e30macHOCTH HHHOPMAITMOHHONW CUCTEMBI:
Ha3HA4YEHHUE U CTPYKTYpa.

MeTtoapl ayTeHTU(DUKAIIMY U UACHTU(PUKALIUH 110Ib30BaTeNeH.
Bunsl ayrentudukanum (ogHodakropHas, 1ByxdakTopHas,
MHOTO()aKTOpHas).

JlMckpeMoHHas U MaHJaTHasi MOJENU YIIPaBJIECHUSI JOCTYIIOM.
MexaHU3MBbl 3aIIUThL: TEXHUYECKUE, TPABOBBIE,
OpraHMU3alOHHBIE.

Kpunrorpaduueckue MeTop! 3alIUThl HHPOPMALIUT
(cMMMETpHYHbIE U ACUMMETPUYHBIE).

XemunpoBaHue: IOHATHE U UCIIOIb30BaHUE ISl IPOBEPKU
LIEJIOCTHOCTH.

Me:xcereBbie 3kpansbl (Firewalls): dyHKIIMHN, TUITHI (TAKETHEIE,
YPOBHS IPUIJIOKEHUH).

OIIK-2.V.1

CucremMpl 00HapYKEHUS U MPEAOTBPAILIECHUS BTOPKEHUI
(IDS/1PS).

AHTHBHpYCHAS 3aIIUTa: TPHHIUIBI paOOTHI.

VPN (BupTyaJibHBIE YaCTHBIE CETH) — Ha3HAUYEHUE U BUJIbIL.
PesepBHoe konnpoBanue (Backup) kak cpenctBo obecrieueHust
JTOCTYITHOCTH JTAaHHBIX.

besonacHoctk 6ecnipoBonHbIX ceteit (Wi-Fi).

OIIK-2.B.1




3ammTa MOOMJIBHBIX YCTPONCTB.

3amuTa HHGOPMAIUHN B O0JIAYHBIX BBIYUCIICHUSIX

[IpaBoBbIE MeTOIBI OOEcTIeueHUsT HHPOPMAITMOHHOMN
0E30I1acHOCTH.

3akoHomarenbctBo PD B o6mactu 3amutsl nHpopmarun (D3-
152, ®3-149).

I'ocynapcTBeHHas 1 KOMMepYecKas TaliHa: IIOHATHE U 3aIllUTA.
[lepconanbHbIE NaHHBIC: KIACCU(UKAIHS U TTPABOBON PEKUM
3aIUTHI.

Crangaptsl B 00611aCTH HHPOPMAIIMOHHOW O€30TTaCHOCTH

(I'OCT P MCO/M3K 27001).

Cuctema 3amuThl HGOPMALIUK OPTAaHU3AIMU: CTPYKTYpPa U
MIPUHIIMIIBI CO3/IaHUS.

O1eHKa PUCKOB: ONIPENIEIEHUE, ITAIIbI.
busHec-HenpepbIBHOCTH U BOCCTAHOBJICHHE MOCIIE HHIIUICHTOB
(BCP/DRP).

OOyuenue nepcoHana 0OCHOBaM KrOepOe30MacHOCTH.

Aynut 6€301nacHOCTH HH()OPMALIMOHHON CUCTEMBI.

OIIK-6.3.1

[Tpunnumer padotsr IPsec.

Mertop! 3amuThl OT CHU((UHTA TAKETOB.

MeTtoasl ycrpaneHus yrpossl [P-cnydunra.

ATtaku Ha ypoBHe npmioxkeHu# (SQL-unbexuun, XSS).
OumuHr: onpenenaeHue, BUAbI (smishing, vishing) u npusHaku.

OIIK-6.VY.1

HepequL TEM JIA BBIIIOJIHCHUSA KYPCOBOI'O HpOGKTa/ KprOBOﬁ pa6OTBI npeaAcCTaBJICHBI

B TabauIe 17.

Tabnuna 17 — IlepeyeHb TeM Ui BHITOJHEHUS! KYPCOBOTO MPOEKTA / KYpCOBOM pabOThI

[TpumepHBIii TIepedeHs TEM /ISl BHITTOJIHEHUS KYPCOBOTO MPOEKTa/ KypCOBOM

Ne /it
palboThI
Y4eOHBIM MJIaHOM HE PEIYCMOTPEHO
Bonpocel 11t mpoBeneHUss TPOMEXYTOYHOM aTTeCTallud B BHJE TECTUPOBAHMUS

npeJcTaBieHbl B Tabnuie 18.

Tabnuua 18 — IlpumepHbIii epeueHb BOIIPOCOB Il TECTOB

y Kon
Ne n/n IIpuMepHBIii IepedeHb BOIIPOCOB ISl TECTOB
UHJIMKaTopa
1 1) K npaBoBbIM MeTO/1aM, 00€CTIeUnBAIOIMM HH(POPMALIMOHHYIO OIIK-2.3.1

0€301aCHOCTb, OTHOCSITCS:

- PazpaboTka anmnapaTHBIX CpeJCTB 0OecreueH sl TPaBOBbIX JaHHBIX

- Pa3paboTka n ycTaHOBKA BO BCEX KOMITBIOTEPHBIX TPABOBBIX CETIX
JKYpPHAJIOB y4yeTa JCHCTBUN

+ Pa3paboTka M KOHKpETH3aIHs IPABOBBIX HOPMAaTHBHBIX aKTOB
obecrieyeHus: 6€30MaCHOCTH

2) OCHOBHBIMU UCTOYHUKAMU yrpo3 HH()OPMALIMOHHON O€30MMaCHOCTH
SBJISIIOTCS BCE YKa3aHHOE B CITUCKE:!

- XUIIeHUE KECTKHX JINCKOB, MOJKIIOYCHUE K CETH, HHCAIIePCTBO

+ IlepexBar JaHHBIX, XUIIEHUE JAHHBIX, N3MEHEHUE apXUTEKTYPHhI
CHCTEMBI

- XuIleHue JaHHbIX, MOAKYI CUCTEMHBIX aIMUHUCTPATOPOB, HAPYIIEHUE
pernameHTa paboThl

3) Buabl uHopMaioHHOH 0€301acHOCTH:




+ IlepconanbHasi, KOpopaTuBHasi, FOCy1apCTBEHHAs

- Knnenrckas, cepBepHasi, cereBas

- JlokanbHas, rno0anbHast, CMEIIaHHAS

4) lHenun nHPOpMAIMOHHON OE30MTACHOCTH — CBOCBPEMEHHOE
oOHapyKeHHe, IPeTyIpexKICHUE:

+ HECaHKIIMOHUPOBAHHOTO JOCTYIA, BO3JACUCTBUS B CETH

- HHCaliJIepcTBa B OpraHU3aliu

- Upe3BBIYANHBIX CUTyalUl

5) OcHoBHBIE 00BEKTHI HH(DOPMAITMOHHOM 0€301TaCHOCTH:

+ KoMmmbroTepHbIe ceTH, 6a3bl TaHHBIX

- UudopmanionHblie CUCTEMBI, IICUXOJIOTUYECKOE COCTOSHUE
II0JIb30BaTENIECH

- busnec-opueHTHpOBaHHbBIE, KOMMEPUYECKHE CUCTEMBI

6) OcHOBHBIMH pUCKaMH HH(OPMALIMOHHOM 0€30MacCHOCTH SBJISIOTCS:
- Uckaxenue, yMeHbIIeHHE 00bEMa, IEPEKOIMPOBKA HH(POpMAIHH

- TexHu4eckoe BMENIATeIbCTBO, BEIBEICHUE U3 CTPOsI 000py10BaHUS
ceTu

+ IloTteps, uckaxkeHue, yreuka HHGopMauu

7) K ocHOBHBIM npuHIMIAM obecrieuyeHuss THPOpMaMOHHON
0€3011aCHOCTH OTHOCHUTCSL:

+ DKoHOMUYECKOH 3(h(hEeKTUBHOCTH CUCTEMBI 0€30TTaCHOCTH

- MHororuaropMeHHOH peanu3aiy CUCTEMBI

- YcuieHus 3aUIIeHHOCTH BCEX 3BEHBEB CUCTEMBI

8) OcHOBHBIMH CYObEeKTaMH HUH(POPMALIMOHHOW OE30MaCHOCTH
SIBIISTIOTCSI:

- PYKOBOJUTEIH, MEHEKEePhl, aIMUHUCTPATOPbl KOMIAHUH

+ opraHsI IpaBa, roCy1apcTBa, OU3Heca

- ceTeBble 0a3bl JaHHBIX, (PaepBOIIIBI

9) K 0CHOBHBIM (YHKIIMSIM CUCTEMBI 0€30ITaCHOCTH MOYKHO OTHECTH BCE
NePEUYHCICHHOE:

+ YcTaHOBIIEHHE PETJIaMEHTa, ayAUT CHCTEMBI, BBISIBJICHHE PUCKOB

- YcTaHOBKa HOBBIX O()MCHBIX MPUIIOKEHUH, CMEHA XOCTUHT-KOMITAHUU
- BHenpenue ayreHTH(HUKAIMN, TIPOBEPKH KOHTAKTHBIX TAHHBIX
I0JIb30BaTENICH

tect 10) [IpuHuMnOM nHGOpMaIMOHHON 0€30MaCHOCTH SIBIISETCS
MIPUHITUN HEAOMYIICHUS:

+ HeonpaBaaHHbBIX orpaHu4eHuil npu paboTe B ceTu (cucteme)

- PrckoB 0€3011aCHOCTH CETH, CHCTEMBI

- [Ipe3ymnimm cekpeTHOCTH

OIIK-2.V.1

11) IlpuHuunoM noiMuTUKU HHOOPMALIMOHHON OE30MACHOCTH SIBJIETCS
TIPUHITAI

+ HeB03M0>XKHOCTH MMHOBATh 3alIUTHBIE CPECTBA CETU (CUCTEMBI)

- YcuseHust OCHOBHOIO 3BEHA CETH, CUCTEMBI

- [TonHoro 6;10KMpOBaHUS JOCTYTA IPU PUCK-CUTYALTUAX

12) [IpyHIMTIOM NOJIUTUKUA HHPOPMALIMOHHON 6€30MacCHOCTH SIBIISETCS
TIPHUHITATL:

+ YcuneHnns 3alMIeHHOCTH CaMOT0 HE3aIIMILEHHOTO 3B€HA CETU
(cucremsr)

- [lepexona B 6e30macHOE COCTOSIHUE PAOOTHI CETH, CUCTEMBI

- [lonHOTO HOCTYNA NMOJIB30BaTENIEH KO BCEM pECypCcam CETH, CHCTEMBI

OIIK-2.B.1




13) IIpuHIIMTIOM TOTUTUKH HH(GOPMAITMOHHON O€30MaCHOCTH SIBJISIETCS
TIPUHIINIL:

+ Paznenenus nocryna (06s13aHHOCTEH, MPUBUIIETHIA) KIIMEHTaM CETH
(cuctemsl)

- OTHOYPOBHEBOH 3aIUTHI CETH, CUCTEMBI

- COBMECTHUMBIX, OJHOTHITHBIX IIPOTPAMMHO-TEXHUUECKUX CPEJCTB CETH,
CUCTEMBI

14) K 0CHOBHBIM TUIIaM CPECTB BO3/AEHCTBUS HA KOMIIBIOTEPHYIO CETh
OTHOCHTCS:

- Komnbrotepnsiii cOoit

+ Jlornueckue 3aknaaku («MUHBI)

- ABapuiiHO€ OTKIIFOYCHHUE TTUTAHUS

15) Korma moiydyeH cnaM 1o e-mail ¢ mpuiokeHHbIM (Daitsiom, ClieyeT:
- [IpounTaTh NpHUIIOKEHHE, €CITH OHO HE COJIEPIKUT HUYETO [IECHHOTO —
yAaIUTh

- CoxpaHuTh npuiIokeHnue B napke «Cramy», BRISICHUTB 3aTeM [P-anpec
re’epaTopa cramMa

+ Y 1anuTe MUChMO € TIPUIIOKEHUEM, HE PACKpbIBast (HE YUTast) €To

16) [puauun Kupxroda:

- CeKpeTHOCTh KJII04a OMpeiesieHa CeKPETHOCTHIO OTKPBITOTO
cooOmieHus

- CekpeTHOCTh HH(POPMAITIH OIPeIeieHa CKOPOCTHIO NIepeaun JaHHBIX
+ CeKpeTHOCTb 3aKPBITOTO COOOIICHHS OTPEACISIETCSI CEKPETHOCTHIO
KIIF04ua

17) OUII — sTo:

- DneKTpoHHO-1I(POBOIT MpeoOpa3zoBaTenb

+ DnekTpoHHO-IM(POBAs MOANUCH

- DIIeKTPOHHO-IIU(PPOBOIA Mpoiieccop

18) Haubomnee pacnpocTpaHeHbl yrpo3bl HHOOPMAITMOHHOM
0€30MaCHOCTH KOPIIOPATUBHOMN CHCTEMBI:

- [loxynka HenuuensuonHoro 10

+ OmuOKH SKCIUTyaTalliy U HEYMBIIUIEHHOTO U3MEHEHUS PeKuMa
pabOTHI CUCTEMBI

- Co3HaTeNbHOTO BHEIPEHUS CETEBBIX BUPYCOB

19) Haubounee pacipocTpaHeHsl yrpo3bl HH(GOPMAIMOHHON
0€30MacHOCTHU CETH:

- PacnipeneneHHbIi AOCTYI KJIIMEHT, OTKa3 000PYJ0BaHUS

- MopanbHbIi H3HOC CETH, HHCAUIEPCTBO

+ CoOoii (0TKa3) 000pyI0BaHUsI, HEJIETAIbHOE KOMMUPOBAHUE JaHHBIX
tect_20) Haubosee pacipocTpaHeHbl CpeicTBa BO3ICHCTBUS HA CETh
odwuca:

- Cna0p1if Tpaduk, HPOPMALMOHHBIA 00MaH, BUPYCHl B UHTEPHET

+ Bupycsl B cetu, joruueckne MUHbI (3aKJ1aku ), THQOPMaIMOHHBIH
repexBar

- KommnbroTepHbie c6ou, H3MEHEHUE aIMUHCTPUPOBAHHUS, TOTIOJIOTHH
21) Yreukoit uHGOpMAIMK B CUCTEME HA3bIBACTCS CUTYAIHs,
XapakTepusyemasi:

+ IloTepelt naHHBIX B CUCTEME

- U3smenenuem popmbl HHPOpMAITUU

- I3MenenuneM cojiepkanust HHPOpMALUU

22) CpoiicTBamMH HH(pOpPMAIINH, HanuboJee akTyalbHbIMU IPU
obecreyeHnr MHPOPMALTMOHHON 6€30MaCHOCTH SIBJISIFOTCS:

OIIK-6.3.1




+ I{emocTHOCTD

- JloctynHOCTH

- AKTyasibHOCTBI

23) Yrpo3a nunhpopMaMoHHOH cucTeMe (KOMITBIOTEPHOM CETH) — ITO:
+ BeposiTHOe coObiTHE

- lerepMuHUpOBaHHOE (BCET/Ia OMPEICIICHHOE) COOBITHE

- CoOpITHE, TPOUCXOASIIEE NTEPUOTUYECKU

5 24) NUudopmarnusi, KOTOPYIO CIEIyeT 3alUIIaTh (110 HOpMaTUBaM, OIIK-6.Y.1
MIpaBUJIaM CETH, CUCTEMbI) Ha3bIBACTCSA:

- PernamentupoBaHHOM

- [TpaBoBoii

+ 3amuniaemon

25) PazHoBUHOCTSIMH yrpo3 6€30MacHOCTH (CETH, CUCTEMBI) SIBIISIOTCS
BCE MEPUUCIICHHOE B CITHCKE:

+ IIporpaMMHbIe, TEXHUUECKHE, OPTaHU3AIIHOHHBIE, TEXHOJIOTHUECKUE
- CepBepHbIe, KIMCHTCKHUE, CITyTHUKOBBIC, HA3EMHBIC

- Jlnunble, KOpopaTUBHBIC, COLIUATbHBIC, HAIIMOHAIbHbBIE

26) OkoHUYaTEIHLHO, OTBETCTBEHHOCTD 32 3aIUIIICHHOCTh IaHHBIX B
KOMITBIOTEPHOM CETH HECET:

+ Buanenen cetu

- AIMUHUCTPATOpP CETH

- [Ionp30Bareins cetn

27) Ilonutrka 6€301MaCHOCTH B CUCTEME (CETH ) — 3TO KOMILIEKC:

+ PykoBojcTB, TpeOoBaHmii o0ecTiedeHrsI HEOOXOIMMOTO YPOBHS
0€e30MacHOCTH

- MHCTpyKIMii, aIrOpUTMOB ITOBEIECHUS ITOJIB30BATENS B CETH

- Hopmpb! nadopmamonHoro npasa, co0ro1aeMble B CETH

28) Haubosiee BasKHBIM TIPH peaTu3aiiy 3aUTHBIX MEP MOJTUTUKH
0€30MaCHOCTH SIBJISETCA:

- Aynut, aHaJIA3 3aTpaT Ha MPOBEICHUE 3alTUTHBIX MEp

- Aynut, aHanu3 0€30MacHOCTH

+ Aynut, aHanu3 ysI3BUMOCTEH, pUCK-CUTYyallui

[lepeueHp TeM KOHTPOJIBHBIX PabOT MO NUCUUIUIMHE OOYdYarolUXCsl 3a04HON (OPMBI
oOydeHus1, IpecTaBieHbl B Tabmuie 19.

Tabmuna 19 — [lepedeHb KOHTPOJIBHBIX PadOT

Ne n/mt IlepeyeHb KOHTPOJIBHBIX PadOT

He npenycmorpeno

10.4. MeTtoguveckre  MaTepUalbl,  ONPEACISAIONME  MPOUEAYPHI  OICHUBAHUS
WHAWKATOPOB, XapaKTEpU3YIOUIUX JdTanbl (OPMUPOBAHHUS KOMIIETCHIIUN, COJAEp)KaTcs B
JOKAJIbHBIX HOpMaTUBHBIX akTax [ YAII, pernaMeHTHpYOIMX MOPSIOK W MPOUEaypy
MIPOBEJICHUS TEKYIIET0 KOHTPOJIS yCIIEBAEMOCTH U MPOMEKYTOUHOM aTTECTAIlMH O0YyJaroIINXCs
I'VAIL

11. Mertoaudeckue yKazaHus Uit 00YJarOIIUXCs IO OCBOSHHUIO JUCITUILTAHBI

11.1. Meroauueckue ykazaHMs s OOy4aromUXcs 10 OCBOEHHIO JIEKIIMOHHOTO
Marepuaa.

OcHOBHOE Ha3HAYEHME JEKIIMOHHOTO MaTepuaia — JIOTHYECKH CTPOWHOE, CUCTEMHOE,
rmy0oKoe M SICHOe M3JIOKEeHHEe y4eOHOro MaTtepuana. HasHadeHume COBpPEMEHHOW JIEKIHH B




paMKax IUCIMIUIMHBI HE B TOM, YTOOBI MOJYYUTHh BCIO MH(YOPMALMIO 1O TEME, a B OCBOCHUU
(GyHAaMEHTAIbHBIX NpOOJEeM JUCLMIUIMHBI, METOJOB HAy4yHOrO IIO3HAHMS, HOBEHIIMX
JOCTIDKEHUI Hay4HOH MbIciu. B yueOHOM mporecce JEKIUs BBIMOIHAET METO0JIOTHYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKIMU. JIeKIus packpbIBaeT NOHATUIHBIN anmapar
KOHKPETHOW o0yacTu 3HaHUs, €€ MpoOieMbl, AaeT IEeTbHOE MPEACTaBICHUE O AUCIHILIMHE,
IIOKa3bIBAET B3aUMOCBS3b C IPYTUMU JUCLUAIIIIMHAMM.

[lnanupyemMble pe3yabTaThl IPH OCBOSHUH 00yYaIOMUMUCS JIGKIIMOHHOTO MaTepraa;

— TIOJYy4YEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aMMOCBA3aHHBIX 3HAaHUN, YPOBECHb
KOTOPBIX OIPEIEIISIETCS LEIEBOM YCTAHOBKOM K Ka)K10M KOHKPETHOM TEME;

— TOJIy4€HHE OIbITa TBOPYECKOI pabOThl COBMECTHO C IPENOJaBaTEIEM;

— pa3BuTHE NIPOPECCHOHATBHO-IENOBBIX  KauyecTB, JIIOOBM K IpeAMETy H
CaMOCTOSITEJIBHOTO TBOPYECKOI'O MBIIITICHHUS.

— TOsBJIEHHE HEOOXOAMMOT0 HHTEpEca, HEOOXO0AUMOTO Il CAMOCTOSTENILHON PabOThI;

— TIOJy4YyeHUE 3HAHUNH O COBPEMEHHOM YPOBHE pa3BUTHS HAyKM U TEXHUKU U O
IIPOrHO3€ UX Pa3BUTHsI HA OJIMKalIlIne Tofbl;

— HayuyuTbCs METOJUYecKH oOpabaTbiBaTh MaTepuan (BBIACIATh TJaBHBIE MBICIU U
IIOJIOKEHUSA, IPUXOAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATh HUX B  Pa3jIM4YHBIX
(bopMynupoBKax);

— TOJIyueHHE TOYHOI'O IOHUMAaHHUs BCEX HEOOXOIUMBIX TEPMUHOB U TOHATHH.

JlekuMOHHBI MaTepHal MOXET CONPOBOXKIATHCA JEMOHCTpAlUUEHd CIIAWI0B W
UCIOJIb30BAaHUEM DPA3JaTOYHOIO MaTepuallia IpU IPOBEIEHUM KOPOTKHX JTUCKYCCHH 00
O0COOEHHOCTSIX IPUMEHEHUSI OT/IEIbHBIX TEMATUK 110 IUCHUIUINHE.

CrpyKTypa npefocTaBieHusl JEKIHMOHHOIO MaTepuara:

— H3noxeHue JIEKIMOHHOTO MaTepuaa;

— llpencraBieHne TeOpETUUECKOIO MaTepuaa IpenojaBaTesieM B BUJE CIAiI0B;

— OcBoeHHE TEOPETUUECKOTI0 MaTepraa 1o NPakTUYECKUM BOIIPOCAM;

— Crucox BOMpOCOB IO TeME AJIsl CAMOCTOSITENIbHOM paOdOThI CTyIEHTA.

Metoanyeckue yka3zaHHs [0 OCBOEHHIO JISKIIMOHHOIO MaTepHajga UMEITCsS B U3JaHHOM
Buae B oubmmoreke I'YAII CBunapuyk, Anapeit AnekcanapoBuu (KaH[. TexXH. HayK). OCHOBBI
UHPOPMALIMOHHOM Ge30macHOCTH : yueOHo-meroandeckoe mocobue / A. A. Ceunapuyk ; C.-
[Terep6. roc. yH-T aspokocm. npudopoctpoenus. - Cankr-Ilerepoypr : U3n-so ['VAII, 2023. -
94 c. : puc., Tabm. - bubnuorp.: c. 90 (12 Hass.). - b. 11. - Tekct : HemocpeACTBEHHBII

11.2. Metoauueckue ykazaHus A OOy4aroIUXCs IO BBIIOJIHEHUIO J1a00paTOPHBIX
pabot

B xozme BbIMONHEHHsS J1a0OpaTOpHBIX paboT oOyyaromMics JOJKEeH YriyOuTh H
3aKpenuTh 3HAHUS, NMPAKTUYECKUE HABBIKH, OBIIAJIETh COBPEMEHHOW METOIUKOW M TEXHUKOU
HKCIEPUMEHTAa B COOTBETCTBUM C KBAJU(HUKAIIMOHHON XapaKTEepPUCTHKONW OO0yJaromerocs.
Boinonnenue nabopaTopHbIX pabOT COCTOUT U3 AKCHEPUMEHTAIbHO-IIPAKTUYECKOH, pacueTHO-
AQHAJTUTUYECKON YacTe U KOHTPOJIbHBIX MEPOIIPHUITUH.

Breimonnenue nabopaTopHbIX pabOT 00ydaromMMCS SIBJISETCS HEOTHEMJIEMOW YacThIO
U3yYeHHs] JTUCLMIUIMHBI, OIpenenseMoil y4yeOHbIM IUIAaHOM, U OTHOCHUTCS K CpEICTBaM,
00ecIeunBarONINM PEHICHUE CIEAYIONINX OCHOBHBIX 337124 00yJaromerocs:

— TIpHOOpeTeHHEe HaBBIKOB HCCIEIOBaHMS IMPOIECCOB, SBIEHUH U  OOBEKTOB,
U3y4aeMbIX B paMKax JaHHOW JUCIUIUTIHBI;

— 3aKpeIUIeHHe, Pa3BUTHE W JIETATM3aIlUs TEOPETHUYECKMX 3HAHWH, TOJTYYCHHBIX Ha
JEKITHSIX;

— ToJIyueHHe HOBOM MH(OpMAINH 10 U3y4aeMOH TUCIUIINHE;

— TnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATEIbHOW  paboTel ¢ 1a00paTOpHBIM
000pyI0BaHUEM U TPUOOPAMH.



3ananue U TPeOOBAHUSA K MPOBEACHUIO JIA00OPATOPHBIX padoT

— B 3aganum 10mKHO OBITH YeTKO c(hOpMyIIMpOBaHa 3a/1a4a, BeimoHsiemas B JIP;

— Onwucanbl BXOJHBIE U BBIXOJIHBIE JaHHBIE AJisl IpoBeaeHus JIP;

— JIP momxHa BBITIOJIHATHCS HA OCHOBE MOJYYEHHBIX TEOPETUUECKUX 3HAHUSX;

— Bemonnenne JIP nomKHO OCYHIECTBIATHCS HA OCHOBE METOIMYECKHX YKA3aHUU,
MPEIOCTABIISIEMBIX IIPETIOAABATEIIEM;

— JIP nomkHa BBIIOTHATHCS B CIEIUATH3UPOBAHHOM KOMIBIOTEPHOM KJIACCE€ U MOXKET
ObITh JOpabOTaHa CTYJIEHTOM B JOMAIIHUX YCIOBUSX, eciu 1o3Bossiet [10;

— HWrorom BeinonnenHoi JIP sBisercs oryer.

Crpykrypa u popma otuera 0 1adopaTopHOii padoTe

— IlocTaHoBKa 337249,

— BXxoaHbIe U BBIXO/HbIE JaHHBIE;

— Copep:kaHue TaroB BHIIOTHEHUS;

— O0ocHOBaHMeE MMOJIYYEHHOTO pe3yibTara (BBIBON);

— Crnucok UCToab3yeMOol JIUTepaTyphl.

TpebdoBanusi K 0(p)OpMIIEHUIO OTHYETA 0 JIA0OPATOPHOIT padoTe

— JlaGoparopnas pabota (JIP) mpenocraBiseTcst B me4aTHOM/HITU 3JIEKTPOHHOM BHJIC;

— JIP momxHa COOTBETCTBOBAThH CTPYKTYpE M (POpME OTUETa IIPEICTABICHHOH BBIIIIE;

— JIP pomxna umetrs TUTynapHBIM duct (I'OCT 7.32-2001 wuzpmanus 2008 roma) c
HA3BaHMEM U MOJIUCHIO CTYACHTa(0B), KOTOPHIH(bIe) ee caenan(u) u opopMui(u);

CryneHt mospkeH 3amutuTh JIP. OTMeTKa 0 3amuTe M0 KHA HAXOIUTHCS HA TUTYJIHHOM
JIUCTE BMECTE C MOIMUCHIO IPEroaaBaTers.

11.3. Mertoauueckue ykazaHus JUIsl OOYYaIOIIMXCS MO MPOXO0XKICHUIO CAMOCTOSITEIHbHON
paboTsl

B Xoze BBITIOJIHEHUSI CaMOCTOSITEIIbHON PabOThI, O0YYAIOIIUIICS BBIMOJIHAET PadOTy O
3aJJaHUI0 ¥ TIPU METOJMYECKOM PYKOBOJCTBE IpErojaBaTelisi, Ho 0e3 ero HermocpeICTBEHHOTO
y4acTusl.

B mporecce BBIONHEHMS] CaMOCTOSATEIBLHON pabOThl y oOydarorierocs (GopMupyercs
nesnecooOpa3Hoe IIaHupoBaHUe paboyero BpeMeHH, KOTOpOe MO3BOJISIET €My pPa3BHBAaTh YMEHUS
N HABBIKM B YCBOCHHMU W CHCTCMATHU3AlIUH HpI/IO6pCTaeMI)IX 3HaHHI>'I, o0ecrieunBaeT BBICOKHUHA
YPOBEHb YCIEBAEMOCTH B TMEPHOJ OOY4YeHHs, MOMOTaeT NOMYyYUTh HABBIKA TOBBIIICHUS
MpoEeCCHOHAIBHOTO YPOBHSI.

MetoaudyeckumMi ~ MaTepuaiaMH,  HAMpaBISIIONIMMH  CaMOCTOSITENIbHYIO — paboTy
00yJarONUX CSASBIISIOTCS:

—  y4eOHO-METOMYECKUN MaTepHa 1o JUCIHILINHE;

— METOAMYECKHE YKa3aHHS MO BBIMOJHEHUIO KOHTPOIBHBIX PadOT (U 00yJaromuxcs
10 3204HOU (hopMe 0OyUeHUs).

11.4. Metoauueckre yKazaHus [UIsI OOYYArOIIMUXCS TIO TPOXOXKACHHUIO TEKYIIETro
KOHTPOJISI YCTIEBaeMOCTH.

Texymuit KOHTPONb YCIEBAEMOCTH MpEeAyCMaTpUBAaeT KOHTPOIb KadyecTBa 3HAHUI
00yJarOIIXCsl, OCYIIECTBIIEMOTO B TEUCHHE CEMECTpa C IEJbI0 OICHUBAHMS X0JIa OCBOCHUS
IUCIHATIINHEL

JUIs  yCHenrHoro  MPOXOKJCHHS TEKYIIero KOHTPOJS HEOOXOJMMO BBITOJIHHUTH
nabopaTopHbIe pabOThI, 3arPy3UTh UX B JTUYHBIN KAOMHET U IPOUTH MPOIEAYPY 3aIIUTHI KaXI0H
paboTel. O1ieHKH 32 pabOTHI BHICTABJISIOTCS 110 MATHOATUTHHOM IITKAJIE.

11.5. Metoauyeckue ykazaHus Jjisi OOYYarONIUXCs MO MPOXO0KICHUIO MPOMEXYTOIHOM
aTTeCTalUU.



— IlpomexyTouHast arTecTamusi OOy4YalOUIMXCS TPEIyCMaTPUBACT  OILICHWBAHUE
IIPOMEKYTOYHBIX ¥ OKOHYATEILHBIX PE3yJbTaTOB 00ydeHus 1o aucnuiuiHe. OHa BKIIIOYACT B
cebst muddepeHmpoBaHHbIN 3a4eT — 3TO (HOpMa ONECHKU 3HAHUU, TOMYYEHHBIX O0YJarOIIUMCS
NPU M3YYCHUU JUCIUTUIAHBL, IPH BITOJHEHHH KYPCOBBIX IMPOEKTOB, KyPCOBBIX Pa0OT, HAYYHO-
UCCJICIOBATEIILCKUX PA0O0T M MPOXOXKJACHUU TMPAKTHK C aTTECTAIMOHHON OICHKOW «OTIIMYHOY,
«XOPOIIOY», «YIOBICTBOPUTEIILHOY, KHEYIOBICTBOPUTEIHLHOY.

JUIs  yCHeImIHOTO TPOXOXACHUS TMPOMEKYTOYHONW aTTECTallMd HEoOXomuMo  3a
3alMICHHbIC  Ja0opaTopHble pa0OTHl  IMOJIYYUTh HMHTETPAIIbHYIHO OICHKY HE HHWXKE
«YIOBIIETBOPUTEIHHO.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.
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