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AHHOTaUs

Hucuunnuna «KopropaTuBHash 3amura OT BHYTPEHHHX Yrpo3 HHGOpMalUOHHOU
0€30MacHOCTH» BXOAMT B 00pa30BaTEJIbHYIO IPOTrpaMMy BBICHIETO 0Opa30BaHUS — MPOrpaMMy
OakanmaBpuata 1o HampasiieHHt0 moarotoBku/ crneruanbHocTH 10.05.03 «MHpOopManmnoHnHas
0€30MacHOCTh aBTOMaTH3MPOBAHHBIX CHCTEM» HallpaBieHHOCTH/criennanu3aiuu «be3onacHocTb
OTKPBITBIX HHPOPMAIIMOHHBIX cucTeM». JlucumrHa peanusyercs kapeapon «Ne33».

JucuuminHa HameneHa Ha (GOPMHUPOBAHKE Y BHITYCKHUKA CIICIYIOIIUX KOMIICTCHITUN |

I[IK-12 «KopmopaTtuBHas 3amura OT BHYTPEHHHUX yrpo3  HH(POPMAIMOHHOMN
0€e30MmacHOCTH

Copep:xaHue TUCIUILUIMHBI OXBAThIBAET KPYT BONPOCOB, CBA3AHHBIX C BBIOOPOM pEIIeHUN
10 UCTIOJIb30BAHUIO CHCTEM 3aIUTHl HH(pOpMaIuu oT BHyTpeHHUX yrpo3 DLP IWTM.

[IpenogaBanue AMCHUIUIMHBI MpEeAycMAaTpUBaeT cienyromue QopMbl OpraHu3aluu
y4eOHOTO Mpolecca: JEKIHH, JJA00paTOpHbIE padOThI, CAMOCTOSITEIbHAS PadoTa 00YJarOmEerocs.

[IporpaMMo#l IHUCHUIUIMHBI TPEIYyCMOTPEHBI CIEAYIOLIUE BHUABI KOHTPOJS: TEKYIIUN
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAs aTTecTanus B hopme sk3ameHa (8 cemectp).

OO6mas TpyAO0EMKOCTh OCBOEHUS AMCLMILIMHBI COCTaBIseT 3 3aueTHhIX eauHuibl, 108
4acoB.

SI3bIK 00yUYeHUs IO JUCIUILTUHE KPYCCKUI»



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB O0yUEHUS IO JUCIUILTAHE

1.1. Tlenu npenomaBaHus JUCITUTUTMHBI
Lenpro peanvzanuu MPOrpaMMBbl SIBJISIETCS. COBEPLICHCTBOBAHME W (WMJIM) MOJYYEHHUE HOBOMU
KOMIIETEHIIMH, HEOOXOAMMOM JIsi MPOPECCUOHANBHON AEATEIbHOCTH, C YUYETOM CHelH(PUKAUU
cranmapta Bopnackmwuic mo xommereHnun «KopropaTuBHas 3amuTa OT BHYTPEHHHX Yrpo3
nH(pOpMaIMOHHOM 0€30IMacHOCTHY.

1.2. JlucuumimHa  BXOOUT B  COCTaB  4YacTH, (OPMUPYEMOH  y4aCTHHKAMHU
00pa3oBaTeNbHbIX OTHOIICHUH, 00pa30BaTENIbHOI MpOrpaMMbl BhICIIEr0 0O0pazoBaHus (nanee —
OI1 BO).

1.3. IlepeueHb IIAHUPYEMBIX PE3YJIHTATOB OOYUEHUS [0 AUCLUHUILIIMHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMU pe3ynbratamu ocBoeHus OIT BO.

B pesynbraTe u3yueHus AMCHUUILIMHBI OOYYAIOUIUICS NOJDKEH 00JanaTh CIEAYIOUUMU
KOMIIETCHIIMSIMY WM WX 9acTaMu. KOMIETeHIINY U WHAUKATOPHI MX JTOCTHXKEHUS TIPUBEICHBI B
Tabimue 1.

Tabmuna 1 — [lepeueHb KOMIETCHIMI U UHAUKATOPOB UX JTOCTHKCHUS

Konu
Kareropus (rpynna) Kon u HauMeHOBaHWE HHIMKATOPA JOCTHUKEHUS
HanNMEHOBaHUE

KOMIICTCHIIUN KOMIICTCHIIU
KOMIICTCHIIUHU

[1K-12.3.1 3HaeT npUHUIUIIBI TPOSKTUPOBAHUS
CUCTEMBI KOPIIOPATUBHOM 3aIUTHI OT
BHYTPEHHUX YTPO3

[1K-12.3.2 3HaeT OCHOBHBIC ()YHKIIUU CUCTEMBI
DLP IWTM

[1K-12.3.3 3HaTh TEXHOJIOTHH aHAIH3a TpapuKa
pu paboTe MOMUTUKAMH HH(OPMAIIMOHHOMN
[1K-12 0€30MacCHOCTH B CUCTEME KOPIIOPATUBHOM
KopnoparusHas 3amuThl HH(QOpMALIUN

[TpodeccuonanpHple | 3amuTa OT [IK-12.Y.1 ymeTs pazpabaThIBaTh MOJIUTHKA
KOMIIETEHIINH BHYTPEHHUX YTPO3 JIEeTEKTUPOBAHUS U OJIOKMPOBKH YTEUEK C
MH(OpMaLOHHON ncrnons3zoBanueM DLP-cucrem

0e30macHOCTH [1K-12.V.2 ymets pabotats B DLP-cucreme c
COOBITHUSIMHU, 3aIIPOCAMHU, OOBEKTAMU 3aIUTHI,
MOJUTUKAMHU, CBOJKAMH, BUIKETAMHU, IEPCOHAMHU
[1IK-12.B.1 BageTs HaBBIKAMH YCTAHOBKH H
KoHurypuposanus cucreM DLP IWTM
[1K-12.B.2 Bnagers HaBBIKAMU CO30AHUS
(buUIBTPOB /IS aHATN3a MTePEXBAYCHHOTO Tpaduka
U BBISIBJICHHBIX MHIIUJICHTOB

2. Mecro nuctuIuIMHEL B cTpykType OI1

JuctumimHa MOKeT 0a3upoBaThCS HA 3HAHUSX, paHee MPUOOPETEHHBIX 00yUYaIONTUMUCS
MIPU U3YYCHHUH CIICTYIONTUX JTUCIUIUIAH:

— «MHbOpMAIIMOHHOE IIPABOY,

— «HuadopMaTUKa,

3HaHUs, TMOJYyYEHHbIE NPU M3YyYEHWHM Marepuana JaHHOM JAMCLMIUIMHBIL, MUMEIT Kak
CaMOCTOATENIbHOE 3HAYCHHUE, TAK M UCIIOJIB3YIOTCS ITPU U3YYECHUU APYTUX AUCUUTLIAH:

— «KoMIuiekcHas 3amTa 00beKTOB HH)OPMATU3AIIMI,

— «OCHOBBI yIIpaBieHus HHGOPMALMOHHON 0€3011aCHOCTRIOY,

3. O0BeM u TPYI0EMKOCTh TUCIUILIMHBI




JlanHbpie 00 oOmemM oO0beMe AUCHUIUIMHBI, TPYJOEMKOCTH OTAEIbHBIX BHUJOB Y4e€OHOM
paboTHI IO TUCHHUIUIMHE (M pacHpeaeIeHue ITOH TPYI0EMKOCTH TI0 CEMECTpaM) MPECTABICHBI B

Tabnuiie 2.

Ta6ymma 2 — O6beM U TPYJ0EMKOCTh JUCITUTIINHBI

TpynoeMKocTb 1o

Bun yueGHO# paboThI Bceero cemMecTpam
Ne8
1 2 3

Oowan mpyooemKocmp oucCyunIUHbL, 3/ 108 3/ 108
3E/ (4ac)
H3 Hux uacoe npakmuueckoi no020moeKu 34 34
AyoumopHhuvle 3anamus, BCETO 4ac. 51 51
B TOM YHCIIE:

nexmu (JI), (gac) 17 17

npaktudeckue/cemunapckue 3aastus  (I13),

(gac)

naboparopusie padbotsl (JIP), (dac) 34 34

KypcoBoii npoekT (pabdota) (KII, KP), (gac)

9K3aMeH, (Jac) 27 27
Camocmoamenvnasn paboma, Bcero (dac) 30 30
Buo npomesicymounoit ammecmayuu: 3ayer, K3, SKs.,

audd. 3auer, sx3amed (3auer, [udd. 3au, Dk3.)

4. CoaepskaHue TUCHUTUTHHBI
4.1. Pacnpezenenue TpyI0€MKOCTH TUCHUTUIMHEI 110 pa3eiaM 1 BUAaM 3aHATHMN.
Pa3nensl, TeMbl AUCHUIIIIMHBI U UX TPYAOEMKOCTh MPUBEEHBI B TabmuIe 3.

Tabnuna 3 — Pa3aensl, TeMbl AUCIUILIUHBL, UX TPYAOEMKOCTh

Paznensl, TeMbI JUCLIMIIIAHBI Jexunn | 113 (C3) P KIVKP CP (gac)
(dac) (dac) (qac) (qac)
Cemectp 8
Moayns 1. CtargapTsl npohecCHOHATHHOTO
JBIDKEHU 1o KomrereHuun «KoprnopaTusHas 3amunTa 1 1
OT BHYTPEHHHX yrpo3 HH()OpMaIIMOHHOM
Oe3onacHocthy. Paznensl cnenupukanin
Monynb 2. TpeboBaHust OXpaHbI TPYIa U TEXHUKU 1 1
0e30macHOCTH
Monyns 3. CoBpeMEHHBIE TEXHOJIOTHUH B
npodeccuoHanbHOl chepe. OCHOBBI 3aTUTHI 5 5 4
UHQOPMAITUK OT BHYTPEHHHUX YTPO3 HHPOPMAIIMOHHOM
0e3omacHOCTH
Monyinb 4. OcHOBBI TU(POBOI THTHEHBI 2 4 4
Mopnynb 5. YcTaHOBKa, KOH(PpUTYpHpOBaHHE U
yCTpaHEHUE HEUCIIPABHOCTEH B cUCTEME 2 6 5
KOPIOPAaTHBHOMN 3aIUTHI OT BHYTPEHHHUX YIPO3.
Mopnyinb 6. TeXHOIOTUM areHTCKOrO MOHUTOPUHTA 2 4 3
Monyib 7. Pa3paboTka moauTuk 6€30MacHOCTH, aHAIH3 2 6 3
BBISIBJICHHBIX MHIIUJICHTOB
Mopnynb 8. TeXHOIOTUN aHAIN3a U 3aLUTHI CETEBOTO
TpaduKa, KOMIPOMETAIINS, MEKCETEBOEC 2 6 4
B3aUMOJIEHCTBUE U TYHHEJIUPOBaHUE




Monyns 9. ObcnenoBanue (ayIuT) OpraHU3aLny C

EJIbIO 3aIUThI OT YIPO3 HHPOPMAIIMOHHOK 3 6 5

0e30MmacHOCTH

Htoro B cemectpe: 17 34 30
Hroro 17 0 34 0 30

IIpakTnyeckass MOATOTOBKA 3aKJIIOYAcTC B HENOCPEACTBEHHOM  BBIIIOJHEHUHU
Oo0y4yaromMMHUCs  OMNpENEeNeHHBIX  TPYIOBBIX  (YHKUMH, CBSA3aHHBIX C  Oya;ymiei
npo¢eCCHOHATIBHOM 1A TENbHOCTBIO.

4.2. CopnepxaHue pa3/ieJoB U TEM JICKIIMOHHBIX 3aHSATHH.
ConepxaHue pa3/ieiioB M TeM JICKIIMOHHBIX 3aHITHI MIPUBEICHO B Ta0OHIIE 4.

Ta6mmma 4 — ComepxaHue pa3aesioB U TeM JEKIIMOHHOTO UK

HOMep pasaciia Hazpanue u COACPIKAHUC Pa3acCIOB U TEM JICKIHMOHHBIX 3aHATHH

1 Mopayas 1. Ctanaaprsl npogeccoHaJIbHOT0 IBHKEHUS 110
koMneTeHun «KopnopaTuBHasi 3alIMTa OT BHYTPEHHUX
yrpo3 uHopMannoHHo# de3onacHocT». Pasiennl
cneurpurkanumn

Tema 1.1 Cnenudukanus cTanaapTa KOMIICTCHITMH
«KoprniopaTuBHas 3aiiiuTa OT BHYTPEHHUX yIpo3
nH(pOPMaLIMOHHON 6e30MacHOCTHY (KOHKYPCHOE 3ajaH1e,
TEXHUUYECKOE OMMcaHue, MHQPACTPYKTYPHBIN JIUCT, CXeMa U
obopynoBaHue paboyux MecT, TpeOOBaHUS K TEXHUKE
0€3011acHOCTH, KpUTEPUH OLIEHUBAHUS, KOJEKC 3TUKHU, OCHOBHBIE
TEPMUHBI)

2 Mopnyasb 2. TpeGoBaHusi 0XpaHbl TPY/Aa U TEXHUKH
0e3omacHOCTH

Tema 2.1 Kynbrypa 6e3onacHoro tpyaa.

Tema 2.2 OcHoBbI Oe30macHOro Tpyaa 1 3¢ ekTuBHas
opranu3zaius pabodero Mecta B COOTBETCTBUHU CO CTaHapTaMH
po(hecCHOHANBHOTO IBUKEHUS U crienruKaiyei cTaHaapToB
PO eCCHOHATBLHOTO JBIKSHHS 10 KOMIIETCHITHH.

3 Moayas 3. CoBpeMeHHbIE TEXHOJIOTHH B IPO(deccHoHAIBLHOMI
cepe. OCHOBBI 321U THI HHPOPMALMH OT BHYTPEHHHX yIpo3
HH(}OPMaALMOHHOH 0€30ITaCHOCTH.

Tema 3.1 OcHOBBI 3aIIUTHl KOPIOPATUBHOM HH(pOpMaLIUN

Tema 3.2 [enu, 3a1a4u, CUCTEMBI, METOBI U CPECTBA 3AILUTHI
Tema 3.3 IIpaBoBble OCHOBBI. KiltoueBble aarOpUTMbI U CUCTEMBI.
OcHoBHble IOHATHA. be3onacHoCcTh MH(OPMALIMOHHBIX CUCTEM.
Yrpo3sl nuaopmarnonHoit 6e3omacHocT. IcTOUHUKHN yrpo3.
Vazsumoctu. Pucku. Artaku.

Tema 3.4 3amurta naGOpMaIK OT BHYTPEHHUX yTPO3
nH(OPMAIIMOHHOK 0€30MacHOCTU. BhIsIBICHHE yTeUEK C
ucnonbp3oBanueM TexHonoruu Data Leakage Prevention (DLP).

Teopus u npaktuka npumeHenuss DLP-cucrem.




Mopnyasb 4. OcHOBBI IM(PPOBOI THTHEHbI

Tema 4.1 [udposas ruruena. Kudepyrpossl. Bumsr kubepyrpos.
WuTepHer yrpo3bl. BHenHne (Bpe10OHOCHBIN TPOrpaMMHBIN KO/,
crnam, (pUIIKHT, CETEBbIC aTaKH, B3JIOM YCTPOHCTBA, B3JIOM
AKKAayHTOB U T.JI.) U BHYTPEHHUE (MHTEPHET 3aBUCUMOCTb,
MHTEpHET IPOKPACTUHALIUSA) UHTEPHET YTPO3bI.
KOMMyHHKaIIMOHHBIE U TEXHOJIOTHYECKNE UHTEPHET YIPO3BI.
Tewma 4.2 IlpaBuna 6e30macHOro MoBeACHHS B ceTH MHTEpHET.
Pa3menienue 1 UCII0yIb30BaHUE NEPCOHAIBHBIX U JIMYHBIX
naHHbIX. bezonacHeie nmapos. HacTpoliku puBaTHOCTH B
COLIMAJIbHBIX CETsX. Pe3epBHOE KOMPOBaHUE.

Tema 4.3 [IporpaMMsbl 3aIIUTHI OT BPEIOHOCHOTO POTPaMMHOI0
koza. IIporpaMMsl ponuTensckoro KoHTpossa. Cpencrea
mudpoBanus naHHbIX. CpeacTBa GJIOKUPOBAHUS
HEXKEJIaTEJIbBHOTO KOHTEHTa

Moayas S. YcraHoBKa, KOHQUTYPUPOBAaHUE H YCTPaHEHUe
HEHCIIPABHOCTEH B CHCTeMe KOPIIOPATHBHOM 321U THI OT
BHYTPEHHHX YI'pPO3.

Tema 5.1 Ycranoska DLP IWTM B BUpTyanbHOM OKPYKEHHH.
Pexxumbl port mirroring u proxy.

Tema 5.2 Kondurypuposanue DLP IWTM

Tema 5.3 McnpaBiieHne TUIIOBBIX HEUCITPABHOCTEM.

MopnyJb 6. TeXHOJIOTHHM AT€HTCKOT0 MOHUTOPHHIA

Tema 6.1 Ha3zHaueHne areHTCKOro MOHUTOPUHTA. Y CTAHOBKA U
HACTpoiika areHTckoro Monutopunra. urepgeiic konconu DLP
IWDM. Pabota B KOHCOJIM yrpaBiIeHUS ar€HTOM

Tema 6.2 [TonuTUKHM areHTCKOI0 MOHUTOPUHTA, OCOOEHHOCTH UX
HacTpoiiku. Co3ianue u mpoBepka noduTuk. Co3gaHue MOJTUTHK
3alUThI Ha areHTax; @unbTpanus coobiTuil; Hactpoiika
COBMECTHBIX COOBITUI areHTCKOIro M CeTeBOr0 MOHUTOPHHTa,
Pab6ota ¢ HocuTensmu u ycrpoiictBamu; PaboTta ¢ daitnamu;
Kontpons npunosxxenwuii; Mickinrouenue u3 coObITHI nepexBara.

Monyas 7. Pa3padoTka moJiMTHK 0€30NACHOCTH, AaHAJIU3
BbISIBJIEHHBIX HHIIU/IEHTOB

Tema 7.1 Pa3paboTka 1 TecTupoBaHUE TOJUTHK B cucteme DLP
IWTM. Pabota ¢ pa3aenoM TEXHOJIOTHH CUCTEMBbI
KOPIOPATUBHOM 3aIUTHI: KATETOPUH U TEPMUHBI, TEKCTOBBIE
00BekThI; PaboTa ¢ coObITHSIMHU, 3aMIPOCH], 0OBEKTHI IIepexBaTa,
uaeHTU(HUKAINST KOHTAKTOB B cOObITUH; PaboTa co cBoAKamuy,
BUJKeTaMu, cBojikamu; Pabota ¢ mepconamu; PaboTa ¢
o0bekTamu 3amuThl; [IpoBecTH UMHUTAIINIO TIpOIIecca YTEUKH
KoH(puaeHMabHON nH(popMmaruu B cucreme; Co3aaTh
HEMPOTUBOPEUUBBIE MOJUTHKH, COOTBETCTBYIOIINE HOPMATUBHOM
0a3e ¥ 3aKOHOJIATEIBCTBY; 3aJOKYMEHTHPOBATh CO3JaHHBIC
MOJINTUKU UCTIONB3YS B COOTBETCTBHH C TPEOOBAHUSIMU




COBPEMEHHBIX CTaHAAPTOB B O0JIACTH 3aLIUTH MH)OPMAIIHH.
Pabora c kateropusamu u TepmuHamu; McnonszoBanue
peryJsipHBIX BeIpaxkeHHit; Vcronp3oBanne MOp(oIorndeckoro
noucka; Pabota ¢ rpapuueckumu o0bexTamu; Pabota ¢
BBITPY3KaMu U 0a3 naHHbIX; PaboTa ¢ neyatsiMu u GJ1aHKamu;
Pa6ota ¢ ¢aitnoBeiMu THUIIAMH,

Tema 7.2 MonuTtopusr tpaduka. [IpoBepka npumMeHeHUs
MOJINTHK 4-X BUIOB: TpaduK, IepcoHbl, Oydep oOMeHa,
nerxkenue (aiinos. Paborta ¢ kpaynepom.

MopnyJib 8. TexH0JIOrHM aHAJM3A U 3ALIUTHI CETEBOIr0
Tpauka, KOMIPOMeETALHsl, MeKCEeTeBOe B3aUMOAeHCTBHE U
TYHHEJIMPOBAaHHE

Tema 8.1 Ha3zHaueHne MeKCeTEBOro SKpaHUPOBAHUS IS
3aIUTBI KOPIIOPAaTUBHOM ceTh. CBENEHUS O CTPYKTYpE CETH;
Kitrouessie y3i1bl KOpriopatuBHOU ceT; Co31aHne CTPYKTYphI
3alUIIEeHHON ceTr; OCHOBHBIE IIPOTOKOJIBI Ul TYHHEIUPOBAHUS
Tpaduka; MexcereBoe B3auMO/IEHCTBHE 3aLUIIEHHBIX CETEH;
KomMmnpomeranus 3alMIIEHHOIO COEAMHEHUS.

Tema 8.2 Coznanue BUPTyaJIbHON YaCTHOW apXUTEKTYpHI
KOPIIOPAaTUBHOM CETU. Y CTAaHOBKA LICHTPA YIIPABICHUS CETHIO;
VYcTaHOBKa yAOCTOBEPAIOILErO HEHTPA; Y CTAHOBKA
MHPACTPYKTYPHBIX KOMIIOHEHT cucTeMbl; HacTpoiika cszeit
nojb3oBarenei; O6paboTka UCKIIOYUTENbHBIX CUTYaLUH.

Moayas 9. O6ciieioBanme (ayMT) OPraHNU3ALMH C HEJIbI0
3aIUTHI OT YIrpo3 nHGpopManHOHHOH He30macHoCTH

Tema 9.1 [NonsTue ayaura HHPOPMAITMOHHONW OE30MTACHOCTH.
Teopus u mpakTHKa 00CIeIOBaHUS OPTaHU3AINH C IIETTBIO
3aIUTHI OT YTPo3 UH(HOPMAITMOHHON 0€30MaCHOCTH

Tema 9.2 3aK0HOIATENBCTBO B O0JIACTH 3aLUTHI
KOH(pHIeHIIMaTbHON nHopMaru. Buasl nndopmariu
orpaHu4eHHoro goctyna. [lepcoHanbHble JaHHBIE.
Kommepueckas TaiiHa.

4.3. Ilpaktuyeckue (ceMUHAPCKUE) 3aHATUSL
Tembl mpakTUUECKUX 3aHATHI U UX TPYJOEMKOCTh IPUBEACHBI B TAOIHIIE 5.

Ta6J'II/II_Ia 5— HpaKTI/I‘-ICCKI/IC 3aHATUSA U UX TPYAOCMKOCTDb

N3 nux Ne
Ne | Tems! npaktnueckux | @opMbl MPaKTHUYECKUX | TpPYyJOEMKOCTb, |IPAKTHYECKOH |pa3nena
n/m 3aHATUN 3aHATUH (uac) MMOATOTOBKH, | AUCIUI

(gac) JIMHBI

VY4eOHbIM MJIaHOM He MPEAYyCMOTPEHO

4.4. JlaGopaTopHbIE 3aHATHUS
Tembl 1aOOPaTOPHBIX 3aHATHHA U UX TPYAOEMKOCTh MPUBEICHBI B TaOHIIE 6.

Tabnuua 6 — JIabopaTopHbIe 3aHATHS U UX TPYAOEMKOCTb




N3 aux Ne
Ne HaunmenoBanwue 1a00paToOpHBIX padboOT TpynOeMKOCTS, | PAKTHICCKOH | pasaena
/o (dac) MOJATOTOBKH, | JMCIIHII
(gac) JIMHBI
Cemectp 8
1 Hactpoiiku npuBaTHOCTH B COLIMAIBHBIX 6 3,4
ceTsx
2 YcTaHoBKa 1 KOH(pHUTypUpOBaHUE 7 5,6,7,9
koMmnoHeHToB DLP cucTembl
3 TexHOoJIOrnK areHTCKOr0 MOHUTOPHHTA 7 5,6,7,9
4 PazpaboTka u npuMeHeHre MOJIMTHK, aHATU3 8 5,6,7,9
BBISBIIEHHBIX MHIIUICHTOB
5 Co3saHue 3aiueHHON CETEBOM 6 8
UHPPACTPYKTYPHI
Bcero 34

4.5. BeInosHeHNe KypCcOBOTO POEKTa/ KYpCOBOW pabOTHI

V4eOHBIM IJIAaHOM HE npeaAyCMOTPCHO

4.6. CamocrosrenbHas padoTa 00yJaronIuxcs
Buiel caMocTosITeNbHOM pabOThI M €€ TPYAOSMKOCTh ITPUBEICHBI B TAOIHUIIE 7.

Tabmuna 7 — Bunbel camocTosTenbHONU pabOThI M €€ TPYAOEMKOCTh

. Bcero, | Cemectp 8,
Bun camocrostensHo# paboTh
qac qac
1 2 3

V3y4eHne TeopeTHIecKoro MaTepraina

20 20
qucturaHbl (TO)
IToaroToBKa K TEKYIIEMY KOHTPOJIIIO 10 10
ycneBaemoctu (TKVY)

Bcero: 30 30

5. IlepeueHb yueOHO-METOINYECKOTO OOECTIeUeHUS
JUISL CAMOCTOSITETTEHOM PabOThI 00YUAIONIUXCS TI0 TUCIUIUIMHE (MOJTYITIO)
Y4eOHO-MeTOInYeCKHe MaTepualibl JUIsl CaMOCTOSITENbHOW paboThl 00y4aromuxcs yKa3aHbl B
IL.11. pa3ennoB 6-11.

6. IlepeyeHb EUATHBIX M YICKTPOHHBIX YICOHBIX U3TaHUI
[lepeueHb meYaTHBIX U SJEKTPOHHBIX YU4EOHBIX U3IaHU TIpUBeIeH B Tabmuile 8.
Tabmuna 8— [lepedeHb NMEYaTHBIX U MJICKTPOHHBIX YUCOHBIX M3IaHHMA

HIudp/
URL anpec

bubnuorpaduueckas ccpiika

KomiuecTBo 3K3eMIUIsIpoB B
Oubmoreke
(KpoMe AIIeKTPOHHBIX
IK3EMIUISIPOB)

https://kb.infowatch.com/
pages/viewpage.action?
pageld=32079878

TexHU4YecKass TOKyMEHTAIUS IO
pemenuto InfoWatch Traffic Monitor
4.1 [anexTpoHHBIH pecypc]

https://bit.mephi.ru/

A.C. 3aiinieB, A.A. Maiiok,




index.php/bit/article/
view/14/22

Pa3paborka knaccudpukanuu
BHYTPEHHUX YTP0O3 HHPOPMAITUOHHOMN
0€3011acCHOCTH MTOCPEICTBOM
KJIacCU(UKAUY UHITUICHTOB, MOCKBa,
s)kypHai BUT Ne 3 2016 1.
[37eKTpOHHBIN pecypc]

K61

[IpoexkTupoBaHue 3aIUIIEHHON
BUPTYaJIbHOU CeTH Ha 0a3e MpoyKTa
ViPNet: y4e6.-meton. mocobue / B. C.
Konomoiines. — CII10.: T'YAII, 2023. —
112 c.

50

http://padabum.com/
d.php?id=27762

Ckuba B.10O., Kyp6aros B.A.
PykoBo/icTBO 110 3amuTe OT
BHYTPCHHUX YTPO3 UHPOPMAIMOHHOM
6e3omacunoctu. — CII16.: ITutep, 2008. —
320 c.

FB 3 21-73/68

A. B. Ceprees, E. B. Tpane3nukos, H.
B. MarBeeB 3amura oT BHyTPEHHUX
yrpo3 HHPOPMAITUOHHON
0€30IaCHOCTH C MCII0JIb30BaHUEM
coBpeMeHHbIX DLP-TexHonorui :
yuebHoe nocooue / A. B. Ceprees, E.
B. Tpane3nuxos, H. B. Marsees [u
Iip.]; MO penakiueit 10KkTopa
TEXHUYECKUX HayK, mpodeccopa A. M.
TropankoBa; MUHUCTEPCTBO HAyKU U
BbIcIIero o0pa3oBanus Poccuiickoi
Oenepannn, PenepabHoe
rocyJ1apCTBEHHOE aBTOHOMHOE
00pa3oBaTeNbHOE YUpEXKICHUE
BhIcIero oOpa3oBanusi CaHKT-
[TerepOyprckuii rocyaapCTBEHHBIN
YHUBEPCUTET a3POKOCMUYECKOTO
npubopocTtpoeHus. - CaHKT-
[TetepOypr : 'VAII, 2021. - 202 c.

100

7. TlepedyeHb AIMEKTPOHHBIX 00OpPa30BaATEIBHBIX PECYPCOB
UH(OPMAIIMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTu « IHTepHeT»
[Iepeuenn DJIEKTPOHHBIX o0pa3oBaTeNbHbIX pecypcoB UH(pOPMaLOHHO-

TCHCKOMMYHHKaHHOHHOﬁ CCTHU «I/IHTCpHCT»,

npuBeieH B Tabmuie 9.

HCO6XOI[I/IMLIX 1 OCBOCHHUA JUCIUIIIMHBI

Tabmuua 9 — IlepedyeHb 3IEKTPOHHBIX OO0pa30BaTEIbHBIX PECYpPCOB HH(POPMALMOHHO-

TEJIEKOMMYHUKAIIMOHHOU ceTh « HTepHeT»

URL aapec

HaunmenoBanue

https://infotecs.ru/products/ | ITpoxykTsl u pemieaus Infotecs ¢ moxkymenTanueii Kk HUM

https://kb.infowatch.com/ | Ba3a 3nanmii mo npoaykram u perrenusim InfoWatch




8. IlepeueHp MHPOPMALIMOHHBIX TEXHOJIOTUI
8.1. [lepeyenbp mporpaMMHOr0 0OECHEUeHUs, HCIOIb3YEeMOT0 IPH OCYIIECTBICHUU
00pa30BaTeNILHOrO Mpolecca M0 AUCLUIINHE.
[lepedeHp UCIONB3yEeMOTr0 MPOrPaMMHOT0 obecnieueHus npejacrasieH B Tabuuie 10.

Ta6ymma 10— [Tepeyers mporpaMmMHOTO oOecrieueHus

No /it HanmenoBanmue

1 Adobe Reader

2 Wurepuer 6paysep Google Chrome unu Yandex

3 I'uniepusop Oracle VirtualBox Bepcuu we nmxke 5.1.14 unu VMWare Workstation e

Hxke 15

InfoWatch Traffic Monitor

InfoWatch Device Monitor

Bupryansnas mamumna ¢ OC RedHat

Buptyansnas mammaa ¢ OC Windows

N oo A~

I1O Microsoft Office 2023

8.2. [lepeuenn MH(POPMALMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEMbIX npu
OCYIIECTBIICHHH 00pa30BaTEeILHOTO MpoIiecca Mo AUCIHUITITHHE

[lepeyeHp WCMONB3yeMBbIX WH(POPMALMOHHO-CIIPABOYHBIX CHCTEM MPEICTABICH B
Tabymue 11.

Tabmuna 11— [lepeuens nHGPOPMAITMOHHO-CIIPABOYHBIX CUCTEM

No /1t HanmenoBanue

He npenycmorpeno

9. MarepuanbHO-TeXHUYECKast 6a3a
CoctaB MaTepUAIbHO-TEXHUYECKOH 0a3bl, HEOOXOMUMOW Ui  OCYIIECTBIICHUS
00pa3oBaTeNbHOTO Mpoliecca Mo AUCHUILINHE, IpecTaBieH B Tabiauuel 2.

Tabmuna 12 — CoctaB MaTepHaIbHO-TEXHHYECKON 0a3bl

Ne HanmenoBanue cocTaBHOM 4acTu Howmep aynuropun
n/m MaTepUaIbHO-TEXHUUECKOM 0a3bl (TIpu HEOOXOMMOCTH )
1 | MyneTuMenuitHast JeKIIMOHHAS ayTUTOPUS 52-48
KommerotepHsiii kiace (He MmeHee 14 KOMIBIOTEPOB) 52-44

10. OueHouHbIe cpeACTBA ISl IPOBEICHUS TPOMEKYTOUHOUN aTTECTAIINH
10.1. CocTaB OIEHOYHBIX CPEIACTBIJIA TPOBEJACHHUS IPOMEKYTOYHOW aTTEeCTaIlluu
oOyJaronuxcs Mo AUCUUIUINHE PUBEACH B Tadnuie 13.
Tabmuma 13 — CocTaB OIEHOYHBIX CPEACTB Il IPOBEICHHS POMEKYTOYHOH aTTeCTaIluN

Bug HpOMC)KyTO‘-IHOfI aTTeCTallun HCpC‘-ICHB OIICHOYHBIX CPCIACTB

Cnucok BONpPOCOB K IK3aMEHY;
JleMOHCTpallMOHHBIN SK3aMeH (peanu3aius
npoekta DLP-cucTeMb1) Ha OCHOBE 3aJlaHUN U3
Kommiekra ouenounoit nokymentanuu (KOJI)
o kommrerenuuu WorldSkills
«KopnopaTtuBHas 3ammTa OT BHYTPEHHUX

DK3aMeH




\ yrpo3 nHPOPMaIMOHHOM 0€30IMaCHOCTHY.

10.2. B xauecTBe KpUTEpPHUEB OIICHKH YPOBHSI CHOPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETCHIIMA OO0y4YaloNIUMUCS TPUMEHSETCS S5-0a/uThbHas MIKaia OIEHKA CcPOpMHUpPOBAHHOCTU
KOMIIETEHIIN, KOTopas mpuBeaeHa B Tadnuie 14. B Teuenue cemectpa MOXKET UCIOIB30BATHCS
100-0annpHast ~ mKajma ~ MOAYJBHO-PEUTHHTOBOM  CHUCTEMbl ~ YHUBEPCUTETa,  IpaBHUIa
UCIIOJIb30BaHUsl KOTOPOM, YCTAHOBJIEHBI COOTBETCTBYIOLIUM JIOKAJTbHBIM HOPMATHUBHBIM aKTOM
['YAIL
Ta6mmma 14 —Kpurepuu orieHkH ypoBHS CPOPMUPOBAHHOCTH KOMIIETEHITUN

Or1eHKa KOMITETEHITUI

XapakreprcTrka chopMUPOBAHHBIX KOMITETEHITUI
5-0ayubHas mKana P P (popmpo

OO0yuaromuiicst:

— NIyOOKO U BCECTOPOHHE YCBOMII IIPOTPAaMMHBIN MaTepHal;

— YBEpPEHHO, JIOTHYHO, ITOCIIC0BATEIHLHO U TPAMOTHO €T0 M3JIaracr;,

— ONMpasiCh HA 3HAHHUS OCHOBHOW W JONOJIHUTEIHHOU IJIUTEPATYpPHI,
COTIIMYHO» TECHO CBSI3BIBACT YCBOCHHBIC HAYYHBIC TOJOXKCHHUS C MPAKTHYCCKOM
«GaYTEHO» JCATEIIbHOCThIO HAIPABJICHHUS;

— yMes0 000CHOBBIBAET M ApTrYMEHTUPYET BBIJBUTACMBIC HM UJICH;

— JIeJIaeT BBIBOIBI M 000OIIEHHS;

— cBOOOJIHO BII4JIEET CUCTEMOH CIIEINATM3UPOBAHHBIX OHATHH.

— paBuWIbHO BRIMOIHWI OT 90% 1m0 100% TecTOBBIX 3a1aHui

OO6yuaromuiicst:

— TBEPJI0 YCBOWJI MPOTPAMMHBIN MaTepual, TPaMOTHO H IO CYIIECTBY
W3JIaraeT ero, ONMpasiCh Ha 3HAHWsI OCHOBHOU JINTEPATYPHI;

— HE JIONYCKAaeT CYIIECTBEHHBIX HETOYHOCTEH;

«XOPOIIIOY — YBSI3BIBACT YCBOCHHBIC 3HAHUS C TPAKTHYECKOH JIESITEIHHOCTHIO
(BAYTCHO HaIPaBJICHUS;

— apryMEHTUPYET HayYHbIE TIOJIOKEHUS;

— JIeTIaeT BBIBOJIBI 1 0000IICHNUS;

— BJIQJICET CHCTEMOMU CIIeIINaTN3UPOBAHHBIX TTOHITHH.

— IpaBUWJILHO BRIMOJTHMWI OT 70% 1m0 89% TecTOBBIX 3aaHHI

*%

—06yl1a}01111/11/1c;1 YCBOUII TOJIBKO OCHOBHOH HpOrpaMMHLII/I MaTrepuall,
o CYWECTBY H3JIaracT €ro, OIMUpasiChb Ha 3HAHHUA TOJIBKO OCHOBHOM

JIUTEPaTypHI;
— JIOMYCKaeT HeCYIIECTBEHHbIE OIIMOKN U HETOYHOCTH;
«YHOBJIETBOPUTENLHO» | — UCTIBITBIBAET 3aTPYJHEHHS] B INPAKTUUYECKOM IPUMEHEHUH 3HAHUU
<«GAYTEHO» HaIpaBIICHUS;

— cabo apryMeHTUPYET HayUHbIC MTOJI0OKEHNS,

— 3aTpyAHsieTcsa B (OpMYIMpPOBAaHUU BBIBOJOB U 0000IIEHUN;

— YaCTUYHO BJIAJICET CUCTEMOM CIENUATU3UPOBAHHBIX OHATHA.
— IPaBUJIBHO BRIMOJIHMI OT 51% 10 69% TecToBBIX 3aAaHuil

— O0ydJaromMiics HEe YCBOWJI 3HAYUTEIBHOH YacTH MPOrPaMMHOTO
MaTepuana;
— JIOTyCKaeT  CYIIECTBEHHbIE  OIIMOKM W HETOYHOCTH  IpHU
«HEYJIOBJIETBOPUTEBLHO» | PACCMOTPEHUH MPOOJIEM B KOHKPETHOM HaIPaBICHHUM;
«HE 3aUTCHO» — HCTIBITHIBAET TPYTHOCTH B MPAKTHYECKOM IPUMEHEHUN 3HAHHIA;
— HE MOXET apryMEHTHPOBATh HAYYHBIE MTOJIOKEHIS,
— He (OpMYIHPYET BHIBOJAOB M 000OIICHHIA.
— MPaBUJILHO BBINOJIHMWI MeHee 51% TecTOBbIX 3ajaHui

*x

10.3. TunoBble KOHTPOJILHBIE 3a/1aHUS WM UHBIE MaTePHAIIBI.
Bompocsr (3amaun) asis sK3aMeHa mpeICTaBIeHb B Tabuie 15.

Tabmuna 15 — Borpocs! (3agaun) 1 9K3aMeHa

Kon

Ne /it [Tepedens BOompocoB (3a1a4) I IK3aMeHa
WHJIMKaTopa




TexHOIOrnKM areHTCKOro MOHUTOPHHTA. 3a1aHHs
BBITIOJIHAOTCS TOJBKO C IIOMOILBK) KOMIOHEHTOB DLP
CUCTEeMBbI. Pe3ynbTaT BRIMOIHEHHS KayKI0TO 3a/1aHUs JOJHKEH
OBITH 3a(KCUPOBAH B BUJI€ CKPUHIIIOTA, C YKa3aHUEM
YHHUKAJIbHOT'O UMEHH, COOTBETCTBYIOIIETO HOMEPY
BBITOJIHEHHOTO 33/1aHUs (MTOMTYHKTA 33/1aHuUs).

1. HeoOxoaumo co3aTh HOBYIO MOJUTHKY, IPUMEHUTH €€ K
rpymie KOMIbIOTEPOB 0 yMonuaHuto. [Tocnenyromme
IpaBuJIa MO 3a/IaHUSM JOJKHBI ObITh T0OOABIEHBI B ATY
MOJIUTHUKY.

2. Heo0x01uMO yCTaHOBUTH JOIMOJIHUTEIbHYIO KOHCOJIb
yIIpaBJICHUS] CEPBEPOM areHTCKOTO MOHUTOPUHTA Ha MAIIUHY
HAPYIIUTENS 7S YJAIEHHOTO I0CTYIa K CEpPBEPY areHTCKOro
MoHHuTOpUHTra. [IpoBepuTh paboTOCIIOCOOHOCTD,
3a(pUKCUPOBATH BBIMOJIHEHNE CKPUHILIOTOM 3aIlyIIEHHOM
KOHCOJIU C YKa3aHHUEM ajipeca.

3. Jlns ynaneHHoro yrpasieHHsl HE0OX0IUMO CO3/1aTh
JOTIOJTHUTEIBFHOTO JIOKAILHOTO OduIiepa 6€30MacHOCTH JIs
JI0CTyIa K CEpBEPY areHTCKOI0 MOHUTOPHUHIA C ITOJIHBIMU
IpaBaMH Ha yMpaBJieHHe U MPOCMOTp pazaenos. [IpoBeputh
paboTOCIOCOOHOCTH € yaIeHHOW KOHCOJIH, YCTAaHOBICHHON
paHee.

4. Heo0X01MMO 3ampeTuTh MOJIb30BaThCs rpadudecKuM
penakropoM OC Windows (MS Paint). [IpoBeputh
paboTocrocoOHOCTb.

5. Heo0xoaumo 3ampeTuTh co3aHue CHUMKOB SKpaHa B
TaOJIMYHBIX MPOLECCOPAX JUIS MPEIOTBPAIICHHUS YTEUKH
CEKPETHBIX pacueToB U 0a3 naHHbIX. [IpoBeputh
paboTocrocoOHOCTb.

6. Heobxo1umo nocTaBUTh Ha KOHTPOJIb Oydep oOMeHa B
TEKCTOBBIX TIporieccopax. [IpoBeputb paboToCrocoOHOCTh U
3a()MKCHPOBATH BHITIOJTHEHHUE 3aHECEHUEM Taphbl COOBITHI B
BeO-koHCcob DLP cepBepa Ha 1100bI€ MOTUTHKH.

7. Heo0X01uMo 3ampeTuTh rneyaTh Ha CETEBBIX IPUHTEPAX.
3aduKCUpOBATh CO3/IaHNUE TTOTUTHUKUA CKPUHIIIOTOM.

8. HeoOxoammMo mocTaBUTh HAa KOHTPOIIb MIe4aTh JOKYMEHTOB
Ha npuHTepax. [IpoBepuTs paboTOCIIOCOOHOCTD.

9. Heo6x01uMO yCTaHOBUTH KOHTPOJIb 32 KOMITBIOTEPOM
MOTEHLMAIBHOTO HAPYIIUTENS B ClIydae UCTIOJIb30BaHUS
Opay3epa ImyTeMm co3JaHusl CHUMKOB dKpaHa Kaxapie 15
CEKYH/]I WM NIPH Mepexoie Ha Apyryto cTpanuny. [IpoBeputh
paboTOCTIOCOOHOCTH U 3a(h)MKCUPOBATH BBHITIOJIHEHHUE, YTO
CHUMKHU JKpaHa U3 3aJIaHus MOSBIISIOTCS B BeO-koHCcoau DLP-
cepBepa. [loaTBepAUTH BBIMOTHEHNUE 33JaHUSI CKPHHIIIOTAMH.
10. 3abnokupyiite noctyn k CD/DVD Ha kaueHTCKOM
KOMIIbIOTEpe (BUPTYyaIbHOU MatmuHe). [IpoBeputh
paboTOCTIOCOOHOCTD.

11. Ha MammmHe HapymuTens HeoO0X0IuMO 3apeTUTh
UCIob30BaHue Oydepa oOMeHa Py MOIKIIOYSHUH K
yAaJIeHHBIM MamuHaM 1o nporokosy RDP. IIposeputs
paboTOCTTIOCOOHOCTD.

[1K-12.3.2
[K-12.V.1
[1IK-12.YV .2
[K-12.B.1

YcTraHoBKa ¥ KOHGUTYpUpOBaHHE KOMIOHEHTOB DLP

I1K-12.3.3




CHCTEMBI.

1. [TpoBecTu KOHPUTYPALIUIO CETEBON HHPPACTPYKTYPHI:
HACTPOUTh XOCT MAIlMHY, CETEBOE OKPYKEHHUE, BUPTyaJIbHbIE
MAIIMHbI, JOMEHHBIX [10JIb30BaTENEH U T. I1.;

2. Hactpoiika DLP-cepBepa:

e HeoOxoammo Beraucanth [P-aapec cepBepa uepe3
JIOKaJIbHYIO KOHCOJIb BUPTYaIbHOIN MAIIMHBI.

e HeoOXx0q1MMO CUHXPOHU3UPOBATH KaTAJIOT 110JIb30BaTeNeH 1
komnbroTepoB LDAP ¢ nomeHa ¢ momouipio panee
CO3JIaHHOI'0 II0JIb30BATEIS.

e 3anucath [P-agpeca, TOKeH, JJOrMHBI ¥ IAPOJIU OT YUYETHBIX
3aMMcel, a TaKkKe BCe IPOUYHME HECTAaHAAPTHBIE JAHHbBIE
(M3MEHEHHbIE) HACTPOEHHOW CUCTEMBI B OTYET C 3ar0JIOBKOM
IWTM.

3. IlpoBepka paboTOCIOCOOHOCTHU CepBepa U KIMEHTa
areHTCKOI0 MOHUTOPUHTA!

e 3anyCTUTh U BOWTH B KOHCOJIb YIIPABJIECHUS CEPBEPOM
areHTCKOro MOHUTOpPHUHTA.

o CUHXPOHHM3UPOBATh KaTaJIOT I0JIb30BaTENeH U
KoMIbloTepoB ¢ Active Directory.

e [IpoBeputh coelMHEHNE areHTa MOHUTOPUHTIA C CEPBEPOM
areHTCKOr0 MOHUTOPHHTA.

e 3anucath [P-agpeca, TOTMHBI U TAPOJIN OT YYETHBIX
3amMcei, a TaKkKe Bce IPOUYHMe HECTaHAAPTHBIE JaHHbIE
(M3MEHEHHBIE) CUCTEMBI B OTUYET C 3arosioBkoM IWDM.

4. YcraHOBKa M HACTPOWKA MOJACUCTEMbI CKAHUPOBAHUS
cereBbIX pecypcoB (Crawler):

e HeoO0X0oa1MMo yCTaHOBUTH U HACTPOUTH TIOJICUCTEMY
CKaHHPOBAHMUS CETEBBIX PECYPCOB Ha CEPBEDP C
YCTaHOBJIEHHBIM CEPBEPOM areHTCKOT0 MOHUTOPHUHTA.

e HeoOxoumo co3aaTh oOIIMiA KaTalor B KOpHE JUCKa U
YCTAHOBUTH MpaBa JIOCTyIa Ha 3alMCh U YTEHHE JJIs BCEX
II0JIB30BAaTENEH.

e HeoOx011MMO HACTPOUTD MOJCUCTEMY CKaHUPOBAHUS
CETEBBIX PECYPCOB Ha aBTOMATHYECKOE €KETHEBHOE
CKaHHPOBAHUE TOJIBKO PAHEE CO3/IaHHOTO KaTaJlora.

¢ 3a(huKCHPOBATh BBHINOJIHEHUE 3aJJaHUs] CKPUHIIIOTOM
HACTPOIKU B web-KOHCOIH.

5. IIpoBepka paboTOCTIOCOOHOCTH CHCTEMBI:

e HeoOxoaumo co3aaTh MPOBEPOUYHYIO MOJIUTHKY Ha IPAaBUIIO
nepeaayn, KONUpoBaHUs, XpaHeHus 1 Oydepa oOmeHa (Bce 4
BapHaHTa cpabaThIBaHMs COOBITUI) JIJIsl TaHHBIX, COAEPKAIIUX
CJI0BO «JK3aMeH», YCTAHOBUTh HU3KHUH YpPOBEHb YIPO3bI IS
BCEX COOBITHI, T00ABUTH TET «IK3aMEH».

e [IpoBepHTh cpabaThIBaHHE BCEMH YETHIPHMS BO3MOKHBIMH
criocobamu (miepeiayn, KOMMPOBaHUs, XpaHEeHUs U Oydepa
obmeHa, X0Ts ObI 1 COOBITHE Ha KaXKIBIH THIT) C TIOMOIIIBIO
BUPTYaJIbHON MAITMHBI HAPYIIUTEIS C YCTAHOBICHHBIM
areHTOM.

e Crenatpb 0JIHY BBIOOPKY, B KOTOPOil OyIeT 0TOOpakeHo
TOJIBKO TI0 OJTHOMY COOBITHIO KXKIO0T0 THUMA (CyMMapHO 4

[1K-12.B.1




COOBITHS: TIepeIaur, KOMMMPOBaHUsI, XpaHeHUs U Oydepa
oOmeHa).

¢ 3adUKCUPOBATh BHIMIOJIHEHUE CKPUHILIOTOM BBITIOJTHEHHOU
BBIOOPKHU WJIM KOHCTPYKTOPA BEIOOPKH.

Pa3paboTka 1 npuMeHEeHHE MOJIUTHK, aHATIN3 BBISBICHHBIX
naimaeaToB. Cozpanue B DLP-cucrteMe moauTuku
0€30MacHOCTH COTJIACHO MPUBEIECHHBIM 3a1anusaM. [lonutuku
JIOJDKHBI aBTOMATHYECKH OJIOKMPOBATh TpaduK U/ Win
NpEeAYNPEXAaTh O HAPYLUICHUU B COOTBETCTBUU C 33JJaHUEM.
Pe3ynbrar BBIMOTHEHHS KaXI0TO 3aJaHUsI TOJKEH OBbITh
3a()MKCUPOBAH B BUJIE CKPHUHIIIOTA, C YKa3aHHEM YHUKAIHHOTO
UMEHH, COOTBETCTBYIOIIETO HOMEPY BBINOJIHEHHOTO 3aJJaHUs
(MOAMyHKTA 3a/1aHUs ).

1. HeoOxoaumo co31aTh TOKAIBHYIO TPYIITY MOJIb30BaTeNIeH
«Cotpynnuku noq HabmoaeHrneM». Jlo0aBUTh B Hee Tpex
TO0BIX MOJIB30BATENEH.

2. Inst paboTHI CHCTEMBI HEOOXOIMMO HACTPOUTH IEPUMETP
KOMIIaHUH: TIOYTOBBII IOMEH; CIIUCOK BeO pecypcoB
«/loBepeHHbIE TOMEHBI»; TPYIIY MEPCOH, SBIISIOIUXCS
MOJIb30BATENAMH JIoMeHa. VICKITIOUNTh U3 mepexBara MmouTy
TE€HEPAIbHOTO TUPEKTOpA.

3. HeoOxoaumo co31aTh M0JIb30BATENs CUCTEMBI C TpaBaMu
JIOCTYTIA TOJIbKO Ha YTEHUE U BBITIOJIHEHHE OTYETOB, CBOJIOK U
COOBITHIA, a TaK)KE HA IPOCMOTP KaTaJIoTa JOKAIbHBIX U
JIOMEHHBIX TOJIb30BaTeNeH 0€3 BOZMOXKXHOCTH
penaktupoBanus. O01acTu BUIUMOCTHU: BCE.

4. Co3aHre NOJUTHK O€30MaCHOCTHU:

4.1. Heo6xoauMo co3/1aTh TOTUTHKY Ha TPABUIIO MEepeIaun
TEKCTOBBIX JaHHBIX 32 MPeIeIibl KOMIaHuU (Ha ajpeca BHE
JIOMEHa), cofiepKallre creruanbabeie cnoa. Heobxonnmo
Y4€CTh, YTO B CJIOBAX MOTYT COJIEPKAThCSI KOMOUHAIIUN
JATUHUIIBI ¥ KUPUJUIUIIBL, @ TAKXKE CTOSITh MPOOeT MEKIY
cioBaMu. JIOKHBIX cpabaThIBaHUM OBITH HE JOIKHO
(HampuMmep, Ha YacTh clioBa. BepuKT: pa3pemuTh; ypoBEeHb
HapyIIEeHUs: CpeaHUN; Ter: MoOunbpHUKH. [IpoBepuTh
paboTOCIOCOOHOCTS.

4.2. HeoOXx0oMMO BECTH HAOJIOICHUE 32 Tiepeavueid Kak
MYyCTHIX, TAaK U 3aMIOJHEHHBIX MA0JIOHOB JOKYMEHTA 3a
npeaenbl kKomnanuu. CTOUT y4ecTh, 9TO COIEPKUMOE
JIOKYMEHTa MOKET U3MeHsAThes B npeaenax 50%. ns mycroro
JIOKYMEHTA: BEPAUKT: Pa3pelInTh; YPOBEHb HAPYIICHHUS: HET;
Ter: Aoroop. i 3al0JIHEHHOTO JOKYMEHTA: BEPAUKT:
pa3peniuTh. ypOBEHb HAPYIIECHUS: HU3KHI; TET: TOTOBOP.
[TpoBepuTh pabOTOCTIOCOOHOCTD.

4.3. HeoOxoauMo BecTH HAOIIOIeHHE 32 aHKETAMH KOMITAHHH,
3armpenias J100yI0 BHEITHIOK Mepeaady JOKyMEHTOB,
COJIEpXKAIIX 3aMO0JIHEHHbIE OJlTaHKaX, TIPH 3TOM ITyCThIe
OJIaHKH KOHTPOJIHPOBATh HE HYKHO. BepUKT: 3alpeTuTs;
YPOBEHB HapYIICHUS: CpeaHMiL; TeT: OnaHkK. [IpoBeputs
paboTOCIOCOOHOCTS.

4.4. Heobxoaumo BecTH HAOJIOICHHUE 32 TOKYMEHTAMH
KOMITAaHUH ¢ OQHUIIMAIBbHON nevatrio. [Ipu 3Tom coBer

[1K-12.3.2
[1K-12.3.3
[K-12.V.1
[1K-12.B.1
[1K-12.B.2




JTUPEKTOPOB U T€HEPANBbHBII TUPEKTOP MOTYT OTIPABIATH 3TU
JOKYMEHTHI 0e3 orpaHHueHHi. BepIukT: pa3pemmTs; ypoBeHb
HapYIICHUS: HU3KUH; Ter: nedath. [IpoBeputsb
paboTOCIOCOOHOCTS.

4.5. Heo6x0oauM0 KOHTPOJIMPOBATH CIICIIUAIIbHBIE KObI
nocryna (10 mryk) BHyTpu KOMIAHUM, HO 3alpeniaTh
nepenavy 3a npenensl. [lepegaya Ko10B BHYTPU KOMIIAHHUH:
BEPIUKT: pa3pelInuTh; YpOBEHb HAPYILICHHs: HU3KHIA; TET:
kozbl. [lepegaua koa0B 3a mpeiesabl KOMIAHUH: BEPIUKT:
3alpeTuTh; YPOBEHb HAPYIIECHUS: CPEIHUH; Ter: OJaHK.
[TpoBepuTth paboTOCIIOCOOHOCTS.

4.6. Heo6X01MMO HaCTPOUTh MOHUTOPHHT BBITPY30K U3 0a3bl
nanHbIx (BJ]) s KOHTpoIIs ABMKEHUSI TAaHHBIX U3 0a3bl
JAHHBIX TOJBKO IPU OTIPABKE U3 OT/IeNa HH(POPMaTH3AIHH.
BepaukT: pa3pemuTs; ypoBeHb HApYILICHUS: CPEITHUMN; TET:
0a3a. [IpoBeputh pabOTOCIIOCOOHOCTS.

4.7. Heo6x0aMMO OTCIIEKUBAThH CHEIMAIbHBIE TEPMHUHBI,
yKa3bIBAIOIIME HA TPEOYIOIYI0 BHUMAaHUS HH()OPMAITHIO
BHYTPH KOMIIAaHUU. BepAuKT: pa3pemmnTs; ypoBeHb
HaApYIICHUS: HU3KUH; Ter: BaxHO. [IpoBeputsb
paboToCIIOCOOHOCTD.

4.8. Heobxoanmo 3amperaTh BCEM, KpoMe OTAelNa KaJpoB
nepeaaBaTh HHPOPMAIIUIO, COACPIKAIIYIO TaHHBIE TACIOPTOB
(B TOM umcie u ckanbl/poto), a Takxkxe CHUIIC u THH.
BepauKT: 3anpeTuTs; ypOBEHb HAPYILIECHMS: BBICOKUI; TET:
nH. [IpoBeputh pabOTOCIOCOOHOCTD.

5. AHanu3 UHIUIEHTOB, 00BIYHBIE CBOJIKH. Co3/1aiiTe HOBYIO
BKJIAJIKY CBOJIKH B paszzeine «CBojka» U co3iaiiTe B Hell 4
BUDKeTa: JlMHaMUKa ak THBHOCTH IO COOBITHSIM 32
nocieHIo Henemo; CTaTUCTHKA IO TOJIUTHKAM 32
nocneanue 7 nueu. Ilo Tuny coOwiTuii: HeoOpaboTaHHbBIE
HapyleHus 3a Tpu AHA; [1o Ton-HapymuTesasM 3a TeKyLIuii
Mecsil. 6. AHaJIi3 HHIUACHTOB, CIIeIIHaTbHbBIE BEIOOPKH.
Heo6xonuMo co31aTh HOBYIO BKIIQJIKY B pazaene «CBoakay U
J00aBUTh B HEE BUIKET, OTOOpaKaroluii COOBITHS C YPOBHEM
YIpO3bl OT HU3KOT'O /10 BBICOKOT'O Ha IIPaBUiIa KOIMPOBAHUS
(BHENTHUE HOCHUTEIIH, TIeYaTh) 3a MOCIETHUE 7 THEH.

Bompocsr (3amaun) aiis 3ageta / qudd. 3aueTa npejpacraBieHsl B Tadbmuie 16.

Tabnuna 16 — Bonpocs! (3agaun) nns 3adera / audd. 3agera

Ne /1t

[Tepedyens BompocoB (3amav) myist 3adeta / nudd. 3auera

Kon
WHJAKATOpa

Y4eOHbIM MJIAHOM HE PEAYCMOTPEHO

HCpC‘ICHB TEM JJIS BBINIOJIHCHUS KYPCOBOTO HpOCKTa/ KprOBOI‘;I pa6OTBI MMPEaCTaBJICHBI B

Tabnuie 17.

Tabnuua 17 — IlepeueHb TeM /sl BBINOJIHEHUsI KYPCOBOT'O MPOEKTa / KypCOBOM paboThI

Ne i/t

[TpumepHBIii TIepedeHb TEM /IS BHITTOTHEHHUST KYPCOBOTO MPOEKTa/ KypCOBOM

paboThI

Y4eOHBIM MJIaHOM HE IPEyCMOTPEHO




Bompocer st mpoBeneHUsT TPOMEXKYTOYHOM aTTECTallid B BHJE TECTUPOBAHHUS
MpeACTaBICHBI B Ta0nwuie 18.

Ta6ymmia 18 — [IpumepHslii mepedeHb BOIPOCOB ISl TECTOB

Kon

Ne n/mt IIpuMepHBIii IepeYeHb BOIIPOCOB IS TECTOB
WHJUKATOpa

He npenycmorpeno

[lepeyeHb TeM KOHTPOJBHBIX PabOT MO AMCLUMUIUIMHE OOYYAIOUIMXCS 3a04HON (HOpPMBI
00yd4eHus1, IpeIcTaBIeHbI B Ta0ymie 19.

Tabmuna 19 — [lepedeHb KOHTPOIBHBIX PadOT

Ne n/mn Ilepeuenb KOHTPOJIBHBIX PabOT

He npenycmorpeno

10.4. MeTtoauueckie  MaTepuaibl,  ONpEAeNSAoUe  MPOLEAyphl  OIEHUBAHUS
WH/IMKATOPOB, XapaKTEpU3YIOMIUX dSTanbl (HOPMUPOBAHMS KOMIIETCHIIUH, COAEp)KaTcs B
JIOKAJIbHBIX HOpMAaTuUBHBIX akTax [YAIL, pernameHTUpYOIIUX TOPSAOK M MPOLEAYPY
MIPOBEJICHUS TEKYIIEr0 KOHTPOJIS yCIIEBAEMOCTH U MPOMEKYTOUHOM aTTeCTalli O0yJaromnxcs
I'VAII, a Taxke B JIOKAJIBHBIX HOPMAaTHUBHBIX akTax Bopmaackuic, B ToM uucne «Kommuiekr
ouenoynor aokymentauuu (KOJ) Ne 1.3 mo xommerenumm WorldSkills «KopnopatuBHas
3alIUTa OT BHYTPEHHUX YIrPpo3 HHPOPMALMOHHOHN O€30MacHOCTH Y.

11. Meroaudeckue yKazaHus JUIsE 00YJArOIINXCS IO OCBOSHUIO JUCITUTUIAHEI

11.1. Metoauueckre yka3zaHus [ OOYYalOIIMXCS 10 OCBOCHMIO JIEKIIMOHHOI'O
MaTepuaia .

OcHOBHOE Ha3HA4Y€HHE JIEKIIMOHHOTO MaTepuaia — JIOTUYECKH CTPOHHOE, CHCTEMHOE,
riyOOKoe U sICHOE H3JIoKEeHHe ydeOHoro marepuana. HasHadeHune cOBpEMEHHOM JeKUuu B
paMKax TUCUUIUIMHBI HE B TOM, YTOOBI MOJIyYHUTh BCIO MH(POPMAIMIO IO TEME, @ B OCBOCHHUHU
(byHaaMeHTaNbHBIX MpoOJeM JUCHMIUIMHBI, METOJOB HAayyHOro IIO3HAHMS, HOBEWUIIMX
JOCTHKEHUI HayyHOW MbIcau. B yuyeOHOM mpoliecce JIEKIHs BBIIOJIHSAET METO/I0JIOITMUYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (YHKUUU. JIeKIus pacKpbIBaeT MOHATUHHBINA amnmapar
KOHKpETHON oO0jacTu 3HaHUA, €€ MpoOJeMbl, JAaeT LEeNbHOE NPEJCTABIECHUE O TUCIUILIMHE,
MOKAa3bIBACT B3aUMOCBS3b C APYTMMU AUCLUIUIMHAMM.

[InaHupyeMble pe3yibTaThl IPU OCBOEHUU 00YYaIOUIMMUCH JIEKIIMOHHOTO MaTepuaa;

— TIIOJIy4YCHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aMMOCBA3AaHHBIX 3HAHWM, YpPOBEHb
KOTOPBIX OIPEIEIISIETCS LEIIEBOM YCTAHOBKOM K KaXK10M KOHKPETHOU TEME;

— TIOJy4YyeHHE OMbITa TBOPUYECKOM pabOThl COBMECTHO C MPEIO/IaBaATENEM;

— pa3BuUTHE MNpO(PECCHOHAIBHO-IEIOBBIX  KauecTB, JIIOOBU K  NpeaMeTy U
CaMOCTOSTEIBHOIO TBOPYECKOTO MBIIIJICHUS.

— TOsBJIEHHE HEOOXOAMMOro HHTEpeca, HE0OXO0AUMOTO Il CAMOCTOSITENIbHON pabOThI;

— I[OJIy4eHUE 3HAHUU O COBPEMEHHOM YPOBHE pPa3BUTUS HAYKM U TEXHUKU U O
IIPOTHO3€ UX pa3BUTH Ha OJMIKaNIINe TO/IbI;

— HAY4YUThCS METOAMYECKH 00pabaThiBaTh MaTepuall (BBIAECNSTH TIJIaBHbIE MBICIU U
MOJIO)KEHUS, MPUXOAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATh HUX B  Pa3jIM4YHBIX
bopMynupoBKax);

— TOJIyu€HHE TOYHOT'O IOHUMAaHHUS BCEX HEOOXOIUMBIX TEPMUHOB U TIOHSATHA.

JIeKUMOHHBIA MaTepuall MOXKET CONPOBOXKIATHCA JAEMOHCTpPALMEN CIIAIOB U
UCIOIb30BAaHUEM pa3laTOYHOI0 MaTepuajla IpH IPOBEAEHUM KOPOTKHX JTUCKYCCH 00
0COOEHHOCTSX MPUMEHEHHUS OTJENBHBIX TEMATHK 0 JUCLIUTUIMHE.




CrpyKTypa npeiocTaBieHusl JEKIHOHHOIO MaTepuaia:

Monyns 1. Crangaptsl npoecCHOHAIBHOTO IBUKEHUS U CrielU(UKaLus CTaHIapTOB 110
komnereHImu  «KoprmopartuBHas — 3amuTa  OT  BHYTPEHHHX  yrpo3  MH()OPMAIMOHHOW
6e3onmacHocTw». Paznensl cnenudukanun

Tema 1.1 Cnemmdukanus crapgapra kxommereHuuun «KoprnopartuBHas 3amura OT
BHYTPEHHUX YIpo3 HMH(OpPMaUMOHHONW 0e30macHOCTH» (KOHKYPCHOE 3a/laHue, TEeXHHYECKOoe
onucaHue, UHQPACTPYKTYPHBIN JHCT, cXeMa M 00OpYyIAOBaHUE PAaOOYMX MECT, TpPEeOOBaHUS K
TEXHUKE 0€30I1aCHOCTH, KPUTEPUHU OLIEHUBAHUS, KOJIEKC 3TUKH, OCHOBHBIE TEPMHHBI)

Monyinb 2. TpeOoBaHUsI OXpaHbBI TPYIa M TEXHUKU OC30MMaCHOCTH

Tema 2.1 KynbpTypa 6e30macHoro Tpyza.

Tema 2.2 OcHOBHI Oe30macHOro Tpynaa u 3GGheKTUBHAS OpraHu3amus padoyero Mecra B
COOTBETCTBUM CO CTaHIAPTaMU MPO(ECCHOHAIBHOIO ABMKEHUS U clieluduKanueil cTaHIapToB
110 KOMITETEHIUH.

Monyns 3. CoBpeMeHHbIE TEXHOJIOIMU B INpodeccuoHanbHON cdepe. OCHOBBI 3alLUTHI
UHPOPMALIUU OT BHYTPEHHHUX yrpo3 HH(POPMAITMOHHOM OE30MaCHOCTH.

Tema 3.1 OcHOBBI 3aITUTHI KOPITOPATHBHON MHGOPMAIIHH

Tewma 3.2 Ienu, 3aga4n, CUCTEMBI, METOJIbI M CPEJICTBA 3AIIUTHI

Tema 3.3 IIpaBOBBIE OCHOBBI.

KnroueBple  amroputmsl  u cucreMbl.  OCHOBHblE — NOHATHA.  be3omacHocTb
UH(POPMALIMOHHBIX CHCTEM. YTIpo3bl HH(POPMALMOHHOM Oe3omacHOCTH. VICTOYHMKH Yrpos.
Vsa3Bumoctu. Pucku. Ataku.

Tema 3.4 3amuTa nHGOpPMaLUU OT BHYTPEHHUX Yrpo3 MH(OPMAILIMOHHON 0€3011acHOCTH.
BrisBienue yredek ¢ ucnonb3oBaHneM texHonorun Data Leakage Prevention (DLP). Teopus u
npaktuka npuMmeHenust DLP-cucrem.

Monyib 4. OcHOBBI HU(POBON TUTHEHBI

Tema 4.1 Hudposas ruruena. KubGepyrpossl. Buasl xkubepyrpos. MHTepHET yrpo3sbl.
Buemnue (BpeAOHOCHBIM NpPOrpaMMHBIA KOJA, cHaMm, (UIIMHT, CEeTeBble aTakd, B3JIOM
YCTPOMCTBA, B3JIOM AaKKayHTOB M T.[.) U BHYTPEHHHE (MHTEpHET 3aBUCHUMOCTb, WHTEpPHET
MPOKpAaCTUHAIMS) HMHTEpPHET Yrpo3bl. KOMMyHHKallMOHHBIE U TEXHOJIOTMYECKHUE HWHTEPHET
YIPO3BL.

Tema 4.2 IlpaBuna Oe3zomacHoro mnoBeneHus B cetu HMHtepHer. Pasmemienue wu
WCIIOJb30BaHUE IIEPCOHANBHBIX W JIMYHBIX JaHHBIX. be3omacHele mnaponu. Hactpoliku
MPUBATHOCTH B COLMANIBHBIX CceTAX. Pe3epBHOE KOMMpOBaHUE.

Tema 4.3 IIporpamMmsl 3aluTBl OT BPEJOHOCHOIO IPOrpaMMHOro koxa. ITporpammer
poautenbckoro koHtponia. CpeacrBa mmdpoBaHusi naHHbIX. CpeactBa  OJIOKHUpPOBAaHMS
HE)KEJIaTEJIbHOTO KOHTEHTa

Monyns 5. YcranoBka, KOHOUTypUpOBaHHE W YCTPAHEHHE HEUCIPABHOCTEH B CHCTEME
KOPIIOPaTUBHOM 3allIUTHl OT BHYTPEHHUX yIPO3.

Tema 5.1 Ycranoska DLP IWTM B BUpTyaibHOM OKpYKeHHHU. PexximMbl port mirroring u
proxy.

Tema 5.2 Kongurypuposanue DLP IWTM

Tema 5.3 HMcnpaBiieHne TUIIOBBIX HEUCIIPABHOCTEM.

Monyns 6. TeXHOIOTMHM areHTCKOr0O MOHUTOPUHTA

Tema 6.1 Ha3zHaueHne areHTCKOro MOHUTOPHHIA. Y CTAaHOBKAa M HACTPOMKA areHTCKOTO
monutopunra. Murepoeiic konconu DLP IWDM. PaGoTa B KOHCO/IN yripaBieHHs] areHTOM

Tema 6.2 [ToMUTHKY areHTCKOTO MOHUTOPUHTA, OCOOCHHOCTH UX HacTpoiiku. Co3anue u
npoBepka noautuk. CozaHue NOJUTHK 3alllUThl Ha are’Tax; OuibTpanus coobiThil; Hactpoiika
COBMECTHBIX COOBITMH areHTCKOro M CEeTeBOro MOHHUTOpuHra; PabGora ¢ HocuTensMu u
ycTpoiictBamu; PabGorta c¢ daitmamu; Kontponbs npunoxenuit; VckmrodeHue w3 COOBITHH
nepexBara.

Mogyns 7. PazpaboTka moauTHK 0€30IaCHOCTH, aHAJINU3 BBISIBIEHHBIX UHIUIEHTOB




Tema 7.1 Pa3paborka u TectupoBanue noiauTuk B cucteme DLP IWTM. PaGorta c
pa3esioM TEXHOJOTUU CHCTEMbl KOPHIOPATHUBHOM 3alUTHI: KATETOPUH U TEPMHUHBI, TEKCTOBBIC
00bexThl; PaboTa ¢ coOBITHAMH, 3aMpOChl, OOBEKTHI IepexBaTa, UACHTH(PHUKAINI KOHTAKTOB B
coObiTun; PabGoTa co cBoakamu, BUDKeTaMHu, cBojakamu; PabGorta ¢ mepconamu; Pabora c
o0beKkTaMu 3amuThl; [IpoBecTn MMUTAIHIO TIpOIIecca YTeUKH KOH(HISHIMAIbHON HHPOpMaLuu
B cucteme; Co3naTh HENMPOTUBOPEUMBBHIE MOJIUTHUKH, COOTBETCTBYIOIIME HOPMATUBHOW 0aze u
3aKOHOJIATENBCTBY; 3aI0KyMEHTHPOBATh CO3JAHHBIC TOJUTUKU HCIOJB3yS B COOTBETCTBUHU C
TpeOOBaHUSIMU COBPEMEHHBIX CTaHAAPTOB B oOnacTh 3amuThl uHpopmanuu. Pabora ¢
KaTeropusiMd M TepMHHaMH; lcrmonb30BaHue peryisipHbIX BbIpaxeHuid; Vcnoiabp3oBaHue
Mopdororuueckoro noucka; ¢ Padora ¢ rpadpudeckumu oobektamu; PaboTa ¢ BeIrpy3kamu u 6a3
naHHbIx; PaboTta ¢ meyarsamu u Onankamu; Pabota ¢ GpaidaoBbIMU THITAMHU.

Tema 7.2 Monutopunr tpaduka. [IpoBepka npuMeHeHHs] TOJUTUK 4-X BUAOB: TpaduK,
nepcoHsl, 0ydep oOmeHa, ABkeHue (daitnos. Pabora ¢ kpayiepom.

Monyne 8. TexHomoruu aHanmu3a ¥ 3alllUThl CETEBOrO Tpaduka, KOMIpOMETAIus,
MEKCETeBOE B3aUMOJICHCTBUE M TYHHEIINPOBAHHUE

Tema 8.1 Ha3HaueHnue MekceTeBOro SKpaHUPOBAHUS IS 3aIIMTHI KOPIIOPATUBHOM CETH.
Ceenenus o crpykrype ceru; KiroueBwle y3ibl KoprmopaTtuBHOW ceTH; Co3maHHE CTPYKTYPHI
3anuiieHHoil cetu; OCHOBHBIE TMPOTOKOJBI JJisi TyHHEIUpoBaHus Tpaduka; MexcereBoe
B3aMMO/ICHCTBUE 3alIMIIEHHBIX ceTei; KoMmpoMeTranus 3alMueHHOr0 COSIUHEHUS.

Tema 8.2 Co3gaHue BHUPTYyaJbHOM YaCTHOM apXHUTEKTYpPbl KOPIOPAaTHBHOW CETH.
YcraHoBKa IIEHTpa YNPABJIEHUS CEThIO; YCTAHOBKA YAOCTOBEPSIOIIETO LEHTPA; Y CTAaHOBKA
UH(GPACTPYKTYPHBIX KOMIIOHEHT cucTeMbl; HacTpoiika cBsizeil monb3oBareneii; OOpaboTka
UCKJTFOUNTEIILHBIX CUTYaIHH.

Monyne 9. OOcnemoBanue (ayauT) OpraHM3aldyd C LENbIO 3allUTBl OT YyIpo3
MH(pOpPMaLlMOHHON 06€30M1acHOCTH

Tema 9.1 Ilonstme ayaura uHpOpMaUMOHHOM Oe3zomacHocTu. Teopuss M HpakTUKa
o0cJe10BaHUsl OPTaHU3ALMH C IIEJIbIO 3aIIUTHI OT YTPo3 HHPOPMAIIMOHHOM 0€3011acHOCTH

Tema 9.2 3akoHOmaTeNnbCTBO B OOJNACTH 3alUThl KOH(UICHLIMATbHOM HH(OpMaIUH.
Bunel nndopmanyu orpanndeHHoro aoctyna. [lepconanshbie nanusie. Kommepueckas TaiiHa.

11.2. Meroauueckue ykazaHus A OOyYaroIUXCs IO BBIIOJIHEHUIO J1a00paTOPHBIX
pabot

B xozme BbIMONHEHHsS J1a0OpPaTOpHBIX paboT oOyyaromMHcs JOJKEeH YriyOuTh H
3aKpenuTh 3HAHWS, MPAKTUYECKWE HABBIKH, OBJIAJIETh COBPEMEHHON METOJIMKOW M TEXHUKOU
HKCIEPUMEHTAa B COOTBETCTBUM C KBAJU(HUKAIMOHHON XapaKTEepPUCTHKONH OO0yJaromerocs.
BrimonHenne 1abopaTopHbIX pabOT COCTOUT M3 3KCIEPUMEHTAIbHO-TIPAKTUYECKOM, pacueTHO-
AQHAJTUTUYECKON YacTe U KOHTPOJIBbHBIX MEPOIIPHUITUH.

Breimonnenue nabopaTopHbIX pabOT 00ydaromUMCS SIBJISETCS HEOTHEMJIEMOW YacThIO
U3yYeHHs] JTUCLMIUIMHBI, OIpenenseMoil y4yeOHbIM IUIAaHOM, U OTHOCHUTCS K CpEICTBaM,
00ecIeunBarONINM PEHICHUE CIEAYIONNX OCHOBHBIX 337124 00yJaromerocs:

— TIpHOOpeTeHHe HaBBIKOB HCCIEIOBaHMS IMPOIECCOB, SBIEHUH U  OOBEKTOB,
U3y4aeMbIX B PaMKax JIaHHOW JHCIUIUINHBL

— 3aKpeIUIeHHe, pPa3BUTHE W JIETAM3aIlUs TEOPETHYECKMX 3HAHWM, TOJTYYCHHBIX Ha
JEKITHSIX;

— ToJIyueHHe HOBOM MH(OpMAINH [0 N3Y4aeMOH JTUCIUIIUHE;

— TnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATEIbHOW  paboThl ¢ 1a00paTOpHBIM
000pyI0BaHEM U TPUOOPAMH.

3ajaHue U TpeOOBaHMs K IPOBEACHUIO 1a00PATOPHBIX paboT
Bapuant 3amaHus mo kaxaod jabopaTopHOil paboTe oOydaromiuiics MoJydyaeT B
COOTBETCTBMH C HOMEpPOM B cmucke rpymmsl. [lepen mpoBeneHneM 1a0OpaTOpHOM padOTHI




06y‘-IaIOH_[eMYCSI CJICAYCT BHUMATCIBHO O3HAKOMUTBLCA C MCTOAWYCCKUMH YKA3aHUAMH I10 €€
BBINIOJIHEHUIO. B cooTBeTCTBHHM € 3ajaHneM 00ydJalomuUiics TODKEH MTOATOTOBUTh HEOOXOIUMBbIE
JAaHHbIe, TOJIYYHUTh OT TMPEroAaBaTeNiss JOMYCK K BBIIOJHEHHIO J1a0OpaTopHO paboTHI,
BBINIOJIHUTh yKa3aHHYIO MOCIIEAO0BATEIbHOCTh ACHCTBUH, MONyYUTh TpeOyeMble pe3yibTaThl,
0(pOPMHUTH U 3aLIUTUTH OTYET 10 JIAOOPATOPHOU padoTe.

Crpykrypa ¥ popMa oTyera 0 1adopaTopHON padore
Otyet He TpedyeTcs

11.3. Mertoauueckue yKazaHus JUIsi 0OyJalOMIMXCs MO MPOXOXKICHHIO CAMOCTOSITEIHHOM
paboThI

B Xxoje BBIIOTHEHHUS CaMOCTOSTEIBHONW pa0OThI, O0YUYAIONIUICS BBIMIOIHSAET paboTy 1O
3aJJaHUI0 M TIPU METOAMYECKOM PYKOBOJCTBE IpEeroAaBaressi, HO 0e3 ero HemocpeICTBEHHOrO
y4acTusl.

B mporiiecce BBIMOMHEHHS] CaMOCTOSTENBHONH PabOThl y obOydaromierocs (opmupyercs
1enecoo0pa3sHoe IMIIaHUPOBaHUE PabOUEro BpeMeHU, KOTOPOE MO3BOJISET EMY pa3BUBaTh YMEHUs
U HaBBIKM B YCBOGHHMU MU CHCTEMAaTH3allMU MPUOOpETaeMbIX 3HAHHI, 00eCreunBaeT BBICOKUMN
YPOBEHb YCIIEBAEMOCTH B TepuOJ OOydYeHHs, IIOMOTAeT IIOJYYUTh HABBIKH TTOBBIIICHHS
pohecCHOHANBLHOTO YPOBHSL.

MeroauyeckuMH ~ MaTepHallaMH,  HANpaBJSIIOIIMMU  CaMOCTOSITENIBHYIO — paboTy
00y4aIOIIUXCASBISAIOTCS: Y4eOHO-METOANYECKU MaTepual Mo AUCIUILTHHE.

11.4. Metoauueckre yKazaHHus JUIsl OOYyYaroIIMXCS IO MPOXOXKACHUIO TEKYIIEro
KOHTPOJISI YCIIEBAEMOCTH.

Texkymuii KOHTPOJIb YCIEBAEMOCTH NIPEIyCMaTpPUBAET KOHTPOJIb KayecTBa 3HAHUU
00yYaroImuxcsi, OCYIIECTBISEMOIO B TEUEHUE CEMECTpa C IEJIbI0 OLIEHUBAHMS XOJa OCBOCHMS
JUucIUIUIHEL. DopmMa TpOBENEHUS TEKYIIEro KOHTPOJISI — JEMOHCTPAlMs BBIMOJIHEHHBIX
3aJaHuii Mo JabopaTopHBIM paboTaMm. Pe3ynpTaThl TEKyLIEro KOHTPOJS YUUTBIBAIOTCS MpPH
MIPOBEICHUH MTPOMEKYTOUYHOM aTTecTauu B cooTBeTcTBUM ¢ TpeboBanusimu CTO I'YAIL. CMK
3.76 «IlonoxxeHHe O TEKyLIeM KOHTpPOJIE YCIEBAEMOCTH M TPOMEXYTOYHOH arTecTanuu
cTyneHToB U acnupanToB ['YAII, oOydaromuxcst mo oOpa3oBaTeabHbIM MPOTrpaMMaM BBICHIETO
0o0pa3oBaHU.

11.5. Metoauueckue yka3zaHus A 00y4arolIuxcs MO MPOXOXKICHHUIO MPOMEKYTOUHOMN
aTTeCTalu.

[Ipomexyrounas  arrectanus  oOydalomuxcs — MpeaycMaTpuBaeT  OILICHHWBAaHUE
MIPOMEKYTOUHBIX U OKOHYATENIbHBIX PE3YJIbTaTOB OOyUeHHs Mo AucIuIuimHe. OHa BKIIOYAET B
ce0s:

9K3aMeH — (popMa OIIEHKH 3HAHWN, TOJYYCHHBIX OOYUYaIOIMUMCS B MPOIECCE M3YUCHHS
BCEH MUCITUIUIMHBI WM €€ YaCTH, HABBIKOB CAMOCTOSITENILHON paboThI, CHOCOOHOCTH MPUMEHSIThH
UX JUIA pEIIeHUs TPaKTUYECKUX 3aJad. OJK3aMeH, Kak IMPaBUJIO, TMPOBOAMWTCS B TEPHOJ
HK3aMEHALlMOHHON CECCHUU M 3aBEPIIAETCS ATTECTALMOHHOW OLIEHKOM «OTIMYHO», «XOpPOLIO»,
«YIOBJIETBOPUTEILHO», «HEYIOBIECTBOPUTEILHO.

Hroromast arrecramusi mpoBOAUTCS B (opMe AEMOHCTPAMOHHOTO dSKk3ameHa. OleHka
YPOBHSI OCBOCHHSI KOMITETCHIIMI OCYIIECTBIISICTCSI HA OCHOBE TAaKUX COCTABJISIONINX KaK: 3HAHHE,
yMEHUE, BIaJCHUE HaBbIKAMU, KOTOpPbIE CIYIIATENbh JAEMOHCTPUPYET Ha JEMOHCTPALIMOHHOM
sk3ameHe. s UTOroBOM arTecTalMu HCHoyib3yeTcs KOMIUIEKT OIEHOYHON JOKYMEHTAlMHU
(KOM) no xomnerenuun «KopropaTuBHas 3aliuTa OT BHYTPEHHHMX Yrpo3 HH(GOpPMAIMOHHOMN
6e3onmacHOCTHY. [Ipu OTCYTCTBUS TEXHUYECKON WJIM MHOW BO3MOXXHOCTH MPOBEACHUS dK3aMeHa
B (dopMe «IEeMOHCTPAllMUOHHOTO», TO CHUCTeMa OIICHOK NpU TMPOBEACHUU MPOMEKYTOUHON



aTTecTallid OCYIICCTBISIETCS B COOTBETCTBUU ¢ TpeOoBaHusMu I[lomoxenuit «O Tekyiiem
KOHTpPOJIC YCIIEBAEMOCTH M MPOMEXKYTOUHOH arrectanuu cTyneHToB ['YAII, oOyuaromuxcs mo
porpaMMbl BeICIIEro oOpa3oBaHus» U «O MOIyTbHO-PEHTHHTOBON CHCTEME OIEHKH KauecTBa
yaeOHo# paboTsl cTyaeHToB B 'Y Ally.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadenpoit




