MUHHCTEPCTBO HAVKH 1 BBICHIETO OBPA3OBAHNA POCCHHCKOMN
DEJEPALIINA
cbc:[cpanmoc TOCYIAPCTRCHHOC ARTOHOMHOC oﬁpa'mna'n:m.l{oc YUPCHACHHE BRICNIETO
obpaszosanus
"CAHKT-ITETEPBYPI'CKHWI1 "'OCY IAPCTBEHHBII YVHABEPCUTET
A3POKOCMHIYECKOTO ITPUBOPOCTPOEHNA"

Kadenpa Ne 33

YTBEPXJIAIO
PykosonuTens 06pa3opaTenbHOI NporpaMMBsl

3aB.kadenpoi, 1.7.4.,mpod.

Jiuet cormacopanus paGodel MPOTPAMME! IHCIMTITHHBE

[NporpamMmy cocTasu (a)

(MOTAMOCTE, Y4. CTENCHE, IRAHHE)

C.B. Bezateen

3aB.Kadenpoi, 1.7.1.,mpod. .02.26 C.B. Bemarees
(MOMAHOCTR, Y. CTETEHE, TRAHWE) ] Ch, JATA)

(HHHUMAns, daMumHa)
ITporpamma onobpena na 3acemarum kadenpst Ne 33
«20» despans 2026 r, nporokon Ne 7

3asemyromuit kabempoit Ne 33

(wHmnan, damMwing)

A.T.H.npod. %"N‘.M.Z& C.B. bemarees
{y4. CTENEHE, 3BaHNE) 2 OITHC b, TATA)

[OLLK.T.H.

(moannes)

«20» derpans 2026 ¢

PABOYAA ITPOTPAMMA. TUCLIMITJIMHBI

«Meronb! 1 cpencTea Kg&mrpaquccmﬁ 3aIHTH HHOpMaLHI

MCHOBAHWE JTHCLHILIM Hkl )

Kon nanpasnenus noaroroBky/

CNEHaNTbHOCTH 10.05.03

HaumeHoBanue HanpaBleHHA

Hudopmaurontas Ge30macHOCTb ABTOMATH3HPOBAHHEBIX
NOArOTOBKH/ CTELHAEHOCTH

CHCTEM

Haumenopanue HanpasneHHOCTH/

CheLHATHIA K be3onacHOCTh OTKPHITLIX HHPOPMALIHOHHEIX CHCTEM
Popma 00yueHHs ounasg
L Ton npuema 2026

Cankr-Tlerepbypr— 2026

(IOMKHOCTE, Y. CTeNeHb, 3BaHHe)




AHHOTaUs

JucuunnuHa «MeToabl U cpecTBa Kpunrorpahuiyeckon 3amuThl THGOPMAIIUN» BXOIUT
B 00pa3oBaTelbHYI0 NPOTrpaMMy BBICIIET0 OOpa3oBaHUs — MPOTrPaMMy CHEHHUAIHTETa 10
HampaBjeHuto noaroToBku/ cnenuaibHocTH  10.05.03  «MHbOpManmonHas 0e30MacHOCTh
ABTOMATH3UPOBAHHBIX CHUCTEM» HaIpaBlieHHOCTH/Crielnann3aiui «be30nacHOCTh OTKPBITHIX
nH(pOpMaAIMOHHBIX cucTeMy. JlucuummimHa peanusyercs kadenpoit «Ne33».

JucuuminHa HareneHa Ha (GOPMHUPOBAHKE Y BBIMTYCKHUKA CICIYIOIIMX KOMIICTCHITHIA:

OIIK-10 «CmocobeH  WCHOJB30BaTh  CPEACTBA  KPUNTOTpaUUECKOW  3aIlUThI
UH(OPMALIMKU TIPU PEIICHUH 3a]1a4 TPO(PECCUOHATIBHOMN 1eATEIEHOCTI

CopepxkaHve  TUCHUIUIMHBI ~ OXBAaThIBa€T  KPYr  BOINPOCOB,  CBSI3AHHBIX  C
OCHOBOTIOJIATAIONINX TMPUHIIUIIOB 3alUThl HHMOPMAIMU C TMOMOIIBI0 KPUNTOTPadUISCKIX
METOJIOB U IPUMEPOB PeaIn3alui 3TUX METOJ0B Ha MPAKTHKE.

[IperoaBanyie TUCHMIUIMHBI TPEAYCMAaTPUBACT ClieAylomue (HOpMBI OpraHU3alUuN
yueOHOro mpoiiecca: JEKIUU, J1adopaTopHble pabOThl, caMOCTOsTENbHAas paboTa CTyACHTA,
KOHCYJIbTAllMH, KypCOBOE MPOEKTUPOBAHUE.

[IporpaMMo#l NUCHUIUIMHBI TPEIYyCMOTPEHBI CIEAYIOUINE BHIbI KOHTPOJS: TEKYIIUN
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAsl aTTecTanus B hopme sk3ameHa (6 cemectp).

OO0mias TpyA0EMKOCTh OCBOEHUS AMCIMILIUHBI COCTaBIseT 4 3a4eTHhIX eAuHHIbI, 144
yaca.

S3bIK 00yUYeHUs O TUCIUILIUHE KPYCCKHM »



1. TlepedeHb IIAHUPYEMBIX PE3YJILTATOB O0YUYCHHS MO JUCIUTUINHE

1.1. Tlenu npenomaBaHus JUCITUTUTMHBI

OCHOBHOU LEJBIO AUCHUIUIMHBI « METOABl U CpelcTBa KPUNTOTpapUUecKOl 3amiuThl

UHpOPMALUN» SIBIISAETCS U3J0XKEHUE OCHOBOIOJIATAIOLIMX MPUHLUIIOB 3aIUThl MH(OPMAIMU C
MOMOIIBIO0 KPUNTOTPa(hUIECKUX METOIOB M TPUMEPOB PEAIN3aLUU 3TUX METOAOB Ha MPAKTHKE.

3agaun QUCHMIUIMHBL «MeToabl U CpelacTBa KpUNTOrpaduieckoil 3ammTel HHGOPMALUN -

JaTb OCHOBBI:

- CHCTEMHOI'0 moaxoJa K OpraHu3aldni 3allyuThI

uHbopMaluy, I[eperaBaeMoil u

o0pabaTbIBaeMOll TEXHHYECKHMMHU CPEJCTBAMU Ha OCHOBE MPUMEHEHUS! KPUNITOrpahUIecKUX

MCTOAOB,

- IPUHIUIIOB Pa3pabOTKH MHUPOB;

- MaTeMaTU4YeCKUX METO/I0B, HCIOIb3YEMbIX B KPUIITOTPAQHH.
1.2. JlucumninHa BXOIUT B COCTaB 00s3aTENbHON YacTH 00pa30BaTEIbHOM MPOTPaMMEI
BhIciIero oopazosanus (naiee — OIT BO).
1.3. TlepeueHp mIaHUPYEMBIX PE3yJIbTATOB O0YUEHHUS 110 AUCIUILINHE, COOTHECEHHBIX C

IUIaHUpyeMbIMH pe3yibratamu ocBoeHus: OI1 BO.

B pesynbraTe m3ydeHUs AUCHUILIMHBI OOYYAIONIUICS JOJDKEH O0JIanaTh CIEAYIONTUMU
KOMIETSHIMSIMHU WM WX YacTaMu. KoMIeTeHIIMN U MHAWKATOPHI UX JOCTHXKEHUS MPUBEICHBI B

Tabymune 1.

Ta6ymmma 1 — [lepeyeHb KOMITETCHIIMA W MHIUKATOPOB UX JIOCTHKCHUS

Kareropus (rpynna)
KOMIIETEHIIUU

Konu
HanMEHOBaHHE
KOMIIETEHIINU

KOII N HAMMCHOBAHUC MHUKATOpA
JOCTHIXXCHUA KOMIICTCHIIMHN

Ob6menpodeccnonanbHbIe
KOMIICTCHIINU

OIIK-10 Cnocoben
UCTIOJTb30BaTh
CpeacTBa
KpunTorpaduueckoit
3aIIUTHI
uH(pOopMaluu Ipu
peleHnn 3a1a4
poQeCCHOHAIBLHON
JeSITebHOCTH

OIIK-10.3.1 3HaTh KpUnTorpapuieckue
MOJIETN U aJITOPUTMBbI

OIIK-10.VY.1 ymerb o1ieHUBAaThH

3P HEKTUBHOCTh MPUMEHEHHSI OTIEIbHBIX
CPEJICTB KpUNTOrpapUUeCKOM 3aIUThI
uHpOpMAaLIUU B aBTOMAaTU3UPOBAHHBIX
MH(OPMALIMOHHBIX CHCTEMaX
OIIK-10.B.1 Bmagets MeTODaMHU
peain3aluy CUCTEM 3aIIUThl UHpOpMaLuu
C MOMOUIbIO KpUNTOrpadhuueCcKuX
aJITOPUTMOB

2. Mecro nuctutuinHbEL B cTpykType OI1

I[I/ICI_II/IH.III/IH& 6a31/1pyeTc;1 Ha 3HaHHUAX, paHEC HpI/IO6peTCHHBIX 06y‘-IaIOIJ_II/IMI/IC$I Ipu U3y4CHUU

CIIEYIOIHX TUCIUTUINH:
— Hudopmaruka

- I[I/ICerTHaﬂ MaT€MaTuKa

— TexHonoruu U METObI nporpaMMHupOBaHUA
IMNOJIYYCHHBIC IIpU H3YUYCHUH MaTCpuajia JTAaHHOM JUCHUITIIINHBI,

3HaHus,

HUMCIOT KakK

CaMOCTOSTENIBHOE 3HAYECHHE, TaK M UCIOJIB3YIOTCS P U3yYEHUN IPYrUX JTACIMILIAH:
— IIpousBoacTBeHHAs IIpaKTHUKa

- Hay‘{HO-I/ICCJ'IC,Z[OBaTeJ'IBCKaSI pa60Ta
- HpOI/ISBO)ICTBeHHaSI OpeaauIlIIOMHAas IMpaKkTUKa

Tadymue 2.

3. O0BeM U TpyIOEMKOCTb TUCITUTLIHHBI
Jlanubie 00 oOmieM oO0beMe AMCIUIUIMHBI, TPYIOEMKOCTH OTISIBHBIX BHIOB y4eOHOM
paboTHI 1O TUCIUIUTHHE (M pacipeIeICHHE STOW TPYJOEMKOCTH IO CEMECTpaMm) MPeICTaBICHBI B




Tabmuna 2 — O6beM U TPYIOEMKOCTh TUCIUIITUHbI

TpynoemMKkocTs 1o
Bun yuebnoit pabotsl Bcero ceMecTpam
Ne6
1 2 3
Oowan mpyooemKocma OuUCUUNIUHDL, 4/ 144 4/ 144
3E/ (4ac)
U3 Hux uacoe npakmuyeckoil n0020moeKu
AyoumopHnule 3anamus, BCETO 4ac. 85 85
B TOM YHCIIE:
nexiuu (JI), (dac) 34 34
npaktuueckue/cemunapckue 3anarus (113),
(dac)
nabopaTtopHbie paboTs (JIP), (yac) 34 34
KypcoBoii nmpoekT (padota) (KII, KP), (gac) 17 17
9K3aMeH, (Jac) 45 45
Camocmoamenvnan paboma, Bcero (4ac) 14 14
Buo npomesxcymounoit ammecmayuu. 3adet, | OK3.,
madd. 3auer, sx3amen (3aget, Audd. 3au, Dk3.) Kypc. JKk3., Kypc. Pa6.
Pab.

4. CoaepskaHue TUCUUTUTHHBI
4.1. Pacnpeznenenue Tpy10€MKOCTH JTUCHUILIMHEI 110 pa3ieiaM U BUAaM 3aHATUMN.
Pa3nensl, TeMbl AUCHUIIITNHBI U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Tabmuna 3 — Pa3aensl, TeMbl AUCHUIIIINHBL, UX TPYAOEMKOCTh

Pazpgenbl, TeMBl AUCTIMILTAHEL J'[(e;{_gm H(?IEECC)?’) ([JI-;};) Iil‘}gsp CP (gac)
Cemectp 6
Paznen 1. O0mue ceeaeHus. Beenenue 4 2 2
Paznen 2 CummerpuuHasi kpunrorpadus 8 4 2
Paznen 3. HecummeTpuunas kpunrorpadus 8 7 2
Pasnen 4. lludpoas moanuce 8 2 2
Pasnen 5.Kpunrorpaduueckue npoToKoJIbI 8 2 2
Paznen 6. Lndposas noxnuch 2 8 2
Paznen 7. Kpunrorpadguueckie npoTOKOIbI 4 9 2
BeinonHeHe KypcoBoit paboThl 17

Hroro B cemectpe: 34 34 17 14
Utoro 34 0 34 17 14

[IpakTueckass MOATNOTOBKA 3aKJIIOYAETCd B  HENOCPEACTBEHHOM  BBIIIOJHEHHU

00ydJaromMucs  OMpPEACNICHHBIX  TPYAOBBIX  (QYHKIWHA,  CBSI3aHHBIX C  Oymymiei

HpO(I)CCCHOHaHBHOﬁ JACATCIIBHOCTBIO.

4.2. CopnepxaHue pa3/ieJOB U TEM JICKIIMOHHBIX 3aHSATHH.
Coneprxanue pas3iesIoB U TEM JICKITMOHHBIX 3aHATHI MPUBEACHO B Ta0IuIE 4.

Ta6mmma 4 — ConepxaHue pa3zesioB U TeM JEKIIMOHHOTO UK

Homep ‘ HasBaHue u conepxanue pa3fenoB U TeM JEKIIMOHHBIX 3aHATHN




pasziena

1

Paznen 1. O6mume crenenus. Beeaenue

Tema 1. OcHOBHBIE IOHATHS, ONPEEIICHUS U 3a1a4H KpUITOTpaduu.

Tema 2. Drtambl pasButus Kpuntorpaduu. Poilbs MareMaTwkd B pa3BHTHH METOJOB
3amuThl HHGopMaru. HoBble HalpaBieHUs! B KPUIITOTPaQUH.

Tema 3. Kpunrorpaduueckue NPUMHTHUBBEI W KpUNTOrpaUYeCKUE MPOTOKOJBI II0
3ammuTe nHpopMaIm.

Tema 4. [IByXCTOpOHHHE W MHOTOCTOPOHHHME MPOTOKONBI. THIBI TpPEAroiaraeMbIX
MPOTUBHUKOB. DopManbHBIE METOJABI OICHKHM KauyeCTBa  KPHUNTOTrpauuecKux
MIPOTOKOJIOB.

Tema 5. Iludper. Ilpumepsl. Croiikocte mmudpa. Kiaccndukamus wmerogos
JemupoBaHus

Paznen 2. CummerpuuHas kpunrorpadust

Tema 6. biiounple ¥ MOTOYHBIC KPUIITOCHCTEMBI U MX Kiaccudukanus. Onucanue DES,
AES, T'OCT 28147-89, I'OCT 34.12-2018, RC 4 u nmp. Pexxumbl MCTIONB30BaHUS U UX
cpasuenue (ECB,CBC, OFB, ...).

Tema 7. Kpunrorpaduyeckue cBoiicTBa pyHKIINH.

Tema 8 Xom ¢yaknmu. Xom nenodkn. JlepeBo Mepkite. CTarmapThl X311 (GyHKITHA

Paznen 3. HecummeTpuyunas kpunrorpadus

Tema 9 OcHOBHbIE TOHSATHA Kpuntorpaguu ¢ OTKPBHITBIM KitouoM. CpaBHEHHE
KPHUIITOCUCTEM C OTKPBITBIM M CEKPETHBIM KJIFOUOM.

Tema 10. OpHoHanpaBieHHble (ogHOCTOpOHHME) GYyHKIME 10  Humxomy.
OpHoHamnpaBJcHHBIE (YHKIWH, OCHOBaHHBIE HA CIIOXKHOCTH 3aJadd JUCKPETHOTO
norapudmupoBanus. IIppumeHeHNs B COBPEMEHHBIX TEXHOJIOTUSIX.

Tema 11. OpHoHampaBieHHBIE (OJHOCTOPOHHWE) (YHKIMH C CEKPEeTOM H WX
npuMeHeHue 1ist uenn mudposanus uHpopmaru. Cxembl RSA, Paduna, Db [Namans,
Mak-Onuca, Mepkis — XemiMaHa.

Tewma 12. HekoTopbsle MeTOABI OBICTPOI MOAYJIBHON apu(METHKN U X MPUMEHEHHE IS
YCKOPEHHS! KpUNITOrpaQuuecKUX alropuTMOB

Pasnen 4. lludpoas moanucey

Tema 13. TlonsTust 0 MMGPOBON MOMIMUCH HA OCHOBE OJIHOHAIIPABICHHOW (YHKIIMH C
cekperoM. Kitaccudukarus arak Ha cXeMbI TU(GPOBO MTOAIHCH.

Tema 14. CpaBuenue cranaaptoB nudposoii noanucu CHIA (FIPS PUB 186) u Poccun
(TOCT 34.10-2018). Craumapt mudposoii moamucu 'OCT P 34.10-2001, 2015 Ha
OCHOBE JJUTHNTUYECKIX KPUBBIX.

Tema 15. Cxembl momgnucu @uara-lllamupa, @aiire-Ouata-lllamupa u gp. Cxema
[THoppa.

Tewma 16. Ilogmucs Benenyto (blind signature) u ee mpuMeHeHMsL.

Tema 17. Cxembl koHHMAeHIMANbHON moamucu (undeniable signature) w wux
npumeHeHue. [IpoTOKONBI TIPOBEPKHM W OTBEPKEHHS KaKk MpPUMEpPBI MPOTOKOJIOB
JIOKa3aTeJIbCTB C HyJEeBbIM pasriamenueM. Cxemsl layma.

Tema 18. CxeMbl MOJNKCH, B KOTOPBIX IOAEIKA MOAIMCH MOXET OBbITh JOKa3aHa.

Tewma 19 Cxemsr mynsTunoanucu (multisignature scheme).

Tema 20. I'pynmoBas moanuch (group signature scheme).

Tewma 21. [lonmuck 1o ToBepeHHOCTH (Proxy signature)

Paznen 5. Kpunrorpaguueckie npoTOKOIbI

Tema 22. Ympapnenue kimodamu. Jlokazyemo Oe30macHbIe Te€HEpPaTOPBI KITFOUCH.
Hexkotopsie ciocoOb! cokparieHusi 00beMOB XpaHUMBIX KITFOUEH.

Tema 23. [IpoTokosl pactpeeneHust KpUNTorpau4eckux KiIrouei.

Tema 24. Kpunrorpadudeckas HHPPacCTpyKTypa Ha OCHOBE MEXaHHM3Ma OTKPBITHIX
kioueii(PKI). Moaenu kpunrorpadudeckoit HHGpacTpyKTyphl.

Tema 25. TIpoToKOIIBI, OCHOBaHHBIE Ha HMIACHTH(UKaNMOHHOW mHpopmaimu (ID-based
cryptosystems).

Tema 26. ITpoTokoItEl ¢ pazmeneHueM cekpeta. [IoporoBsie CXeMBbl.

Tema 27. KpuntocucTeMsl U IPOTOKOJIBI HA JJIITUITHYECKUX KPUBBIX.

Tema 28. [TpoTokomb! HASHTU(DUKALMN U ayTEHTH()UKALIH.

Tema 29. ITpoTOKOJIEI YeCTHOTO 0OMEHA CEKPETaMHU.




Tema 30. THTepakTUBHBIC CXEMBI I0KA3aTEIIbCTR
Tema 31. ITpOTOKOJIBI 3JIEKTPOHHOTO TAWHOTO TOJIOCOBAHUS .
Tema 32. TlonsTre 0 NpOTOKOJIAX IEKTPOHHBIX IIIATEKEH

4.3. Tlpaktuyeckue (CEMUHAPCKUE) 3aHITHS

Tembl IpakTUUECKUX 3aHATHI U UX TPYJOEMKOCTh IPUBEICHBI B TA0IHUILIE 5.

Tabmuua 5 — [IpakTuyeckue 3aHATHS U UX TPYJAOEMKOCTb

U3 Hux Ne
No | Tembl npaktrdeckux | ®opMbl IpakTUYECKUX | TpPym0eMKOCTb, |IPaKTUYECKOM |pasjielia
/o 3aHATHI 3aHATUAI (gac) IIOJTOTOBKH, | TUCIIMII
(gac) JIMHBI
Y4eOHBIM MJIaHOM HE MPEAYCMOTPEHO
| |
Bcero
4.4, JlabopaTopHBbIC 3aHATHS
Tewmbl TabopaTOPHBIX 3aHATHH U UX TPYIOSMKOCTh IMPUBEACHBI B TA0IUIIE .
Tabnuna 6 — JlaboparopHble 3aHATHS U UX TPYJOEMKOCTh
N3 Hux Ne
Ne HaumenoBanne nabopatopHbix padboT TpynoemKocts, | MPakTHHECKOR | pasiena
/o (dac) MOJATOTOBKH, | JUCITHII
(gac) JIMHBI
Cemectp 6
1 | Ucropuyeckue mudpsl 1 UX KPUNTOAHAIN3 3 1
2 | CummerpuuHas kpunrtorpagus: yI3BHMOCTH H 7 2
aTaKu
3 | Xom-pyHKIMA ¥ KPHUIITOCUCTEMBI C OTKPBITHIM 7 2,3
KJTFOYOM
4 | KpunrocucTeMbl C OTKPHITBIM KIFOUOM: ITUPpOBas 4 4
HO/IHCh
5 | Kpunrorpadpuieckue METO/bI 3aIIHUTHI 6 4.5
I/IH(l)OpMaHI/II/I, OCHOBAHHBIC Ha JJUIMITHYCCKUX
KPHUBBIX
6 | Kpunrorpaduueckue MPOTOKOJIBI: 7 5)
JI0Ka3aTelbCTBO C  HYJIEBBIM  pasIJIallieHHuEM,
cXeMa pasJiesieHHsl CeKpeTa, 0OMEH KIIFYaMHu,
Bcero 34
4.5. BrITIONIHEHNE KyPCOBOTO MTPOEKTA/ KYPCOBOM pabOTHI
[lenp  KypcoBoil  pabOThI: W3y4eHME W  MPOTpaMMHAs  pealu3anus  METOJOB

KpunTorpaduueckoi 3amuThl HHPOPMAIMK B Pa3TUYHBIX IPEIMETHBIX 001aCTAX.
ITocTaBieHHas 1eIb JOCTUTACTCS IIyTEM PELICHUS CIEAYIOIUX 3a1ay:

l.

WH(OPMAIIMOHHBIX U TEJIEKOMMYHHKAIIMOHHBIX CUCTEMAX.
2. YcTaHoBUTH yrpo3bl MHGOpMALMU U CIOCOOBI MX BO3ACHCTBHS HAa OOBEKTHI 3alUTHI

uHpOpMaLnH.

3. PaccMoTpeTs MeTOMBI M CpENICTBA 3aIIUTHI HH(POpMAITUH.
4. PackpbITh KOHIEINIO HHPOPMALIMOHHON 0€30MaCHOCTH MPEIIPUSTHSL.

O0603HaYUTh CYHIHOCTh MPOOJIEMBI M PAacCMOTPETh 3aJayd 3allUThl MHPOpMAluu B




5.

Peanu3oBaTh anropuTMbl KpUOTOTpagUUecKOW 3amiuThl HMH(OPMAIMH  COTIACHO

BbIJAHHOMY 3aaHUIO.

TpeOoBaHus K COlEPKAHUIO, O(POPMIICHUIO U c/1ade KYPCOBOi padoThl
Kypcogas pabora (npoekr) (nasee - KP) BoinonnsieTcst B rpynmnax a0 3-X CTyJIEHTOB
OcHoBHoii  pesynmprar KP  —  mporpammuas — peanuzanus aKTyaJIbHOI'O
KPHUIITOrpaguYecKoro airopuTMa/mpoToKoJIa (3ampenaercs 1yoJaupoBaHIe TEM)
[TosicautensHas 3anucka opopmisercs corstacio 'OCT 7.32

[losicHuTenpHas 3amucKa JIOJDKHA COAEpXKAaThb TEOPETHUYECKYI0 YacTh, [JE€ OIMCAaH
BBIOPAHHBIN aITOPUTM/TIPOTOKO

[TosicHuTenpHas 3anucKa JI0JKHA COEPKaTh MIPAKTUYECKYIO YacTh, KOTOpasi BKJIIOYAET B
cedsl  MHCTPYKLMIO  JUII  TOJb30BaTeNid O  MPOrpaMMHOM  pealu3anuu
IPOTOKOJIa/aTOPUTMA C pe3yiabTaTaMd pabOThl TPOTrpaMMbl  (Kakod (QyHKIIMOHAT
IPOTPAMMBI, ISl K10 (YHKIIMH OTJENbHBIN CIIeHApUH U T.J.)

IIpy  HanucaHMM  MOSICHUTEIBHOM  3allUCKM  3alpPEllaeTCsl  HCIOJIb30BAHHE
HckyccrBenHoro MuTemnexkra

[losicHuTenpHas  3amucKa  JOJDKHA — COAEpXkKAaTb  KOJMYECTBEHHBIE  IIOKA3aTENH
HporpaMMHoii peanusaiuu (cM. TpedoBaHus K MPOrpaMMHOIT peau3ammm)
[losicHutenpHas 3amucka cIaeTcs B 3JEKTPOHHOM BHJE — 3arpy’aercsi B OTBET Ha
3aganue o KP B muuHoM kabunere crynenTa B popmate pdf

OOBeM MOSICHUTENBHOM 3alMCKU J0JDKEH COCTaBJISITh HE MEHee 25 cTpaHull U He Ooiee
40 cTpanul

OO0s3aTeIbHBIMU CTPYKTYPHBIMHU 3JICMCHTAMU MOSICHUTEIbHOMN 3aMCKU SBISIOTCA:

TUTYJIbHBIIH JIHCT

3a/laHue HA KypPCOBYIO padoTy (IIPOeKT)

cojiep:kaHue

BBeJeHHe (BKJIIOYAeT B ce0sl aKTyaJbHOCTh paboThl, NMpOpabOTaHHOCTh BBIOPAHHOM
TEMBI, LI€JIb U 3aJ1a4M)

OCHOBHAasl YacTh (BKJIIOYAET B ce0s 2—3 Ti1aBbl, oApa3/iesieMble Ha [TOArIaBbl)
3aKJII0YeHue

CIUCOK MCMO0JIb30BAHHBIX HCTOYHUKOB

CIIMCOK COKpAIeHUH (eclu ecTh)

NpHJI0KeHUe (TIPOrpaMMHBIN KOJ)

TpeOoBaHus K NPOrpaMMHOM peajiM3aluu
SI3BIK IPOrpaMMHPOBAHUS BBIOMPACTCS CTYJACHTOM CaMOCTOSTEIBHO
Heo6xomumo peanuzoBath rpaduyeckuii UHTEpEc moap30BaTes
[Iporpamma mo/KHA OLIEHUBATh BPEMs BBINMOJIHEHHS KaXXJI0TO alrOpUTMa/TIPOTOKONA B
CEeKyH/Iax/MUWUTMCEKYHIaX (HampuMep, IpH PacCMOTPEHUM MOJAMUCH HEO0OXOAUMO
OLICHUTh BpEMs TIEHEpallUM KIIo4a, BpeMs MOANUCH COOOIICHMS, BpeMs IMPOBEPKHU
MOJIITUCH)
ITporpamma g0JKHA OIIEHUBATH MOJTYYE€HHBIE BBIXOHBIE U BXOJHbIE JaHHbIE B OaliTax
JIroOble pApyrue JONOJIHUTENbHBIE METPUKHU/(PYHKUHMOHATI W TA, MpeIIoKEHHbIE
CTyJEHTaMH, IIPUBETCTBYIOTCS (HampuMmep: IIpOrpaMMHast peanu3anus
AIITOPUTMa/TIPOTOKOJIA SBIIsIETCs constant-time)

Iransl caauu KP
Br16op Tembr KP u cornacoBanue ¢ mpemnogaBareneM


https://www.chosenplaintext.ca/articles/beginners-guide-constant-time-cryptography.html

[Tokaz MpPOMEXKYTOUHBIX PE3yAbTATOB, K STOMY MOMEHTY JIOJDKHO OBITh BBHITIOJTHEHO
okoJ10o 50% mocTaBIeHHBIX 3a1a4
OdunanpHas caada KP, mocne huHambHON caaun padOTH HE MPUHUMAIOTCS

Kaxnapiii sran cmaun KP uMeer cBOM CpPOKHM BBINOJHEHHUS, KOTOPBIE OIJIAILAKOTCS

mpenoaaBaTcJIEM B Ha4aJI€ CEMECTpaA.

Onenusanue KP

Hwxe npencrasneno npubausutensHoe oneHnBanne KP, 0HO MOXKeT MEHSThCA.
CTyneHT nory4aeT «OTJIMYHO»:

AJITOPUTM/TIPOTOKOJI pa3o0paH CTYIEHTOM CaMOCTOSATENBHO (T.€. €ro He 3aTparuBajid B
paMKax JUCHUTIIMHBI)

cryzaeHT npesentoBan KP (cM. ycnoBus Hike)

CTYJIEHT OTBETHUJ Ha BCE JONOJIHUTEIIBHBIE BOIIPOCHI

COOJTFOICHBI BCE CPOKH JIS/JTAiHOB

BBINOJIHEHBI Bce TpeboBanus no KP

3a JABe Hedenu 10 Havana (uHanpHOM caaun KP crymeHT noimkeH yBeOOMHUTH
IIPENoAaBaresis O KeJIaHUM Npe3eHToBars KP

NOsICHUTEeINbHAs 3anucka go6asneHa B JIK 3a Tpu qHs 10 Ha3HAUEHHOM 3aILUThI

3amura npoXoUT TOJIBKO B HA3HAYCHHYIO MPETogaBaTesieM 1aTy, 0€3 TOBTOPHBIX 3aIlHT.
[TpencraBnenne KP B Buae mpeseHTaruu, npe3eHTamus oOpMIIsieTcs B PUPMEHHOM CTHIIC
YHHUBEPCHTETa, WIA0JIOH HAaxXOIMTCs Ha caite https://quap.ru/, cremyromiee MODKHO OBITH
BKJIFOYEHO:

aKTyalbHOCTb PaOOTHI

1eJIb ¥ 3a/1a41

MaTEeMaTHYECKO€E OMMCAHUE arOPUTMA/TIPOTOKOIIA

CKPHHBI pabOThI IPOrpaMMBbI, TOKa3aTeU MPOrPaMMHOM peain3aluu
KOJIMYECTBEHHBIE [TOKA3aTENIN IPOrPAMMHOM peann3anuu

JIMYHBIA BKJIAJ KQXJI0TO U3 YYaCTHUKOB.

Bpewms BeicTyIIIEHUSA: 10 7 MUHYT.
Cnaua KP BkirodaeT B ce0st 3alIUTY — OTBETHl HA TEOPETUYECKHE BOTIPOCHI, JEMOHCTPALINIO
IIPOrpaMMHOM peanu3amyi.

CTyZeHT NoJIy4aeT «X0pouo»:

QITOPUTM/TIPOTOKONT YAaCTUYHO pPa300paH B paMKaxX ITUCIHUIUIUHBI W/WIU TOJHOCTHIO
PacCMOTPEH €ro MaTeMaTUYEeCKUi armapar

COOJTI0ICHBI/9YaCTUYHO COOJIOICHBI CPOKH JIeITIAaifHOB

TpeboBanus Mo KP BBIMTONHEHBI YaCTHYHO

CTy,Z[CHT TIIOJIY4acT «yAOBJECTBOPUTEC/IBHO):

TOPUTM/TIPOTOKOJI pa300paH B paMKax IUCIMIUIMHBI WM BKJIIOYEH B CIHCOK: RSA,
ElGamal, xpuntocucrema Pabuna, ECDSA, DSA, [Iporokon Auddu - Xemnmana, cxema
pasnenenus cexkpera lllamupa u binoma, AES, DES, Ky3neunk, Marma, xaui-QyHKIuu
cemeiicrea MDISHA, TOCT 34.10

He coOIr0IeHbI CpokH aennaitHoB, KP cnana ¢ 3amepxkoit B HEACIO

TpeboBanus Mo KP BbITONTHEHBI YaCTUYHO

Bei0op u opopmiaenne tremnr KP
Tema KP BeiOupaeTcst CTyJIGHTOM CaMOCTOSITEIIbHO, HUKE TIPUBEACHBI PEKOMEH AN


https://guap.ru/

Tema KP He mensieTcst mociie coriiacoBaHus ¢ MpenoiaBaTesieM

Ecru B KP  peammsyercs  anropuTM/IpOTOKOJ,  pa3oOpaHHBIA  CTYyIEHTOM
CaMOCTOSITENIbHO, TO Ha3BaHue ¢opmynupyercs kak: «MccnemoBanme u paspaboTka
IIPOrPaMMHOM peau3anmi. .. »

Ecnu B KP peanusyercs aaroputMm/mpoToKoJI, pa30OpaHHbIN B paMKax AUCLUUILUIMHBI, TO
Ha3BaHue Gopmynupyercs Kak: «Pa3paboTka mporpaMMHON peain3alui ...»

IIpu BeIOOpe HampasineHuss KP MoxHO BbIOMpaTh COBpEMEHHBIE TEXHOJIOTHUH,
CUCTEMBL,. .., [JIe IPUMEHSIOTCS KpUNTorpaguueckue aropuTMbl/IPoTOKOIIbL. B pamkax
Takol pabOThl MOKHO MPOBECTH aHAIM3 00JIACTH MPUMEHEHHUSI, ONPEIEIUTh TPeOOBaAHUS
K AITOPUTMY/TIPOTOKOIY, ONPEIEIUTh IIpEUMYyILEeCTBA u HEJOCTATKU
ITOPUTMA/IIPOTOKOJIA, KAK MOXXHO TOKDPBITh BBISABICHHBIE HEJOCTATKU (€CIM OHH
umerorcs). Bosmoxnble HampaieHus: MHremiekryanbHble TpaHcnopTHble CHCTEMBI
(ITS), Uarepuer Beweii (10T), MecceHKEPBL, HCKYCCTBEHHBIN MHTEJUIEKT.

[IpumepHbIe TeMBbI 3a/1aHUl HA KypCOBYIO paboTy npuBeaeHs! B pazaeine 10 PIL/I.

4.6. CamocrosTenbHas padboTa 00y4armuxcs

Bunpl camocTosTensHON pabOTHI M €€ TPYIOEMKOCTh IPUBEIEHBI B TA0IHLIE 7.

Tabnuna 7 — Bunbel caMmocTosTenbHON paboThI U €€ TPYAOEMKOCTh

N Bcero, | Cemectp 6,
Bun camocrositensHOl paboTh
qac yac
1 2 3
M3y4eHne TeopeTHUecKOro MaTepuania
10 10
nucuurnael (TO)
Kypcosoe npoektupoBanue (KII, KP)
PacuetHo-rpaduueckue 3aganus (PI'3)
Brinonnenue pedepara (P)
ITonroroBka K TeKyIeMy KOHTPOJIO 2 5
ycneBaemoctu (TKVY)
Jowmamrnee 3ananue (J13)
KonTponbubie pabotsl 3a0uHNKOB (KP3)
IToaroroBka K MpoOMeXyTOYHOU 2 5
atrectrauuu (ITA)
Bcero: 14 14

5. Ilepedyenn yueOHO-METOIUIECKOTO 0OECTICUCHUS
JUTSL CAMOCTOSITEIBHON pabOThI O0YYAIOMIMXCS IO TUCITUTUINHE (MOIYITIO)

Y4eOHO-MeTOAMYECKE MaTepHasbl Il CaMOCTOSITEIbHON paboThl 00yJaromMXCsl yKa3aHbl B

I.11. pa3aenoB 6-11.

6. IlepeueHb MeYaTHBIX U ANEKTPOHHBIX YUEOHBIX U3TaHUN
[lepedyeHb MeYaTHBIX U DJEKTPOHHBIX YIeOHBIX M3IaHUH MPUBEIEH B TaOIHUIE 8.
Tabnuua 8— [lepeyeHp Me4aTHBIX U AJIEKTPOHHBIX YUEOHBIX U3TaHUI

Tudp/ KommuaecTtBo 3K3eMILIsIpOB B
OubmoTeke
URL bubnuorpaduyeckas ccpiika
(KpoMe AIIEKTPOHHBIX
aznpec
AK3EMILISIPOB)




004.05B 75 BoponoB, A. B. OcnoBbl 3aumTtsl | (74)
nHpopMarn: yaedHoe mocodue/ A. B. Boponos, H.
B. Bomommnua. - CII6.: T'OY BIIO "CII6GI'YAII",
2009. - 78 c.

004 11122 | ansrun, B. ©. (8)
WNudopmannonnas 6e3omacHocTs [ Tekcer]: HayqHO-
nomnymspHas nuteparypa / B. @. Illansrun. - M.
JMK Tlpecc, 2014. - 702 ¢

X 5147 Sxosern, E. H. IIpaBoBbie 0OCHOBBLI 00€CIIEUSHHMS 9
nH()OpMaITMOHHOH Oe30macHoCTH Poccuiickoit
Oenepanyu [Tekcr] : yueOHOE ocoome / E. H.
Slkogerr. - M. : FOpmutuadopm, 2010. - 336 c.

http://e.lanbook.com/books/element.php?pll_id=3032

anbrun, B.®. 3amuTa nHpopManuu B
KOMITBIOTEPHBIX CUCTEMAaX U CETSIX [DICKTPOHHBIN
pecypc] : yaeOHOe mocobre. — DIeKTpoH. JaH. — M.
: AMK Ilpecc, 2012. — 592 ¢

004 M 48 Mernbaukos, B. 1. (5)
3amura uapopmanuu [Tekct] : yueOnuk / B. I1.
MenbuukoB, A. U. Kynpusanos, A. I'. Cxuptinanse ;
pen. B. I1. MenbHukoB. - M. : Akanemus, 2014. - 304
c

004 P 98 Ps6xko, b. 4. (10)
Kpunrorpadnyeckie METoIbI 3aUTH HHPOPMAIHN
[Tekcr] : yueOHoe nocobue / b. 5. Psadko, A. H.
OHOHOB. - 2-¢ u3., crep. - M. : [opsiuas nuHus -
Tenexkom, 2014. - 229 c.

http://e.lanbook.com/books/element.php?pll
id=4959 TwuroB, A.A. HWHXeHEpHO-TEXHUYECKAS
3ammTa  MHQOpManuu [DIEKTPOHHBIM pecypc]
yuebHOe mocoOme. — OneKkTpoH. AgaH. — M.
TYCVYP (Tomckuif rocynapCTBEHHBIH YHHUBEPCHUTET
CUCTEM YIIpaBJICHUS U paguo3IekTpoHuku), 2010. —
195 c.

7. TlepedyeHb AIMEKTPOHHBIX 00pa30BaATEIBHBIX PECYPCOB
UH(}OPMaLIMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTu « IHTepHeT»
[Tepeuenn AIIEKTPOHHBIX o0pa3oBaTenbHbIX pecypcoB nH(pOpMaIIMOHHO-
TEJICeKOMMYHUKAIIMOHHONH ceTu «MHTepHeT», HEOOXOIMMBIX JJII OCBOCHHS TUCIUILIMHBI
npuBeieH B Tabmuie 9.

Tabmua 9 — IlepedeHb DICKTPOHHBIX 00pA30BATENBHBIX PECYPCOB  HH(DOPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHOW ceTh «HTepHeT»

URL anpec HaumenoBanue
https://pro.guap.ru/ Marepwuabsl 715 BHITOTHEHUS IPAKTHIECKUX paboT, HHANBUAYaIbHbIE

BapHaHThI JIs1 UX BBIIIOJHEHMS, a TAKXKE 3JIEKTPOHHBIN JIEKIIMOHHBIN
MaTepuai 1o aucuuimie pazMeniarorcs BHyTpu DMOC I'Y AT
«MaTerpupoBanHas cpesia 00y4eHHs» B Te€UeHUE yUeOHOTro ceMecTpa

8. Ilepeuens MHGOPMAITMOHHBIX TEXHOIOTHMA
8.1. [lepedyenr mporpaMMHOrO OOECIEUEHHUs, HCIOIb3yeMOr0 TMPU OCYIIECTBICHUHI
00pa30BaTeNBLHOTO MpoIiecca MO TUCITUTUIHHE.
[TepedyeHs ucmoyb3yeMoro mporpaMMHOTo ooecriedeHus mpeacTasieH B Tabmuiie 10.

Tabmuua 10— Ilepedens nporpaMMHOTo o0ecTIeYeHUS



http://e.lanbook.com/books/element.php?pl1_id=3032
http://e.lanbook.com/books/element.php?pl1_id=4959%20
http://e.lanbook.com/books/element.php?pl1_id=4959%20

Ne /1 HanmenoBanue

1 DnexTpoHHas HHPOopMaIMOHHO-00pa3oBarenbHas cpeaa ['Y AIl « AaTerpupoBanHas
cpena ooyuenus» (https://pro.guap.ru/) pazpaborana corpyaankamu 'Y AII (BBeaeHa B
skcruryaTaruto npuka3zom ['YAII ot 06.06.2017 Ne 05-215/17), nepedeHs Moayiei u
ux QYHKIIMOHAIBHOE Ha3HAYCHHUE M3JI0KEHBI IO CChUTKe https://guap.ru/it/system/iso

2 OdunmanbHplii callT 00pa3oBaTeNbHON OpraHu3aluy B ceTn «HTEepHET»
(https://guap.ru/), pazpaboran cotpyaaukamu ['Y Al (BBeneH B 3KCIUTyaTaluio
[Mpukazom ['VAII ot 23.03.2023 Ne 05-145/23)

3 LibreOffice 5 (JIuuensust LGPLv3)

8.2. Ilepeuenn MH(POPMALMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEMBbIX pu
OCYIIECTBICHHH 00pa30BaTEILHOTO MpoIiecca Mo AUCHUITITHHE

[lepeyeHp WCMONB3yeMBIX HWH(POPMALMOHHO-CIIPABOYHBIX CHCTEM MPEICTABICH B
Tabymue 11.

Tabmuna 11— Ilepedyens HHPOPMATMOHHO-CIIPABOYHBIX CHCTEM

Ne /i Haumenosanue

1 3BC Znanium (https://znanium.ru/), foctyn yepe3 TMYHBINA KaOWHET YUTATEIIS
oubmmoteku 'Y AIl, a Taxoke no IP -agpecam 'Y AIT

2 OBC «Jlanby (https://e.lanbook.com/), noctyn uepe3 IUYHBINA KAOUHET YUTATENS
oubmmorexku I'YAIL a Taxxe no IP -agpecam 'Y AII

3 OnexTpoHHbIN Katanor oubnuoreku ['YAII ¢ noctynom k 0a3e MoJHOTEKCTOBBIX
uznanuit (https://lib.guap.ru), toctyn yepe3 TMUHBIN KaOWHET YuTaTENsI OMOINOTEKU
I'YAII

9. MarepuanpHO-TeXHHYECKast 6a3a
CoctaB  MaTepUaIbHO-TEXHUYECKOH 0a3bl, HEOOXOIUMOW Ui  OCYIIECTBJICHUS
00pa30BaTeILHOTO TpoIiecca MO TUCIUTUIHHE, TIPECTaBICH B TabmuIel 2.

Tabnuna 12 — CoctaB MaTepHalbHO-TEXHIUUECKON 06a3bl

Ne HaumeHoBaHMe cOCTaBHON 4acTu Howmep aynutopun
n/m MaTepUaIbHO-TEXHUUECKOH 0a3bl (pu HEOOXOMMOCTH)

1 | MyneTuMenuitHast JeKIMOHHAS Ay TUTOPUS:
Crenman3upoBaHHast MeOeb; TEXHHIECKHE CPEICTBA
o0y4eHus, cIry>Kalue JUIsl peICTaBIeHUs yaeOHOH
nHpopManuu 60JbIION ayAUTOpUN; HAOOP
JEMOHCTPAIIMOHHOTO 000pynoBanus. ObecreueH JO0CTyI B
AJIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTEIbHYIO CPEY
'Y AII no Touke nocryna Wi-Fi.

2 | JJaboparopusi KOMITBIOTEPHOTO MOJICITHPOBAHUS: 52-46, 52-44 (ym.
— CTIeIMaTU3UPOBaHHAS MEOEIb; bonbmas Mopckas,
— TEXHUYECKHE CpeacTBa OOydYeHwWs, chOyxamme s | 1.67, 1uT. A)
MIpeICTaBICHUS yueOHOU nH(pOpMaIInH; MaHelb

MHTEPAKTUBHAs/TEJIEBU30D;

JIaboparopuoe obopynoBanue: [IDBM — «Mecto pabouee
aBTOMaTU3UpoBaHHOE» — 13 mT. ObecnedeH qoCTyI B
3JIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTEIbHYIO CPEY
I'VAII no 1okanbHON BBIUACIUTEIBHOM CETH.




3 | [lomemenue ans camocTosTeNbHOM paboThl, UHTEpHET-KIacc. 14-34 (yn. bonbimas
CreunanusupoBatHas MeOeib, BO3MOXKHOCTb MOAKIOYEHUS K | Mopckasi, 1.67, uT. A)
cetu «HTepHET» U AOCTYI B ANEKTPOHHYIO HH()OPMALIMOHHO-
obpazoBarenbHyo cpeny opranmzaruu. 10 [1K, [Tpuatep
nazepubiiit HPLIP4515n, ITpunaTtep HP LaserJetEnterprise 600

M602dn.
4 | TlomemieHue st CaMOCTOSITEIIBHOM PabOThI O0YyJarOIIMXCS - 22-19 (yn. bonbimas
YwuransHeiii 3an 6udnuoreku ['Y AIL crienmanu3npoBaHHas Mopckas, 1.67, mut. A)

Me0elb; epcoHaNIbHbIE KOMITbIOTEphI — 10 1mIT., 0OecreueH
JIOCTYII B 3JICKTPOHHYIO HHPOPMAITHOHHO-00pa30BaTEIHHYIO
cpeny I'YAII no okanbHON BBIYMCIUTEIBHOM CETH U TOUKE
noctyna WiFi, a Taxke K 3JIeKTpOHHO-OUOINOTEYHBIM
cucteMmam, pedepaTUBHOM 0aze JaHHBIX Scopus;
konupoBaiabHbIM annapat Kyocera KM2035

10. OueHo4HBIE CpeACTBA ISl POBEICHUS TPOMEKYTOUHOUN aTTECTAIINH
10.1. CoctaB OLEHOYHBIX CPEACTBAJII MPOBEIACHHUS MPOMEKYTOUHONW AaTTeCcTalluu
00yJaromuxcs 1Mo JUCHUTUINHE MPUBEACH B Tadymie 13.
Tabnuna 13 — CoctaB OIEHOYHBIX CPECTB I IPOBEICHHS IPOMEKYTOYHOHN aTTeCTalluu

Buza npomexyTo4HON arTecTanuu [lepedyeHp OLICHOYHBIX CPEACTB

Crnucok BOMPOCOB K 9K3aMEHY;
DK3aMeHaIMOHHbBIC OUICThI*;
3agauu;

TecThl.

DK3aMeH

DKcnepTHas OlleHKa Ha OCHOBE TpeOOBaHUH K
Brinonnenue kypcoBoi paboThl COJIEpKaHUIO0 KypCOBOM pabOTHI 1O
JUCHUTIINHE.

[Ipumeuanne: *sk3aMmeHaOHHBIE OWIIETHI (POPMHUPYIOTCS HA OCHOBE BOIIPOCOB M 33/1a4 TaOuuib! 15.

10.2. B kayecTBe KpuUTEpUEB OIEHKH YpPOBHSA C(HOPMUPOBAHHOCTH (OCBOEHUS)
KOMITETEHIIMI OOYyJaloUIMMHCS TPUMEHSETCS S5-0ajuibHasi MIKajla OIEHKH C(HOPMHUPOBAHHOCTH
KOMIIETEHIINH, KoTopas mpuBejeHa B Tabuune 14. B TeueHne cemecTpa MOXKET UCIOIb30BaThCS
100-6annpHast ~ mKajla ~ MOXYJBHO-PEUTHHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIA
UCIIOJIb30BaHUSI KOTOPOW, YCTAaHOBJIEHBI COOTBETCTBYIOIIUM JIOKAJbHBIM HOPMATHUBHBIM aKTOM
['YAIL
Tabnuua 14 —Kpurepuu onieHKH YpoBHSI CPOPMUPOBAHHOCTH KOMITETEHIIUH

Or1reHKa KOMITETEHITUHN

XapakreprcTika chOpMUPOBAHHBIX KOMIIETEHIHI
5-0aiubHas mKana P P (popmpo

OO0yyvaromuiics:

— r1y0OKO U BCECTOPOHHE YCBOWJI MPOTPAaMMHBIN MaTepHa;

— YBEPEHHO, JIOTUYIHO, TTOCJIEIOBATEILHO ¥ TPAMOTHO €T0 U3J1araeT;

— OMHUpasICh HAa 3HAHWSI OCHOBHOW W JIOMOJIHUTEIHLHOW JUTEpaTypHl,
«OTIIHUYHOY TECHO CBSI3bIBAET YCBOCHHBIE HAYUYHBIE MOJOXKEHHS C MPaKTUYECKOU
«3aUYTEHO) JeSATEIbHOCTBIO HAIIPaBJICHUS;

— yMeJi0 00OCHOBBIBAET U apTyYMEHTUPYET BBIJBUTAEMbIE UM HJICH;

— JIeNaeT BBIBOILI U 0000IIEHUS

— CBOOOJIHO BIA/IEET CUCTEMOM CIIEMATM3MPOBAHHBIX OHATHH.

— npaBuWIbHO BRIMOJIHMWI OT 90% 10 100% TecTOBBIX 3aJaHui




Or11eHKa KOMITETEHITUHN

5-0ayuipHad IIKaIa

XapakTepucTuka chopMUPOBAHHBIX KOMIIETEHIUMA

(XOPOLIO»
(Ga4uTCHO»

OOyyJarommiics:

— TBEPAO YCBOWJI IPOrPAaMMHBIN MaTepHall, TPaMOTHO U IO CYIIECTBY
W3JIaraeT €ro, ONMMPasCh Ha 3HAHUS OCHOBHOM JINTEPATYPHI,

— HE JIONYCKAET CYIIECTBEHHBIX HETOYHOCTENH;

— YBSI3BIBAET YCBOCHHBIE 3HAHHUS C MPAKTUYECKOM JeATEIbHOCTHIO
HaIpaBJICHUS,

— apryMEHTUPYET Hay4YHBIC MTOJIOKEHNS,

— [IeJIaeT BBIBOABI M 00OOIIEHHUS;

— BJIQJICET CUCTEMOMN CIEeMAIU3UPOBAHHBIX TOHITHIA.

— npaBWIbHO BBIMOIHWI OT 70% 110 89% TeCcTOBBIX 3az[aHI/m

«YAOBJICTBOPUTCIIEHO»
<(Ga4YTCHO»

— 00yYaroNMics YCBOWJI TOJBKO OCHOBHOW IPOrpaMMHBIA MaTepual,
[0 CYIISCTBY M3JIaracT €ro, ONMUpascCh Ha 3HAHUSA TOJILKO OCHOBHOM
JTUTEPaTYPHI;

— JIOTyCKaeT HeCYIIECTBEHHBIC OMMOKN M HETOYHOCTH;

— HCTIBITHIBACT 3aTPYJHCHHUS B IMPAKTHYSCKOM NPUMEHEHUHM 3HAHUH
HaIPaBJICHUS;

— cl1abo apryMEHTHPYET HAyYHBIC MTOJIOKCHHUS,

— 3aTpyJHsCTCs B (POPMYITMPOBAHUHU BBIBOJIOB M 000OIIICHNUH;

— YaCTHYHO BJIAJIEET CUCTEMOMN CMICHMATM3UPOBAHHBIX TTOHATHH.

— IPaBUJILHO BBRIMOJIHMWI OT 51% 1m0 69% TecToBBIX 3agaHui

HCYIAOBJIICTBOPUTCIILHO»
HEC 3a4YTCHO»

— o0ydJaroumiics HE YCBOWJ 3HAYUTEIBHOH YacTH MPOTPAMMHOTO
MaTepuana;

— JONyCKaeT  CYIIECTBEHHBbIE  OMMOKM W  HETOYHOCTH  IIpU
paccMOTpeHHH IPOOIIEM B KOHKPETHOM HaIlPaBJICHUH;

— MCIIBITHIBAET TPYTHOCTH B MPAKTHYECKOM IIPUMEHEHNUN 3HAHMIA;

— HE MOXET apTryMEHTHPOBATh HAYYHBIE MTOJIOKCHHS,;

— He (OpMYJIHMPYET BHIBOJOB U 0000IICHUH.

— MPaBWJIbHO BBINOIHUI MeHee 51% TecTOBbIX 3ajaHuil

*k

10.3. TunoBble KOHTPOJIbHBIE 3a/1aHUS WM UHBIE MaTEPHAIIBI.
Bomnpocsr (3agaun) ans sK3aMeHa mpeIcTaBiIeHbl B Tabuie 15.

Tabnuna 15 — Bonpocs! (3agaun) 11 9K3aMeHa

Ne /1t

Kon

Ilepeuens BOIpOCOB (3a1a4) AJIs DK3aMEHA
p P (sana) 1 WHJUKATOpa

1 OcHOBHBbIE MIOHATHUS U OINIPENIEICHUS KpUNITOTrpapuu. OIIK-

Bunsl  kpunrtocucteMm. 3amaud, peliaeMble  METOAAaMH | 1(.3.1
KpUnrorpaduu.

Bunel nndopmanuu, noanexainye 3aKpbITUIO, UX MOJEIU U
CBOMCTBA. YacroTHble XapaKTepUCTUKU OTKPBITBIX
cooOmiennit. Kpurepun Ha OTKpBITBI TekcT. OcobeHHOCTH
HETEKCTOBBIX COOOIIECHUH.

Uctopuss xpuntorpadpuu. OCHOBHBIE 3Tanbl CTAHOBJICHHUSA
HayKH Kpunrorpaduu.

Konp! ayrenTHUKAIIMHU COOOICHU.

3aluTHBIE KOHTPOJIbHBIE CYMMBI.

Kpunrorpaduueckue x31-QyHKIIMN U TPeOOBAHUS K HUM.
[Toaxoapr K MPOEKTHPOBAHUIO XA~ YHKITHH.
X»suI-(pyHKIIMK Ha OCHOBE OJIOYHOTO HIudpa.

KitoueBble Xa11-QyHKIUH.

[ToHATHE OAHOCTOPOHHEN (PYHKIIMU U OJTHOCTOPOHHEH
byakumm ¢ "nmazerikoi". [Ipo6iemsl hakTOpU3aIUH TETBIX
qHceN U JIorapu(MUpOBaHUs B KOHEUHBIX TOJISIX.

OIIK-
10.V.1

Kpunrocucrema quddu-Xanamana. [Tpumep.
Kpunrocucrema RSA. ITpumep.

OIIK-
10.B.1




Kpunrocucrema Onb-I"amans. [Ipumep.
Kpunrocucrema Pabuna. [Tpumep.
Kpunrocucrema I'onpasaccep-Mukanu. [Ipumep.
Kpunrocucrema biaroma-I onbaBaccep. [Ipumep.

Bomnpocsr (3agaun) s 3aueta / qudd. 3auera npepcraBieHsl B Tabnuie 16.
Ta6ymia 16 — Boripocs! (3amaun) mis 3aueta / audd. 3adera

Ne i/t

[Tepedyens BonpocoB (3amayv) myist 3adeta / nudd. 3auera

Kon
WHIUKAaTOpa

Y4eOHBIM IJIJAHOM HE IPESYCMOTPEHO

[lepedyenp TeM AJIsl BBIOJIHEHUSI KypCOBOTO MPOEKTa/ KypcOBOW pabOThl IPEICTaBICHBI

B Ta0auie 17.

Tabmuna 17 — IlepeueHn TeM /715 BRINOJTHEHUSI KYPCOBOTO MPOEKTa / KypCOBOM paboTHI

No 11/ [IpuMepHbIii IepedeHb TeM I BBIIOJIHEHHs KypCOBOIO IPOEKTa/ KypcOBOH
} paboThI

1. CamocrostenpHblii aHanu3 ucropudeckoro mudpa. Iudpsr
npoctoii 3amensl, llmeiipepa, Bwxkenepa, [lomubusa, Xwmna,
Bepnama, «Pemerka», Xeitrnuna, Enigma u ap.

2. Pexwumbl 6mounoro mudposanus 'OCT 28147-89, DES.

3. Anroputm™m pa3zBopaunBanus Kiroda mugppa AES.

4. HccnenoBaHue SHTPONMUMHBIX CBOMCTB PYCCKOTO M aHIJIMICKOrO
A3BIKOB.

5. T'eneparopsl IICII u ux cBoiictsa.

6. CaMOCHMHXPOHHU3UPYIOIIUECS TOTOYHbIE ITH(PHI.

7. Tloctpoenue umcroro mm@ppa. OueHka TPYAOEMKOCTH Moadopa
KJIH04a IIPU U3BECTHOM Mape «OTKPBITHIN — MN(POBAHHBIN TEKCT».

8. Teopuss umutoctoiikocth CumMoHca. OleHKa BepOSTHOCTH
UMHUTALUH KITIOYEBBIX XOII-(DYHKITHHA.

9. TlocTpoeHue  3alIMTHBIX  KOHTPOJBHBIX CYMM Ha  OCHOBE
OeCKIII04YeBOH XAII-(PYHKIUH.

10. IToctpoenne  kpumnrtorpadpuyeckoil  Xsm-(QyHKIMM Ha  OCHOBE
OJIHOCTOPOHHEHN (YHKIIUH.

11. ITocTpoenue knacca OOIBIINX TPOCTHIX YUCEIL.

12. BepostHocTHBIE TecThl Ha mpocToTy. [locTpoeHue nokasyemo
IPOCTBIX YHCEIL.

13. TTocTpoenue kinroveBoid nHbopmarmu s ILIT.

14. Boruucienus Ha 3JUTUITHYECKON KPUBOH.

15. MudpactpykTypa OTKPBITBIX KIHOUEH.

16. UccnenoBanue u pa3zpaboTka MPpOrpaMMHOM peanu3aliy MpoTOKOIa
KOH(UACHIIMATBHBIX BbhluncieHui (mpotokon Ben-Or — Goldwasser
—Wigderson/ mpotokon Goldreich — Micali — Wigderson)

17. UccnenoBanue u pa3zpaboTka MPOrpaMMHOM peanu3aiy MpoTOKOIa
3a0BIBYMBOM MepeIadn JaHHbBIX

18. UccnenoBanme w  pa3pabOTKa  TPOTPAMMHOW  pealu3aliu
CJICTION/TPYMIIOBOM/TIOPOTOBOM/KOJIBII€BO/3a0BIBUNBOM CXEMBI
HOJIHICH

19. UccnenoBanue 1 pa3paboTka  MPOrpaMMHOM  peanu3anuu
romomMop¢Horo mudpoBaHus

20. UccrienoBanrie W pa3paboTKa MPOTpaMMHONM peaTu3allid  aTaKH
Castryck-Decru va SIKE

Bonpockl s mpoBeneHHS MPOMEXYTOUYHOM aTTeCTallMd B BHJAE TECTHPOBAHUS

MpeACTaBICHBI B Tabmwmie 18.

Ta6muia 18 — [IpumepHsIii TepedeHb BOPOCOB TSl TECTOB




y Koz
Ne n/mt IIpuMepHBIii IIEpeYeHb BOIIPOCOB ISl TECTOB
WHIUKATOpa
1 B nporokose mugpa [lamupa coobiieHre nepechuiaeTcst OIIK-
a) nBa pasa 10.3.1
0) Tpu paza
B) OJIUH pa3
I') 4eThIpe pasa
2 HanexxHocth cuctembl RSA Gasupyercs Ha TOM, 4TO OIIK-
) CJIO’KHO OTIPEEITUTh M0 JAHHOMY YHCITY, SIBJISIETCS JTX OHO IPOCTBIM 10.V.1
0) 3a1aga AUCKPETHOTO JJOTapH(PMUPOBAHHS CIIO’KHA
B) 3a/1a4a Pa3IO0KEHUsI HA MHOXKUTEIH YHCIa, SIBJIAIOLIEr0Cs IPON3BEACHUEM
JIBYX MPOCTHIX, CJIOKHA
3 VYkakuTe MpaBHIbHBIA TOPSIOK OTBETOB B IPABOM CTOJIOHUKE: OIIK-
RC4 mUGP ¢ OTKPBITHIM KITIOYOM 10.B.1
AES MOTOKOBBIH MU
RSA COBEpIICHHBIN MU(D
Iudp Beprama  OI0KOBBIIA (P
e Haiinute X, pacnivinre XoJ peueHus: x2 = 55 (mod 79).
e Pelinre ypaBHEHUE, PACIIUILINTE X0 peuieHus: 53x = 31 (mod 72)

[lepeueHb TeM KOHTPOIBHBIX PabOT MO MUCHUIUTHHE OOYYAIOIIUXCS 3a09HON (hOPMBI
oOy4eHus1, mpeacTaBieHbl B Tabnuie 19.

Tabmuna 19 — [lepedeHb KOHTPOIBHBIX PadOT

Ne ni/mn IlepeueHb KOHTPOJIBHBIX PabOT

He npenycmorpeno

10.4. Meroauueckue  Marepuaibl,  ONpPEAENSAIONIMEe  HpPOLENyphl  OLIEHUBAHHS
MHAMKATOPOB, XapaKTepU3YIOLIUX dTanbl (OPMUPOBAHUS KOMIETEHLUH, COJIEpKaTcs B
JOKAJIBHBIX HOpMaTuBHBIX akTax [YAII, pernameHTHpYyOIIUX NOPSAAOK M MPOLEAYPY
IPOBEJCHUS TEKYLIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXKYTOUHOM aTTecTaluu 00yJarommxcs
I'VAIL

11. Meroauyeckue yKazaHus A1 00yUJaOIIUXCs IO OCBOCHUIO JUCITUTUTHHBI

OCHOBHOW UENbI0 TUCHMIUIMHBI «METoAbl M cpelncTBa KpHUNTOrpaduyecKol 3aIiuThI
UHGOPMALIUN SBIISETCS M3JI0)KEHUE OCHOBOIOJAraloMIUX MPUHIUIIOB 3alUThl HHPOPMALIUU C
MOMOIIBIO0 KPUNTOTPA(QPUIECKIX METOIOB M TPUMEPOB PEATN3ALNU 3TUX METOIOB Ha MPAKTHKE.

3anaun nucuumuHbl «Kpunrorpaduyeckas 3anmra HHGOPMALIUN - 1aTh OCHOBBI:

- CHCTEMHOTO TOAXOJa K OpraHW3alud 3amuThl  H“HGOpMAIMH, TepeJaBacMoil U
o0OpabaTbiBaeMOil TEXHWYECKMMHU CpEICTBAMH Ha OCHOBE IMPUMEHEHHUS KpUNTOrpapuuecKux
METO/IOB;

- IPUHIUIIOB Pa3pabOTKH MHU(POB;

- MaTEeMaTHYECKUX METOJIOB, UCIIOJIB3YEMBIX B KPHUIITOTpA(HH.

Mertoauyeckue ykKa3aHus s 00y4alIIUXCHd 10 OCBOCHHMIO JIEKIHOHHOIO
MaTepHaJa

OcHOBHOE Ha3HAYEHHE JIEKIIMOHHOTO MaTepHanga — JIOTUYECKH CTPOMHOE, CHUCTEMHOE,
riyOOKoe W SICHOE W3JIOKEeHHe yueOHoro marepuana. HasHadeHune COBpEMEHHOM JeKIMU B
paMKax IUCLHMIIJIMHBI HE B TOM, YTOOBI MOJIyYUTh BCIO MH(OPMALMIO 10 TEME, a B OCBOCHUHU
byHaaMeHTaNbHBIX TpOOJIeM JUCHUIUIMHBL, METOJOB HAyYHOTO TMO3HAHMS, HOBEUIINX
JOCTH)KEHUI Hay4yHOH MbIciu. B yueOHOM mporiecce JEeKIUs BBINOJIHAET METOA0JIOIHYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKUIUH. JIEKIMs pacKpbIBaeT MOHATUHHBIN anmapar




KOHKPETHOW OO0JIaCTH 3HaHUS, €e NpoOJeMbl, JaeT IeNbHOE MPEACTaBICHUE O AUCIUILIUHE,
IIOKa3bIBAaeT B3aMMOCBS3b C IPYTUMHU AUCHUILUIMHAMU.

[InanupyemMble pe3yabTaThl IPU OCBOSHUH 00YYArOIKUMCS JIEKIIMOHHOTO MaTepHraa;

— T[IOJIyY€HHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBA3AHHBIX 3HaHUH, YpPOBEHb
KOTOPBIX OIPEIEIISIETCS LEIEBOM YCTAHOBKOM K Ka)K10M KOHKPETHOU TEME;

— IOJIyY€HHE OIbITa TBOPYECKOI pabOoThl COBMECTHO C IIPENOJIaBaTEIIEM;

— pa3BuTHe NpPO(ECCHOHAIBHO—JENOBBIX  KauecTB, JIIOOBM K MpeaMeTy H
CaMOCTOSITEJIbHOTO TBOPYECKOT0 MBIIUIECHUS.

— TOsBJIEHHE HEOOXOAMMOT0 HHTEpEeca, HEOOXOAUMOTO Il CAMOCTOSTEIbHON pabOThI;

— T[OJIyueHHE 3HAaHUKH O COBPEMEHHOM YpPOBHE pa3BUTHS HAYKH W TEXHUKH U O
IPOTHO3€E UX pa3BUTH Ha OJIIKaHIINE TOIBI;

— HayuyuTcs MeETOAMYEeCKH oOpalaTbiBaTh MaTepuasl (BBLACIATH IJIABHBIE MBICIU U
IOJIOKEHUS, NPUXOAMTh K KOHKPETHBIM BBIBOJAM, IIOBTOPATh MX B  Pa3JIMYHBIX
(bopMyIupoBKax);

— MOJIyu€HHE TOYHOI'O IOHUMAaHHUs BCEX HEOOXOAUMBIX TEPMUHOB U MOHATHI.

JlexuvOHHBI MaTepuanm MOXKET CONPOBOXKAATbCA  JEMOHCTpalUMed CIajioB U
UCIOJIb30BAaHUEM DPA3aTOYHOI0 MaTepualla IpU HPOBEIEHUM KOPOTKHX JTUCKYCCHH 00
0COOEHHOCTSIX TPUMEHEHHS OTJEIIbHBIX TEMATHK 0 JUCIUTUIMHE.

CrpyKTypa npe1ocTaBiIeHUs JEKIHOHHOTO MaTepuana:

— H3noxeHue JEKIMOHHOTO MaTepUaa;

— IlIpencraBneHue TEOPETUYECKOTO MaTepHaia MpernoiaBaTesieM B BUJIE CIai 0B,

— OcBoeHHE TEOPETUIECKOTO MaTepralia 10 MPAaKTUIECKUM BOIIPOCAM;

— Crucok BOIMpOCOB IO TEME JIJIsi CAaMOCTOSITeNIbHOU paboThl cTyaenTa (Tadm.21).

MeTtoanyeckue yka3zaHusi 1Jisi 00y4alOIIMXCA IO NPOXOKACHUIO JIA00PATOPHBIX
pa6ort

B xozme BbIMONHEHMS J1a0OpPAaTOPHBIX paboT oOy4aromuiCs JOJDKEH YIIyOuTh U
3aKpenuTh 3HAHWS, MPAKTHYECKHWE HABBIKH, OBJAJIETh COBPEMEHHOW METOAMKONW M TEXHHKON
HKCIEPUMEHTAa B COOTBETCTBUM C KBAJU(PHUKAIMOHHOM XapaKTEPUCTHUKOW 00ydarolerocs.
Boinonnenue nabopaTopHbIX pabOT COCTOUT U3 IKCHEPUMEHTATbHO-IIPAKTUYECKOH, pacueTHO-
AQHAJTUTUYECKON YacTe U KOHTPOJIbHBIX MEPOIIPHUITUH.

Breinonnenue nabopaTopHBIX pabOT 0OydarolUMCs SIBISETCS HEOTHEMJIEMON YacTbiO
U3y4eHHs] JTUCHMIUIMHBI, OIpeNessieMOi yueOHbIM IIJJaHOM, W OTHOCUTCS K CpEICTBaM,
00€CTIeYNBAIOIINM PEIICHUE CIIETYIONNX OCHOBHBIX 33/1ad y 00y4aroIerocs:

— TIpHOOpeTeHHEe HaBBIKOB HCCIEIOBaHMS IMPOLECCOB, SBIEHUH U  OOBEKTOB,
U3y4aeMbIX B paMKax JaHHOW JUCIUIUTHBI;

— 3aKpeIUICHHe, pa3BUTHE W JICTAM3allUsl TEOPETHUYECKUX 3HAHWH, MOIYyYCHHBIX Ha
JEKITHSIX;

— ToJIyueHHe HOBOM MH(OpMAIMH [0 N3Y4aeMOH THUCIUIINHE;

— TnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATEIbHOW  paboTel ¢ 1a00paTOpHBIM
000pyI0BaHUEM U TPUOOPAMH.

3aganue u TpeGOBaHUS K NPOBEJECHUIO J1a00PATOPHBIX padoT

3ananue Ha 1abopaTOpHBIE PAOOTHI MPEICTABIEHBI 10 TEMAM M3y4aeMOW JTUCIUIIIMHBI U
MPEJICTaBISIIOT COOO0M MPOrpaMMHYIO PEATU3aLIMI0 U3yYaeMbIX aJITOPUTMOB KpUIITOTpapruecKoi
3alIUThl UH(OPMAIIHH:

Tema 1: ctopuueckue mudpsl 1 UX KPUIITOAHAIU3.

Tema 2: CummerpuuHasi Kpunrorpadus: ya3BUMOCTH U aTaKU.

Tewma 3: Xom-GyHKIUH ¥ KPUITOCUCTEMBI C OTKPBITHIM KITIOUOM.

Tema 4: KpunrocucteMsl C OTKPBITHIM KIIFOYOM: IIH(PPOBast MOIMUCH



Tema 5: Kpunrorpapuueckue MeTroabl 3alluThl WHGOpPMAIKK, OCHOBAHHBIE Ha
SJUIMITHYECKUX KPUBBIX.

Tema 6: Kpunrorpaduyeckre npoTOKOJBI: JOKA3aTEIbCTBO C HYJIEBBIM Pa3TIIalICHUEM,
cXema pas3ziesieHus! CeKpeTa, 0OMEeH KIHYaMH.

IMopsiok BBINOJHEHHUS U CAAYM JIA0OPATOPHBIX padoT

JUIs  yCHENIHOTO TPOXOXKACHHUS KaXI0H 1abopaTopHOM pabOThl CTYACHT 00s3aH
BBITMIOJHUTDH CIIEAYIOIIHME 3TAbl B YKa3aHHOM MOCIEI0BATEIbHOCTH

1. CamocrostenbHas noAroroka. Jlo Hauyana BBINOJIHEHUs J1aOOpAaTOPHOU pPabOTHI
CTYJIEHT 00s3aH W3Y4YUTb COOTBETCTBYIOIIMN JIEKIIMOHHBIA MaTepHuall, YKa3aHHbIH B NEpeyHe
(Tabmuma 4 PII/I), a Takxke peKOMEHAOBAaHHYIO y4eOHO-METOJUUECKYIO TUTEPATYPy.

2. Brommonnenue mnpakThueckoil uactu. B xome maboparopHOro 3aHATHS WM B
OTBEJICHHOE /ISl CAaMOCTOSTEIILHOM pabOThl BPEMsI CTYACHT peaju3yeT 3aJaHus J1abopaTopHOU
paboThl: OCYIIECTBISET MPOrPAMMHYIO pealH3alfilo  KpUNTOTpadUuecKUX alrOpUTMOB,
IPOBOJUT BBIYHMCIICHHS, aHAM3UPYET PE3YJIbTAaThl, BBISBISET YS3BUMOCTH — B COOTBETCTBHHU C
YCIOBUSIMU KOHKPETHOTO 3afaHusl. SI3pIK MPOrpaMMHUpPOBAHHUS BBIOUPAETCS CTYICHTOM
CaMOCTOSITENILHO, €CITM MHOE HE YKa3aHO B 33aJJaHHU.

3. Odopmiaenune otueta. CtyneHT odopmiseT OoT4eT Mo JsabopaTopHO paboTe B
COOTBETCTBUH C TPeOOBAHMSAMHU HACTOAILIETO JOKYMEHTA M 3arpyXaeT €ro B JIMYHBIA KaOWHeT
(manee — JIK) B ycTaHOBJIEHHBII CPOK.

4, 3amura nabopatopHoil padotsl. [locie 3arpy3ku oT4eTa CTYASHT 00s3aH MPOUTH
IpoLeAypy 3alIMThl JTaOOpaTOpHOW paboThl B CPOK, YCTAHOBJICHHBIM MpenojaBaTesieM MAiis
naHHO# paboTel. Kaxmoe 3amanue MMeeT WHAWBHUIYAIbHO YCTAaHOBJICHHBIC MPEIEITbHBIE CPOKH
3arpy3Kd OT4eTa M MPOBEACHUS 3alIUThl. AKTyaJdbHbIE CPOKHU JOBOSTCS IMpErojaBaTesieM Ha
NIEPBOM 3aHATHUU T10 TUCIHUITINHE U MMyOIUKYIOTCS B IMYHOM KaOMHETEe CTY/ICHTA.

BrimonHeHue KakI0To M3 yKa3aHHBIX ITAINOB SBISIETCS 00SI3aTENBHBIM YCIOBHEM CIIA4H
nabopaTopHoi paboTel. OTUET, HE MPOIIESANINNA 3aIUTY, HE CUUTACTCS CITAHHBIM.

Iopsinok 3auThHI 1a0OpaTOPHOI padoThI

3ammra 1abopaTopHO PabOThl MPOBOAUTCS MO BBIOOPY MpernojaBareis B OJHOW M3
cienyomux Gopm.

®opma 1 — VYcrHas 3amuta. CTYAEHT JEMOHCTPUPYET KOPPEKTHYIO paloTy
IPOrpaMMHOM peanu3aniy, OTBEYaeT Ha TEOPETUUECKHE U MPAKTUUECKHUE BOIIPOCHI 10 TEMaTHKE
nabopaTopHOil paboThl, a TakXke pelmaer WM KOMMEHTHUPYET MpaKkTHUECKUe 3ajadH,
Npe/UIoKEHHbIE MpernojaBaTesieM B XojAe 3amuTthl. [lpenmonaBarens BIpaBe 3ajaBaTh
YTOUHSIOLINE BOMPOCHI 110 JII0OOMY aCleKTy BBIIIOJHEHHOM padoThI.

®opma 2 — [lucemenHas 3amura. CTyIEHT BBINOJHAET MUCBMEHHBI KOHTPOJBHBINA
OIpOC, BKJIIOYAIOUIMHA TECTOBBIE BOMPOCHI C BHIOOPOM OTBETA, Pa3BEPHYThIE TEOPETUYECKHE
BOIPOCHl IO TeMe JabopaTopHOM paboOThl, a TaKKe pacyeTHO-IPAKTHUECKHE 3aJaHMs,
TpeOyroIIre pemeHus ¢ ToapOOHBIM 000CHOBAHUEM.

KonkpetHas ¢opma 3amuThl onpeneisercs npenoiapareneM A KaxkIoi 1adopaTopHon
paboThl win JUIst Tpynnsl B 1enoM. [IpenogaBarens BIpaBe KOMOMHHUPOBATH JIEMEHTHI 00euX

dbopm.

Crpykrypa u popMma oTuera 0 1adbopaTopHOi padore

Otuét no naGopaTopHoil paboTe 0hopMIIIETCS KaXIbIM CTYI€HTOM WHAWBUIYAIBHO BHE
3aBHCHUMOCTH OT TOTO, BBIMIOJIHSAJIACH JIH PabOTa CAaMOCTOATEIBHO HIIM B cocTaBe rpymmbl. OTuér
JIOJDKEH COZIepIKaTh CIelyrolue 00s3aTeNIbHbIe pa3/ieibl B YKa3aHHOM MMOCIe10BaTeIbHOCTH .

1. TuryabHbIli JHCT — HAaUMEHOBAaHME YHUBEPCUTETa U Kadeapbl; HaUMEHOBaHHE
JTUCLMIUIMHBL, HAMMEHOBaHUE U HOMep J1abopatopHoii pabotsl; @O crynenTta; Homep ydeOHOU
IPYMIIbI; FOJ] BBIIOIHEHUS PaOOTHI.

2. BBeaeHue — 1ienb pabOTHI U TIEpEUeHb 3a/1a4, PEUIAeMbIX B X0/1€ €€ BBIIOJIHEHUS.



3. Teopernueckass 4acTh — MHHHMAJIbHO HEOOXOJUMBIC TEOPETHUECKUE CBEICHUS,
OTHOCSIIMECS K TpeAMETy UccliegoBaHus. J[OCIIOBHOE KOIMPOBAHHE METOJAMYECKHX YKa3aHUH
WK Pa3JIeNioB yueOHHUKA HE JOITYCKaeTCsl.

4. Xoa BBINOJHEHHS PAdOTHI — OINKCAHHWE BBHIMOJHEHUS JIAOOPATOPHOTO 3aJaHUS:
U3JI0)KEHUE TPUMEHEHHONW METOIUKH, TOCIECIOBATEIILHOCTH JCHCTBHI CTYACHTA, IMapamMeTpoB
IKCIEPUMEHTa M TPOMEXKYTOYHBIX pacd€ToB, JIEMOHCTPUPYIOIIEEC IyTh K PEIICHUIO
MOCTABIICHHOW 3aJ]auM; CKPUHIIOTHI PE3yJbTAaTOB MPOTPAMMHON peaM3aliy, MOJyYCHHBIC B
XOJIc BBIMOJIHEHUS Pa0OThI, TaOMMIBI W TpaduUKH C COOTBETCTBYIOIIMMH 3arojOBKAMU H
HyMepaIueil; 1eMOHCTpaIUs KOPPEKTHOCTH PadOTHI MPOTPaMMHON peaTu3aluu.

5. BeIBoABI — aHAN3 NOJTYYCHHBIX PE3YJIbTATOB, HOBBIC 3HAHHS, TPUOOPETEHHBIC B XOIC
paboThI; OIlEHKA CTEMEHU JOCTHUKCHHSI TIOCTABJICHHOH 11e7T1. BBIBOIBI HE TOJDKHBI TPECTABIISATh
co00M TIPOCTOE MEPEUNCICHUE BBITOJIHEHHBIX JCHCTBUI.

6. Criucok nmutepatypsl (pu HeoOXoauMocTH) — odopmitsiercst B coorBerctBuu ¢ ['OCT
7.0.5. Bce MCTOYHUKH M3 CIIUCKA JIOJDKHBI IMETh CCBUIKH B TEKCTE OTYETA.

TpebdoBanusi kK 0(p)OpMIIEHHNIO 0TYETA 0 JIA0OPATOPHOI padoTe

Teopernueckass 4yacTb JODKHA COAEPKATbh MHHMMYM HEOOXOJIMMBIX TEOPETHUECKHUX
cBelleHUl o mpeameTrHoil o6mactu. He cneayer KomupoBaTh LEIMKOM WIM  YacTUYHO
METOIMYECKOe TTOcoOue (OTMHICaHue) JIaA0opaTOPHOU PabOTHI WIIH pa3Aeiibl YIeOHUKA.

B pasgene IlporpamMmmHoe oOecnieueHre HEOOXOAMMO OINUCAaTh, C IHMOMOIIBIO KAKHX
WHCTPYMEHTAJIBHBIX CPEJICTB M KakKuM 00pa3oM ObUIM pa3paboTaHbl MOJEIH M IOJYYEHBI
pe3yibTarhl. PUCyHKH, OJIOK-CXEMBbI, ONHCAaHHE MOJEIM U €€ OCOOEHHOCTEeH, HEOOXOJUMOCTb
OTJAJIKHA — BCE 3TO JOJDKHO OBITH MPEICTABICHO B YKa3aHHOM pa3felie.

Paznen Pesynbprarel BkIIOYaeT B ce0s CKPUHIIOTHI IPOTPAMMHOIO IPUIIOXKEHUS,
MOJIyY€HHBIE TIPU BBINOJHEHUH JabopaTopHOil padoThl. PucyHku, rpaduku u TaOIMIIBI
HYMEPYIOTCSI U ITOANIUCHIBAIOTCS 3ar0JIOBKaMHU.

BbIBO/IBI HE JAOKHBI OBITH MPOCTHIM MEPEUUCICHUEM TOTO, YTO CHENAHO. 371€Ch BaXHO
OTMETHTb, KaKue HOBBbIE 3HAHHS O MpeIMeTe UCCIIeAOBAaHUs OBLIM MOJyYEHBI MPU BBHITIOJHEHUU
paboThl, K YeMy IpUBENO OOCYKIEHHE PE3yJbTaTOB, HACKOJBKO BBIIIOJIHEHA 3asBJICHHAs 1IE€Jb
pabotel. BbiBombl 1o paloTe KaXAblil CTyAEHT JenaeT caMocTosiTeabHo. B cimyuae
HEOOXOJUMOCTH B KOHIE oTdera mnpuBoautTcss CHUCOK JIUTEpaTypbl, MCIOJIb30BAaHHOM MpU
HOJATrOTOBKE K padore. B TekcTe oTueTa AenaroTcst KpaTKHe CChUIKM Ha JIUTepaTypy (yueOHHKH,
CIIPABOYHHKH, MHBIE UCTOYHHKHU. ..) HOMEPOM B KBaJIpaTHBIX CKOOKax, Hamp., [1]. JIureparypHsie
VCTOYHUKN HYMEPYIOTCS IO MEpE UX IOSBJICHHUS B TEKCTE€ OT4eTa. B KOHIE oTueTa maercsd UX
noipoOHBIN cnrcok. Ha Bce MCTOUHMKM CHUCKA JUTEPATyphbl AOJKHBI OBITH CCBUIKM B TEKCTE
0TYeTa, TaM, Iie TO HE0OX0UMO.

Otuer odopmiiseTcs B TEKCTOBOM pEAaKTOPE U pacredaTsiBaeTcs Ha Juctax ¢popmara A4
1100 npencTasiseTcs B anekTpoHHOM Buje B JIK B cootBercTBuM ¢ TpeboBanusimu ['OCT 7.32.

Texunueckue TpeboBaHUS K 0QOPMIICHHIO:

* [Tons: neBoe — 25 MM, BepxHee u HIkHee — 20 MM, TipaBoe — 15 Mm.

* llIpudt ocoBHoro tekcra: Times New Roman (uiau ananoruusslif), 14 or.

* MeXCTpOUHBIN UHTEPBAIL: IIOJTYTOPHBIN.

* Hymepanus crpaHuil: CKBO3HAas; THUTYJIbHBIA JIUCT HE HYMEpYeTCs, MOCIEeAyIOIIHe
CTpaHHIIBI HYMEPYIOTCSl HauuHast ¢ UQPHI 2.

* Pucynku, Tabnuiibl, rpaduku: HyMEPYIOTCS [TOCJIEIOBATEIbHO B IIPEIeNax pa3zelia uiu
JIOKYMEHTA; IIOJIITUCBHIBAIOTCS 3aT0JIOBKAMH.

» dparMeHThl MPOTrPaMMHOTI0 KOZla B TeKCTe oTueTa Habupatotcs mpudTom Courier New,
10 T, yepe3 oAMHAPHBINA UHTEPBAIL.

. Ccpuikn Ha JuTEpaTrypy B TekcTe OG(GOPMISIIOTCS HOMEPOM B KBaJpaTHBIX
ckoOkax, Hanpumep. JluteparypHble HICTOUHUKHA HYMEPYIOTCS B TIOPSIIKE MEPBOTO YIIOMUHAHUS
B TEKCTE.



[Ipu cnaue oryera mpenoaaBaTesb MOXKET CAENaTh YCTHbIE M MUCHbMEHHBIE 3aMEYaHMUs,
3aJaTh JOIOJIHUTENIbHBIE BONPOCHL.. Bce OTBEThl Ha JOMOJHUTENBHBIE BOMPOCHI, O0CYKICHUS
BBITIOJIHSIFOTCS CTYZICHTOM Ha OTAEJBbHBIX JUCTaX, BKIOYAEMBIX B OTYeT (P 3TOM B TEKCTE
OCHOBHOT'O OTYE€Ta JEJIaeTCsi CHOCKA WJIM JPYroil 3Ha4OK, KOTOpOMY OylIeT COOTBETCTBOBATh
HOBbII Mmatepuai). I[Ipu 3TOM NUCBMEHHBIE 3aMeuUaHus MPENnoAaBaTeNsl JOKHBI OCTaThCs B
TEKCTe JJIs ICHOCTU JUHAMHUKYU pabOThI HAJl OTYETOM.

OO0beM oTueTa JOJDKEH OBITh ONTHMAIBHBIM JJIi MOHMMAHHUS TOTO, YTO M KaK clenal
CTYJEHT, BBINOJHAS pabory. OOsi3aTenbHble TPeOOBaHUS K OTYETY BKJIIOYAIOT OOy U
CIEIHAILHYIO TPAMOTHOCTD M3JIOKEHHUS, a TAKXKE aKKypaTHOCTh OPOPMIICHUS.

MeToanyeckue YyKa3aHusl Il OOYYAIOLIUXCS MO TPOXOXkKIEHHI0 KYpPCOBOIro
NMPOEKTHPOBAHUA/ PadOTHI

KypcoBoii mpoekt/ paboTa mpOBOAMUTCS C MEIbI0 POPMUPOBAHUS Y O0YUAIOIIUXCS OIBITA
KOMILIEKCHOT'O PEIICHUsI KOHKPETHBIX 337124 PO(PECCUOHATBHOM IeSTETbHOCTH.

KypcoBoii mpoekTt/ paboTa mo3BoIsieT 00yJaromemMycs:

— CHCTEMAaTHU3UpOBaTh W 3aKPEHHUTh IIOJYYCHHBIC TEOPETHYCCKHE 3HAHHUS U
MPAKTUYECKHE YMEHHS TI0 Mpo(ecCHOHANBHBIM Y4eOHBIM JHUCHUIUIMHAM H MOAYJISIM B
COOTBETCTBUH C TPEOOBAHUSAMU K YPOBHIO TIOJITOTOBKH, YCTAHOBJICHHBIMU IPOTPAMMOM y4eOHOM
JUCHUTUTMHBI,  TPOTPaMMOM  TOATOTOBKM  CIIEHUAIMCTA  COOTBETCTBYIOIIETO  YPOBHS,
KBTI (UKAIIIH;

— T[PUMCHUTH TOJYYCHHBIC 3HAHUS, YMEHHS M TNPAKTHUYCCKUU OIBIT MPH PEIICHUH
KOMIUIEKCHBIX 33/1a4, B COOTBETCTBUU C OCHOBHBIMHU BHJAaMH NMPO(ECCHOHAITBHOM JeATEIIbHOCTH
10 HATPABJICHUIO/ CIICIIUATBHOCTH/ TIPOTPaMME;

—  yrayOWTh TEOPETUYECKHE 3HAHUS B COOTBETCTBUH C 3aJIaHHON TEMOI;

— chopMupoBaTh yMEHHS TMPHUMEHATh TEOPETHYCCKHE 3HAHHS TPU  PEIICHUH
HECTaHJAAPTHBIX 3a7ay;

— TMPHOOPECTH OIBIT AHAJUTUYECKOH, PACYCTHOH, KOHCTPYKTOPCKOW pabOThl |
c(OopMHPOBATH COOTBETCTBYIOLIUE YMEHHUS;

— chopmupoBaTh yMeHHUsT palbOThl CO CHEIUATBHOM JIMTEPATYpOH, CIPABOYHOM,
HOPMATHBHOM U MPABOBOM JTOKyMEHTAIUEH ¥ HHBIMU HH()OPMAITHOHHBIMU HCTOYHHKAMH;

— chopmupoBaTh yMeHHs (QOPMYJIHMPOBATH JIOTUYECKH OOOCHOBAaHHBIC BBIBOJIBI,
NIPEIOKEHUS U PEKOMEHIAINH 10 PEe3yJIbTaTaM BBITIOJHEHHUS paOOThI;

— pa3BuTh NpodhecCHOoHANTBbHYIO0 MMCHbMEHHYIO H YCTHYIO Pedb 00yJaroIerocs;

— pa3BUTh CHUCTEMHOE MBINUICHUE, TBOPUYECKYIO HHHUIMATHBY, CAMOCTOSTECIBHOCTH,
OpPraHU30BaHHOCTh U OTBETCTBEHHOCTH 3a MPUHUMAEMbIC PEIICHUS;

— chopMupoBaTh HaBBIKH IUIAHOMEPHOH pETyJIspHOW pabOThI Hal peleHHueM
MIOCTaBJICHHBIX 3a]1a4.

MeTtoauyeckue yka3aHusi 1Jisi 00y4alOIUXCS MO MPOXOKIEHUIO CAMOCTOSITETbHOI
padoThbI

B xoje BBIOTHEHHUS CaMOCTOSATENBHON pabOThI, OOYYAIOIIHIICS BBHIOTHSIET paboTy MO
3aJJaHAI0 ¥ TIPU METOIMYECKOM PYKOBOJICTBE IMpEIoiaBaTelisi, HoO 0e3 ero HermocpeICTBEHHOTO
y4acTusl.

Jnst oOydaroruxcsi 1Mo 3a04HOM (Gopme 0OydeHHs, CaMOCTOSITeNbHAas paboTa MOXKET
BKIIIOUYATh B ce0s KOHTPOIBHYIO paboTy.

B mporiecce BBITTOTHEHUST CaMOCTOSITEIBLHON paboOTHI, y 00ydaromerocss (popMUPYETCs
1eecoo0pa3Hoe TUIAHUPOBaHKUE PabOUero BPeMEeHH, KOTOPOE MO3BOJISIET UM Pa3BHBATh YMECHHS
U HaBBIKH B YCBOCHHU M CHCTEMAaTH3allMM TMPUOOpETaeMbIX 3HAHWU, 00ECIIEYMBAET BBICOKHI
YPOBCHL YCIICBACMOCTHU B IICPUO[] OGy‘lCHI/Iﬂ, NmOMOracT IMOJYYUTH HABBIKU [MOBBIIICHHUA
po)eCCHOHAIBHOTO YPOBHSI.



MeTogudyeckuMl ~ MaTepualaMH,  HANPaBJSIONIMMH  CaMOCTOSITENIbHYIO  paboTy
00yYaroIInXCs SIBIISIOTCSL:

—  y4eOHO-METOAMYECKHA MaTepHal MO JUCIHUILIUHE;

— METOJUYECKHE YKa3aHUs 10 BBIMOJHEHUIO KOHTPOJIBHBIX paboT (Ui 00ydYaromuxcs
1o 3a049HOU (popme oOydeHwHs ).

MeToanuyeckne ykazaHusi JJIsi 00y4alIIMXCS IO MPOXO0KIECHUIO MPOMEKYTOYHOM
aTrecTanuu

[Ipomexyrounas  artectauus  OOydalOIIUXCs ~ MpEAyCMaTpUBaeT  OICHUBAHHE
IPOMEXYTOYHBIX M OKOHYATEIBHBIX Pe3yJbTaToB OOyueHHs 1Mo aucuuruinHe. OHa BKIIOYAeT B
ceost:

— D9K3aMeH — ¢opma OIEHKM 3HAHWH, MOJyYEeHHBIX OOydYalomMMCs B IpoLecce
U3yUYeHHs BCeH AMCUMUIUIMHBI WIM €€ YaCTH, HAaBBIKOB CaMOCTOSTENILHOM pabOoThI, CIOCOOHOCTH
NPUMEHATh UX JJIs pEUIeHUs MPAKTHUYECKUX 3ajad. JK3aMEH, Kak IMpPaBWIO, MPOBOJUTCS B
IIEPUOJ HK3aMEHALlMOHHOM CECCHMM M 3aBEpPIIACTCA aTTECTAlMOHHOM OLEHKOW «OTIUYHOY,
«XOPOLIOY, «YAOBJIETBOPUTEIBLHO», «HEYIOBIECTBOPUTEIHHO.

Cucrema OLEHOK IpH IPOBEIECHUU IMPOMEKYTOUHOW AaTTECTALMU OCYIIECTBIAETCS B
cooTBeTCTBUU ¢ TpeboBanusiMu [lonoxenuit «O TekyileM KOHTPOJE YCIIEBAEMOCTH U
IPOMEXYTOUHOM arrectanuu cryneHToB ['YAII, oOywarouuxcs Mo nporpaMmaM BbICIIETO
oOpazoBanusi» U «O MOAYIBHO-PEUTHHIOBOM CHCTEME OILICHKH KadecTBa y4yeOHOW padoThl
crynentoB B 'Y AIy.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




