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AHHOTaUs

Hucuunnuna «IIporpaMmHO-anmnapaTHele CpPeACTBA 3alIUThl MH(POPMAIMU» BXOAUT B
00pa3oBaTelbHYI0 MPOrpaMMy BBICIIETO OO0pa3oBaHUS — NPOrpaMMmy CIEHHUATUTETa IO
HampaBjeHuto noaroToBku/ cnenuaibHocTH  10.05.03  «MHbOpManmonHas 0e30MacHOCTh
ABTOMATH3UPOBAHHBIX CHUCTEM» HaIpaBlieHHOCTH/Crielnann3aiui «be30nacHOCTh OTKPBITHIX
nH(pOpMaAIMOHHBIX cucTeMy. JlucuummimHa peanusyercs kadenpoit «Ne33».

JucuuminHa HameneHa Ha (GOPMHUPOBAHKE Y BHITYCKHUKA CIICIYIOIIUX KOMIICTCHITUN |

OIIK-2 «CmocoOeH NMpUMEHSATH MPOTPAMMHBIE CPEJCTBA CHCTEMHOTO W IPHUKJIAIHOTO
HAa3HAYEeHHM, B TOM YHCJIE OTEYECTBEHHOIO MPOM3BOJACTBA, JJis pEHICHUs 3ajaad
npodecCuOHANBbHOM e TEIIbHOCTI

OIIK-9 «Cnocoben pemarth 3amadu MPo(PEeCcCHOHAIBHON IEATEIBHOCTH C Y4€TOM
TEKYIIEr0 COCTOSIHMSI W TEHICHIHMH pa3BUTHS WHGOPMAIMOHHBIX TEXHOJIOTUH, CPElCTB
TEXHUYECKOH 3alIUThl HH(POPMAIIMH, CETSH U CUCTEM MepeIadu HHPOPMAITII

CopepxaHue TUCHUIUIMHBI OXBaThIBA€T KPYr BOIPOCOB, CBSI3aHHBIX C MPABOBBIMU U
MPOrPaMMHO-TEXHHYECCKUMH ~ TIpOOJIeMaMy  3allMThl  MH()OpPMAMM TOCYJApPCTBEHHBIX U
HETrOCyJapCTBEHHBIX OPraHU3alUi U YUPEKACHUM, OCYIIECTBISIONIUX B3aUMOICHCTBUE U OOMEH
JTAHHBIMU TTOCPEJICTBOM AJIEKTPOHHBIX KOMMYHHKAIIAMN.

[IpenogaBanue AUCHUIUIMHBI MpeAycMAaTpUBaeT cienyromue ¢GopMbl OpraHU3aAHNU
y4eOHOTO Mpolecca: JEKIHH, JIJA00paTOpHbIE padOThI, CAMOCTOSITEIbHAS Pad0Ta 00YJarOmIEroCs.

[IporpaMMo#l NHUCHUTUIMHBI TPEIyCMOTPEHBI CIEAYIOUINE BHIbI KOHTPOJS: TEKYIIUN
KOHTPOJIb YCIICBAEMOCTH, IIPOMEKYTOUHAS aTTecTanus B (hopMe sk3ameHa (6 cemecTp).

OO0mias TpyAOEMKOCTh OCBOEHUS AMCLMILTUHBI COCTaBIseT 4 3a4eTHBIX eAuHHIbI, 144
yaca.

SI3bIK 00yUYeHUs IO JUCIHUILTUHE KPYCCKUIi»



1. TlepedeHb IIAHUPYEMBIX PE3YJILTATOB O0YUYCHHS MO JUCIUTUINHE

1.1. Tlenu npenomaBaHus JUCITUTUTMHBI

[lenpro MUCIUTUTMHEI SBIISETCS MPUOOPETCHUE CTYACHTAMH 3HAHWUN, HABBIKOB U YMCHH,
CBS3aHHBIX C IMPABOBBIMH M IMPOTPAMMHO-TEXHHYCCKUMHU IMPOOIeMaMH 3aIMThl MH()OpPMALUN
TOCY/IapCTBEHHBIX W HETOCYNapCTBCHHBIX OPTaHM3AMi M YUYPEIKICHHUH, OCYIIECTBISIFOIINX
B3aMMOJICHCTBYE U OOMEH JaHHBIMH ITOCPEICTBOM JICKTPOHHBIX KOMMYHHUKAIIHMA.

OCHOBHBIMU 3aJa4aMU TACIIAIUINHEI IBISIOTCS:

03HAaKOMHTH OyIyIINUX CHEIHAINCTOB C MPOOJIEMHBIMH BOIPOCAMH, PEIIaeMbIMU
B 00JIaCTH 3aIIUTHl KOMITBIOTEPHOU HH(POPMALIUH.

IIOKa3aTh pOJb COBPEMEHHBIX IPOrPaMMHO-ANIAPATHBIX CPEACTB  3aIUTHI
uHpopMaMu B OOECIICUYCHHHM €€ MEIOCTHOCTH KOH(UACHIMATBHOCTH U
JOCTYITHOCTH.

IIO0Ka3aTh HEOOXOAMMOCTh YCBOCHHS 3HAHMH O METO/AaX M CPEACTBAaX 3allHUThI
KOMITBIOTEPHOIN MH(POPMAIHH.

OCBETUTh KpYI BONPOCOB KACAIOUIMXCS IEPCOHATBHONH OTBETCTBEHHOCTH
JNOJDKHOCTHBIX — JIMLl  3a  obOecrneueHue  Oe3omacHocTH — MH(pOpMaLUU,
00pabaTbIBacMOii B COBPEMEHHBIX KOMITBIOTEPHBIX CHCTEMAX.

CO3/1aTh YCIIOBHS JUIsl KQUECTBEHHOTO OBJIAJICHHUS CTYACHTAMH TEOPETHUECKUMHU
3HaHUSMH M TPAKTUYECKUMH HABBIKAMH TPH DPEUICHWH THUIOBBIX 3a/ad I10
obecrieueHNI0 6€30acCHOCTH UH(POPMAIIMOHHBIX TEXHOIOTHI.

MOJTOTOBUTH CTYACHTOB JJISi CaMOCTOSITEIIEHOTO HCIIONB30BAHUS MOJTYYSHHBIX
3HaHUH [UIsI TMPaBHJIBHOTO BhIOOpa pEIICHW TPU TMPUMEHEHHUH KOMIUIEKCHBIX
CHCTEM 3aIIUTHl KOMIIBIOTEPHOU MH(OpMALIUHL.

1.2. JlucummimHa BXOIUT B COCTaB 00s3aTENbHON YacTH 00pa30BaTEIbHON MPOTPaMMEI
BhIcIero oopazosanus (nanee — OIT BO).

1.3. TlepeueHp MIaHUPYEMBIX PE3YJIBTATOB 00YUEHUS 1O AUCIUIUINHE, COOTHECEHHBIX C
IUIaHUpyeMbIMH pe3yibratamu ocBoeHust OIT BO.

B pesynbraTe u3yueHus AMCUUIUIMHBI OOYYarOUIUICS IOJKEH 00agaTh CIEAYIOLUUMU
KOMIIETEHIIUSIMU WM UX YacTsAMH. KoMmneTeHIIMM 1 WHAMKATOPBl UX JOCTHXEHUS MPUBEICHBI B

Tabauie 1.
Tabnuna 1 — [lepeuens KOMNETeHIINI U UHAUKATOPOB UX JTOCTHXKEHUS
Kareropus (rpynma) Konn Ko u HamMeHOBaHWE HHIUKATOPA
HalIMEHOBaHUE
KOMIIETEHITUH JOCTHKEHHUS KOMITETCHIINHU
KOMIIETEHIIUHA

OI1K-2.3.1 3Hath K1accupuKaImio
KOMITBIOTEPHBIX CUCTEM, BHJIbI
WH()OPMAITMOHHOTO B3aMMOJICHCTBHS 1

OIIK-2 Coocoben
00CITy’)KUBaHUSI, OCHOBBI TOCTPOCHHSI

MPUMEHSITh
MH(OPMALIOHHO-BBIUHCIUTENbHBIX CUCTEM
IIPOrpaMMHBIE
cpercTBa OIIK-2.Y.1 ymeTh BBIOUpATh COBPEMEHHbBIE
P MH(OPMAaLIMOHHBIE TEXHOJIOTUU U
CHUCTEMHOIO U
MIPOrpaMMHBIE CPE/ICTBA, B TOM YHCIIE
MIPUKIIATHOTO
O6menpodeccroHanbHbIE . OTEUYECTBEHHOTO ITPOU3BOJICTBA IS
Ha3HAa4Y€HUI, B TOM .
KOMIETEHIINU wene peleHus 3a1a4 IpopecCuoHaIbHON
JIESITENIbHOCTH, IPOEKTUPOBAHUS U
OTEUYECTBEHHOI'O

pa3paboTKu HHOOPMAITMOHHBIX CUCTEM U
CHUCTEM MCKYCCTBEHHOTO MHTEIJJIEKTA
OIIK-2.B.1 Bnagerh HaBbIKaMU MIPUMEHEHUS
COBPEMEHHBIX HH(OPMAITMOHHBIX
TEXHOJIOTHI M MPOTPaMMHBIX CPEJICTB, B
TOM YHCJI€ OT€YECTBEHHOTO MPOU3BO/ICTBA,
MIPHU PEIICHUH 3a/1a4 TPodecCHOHATbHON

MIPOM3BOJICTBA, JUIS
pelieHus 3aaaq
npo¢eCCHOHATBHON
ACATCIIBHOCTU




JACATCIIbHOCTH

OIIK-9 Cnocoben
pelars 3a1a4n
npodecCHOHATBLHOM
JESITEIIBHOCTH C
Y4€TOM TEKYILIETO
COCTOSIHUSA U
TEHJICHLIUN pa3BUTHUA
MH(POPMAaLIMOHHBIX
TEXHOJIOTHH,
CPEICTB
TEXHUYECKON
3aIUTBI
uH(popMaluu, cerei
Y CUCTEM IIepelaun
uH(popManuu

O6menpodeccrnoHanbHbIE
KOMIIETCHIINH

OIIK-9.3.1 3HaTh TEXHUYECKHUE U
MPOrpaMMHBIE Cpe/icTBa MH(DOPMAIIMOHHON
0€30I1aCHOCTH, OCHOBEI CETEBBIX
TEXHOJIOTHI W HANpPaBJIEHUS UX
COBEPIIICHCTBOBAHUS

OIIK-9.VY.1 ymeTp ucnosib3oBaTh
COBpPEMEHHBIC TEXHUUYECKHE,
MaTeMaTUYeCKHe U MPOrPaMMHBIE CPEJICTBA
JUISL perieHus MpodeCcCHOHANBHBIX 3a/1a4

2. Mecro nucuuruinHbL B cTpykType OI1
JucuunimHa MoxeT 6a3upoBaThCS HA 3HAHUSX, paHee MPUOOPETEHHBIX 00yYaIOUTUMUCS

MIPY U3YYECHUU CIEAYIOUUX AUCUUILIAH:
— «HMHbopMaTHKay,
— «SI3BIKM IPOrPaMMUPOBAHUS.

3HaHMs, TOJY4YEHHBIE IPU U3YYEHUU MaTepuaja JaHHOM IHUCLUIUIMHBI, MMEIOT Kak
CaMOCTOATENIBHOE 3HAYECHHE, TaK U UCIOJB3YIOTCS IIPU U3YYEHNUN IPYIUMX TACLHILINH:
— «YmnpasneHue MHGOpPMaIMOHHON 6€300aCHOCTHIOY,

— «lIpoekTHpoBaHUE 0C30IMaCHBIX I/IHd)ODMaLII/IOHHHX CUCTEM».

3. OO0BEM | TPYJOEMKOCTh JUCIIUILTAHBI
Jlanaple 00 o0meM oO0beMe TUCIUIUIMHBI, TPYJOEMKOCTH OTAENBHBIX BHUJIOB yueOHOU
paboTHI IO TUCIHILINHE (M pacIpeie]IiCHHE 3TOH TPYIOEMKOCTH IO CEMeCTpaM) MPeACTaBIICHBI B
tabnure 2.

Ta6muia 2 — O0beM U TPYJ0EMKOCTh JUCITUTUITNHBI

TpynoemMkocTs 1o
Bun yuebHoit paboThl Bcero ceMecTpam
Ne6
1 2 3
Oowan mpyooemKkocma ouCUUNIUHbL, 4/ 144 4/ 144
3E/ (uac)
M3 Hux uacoe npaKmuyecKkoil no020mogKu
AyoumopHhuie 3anamus, BCero vac. 68 68
B TOM YHCJIC:

nekrmu (J1), (dac) 34 34

npakTudeckue/cemunapckue 3anatus (I13),

(gac)

naboparopusie pabots (JIP), (dac) 34 34

KypcoBoii npoekT (padota) (KII, KP), (yac)

HK3aMeH, (Jac) 45 45
Camocmoamenvnas padboma, Bcero (4ac) 31 31
Buo npomesccymounoit ammecmayuu. 3a4er, k3 k3
mudd. 3auer, sx3amed (3auer, Judd. 3au, Dk3.) ’ "




4. CopepxaHue JUCIUTUTUHBI
4.1. Pacnpepnenenue TpyI0€MKOCTH TUCHUTLIMHEI 110 pa3ieiaM | BUAAM 3aHATHH.
Pazpgenbl, TeMbl TUCHUIITUHBI U UX TPYJOEMKOCTh IPUBEJCHBI B Ta0IUIIE 3.

Ta6ymma 3 — Pa3nensl, TeMbl TUCIUIUIMHBI, KX TPYIOEMKOCTh

Pasnensl, TeMbI QUCLIMITIINHBL Jlexwmn | 113 (C3)) - JIP KIVKP CP (gac)
’ (gac) (gac) (gac) (gac)
Cemectp 6

Paznen 1. [IporpamMmmHo-anmapaTHbie CpeCTBa

pasrpaHUYeHHs JOCTyIa K KOMIIBIOTEPHOMH 8 8 6

nH)OpMaIuu

Paznen 2. [IporpamMmmHo-anmapaTHbie CpEICTBa 8 8 6

KpunrorpaduuecKoi 3auThl HHQOpMAIIHH.

Pazgen 3. [IporpaMMHO-amnmapaTHbie CpeACTBa 3aITUTHI

HIPOrPaMMHOr0 00ECTICUCHHUsI OT KOUPOBAHUSI U 8 8 8

U3Y4YECHHUS

Paznen 4. [IporpaMMHo-anmnapaTHas 3amuTa

KOMIBIOTEPHOI HH(OPMALIHK OT Pa3pyIIAOLIHX 10 10 9

MPOTrPaMMHBIX BO3JEHCTBUI

HUroro B cemecTpe: 34 34 31
Utoro 34 0 34 0 31

IIpakThueckass IOATNOTOBKA 3aKIIOYAETCAd B  HENOCPEICTBEHHOM  BBIIIOJIHEHUU
Oo0y4JaromMMHUCST  OMNpPENEeNeHHBIX  TPYIOBBIX  (YHKUMH,  CBA3aHHBIX C  Oya;ymei
npodecCHOHATIBHOMN 1€ TETbHOCTBIO.

4.2. CopneprxaHue pa3/ieioB U TeM JIEKIIMOHHBIX 3aHITHH.
ConeprkaHue pa3/ienoB U TeM JIEKLIMOHHBIX 3aHATHI IPUBEEHO B TabauIe 4.

Ta6n1/1ua 4 — Coz[epxcaHI/Ie pa3aciioB U TEM JICKIHHUOHHOI'O [UKJIA

HOMep paszaeiia HazBanue u COACPpKaHUC PAa3aCJIOB U TCM JICKITUOHHBIX 3aHATUH

1 Tema 1. BBenenue. [IporpammHo-annapaTHbie CpeicTBa
pasrpaHMYeHMs J0CTYNA K KOMIbIOTePHOl nHopmanum.
Beenenue. Llenu u 3agaun aucuumniarabl. OCHOBHBIE TOHATHS U
omnpezeneHus B 00JacTy 3allUThl KOMIIBIOTEPHON MH(pOpMaIUK.
CoBpeMeHHast CUTYyalHs B 007aCTH 3aIIUThl KOMITBIOTEPHOM
uHpopmanuu. OCHOBBI 3aIIUTHl KOMITBIOTEPHOM HH(pOpMALIUU OT
HECaHKIIMOHUPOBAHHOIO A0CTyna. OCHOBHBIE TEPMUHBI U
oTpeieNIeHus B 00JIACTH 3alIUThl KOMIIBIOTEPHONW MH(POPMALIUU
ot HC/I. OCHOBHBIE IPUHIINIIBI U HATIPABJICHUS 3aLUTHI OT
HCJI. ®opmanbHble Moenn ynpasieHus noctynom. [lonsarue
UACHTU(PUKAIIMY U ayTeHTU(QUKAIMU CyOBEKTa. ATOPUTMBI
ayTeHTU(UKAIUK [T0JIb30BaTENeH.

CekpeTHast H”HPOpMALUS, UCIIOIb3yeMast IIs1 KOHTPOJIS OCTYyTa:
KJIIOYM U Tapoju. 3M0YMBIIIJICHHUK U Kimoun. Knaccuduxanus
CPEICTB XpaHEHU KII0Yel U UASHTU(DUIUPYIOIIEH
uHpopManuu. MarHuTHbIE TUCKU MPSMOTO JOCTYyIIA.
MarnuTHble 1 uHTeIUIeKTYasIbHBIe. CpencTtBo TouchMemory.

2 Tema 2. [IporpaMmmHo-annapaTHblie cpecTBa




KpUnTorpaguyeckou 3a1uThl HHpopManuu.

Posne 1 MecTO KpunTorpadhu4eckux METOJIOB U CPE/ICTB B
obecrieyeHnH 6€30MACHOCTH KOMITBIOTEPHON HH(OPMAITHH.
OcHOBHBIE IOHATHA U IPOLEAYPHI TEXHOJIOTUN YIIPaBJICHUS
KpUNTOrpapUuecKMMHU KIr04aMu. ANnapaTHble U IPOrpaMMHO-
anmapaTHble CpeJCTBa KPUITO3AIIUTHI JaHHBIX. [locTpoenue
anmnapaTHbIX KOMIIOHEHT KPUIITO3ALUThI JaHHbIX,
crnenuanuzupoBanubie CBUC kak HOcUTENH aJiroOpuT™Ma
mmdpoBanus. 3amuTa anropuT™Ma mMu(pPOBaHUS; TPUHIIUIT
YyBCTBUTEIHHON 00JIACTH U MPUHIIUI TIIABHOTO KIIFOYA.
HeobxonuMmeie 1 TocTaTO4YHbIE (DYHKIIMH allIapaTHOTO CPENICTBA
KpunTo3aiuTel. CekpeTHas HHPOpMaIus, UCIIOIb3yeMas s
KOHTPOJIS 1OCTYTA: KIKYU U MapOJIH.

Tema 3. [IporpaMmmHo-annapaTHblie CpeCTBA 3aIIUTHI
NPOrpaMMHOI0 o0ecrie4eHnsi OT KONMPOBAHUS M U3YyYeHUS.
HecankunonnpoBanHoe konuposanue nporpamm kak tun HCJL.
IOpuanueckue aceKkThl HECAHKIIMOHUPOBAHHOT'O KOIIUPOBAHUS
nporpamm. O0111€€ MOHSATHE 3AMIUTH OT KOTIMPOBAHUS.
PasnoBuaHOCTH 33124 3amuThl oT KonupoBanus. [Ipussaska [10 k
anmapaTHOMY OKPYXEHHIO U (PU3NIECKUM HOCHUTEIISIM KaK
€IMHCTBEHHOE CPEICTBO 3alIMThI OT Konuposanus [10.
[TpuBs3ka nporpamMm K ruOKUM MarHUTHBIM auckam (I'MJI).
[TpuBs3Ka nporpaMm K >KeCTKMM MarHuTHeIM auckam (QKMJI).
Ocobennoctu mpuBsizku k XKM/I. Buast metok Ha JKM/I.
[TpuBsizka K NpOYMM KOMIOHEHTaM IITATHOTO 000pYy10BaHUS
[I9BM. [IpuBsi3ka Kk BHEIMIHUM (A00aBISIEMbIM) 3JIEMEHTAM
[IOBM. [IpuBs3ka k mopToBbIM Kito4aM. Mcnons3oBanue
JIOTIOTHUTEIIBHBIX IJIAT paciiupeHus. Meronbl "BOASHBIX
3HAaKOB" M MeTOABI "0TrHEeUaTKOB nayibleB". [lonaTHe n3yueHus u
oOparHoro npoektupoBanus I10. Lenu u 3anaun uzyueHus
pa6otsl [10. CnocoGs1 uzyuenus [10: cratuueckoe u
JUHaAMHU4YecKoe u3ydenue. Poiabs nporpaMmHON U anmapaTHOU
cpenbl. BpemenHnas HaieKHOCTh (HEBO3MOXKHOCTh 00eCTIeYeHHS
rapaHTUPOBAHHOMN HAJIE)KHOCTH). 3allUTa OT OTIAAKH.
Junamuueckoe npeoOpa3zoBanue koja. [lpuniun noByiek u
M30BITOYHOTO KOJIa. 3aIuTa OT au3accemonupoBanus. [IpuHiumn
BHEIIIHEHW 3arpy3ku (aitnos. lunamuueckast MoauuKaIys
IIPOrpaMMBI. 3aluTa OT TPACCUPOBKH 110 IPEPHIBAHUSIM.

Tema 4 IlporpammHo-annapaTHas 3allMTa KOMIIbIOTEPHOMH
HH(OpPMaALMH OT PA3PYLIAOIIMX IPOrPAMMHBIX
BO3/1eliCTBHI. 3aK/Il0UYeHue.

3amuTa OT pa3pylarluX IPOrpaMMHBIX BO3EHCTBANA. Bupychl
KaK 0COOBIN KJIacC pa3pyIiaroniuX MpOrpaMMHBIX BO3CHCTBUM.
HeoOxonuMble u JOCTaTOYHBIE YCIOBHS HEIOMYLICHHS
paspyLaromero Bo3aeiucTeus. [1oHaTHE N30JMPOBAaHHON




MMPUMCHCHUA.

nporpaMmHoO# cpensl. [IporpaMMHbIe CpecTBa aHTUBUPYCHOU
3aIIUATHI: OCHOBHBIE XapAKTEPUCTUKU, IPUHIUIILI IIOCTPOCHUS U

4.3. Tlpaktuyeckue (CEMUHAPCKUE) 3aHITHS

Tembl NpakTUUECKUX 3aHATHH U UX TPYJOEMKOCTb IIPUBEICHBI B TAOJIHIIE 5.

Tabmuua 5 — [IpakTuyeckue 3aHATHS U UX TPYJAOEMKOCTb

W3 Hux Ne
No | Tembl npaktrueckux | @opMbl IpakTUYECKUX | TpPym0EeMKOCTb, |IPaKTUYECKOM |pasjieiia
/o 3aHATHI 3aHATAI (gac) IIOJTOTOBKH, | TUCIIMII
(gac) JIMHBI
Y4eOHBIM MJIaHOM HE MPEAYyCMOTPEHO
|
Bcero
4.4, JlabopaTopHbIC 3aHATHS
Tewmbl JTabopaTOPHBIX 3aHATHH U UX TPYIOSMKOCTh IPUBEACHBI B TA0HIIC .
Tabmuna 6 — JlabopaTropHble 3aHATHS U UX TPYJOEMKOCTh
N3 Hux Ne
Ne HamveHoBanue 1a60paTopHBIX padot TpynoeMKoCTh, | MpakTUUYECKOH | pa3mena
/11 (gac) HOATOTOBKH, | JTUCIIMII
(gac) JIMHBI
Cemectp 6
[TporpaMMHoO-amnmapaTHbie KOMILIEKCHI 8 1
3aluThl HH(OPMALIUU OT
HECaHKIIMOHUPOBAHHOTO JIOCTYyIA
Oco0eHHocTH TPUMEHEHUS 8 2
KpUNTOrpaUuecKux CpefCcTB 3alIUTHI
[IporpaMMHBIE KOMIUIEKCHI JUIsI 3aIUTHI 8 3
magueIxX Ha [1K
CpenctBa, METObI U MEPHI 3AIIUTHI OT 10 4
BPEIOHOCHOTO POrPaMMHOT0 0OecTieyeHHs
Bcero 34

4.5. BrlinosHeHHEe KypcoBOTo NMpoeKkTa/ KypcoBoi paboThI

VY4eOHbBIM MJIAaHOM HE TPEAyCMOTPEHO

4.6. CamocrosrenbHas paboTa 00yJarouxcs
Buapl camocTosiTenbHON paboThI B €€ TPYI0EMKOCTh MPUBEICHBI B Ta0IHIIE /.

Tabnuna 7 — Bunbl caMmocTosTenbHON paboThl M €€ TPYAO0EMKOCTh

. Bceero, | Cemectp 6,
Bun camocrosiTensHO#M paboThI
qac gac
1 2 3
N3yuenune TeopeTnyeckoro Marepuania
15 15
nucturiuabl (TO)




[TonroroBka K TeKyIiemMy KOHTPOJIIO 8 8
ycneBaemoctu (TKY)
[ToaroroBka Kk MpOMEKYTOUHOM 8 8
arrectanuu (I1A)

Bcero: 31 31

5. IlepeyeHnb y4eOHO-METOAMYECKOTO OOECTICUCHUS
JUISL CAMOCTOSTEIILHON PabOThI 00YUAIONMIMXCS TTO TUCIUIUIMHE (MOTYITIO)
Y4eOHO-METOIMUECKUE MaTepHalbl JIJII CAMOCTOSITEIIbHON pabOThl OOYYArOIIMXCSl YKa3aHbI B

IL.II. pa3zaenoB 6-11.

6. IlepeueHb MeUaTHBIX U AITEKTPOHHBIX YUEOHBIX U3TaHUI
[TepeueHb eYaTHBIX U 3JCKTPOHHBIX YUEOHBIX U3IaHUH TIpUBEIeH B TabuIe 8.
Tabnuna 8— [lepedeHb MeYaTHBIX U JIEKTPOHHBIX YUEOHBIX U3TAHHMA

HIudp/
URL aapec

bubnuorpaduueckas ccplika

Kommuectso
9K3EMILISPOB B
oubmoTexe
(xkpome
ANEKTPOHHBIX
AK3EMILTSPOB)

http://e.lanbook.com/books/el
ement.php?pll_id=511

benenwkas, M.H. AnMunucTpupoBanue B
MH(OPMALIMOHHBIX cCUCTeMaX. [ DIeKTPOHHBIN
pecypc] : yuebHoe mocobue / M.H. Benenbkas,
C.T. Mamunosckuii, H.B. fIkoBenko. —
OnekTpoH. AaH. — M. : ['opsiuas nunHus-
Temexom, 2011. — 400 c.

004.007(075) M 69

ApPXHUTEKTYpa BBIYUCIUTEIBHBIX CUCTEM:
yuebHoe nocobue/ B. I'. XopoieBckuid. - 2-e

u3[., nepepad. u jpom.. - M.: U3n-so MI'TY um.

H. 3. baymana, 2008.

32.973.53

3amuTa UHPOPMAIIMKA B aBTOMAaTH3UPOBAHHBIX
cucreMax: yue0.-meto. mocodue / B. C.
Komomoiines. — CI10.: I'YAII, 2021. - 27 c.

40

Obecneuenue 3aUThl HHOOPMAIMH OT
HECAHKIIMOHMPOBAHHO T'0O JIOCTYyMA: yueO.-
metof1. mocobue / B. C. Konomoiines. — CII6.:
['VAIL 2025. - 36 c.

40

Bormpocsl mpuMeHeHns aHTUBUPYCHOTO
MPOrpPaMMHOT0 oOecreueHus: yued.-MeTo/I.
nocobue / B. C. Komomoriines. — CI16.: 'VAII,
2024.-32c.

40

7. TlepedyeHb HIEKTPOHHBIX 00PA30BATEIBHBIX PECYPCOB

WH(OPMAIIMOHHO-TEIICKOMMYHHKAITMOHHOM ceTu « IHTepHeT»
AIEKTPOHHBIX
TEJICKOMMYHUKAIHOHHOW CETH

[Tepeuenn

npuBe/ieH B Tabnmie 9.

o0pa3oBaTebHbIX
«HTEpHETY,

pecypcoB

nH(pOpMaIMOHHO-
HeO6XOI[I/IMBIX J11 OCBOCHUA AHWCHUIIIIMHBI




Tabmuua 9 — IlepedyeHb 3IEKTPOHHBIX OOpA30BATEIbHBIX PECYpPCOB HH(POPMALUOHHO-
TEJICKOMMYHHUKAIIMOHHOHU ceTH «/HTepHeT»

URL anpec HaumenoBanue

https://pro.guap.ru/ Marepwuaibl 1J1s1 BBITOJHCHHS TPAKTUYCCKUX padoT,
WHJIUBUAYAIbHBIC BAPUAHTHI JIJIS MX BBITIOJHECHHMSI, & TAKXKE
ANEKTPOHHBIN JIEKIIMOHHBIM MaTepHal Mo JUCIUILTHHE
pa3mematotcs BHyTpu DUOC I'Y ALl «MHTEerppoBanHas
cpena o0y4yeHus» B TeUeHHE y4eOHOro ceMecTpa

http://citforum.ru/security/articles/ | MudopmannonHas 6€30MacHOCTD - CTaThbH, 0030pbl, KHUTH

8. IlepeueHp MHPOPMALIMOHHBIX TEXHOJIOTUI
8.1. [lepeyenp mporpaMMHOTO oOOeCHeueHHs, HCIOIb3YEeMOT0 IIPH OCYIIECTBICHUU
00pa30BaTeNILHOTO MpoLecca MO AUCLUIIUHE.
[lepedeHp UCTIONB3yeMOT0 IPOTPaMMHOTO obecriedeHus npeacrasieH B Tadumie 10.

Ta6mmma 10— [Tepeyers mporpaMmMHOTo o0ecrieueHus

Ne i/ HanmeHnoBaHue

1 OnexrponHas nHpopmarmonHo-o0pazoBatenbHas cpena I'Y ALl «MHTerpupoBanHas
cpena ooyuenus» (https://pro.guap.ru/) pazpaborana corpyaaukamu ['YAIl (BBeneHa B
skcruryaranuio npukazom ['YAIT ot 06.06.2017 Ne 05-215/17), nepeueHs MoayIneit u
X (QyHKIIMOHAIBHOE Ha3HAUYCHUE M3JI0KEHBI TT0 CChUTKE https://guap.ru/it/system/iso

2 OdunmansHblii callT 00pa3oBarenbHOIl opranu3ainuu B ceti «MHTEpHET»
(https://guap.ru/), pazpabotan corpyanukamu I'YAII (BBeZeH B SKCIUTyaTaIlUIO
[Mpukazom ['VAIT ot 23.03.2023 Ne 05-145/23)

3 LibreOffice 5 (JIuensust LGPLv3)

8.2. Ilepeuenn MH(}OPMALIMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEeMbIX npu
OCYIIECTBIICHUU 00Pa30BaTEIHLHOTO MPOoIlecca MO JUCIUILTHHE

[lepeuenr uCHONB3yeMBIX HHPOPMAIIMOHHO-CIIPABOYHBIX CHCTEM TMPEJICTaBICH B
Tabauie 11.

Tabnuua 11— IlepeyeHs HHPOPMALIMOHHO-CIIPABOYHBIX CUCTEM

Ne i/m HaumenoBanue

1 OBC Znanium (https://znanium.ru/), 10CTyI Yepe3 JIUYHbIN KaOUHET YUTATEINs
o6ubmmorexku ['YAIL a taxoxe no IP -anpecam I'VAIIL

2 OBC «JIanp» (https://e.lanbook.com/), nocTyn yepe3 TUIHBIN KAOMHET YATATEIS
oubmmorexku ['YAIL a taxoke mo IP -anpecam I'VAIIL

3 DOnexTpoHHBIH Katanor oubmuoreku ['YAII ¢ noctynom k 6a3e MOJTHOTEKCTOBBIX
uznanuit (https://lib.guap.ru), toctyn yepe3 TUYHBIN KaOWHET YuTaTENs OMOTNOTEKH
I'YAII

9. MarepuanpHO-TeXHHYECKast 6a3a
CoctaB MaTepHambHO-TEXHHUYECKON 0a3bl, HEOOXOAUMOW JJs  OCYIIECTBIICHUS
00pa30BaTeIILHOTO TpoIiecca Mo TUCITUTUIHHE, TIPECTaBICH B TabmuIel 2.

Tabmuna 12 — CoctaB MaTepualibHO-TEXHUYECKOH 0a3bl




Ne HaumenoBanue cocTaBHOM 4acTu Howmep aynuropun
/T MaTepUaIbHO-TEXHUYECKON Oa3bl (Ipu HEOOXOTUMOCTH)

1 | JleknmonHas ayuTopus

2 MynpTUMeaUIHAS JIEKUUOHHAS ayIUTOPHUS

10. Onenounble cpeacTBa s MPOBEACHUS IPOMEKYTOUHOM aTTeCTAIlN
10.1. CoctaB OIICHOYHBIX CPEIACTBAJS MPOBEACHUS TMPOMEKYTOYHOM aTTeCTAI[UH
00ydJaronuxcs mo IMCUUILIMHE TpUBeIeH B Tabnwuie 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEJCTB JJIsl IPOBEACHHSI POMEKYTOYHON aTTeCTaIlluu

Buj npome)xxyTouHOM aTTecTaluu IlepeueHb OLICHOUYHBIX CPE/ICTB

Crrcok BONpPOCOB K 3K3aMEHY;
DK3aMeHalMOHHbIE OUJIETHI;
3amayu;

TecTsl.

DK3aMeH

10.2. B kayecTBe KpUTEpPHEB OIEHKH YPOBHS C(HOPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMI OOYyJaloUIMMHCS MPUMEHSETCS S5-0ayuibHasi MIKajia OLEHKU C(HOPMHUPOBAHHOCTU
KOMIICTEHIIHI, KOTopas puBecHa B Tabumie 14. B TeueHne cemMecTpa MOXKET MCIOIb30BaThCS
100-6annpHast ~ mKaja ~ MOAYJIBHO-PEUTHHTOBOW  CHCTEMBI ~ YHUBEPCUTETa,  IpaBHia
UCIIOJI30BaHUSI KOTOPOM, YCTAHOBJICHBI COOTBETCTBYIOIIUM JIOKAJILHBIM HOPMATUBHBIM aKTOM
['YAIL

Tabmuua 14 —Kpurepuu olieHKH YpoBHS c(hOPMHUPOBAHHOCTH KOMIETEHIUH

Or11eHKa KOMITETEHIUI

Xapaxrepructuka chOpMUPOBAHHBIX KOMITIETEHIINI
5-0ayutpHad mIKama P P (opmpo

OO0yyaromuiics:

— ry0OKO U BCECTOPOHHE YCBOWJI MPOTPAaMMHBIN MaTepua;

— YBEPEHHO, JJOTUYHO, MTOCJIEIOBATEILHO U TPAMOTHO €r0 U3J1araer;

— ONMUPAsICh HAa 3HAHWUSI OCHOBHOM W JIOMOJIHUTEIBHOW JUTEpaTypHI,
«OTIIMYHO) TECHO CBSI3bIBAET YCBOCHHBIE HAYYHbBIEC MOJOXEHHUS C MPAKTHUYECKOU
«3a4TCHOY JeSATEIbHOCTBIO HAIIPaBJICHUS;

— yMeJi0 00OCHOBBIBAET U apTyMEHTUPYET BBIJBUTAEMbIE UM HUJICH;

— JIeJIaeT BBIBOJBI M 000OIICHHUS;

— CBOOOJIHO BIAJIEET CUCTEMOM CIIEMATN3MPOBAHHBIX TIOHATHH.

— npaBuWiIbHO BRIMOIHUI OT 90% 10 100% TecToBBIX 3aJaHUl

OO0yyarommmiics:

— TBEPJI0 YCBOWJI MPOTPAMMHBIN MaTepual, TPAaMOTHO H IO CYIIECTBY
M3JIaraeT ero, ONMpasiCh Ha 3HAHWUS OCHOBHOM JINTEPATYPHI,

— He JIOMYCKaeT CYIIECTBEHHBIX HETOYHOCTEH;

<«XOPOIILIOY — YBSI3BIBA€T YCBOCHHBIE 3HAHUS C TMPAKTUYECKON N1EATEITHHOCTHIO
«GaYTEHO» HaIpaBJICHUS;

— apryMEHTHUPYET HayYHbIE TIOJIOKEHUS;

— JIeJIaeT BBIBOIBI M 00OOIIEHHUS;

— BJIQJICET CHCTEMOM CIIeIINaTN3UPOBAHHBIX TTOHITHH. "

— IpaBUWJILHO BRIMOTHWI OT 70% 10 89% TeCTOBBIX 3aIaHHUI .

— o0yyarouuiicss yCBOWJI TOJbKO OCHOBHOW IPOrpaMMHBIA MaTepua,
[0 CYIIECTBY H3JIaracT €ro, ONUpascCh Ha 3HAHUSA TOJBKO OCHOBHOM

JUTEpaTyphl,
«YJIOBJIETBOPUTEIBHO» | — JIOIYCKAeT HECYIIECTBEHHbIE OIIMOKN 1 HETOYHOCTH;
«BAYTEHO» — UCIIBITBIBAET 3aTPyJHEHHUS B INPAKTUUECKOM NPUMEHEHUU 3HaHUHN
HaIpaBJICHUS;

— c1a00 apryMeHTHPYET Hay4HbIE MTOJIOKEHHS,;
— 3aTpyHAeTcs B GOPMYJIUPOBAHUH BBIBOJOB M 0000IICHUH;




Or11eHKa KOMITETEHITUHN

5-0ayuipHad IIKaIa

XapakTepucTuka chopMUPOBAHHBIX KOMIIETEHIUMA

— YaCTUYHO BJIAJICET CUCTEMOM CIIELIMAIIM3UPOBAHHBIX HOHHEI;II;'I.
— MPaBWIbHO BBIMOJIHWI OT 51% 10 69% TecTOBBIX 3a1aHU

MaTepuaia,
— JIOTyCKaeT  CyHIECTBEHHBbIE  OMMOKM W  HETOYHOCTH

HCYOOBJIICTBOPUTCIILHO» | paCCMOTPECHHUU HpO6J’ICM B KOHKPCTHOM HaITPaBJICHUU,

«HEC 3a4YTCHO»

— HUCTIBITHIBAET TPYAHOCTH B MPAKTHYSCKOM ITPUMCHEHUH 3HAHUI;
— HE MOXET apryMEHTHPOBATh HAYYHBIC MTOJIOKCHHUS,

— He popMyIHpYyeT BEIBOJOB U OOOOIICHHIA. .

— MPaBWJILHO BBINOJIHMWI MeHee 51% TecTOBBIX 3aJaHUi .

10.3. TunoBbie KOHTPOJIbHBIC 33aHUS WIIK HHBIE MAaTePUAIIBI.
Bomnpocs! (3agaun) ass 3K3aMeHa npeIcTaBiIeHbl B Ta0auie 15.
Tabmuna 15 — Borpocs! (3a1a4umn) 1s 9K3aMeHa

Ne i/t

Kon
[Tepedyens BonpocoB (3a1a4) 1 IK3aMeHa

KOMITHIOTEPHOW UH(POPMALIUH.

2. CoBpeMeHHas CUTYyalusl B 001aCTH 3aIUThl KOMITBIOTEPHOM
uHpOpMaLnH.

3. TpeGoBaHMs K cucTeMaM 3allUThl HHPOPMALIKH.

4. TlonsTre yrpo3bl 6€30MaCHOCTH KOMITBIOTEPHOM
uHpopmanuu. IHTepBa NOTEeHIHMAIbHONW OMTaCHOCTH.

5. Knaccudukanus yrpo3 0e30macHOCTH KOMITbIOTEPHOM
uHpopMaLuu.

6. Uctounuku, pucku u GopMbl atak Ha HH(POPMAIHIO.

7. IIpuHIMIIBI 3aIIUTHl KOMIIBIOTEPHOW MH(pOpMAaLIUH.

8. Unentuduxanus cyobekra, HOHITHE TPOTOKOJIA
UACHTUDUKALNN, UASHTHPULIMPYIOIIas HHPOpMALIKS.

9. OcHoBHbIe TOAX0/bI K 3amuTe AaHHbIX 0T HCJI (koHTpOIB
JIOCTYTIAa U Pa3srpaHUYEHUE JOCTYIIA, HEPAPXUUECKUH TOCTYI K
(aiiny).

10. ®opmanpHble MOETH YIIPABJIEHUS JOCTYIIOM.

11. Knaccuduxamus cpeAcTB 3alIUThl KOMITbIOTEPHOM
uHpopmanuu ot HCJI.

12. Ayrentudukanus nonas3opareneil. OcHoHble anroputmel | OIIK-2.V.1

(IPOTOKOJIBI) ayTEHTHU(HUKAIIHH.

13. AnMuHHCTpHUpOBaHUE ceTel B acrekTe 0€30MacHOCTH
uHpopMalnu.

14. 3amura cereBoro (aitmoBoro pecypca, pukcarus 10CTyna
K (haitnam.

15. locTyn K JaHHBIM CO CTOPOHBI TIPOIIecca, CIoCOObI
¢ukcaryu akra 10CTymna.

16. HanexHOCTh CUCTEM OIpaHUYEHMSI JOCTYIIA. OIIK-2.B.1

17. 3amuTa (HaitioB OT UI3MEHEHUS.

18. DnextponHas nudposas nmoanuce (DLIT).
19. Metoas! U cpeAcTBa OrpaHUYEHUS JOCTYyNA K
KOMIIOHEHTaM DBM.

— o0yyarouuiicss He YCBOWJI 3HAYUTEIBHOM YacTH MPOTrPaMMHOIO

WHJUKATOpa
1. OcCHOBHBIE TIOHATHUS U ONPEIACICHUS B 00JIaCTH 3aIIUTHI OIIK-2.3.1




20. I[TporpammMHO-anmapaTHbIe CpeacTBa MU(poOBaHHUS.
21. IlocTpoeHue annapaTHbIX KOMIIOHEHT KPUIITO3AIUTHI
JAHHBIX.

22. 3amuTa anroputMa mudpoBaHusl.

23. [IpuHIUIT 9yBCTBUTEIBHOM 00IACTH M MPUHIIUII TIIABHOTO
KJIIOYa.

24. Tlapoay U KJII0YM, OPraHU3aLMs XPAHEHUS KITIOUYCH.

25. HeoOxoaumble U JOCTaTOYHBIC (PYHKIIUHU alapaTHOTO
CpEeICTBa KPUIITO3ALTUTHI.

26. 3amurTa nporpaMM OT HECAaHKIIMOHUPOBAHHOTO
KOIUPOBAHUS.

27. 3auTa NporpaMm OT U3y4EHHUS.

OIIK-9.3.1

28. 3amura nporpaMmm OT OTJIAJIKH, 3aII1UTa OT
JI3aCcCEMOTUPOBAHMS.

29. 3amura nporpaMm OT TPACCUPOBKH I10 IPEPHIBAHUSIM.
30. 3amuTa OT pa3pyarouuX MPOrpaMMHBIX BO3JCHCTBUN
(PIIB).

31. KomnbroTepHble BUpYychl Kak ocoOblii kiiacc PIIB.

32. Heob6xoauMbIe U IOCTATOYHBIE YCIOBUS HEAOMYIICHUS
pa3pyLIaOUIEro BO3ACHCTBUA.

33. IloHsTHe U30JIMPOBAHHON TPOTPAMMHOM CPEbI.

34. O6mas xapakTepuCcTUKa M KJIaCCH(PHUKAINS BPEIOHOCHBIX
[porpamm.

35. Komnsrotepusie Bupychl. Knaccudukanms
KOMIIBIOTEPHBIX BUPYCOB.

36. OCHOBBI TEXHOJIOTUH aHAJIN3a 3ALUIIEHHOCTH
KOMIIBIOTEPHBIX CUCTEM YIPABICHUS U 00pabOTKU
nH(pOpMaLINH.

37. MHOroypoBH€eBasi 3allIUTa KOPIOPAaTUBHBIX CETEN.

OIIK-9.V.1

Bomnpocs! (3agaun) muis 3adera / nug¢. 3auera npeacrapieHs! B Tabnuue 16.
Tabmuma 16 —

Bormpocs! (3amaun) nms 3avera / audd. 3adera

Ne i/t

[Tepeuens BompocoB (3aga4) ans 3adera / qudd. 3adera

Kon
WHIAUKATOPA

Y4eOHbIM NJIAHOM HE IPEAYCMOTPEHO

HCpG‘ICHB TEM JIA BBIIIOJIHCHUS KYPCOBOT'O HpOCKTa/ KprOBOf/'I pa6OTBI MpEACTaBJICHBI

B Tadmuie 17.

Tabnuua 17 — IlepeueHb TeM /sl BBIIOJIHEHUs KYPCOBOT'O MMPOEKTa / KypCOBOM paboThI

Ne 11/t [TpumepHBIii TIepedeHb TEM /IS BHITTOTHEHHUST KYPCOBOTO MPOEKTa/ KypCOBOM
B paboThI
Y4eOHBIM IIIAaHOM HE MPEAYCMOTPEHO
Bompocel Ui mpoBeneHHss TNPOMEXKYTOYHOH aTTECTallii B BHAE TECTHPOBAHHMS

IpeJICTaBICHBI B Ta0wmIe 18.

Tabmmma 18 — [IpumepHBIii IepedeHb BOITPOCOB TSI TECTOB
. Kon
No /it [IpumepHbIil mepedeHb BOMPOCOB JIJIs1 TECTOB
UHMKaTopa
Bapuant 1 | Ykazanus:

3a,I[aHI/I5[ HMCIOT Pa3HOC KOJIMYCCTBO BaAPUAHTOB OTBECTA, U3
KOTOPBIX MMPAaBUJIbHBIMUA MOTYT OBITh KaK OJHMH, TaK U HCCKOJIBKO




BapHaHTOB. B nucTe oTBeTa MPOCTaBISAIOTCS HOMEpa MPaBUIbHBIX
OTBETOB.

1. CxonpKO ypOBHEW BO3MOKHOCTEM HApYyLIUTENEH,
IpeI0CTaBIsIeMbIX UM MITaTHBIMU cpencTBamu KC mpenycMoTpeHo
knaccugukanueit B coorerctBuu ¢ P/ I'TK (PCTIK)?

1. OnuH;

2. [Ba;

3. Tpu;

4. Yertslipe;

5. Ilats;

6. CeMb.

2. CxeMbl pa3rpaHuyeHusl 1OCTyIa B KOTOPBIX 3allIUTHBIE
MEXaHU3Mbl BCTPAUBAIOTCS B KaX/IbIii 00BEKT U OCYILECTBIISAIOT
KOHTPOJIb B COOTBETCTBUHU CO OTEKAaMU JI0CTYIA JAHHOI'O O0BEKTa
Ha3bIBAIOTCS:

1. «CnuckoBbIe» CXeMbI (JUCKPELIMOHHBIN JOCTY);

2. «MangaTHbIe» CXeMbl (MAHJATHBIN TOCTYII);

3. «I[TomHOMOYHBIE» CXE€MBI (IIOJTHOMOYHBIHN J1OCTYII).

3. Hokyment «Cmyx6a nupexkTopuii: 0030p KOHLIENIUH, Mozenell 1
CEPBHUCOBY» OTHOCHUTCS K:

1. OnleHOYHBIM CTaHIapTaM;

2. TexunyeckuMm crieliupuKaALMIM,;

3. PyxoBogsamum nokymenram @CTOK.

4. B xakom rony 6su1 npuHAT CTannapt MuHucTepcTBa 000pOHbI
CIIIA «Kputepuu O1IeHKH TOBEPEHHBIX KOMIBIOTEPHBIX CHCTEM
(Trusted Computer System Evaliation Criteria, TCSEC)?
1.1975;

2. 1980;

3.1985;

4. 1990.

5. Kakum CTaHAapTOM OBLIO BBCACHO IIOHATHUC: «CeteBas
JIOBEpEeHHas BRIYUCIUTEIbHAs 0a3a»?

1. Department of Defense Trusted Computer System Evaliation
Criteria, TCSEC,;

2. Trusted Network Interpretation;

3. ISO/IEC 15408-99;

4. TOCT/MCO MDBK 15408:2002.

6. Kakoif cranapt Ha3bpiBatoT «OpaHKeBON KHUTOM»?

1. Crangapt Munucrepcta o6opons! CIHA «Kpurepun oneHku
JIOBEPEHHBIX KOMITbIOTEpHBIX cucTteM» (Department of Defense
Trusted Computer System Evaliation Criteria, TCSEC);

2. I'apmonusupoBanHblie kputepun EBponelickux crpan”
[eBporeiicKre KpUTEPHUH|;

3. Mexnynapoausiii cranaapt ISO/IEC 15408-99 «Kpurepuu
OLIEHKH 0€30I1aCHOCTH MH(POPMALMOHHBIX TEXHOIOTUI»
(Evaluation criteria for IT security).




7. Kakoli cTanmapT COKpalieHHO Ha3bIBalOT «O0muMu
kputepusmMu» (OK)?

1. Crannapt Munuctepcta o6opons! CIIA «Kpurepun oneHku
JIOBEPEHHBIX KOMIIBIOTEPHBIX CUCTEM;

2. Mexnaynapoausiii crangapt ISO/IEC 15408-99;

3. Bpurtanckuii ctanaapt BS 7799 «Ynpasnenune nHbopMaimoOHHON
6e3omacHoCThIO. [IpakTHdeckue mpaBuIay.

8. Kakoe u3 nepeuuciieHHbIX TOHATHN ObUIO BBeaeHO B CTaHmapTe
MunucrtepctBa 06oponsl CIIIA «Kputepun OlleHKH JOBEPEHHBIX
kommbroTepHbIX cuctem» (Trusted Computer System Evaliation
Criteria, TCSEC)?

1. CepBuCHI 0€3011aCHOCTH;

2. [Nonutuka 6€30MacHOCTH;

3. Ouenounsie ypoBaH noBepus — OV /1.

9. Mexnaynaponusiii crangapra ISO/IEC 15408-99 packpeiBaeT
(onuceiBaer):

1. CucreMaTH4ecKHil MOAXO0A K BOIIPOCaM JOCTYITHOCTH,
(dopMHpOBaHUE apXUTEKTYPHBIX TPUHIIUIIOB €€ 00ecreueHMs,

2. Paznuune Mexay cucTeMaMy U IPOAYKTaMy HH(GOPMAIIMOHHBIX
TEXHOJIOTUH, HO /Il yHU(UKAIIH TPEOOBaHUI BBOAUTCS €IMHOE
MOHSITHE - OOBEKT OLEHKHU,;

3. Kputepuu onieHkH 0€30MaCHOCTH MHPOPMAITMOHHBIX
TEXHOJIOTHUM.

10. Kak Ha3bIBaeTCs JOKyMEHT, B KOTOPOM B LIEJISIX J0OPOBOJIBHOTO
MHOTOKPAaTHOT'O MCIOJIb30BaHUS YCTaHABIUBAIOTCS
XapaKTePUCTUKH MPOIYKIINH, TPaBHiIa OCYIIECTBICHUS U
XapaKTEpUCTHKHU MPOLIECCOB MIPOU3BO/ICTBA, SKCILTyaTalluH,
XpaHEeHUs, IEPEBO3KH, PeaTH3alMy U YTHIIN3AI1H, BBITOJIHEHHS
paboT WK OKa3aHUs yCiayr?

1. TexHnuyeckue ycnoBus;

2. Cneuuduxarus,

3. Permamenr;

4. Crangapr.

11. llenb co3manusi MOTUTUKHA UHPOPMAITMOHHOM Oe30macHOCTH?

1. I opraHu3aliuOHHO-TEXHUYECKON NOIEPKKN NOJTUTHKN
(dbopMUPOBaHUS U UCTIOIB30BAaHUS HHPOPMAIIMOHHBIX PECYPCOB MpHU
OCYILECTBIICHUH JJOCTYyNA K HH(pOpMaIuy,

2. JIog 3a10UThI OT BHEIIHUX JECTPYKTUBHBIX BO3JICHCTBUN;

3. J171st 3a1UTHl OT HEJOOPOCOBECTHBIX PAOOTHUKOB
(monb3oBaTene)

12. CoBOKYITHOCTH MPUHIIAIIOB, IPABUJI U PEKOMEHIAITHH,
OTIpeIeNIAIONINX MOPSA0K OpraHU3alMy 3alUThl HHPOPMALIKY,
00pabaThiBacMOW B KOHKPETHON KOMITBIOTEPHOMN CHUCTEME,
3apukcupoBaHHas JOKYMEHTAJIbHO HAa3bIBACTCS:

1. TexHUYECKOM MOJUTUKONU 0€30MTaCHOCTH KOMITBIOTEPHON
CUCTEMBI,




2. IonuTukoi nHGOpMAITMOHHOW 0€30MaCHOCTH KOMITBIOTEPHOM
CHUCTEMBHI,
3. Ctanmapt 6€301MaCHOCTH KOMIIBIOTEPHON CUCTEMBI.

13. ®opmynupoBKa 1enel, KOTOpbIe MpecieyeT OpraHu3anus B
obnactu 6€30MacHOCTH HHQPOPMAITIH, OTIPEIeIICHNE 00X
HAINpPaBJICHUH B JOCTHXKEHUU ITHX IIeJIed SBJISETCS] COCTaBHOU
4acThIO:

1. [TonmuTuky 6€30MaCHOCTH BEpXHETO (IIPaBOBOIO U
aJIMUHUCTPATUBHOI0) YPOBHS;

2. I[Nonutuku 6€30MacHOCTH CpeAHEro (IPOLEAYPHOI0) YPOBHS,;

3. [MomuTuky 6€30MaCHOCTH HUKHETO (ITPOTrPaMMHO-AIITAPATHOTO)
YpOBHS,

4. Het npaBMJILHOTO OTBETA.

14. KoHTpOJIb YYaCTHUKOB B3aUMOJICHCTBUS SBISIETCS KITFOUEBBIM
MOMEHTOM MPU COCTABICHUH MOTUTUKH UH(DOPMALIMOHHON
0€30MacHOCTH:

1. [TomuTukn GE30MACHOCTH BEPXHETO (ITPABOBOTO U
aJIMUHHUCTPATUBHOTO) YPOBHS;

2. Ilonutrku 6€30MAaCHOCTH CPEIHETO (TIPOLEAYPHOTO) YPOBHS;

3. [NonuTuky 6€30MacHOCTH HUKHETO (IIPOrPaMMHO-AIMIapaTHOTO)
YPOBHS;

4. Her npaBUIbHOTO OTBETA.

15. Crucok MoJYMHEHHBIX IMOJIUTUK O€30IIACHOCTH SIBISETCS
OCHOBOIA:

1. Acceptable use policies - AUP;

2. KopHeBoii moJMTUKN O€30MMacCHOCTH

3. [Monutuku hopMUPOBAHUS U UCTIONB30BAHUS MHPOPMAITMOHHBIX

pecypcos

16. CoBoKynmHOCTH TpeOOBaHUH U MPABHII 10 HHPOPMAITMOHHON
6€e30MacHOCTH 11 00bEeKTa HHPOPMALIMOHHON O€30MaCHOCTH,
BBIPAOOTAHHBIX B COOTBETCTBHUHU C TPEOOBAHUSIMHU PYKOBOISAIINX U
HOPMAaTHUBHBIX IOKYMEHTOB B II€JISIX MPOTHUBOJACHCTBUS 3aJaHHOMY
MHO’KECTBY Yrpo3 HH(GOPMAIIMOHHOM 0€30MacHOCTH, C YUETOM
[IEHHOCTH 3alMIaeMoil HHHOpMaIIMOHHON cepbl U CTOMMOCTH
CUCTEeMbI o0ecrieueHns HHHOPMALIMOHHON O€301MacCHOCTH
Ha3bIBAETCS:

1. Crangapt 6€30MacHOCTH,

2. INonutrka nHGOPMALMOHHOMN 6€30MacHOCTH;

3. ITonuTuKa 6€30MacHOCTH BEPXHETO YPOBHS;

4. KopHeBas moinuTHKa 6€30MaCHOCTH.

17. B xakom fokyMmeHTe (pazzene) MOJTUTHKH 0€301MacHOCTH
OTpakaeTcst OTBET Ha Bompoc: «CyYIIECTBYIOT JI OTPAaHWYCHUS Ha
yctaHoBKy [10»?

1. Ceprudukare 6e30macHOCTH;

2. Acceptable use policies — AUPS;

3. Incident response plan — IRP;

4. Password policy.




18. Kakoiif TOKyMEHT BKIIFOUAET B ce€0sl CIICTYIOIINE TOIPa3CIIb:
MOJIUTUKY (POPMHUPOBAHUS U HCIIOIb30BaHUS HH)OPMALIMOHHBIX
pPECYpCOB, TOJUTHKY HHPOPMAIIMOHHOW 0€30ITaCHOCTH H
TEXHUYECKYIO ITOJIUTUKY?

1. Crangapt 6€30MacHOCTH;

2. Texunueckas crienupuKarus,

3. MadopmarnmonHas moJMTHKa,

4. ITonmutrka nHGOPMAIIMOHHON O€30IaCHOCTH,

5. IMomuTHKa UCTIOIB30BaHUST HHPOPMAITMOHHBIX PECYPCOB.

19. B nonutrke 6€30MaCHOCTH KaKOT'O YPOBHS OMUCHIBACTCS
OTHONICHHE K MEePEIOBBIM, HO €lIe HEJOCTATOUHO MPOBEPEHHBIM
TEXHOJIOTUSM 3aIUTHl HH(pOopMarm?

1. [TpaBOBOTO ¥ aIMUHUCTPATUBHOTO;

2. llpouenypHoro;

3. AnnapaTHO-TIPOTPaMMHOTO.

20. YUro onpenensieT cucreMHas WHGOPMAIMOHHAS ITOJIUTHKA?

1. IIpuHIMIIBL, TOPSIOK U MPABHIIA HHTETPAIIMA UHPOPMAITMOHHBIX
pecypcos;

2. IlpuHIMIIBL, TOPSAIOK U MPaBUIIA TIOCTPOCHUS CHCTEM 3allUThI
uHpOopManuy,

3. [IpuHIHMIIBI, TTOPSIOK U MPaBHIIa pa3rPaHUUCHHS TOCTYIIA K
WH()OPMAIIMOHHBIM pecypcam.

21. Kak Ha3bIBaeTCs BHEIIHSS WM BHYTPEHHSS 110 OTHOIICHUIO K
aTaKyeMol KOMIBIOTEPHOH cHCTeMe IporpaMMa, o0ragaromias
OTIPEIETICHHBIMH JIECTPYKTUBHBIMU (DYHKITUSIMU 10 OTHOIIEHHUIO K
3TOM cucrteme?

1. KoMmbroTepHbIN BUPYC;

2. IlporpaMMHas 3aKJiajka,

3. AnmapaTtHas 3aKaajKa.

22. Kak Ha3pIBaeTCsl HECAMOPA3MHOKAIOMIASICS POTpaMma,
o0ecreurBaroas 3J10yMbIIUIEHHUKY BO3MOKHOCTH
HECaHKIIMOHMPOBAHHOTO JOCTYTA K 3aluiaeMon nHpopmanun?
1. KomnbroTepHsliil BUpyc

2. JloBymika

3. JIrok

4. Jlornyeckas 6omba

23. Kakas u3 nepeqncieHHbIX QYHKIIUH He OTHOCUTCS K
IPOTPaMMHBIX 3aKJIaKam?

1. YHnuTOXeHue nHpopManuy,

2. CamocToATeNbHOE PACIIPOCTPAHEHHE B KOMITBIOTEPHBIX
cucTemMax;

3. IlepexBat u nepegaya MHGOpMAIHH;

4. llenenanpaBieHHass MOIU(PHUKAIIHS KOJIa TPOTPAMMBI.

24. Tlo xkakoMy TpHU3HAKY KJIACCUPUITUPYIOTCS «IpaiiBEpHBIC
3aKJIaaKu»?




1. TTo meTony BHEAPEHUS;
2. Ilo npuHuny AecTBys;
3. Ilo necTpyKTUBHBIM MOCIEICTBUSIM.

25. Kakoe 13 nepeurciaeHHbIX BO3JICHMCTBUI HE OTHOCUTCS K
MOJIEJISIM BO3CHCTBUS MPOTPAMMHBIX 3aKJIAIOK?

1. Y6opka mycopa;

2. Uckaxenue,

3. HaOmronenue;

4. KonupoBanue;

5. Ilepexsar.

26. K kakomy Buay PIIC otHOCcuTCS «KimaBUaTypHBIH MITTHOHY
1. K nporpaMMHBIM 3aKIagKaM;

2. K Bupycam;

3. K Gakrepusim.

27. Kakve u3 nepeyrcIIeHHbIX CBOMCTB MPUCYIIH KOMITBIOTEPHBIM
BUpycam?

1. CiocoOHOCTD K BKJIIOYEHHIO CBOETO KO/a B TeNa ApYrux ¢aitinos
¥ CHCTEMHBIX 00JIaCTeH MaMsATH KOMIIBIOTEPA;

2. CiocoOHOCTH K MOCIEIYIOIIEMY CAMOCTOSITETEHOMY
BBITIOJIHEHUIO M CAMOBOCTIPOU3BEACHHIO;

3. CriocoOHOCTB K caMOoCTOsATENbHOMY pacnpocTtpaneHuio B KC;

4. Bce nepeuncieHHbIE CBOWCTBA;

5. Tonpko 1 u 3 cBOKMCTBO;

6. Tosibko 2 1 3 CBOMCTRBO.

28. Corpynnuk Jlexatickoro yausepcurera (CLLIA) @pen Kosn:
1. BiepBble co3nan aHTUBHPYC;,

2. Cnenan cooO1ieHue 0 BO3MOKHOCTH CYIIECTBOBAHUS
KOMITBIOTEPHBIX BUPYCOB;

3. SIBnsieTcs co3aarenieM BUpyCa-4epBsl.

29. B ueM npHHIMITAATHFHOE OTIUYHE KOMITBIOTEPHOTO BUPYyCa OT
MPOrpaMMHOM 3aKJIaJIKH1?

1. CJI0’KHOCTBIO HATMCAHUS |

2. BO3MOXXHOCTBIO IECTPYKTUBHOT'O BO3ACHCTBUS;

3. C1ocoOHOCTHIO K CAMOPa3MHOXKEHUIO0 U MOAU(DUKAITIH,

4. BceMu BbIIIENEPEUNUCICHHBIMU CBOMCTBAMH.

30. Kak Ha3bIBatOTCS 3aKJIaAKH, HHTEP(EHC KOTOPBIX, COBIAJIAET C
uHTEp(PeicoM HEKOTOPBIX CIYKEOHBIX MPOrpaMM, TPEOYIOIIUX
BBOJI KOH(HIEHIIMATBHON HH(OpMAIH

1. ITpuksagHbie 3aKIaIKH;

2. McnionHsieMble 3aKJIaKH;

3. 3aKIagKA-UMHUTATOPHI;

4. 3aKkIagKu-HEBUINMKH.

31. ITo kakoMy IpHU3HAKY BUPYC Kiaccuduuupyercs Kak
PE3UAEHTHBIN BUPYC?
1. ITo pexumy pyHKIMOHUPOBAHUS,




2. ITo 0O6beKTy BHEAPEHUS,;
3. ITo 0cOGEHHOCTSIM peanu3yeMoro aropuTMa,
4. ITo necTpyKTUBHBIM BO3MOXKHOCTSIM.

32. I1o xakoMy IpU3HAKY BHPYC KJIacCU(UIMPYETCs Kak «stealth-
BUPYC»?

1. I[To oOBbekTy BHEIpEHUS;

2. ITo ocoOeHHOCTSAM peain3yeMoro anropuTMa;

3. Ilo necTpyKTUBHBIM BO3MOKHOCTSIM.

33. [1o kakoMy TPU3HAKY BUPYC KIACCUDUITMPYETCS KaK
«3arpy30uHbIii (OyTOBBII) BUPYCH?

1. I[To oOBbekTy BHEIpEHUS;

2. ITo ocoOeHHOCTSM pealin3yeMOoro anropuTMa;

3. o pexxumy GyHKITMOHUPOBAHUS.

34. Bupycsl, conepxaliye B ce0e alropuTMbl IIUPPOBAHUST 1
o0ecreunBaroIIue pa3Inyue pa3HbIX KOMUI BUPYyCca HAa3bIBAIOTCS:
1. Bupychbl-CliyTHUKY;

2. Stealth-supychsr;

3. MtE-Bupycsr,

4. PeriukaTopsl.

35. K kakoMy TUIy KOMIIbIOTEPHBIX BUPYCOB OTHOCSTCS
noJuMopdHbIE BUPYCHI?

1. K MtE-Bupycawm;

2. K Stealth-Bupycawm;

3. K BUpycaM-CIIyTHUKaM.

36. [To kakoMy MpHU3HAKy KOMIIbIOTEPHBIN BUPYC
KIaccuuIupyeTcs Kak peruimkaTop?

1. ITo 0coOOEHHOCTSIM peanu3yeMoro ajiropuTMa;
2. I1o 0ObeKTYy BHEAPEHNUS;

3. Ilo HaNTMYMIO JONOJIHUTENIBHBIX BO3MOXKHOCTEH.

37. Bupycsl, co3naromue A 3apaxaeMblx GaiyioB 0THOMMEHHBIE
(aiibl ¢ KOJIOM BHpYyca U IEPEUMEHOBBIBAIOIINE UCXOHbIE (aiiiibl
Ha3bIBAOTCH:

1. Bupycel — criyTHUKH;

2. Bupycbl — HEBUIUMKY,

3. Bupycsl — MyTaHTBHI.

38. Kak Ha3pIBaeTCs KOMIBIOTEPHBII BHPYC, KOTOPBIA UCTIONB3YET
cJ1a0yIo0 3alMIIeHHOCTh HEKOTOPbIX OC U 3aMeHseT HEKOTOPhIE UX
KOMITOHEHTHI (JpaiiBepbl TUCKOB, MPEpbIBaHNUs)?

1. daitnoBEIM;

2. 3arpy304HbIM;

3. Stealth-supyc;

4. Perutukarop.

39. Kak Ha3pIBaOTCS TPYIIIBI U3 HECKOJIBKUX BUPYCOB?
1. ITonmuBupycamy,




2. CeMeiCTBOM BUPYCOB,;
3. BupycHbiM Kj1accowm;
4. Het BepHBIX OTBETOB.

40. Kakue BUPYCHI XapaKTEPHU3YIOTCSI CTOCOOHOCTHIO
CaMOCTOATEINIBHO IIepeIaBaTh CBOM KO Ha YAAJICHHBIA CEpBEp WIH
pabouyro CTaHIUIO?

1. @ailsioBBIE BUPYCHI,

2. bytoBble (3arpy304HbIC) BUPYCHI;

3. Her npaBuIbHBIX OTBETOB;

4. ®alinoBbIX U 3arpy30YHBIX BUPYCHI.

Bapuant 2

Vka3zanus:
3aanus UMEIOT OJMH MPABWJIbHBIA BapUaHT OTBETa. B nmcre
OTBETa MPOCTABIISIOTCS HOMEPa MPABUIILHBIX OTBETOB.

1. Cxonbko knaccoB ABC onpeneneno P/ I'TK «Cpenctsa
AHTUBUPYCHOM 3amuThl. [lokazaTenu 3aluIeHHOCTH U TpeOOBaHUS
IO 3aIUTE OT BUPYCOBY

1. Tpw;

2. ISTh,

3. ceMb,

4. neBsTh,

5. HeT MPaBUJIbHBIX OTBETOB.

2. JleATeIbHOCTh, HAMIPABJICHHYIO HAa IPEJOTBPAILICHUE OTYUYEeHUs
3amuInaeMon nHpopMaIuy 3aMHTEPECOBAHHBIM CYOBEKTOM C
HapylIEHUEM YCTaHOBJIEHHBIX MPABOBBIMHU TOKYMEHTAMHU MU
CcOOCTBEHHUKOM (BJIajiesiblieM MH(OpMalliK) IpaB WK MIPaBUIl
JIOCTYTA K 3aIlUIIaeMoi HHPOPMAaLIUU HAa3bIBACTCS:

1. O6ecnieueHme 11€TO0CTHOCTH HH(DOPMALINH;

2. ObecnieueHue JOCTYHOCTH UH(OpMAIIHH;

3. 3ammra uapopmanuu ot HCJJ;

4. 3ammra uHGOpPMaLIUH.

3. Kak Ha3piBaeTcs T TOKYMEHTA, B KOTOPOM B LIETISX
J0OPOBOIHLHOTO MHOTOKPATHOTO UCTIOJIB30BAHUS YCTAaHABIMBAIOTCS
MOPSIIOK OCYIIECTBIICHUSI MPOIECCOB TPOU3BOICTRA,
JKCIUTyaTalluu, XpaHEHUs1, IEPEBO3KH, peaTu3alii U YTHIN3AL1H,
BBITIOJTHEHHS pa0OT W OKa3aHUs ycayr?

1. Permamenr;

2. Cranpapr;

3. Cneuudukanus;

4. Ceprudukar.

4. Kak HazwsiBaetcs Crienmdukamnus X.509

1. «Cnyx0a qAupeKkTopuii: Kapkachl CepTUPUKATOB OTKPHITHIX
KIIIOUEH U aTpuOyTOBY;

2. «Cnyx6a qupeKkTopuii: 0630p KOHIEHIIHIA, MOJIEIeH 1
CEPBUCOBY;

3. «ApXHUTEKTypa 0€30MaCHOCTH JJIsi B3AUMOACHCTBUS OTKPBITHIX
CUCTEMN.




5. Yro o6o3navaer abobpeBuarypa ®CTIK?

1. ®enepanbHas cucTeMa TEXHOJIOTUYECKOTO U AKCIUTYyaTaIl[HOHHOTO
KOHTPOJIS.

2. @enepanbHas CI1y*k0a TEXHUUECKOIO U 3KCIIOPTHOI'O KOHTPOJIS,;
3. denepanbHas ciyxk0a TEXHUYECKOTO U HKCIIEPTHOIO KOHTPOJIA;
4. ®epnepanbHas ciayk0a TaMOKEHHOT'O M 3KCIIEPTHOTO KOHTPOJIS,
5. Het npaBUJIbHOTO OTBETA.

6. Kak Ha3pIBaeTcs mpoIiecc MpUCBOCHUE 00BEKTaM U CyObeKTamM
JoCTyna uAeHTHUPUKATOpa U (M) CPABHEHHE MTPEIBSIBISIEMOTO
uaeHTU(UKATOpA C TIEPEUYHEM MMPHUCBOCHHBIX UICHTU(PUKATOPOB?
1. Ayrenrudukanus,

2. Hanmonanuzanus,

3. Unentudukanus,

4. ITaponu3zanusi.

7. J11st Kakux 1enei mpu aAMUHUCTPUPOBAHUH, TAPOIbHOMN
CUCTEMBI, YCTaHABJIMBAETCSI OTPAaHUYEHUE YHCIIa MOIMBITOK BBOJA
napoJis?

1. YcnoxHser 3aauy 370yMbIIIJICHHUKA [IPU TONBITKE I0JJ00paTh
1apoJib 10 CIIOBAPIO;

2. IlpensTCTBYET MHTEPAKTUBHOMY OO0y MapoJieit
3JI0YMBIIIJIEHHUKOM,;

3. YcnoxHsier 3a7auy 3J0yMbIIIJICHHUKA IPU HONBITKE 0J00paTh
apojib METO/I0M «TOTAJIbHOTO ONPOOOBAHUSY;

4. 3amuIaeT oT HENPaBOMEPHBIX AEUCTBUNA CUCTEMHOIO
aJMHHHMCTPATOPa, UMEIOLIEro JOCTYII K MapOo0 B MOMEHT
CO3/aHMsI YUETHOM 3aIHCH;

5. Jlns Bcex Lieneil mepeunciaeHHbIX B MyHKTax 1-4.

8. Kakoli u3 nepeynciieHHbIX METOJIOB HE IPUMEHSICTCS JUIS
ayTeHTU(UKALKU ToIb30BaTeNeit?

1. CucreMbl, OCHOBaHHbIE Ha 3HAHUU HEKOTOPON CEKPETHOM
uH(popMaIuy,

2. CucteMbl, OCHOBAHHBIE HA BJIaJICHUH HEKOTOPBIM CHEIUAIbHBIM
IIPEIMETOM UJIH YCTPONCTBOM;

3. CucremMbl, OCHOBaHHbIE Ha OMOMETPUUYECKUX XapaKTePUCTUKAX;
4. Her npaBuibHOTO OTBETa. Bee nmpumenstores.

9. MoeT 1 Ha OJJHOM KOMIIBIOTEPE CO3/1aBaThCsl HECKOIBKO
YYETHBIX 3alUCEH C TpaBaMH aIMUHHUCTpATOpa?

1. Het, TosibKO MOMKHA OBITH TOJMBKO OJTHA YUETHAS 3aIHCh
JAHHOTO THIIA,

2. MoeT ObITh HE MEHEee OJTHOM Y4eTHOW 3amicy JaHHOTO TUTIA,
3. JomyckaeTcst He Oosiee IBYX yUETHBIX 3alUCel JAaHHOTO THIIA,
4. Het npaBUIIbHBIX OTBETOB.

10. CgoiicTBO MHpOPMAIIH, 3aKITFOYAIOIIEECs B €€ aKTYaTbHOCTH U
HEMPOTHBOPEUYNBOCTH, €€ 3alTUIIICHHOCTH OT Pa3pyIlIeHus 1
HCCAHKIIMOHUPOBAHHOT'O USMCHCHUS HA3bIBACTCA:

1. JlocTynmHOCTBIO;

2. llenocTHOCTEIO;




3. KonduaeHmaibHOCTHIO.

11. Kaxoii U3 nepedncIeHHbIX CEPBUCOB HE SIBIISIETCS CEPBUCOM
Oe3omacHOCTH?

1. DkpanupoBaHnue;

2. TyHHENUpPOBaHUE,

3. ApXUBUPOBAHUE;

4. udposanue;

5. KoHTpOJIb 1I€I0OCTHOCTH;

6. KoHTpoJib 3alIMIIIEHHOCTH.

12. TTo kakoMy KpUTEpHIO KIaccu(UIUpyeTcs yalcHHas aTaka,
NPUBOIAIIAS K HCKAXKEHUIO HHopManun?

1. ITo nienn BO3aEHCTBHS;

2. Ilo xapakTepy BO31€HUCTBUS;

3. 1o pacnosnoxxeHnuo CyObeKkTa aTaku OTHOCUTEIHHO aTaKyeMOro
00BeKTa.

13. Kakoii kiaccupuKanuoOHHbIA MTPU3HAK MTO3BOJISIET CYUTH O TaK
HA3bIBAEMOMN «CTETIEHU yaJIeHHOCTH aTaKu?

1. ITo yposHto stasionHoi Moaenu ISO/OSI, Ha koTopoMm
OCYIIECTBIISIETCS BO3/ICHCTBHUE;

2. Ilo pacnionoxxeHuio CyObeKTa aTaku OTHOCUTEILHO aTaKyeMOTo
00BEKTA;

3. ITo ycrnoBuio Havaja OCyIIECTBICHUS BO3/IEHCTBUS.

14 KaKaH nu3 HepeLII/ICJ'IeHHI)IX y,HaJ'IeHHBIX aTakK ABJISICTCA
ITaCCHUBHO?

1. DNS spoofing;

2. SYN flooding;

3. Sniffing;

4. IlepexBar MakeToOB Ha MapUIPyTU3ATOPE.

15. Yro o3nauaet abOpeBuarypa NIDS:

1. Mexnaynapoanas Opranusanus no CtanaapTH3aluu;
2. Cuctembl 0OHapyXeHUs (BBISBICHUS) aTak;

3. JlaBunHoe 3arorenne ICMP-nmaketamu.

16. [IpenmyniecTBOM METO1a TAHHOTO THIIA SIBIISIETCSI BO3MOKHOCTh
oOHapyXeHHs HOBBIX aTak 0e3 He0OXOAMMOCTH TTOCTOSTHHOTO
U3MEHEeHHS TapaMeTpoB (PYHKIIMOHUPOBaHUS MOy sl. O KakoM
METO/I€ UJIET PeUb?

1. CurnatypHoM (signature);

2. [lTa6onHOM (pattern);

3. Ha ocHoBe oOHapy keHHs 3710yOTpEOICHUH;

4. Her mpaBUIIbHBIX OTBETOB.

19. [MpuHnmn paboThI ATOTO METO/1a 3aKIIF0YaETCsl B OOHAPYKEHUU
HECOOTBETCTBHUS MEXKY TEKYIIUM PEKUMOM () YHKIIMOHUPOBAHUS
KC u Monienpio mraTHOTO pexkuMa paboThl, 3aJI0KEHHON B
napameTpax Meroaa. O KakoM MeTo/Ie OOHAPYKEHHUS aTaK HIET
peun?




1. Ha ocHOBE 0OHapyXeHHSI aHOMAJILHOTO TTOBEICHHUS
(OBeIeHYECKHE METO/IbI);

2. Ha ocHoBe oOHapykeHHS 3710yMIOTPEOIECHU];

3. CurnatypHslii (signature);

4. Het npaBWJIbHBIX OTBETOB.

20. Kak nazpiBarotcsi COA oOHapy)KMBAKOIIUE aTaKH,
HAIPaBIICHHBIC HA BCIO CETh WJIM CETMEHT?

1. host-based;

2. network-based;

3. CucteMbl OOHApY)KEHUS aTak Ha YPOBHE XOCTa,

4. Her mpaBUIILHBIX OTBETOB.

21. HemocTaTKOM TaKHX CHCTEM SIBIISIETCS TO, UTO OHHU CHJIBHO
3arpyaroT Mpoieccop U TpeOyrT OOIbIINX 00bEMOB IUCKOBOTO
MIPOCTPAHCTBA ISl XpaHEHHUS KypHaJIoB peructpanuu. O Kakux
tunax COA uner peun?

1. network-based,;

2. host-based;

3. Cucrembl 0OHapyKEHUS aTaK YPOBHSI CETH;

4. Het npaBWJIbHBIX OTBETOB.

22. YUto o3navaet abOpeBuarypa DoS?

1. aTaku TUIA «OTKa3 B 00CIY)KUBAHUWY;
2. aTaku THIIa (GaToIIJIICHUC,

3. aTaku THIA «TOJIMEHA ajpecay,

4. ger MMpaBHUJIbHBIX OTBCTOB.

23. Ecnm arakyromnas mporpamMmma, 3aiyIieHHass Ha CETeBOM
KOMITBEOTEPE, KJIET MOCBUIKH OT MOTCHIIUAILHOMN 1IeTTH aTaKu
OTIPENIeIEHHOTO THIIA 3aIlpoca, KOTOPHI OyIeT yCIIOBHEM Hadaa
OCYILIECTBIICHHS aTaKH, TO TaKas aTaka KiacCU(pUIIUPyeTCs Kak:

1. Ataka o 3ampocy OT aTaKyeMOro 0ObeKTa,;

2. ATaka 1o HaCTYIUICHUIO OIPEICIICHHOTO COOBITHSI HA aTaKyeMOM
00BEKTE;

3. Be3ycnoBHas araka.

24. MesxceTeBOi 3KpaH MpeiHa3HAYEeH:

1. 1o 3a1uThl IporpaMM OT HECAHKIITMOHUPOBAHHOTO
KOIIMPOBAHUS;

2. 1na obecniedeHust 6€30MacHOro JOCTYIa K BHEIIHEH CeTH U
OTrpaHMYEHUS JOCTYIA BHEIIHMUX T0JIb30BaTENEN K BHYTPEHHEN
CceTH,

3. Jlns 3aiuThl SKpaHa MOHUTOPA OT HECAHKIIMOHUPOBAHHOTO
CHATHUS MTHPOPMAIUH C TOMOLIBIO0 TEXHUYECKUX CPE/ICTB Pa3BEIKU;
4. Her npaBWJIBHBIX OTBETOB.

25. Kaxkoii u3 nepeyrcieHHbIX KOMIIOHEHTOB HE BXOJIUT B COCTaB
TEXHOJIOTHH MexceTeBoro skpanupoBanus (MD):

1. CereBast nmonuTHKa OE€30MMACHOCTH,

2. lleHTpanu3oBaHHOE yIIPaBJICHHUE;

3. [MonuTHKa NIPUMEHEHUSI aHTUBUPYCHBIX CPEACTB MPHU padoTe B




CETH,
4. Ioacucrema cOopa CTATUCTHKYU M MPEAYIPEKIACHUS 00 aTake;
5. Bce nepeuncieHHble KOMIIOHEHTBI BXOJAT B TEXHOJIOTHIO MO.

26. [TonuTHKa TOCTyIA K CETEBBIM CEPBUCAM SIBIISICTCS
OIYMHEHHOU MOJIUTUKOM:

1. IToauTHkH ceTeBOli 0€30IIaCHOCTH

2. YcuneHHO# ayTeHTH(HUKAINH;

3. IlonuTHKH peanu3alui MEXCETEBBIX IKPAHOB,;

4. Het npaBWJIbHBIX OTBETOB.

27. Yem ompenensoTcs MpaBuiia I0CTyIa K pecypcaM BHYTpEeHHEH
CETH, ITPU peaIn3alvy MTOJINTUKHA MEKCETEBOI0 DKPaHUPOBaHUA?
1. I[TonmuTuKON peanu3ay MEKCETEBBIX SKPAHOB,;

2. IlonnTHKOM KOCTYIA K CETEBBIM CEPBUCAM,;

3. Het npaBuibHBIX OTBETOB.

28. Yem ompenensieTcs CIUCOK cepBUCOB Internet, Kk KOTOpbIM
MIOJIb30BATENH JJOJDKHBI UMETh OTPaHUYEHHBIN JTOCTYII?

1. ITonmuTHKO# JOCTYMA K CETEBBIM CEPBHCAM;

2. [lonuTuko# peann3alnuu MEKCETEBBIX IKPAHOB;

3. HeT mpaBUIIbHBIX OTBETOB.

29. Bo3MOKHOCTb HEKOTOPBIX M3 10 GIIOKHPOBAHUIO
(YHUUYTOKEHHIO) MTAKETOB, Monajaromux Ha MO, 1o 3a1aHHOMY
KPUTEPHIO Ha OCHOBE JAHHBIX, COJIEPKAIUXCS B 3arOJIOBKAX
MAKETOB ¥ TEKYIIUX MMapaMeTPOB OKPYKAFOIIEH Cpe/Ibl Ha3hIBACTCS:
1. QunbTpanus ¢ npumenenueM [locpenHuka (TpaHCIIOPTHOTO)
ypOBHs coenuHenus (circuit-level proxy);

2. Ilpocras ¢puiibTpalns NakeToB (¢ HOMOIIBIO (GHIBTPYIOIIErO
MapIIpyTH3aTopa);

3. ®unbTpanus ¢ npumeHenueM [locpenHnka NpUKIaIHOTO YPOBHS
(application proxy);

4. Het nmpaBUJIbHBIX OTBETOB.

30. Kakue 13 nepeunciaeHHbIX yHKTOB ONPEAESIOT JOCTONHCTBA
npocToi GpuIbTpanry NakeTon?

1. JIokanbHas ceTh MOXKET ObITh c/ieflaHa HEBUAUMON U3
ri00anLHOM CETH,

2. CrtocoOHOCTh THOKOTO PeryaupoBaHus (OrpaHHUEHUS)
MIPOITYCKHOU CITOCOOHOCTH;

3. Mcnionb30BaHe MOJUTUKH «3alpelieHo BCe, YTO He
pasperieHoy;

4. Het nmpaBUIIbHBIX OTBETOB.

31. Kakue u3 nepeynciaeHHbIX IIYHKTOB ONPEAEISIOT JOCTONHCTBA
NIUTI03a MPUKJIATHOTO ypoBHs (application proxy)?

1. «IIpo3pauHOCTh» CBA3H;

2. I'mbkoCTh B onpeneneHny mpaBuil GUIbTPALNH;

3. HeGompbImas 3aepkka Mpy MpOX0oKICHUN TTAaKETOB,

4. Het npaBuIbHBIX OTBETOB.




32. Kakue u3 nepeurciIeHHbIX MyHKTOB OMPEIENIIIOT HEJOCTaTKH
¢mIbTpyIoIero MapupyTusaropa (IpocToil puabTpany NaKeToB)
1. He yunTbIBaeTcsi COCTOSTHUE COSAMHEHUS TPAHCIIOPTHOTO U
IIPUKJIAHOTO YPOBHEM;

2. IIpu napymenuu paboTocrnocoOHOCTH MO Bce KOMITBIOTEPHI 32
HUM CTaHOBSATCS IOJHOCTBIO HE3AIIUIICHHBIMHU JTU00
HEJOCTYIHBIMH;

3. He yuursiBaetcs coaepkumoe [P-nakeros;

4. Bce MyHKTHI ONPEENSIOT HEOCTATKH IPOCTON puiibTpanuu
[IaKETOB,;

5. Her nmpaBuibHBIX OTBETOB.

33. Oynknus MD, ckpbiBarolias BHyTpEHHHE ajipeca 00bEKTOB
(cyOBEKTOB) OT BHEITHUX CyOBEKTOB, HA3BIBACTCS:

1. DxpanupoBanue;

2. TpaHcnsuus ajapeca,

3. IlpaBusno punpTpanuu;

4. Her npaBWILHBIX OTBETOB.

34. Kak Ha3bIBaeTCs HayKa O CO3/IaHUU M aHAJIHN3E CHCTEM
Oe3omacHoii cBs3u?

1. Kpunronorus,

2. Kpunirorpadwus,

3. Kpunroananus.

35. Kak Ha3pIBaeTcs AUCHUIUIMHA (pa3/ieln HayKH), OXBaThIBAIOIIAs
NPUHIAITBL, CPEJICTBA U METOJIBI TPE0OPa30BAHNUS JAHHBIX JUIS
COKPBITHUS MX MH(POPMALMOHHOTO COJIEPKUMOI0?

1. Kpunroananus,;

2. Kpunrorpadus;

3. Kpunronorus.

36. Kak Ha3pIBaeTCsS KOHKPETHOE CEKPETHOE COCTOSTHUE HEKOTOPBIX
napaMeTpoB ajlropuTMa Kpunrorpaduueckoro npeoOpa3zoBaHus
JIAaHHBIX, 00€CTIeunBaroIee BEIOOP OHOTO PeoOpa3oBaHus U3
COBOKYITHOCTH BCEBO3MOKHBIX?

1. udp;

2. Koy,

3. Kpunroanroputm.

37. Kak Ha3pIBaeTCs COBOKYITHOCTh OOPAaTUMBIX MPe0Opa3oBaHUi
MHOY€ECTBa BO3MOXXHBIX OTKPBITHIX TaHHBIX (TEKCTOB) Ha
MHO’KECTBO BO3MOXHBIX 3alIM(PPOBAHHBIX JaHHBIX (KPUIITOIPaMM),
OCYILIECTBIISIEMBIX 110 ONPEEIIEHHBIM ITpaBUIaM?

1. udp;

2. Koy,

3. Kpunrroanropurm.

[lepeyeHr TeM KOHTPOIBHBIX PAOOT MO AUCIUIUIMHE OOYYAIOIIMXCS 3a0YHON (OpPMBI
oOydeHus1, IpeCTaBIeHbI B Ta0muie 19.

Ta6mmma 19 — [lepeyeHb KOHTPOIBHBIX PadbOT

\ No /it \ [TepeyeHb KOHTPOJIBHBIX PAOOT




\ He npenycmorpeno

10.4. MeTtoauueckie  MaTepuaibl,  ONpEACNSAIoIUe  MPOUEAYpbl  OLEHHWBAHUS
UH/IMKATOPOB, XapaKTEpU3YIOMIUX dSTanbl (HOPMUPOBAHMS KOMIIETCHLUH, COAEp)KaTcs B
JIOKAJIbHBIX HOpMaTuBHBIX akTax [YAIL, pernameHTUpYOIIMX TOPSAOK M MPOLEAYPY
NPOBEICHUS TEKYILEro KOHTPOJISI YCIIEBAEMOCTH U MIPOMEKYTOUYHON aTTeCTaluy 00y4JaroImnuXcs
'VAIL

11. Meroaudeckue yKazaHus Ui 00YJIArOIIUXCS IO OCBOCHHUIO JUCITUTILTAHBI

11.1. Meroauueckue ykasaHHs A OOYy4arOIIUXCS 10 OCBOCHHIO JIEKIIMOHHOTO
MaTepuania .

OcHOBHOE Ha3HA4Y€HUE JIEKIIMOHHOTO MaTepuaia — JIOTUYECKH CTPOMHOE, CHUCTEMHOE,
riyOOKoe U SICHOE H3JIOKeHHE ydeOHoro marepuana. Ha3HaueHue cOBpeMEHHOM JEKIMH B
paMKax JUCHUIUIMHBI HE B TOM, YTOOBI MOJYYUTh BCIO MH(POPMALHIO TIO TeME, 2 B OCBOCHHUH
(dyHaaMEHTalbHBIX NpoOJeM JUCHMIUIMHBI, METOJOB HAayyHOrO IIO3HaHMS, HOBEHUIIMX
JOCTHKEHUIN HayyHOU MbIcau. B yuyeOHOM mpoliecce JIEKIHs BBIIOJIHSAET METO/I0JIOTMYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKIMU. JIeKIUs packpblBaeT NOHATUIHBIN anmapar
KOHKpETHOH o0jacTu 3HaHud, €€ NpoOJeMbl, JAaeT LEeNbHOE MPEJCTABICHUE O TUCIUILIMHE,
IIOKa3bIBAET B3aUMOCBS3b C IPYTUMU JUCLUIIIIMHAMM.

[InaHupyeMble pe3ynbTaThl IPU OCBOEHUU 00YYaIOUIMMUCH JIEKIIMOHHOTO MaTepuaa;

— TIOJYy4YEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBSA3aHHBIX 3HAaHUH, YpPOBEHb
KOTOPBIX OIPEAEIAETCS LEJIEBOM YCTAHOBKON K Ka)KJOM KOHKPETHOU TEME;

— TOJy4YEHHUE OIbITa TBOPUYECKOM pabOThl COBMECTHO C MPEIOIaBATENEM;

— pasBuUTHE TNPO(ECCHOHATHHO-IENOBBIX  KAdyecTB, JIIOOBH K  TpeaMEeTy U
CaMOCTOSITEIbHOTO TBOPUYECKOI'O MBIIITIEHHUS.

— TOosiBJIeHUE HEOOXOAMMOro HHTEpeca, HE0OX0AUMOTO Il CAMOCTOSITENIbHON pabOThI;

— TIOJy4YyeHHE 3HAHUH O COBPEMEHHOM YpPOBHE pAa3BUTHS HAyKM U TEXHUKH U O
MIPOTHO3€ UX Pa3BUTHSI HA ONMKaiine rofbl;

— HayuyuTbCs METOJUYEcKH oOpabaThiBaTh MaTepuan (BBIACNATH TJABHBIE MBICIH U
MOJIOKEHUS, MPUXOAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATh HUX B  Pa3jIM4YHBIX
bopMynupoBKax);

— TOJIyueHHE TOYHOT'O TOHUMAaHHUs BCEX HEOOXOIUMBIX TEPMUHOB U TIOHSATHH.

JlekuMOHHBI  MaTepuad MOXKET COINPOBOXKAATHCS JIEMOHCTpAaLMEd  ClIalIoB U
MCIIOJIb30BAaHUEM pa3aTOYHOrO0 MaTepuaia IpH MPOBEIEHUU KOPOTKHX JHUCKYCCHUHl 00
0COOEHHOCTSX MPUMEHEHUS OTJENIBHBIX TEMATHK M0 JUCIUTUIMHE.

CrpyKTypa npeiocTaBieHus JEKIIHOHHOT0 MaTepuana:

Paznen 1. IlporpammHoO-anmapaTHble CpEICTBAa  pasrpaHUYEHHUs  JocTyma K
KOMIIBIOTEPHON MH(OpMauu

Paznen 2. IlporpamMMHo-anmapaTHble CpeACTBAa  KPUOTOrpapUuUecKO  3alIUThI
uH(pOpMaLIUH.

Paznen 3. IlporpaMMHo-anmapaTHble CpPeJCTBA 3aIMTHI POIPAMMHOTO 00ECTIeUeHHs OT
KOIIUPOBaHUS U

U3Y4EHHUS

Paznen 4. IlporpamMMHo-ammapaTHasi 3aliuTa KOMIIBIOTEpHOW UWHGOpMauu OT
pa3pylLIaroIIUX IPOrpaMMHBIX BO3ACHCTBUM

11.2. Meroauyeckue yka3aHUs MJisi OOYYAIONMIMXCS IO BBIMOJTHEHHUIO J1IA0OPAaTOPHBIX
pabot

B xoxe BeimonmHeHUs 1abOpaTOPHBIX pabOT OOy4YaIOMUHUCS MODKEH YIUIYOUTh |
3aKpENUTh 3HAHMS, NPAKTUYECKUE HABBIKM, OBJIAJIETh COBPEMEHHOM METOJUKONW U TEXHUKOU



HKCIIEPUMEHTAa B COOTBETCTBUHM C KBATU(HUKAIMOHHONH XapaKTEPUCTHKONW OO0YyJaromerocs.
Beinosnnenue 1abopaTopHbIX pabOT COCTOMT M3 SKCIIEPUMEHTAIbHO-IIPAKTUYECKOM, pacyeTHo-
AQHAJIMTUYECKON YaCTeH U KOHTPOJIBHBIX MEPOIIPUATU.

BeinonHenue 51abopatopHbIX paboOT 0O0y4yaromMMCs SIBJISIETCS HEOTHEMJIEMOH 4YacThIO
U3yYeHHs] JTUCHMIUIMHBL, OIpeNensieMoil y4eOHbIM IUTAaHOM, U OTHOCHUTCS K CpEICTBaM,
o0ecreunBaroIUM pelIeHUe CIIeyOIUX OCHOBHBIX 33/1a4 00y4aroIerocs:

— NpUOOpeTeHHE HAaBBIKOB MCCIEAOBAaHUSA IPOLECCOB, SBIEHUHA U OOBEKTOB,
M3Yy4aeMbIX B paMKax JaHHOW JUCLUILINHBI,

— 3aKpeIUIeHHEe, Pa3BUTHE U JeTallM3alls TEOPETUYECKUX 3HAHUN, MOJYyYEHHBIX Ha
JEKLUSX;

— MOoJIyuyeHHe HOBOM MH(OpMAIMH 10 N3y4aeMOH TUCLHUIIMHE;

— T[pHOOpeTeHHe  HABBIKOB  CAMOCTOSITEIbHOM  paboThl ¢ J1abOpaTOpHBIM
000py1I0BaHUEM U MPUOOPAMH.

3ajanue ¥ TpeOOBaHUs K IPOBE/ICHUIO JIJAOOPATOPHBIX paboT

e B 3agaHum 10JKHO OBITH YETKO c(hOpMyJIMpOBaHa 3a/1a4ya, BbinoHsemas B JIP;

e Onwucanbl BXOJHBIE U BBIXOJIHbIE JaHHbIE AJ1s IpoBeaeHus JIP;

e JIP nomkHa BBIIOJIHATHECS HA OCHOBE NOJIYYEHHBIX TEOPETUYECKUX 3HAHMSIX;

e Brmonnenue JIP 1omKHO OCYIIECTBIATHCA Ha OCHOBE METOIUYECKUX YKA3aHWM,
IIPEIOCTABIIAEMBIX IIPENOaBaTENIEM;

e JIP nomxHa BBIIOJNHATBCS B CHEHUAIU3MPOBAHHOM KOMIIBIOTEPHOM Kjacce M
MOXKET OBITH J10pa0OTaHa CTYAEHTOM B JIOMAIlHUX YCJOBMSIX, €CIM IO3BOJISET
I10;

e Urorom BeinonHeHHow JIP sBisgercs oryer.

CrpykTypa u dopma oTyeTa 0 Jab0opaTOpHOH paboTe
e IlocranoBka 3amaum;
BxoHbIE 1 BEIXO/IHBIE JaHHBIE;
CogeprkaHue 3TaroB BBIMOTHEHUS;
O6ocHOBaHME MOJYYEHHOTO pe3yiIbTaTa (BHIBON);
Crucok Ucnoabp3yeMo JIUTepaTyphl.

TpebGoBanust kK 0popMIIEHHIO OTYETA O JTabopaTOpHOU paboTe

e JlaGopatopnas pabora (JIP) mpemocraBisercss B MEYaTHOM/WJIM 3JIEKTPOHHOM
BUJIE;

e JIP nomkHa COOTBETCTBOBATH CTPYKType U (opme oTdera, MpercTaBICHHON
BBIIIIC;

o JIP nomkna umeth TUTYIbHBIA JucT (TOCT 7.32-2001 w3manust 2008 roma) c
Ha3BaHWEM W TOAMKCHIO CTyJIeHTa(-0B), KOTOpHIH(-bie) ee caenamn(u) u
opopmui(n);

e Crynent momkeH 3aumTuth JIP. OTMeTka O 3amuTe MODKHA HAXOAUTHCS HA
TUTYIBHOM JIUCTE BMECTE C TOIMUCHIO TIPEToaaBaTers.

11.3. Meroauyeckue yKazaHus UIsi 0OYJAIOMIMXCS MO MPOXO0KICHHIO CAMOCTOSITEITHHOM
paboThI

B xone BBIMOSHEHUSI CaMOCTOSITEIFHOU PabOThI, 00yJarONIUICs BBITIOIHAET paboOTy 1O
3aJaHUI0 ¥ TIPU METOJUUYECKOM PYKOBOJCTBE IperojaBaTelisi, Ho 0e3 ero HermocpeiCTBEHHOTO
y4acTusl.

Jns oOyvaromuxcss Mo 3a04HOM (Gopme 0OydeHHs BBINOJIHEHHE KOHTPOJBHBIX PadoOT
ABIISIETCA DIIEMEHTOM TEKYILEro KOHTPOJIS YCIIEBAEMOCTH M CaMOCTOSATENIbHOM padoThI.



B mporiecce BBIMOTHEHHSI CaMOCTOSTENBHONW PabOTHl y obOydaromerocs (Gopmupyercs
nenecooOpa3Hoe IIaHupoBaHue pabouero BpeMeHH, KOTOPOE MO3BOJISIET €My Pa3BHBATh YMECHUS
¥ HaBBIKA B YCBOGHHU W CHCTEMAaTH3allMU MPUOOPETaeMbIX 3HAHHM, 00ECTICUMBACT BBICOKUMN
YPOBEHb YCIIEBAEMOCTH B TIEpUOJ OOYUYCHHs, IIOMOTAeT IIOJYYUTh HABBIKH TTOBBINICHHS
po(hecCHOHATLHOTO YPOBHSL.

MeroauyeckiMH ~ MaTepuallaMH,  HaNpaBJSIONIMMU  CAMOCTOSITENIbHYHO — paboTy
00y4aroUUXCSASBIISIOTCS:

—  y4eOHO-METOJIUYECKUN MaTepHall 1o TUCIHUILIHHE;

— METOJUYECKHE YKa3aHUsS MO BBIMOJIHEHUIO KOHTPOJIBHBIX paboT (it 00ydaromuxcs
10 3204HOM (hopme 0OyueHHs ).

11.4. Metoauyeckue yKazaHUsA I OOYYArOIIMXCS IO IMPOXOXKIACHUIO TEKYIIETO
KOHTPOJIS YCIIEBAEMOCTH.

Texymuii KOHTPOJb YCIEBAaEMOCTH IMPEAyCMaTpUBAET KOHTPOJb KauecTBa 3HAHHMA
00ydJarouumxcs, OCyIIECTBISIEMOTO B TEUEHHE CEMECTpa C IIEJIbI0 OILICHUBAHUSA X0Jia OCBOCHUS
TUCHUIIMHBL. DopMa MPOBENEHUSI TEKYIIEro KOHTPOJS — 3allluTa OTYETOB MO J1a0OpaTOPHBIM
pabotam. Pe3ynbTarhl TEKyIIEro KOHTPOJISI YYUTBHIBAIOTCS MPH MPOBEACHUU MPOMEKYTOUHOM
attectauuu B cooTBeTcTBUM ¢ TpeboBanusmMu CTO ['VAIL CMK 3.76 «IlonoxeHue o Tekyiiem
KOHTPOJIC YCIIEBAEMOCTH W MPOMEXKYTOYHOM aTTecTanuu CTylaeHToB u acnupaHToB ['YAII,
oOyJaromuxcsi o o0pa3zoBaTeIbHBIM IIPOrpPaMMaM BhICIIETO 00pa30BaHU.

11.5. Metoauueckue yka3zaHus A 00y4aroUIMXcs MO MPOXOKICHUIO NPOMEKYTOYHOMN
aTTECTALlNH.

[Ipomexyrounas  artectanus  OOydalolIUMXCsl — NpeAycMaTpUBaeT  OIICHUBaHHE
IPOMEXKYTOUHBIX M OKOHYATENIbHBIX PE3yJlbTaTOB 00ydeHus no aucuuiuiiHe. OHa BKIIIOYAeT B
cedst:

— D9K3aMeH — (¢opMma OIEHKM 3HaHHMH, MOJYyYEHHbIX OOydarolmMMcs B Ipoliecce
U3y4eHHs BCel AMCLUIUIMHBI WIM €€ YacTH, HaBBIKOB CaMOCTOSTENIbHONW paboThl, CHOCOOHOCTH
NPUMEHSTh MX JUI PEIHICHUs MPAKTUYECKUX 3ahad. DK3aMeH, Kak IMpaBUJIO, MPOBOIUTCS B
NEPUOJ HSK3aMEHAIMOHHOW CECCHMM W 3aBEpIIAETCSl aTTECTAllMOHHOM OLICHKOM «OTIIMYHOY,
«XOpOILIO», «YAOBIETBOPUTEIBHOY, «HEYIOBIETBOPUTEILHOY.

Cucrema OLEHOK IpU IPOBEJEHUM IPOMEXKYTOUYHON aTTECTALIMHM OCYILECTBISETCS B
cooTBeTCTBUU ¢ TpeboBaHusMu [lonoxenuit «O TekyleM KOHTPOJE YCIEBAEMOCTH U
OPOMEXYyTOuHOW aTrectauuu cTyaeHToB ['YAII, oOydarommxcs Mo mporpaMmam BbICILIETrO
obpazoBanus» U «O MOIYTbHO-PEUTHHTOBOM CHCTEME OIICHKH KadecTBa Yy4eOHOW paboThI
crynentoB B 'Y AIy.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOJIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




