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AHHOTaUs

Hucuumnuaa «OcHOBBI MHPOPMAIIMOHHOM 0€30MacHOCTHY BXOAUT B 00pa30BaTEIbHYIO
pOrpaMMy BBICIIETO0 00pa30oBaHUS — MPOTPaMMy CICIHAIUTETA M0 HAMIPABICHUIO TOITOTOBKU/
crenpanbHOCTH 25.05.03 «TexHudeckas 3KCIUTyaTalys TPAHCIIOPTHOTO Pagnoo00pyI0BaHUS
HaMpaBJICHHOCTH/CIICIIUATA3AIUN «Texunueckas AKCILUTyaTalus PaaNO3JIEKTPOHHOTO
000pyI0BaHuUs a3pONOPTOB U BO3AYIIHBIX Tpaccy. ucuumiuna peanusyercs kadempoid «Ne33».

JucuuminHa HameneHa Ha GOPMHUPOBAHKE Y BBITYCKHUKA CIICIYIOIIUX KOMIICTCHITUN :

OIIK-3 «CrocobeH MOHMMATh MPUHIHUIBI PAaOOTBI COBPEMEHHBIX HH(POPMAIIMOHHBIX
TEXHOJIOTHI U UCIIOJIL30BaTh UX JUIS PEIICHUS 33724 MPOPeCCHOHATBHOM 1eATeTHHOCTHY

CopepxaHue AMCUUIUIMHBI OXBATHIBAE€T KPYT BOIPOCOB, PACKPBIBAIOIIMX CYIIHOCTb U
3HaueHue WH(OPMAMOHHOW O€30MacHOCTH W 3aluThl MHPOpPMAIMH, UX MECTa B CHCTEME
HAI[MOHAJIHHON 0e30MacHOCTH, orpezeNeHue TEOPETUUECKHX, KOHIENTYalbHbIX,
METO0JIOTUYECKUX M OPraHU3alMOHHBIX OCHOB O0eCTIeYeHUsl OE30IaCHOCTH.

[IpenogaBanue AMCHUIUIMHBI MpeAycMaTpUBaeT cienyromue QopMbl OpraHu3aluu
y4eOHOro mporecca: JEKIMH, JIa0OpaTopHbIe padOTHI, CaMOCTOsITeNIbHas paboTa CTYyACHTA,
KOHCYJIbTAIIHH.

[Iporpammoit AMCHUIUIMHBI TPEAYCMOTPEHBI CIEAYIONINE BHUIbI KOHTPOJIS: TEKYIIHI
KOHTPOJIb YCIIEBAEMOCTH, IIPOMEKYTOUHAs aTTecTanus B opme 3kx3ameHa (7 cemectp).

OO0mast TpyA0eMKOCTh OCBOSHUS JMCIMILIMHBI COCTaBIseT 3 3adeTHhIX eawHmibl, 108
YacoB.

SA3bIK 00y4YeHUs 10 AUCIHUILUINHE «PYCCKUH »



1. TlepedeHb IUIAHUPYEMBIX PE3YJIbTATOB O0YUEHHS 110 TUCIUILIIMHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

JlMcIUIUIMHA UMEET CBOEH LIeNbI0: 00ECIEeUNTh BBHIOJHEHUE TPEOOBAHMM, N3T0KEHHBIX

B (esiepaIbHOM rocy1apCTBEHHOM 00pa30oBaTeIbHOM CTAHAAPTE BBICLIETO MPOPECCHOHATBLHOIO
oOpa3zoBanus. M3ydyeHue MUCHMILIMHBI HANPaBICHO Ha (OpPMUPOBAHUE MEPEUHCICHHBIX HIKE
3JIEMEHTOB 001eNPOpECCUOHAIBHBIX KOMIETEHIIH.
Taxoke 1ensIMU OCBOCHUS AUCHUIUTMHBI «OCHOBBI HH(POPMALIMOHHONW OE€30MAaCHOCTHY SIBISIOTCS
PACKpBITHE CYIIHOCTH U 3HaYCHHs HH(POPMALIMOHHOMN 0€30MaCHOCTH U 3aILUThl HHPOPMaLUH, UX
MecTa B CHCTEeME  HAlMOHAIbHOM  0€30IacHOCTH,  OINpENEeNeHHE  TEOPETHYECKHUX,
KOHIIENITyaIbHbIX, METOI0JIOTHYECKUX M OPraHU3allMOHHBIX OCHOB obOecneueHusi 0€30MacHOCTH
uHpopManuy, KiIacCupuKanuMs W  XapaKTEPUCTHKH  COCTABISIOMIMX  HMH(OPMAIMOHHON
0€30I1aCHOCTM ¥ 3alUThl MH(POpPMALMU, YCTAHOBJIEHHE B3aUMOCBA3M M  JIOIMYECKOH
OpraHu3alliy BXOSIINX B HUX KOMIIOHEHTOB.

1.2. JlucumnivHa BXOIUT B COCTaB 00s3aTeIbHON YacTU 00pa30BaTeIbHOIN MPOrpaMMBI
BhICIIero oopazosanus (naiee — OIT BO).

1.3. TIlepeueHb mIaHUPYEMBIX PE3yJIbTATOB O0yUEHHUS 110 AUCLUIUINHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMH pe3ynbTratamu ocBoeHust OIT BO.

B pe3ynbrare M3ydyeHus AUCLMILIMHBI 0OydaroUuiics AODKEH 00janaTh CieIyHOLUMU
KOMIIETEHIIMSIMU WJTH WX 9acTsMH. KoMIeTeHIMu 1 WHAMKATOPHI UX JOCTHKCHHS TPUBEICHBI B
Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIMIA U HHINKATOPOB MX JOCTHXKEHHS

Koxn u
Kareropus (rpymnna) Kom n HaumMeHoBaHre HHIUKATOpa
HanMEHOBAHUE
KOMIIETEHIINHU ITOCTHIKEHUS KOMIIETEHIIUN
KOMIIETEHIINHU

OIIK-3.3.1 3HaTh NOPsAI0K pabOTHI C
BBIYHCITUTEIILHON TEXHUKOM, (HaliioBOH
CUCTEMOM, OCHOBHBIE (hOpMATHI
IIPEJICTaBICHUSI AJIEKTPOHHON rpadruyeckoit
U TeKCTOBOW MH(OPMAIUH, BHUIBI,
Ha3HA4YeHME U MOPSAAOK IPUMEHEHUS

OIIK-3 Coocoben N N
YCTPOMCTB BBIBOJIA TpapruecKoi U

MOHUMATh .
TEKCTOBOM MH(pOpMaLMK, TOPAJOK pabOTHI €
HNPUHIUIBI pabOTHI .
AJIEKTPOHHBIM apXUBOM TEXHUUYECKOHN
COBPEMEHHBIX N
ObmenpodeccruoHanbHble | HHGOPMAIIMOHHBIX
wenpod Pop uv OIIK-3.3.3 3HaTh NPUHLHUIIEI PAOOTHI
KOMIIETEHIIUU TEXHOJIOTUI U

COBPEMEHHBIX MH()OPMAIIMOHHBIX
TEXHOJIOTUH, BKITFOYAst METOIbI
UCKYCCTBEHHOT'O MHTEJJIEKTa

OI1K-3.Y.1 ymeTs ucnoib30Bath
NEPCOHATBHYIO BBIYMCIUTEIbHYIO TEXHUKY
JUTSL pabOTHI C DTIEKTPOHHBIMH JJOKYMEHTAMHU
Y TIPUKIIATHBIMU TIPOrpaMMaMi, BHEITHUMU
HOCHUTEIISIMU HH(OPMAITUH U YCTPOHCTBAMHU
BBO/1a-BbIBO/Ia TEKCTOBOM U Tpaduueckont
nH(popManuu

UCTIOJIB30BaTh MX
JUTSL PEIICHUs 3a71a4
npodeccuoHaNbHOM
JCSITeTbHOCTH

2. Mecro nucuumianHsl B cTpykType OI1
JucnurnnuHa MokeT 6a3upoBaThCsl HA 3HAHUSAX, PaHee MPUOOPETEHHBIX 00YJIarOITUMUCS
IIPYU U3YYEHHUH CIENYIOIIMNX AUCLUTIINH:
— «HuadopmaTura,
— «UH}opMalOHHBIE TEXHOIOTHH




— 3HaHWA, [OJIyYEHHBIE IpPU HU3YYEHUU MaTepuana JaHHOM JAUCLUUIUIMHBI, HMEIOT

CaMOCTOATCIbHOC 3HAYCHUC.

3. O0BeM U TPYIOEMKOCTh JAUCIMILTAHBI
Janaple 00 00meM oO0beMe TUCIUIUIMHBI, TPYJOSMKOCTH OTACIBHBIX BHJIOB y4eOHOU
paboThI MO TUCHUIUIHHE (M pactpeieieHUue ITOM TPYT0EMKOCTH 110 CEMECTPaM) MPECTABICHBI B

Tabnuie 2.
Ta6ymma 2 — O6beM U TPYJ0EMKOCTh JUCITUTIINHBI
TpynoemMKocTs 110
Bun yuebnoit pabotsl Bcero ceMecTpam
Ne7
1 2 3

Oowan mpyooemKocma OuUCUUNIUHDL, 3/ 108 3/ 108
3E/ (4ac)
U3 Hux uacoe npaKmuyecKkoil no020moeKu
AyoumopHhuie 3anamus, BCETO 4ac. 34 34
B TOM YHCIIC:

nexuuu (J1), (gac) 17 17

npakTudeckue/cemunapckue 3anatus (I13),

(dac)

nabopaTtopHbie paboTs (JIP), (uac) 17 17

KypcoBoii mpoekT (padota) (KII, KP), (gac)

9K3aMeH, (Jac) 36 36
Camocmoamenvnan paboma, Bcero (4ac) 38 38
Buo npomesxcymounoit ammecmayuu:. 3a4er, K3 K3
. 3auer, sx3amen (3ader, Audd. 3au, Dk3.) ’ ”

4. CopepxaHue JUCIUTUITUHBI
4.1. PacnpeneneHue TPyJI0EMKOCTH JUCIHUILTHHBI MO pa3JesiaM U BUAAM 3aHITHIA.
Paznensl, TeMBI TUCIUTIINHBI U MX TPYAOEMKOCTh TIPUBEICHBI B TAOIHIIE 3.

Tabnuna 3 — Pa3aensl, TeMbl AUCIUILIUHBL, UX TPYAOEMKOCTh

Pasznessl, TeMBI TUCIIAIIIINHEI Hexumm | 113 (C3) 1P KIVKP CP (gac)
’ (dac) (dac) (uac) (dac)
Cemectp 7

Paznen 1. Beenenue B kypc «OCHOBBI 1 2

WH(GOPMAITMOHHOHW 0€30ITaCHOCTIY

Paznen 2. CymHocTh 1 IOHSATHE HHQOPMAIIMOHHOM 1 2

0e3omacHOCTH

Paznen 3. 3nauenue nHpOpPMAIMOHHON O0€30MACHOCTH ) 4 )

Y €e MECTO B CHCTEME HallMOHAIBHOM 0€301aCHOCTH

Paznen 4. CyuiHocTh ¥ MOHATHE 3aIMThI HH(QOPMAIIUU 2 4 4

Paznen 5. CocraB u knaccudukanusi HocuTesel ) 4 4

3alMIaeMo HHPOpMaH

Paznen 6. [loHarne u CTpyKTypa yrpo3 3aifuiiaeMon 2 5 8

uHQOpMAaIH

Paznen 7. O6bekTHI 3a1IUTHl HHpOpMaAIUN 3 8

Paznen 8. Knaccudukanust BuIoB, METOAOB U CPEACTB 4 8

3alIUThl HHPOPMAITUH

HUroro B cemectpe: 17 17 38
Uroro 17 0 17 0 38




[IpakTuyeckas MOArOTOBKAa 3aKIIOYAETCS B  HEMOCPEJICTBEHHOM  BBINOJIHEHUH
oOydJalolmuMuUCs  OMNpeNeJeHHBIX  TPYIAOBbIX  (YHKUMH,  CBSI3aHHBIX ¢ Oynayiuei
npodeCCHOHATIBHOMN 1S TETbHOCTBIO.

4.2. CopnepskaHue pa3/ieloB U TeM JICKIIMOHHBIX 3aHITHH.
Copep:xanue pa3esioB U TeM JICKIIMOHHBIX 3aHITHIA MIPUBEICHO B Ta0HIIC 4.

Tabmuua 4 — CopeprkaHue pa3esoB U TEM JICKIIMOHHOTO IHUKJIA

Howmep paznena HaszBanue u conep:xanue pas3iesioB U TEM JEKIIMOHHBIX 3aHATHI

Pasnen 1. Beenenue.

[Ipenmer u 3aaun Kypca. 3HaU€HNE U MECTO Kypca B, IOATOTOBKE
CIIEIAIMCTOB, IO 3amuTe HHpopmarn. Hayunas n yueOHas
B3aUMOCBSI3b Kypca ¢ APYTHMH TUCUMIUINHAMU. Pa3zensl u TeMsl, ux
pacIpeneneHue o BU1aM ay IuTOPHBIX 3aHATUH. DOpMBI IPOBEACHUS
ceMuHapCcKuX 3aHsaTHiA. COCTaB M METOAMKA CAMOCTOSTENTLHONU PabOTHI
CTYAEHTOB IO U3YYECHHUIO TUCIMIUTMHEL. DOpMBI IPOBEPKH 3HAHHM.
AHanm3 HOPMaTHUBHBIX ICTOYHUKOB, HAYYHOH H y4eOHOH JINTEpaTypHlI.
3HaHusg 1 YMEHUSA CTYACHTOB, KOTOPBIC JOJI’)KHbBI OBITH IMOJIY4YCHBI B
pe3ynbTaTe u3yyeHUs Kypca.

Paznen 2. CymHOCTh 1 OHATHE HH(POPMAIMOHHON 0€30TTaCHOCTH
CTaHOBJICHUE U Pa3BUTHE MOHATHA "MH(DOPMAIIMOHHAS O€30MacHOCTE" .
CoBpeMeHHbIC IOAXOIBI K onpeeneHuto noHsaTHs. CyIIHOCTh
nH(popMaImoHHOM Oe3omacHocTH. OOBEKTH HHPOPMAITHOHHON
oe3omacHocTh. CBsi3b HH(DOPMAIMOHHOM 0€30MaCHOCTH C
uHpopMaTu3zaiuei odniecrsa. CTpykrypa HHOOPMAIMOHHON
6e3omacHocTr. OnpeneneHre MOHITHS HHPOPMAITIOHHAS
Oe3omacHOCTE".

Pasnen 3. 3Hauenue nHOOPMAIMOHHOM 0€30MACHOCTH U €€ MECTO B
CHCTEeME HAIlMOHAIBHOMN 0€30IacHOCTH

3HaueHne nHHOPMAITMOHHOM, O€30IIACHOCTH TSl CYOBEKTOB
WHQOPMAITMOHHBIX OTHOIICHUH.

3 CBs13b MeXy HHPOPMAIIOHHOM 6€30MaCHOCTHIO M 0€30MaCHOCTHIO
WH(pOPMAITIH.

[onsiTre 1 coBpeMeHHas1 KOHIICTIIUS HAIIMOHAILHOW 0€3011aCHOCTH.
MecTo uHpOpMaIMOHHON, 0€30aCHOCTH, B CUCTEME HAIIMOHAJILHOM
0e301macHOCTH.

Paznen 4. CymHOCTh ¥ TOHATHE 3AIUTH HH)OPMAITUU
CymiecTByomue NoaX0AbI K COAepKaTeIbHON 4acTH MOHATHS ""3aluTa
HHPOpMAIUK" B CIOCOOBI pealTu3aliy COAEPKATEIHLHOM YacTu.
Metoponoruueckasi OCHOBA PACKPBITHSI CYLIHOCTH U ONPeeICHHs
MOHATHA 3aUThl HHPOpMay. PopMbl BBIPAXKEHUS HAPYILICHHS
craryca uHpopmanuu. O0yCI0BIEHHOCTh CTaTyca HHPOPMAIUK e
YSI3BUMOCTBIO.

[NonsTre ya3sumoctu nHGopMauu. PopMbI IPOSIBICHUS YSI3BUMOCTH
uHpopmarun. Buasl ysi3Bumoctr uadopmarmu. [Tonstue "yreuka
uHpopmarun". CooTHoreHre GopM U BUJIOB YI3BUMOCTH
nHpopmarun. ConepikaresbHas YacTh MOHATHS "3auTa
uHpopmMarmn'.

Crioco0 peanuzanuy coaepKaTeIbHONW 9acTH 3aIIUTH HH(OPMAITHH.
Onpenenenne MoHATHUS "3aminTa HHPOPMALUK'", €T0 COOTHOIICHHUE C
nonsitueM, copmynupoBanasiM B [OCT P 50922-96. "3amuTa
nHpopmaiur. OCHOBHBIE TEPMUHBI U ONpeieTIcHuUs .

Pasnen 5. CocTaB u Ki1acCU(PUKAIMS HOCUTEICH 3aluiaeMoi
MHPOPMaINH




[NonsiTrie HOCUTENB 3amuInaeMoi nHpopmarwu". COOTHOIICHNE
MEXIy HOCUTENIEM U UCTOYHUKOM MHpopmarwn. CocTaB HOCHTENEH
3ammuiaeMoi nadopmarmu. CrnocoOs! pukcupoBanus HHGopMay B
HocuTeNsiX. Bunpl oroOpaxkenus: nHpopManry B HOCUTENSIX. MeTobl
BOCITPOM3BEACHUS OTOOPAKEHHON HHPOPMAITUN B HOCHTEIIX
nHpopMmarn. Hocurenn michMeHHOH, BUIOBOH, H3ITydaeMOM
nHpopmanun. OnocpeoBaHHbIC HOCUTENH 3aIIAIIAEMOR
nHpopmanuu. CBOWCTBa U 3HAUCHHUE THIIOB HOCUTEJISH 3aluIIaeMon
nH)OpMAaITIH.

Paznen 6. [lonsTHe 1 CTPYKTYpa yrpo3 3amuinaeMor nHhopMaIun
CoOBpEeMEHHBIE MTOIXO/IbI K TOHATHIO YTPO3bI 3aIUIIACMON
nHpopMarun. CBs3b YIPO3bI 3aIUIIAEMON HH(OPMAITHH C
VSI3BUMOCTBIO HHpOpMaIun. [Ipu3HaKH U COCTABISIONINE YTPO3bI:
siBIieHUs, (pakTopkl, ycioBus. [loHsITHE Yrpo3kl 3aIIUIIIaeMO
uHpopMmaruu. CTpyKTypa SBJICHHIA KaK CYIIIHOCTHOTO BBIPKEHUS
yrpo3sl 3ammmaemor nHpopmarmn. CTpykTypa GpakTopos,
CO3JIAIOIIMX BO3MOKHOCTD JIECTa0MITU3UPYIOIIETO BO3ACHCTBHS Ha
WHPOPMAITHIO.

Paznen 7. O0BEKTHI 3aUTH HH()OPMAITUH

[Tonsitne oobexTa 3amuThl. Hocntenn nadopMariy Kak KOHSYHbIE
00BbeKTHI 3aluThl. OCOOEHHOCTH OTAENIBHBIX BUIOB HOCUTEIIEH KaK
00BEKTOB 3aIUTHI.

CocraB 00bEKTOB XpaHEHHUSI MICHMEHHBIX M BUIOBBIX HOCUTENIEH
WHPOpMaLUH, ToANeKamKX 3amuTe. CocTaB MOAEKAIINX 3alIUTE
TEXHHYECKUX CPEIICTB OTOOpaKeHUs, 00pabOTKHU, XpaHEHUS,
BOCIPOW3BE/ICHHS TIepenadn HHpopManuu. [{pyrue 00bEeKThI 3aIUThI
nHpopMarui. BHIIBI 1 cCIOCOOBI JecTa0MIIN3UPYIOMIETO BO3ISHCTBUS
Ha 00BEKTHI 3aIUTHL.

Paznen 8. Knaccudukanus BUIOB, METOIOB M CPEACTB 3AIUTHI
nH(pOpMaITUH

Bupp! 3amutel nHpopMaium, chepsl ux aeicteus. Knaccudukanus
METOJIOB 3aIUTHI HHPOPMAITUH. Y HUBEPCAIBHBIE METO/IbI 3AIIUTHI
nHpOpMaLuK, 001acTb UX npuMeHeHus. O01acTH MpUMEHEHUs
OpraHM3aIlMOHHBIX, KPUNITOrPaQUIECKUX U HHKEHEPHO-TEXHUIECKUX
METOIOB 3aIuThl nHpopMarun. [loHsTHE U KIaccuUKayst CPeACTB
3amuThl nHQopManuy. HazHaueHne nmporpaMMHBIX,
KpHUNTOTrpahUUECKUX U TEXHUIECKUX CPEJICTB 3aIHTHI.

4.3. Tlpaktudeckue (cCeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHIA U UX TPYAOEMKOCTh IPUBECHBI B TAOIUIIE 5.

Tabnuna 5 — [IpakTuueckue 3aHsATHS U UX TPYJOEMKOCTh

No
/o

TeMbl TpakKTUYECKHUX
3aHATUN

N3 Hux Ne
@DopMbl IpakTHUECKUX | TpPyHL0eMKOCTh, |MPaKTHUECKOMH [pa3nena
3aHATHH (gac) HOJTOTOBKH, | TUCILIUI

(gac) JIHBI

VY4eOHBIM MJIaHOM HE IPEAYCMOTPEHO

Bcero

4.4. JlabopatopHble 3aHATUS
Tembl 1a00paTOPHBIX 3aHATHH U X TPYJOEMKOCTb IPUBEICHBI B TaOIUIIE 6.

Tabnuna 6 — JlabopaTtopHble 3aHATHS U UX TPYJOEMKOCTh




W3 gux Ne

Ne HaunmenoBanue mabopaTopHbIx paboT TpynOEMKOCTS, | MPAKTHUCCKOH | pasaena
/o (dac) MOJTOTOBKH, | IHMCIIHI
(gac) JIMHBI
Cemectp 7
1. | UccrnenoBanue ysa3BUMOCTH HH(pOpMALIUN 4 3
2. | UccnenoBanue BUIOB ysI3BUMOCTH 4 4
3. | UccnenoBanue GopM ysa3BUMOCTH 4 5
4. | Tloctpoenue AITOPUTMOB COLIMATILHOM 5 6
HHXCHEPUH M CIIOCOOBI 3aIIUThI OT HUX
Bceero 17

4.5. BeinonHeHne KypcoBOro IPOeKTa/ KypcoBOW pabOThI

Y4eOHBIM IJIAHOM HE MPEayCMOTPEHO

4.6. CamocrosrenbHas padoTa 00yJaronxcs
Buiel caMocTosITeNIbHOM pabOThI U €€ TPYJAOSMKOCTh ITPUBEICHBI B TAOIHUIE 7.

Tabmmua 7 — Bugsl caMocTosTeNnbHON PabOTHI M €€ TPYIOEMKOCTb

. Bcero, | Cemectp 7,
Bua camocrositensHOM paboTh
qac qac
1 2 3
W3yueHne TeOpeTHIecKoro Marepuasia
30 30
nucuuraHbl (TO)
KypcoBoe npoextuposanue (KII, KP)
Pacuerno-rpadpuueckue 3ananus (PI'3)
Beinonnenue pedepara (P)
[ToaroroBka K TEKyIeMy KOHTPOIIIO 4 4
ycneBaemoctu (TKVY)
Homamnee 3amganue (/13)
KontposbHble paboTsl 3a04HHKOB (KP3)
IToaroToBKa K MpOMEKYTOYHOU 4 4
attecranuu (ITA)
Bcero: 38 38

Tabmuna 8— [lepedeHb NMEYaTHBIX U MJICKTPOHHBIX YUCOHBIX M3IaHHIMA

5. IlepeueHb yueOHO-METOINYECKOTO OOECTIeUeHUS
JUISL CAMOCTOSITETTLHOM PabOThI 00YUAIONINXCS IO TUCIUIUIMHE (MOJTYITIO)
Y4eOHO-MeTOIMYeCKHe MaTepualibl ISl CaMOCTOSITENbHOW paboThl 00y4aromuxcs yKa3aHbl B
IL.11. pa3ennoB 6-11.

6. IlepeueHb MEYATHBIX M ANEKTPOHHBIX YUCOHBIX U3TaHUN
[lepeuyeHpb neyaTHBIX U SJEKTPOHHBIX Y4eOHBIX M3/IaHUM MpHUBeieH B Tabaule 8.

Mndp/ KomiyecTBo 9K3eMILTSIpOB B
Oubmoreke
URL bubnuorpaduueckas ccpiika
(KpOMe 2ITeKTPOHHBIX
azpec
IK3EMIUISIPOB)
004 CBuHapuyk, AHapeit AjieKcaHIpoBHY (KaHJI. TEXH. 5)
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yuebHO-MeToanueckoe mocooue / A. A. CBHHapUyK ;
C.-TTerepO. roc. yH-T a3pOKOCM. MPHUOOPOCTPOCHHUSI. -
Cankr-IlerepOypr : U3n-so I'VAIL 2023. - 94 c. :
puc., Tabm. - bubnuorp.: c. 90 (12 Hass.). - b. 1. -
TekcT : HenocpeICTBEHHBIN

004.05 | Boponog, A. B. OcHOBBI 3a1uThl HH(POPMAIIUHU: 10
B75 yuebnoe mocodue/ A. B. Boponos, H. B. Bonommuna.
- CI16.: TOY BIIO "CII6I'YAIT", 20009. - 78 c.

004 III | IHagerun, B. ®. 5
22 Nudopmannonnas 6e3onacHocTs [ TekcT]: HayuHO-
nomnyisipHas aureparypa / B. @. lansrun. - M.:
JIMK Tlpecc, 2014. - 702 ¢

X 5147 | Skosen, E. H. IIpaBoBbie OCHOBBI 0OecTieueHHs 5)
nH(popMannoHHo# 6e3omacHocTr Poccuiickoii
Oenepanuu [Teker] : yaedHOE mocooue / E. H.
Axoser. - M. : IOpmuruadopm, 2010. - 336 c.

http://e.lanbook.com/books/element.php?pll_id=3032
[[Tanprun, B.®. 3amura napopmanuu B
KOMITHIOTEPHBIX CUCTEMAX U CETAX [ DIEKTPOHHBIN

pecypc] : yuebHOe nocobue. — DJIEKTPOH. J1aH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004 M | Measnukos, B. I1. 5
48 3amura napopmarun [ Texer] : yaueOnuk / B. I1.
MenbsHukoB, A. U. Kynpusinos, A. I'. Cxuptnanse ;
pen. B. I1. MensaukoB. - M. : Akagemus, 2014. - 304

C.
004 P Ps6xko, b. 4. 10
98 Kpunrorpaduueckue MeTop! 3alIUTHl HHPOPMALIUT

[Tekct] : yaeOHnoe nocobue / b. 5. Psoko, A. H.
®UOHOB. - 2-€ u3., ctep. - M. : ['opsiuas muHUS -
Tenexom, 2014. - 229 c.

http://e.lanbook.com/books/element.php?pll_id=4959
Tutos, A.A. HXeHEpHO-TEXHUYECKAs 3allUTa
uH(popManuu [ DNeKTpoHHBIN pecypce] : yueOHoe
nocobue. — DnexTpoH. gaH. — M. : TYCYP
(Tomckwii rocyJapCTBEHHBIN YHUBEPCUTET CUCTEM
yIpaBiIeHus U paauodiekTpoHukn), 2010. — 195 c.

7. TlepedyeHb AIMEKTPOHHBIX 00pa30BaATEIBHBIX PECYPCOB
WH(OPMAIIMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTu « IHTepHeT»
[Tepeuenn AIIEKTPOHHBIX o0pa3oBaTenbHbIX pecypcoB nH(pOpPMaITMOHHO-
TEJIEeKOMMYHUKAIIMOHHONW ceTu «MHTepHeT», HEOOXOOMMBIX JJIi OCBOCHHS TUCIUILIAHBI
npuBeieH B Tabmuie 9.

Tabmuma 9 - IlepedyeHbp DJIEKTPOHHBIX O0pa30BaTENbHBIX PECYpPCOB HMH(POPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHOW ceTh «HTepHeT»
URL anpec HaumenoBanue

He npenycmoTtpeno

8. Ilepedenr MHPOPMAITMOHHBIX TEXHOJIOTUI



http://e.lanbook.com/books/element.php?pl1_id=3032
http://e.lanbook.com/books/element.php?pl1_id=4959%20

8.1. [lepeyenbp mTpOrpaMMHOTO OOECHEUeHUs, HCIOIb3YEeMOT0 TMpPH OCYIIECTBICHUU
00pa30BaTeNLHOrO MpoIecca MO AUCLUIIUHE.
[lepedeHp UCIONB3yeMOr0 MPOrPaMMHOT0 obecrieueHus npejacrasieH B Taduuie 10.

Ta6ymma 10— [Tepeyersr mporpaMmMHOTO oOecrieueHus

Ne i/t HaumenoBanue

He npenycmorpeno

8.2. Ilepeuenn MH(POPMALOHHO-CITPABOYHBIX CUCTEM,UCII0JIb3yEMBbIX pu
OCYIIECTBJICHUH 00pa30BaTEILHOTO MpoIiecca Mo AUCIUITITHHE

[lepeyeHp HCMONB3YeMBbIX HH(POPMALMOHHO-CIIPABOYHBIX CHCTEM IMPEJCTAaBICH B
Tabymue 11.

Tabmuua 11— Ilepedyens HHPOPMALMOHHO-CITPABOYHBIX CHCTEM

Ne i/t HanmenoBanue

He npenycmorpeno

9. MarepuaiabHO-TeXHHUYECKas O0a3a
CoctaB MaTepHaTbHO-TEXHHYECKOH 0a3bl, HEOOXOAUMOW JJIsi  OCYIISCTBIICHUS
00pa3oBaTeNLHOTO MpoIiecca 10 AUCIUILTNHE, TPeCcTaBieH B Tabuiel 2.

Tabmuna 12 — CoctaB MaTeprallbHO-TEXHUYECKON 0a3bl

Ne HanmeHnoBaHnue cocTaBHON 4acTH Howmep aynuropun
/T MaTepUaIbHO-TEXHUYECKON Oa3bl (Ipr HEOOXOTUMOCTH )

1 | JlexuuoHHas ayIuTopus

MynbTumMeauitHas JEKIUOHHAS ayIUTOPUS

10. Onenounble cpeacTBa AJs MPOBEIEHHS TPOMEXYTOUHOM aTTecTallu
10.1. CocTaB OIICHOYHBIX CPEICTBAJS TPOBEACHUS TPOMEKYTOYHOH aTTeCTAI[UH
oOyyaromuxcst o JTUCUUIUIMHE IpuBeAeH B Tabnuue 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEACTB Il IPOBEICHHS POMEKYTOYHOH aTTeCTAIIuN

Bug HpOMe)KYTOQHOﬁ aTTeCTallun Hepequb OICHOYHBIX CPCACTB

Crircok BOMPOCOB K 9K3aMEHY;
DK3aMeHAIIMOHHBIC OMIIETHI™;
3amaunu;

TecThl.

DK3aMeH

[Ipumeuanne: *sk3ameHaOHHBIE OMIIETHl (POPMHUPYIOTCS HA OCHOBE BOIIPOCOB M 33/1a4 TaOJIUIIbI 15.

10.2. B kayecTBe KpUTEpUEB OIEHKH YpPOBHSA C(HOPMUPOBAHHOCTH (OCBOEHUS)
KOMIIETEHIMI OOYyYaloUIMMHCS TIPUMEHSETCST 5-0ajulbHasi MIKajla OIEeHKH C(HOPMHUPOBAHHOCTH
KOMIIETEHIIN, KoTopas mpuBejeHa B Tabuune 14. B TeueHne cemectpa MOXKET UCIOIB30BaThCS
100-6annpHast ~ mKala ~ MOIYJBHO-PEUTHHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIA
UCTIOJIb30BaHUSI KOTOPOW, YCTAaHOBJIEHBI COOTBETCTBYIOIUM JIOKAJIbHBIM HOPMATHUBHBIM aKTOM
['YAIL
Tabmuua 14 —Kpurepuu onieHKH YpoBHS c(hOPMHUPOBAHHOCTH KOMIETEHITHH

OrreHKa KOMITETEHITUHN

XapakreprcTika chOpMUPOBAHHBIX KOMIIETEHIHI
5-0aiupHas mKana P P (popmpo




Or11eHKa KOMITETEHITUHN

XapakTeprcTrka chOpMUPOBAHHBIX KOMITCTEHITUIA
5-0aiubHas mKana PaKIep (op

OOyyJarommiics:

— TJIyOOKO U BCECTOPOHHE YCBOMJI MPOTPAMMHBIA MaTepra;

— YBEPEHHO, JIOTUYHO, ITOCJICIOBATEILHO M TPAMOTHO €TI0 U3J1araeT;

— ONMUPAsICh HAa 3HAHUS OCHOBHOM W JIONMOJIHUTEIBHON JIUTEpaTyphl,
«OTJIMYHO) TECHO CBSI3bIBAET YCBOCHHBIC HAYUYHBIC MOJOXKEHHS C MPAKTUUYECKOU
«3aUTEHO» NeATEILHOCTHIO HAIIPaBJICHUS;

— yMeJi0 00OCHOBBIBAET M apTyYMEHTUPYET BBIABUTAEMbIC UM HJICH,

— JIeJaeT BBIBOJIBI U 0000IIEHMS;

— CBOOOJIHO BIAJIEET CUCTEMOM CIIEUMATN3MPOBAHHBIX IOHATHH.

— npaBWIbHO BBIMOJIHWI OT 90% 10 100% TecTOBBIX 3aaHUi

OO0yuaromuiicst:

— TBEP/IO YCBOMJI MPOTPAMMHBIA MaTepHall, TPAMOTHO U TI0 CYIIECTBY
M3JIaraeT ero, ONMupasich Ha 3HAHUS OCHOBHOU JIUTEPATYPHI,

— HE JIOMYCKAaeT CYNIECTBEHHBIX HETOYHOCTEH;

«XOpOIIIOY — YBSI3BIBACT YCBOCHHBIC 3HAHUS C MPAKTHYCCKOW JCSITEIBHOCTHIO
«3aYTCHO» HaIpaBJICHUS;

— apTYMEHTUPYET HAYIHBIC TIOJIOKEHUS;

— JIeJIaeT BBIBOIBI M 000OIIEHHS;

— BJIQJICET CUCTEMOM CIIeUAIN3UPOBAHHBIX MTOHITHH.

— IpaBWJILHO BRIMOJIHWI OT 70% 10 89% TecTOBBIX 3agaHui

*%

— o0yyarouuiicss yCBOWJI TOJIbKO OCHOBHOW IPOrpaMMHBIA MaTepua,
[0 CYLIECTBY M3JaraeT €ro, ONMpasch Ha 3HAHUS TOJIBKO OCHOBHOM

JIUTEpaTyphl;
— JIOITyCKAeT HECYILECTBEHHbIE OIMOKN U HETOUHOCTH;
«yHOBJIETBOPUTENIBHO» | — UCMIBITBIBAET 3aTPyJHEHHUS B IPAKTUYECKOM IPUMEHEHUM 3HAHUHN
«GaYTEHO» HaIlpaBJICHNUS,

— cnabo apryMeHTHPYET HayYHBIE MOJI0KEHHUS,

— 3aTpyAHsieTcsa B (OpMyIMpPOBAHUU BBIBOJOB U 0000IIECHUI;

— YaCTUYHO BJIAJICET CUCTEMOM CIIEIMATU3UPOBAHHBIX HOHS["I;I;II\/'I.
— IPaBUJILHO BBRIMOJTHMWI OT 51% 1m0 69% TecToBBIX 3a1aHMI

— o0yyarouuiicss He YCBOWJI 3HAYUTENBHOM YacTH MPOTPaAMMHOIO
MaTepuana,
— JIONyCKaeT  CYIIECTBCHHBIE  OIMMUOKM W  HETOYHOCTH  TIPH
«HEYJIOBJICTBOPUTEILHO» | PACCMOTPEHUH MPOOJIEM B KOHKPETHOM HaIPABIICHHUM;
«HE 3aUTCHO» — UCTIBITHIBAET TPYAHOCTH B MPAKTUYECKOM MPUMEHEHUH 3HAHHIA;
— HEe MOKET apryMEHTHPOBATh HAYYHBIE TTOJTOXKEHUS;
— He GOpMYITUPYET BHIBOJAOB M 0000IIEHUH.
— IPaBUJILHO BBIMOJIHWI MeHee 51% TeCTOBBIX 3a/laHUM

*%

10.3. TunoBbie KOHTPOJIbHBIC 33aHUS WIIK MHBIE MAaTePUAIIbI.
Bormpocs! (3agaun) nmst sKk3amMeHa mpeicTaBlieHbl B Tadumie 15.

Tabnuma 15 — Borpocs! (3amaun) 115 9K3aMeHa

Ko
Ne n/mt Ilepeuenp BonpocoB (3a7au) 1uis SK3aMeHa A
WHAMKATOpa
1 [Tonsitue nndopmannonnoit 6ezonacuoctu (Mb) u ocnoBusie | OIIK-3.3.1

TEPMUHBI (3aIUTa, YTPo3a, YI3BUMOCTB).

Tpuana CIA (Confidentiality, Integrity, Availability):
KOH(HIEHIIMATIBHOCTb, LIEIOCTHOCTD, IOCTYITHOCTh —
MOHATHUE W TPUMEPHI HAPYIIICHUH.

[Ipennoceiiky 1 1enu odecrneyeHus: HHPOPMaIMOHHON
0€30I1aCHOCTH.

Busl nHpOpManoHHOM 6€30MaCHOCTH: MEPCOHATIbHAS,
KOpITOpaTHBHAS, TOCYAapCTBEHHASI.

OOBEKTHI U CYOBEKTHI 3aIIUTHl HHPOPMALIUH.




JloxTpuHa nHGOpMAIIMOHHON Oe30macHOCTH Poccuiickoi
®denepanuu (OCHOBHBIC MTOJIOKCHHS).

NudopmanronHas 6€301macHOCTh YeJI0BEKa U OOIIECTRA.
KomMIbroTepHbIe IPeCTyIUICHUS: ONpeeiiCHuE,
KJ1acCU(UKALUA U OCHOBHBIE TEXHOJIOTHH COBEPILICHUS.
CoBpemenHas koHrenius ooecneuenus Ub.

Pounb yenoBeveckoro pakTopa B obecrieueHUU
MH(POPMALIMOHHOM 0€30MaCHOCTH.

Kiaccudukanus yrpo3 nHGOpMaIMOHHONH 0€3011aCHOCTH
(MCTOYHUKH, 1IEJTH, BUJIBI BO3ICHCTBHS).

OcHOBHbIE KaHAJIbI YTEYKU HHPOPMAIUH.

TexHu4yeckue KaHAIBI YTEYKU HHPOPMAIIUH: TIOHSATHE U
CHOCOOBI 3aIIUTHI.

Bunel cereBbix atak. DoS, DDoS, Man-in-the-Middle
(MITM).

CoumanbHast ”HXXEHEPHUS: METOJIBI U CTIOCOOBI
IIPOTUBOJCHCTBUS.

BpenonocHoe nporpamMmmHoe o0ecriedeHue: BUPYChl, YUEPBH,
TposiHbl, Ransomware.

VYrpo3bl 6€301aCHOCTH MEPCOHATIBHBIX JIAHHBIX.

YTpo3bl KOMMEpPYECKON TallHbl U UHCAUIEPCTBO.

MeTobI OIIEHKH PUCKOB HH(POPMAIIMOHHON 0€30MacHOCTH.
Uro Takoe ysa3BUMOCTH (vulnerability) u yem ona otnuvaercs
OT yrpo3bl?

[TonmuTrka 6e30macHOCTH UH()OPMAILIMIOHHON CUCTEMBI:
Ha3HA4YeHHUE U CTPYKTYpa.

Mertobl ayTeHTUDUKAIMY U UISHTU()UKALMY 110JIb30BaTeNei.
Bunel ayrentuduxanum (onHopakTopHas, AByX(paKkTopHas,
MHOTO()aKTOpHas).

JluckpeMoHHas U MaHJaTHast MOJIENU YIIPaBJICHUSI JOCTYIIOM.
MexaHu3MBl 3aLUTHI: TEXHUYECKUE, IPABOBBIE,
OpraHMU3aIOHHBIE.

Kpunrorpaduueckue MeTo bl 3a1IUThl HHPOPMALUU
(cMUMMETpHYHbIE U ACUMMETPUYHBIE).

XemupoBaHUE: MOHATUE U UCTIOJIB30BAHKE JUIsl TPOBEPKU
L[EJIOCTHOCTH.

Me:xceresble 3kpanbl (Firewalls): ¢yHkiuu, TUnbI (akeTHbIE,
YPOBHS IPUJIOKEHHUI).

OIIK-3.3.3

CucteMbl 0OHapYKEeHUS U MPeIOTBPAILEHHs BTOPKEHUN
(IDS/1PS).

AHTHBUpYCHAs 3aIlUTa: IPUHLIUIBI paOOTHI.

VPN (BupTyanbHbIC YaCTHBIE CETH) — Ha3HAYCHUE U BUJIBI.
PezepBHoe xonupoBanue (Backup) kak cpenctso
o0ecrniedeHus JOCTYITHOCTH JIaHHBIX.

be3zonacuocth GecripoBoHbIX cereit (Wi-Fi).

3amuTa MOOMIIBHBIX YCTPOMCTB.

3amura nHGOpMAaLUU B 00JAUHBIX BRIYMCICHUIX
[IpaBoBble MeTOBI 00ecniedeHnst UHHOPMALTMOHHON
0€30MacCHOCTH.

3akonogarensctBo PO B obnacTu 3amutel napopmanuu (O3-
152, ©3-149).

['ocypapcTBeHHas 1 KOMMepYecKas TaliHa: IIOHATHE W 3allNTA.

OIIK-3.V.1




[TepconanbHbIC JaHHBIC: KJIAaCCU(MUKAIUS U TPABOBOM PEKUM
3aIIUTHI.

Crannaptsl B 001acT MHGOpMAMOHHON 6€3011aCHOCTH
(I'OCT P UICO/M3K 27001).

Cuctema 3amuThl HHGOPMALIUU OPTaHU3ALMU: CTPYKTYpPa U
MPUHITUIIBI CO3/JAHMUS.

O1eHKa PUCKOB: ONPENIEIEHUE, ITAIBI.
bu3Hec-HenpephIBHOCTD U BOCCTAHOBJICHHUE TTOCIIE
uniuaeaTos (BCP/DRP).

OOyuenue nepcoHanga OCHOBaM KnOepOe30macHOCTH.
Aymut 6e301macHOCTH UH(YOPMAIIMIOHHON CUCTEMBI.
[Tpununst padots [Psec.

Mertoab! 3auThl OT CHU((HUHTA TAKETOB.

Mertoab! ycrpanenus yrpo3sl [P-crydunra.

ATtaku Ha ypoBHe npmiokeHu# (SQL-unbekuun, XSS).
@ummHr: onpeneneHue, Buabl (smishing, vishing) n
IIPU3HAKH.

Bormpocsr (3amaun) nis 3avera / qudd. 3adera npeacTaBieHsl B Tadauie 16.
Tabmuna 16 — Bonpocs! (3agaun) nis 3adera / qudd. 3adera

Kon

No i/t Ilepeuens Bompocos (3amay) s 3auera / nudd. 3adera
p P (sanas) 1 pd HHIUKATOpa

V4eOHBIM IJIAaHOM HE MpeaAyCMOTPCHO

[lepeuens Tem ISl BHIMOTHEHUSI KypCOBOTO MPOEKTa/ KypCOBOM pabOThl MpeCTaBICHBI
B TaOauIe 17.
Tabnuna 17 — Ilepeyerb TeM Ui BHITOJHEHUS! KYPCOBOTO MPOEKTA / KypCOBOM pabOThI

Ne 11/t [TpumepHBIii TepedeHs TEM JIJIsl BHITTOJIHEHHS KYPCOBOTO MPOEKTa/ KypCOBOM
B paloThI

Y4eOHbIM MJIaHOM HE IPEIYCMOTPEHO

Bompocsl 111 mpoBeneHHsT TPOMEXKYTOYHOM aTrTecTallii B BHUJIE TECTUPOBAHUS
IpeJICTaBICHBI B Ta0wmie 18.

Tabmuna 18 — [IpumepHBIii IepeueHb BOITPOCOB JJIsI TECTOB

. Kon
Ne n/n IIpuMepHBIii IepedeHb BOIIPOCOB ISl TECTOB
WHIMKaTopa
1 1) K npaBoBbIM MeTO/1aM, 00€CTIeUnBAIOIMM HH(POPMALIMOHHYIO OIIK-3.3.1

0€301aCHOCTb, OTHOCSITCS:

- PazpaboTka anmnapaTHBIX CpeJCTB 0OecreueH sl TPaBOBbIX JaHHBIX

- Pa3paboTka n ycTaHOBKA BO BCEX KOMITHIOTEPHBIX IPABOBBIX CETIX
JKYpPHAJIOB y4yeTa JCHCTBUN

+ Pa3paboTka 1 KOHKpETH3aIHs TPABOBBIX HOPMATHBHBIX aKTOB
obecrieyeHus: 6€30MaCHOCTH

2) OCHOBHBIMU UCTOYHUKAMU yIpo3 HH()OPMALIMOHHON O€301MaCHOCTH
SBJISIIOTCS BCE YKa3aHHOE B CITUCKE:!

- XUIIeHUE KECTKHX JINCKOB, MOJIKIIOYCHUE K CETH, HHCAIEPCTBO

+ IlepexBar JaHHBIX, XUILEHUE JAHHBIX, U3MEHEHHE aPXUTEKTYPHI
CHCTEMBI

- XuIleHue JaHHbIX, MOAKYI CUCTEMHBIX 3 IMUHUCTPATOPOB, HAPYIIEHUE
perinameHTa paboThl

3) Buabl uHopMaIioHHOH 0€30MacHOCTH:




+ IlepconanbHasi, KOpopaTuBHasi, FOCy1apCTBEHHAs

- Knnenrckas, cepBepHasi, cereBas

- JlokanbHas, rno0anbHast, CMEIIaHHAS

4) lHenn napOpMAIIMOHHOW OE30TTACHOCTH — CBOCBPEMEHHOE
oOHapyKeHHe, IPeTyIpexKICHUE:

+ HECaHKIIMOHUPOBAHHOTO JOCTYIA, BO3JACUCTBUS B CETH

- HHCaliJIepcTBa B OpraHU3aliu

- Upe3BBIYANHBIX CUTyalUl

5) OcHoBHBIE 00BEKTHI HH(DOPMAITMOHHOM 0€301TaCHOCTH:

+ KoMmmbrotepHbie ceTH, 0a3bl JaHHBIX

- UudopmanioHHbIe CUCTEMBI, IICUXOJIOTUYECKOE COCTOSHUE
II0JIb30BaTENIECH

- busnec-opueHTHpOBaHHBIE, KOMMEPUYECKHE CUCTEMBI

6) OcHOBHBIMU prUCKaMH UH()OPMAIIMOHHOW OE30MACHOCTH SIBIISTFOTCS:
- Uckaxxenue, ymeHbIIeHHE 00beMa, MEPEKOAUPOBKA HHPOPMAIIUN

- TexHnueckoe BMENIATENbCTBO, BBIBEIEHUE U3 CTPOSI 000pYy10BaHUS
CeTH

+ IoTeps, NCKakeHUe, yTeuka HH(OopMaIiu

7) K ocHOBHBIM mpuHIIUIIaM oOecrieueHus: THPOPMAITMOHHON
0€30MacCHOCTH OTHOCHUTCSI:

+ DxoHoMu4ecKor 3((HEKTUBHOCTH CUCTEMbI 0€30IaCHOCTH

- MHorormiathopMeHHOH pearn3aiui CUCTEMbI

- Ycusenust 3alIUIIEHHOCTH BCEX 3BEHbEB CHUCTEMBI

8) OcHOBHBIMH CyOBEKTaMU HHPOPMALIMOHHOM O€30MaCHOCTH
SIBJISIFOTCSL:

- PYKOBOJUTEIN, MEHEKEPhI, aIMUHUCTPATOPbI KOMIAHHUN

+ oprassl IpaBa, TOCy1apcTBa, Ou3Heca

- ceTeBble 0a3bl JTaHHBIX, (PaepBOILIIBI

9) K ocHOBHBIM (DyHKIIMSIM CUCTEMBI O€30M1aCHOCTH MO>KHO OTHECTH BCE
MIEPEYUCIIEHHOE:

+ YcTaHOBIEHUE periiaMeHTa, ayAuT CUCTEMBI, BBISIBICHUE PUCKOB

- YcTaHOBKa HOBBIX O()MCHBIX MPHIIOKEHUH, CMEHA XOCTHHT-KOMITAaHUT
- Baenpenue ayreHTudukaim, mpoBepku KOHTAKTHBIX JaHHBIX
I0JIb30BaTENEN

TECT

10) Ipuniunom nHGOPMAIIMOHHON OE30MACHOCTH SBIISETCS IPUHIIUTL
HEJOMYILEHUS:

+ HeonpaBnaHHBIX OrpaHUYeHH MTPH paboTe B CeTH (CUCTEME)

- PrckoB 0€3011aCHOCTH CETH, CHCTEMBI

- [Ipe3ymnumu cekpeTHOCTH

OIIK-3.3.3

11) [IpyHIMTIOM NOAUTUKYA UHPOPMALMOHHOW OE30MIACHOCTH SIBIISETCS
TIPHUHITATL:

+ HeBO3MOXKHOCTH MHUHOBATh 3aIllUTHBIE CPEJICTBA CETH (CHCTEMBI)

- YcuseHust OCHOBHOI'O 3B€HA CETH, CHUCTEMBI

- [TonmHOTO GIIOKMPOBAHMUS AOCTYNA MIPU PUCK-CUTYAIHIX

12) IlpuHIMnoM noiuTUKU HHOOPMALIMOHHON OE30MaCHOCTH SIBJIETCS
MPUHIUI:

+ YcuneHnus 3aluieHHOCTH CaMOT0 HEe3alIMILEHHOTO 3BE€Ha CETH
(cuctemnl)

- [lepexoma B 6e30macHOe COCTOSIHUE PAOOTHI CETH, CUCTEMBI

- [TonHoro gocrymna nosp30Bareae KO BCEM pecypcaM CETH, CUCTEMBI
13) IlpuHimnoM noMuTUKU HHOOPMAIIMOHHON G€30MMACHOCTH SIBJIIETCS

OIIK-3.V.1




TIPUHIIMII:

+ Paznenenus nocryna (00s3aHHOCTEH, IPUBHIIETHIA) KITMECHTaM CETH
(cuctemsr)

- OIHOYPOBHEBOM 3alUTHI CETH, CUCTEMBI

- COBMECTHUMBIX, OJTHOTHITHBIX IPOrPAMMHO-TEXHUYECKUX CPEJICTB CETH,
CUCTEMBI

14) K oCHOBHBIM THIIaM CPEJICTB BO3JCHCTBUS Ha KOMITBIOTEPHYIO CETh
OTHOCHUTCSL:

- KomnsrotepHslii cooit

+ Jloruueckue 3akiIaaku («KMUHBD)

- ABapHilHOE OTKJIFOUEHHE MUTAHUS

15) Korna momyden cram o e-mail ¢ mprIoKeHHBIM (aiiyiom, claeayer:
- [IpounTaTh NpuIOKEHHUE, ECIIU OHO HE COACPKHUT HUYETO [IEHHOTO —
yJaJIUTh

- CoxpanuThb npuiioxkeHue B napke «Crnam», BbIICHUTH 3aTeM [P-anpec
re’epaTopa cramMa

+ Y 1anuTh TUCHbMO C IPUIIOKEHUEM, HE PACKPBIBas (HE YUTasl) €ro

[lepeyeHb TeM KOHTPOJBHBIX PabOT MO AMCHUIUIMHE OOYYAIONIMXCS 3a04HOU (HOPMBI
o0ydeHus1, Ipe/ICTaBICHbI B Ta0mie 19.

Ta6ymma 19 — [lepeyeHb KOHTPOJIBHBIX PadbOT

Ne /i [lepeyeHb KOHTPOJIBHBIX PabOT

He npenycmotpeno

10.4. Meroauueckue  Marepuaibl,  ONPEACISAIOIIME  HPOLEIypbl  OLIEHUBAHMS
WH/IMKATOPOB, XapaKTEPU3YIOMIUX dSTanbl (HOPMUPOBAHMS KOMIIETCHLIUH, COAEpKaTcs B
JOKAJIBHBIX HOpMaTuBHBIX akTax [YAII, pernameHTUpYyOIIMX NOPSAAOK M MPOLEAYPY
IIPOBEJCHUS TEKYLIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXKYTOUHOM aTTecTali 00yJaromuxcs
I'VAIL

11. Meroauyeckue yKa3aHus i 00y4JarOIIUXCs 0 OCBOCHUIO JUCITUTUTHHBI

11.1. Metoauueckue yka3zaHus [ OOYYalOIIMXCS 10 OCBOCHMIO JIEKIMOHHOIO
MaTepuania.

OcHOBHOE Ha3Ha4Y€HHE JIEKIIMOHHOTO MaTepuaia — JIOTUYECKH CTPOHHOE, CHUCTEMHOE,
riyOOKoe U sICHOE H3JIoKeHHe yueOHoro marepuana. HasHadeHune cOBpEeMEHHOM JeKUuu B
paMKax JTUCUUIUIMHBI HE B TOM, YTOOBI MOJYyYUTh BCIO MH(QOPMAIUIO MO TEME, a B OCBOCHUU
(byHaaMeHTaNbHBIX MpoOJeM JUCHMIUIMHBI, METOJOB HAayyHOro IIO3HaHMS, HOBEWUIIMX
JOCTHKEHUI HayyHOW MbIcIU. B yuyeOHOM mpoliecce JIEKIHs BBIIOJIHSAET METO/I0JIOTMYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKIMU. JIeKIUs packpbIBaeT MOHATUIHBIN anmapar
KOHKpETHOM o0jacTu 3HaHUA, €€ MpoOJeMbl, JaeT LeNbHOE MPEJCTaBICHUE O TUCIHUILIMHE,
MOKA3bIBAET B3aUMOCBS3b C APYTUMHU AUCLUIIIIMHAMH.

[InaHupyeMble pe3yibTaThl IPU OCBOEHUU 00YYaIOUTMMUCS JIEKIIMOHHOTO MaTepuana;

— TIOJYyYEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aMMOCBSA3aHHBIX 3HAaHUH, YpPOBEHb
KOTOPBIX ONPEAEIAETCS 1EIEBOM YCTAHOBKON K KayKJJOM KOHKPETHOU TEME;

— TIOJy4YeHHE ONbITa TBOPUYECKOM pabOThl COBMECTHO C MPEINO/IaBaTEIEM;

— pa3BuTHE NpPO(PECCHOHAIBHO-IEIOBBIX  KauecTB, JIIOOBU K  NpeaMeTy U
CaMOCTOSITEIBHOTO TBOPYECKOI'O MBIIIJIEHMS.

— TOsBJIEHHUE HEOOXOAMMOI0 HHTEpeca, HEOOXOAMMOTIO AJIsi CAMOCTOSITENIbHOM paboTHI;

— TIOJy4YyeHHe 3HAaHUNW O COBPEMEHHOM YPOBHE pa3BUTUS HAyKH U TEXHUKH U O
MIPOTHO3€ UX Pa3BUTHSI HA ONMKailline rofbl;




— HAYYUTHhCS METOIUYECKH 00pabaThiBaTh Marepual (BBIICISATH TJIABHBIC MBICIU H
HOJIOKCHUSI, TPUXOIUTh K KOHKPETHBIM BBHIBOJAM, MOBTOPSATH HMX B  Pa3IMYHBIX
dbopmynHupoBKax);

—  TI0Jly4eHHE TOYHOTO OHUMAHUS BCEX HEOOXOAUMBIX TEPMHHOB M MOHSTHIA.

JIeKUMOHHBI MaTepua; MOXET COIPOBOXKIATHCS —JAEMOHCTpAlMed  CIaiIoB U
UCIIOJIb30BAHUEM Pa3/IaTOYHOTO MaTepHhaia IpPH MPOBEACHHUH KOPOTKHX JHUCKYCCHH 00
0COOCHHOCTSIX IIPUMEHEHHS OTISIBHBIX TEMATHK 110 JUCIHILUINHE.

CrpyKTypa NpeaocTaBIeHUs JEKIUOHHOTO MaTepHana;

— M3noxeHue IEKIMOHHOTO MaTepHaa;

— IlpencraBineHue TEOPETUUECKOTO MaTepHaa IMpero/aBaTelieM B BUJIE CIIAiI0B;

— OcBoeHHE TEOPETHYECKOr0 MaTepuaia Mo MPakTHYECKUM BOIIPOCaM;

— CrmcoK BOIPOCOB 10 TEME LISl CAMOCTOSATEIbHON pabOTHI CTYICHTA.

Meroanueckue ykazaHusi 0 OCBOEHHUIO JIEKIIMOHHOTO MaTepuasia UMEIOTCS B U3JaHHOM
Buae B 6ubmmoreke ['YAII Cunapuyk, Auapeit AnekcanapoBuu (KaHJ. TexH. HayK). OCHOBBI
WH(OPMAIIMOHHON 0€30MacHOCTH : y4eOHO-MeToamueckoe mocobue / A. A. Ceunapuyk ; C.-
[TeTep6. roc. yH-T aspokocM. npudopoctpoenus. - Cankt-IlerepOypr : U3n-so I'VAII, 2023. -
94 c. : puc., Tabn. - budmmorp.: c. 90 (12 Ha3s.). - b. 1. - Tekct : HemocpeACTBEHHBII

11.2. Meroauueckue ykazaHusi sl OOYYarOIIUXCS IO BBIIOJHEHUIO J1a00PaTOPHBIX
pabor

B xozme BeIONHEHHS Ja0OPATOPHBIX paboT OOyYArOMIMKCSA JOJDKEH YIrIIyOuTh H
3aKpeNUTh 3HAHMS, NMPAKTHUECKUE HABBIKHM, OBJAJETh COBPEMEHHON METOAMKOW M TEXHHKOU
OKCIIEPUMEHTAa B COOTBETCTBHUH C KBAJTU(HUKAIMOHHONW XapaKTEPUCTHKONW OO0YyJaromerocs.
Beinonnenue 1abopaTopHbIX pabOT COCTOMT M3 3KCIIEPUMEHTAIbHO-IPAKTUYECKOM, pacyeTHo-
AQHAJIMTUYECKON YaCTeH U KOHTPOJIBHBIX MEPOIIPUATUI.

BeinonHenue 51abopatopHbBIX padoOT OOy4aromMMCs SBJISIETCS HEOTHEMJIEMOH 4YacThIO
U3YYEHUS JUCLUIUIMHBI, ONIpENesiseMOol Yy4eOHbIM IUIAaHOM, M OTHOCHUTCS K CPEICTBaM,
o0ecreynBaroIuM pelIeHue CcIeIyIOIUX OCHOBHBIX 3a/1a4 00y4aroIerocs:

— TpuoOpeTeHHe HaBBIKOB MCCIEAOBAaHHSA IMPOLECCOB, SBIEHUH U OOBEKTOB,
M3Yy4aeMbIX B paMKax JJaHHOW JUCIUIINHBI,

— 3aKpeIUICHHE, PAa3BUTHE U JETAN3aldsg TEOPETUYECKUX 3HAHUMN, TOJYYEHHBIX Ha
JEKIUSX;

— ToJIyueHHe HOBOM MH(OpMAIMH [0 N3y4aeMOH TUCIUILIUHE;

— TIpHOOpeTeHHe  HaBBIKOB  CAMOCTOSTEIbHOM  paboThl ¢ J1abOpaTOpHBIM
000pyI0BaHUEM U IPUOOPaAMHU.

3ananue u TpeOOBaHUS K NPOBEACHHUIO JIA00PATOPHBIX PadoT

— B 3aganuu gomxHO OBITH UeTKO chopmMyIupoBaHa 3a1a4a, BeinoaHseMas B JIP;

— OnucanHbl BXO/HBIE U BBIXOJHBIC TaHHBIE 15 TIpoBeaeHus JIP;

— JIP gomxHa BBITIOJHATHCS HA OCHOBE TIOJIYYCHHBIX TEOPETUUECKUX 3HAHMSIX

— Bemonnenune JIP 10/DKHO OCYIIECTBIATBCA HAa OCHOBE METOAMYECKUX YKa3aHHM,
MPEA0CTABIIIEMbIX MPETOJaBATEIEM;

— JIP gomxHa BBIMOJIHATHCS B CIIEIUATM3UPOBAHHOM KOMITBIOTEPHOM KJIaCCE€ U MOKET
OBITH TOpaboTaHa CTYJIEHTOM B JJOMAIIIHUX yCIOBUSX, eciu 1mo3Boiiset [10;

— Hrorom BeimosineHHo# JIP sBiseTcs oTyer.

Crpykrypa u ¢popma ordera o 1adopaTopHoii padore

— IlocranoBka 3amadm;

— BXxomHbIe U BRIXO/IHBIE TAHHBIC;

— CopeprkaHue 3TaoOB BBHITOTHEHUS;

— O0ocHOBaHMeE MMOJIYYEHHOTO pe3yibTara (BBIBON);



— CHHCOK UCTIONIb3YeMOH TUTepaTyphl.

TpebdoBanusi K 0(p)OpMIIEHUIO 0TYETA 0 JIA0OPATOPHOIT padoTe

— JlaGoparopnas pabota (JIP) mpenocraBiseTcsi B me4aTHOM/UITU SJIEKTPOHHOM BHJIE;

— JIP nomxHa COOTBETCTBOBATH CTPYKTYpE U (JOpME OTUETA IPEACTABICHHON BHIIIIE;

— JIP pomxna umerh tuTynbHBIM Juct (I'OCT 7.32-2001 wsmanust 2008 roma) c
Ha3BaHUEM U TOAMHUCKHIO CTyIeHTa(0B), KOTOPBIH(bIe) ee caenan(u) u odpopMui(u);

Crynent noskeH 3amutuTh JIP. OTMeTka o 3amuTe J0JKHA HAXOAUTHCS HA TUTYJIBHOM
JIMCTE BMECTE C MOIMHUCHIO MPETIOAaBATENS.

11.3. Meroauueckue yKazaHus JUIsi 0OyYalOUIMXCS 10 MPOXOKACHUIO CAMOCTOSITEIHHON
paboThI

B Xxoje BBITIOTHEHUS CaMOCTOSTEIBHONW pa0OThI, OOYUYAIONIUICS BBIMIOIHSAET PaboTy 1O
3aJJaHUI0 U TIPU METOAMYECKOM PYKOBOJCTBE IpErojaaBaressi, HO 0e3 ero HemocpeICTBEHHOTO
y4acTusl.

B mporiecce BBINMONMHEHHS CaMOCTOSITENBHON paboThl y oOydaromierocs (opmupyercs
1enecoo0pa3Hoe MIIaHUPOBaHUE PabOUEro BpeMeHU, KOTOPOE MO3BOJISIET EMY pa3BUBaTh YMEHUS
U HaBBIKM B YCBOGHHUM U CHCTEMAaTH3allMU MPUOOpETaeMbIX 3HAHHI, OoO0ecreunBaeT BBICOKUMN
YPOBEHb YCIEBAEMOCTH B TepuOJ OOydYeHHs, IOMOTAeT IIOJYYUTh HABBIKH IOBBIIICHUS
pohecCHOHANBLHOTO YPOBHSL.

MeroauyeckuMH ~ MaTepHallaMH,  HANpaBJSIIOIIMMU  CaMOCTOSITENIBHYIO — paboTy
00y4JarOIIUX CASBISIOTCS:

— y4eOHO-METOAMYECKUI MaTepual Mo JUCIUILINHE;

— METOIUYECKHE YKa3aHHUsS MO BBIMOJIHEHUIO KOHTPOJIBHBIX PadoT (Mg 00ydJarommxcst
10 32049HOM (hopMe 00ydeHUs).

11.4. Metoauueckre yKazaHus JUIsl OOYyYaroIIMXCS MO MPOXOXKACHUIO TEKYILIEro
KOHTPOJISI YCIIEBAEMOCTH.

Texkymuil KOHTPOJIb YCIEBAEMOCTH NIPEIyCMaTpPUBAET KOHTPOJIb KayecTBa 3HAHUU
00yyYaroImuxcsl, OCyIIECTBISEMOI0 B TEUEHUE CEeMecTpa C IIeJbI0 OLCHMBAHUS X0Jla OCBOEHUS
JUCIUIIIAHBL.

JUis  yCHEUIHOrO TMPOXOXAEHUS TEKYLIEro KOHTPOJs HEOOXOAMMO BBIMOJHUTH
nabopaTopHble pabOThI, 3arPy3UTh UX B JTUYHbIN KAOMHET U MPOUTH MPOLEAYPY 3aIIUTHI KaX 01
paboThl. O1ieHKH 3a pabOThI BHICTABIISIOTCS 10 MATHOATUIBHON IIKaJIe.

11.5. Metoauueckue yka3zaHus Al OOy4arolIuXcs MO MPOXOXKICHHUIO MPOMEKYTOUHOMN
aTTeCTalu.

[IpomexyTouHas  artectanus  OOydalOImIUXCs — MpeAycMaTpUBaeT  OIICHHBAHHE
MPOMEKYTOUHBIX U OKOHYATENIbHBIX PE3yJbTaTOB OOy4eHHS MO AucHuIUInHEe. OHA BKIIIOYAET B
ceOs:

— D9K3aMeH — ¢opMa OIEHKM 3HAHWM, TOJYYCHHBIX OOy4YalomUMCs B TIpoOIlecce
W3Yy4EeHUs BCEHW MUCITUIUIMHBI UM €€ YacTH, HAaBBIKOB CaMOCTOSITEIFHOW padOThI, CIIOCOOHOCTH
NPUMEHATh MX JJis pEHIeHUsl MPAKTHUECKUX 3ajad. JK3aMEH, Kak MpaBWIO, MPOBOJUTCS B
MeproJ; HK3aMEHAIMOHHOM CECCHMM WM 3aBEPIIACTCS aTTECTAIMOHHOMW OIEHKON «OTIUYHO»,
«XOPOLIOY, KYJOBIETBOPUTEILHOY, «HEYIOBIETBOPUTEIHHOY.

JUis  yCHemHOTO NPOXOXACHUS TMPOMEXKYTOYHOM aTTecTallud HeoOXoauMo  3a
3alUIICHHBIE  JIA0OpaTOpHBIE pPabOThl TMONYYHTh HMHTETPajIbHYI0 OLEHKY HE HIDKe
«YZIOBJICTBOPUTEITLHO.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHeCceHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.
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