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AHHOTaUs

Jucuumnuzaa «OcHOBBI MHPOPMAIIMOHHOM 0€30MacHOCTH» BXOAMUT B 00pa30BaTEIbHYIO
pOrpaMMy BBICIIETO0 00pa30oBaHUS — MPOTPaMMy CICIHAIUTETA M0 HAMIPABICHUIO TOITOTOBKU/
crenpanbHOCTH 25.05.03 «TexHudeckas 3KCIUTyaTalys TPAHCIIOPTHOTO Pagnoo00pyI0BaHUS
HaMpaBJICHHOCTH/CIICIIUATA3AIUN «Texunueckas AKCILUTyaTalus PaaNO3JIEKTPOHHOTO
000pyI0BaHuUs a3pONOPTOB U BO3AYIIHBIX Tpaccy. ucuumiuna peanusyercs kadenpoi «Ne33».

JucuuminHa HameneHa Ha GOPMHUPOBAHKE Y BBITYCKHUKA CIICIYIOIIUX KOMIICTCHITUN :

OIIK-3 «CrocobeH MOHMMATh MPUHIHUIBI PAaOOTBI COBPEMEHHBIX HH(POPMAIIMOHHBIX
TEXHOJIOTHI U UCTIOJIL30BaTh UX JUIS PEIICHUS 337124 MPOEeCCHOHAITBHOMN IeATeThHOCTHY

CopepxaHue AMCUUIUIMHBI OXBATHIBAE€T KPYT BOIPOCOB, PACKPBIBAIOIIMX CYIIHOCTb U
3HaueHue WH(OPMAMOHHOW O€30MacHOCTH W 3aluThl MHPOpPMAIMH, UX MECTa B CHCTEME
HAI[MOHAJIHHON 0e30MacHOCTH, orpezeNeHue TEOPETUUECKHX, KOHIENTYalbHbIX,
METO0JIOTUYECKUX M OPraHU3alMOHHBIX OCHOB 00€CTIeYeHUsI OE30MTaCHOCTH.

[IpenogaBanue AMCHUIUIMHBI MpeAycMaTpUBaeT cienyromue QopMbl OpraHu3aluu
y4eOHOro mporecca: JEKIMH, JIa0OpaTopHbIe padOTHI, CaMOCTOsITeNIbHas paboTa CTYyACHTA,
KOHCYJIbTAIIHH.

[Iporpammoit AMCHUIUIMHBI TPEAYCMOTPEHBI CIEAYIONINE BHUIbI KOHTPOJIS: TEKYIIHI
KOHTPOJIb YCIIEBAEMOCTH, IIPOMEKYTOUHAs aTTecTanus B opme 3K3ameHa (8 cemectp).

OO0mast TpyA0eMKOCTh OCBOSHUS JMCIMILIMHBI COCTaBIseT 3 3adeTHhIX eawHmibl, 108
YacoB.

SA3bIK 00y4YeHUs 10 AUCIHUILUINHE «PYCCKUH »



1. TlepedeHb IIAHUPYEMBIX PE3YJILTATOB OOYUEHHUS 110 TUCIUILIIMHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

JlMcIUIUIMHA UMEET CBOEH LIeNbI0: 00ECIEeUNTh BBHIOJHEHUE TPEOOBAHMM, N3T0KEHHBIX

B (esiepaIbHOM rocy1apCTBEHHOM 00pa30oBaTeIbHOM CTAHAAPTE BBICLIETO MPOPECCHOHATBLHOIO
oOpa3zoBanus. M3ydyeHue MUCHMIUIMHBI HANPaBICHO Ha (POpPMUPOBAaHUE MEPEUHCICHHBIX HIKE
3JIEMEHTOB 001eNPOpECCUOHAIBHBIX KOMIETEHIIH.
Taxoke 1ensIMU OCBOCHUS AUCHUIUTMHBI «OCHOBBI HH(POPMALIMOHHONW OE€30MAaCHOCTHY SIBISIOTCS
PACKpBITHE CYIIHOCTH U 3HaYCHUs HH(POPMALIMOHHOHN 0€30MaCHOCTH U 3aIlUThl HH(MOPMAIUH, UX
MecTa B CHCTEeME  HAlMOHAIbHOM  0€30IacHOCTH,  OINpENEeNeHHE  TEOPETHYECKHUX,
KOHIIENITyaIbHbIX, METOI0JIOTHYECKUX M OPraHU3allMOHHBIX OCHOB obOecneueHusi 0€30MacHOCTH
uHpopManuy, KiIacCupuKanuMs W  XapaKTEPUCTHKH  COCTABISIOMIMX  HMH(OPMAIMOHHON
0€30I1aCHOCTM ¥ 3alUThl MH(POpPMALMU, YCTAHOBJIEHHE B3aUMOCBA3M M  JIOIMYECKOH
OpraHu3alliy BXOSIINX B HUX KOMIIOHEHTOB.

1.2. JlucumnivHa BXOIUT B COCTaB 00s3aTeIbHON YacTU 00pa30BaTeIbHOIN MPOrpaMMBI
BhICIIero oopazosanus (naiee — OIT BO).

1.3. TIlepeueHb mIaHUPYEMBIX PE3yJbTATOB O0YyUEHHS 110 AUCLUIUINHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMH pe3ynbTratamu ocBoeHust OIT BO.

B pe3ynbrare M3ydyeHus AUCLMILIMHBI 0OydaroUuiics AODKEH 00janaTh CieIyHOLUMU
KOMIIETEHIIMSIMU WJTH WX 9acTsMH. KoMIeTeHIMu 1 WHAMKATOPHI UX JOCTHKCHHS TPUBEICHBI B
Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIMIA U HHANKATOPOB MX JOCTHKCHHS

Koxn u
Kareropus (rpymnna) Kom n HaumMeHoBaHre HHIUKATOpa
HanMEHOBAHUE
KOMIIETEHIINHU ITOCTHIKEHUS KOMIIETEHIIUN
KOMIIETEHIINHU

OIIK-3.3.1 3HaTh NOPsAI0K pabOTHI C
BBIYHCITUTEIILHON TEXHUKOM, (HaliioBOH
CUCTEMOM, OCHOBHBIE (hOpMATHI
IIPEJICTaBICHUSI AJIEKTPOHHON rpadruyeckoit
U TeKCTOBOW MH(OPMAIUH, BHUIBI,
Ha3HA4YeHME U MOPSAAOK IPUMEHEHUS

OIIK-3 Coocoben N N
YCTPOMCTB BBIBOJIA TpapruecKoi U

MOHUMATh .
TEKCTOBOM MH(pOpMaLMK, TOPAJOK pabOTHI €
HNPUHIUIBI pabOTHI .
AJIEKTPOHHBIM apXUBOM TEXHUUYECKOHN
COBPEMEHHBIX N
ObmenpodeccruoHanbHble | HHGOPMAIIMOHHBIX
wenpod $op uu OIIK-3.3.3 3HaTh NPUHLHUIIEI PAOOTHI
KOMIIETEHIIUU TEXHOJIOTHI U

COBPEMEHHBIX MH()OPMAIIMOHHBIX
TEXHOJIOTUH, BKITFOYAst METOIbI
UCKYCCTBEHHOT'O MHTEJJIEKTa

OI1K-3.Y.1 ymeTs ucnoib3oBath
NEPCOHATBHYIO BBIYMCIUTEIbHYIO TEXHUKY
JUTSL pabOTHI C DTIEKTPOHHBIMH JJOKYMEHTAMHU
Y TIPUKIIATHBIMU TIPOrpaMMaMi, BHEITHUMU
HOCHUTEIISIMU HH(OPMAITUH U YCTPOHCTBAMHU
BBO/1a-BbIBO/Ia TEKCTOBOM U Tpaduueckont
nH(popManuu

UCTIOJIB30BaTh MX
JUTSL PEIICHUs 3a71a4
npodeccuoHaNbHOM
JCSITeTbHOCTH

2. Mecro nucuumianHsl B cTpykType OI1
JucnurnnuHa MokeT 6a3upoBaThCsl HA 3HAHUSAX, PaHee MPUOOPETEHHBIX 00YJIarOITUMUCS
IIPYU U3YYEHHUH CIENYIOIIMNX AUCLUTIINH:
— «HuadopmaTura,
— «UH}opMalOHHBIE TEXHOIOTHH




3HaHu,
CaMOCTOSTEIILHOE 3HAUCHHE.

MOJIYYCHHBIC TIpH HU3YUYCHUU MaATCpUalia HaHHOﬁ JUCHUITIINHBI,

3. OO0BEM H TPYJOEMKOCTh JUCIUILTAHBI
JlanHbie 00 00IIeM 00beMe MUCHHUILUIUHBI, TPYIOEMKOCTH OTACIBHBIX BHIOB y4eOHOMN
paboTHI MO TUCHHUIUIMHE (M paclpeieieHUue ITOM TPYIOEMKOCTH 110 CEMECTPaM) MPECTABICHBI B

Tadymue 2.

Tabmuna 2 — O6beM U TPYIOEMKOCTh TUCIUIIITNHbI

TpynoemMKocTs 1o
Bun yuebnoit pabotsl Bcero ceMecTpam
Ne8
1 2 3
Oowan mpyooemKocmp oucCyunIuHbl, 3/ 108 3/ 108
3E/ (uac)
U3 Hux uacoe npakmuyecKkoil no020moeKu
AyoumopHhule 3anamus, BCETO vac. 10 10
B TOM YHCIIC:
nekiuu (JI), (dac) 6 6
npakTudeckue/cemunapckue 3anatus  (I13),
(dac)
nabopaTtopHbie paboTs (JIP), (uac) 4 4
KypcoBoii mpoekT (padota) (KII, KP), (gac)
9K3aMeH, (Jac) 9 9
Camocmoamenvnan paboma, Bcero (4ac) 89 89
Buo npomesxxcymounoit ammecmayuu:. 3a4er, K3 K3
. 3auer, sx3amen (3ader, Audd. 3a4, Dk3.) ’ ”

4. ConeprkaHue TUCIUTUTHMHBI
4.1. Pacnpezenenue TpyI0€MKOCTH TUCHUTUIMHEI 110 pa3ieiaM 1 BUAaM 3aHATHMN.
Pa3nensl, TeMbl AUCHUIIIIMHBI U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Tabnuna 3 — Pa3aensl, TeMbl AUCHUIIIINHBL, UX TPYAOEMKOCTh

HUMCIOT

Pa3nensl, TeMBI JUCIMITIINHBI Jlexunn | 113 (C3)) - JIP KIVKP CP (uac)
’ (dac) (dac) (uac) (dac)
Cemectp 8
Pazgen 1. Beenenue B kypc «OCHOBBI 05 8
WHPOPMAITMOHHOHN 0€30MTaCHOCTI '
Pasnen 2. CymHocTh 1 OHATHE HHPOPMAIIMOHHON 05 8
0€e3011aCHOCTH !
Paznen 3. 3navenue nHpOpPMAIMOHHON 0€30MACHOCTH 05 1 8
1 €€ MECTO B CHCTEME Hal[MOHAJIbHOM 0€30I1aCHOCTH !
Paznen 4. CyuHocTh ¥ MOHATHE 3aIMThI HH(QOPMAIIUU 0,5 1 8
Paznen 5. Cocras u xitaccudukaius Hocutenei 1 1 9
3amuIiaeMoi nHopmauu
Paznen 6. [lonsiTHE 1 CTPYKTYpa yrpo3 3alUIaeMoi 1 5 16
uHQOpMAaIH
Paznen 7. OOBEKTHI 3aUTH HH()OPMAITUH 1 16
Paznen 8. Kitaccudukarust BUIOB, METO/IOB U CPEJICTB 1 16
3alKUThl HHPOpMAIHN
HUroro B cemectpe: 6 4 89




Htoro 6 0 4 0 89

IIpakTnyeckass MOATOTOBKA 3aKJIIOYACTC B HENOCPEACTBEHHOM  BBIIIOJHEHUHU
Oo0y4yaromMMHUCST  OMNpPENEeNeHHBIX  TPYIOBBIX  (YHKUWH, CBS3aHHBIX C  Oym;ymien
npoeCCHOHATIBHON 1€ TEIbHOCTBIO.

4.2. CopnepxaHue pa3/iejoB U TEM JICKIIMOHHBIX 3aHSATHI.
ConepxaHue pa3ieiioB M TeM JICKIIMOHHBIX 3aHITHI MTPUBEICHO B Ta0OHIIE 4.

Ta6mmma 4 — ComepxaHue pa3AesioB U TEM JIEKIIMOHHOTO UK

HOMep pasaciia Hazsanwne u COACPIKAHUE PA3a€CIOB U TEM JICKIITMOHHBIX 3aHATUH

Pasnen 1. Beenenue.

IIpeamer u 3amaun Kypca. 3Ha4eHNE U MECTO Kypca B, IOATOTOBKE
CIEIMATMCTOB, IO 3amuTe nHpopmarmn. Hayunas u yueObHas
B3aUMMOCBA3b KypcCa C ApYyruMH JUCHUILIIMHAMU. Pa3zxen1;1 " TEMBI, UX
pacrpenencHue o BUIaM ayJUTOPHBIX 3aHATHH. DopMbl IpoBeaeHUs
ceMuHapcKuX 3aHATHiA. COCTaB M METOAMKA CAMOCTOSTENTLHONU PabOTHI
CTYZIEHTOB I10 U3YUYEHUIO JUCLUIUIMHBI. POpPMBI IPOBEPKU 3HAHUM.
AHanm3 HOPMaTHUBHBIX HICTOYHUKOB, HAYYHOH H y4eOHOH JINTEpaTypHI.
3HaHUs U YMCHHUS CTYAEHTOB, KOTOPBIC JOKHBI OBITH IOIY4EHBI B
pe3ynbTaTe H3ydeHHs Kypca.

Paznen 2. CymHocTs 1 HoHsTHE HH)OPMAIIMOHHOM O€30IacHOCTH
CraHOBIIEHUE U pa3BUTHE MOHATHA "HHPOpPMAIIMOHHAs Oe301acHOCTh" .
CoBpeMeHHBIE TTOIXO0/IBI K OTIpeeNIeHUIO MOHATH. CyITHOCTh
nHPOpMaMoHHOH 6e3omacHocTH. OOBbEKTH HHPOPMAIIMOHHOH
oe3omacHocTU. CBsi3b HH()OPMAIMOHHOM 0€30MaCHOCTH C
nH(popMaTH3amuei odmectsa. CTpykTypa HH()OpPMATMOHHON
6e3omacHocty. Ornpesenenne NOHATH HHGOpMaMOHHAS
0e3omacHoCTh".

Pasnen 3. 3HaueHnue nHOOPMAIMOHHOM 0E30MACHOCTH U €€ MECTO B
CUCTEMEe HAI[MOHATLHOMN 0e30MacHOCTH

3HaueHre UH(HOPMAITUOHHOM, O€30IIACHOCTH JIJIsl CYOBEKTOB
WHQOPMAITMOHHBIX OTHOIICHUH.

3 CBs13bp MeX 1y HHPOPMAILIMOHHOM 0€3011aCHOCTBIO M 06€3011aCHOCTHIO
WH(pOPMAITHH.

[NoHsTHE ¥ COBpEeMEHHAs! KOHIICTIIUS HAITMOHATILHOM 0e30MacHOCTH.
Mecto nHPOPMAITMOHHOM, 0€30MACHOCTH, B CHCTEME HAIIMOHATILHO
0e301MacHOCTH.

Paznen 4. CyniHoOCTh ¥ MMOHATHE 3aIUThI HHOOPMAIIUU
CymiecTByromue NoaX0 bl K COAepKaTeIbHON 4acTH MOHATHS ""3aluTa
uHpOpMauKu" U COCO0BI peau3aliy COAECP)KaTeIbHOM YacTu.
MeTtononornueckas OCHOBa PaCKpBITHS CYIIIHOCTH U ONPEIEIeHUs
MOHATHS 3aUTHI HHPOpMary. DopMbl BRIpaKECHUS HAPYIICHUS
craryca naopmauu. OO0yCIIOBIEHHOCTD CTaTyca HH(OpMAaLUH ee
YSI3BUMOCTBIO.

[onstre ya3sumoctu nHpOpMannu. OopMbI IPOSBIEHUS YI3BUMOCTH
uHpopmarun. Buasl ys3Bumoctr uadopmarmu. [Tonstue "yreuka
uHpopmanun". CooTHomeHne GopM U BUAOB YSI3BUMOCTH
nHpopmarun. ColiepkaresbHas 4acTh MOHITHS "3aluTa
uHpopmMarmn'.

Crioco6 peanuzanuu coaepKaTesIbHON YacTH 3alIuThl HHQOpMAaIHU.
Onpenenenue MoHATHS "3aminTa HHGOPMALUK'", €F0 COOTHOLICHHUE C
nonsitieM, copmynuposanusiM B [OCT P 50922-96. "3amura
nHpopmarr. OCHOBHbBIE TEPMHUHBI U ONpeaeieHus .




Paznen 5. Cocras u kiraccudukaiys HOCUTENEH 3aluIaeMoin
uHbOpMaIUH

[NonsiTre HOCUTENB 3amuInaeMoi nHpopmaryu". COOTHOIICHUE
MEXTy HOCUTEJIEM H UCTOYHHKOM HH(popMmaru. COCTaB HOCUTEICH
3ammumaeMoit uHpopmanun. Crioco0b! GUKCHpOBaHUS HHHOPMAINH B
HOCHUTEIISIX. BUIel oToOpaskeHmsI HHPOPMAIIUK B HOCUTEISIX. MeTO b
BOCTIPOU3BEACHUS OTOOPAKCHHOM MH(OPMAITUU B HOCUTEIISX
uHpopMmari. Hocurenu muchbMeHHOH, BUIOBOM, H3JTy4aeMOM
nHpopmaruu. OmocpeT0BaHHBIE HOCUTETH 3aITHIIaeMOH
nHpopMaru. CBONCTBA M 3HAYCHHUE TUIIOB HOCUTENICH 3allUIacMON
WHPOpPMALIUH.

Paznen 6. [lonsTHe 1 CTPYKTYpa yrpo3 3amuinaeMor nHpopMaIun
CoBpeMeHHbIE TIOAXO0JIbI K MIOHITHIO YIPO3bI 3AIUIIACMO
uHpopMaruu. CBsI3b YIpo3bl 3alIUIIAEMON HHOPMAITUH C
ys3BUMOCTBIO HH(popManuu. [Ipu3Haky U COCTABIISIONINE YTPO3bI:
sIBNICHUs1, (PAKTOPBI, yCIIoBHA. [IoOHITHE YTPO3bI 3alUIIAeMOM
unpopmaruu. CTpyKTypa ABJICHHIA KaK CYIIIHOCTHOTO BBIPKEHUS
yrpo3sl 3anumaemMoi uHpopmaruu. CTpykTypa GpakTopos,
CO3JIAIOIINX BO3MOXKHOCTD JIECTAOMITU3UPYIONIETO BO3ACHCTBHS HA
WH(GOPMAITHIO.

Paznen 7. O0bekThI 3amuThH HHGOpMAMN

[MonsiTre o6bekTa 3amuTel. HocuTenn nHpopManum Kak KOHEYHbBIE
00BbeKTHI 3amUTH. OCOOCHHOCTH OTAETBHBIX BHIOB HOCHTEIEH KaKk
00BEKTOB 3aIUTEHI.

Cocrasn O6’beKTOB XpaHCHHUA MMCbMCHHBIX U BUAOBBIX HOCHUTENeHn
uHpopManuH, mouIekamux 3anmre. CocTaB MOATISKANINX 3aIIUTE
TEXHHYECKUX CPENICTB OTOOpakeHus, 00paboTKH, XpaHEHUS,
BOCIIPOU3BEICHUS nepeaaun nHpopManun. Jpyrue o0beKThl 3aIIUThl
nH(popMarui. BHIBI 1 CIOCOOBI JecTa0MIIN3UPYIOMIETO BO3ISHCTBUS
Ha OOBEKTHI 3aILUTHI.

Paznen 8. Knaccudukanus BUIOB, METOIOB M CPEACTB 3aIUTHI
UHpOpMaIH

Buier 3amuter uadopmaryn, chepst ux aevictus. Kimaccupukanus
METO/O0B 3aIUThl HHPOPMALIUH. Y HUBEPCAIbHBIE METObI 3AIIUTHI
uHpOpMaIuK, 00acTb uX npuMmeHeHus. O0IacTH MPUMEHEHUS
OpraHM3aIlMOHHBIX, KPUNITOrPaQUIECKUX U HHKEHEPHO-TEXHUIECKUX
MeTOJI0B 3amuThl HH(popMarmu. [loHsTHE N KITacCU(UKaIHs CPEICTB
3anuUThl HHQOpManuu. HazHaueHne nporpaMMHBIX,
KpUNTorpadMIecKuX U TEXHUUECKUX CPEJICTB 3aIUTHI.

4.3. Tlpaktudeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHIA U UX TPYAOEMKOCTh IPUBECHBI B TAOIUIIE 5.

Tabnuna 5 — [IpakTudeckue 3aHsATHS U UX TPYJOEMKOCTh

Ne
/o

Templ mpakTH4YEeCKUX
3aHATHI

N3 nux Ne
@opMBI IPAKTUYECKUX | TpyrnOeMKOCTh, |IPAaKTUYECKOH |pa3zaerna
3aHATUH (uac) MOATOTOBKH, | AUCIUI
(dac) JIUHBI

Y4eOHbIM MJIaHOM He MPEAYyCMOTPEHO

Bcero

4.4. JlabopaTopHble 3aHATHUS
Tembr 1a00paTOPHBIX 3aHATHIA U UX TPYJOEMKOCTb TPUBEICHBI B TaOIHIIE 6.




Tabnuua 6 — JIabopaTopHbIe 3aHATHS U UX TPYJOEMKOCTb

N3 Hux Ne
Ne HanmenoBanne 1abopaTopHbIX padboT TpynoeMKOCTS, | MPaKTHUECKOH | pasiena
/1 (gac) MOJATOTOBKH, | JUCIIHII

(dac) JINHBI
Cemectp 8
1. | UccnenoBanue ys3BUMOCTH HH(DOpPMALIUN 1 3
2. | HccnenoBanvie BUIOB YSI3BUMOCTH 1 4
3. | Uccnenoranue hopM yS3BUMOCTH 1 5
4. | IlocTpoenue aJTOPUTMOB COILMANTbHOM 1 6
WH)KEHEPUH U CIIOCOOBI 3aI[UThI OT HUX
Bcero 4

4.5. BBpITIOJIHEHUE KYPCOBOTO MPOEKTa/ KypCOBOM pabOTHI

Y4eOHbIM MJITaHOM HE IPEAYyCMOTPEHO

4.6. CamocrosTenbHas paboTa 00y4aromuxcs
Bunsr caMmocTosiTennbHON pabOTHI B €€ TPYAO0EMKOCTh IPUBEICHBI B Ta0IHIIE 7.

Tabmuna 7 — Bunbel camocTosTenbHON paboThI U €€ TPYAOEMKOCTh

N Bcero, | Cemectp 8,
Bun camocrositensHOM paboTh
yac yac
1 2 3
M3yueHne TeopeTHyecKoro Marepuasia
60 60
nucturuael (TO)
Kypcosoe npoektupoBanue (KII, KP)
PacuetHo-rpaduueckue 3aganus (PI'3)
Brinonnenue pedepara (P)
ITonroroBka K TeKyIeMy KOHTPOJIO 10 10
ycneBaemoctu (TKVY)
Jomamraee 3amganue (/13)
KonTponbubie pabotel 3a0uHnKOB (KP3)
IToaroroBka K mMpoMeXyTOYHOU
19 19
atrectauuu (I1A)
Bcero: 89 89

5. IlepedyeHn yueOHO-METOIUYECKOTO 00ECTICUCHUS
JUIS CAMOCTOSITENIbHON PaboThl 00yYaromuXxcs Mo JUCHUIUTHHE (MOJTYJIIO)
Y4eOHO-MeTOAMYECKHE MaTepHasbl Il CaMOCTOSITEIbHON paboThl 00yJaromMXCsl yKa3aHbl B

I.11. pa3aenoB 6-11.

6. IlepeueHb MEYaTHBIX U ANEKTPOHHBIX YUEOHBIX U3TaHUN
[lepedyeHb MeYaTHBIX U DJEKTPOHHBIX YIeOHBIX M3IaHUH MPUBEIEH B TaOIHUIE 8.

Tabnuua 8— [lepeyeHb Me4YaTHBIX U AJIEKTPOHHBIX YUEOHBIX M3AaHUI

Iudp/

URL bubnuorpapuyeckas ccpuika

azpec

KomuecTso 3k3eMIuIsIpoB B
oubnmiorexe
(KpoMe AIIEKTPOHHBIX

IK3EMIUISIPOB)




004 CBunapuyk, Auapeit AnekcanapoBud (KaH[I. TEXH. 5
C24 Hayk). OcHOBBI HH(POPMAITMOHHOW OE30MACHOCTH :
y4ueOHO-MeToanueckoe mocooue / A. A. CBUHApUYK ;
C.-lletepb. roc. yH-T a3pOKOCM. IPUOOPOCTPOECHHUSL. -
Cankr-Ilerepoypr : U3a-so I'YAIIL, 2023. - 94 c. :
puc., Tabn. - bubnuorp.: c. 90 (12 nass.). - b. 1. -
Tekcr : HenocpeICTBEHHBIN

004.05 | Boponos, A. B. OcHOBBI 3a1IUTHl HHPOPMALIUH: 10
B 75 yueOHoe nocodue/ A. B. Boponos, H. B. Bonommwna.
- CI16.: ’OY BIIO "CIIGI'YAIT", 2009. - 78 c.

004 III | Hagerus, B. ®. 5
22 WNudopmannonnas 6e3onacHocts [ Tekcr]: HaydHo-
nonyssipHas auteparypa / B. @. lllaasrun. - M.:
JMK Ilpecc, 2014. - 702 ¢

X A47 | Sxosen, E. H. IIpaBoBbic OCHOBBI 0OecrieYeHUs 5
nHpOpMaMOHHOM Oe3omacHocTH Poccuiickoit
Oenepannu [Teket] : yuebHoe mocobue / E. H.
SAxogen. - M. : FOpmuturdopm, 2010. - 336 c.

http://e.lanbook.com/books/element.php?pll_id=3032
Hanerun, B.®. 3amuTa nadpopmanuu B
KOMITBIOTEPHBIX CUCTEMAX U CETAX [ DIIEKTPOHHBIN

pecypce] : yueOHOE mocobue. — DIEKTPOH. 1aH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004 M | MenbaukoB, B. I1. 5
48 3amuta undopmanuu [ Tekct] : yueonuk / B. I1.
Menbuukos, A. U. Kynpusisos, A. I'. Cxuprnanse ;
pen. B. I1. MenbuaukoB. - M. : Akagemus, 2014. - 304

C.
004 p Ps6xo, b. . 10
98 Kpunrorpadudaeckne MeTO 6! 3aIUTHI HH()OPMAITAN

[Tekcr] : yue6HOE mocobue / b. S. Psbxko, A. H.
®uOHOB. - 2-¢ u31., ctep. - M. : ['opstuas muHMS -
Temexom, 2014. - 229 c.

http://e.lanbook.com/books/element.php?pll_id=4959
Tutos, A.A. UHxkeHepHO-TeXHUYECKas 3alluTa
nH(opManuu [ DNeKTpoHHBIN pecypce] : yueOHoe
nocodbue. — DnekTpoH. AaH. — M. : TYCVYP
(Tomckuit rocy1apCcTBEHHBIN YHUBEPCUTET CUCTEM
yIIpaBJICHUs U PaIuo3IeKTpoHukn), 2010. — 195 c.

7. TlepedeHb 2IEKTPOHHBIX 00Pa30BaTENbHBIX PECYPCOB
MH(}OPMaLMOHHO-TEJIEKOMMYHUKAIIMOHHOH cetn « IHTepHEeT»
Ilepeuenn JJIEKTPOHHBIX 00pa3zoBaTeNbHBIX pecypcoB UH(pOPMAaIMOHHO-
TEJIeKOMMYHUKAaMOHHON ceTn «MHTepHeT», HEOOXOAUMBIX MJii OCBOCHHUS TUCIHUILIMHBI
npuBeseH B Tabmuie 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX O0pa30BATEIBHBIX PECYpPCOB HHPOPMAIMOHHO-
TEJIEKOMMYHUKAaMOHHOM ceTH «HTepHeT»
URL anpec HaumenoBanue

He npenycmorpeno

8. Ilepeuenp MHPOPMALITMOHHBIX TEXHOJIOTUI



http://e.lanbook.com/books/element.php?pl1_id=3032
http://e.lanbook.com/books/element.php?pl1_id=4959%20

8.1. [lepeyenp mTpOrpaMMHOr0O 0OECHEUEHUs, HCIOIb3YEeMOT0 TMPH OCYIIECTBICHUU
00pa30BaTeNLHOrO MpoIecca MO AUCLUIIUHE.
[lepedeHp UCIONB3yeMOr0 MPOrPaMMHOT0 obecrieueHus npejacrasieH B Taduuie 10.

Ta6ymma 10— [Tepeyersr mporpaMmMHOTO oOecrieueHus

Ne i/t HaumenoBanue

He npenycmorpeno

8.2. Ilepeuenn MH(POPMALOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEMBbIX pu
OCYIIECTBJICHUH 00pa30BaTEILHOTO MpoIiecca Mo AUCIUITITHHE

[lepeyeHp HCMONB3YeMBbIX HH(POPMALMOHHO-CIIPABOYHBIX CHCTEM IMPEJCTAaBICH B
Tabymue 11.

Tabmuua 11— Ilepedyens HHPOPMALMOHHO-CITPABOYHBIX CHCTEM

Ne i/t HanmenoBanue

He npenycmorpeno

9. MarepuaiabHO-TeXHHUYECKas O0a3a
CoctaB MaTepHaTbHO-TEXHHYECKOH 0a3bl, HEOOXOAUMOW JJIsi  OCYIISCTBIICHUS
00pa3oBaTeNLHOTO MpoIiecca 10 AUCIUILTNHE, TPeCcTaBieH B Tabuiel 2.

Tabmuna 12 — CoctaB MaTeprallbHO-TEXHUYECKON 0a3bl

Ne HanmeHnoBaHnue cocTaBHON 4acTH Howmep aynuropun
/T MaTepUaIbHO-TEXHUYECKON Oa3bl (Ipr HEOOXOTUMOCTH )

1 | JlexuuoHHas ayIuTopus

MynbTumMeauitHas JEKIUOHHAS ayIUTOPUS

10. Onenounble cpeacTBa AJs MPOBEIEHHS TPOMEXYTOUHOM aTTecTallu
10.1. CocTaB OIICHOYHBIX CPEICTBAJS TPOBEACHUS TPOMEKYTOYHOH aTTeCTAI[UH
o0yyaromuxcst o JUCUUIUIMHE IpuBeAeH B Tabnuue 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEACTB Il IPOBEICHHS POMEKYTOYHOH aTTeCTAIIuN

Bug HpOMe)KYTOQHOﬁ aTTeCTallun Hepequb OICHOYHBIX CPCACTB

Crircok BOMPOCOB K 9K3aMEHY;
DK3aMeHAIIMOHHBIC OMIIETHI™;
3amaunu;

TecThl.

DK3aMeH

[Ipumeuanne: *sx3ameHaOHHBIE OMIIETHI (POPMHUPYIOTCS HA OCHOBE BOIIPOCOB M 33/1a4 TaOJIMIIbI 15.

10.2. B kayecTBe KpUTEpUEB OIEHKH YpPOBHSA C(HOPMUPOBAHHOCTH (OCBOEHUS)
KOMIIETEHIMI OOYyYaloUIMMHCS TIPUMEHSETCST 5-0ajulbHasi MIKajla OIEeHKH C(HOPMHUPOBAHHOCTH
KOMIIETEHIIN, KOoTopas mpuBejeHa B Tabuune 14. B TeueHne cemectpa MOXKET UCIOIB30BaThCS
100-6annpHast ~ mKala ~ MOIYJBHO-PEUTHHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIA
UCTIOJIb30BaHUSI KOTOPOW, YCTAaHOBJIEHBl COOTBETCTBYIOIIUM JIOKAJbHBIM HOPMATUBHBIM aKTOM
['YAIL
Tabnuua 14 —Kpurepuu onieHKH ypoBHSI ChOPMHUPOBAHHOCTH KOMITETEHIIUH

OrreHKa KOMITETEHITUHN

XapakreprcTika chOpMUPOBAHHBIX KOMIIETEHIHI
5-0aiupHas mKana P P (popmpo




Or11eHKa KOMITETEHITUHN

XapakTeprcTrka chOpMUPOBAHHBIX KOMITCTEHITUIA
5-0aiubHas mKana PaKIep (op

OOyyJarommiics:

— TJIyOOKO U BCECTOPOHHE YCBOMJI MPOTPaMMHBIA MaTepHal;

— YBEPEHHO, JIOTUYHO, ITOCJICIOBATEILHO M TPAMOTHO €TI0 U3J1araeT;

— ONMUPAsICh HAa 3HAHUS OCHOBHOM W JIONMOJIHUTEIBHON JIUTEpaTyphl,
«OTJIMYHO) TECHO CBSI3bIBAET YCBOCHHBIC HAYUYHBIC MOJOXKEHHS C MPAKTUUYECKOU
«3aUTEHO» NeATEILHOCTHIO HAIIPaBJICHUS;

— yMeJi0 00OCHOBBIBAET M apTyMEHTUPYET BBIABUTAEMbIC UM HJICH;

— JIeJaeT BBIBOJIBI U 0000IIEHMS;

— CBOOOJIHO BIAJIEET CUCTEMOM CIIEUMATN3MPOBAHHBIX IOHATHH.

— npaBWIbHO BBIMOJIHWI OT 90% 10 100% TecTOBBIX 3aaHUi

OO0yuaromuiicst:

— TBEP/IO YCBOMJI MPOTPAMMHBIA MaTepHall, [PaMOTHO U TI0 CYIIECTBY
M3JIaraeT ero, ONupasiCh Ha 3HAHUS OCHOBHOU JINTEPATYPHI;

— HE JIOMYCKAaeT CYNIECTBEHHBIX HETOYHOCTEH;

«XOpOIIIOY — YBSI3BIBACT YCBOCHHBIC 3HAHUS C MPAKTHYCCKOW JCSITEIBHOCTHIO
«3aYTCHO» HaIpaBJICHUS;

— apTYMEHTUPYET HAYIHBIC TIOJIOKEHUS;

— JIeJIaeT BBIBOIBI M 000OIIEHHS;

— BJIQJICET CUCTEMOM CIIeUAIN3UPOBAHHBIX MTOHITHH.

— IpaBWJIbLHO BRIMOJIHWI OT 70% 110 89% TecTOBBIX 3adaHuil

*%

— o0yyarouuiicss yCBOWJI TOJIbKO OCHOBHOW IPOrpaMMHBIA MaTepua,
[0 CYLIECTBY M3JaraeT €ro, ONMpasch Ha 3HAHUS TOJIBKO OCHOBHOM

JIUTEPaTyphl;
— JIOITyCKAeT HECYILECTBEHHbIE OIMOKN U HETOUHOCTH;
«yHOBJIETBOPUTENIBHO» | — UCMIBITBIBAET 3aTPYIHEHHS B IPAKTUYECKOM INPUMEHEHUM 3HAHUU
«GaYTEHO» HaIlpaBJICHNUS,

— cnabo apryMeHTHPYET HayYHBIE MOJI0KEHHUS,

— 3aTpyAHsieTcsa B (OpMyIMpPOBAHUU BBIBOJOB U 0000IIECHUI;

— YaCTUYHO BJIAJICET CUCTEMOM CIEIMATTM3UPOBAHHBIX HOHfﬂ;IiII\/'I.
— IPaBUJILHO BBRIMOJTHMWI OT 51% 1m0 69% TecToBBIX 3a1aHMI

— o0yyarouuiicss He YCBOWJI 3HAYUTENBHOM YacTH MPOTPaAMMHOIO
MaTepuana,
— JIONyCKaeT  CYIIECTBCHHBIE  OIMMUOKM W  HETOYHOCTH  TIPH
«HEYNIOBJIETBOPUTEILHO» | PACCMOTPEHUH MPOOIIEM B KOHKPETHOM HAIIPABIICHHM;
«HE 3aUTCHO» — UCTIBITHIBAET TPYAHOCTH B MPAKTUYECKOM MPUMEHEHUH 3HAHUII;
— HEe MOKET apryMEHTHPOBATh HAYYHBIE TTOJTOXKEHUS;
— He GOpMYITUPYET BHIBOJAOB M 0000IIEHUH.
— IPaBUJILHO BBIMOJIHWI MeHee 51% TeCTOBBIX 3a/laHUM

*%

10.3. TunoBbie KOHTPOJIbHBIC 33aHUS WIIK MHBIE MAaTePUAIIBI.
Bormpocs! (3agaun) nmst sKk3amMeHa mpeicTaBlieHbl B Tadumie 15.

Tabnuma 15 — Borpocs! (3amaun) 115 9K3aMeHa

Ko
Ne n/mt Ilepeuenp BonpocoB (3a7au) 1uis SK3aMeHa A
WHAMKATOpa
1 [Tonsitue nndopmannonnoit 6ezonacuoctu (Mb) u ocnoBusie | OIIK-3.3.1

TEPMUHBI (3aIUTa, Yrpo3a, YSI3BUMOCTH).

Tpuana CIA (Confidentiality, Integrity, Availability):
KOH(HIEHIIMATIBHOCTb, LIEJIOCTHOCTD, TIOCTYITHOCTh —
MOHATHUE W TPUMEPHI HAPYIIICHUH.

[Ipennoceiiky 1 1enu odecrneyeHus: HHPOPMaIMOHHON
0€30I1aCHOCTH.

Busl nHpOpManoHHOM 6€30MaCHOCTH: MEPCOHATIbHAS,
KOPITOpaTHBHAS, TOCYIaPCTBEHHASI.

OOBEKTHI U CYOBEKTHI 3aIIUTHl HHPOPMALIUH.




JloxTpuHa nHbOpMaInoHHOM Oe3omacHocTu Poccuiickoi
®denepanuu (OCHOBHBIC MTOJIOKCHHS).

NudopmanronHas 6€301macHOCTh YeJI0BEKa U OOIIECTRA.
KomMIbroTepHbIe IPeCTyIUICHUS: ONpeeiiCHuE,
KJ1accu(UKaLKg U OCHOBHbIE TEXHOJIOTMH COBEPILICHUSI.
CoBpemenHas koHrenius ooecneuenus Ub.

Pounb yenoBeveckoro pakropa B obecrieueHun
MH(POPMALIMOHHOM 0€30MaCHOCTH.

Kiaccudukanus yrpo3 nHGOpMaIMOHHONH 0€3011aCHOCTH
(MCTOYHUKH, 1IEJTH, BUJIBI BO3ICHCTBHS).

OcHOBHbIE KaHAJIbI YTEYKU HHPOPMAIUH.

TexHuYecKue KaHAIBI YTEYKU HHPOPMAIUH: IOHATUE H
CHOCOOBI 3aIIUTHI.

Bunel cereBbix atak. DoS, DDoS, Man-in-the-Middle
(MITM).

CoumanbHast ”HXXEHEPHUS: METOJIBI U CTIOCOOBI
IIPOTUBOJCHCTBUS.

BpenonocHoe nporpamMmmHoe o0ecriedeHue: BUPYChl, YUEPBH,
TposiHbl, Ransomware.

YTpo3bl 0€301MaCHOCTH EPCOHAIBHBIX JTaHHBIX.

YTIpo3bsl KOMMEpPUYECKON TallHbI U MHCAMIEPCTBO.

MeTobI OIIEHKH PUCKOB HH(POPMAIIMOHHON 0€30MacHOCTH.
Uro Takoe ysa3BUMOCTH (vulnerability) u yem ona otnuvaercs
OT yrpo3bl?

[TonmuTrka 6e30macHOCTH UH()OPMAILIMIOHHON CUCTEMBI:
Ha3HA4YeHHUE U CTPYKTYpa.

Mertobl ayTeHTUDUKAIMY U UISHTU()UKALMY 110JIb30BaTeNei.
Bunel ayrentudukanum (onHopakTopHas, AByXpaKkTopHas,
MHOTO()aKTOpHas).

JluckpeMoHHas U MaHJaTHast MOJIENU YIIPaBJICHUSI JOCTYIIOM.
MexaHu3MBl 3aLUTHI: TEXHUYECKUE, IPABOBBIE,
OpraHMU3aIOHHBIE.

Kpunrorpadguueckue MeTob! 3alIUTHl HHPOPMALIUU
(cMUMMETpHYHbIE U ACUMMETPUYHBIE).

XemupoBaHHE: MOHATUE U UCIIOJIB30BAHUE IS TPOBEPKU
L[EJIOCTHOCTH.

Me:xceresble 3kpanbl (Firewalls): ¢yHkiuu, TUnbI (akeTHbIE,
YPOBHS IPUJIOKEHHUI).

OIIK-3.3.3

CucteMbl 0OHapY)KEHUS U MTPeIOTBpAILEHHs BTOPKEHUI
(IDS/1PS).

AHTHBUpYCHAs 3aIlUTa: IPUHLIUIBI paOOTHI.

VPN (BupTyanbHbIC YaCTHBIE CETH) — Ha3HAYCHUE U BUJIBI.
PezepBHoe xonupoBanue (Backup) kak cpenctso
o0ecrniedeHus JOCTYITHOCTH JIaHHBIX.

be3zonacuocth GecripoBoHbIX cereit (Wi-Fi).

3amuTa MOOMIIBHBIX YCTPOMCTB.

3amura uHGOpPMAaLUU B 00JAUHBIX BRIYMCICHUAX
[IpaBoBble MeTObI 0OeciedeHHst UH(POPMALIMOHHOM
0€30MacCHOCTH.

3akonogarensctBo PO B obnacTu 3amutel napopmanuu (O3-
152, ©3-149).

['ocypapcTBeHHas 1 KOMMepYecKas TaliHa: IIOHATHE W 3allNTA.

OIIK-3.V.1




[TepconasbHBIC JaHHBIC: KJIaCCHU(BUKAIUSI U TTPABOBOM PEKUM
3aIIUTHI.

Crannaptsl B 001acT MHGOpMAMOHHON 6€3011aCHOCTH
(I'OCT P UICO/M3K 27001).

Cuctema 3amuThl HHGOPMALIUU OPTaHU3ALMU: CTPYKTYpPa U
MPUHITUIIBI CO3/JAHMUS.

O1eHKa PUCKOB: ONPENIEIEHUE, ITAIBI.
bu3Hec-HenpephIBHOCTD U BOCCTAHOBJICHHUE TTOCIIE
nnmmaeHtos (BCP/DRP).

OOyuenue nepcoHanga OCHOBaM KnOepOe30macHOCTH.
Aymut 6e30macHOCTH MH()OPMAITMOHHON CHCTEMBI.
[Tpununst padots [Psec.

Mertoab! 3auThl OT CHU((HUHTA TAKETOB.

Mertoab! ycrpanenus yrpo3sl [P-crydunra.

ATtaku Ha ypoBHe npmiokeHu# (SQL-unbekuun, XSS).
@ummHr: onpeneneHue, Buabl (smishing, vishing) n
IIPU3HAKH.

Bormpocsr (3amaun) nis 3adera / qudd. 3auera npeacTaBieHsl B Taduie 16.
Tabmuna 16 — Bonpocs! (3agaun) nis 3adera / qudd. 3adera

Kon

No i/t Ilepeuens Bompocos (3amay) s 3auera / nudd. 3adera
p P (sanas) 1 pd HHIUKATOpa

V4eOHBIM IJIAaHOM HE MpeaAyCMOTPCHO

[lepeuens Tem ISl BHIMOTHEHUSI KypPCOBOTO MPOEKTa/ KypCOBOM pabOThl MpeCTaBICHBI
B TaOauIe 17.
Tabnuna 17 — Ilepeyerb TeM Ui BHITOJHEHUS! KYPCOBOTO MPOEKTA / KypCOBOM pabOThI

Ne 11/t [TpumMepHBIii IepedeHb TEM JIJIs BBITOTHEHHUS! KYPCOBOTO MPOEKTa/ KypCOBOM
B paloThI

Y4eOHbIM MJIaHOM HE IPEIYCMOTPEHO

Bompocsl 111 mpoBeneHHsT MNPOMEXKYTOYHOM arTecTallii B BHUJIE€ TECTUPOBAHUS
IpeJICTaBICHBI B Ta0wmie 18.

Tabmuna 18 — [IpumepHBIii IepeueHb BOITPOCOB JJIsI TECTOB

. Kon
Ne n/n IIpuMepHBIii IepeYeHb BOIIPOCOB ISl TECTOB
WHIMKaTopa
1 1) K npaBoBbIM MeTO/1aM, 00€CTIeUnBAIOIMM HH(POPMALIMOHHYIO OIIK-3.3.1

0€301aCHOCTb, OTHOCSITCS:

- PazpaboTka anmnapaTHBIX CpeJCTB 0OecreueH sl TPaBOBbIX JaHHBIX

- Pa3paboTka n ycTaHOBKA BO BCEX KOMITHIOTEPHBIX IPABOBBIX CETIX
JKYpPHAJIOB y4yeTa JCHCTBUN

+ Pa3paboTka 1 KOHKpETH3aIHs TPABOBBIX HOPMATHBHBIX aKTOB
obecrieyeHus: 6€30MaCHOCTH

2) OCHOBHBIMU UCTOYHUKAMU yIpo3 HH()OPMALIMOHHON O€301MaCHOCTH
SBJISIIOTCS BCE YKa3aHHOE B CITUCKE:!

- XUIIeHUE KECTKHX JINCKOB, MOJIKIIOYCHUE K CETH, HHCAIEPCTBO

+ IlepexBar JaHHBIX, XUILEHUE JAHHBIX, N3MEHEHUE apXUTEKTYPhI
CHCTEMBI

- XuIlleHue JaHHbIX, TOAKYI CUCTEMHBIX aMUHUCTPATOPOB, HAPYILIIEHHUE
perinameHTa paboThl

3) Buabl uHopMaIioHHOH 0€30MacHOCTH:




+ IlepconanbHasi, KOpopaTuBHasi, FOCy1apCTBEHHAs

- Knnenrckas, cepBepHasi, cereBas

- JlokanbHas, rno0anbHast, CMEIIaHHAS

4) lHenn napOpMAIIMOHHOW OE30TTACHOCTH — CBOCBPEMEHHOE
oOHapyXKeHHe, TPelypexKICHHE:

+ HECaHKIIMOHUPOBAHHOTO JOCTYIA, BO3JACUCTBUS B CETH

- HHCaliJIepcTBa B OpraHU3aliu

- Upe3BBIYANHBIX CUTyalUl

5) OcHoBHBIE 00BEKTHI HH(DOPMAITMOHHOM 0€301TaCHOCTH:

+ KoMmmbroTepHbIe ceTH, 6a3bl TaHHBIX

- UudopmanioHHbIe CUCTEMBI, IICUXOJIOTUYECKOE COCTOSHUE
II0JIb30BaTEIEH

- busnec-opueHTHpOBaHHBIE, KOMMEPUYECKHE CUCTEMBI

6) OcHOBHBIMU prUCKaMH UH()OPMAIIMOHHOW OE30MACHOCTH SIBIISTFOTCS:
- Uckaxxenue, yMeHblIeHHEe 00beMa, epeKOANPOBKa HH(OpMALIUN

- TexHn4eckoe BMEIIATEIbCTBO, BEIBEICHHE U3 CTPOSI 000pyIOBaHUS
CeTH

+ IoTeps, NCKakeHUe, yTeuka HH(OopMaIiu

7) K ocHOBHBIM mpuHIIUIIaM oOecrieueHus: THPOPMAITMOHHON
0€30MacCHOCTH OTHOCHUTCSI:

+ DxoHoMu4ecKor 3((HEKTUBHOCTH CUCTEMbI 0€30IaCHOCTH

- MHororiathopMeHHOH pearn3aiy CUCTEMBI

- Ycusenust 3alIUIIEHHOCTH BCEX 3BEHbEB CHUCTEMBI

8) OcHOBHBIMH CYOBEKTaMHU HH(POPMALIMOHHON 0€301acHOCTH
SIBJISIFOTCSL:

- PYKOBOJUTEIN, MEHEKEPhI, aIMUHUCTPATOPbI KOMIAHHUN

+ oprassl IpaBa, TOCy1apcTBa, Ou3Heca

- ceTeBble 0a3bl JTaHHBIX, (PaepBOILIIBI

9) K ocHOBHBIM (DyHKIMSIM CUCTEMBI O€30M1aCHOCTH MO>KHO OTHECTH BCE
MIEPEYUCIIEHHOE:

+ YcTaHOBIEHUE periaMeHTa, ayAuT CUCTEMBI, BBISIBICHUE PUCKOB

- YcTaHOBKa HOBBIX O()MCHBIX MPHIIOKEHUH, CMEHA XOCTHHT-KOMITAaHUT
- Baenpenue ayreHTudukaim, mpoBepku KOHTAKTHBIX JaHHBIX
I0JIb30BaTENEN

TeCT

10) Ipuniunom nHGOPMAIIMOHHON OE30MACHOCTH SBIISETCS IPUHIIUTL
HEIOMYIICHUS:

+ HeonpaBnaHHBIX OrpaHUYeHH MTPH paboTe B CeTH (CUCTEME)

- PrckoB 0€3011aCHOCTH CETH, CHCTEMBI

- [Ipe3ymnimm ceKpeTHOCTH

OIIK-3.3.3

11) [IpuHIMTIOM NOAUTHUKYA UHPOPMALIMOHHON 6€30MaCHOCTH SIBIISETCS
TIPHUHITATL:

+ HeBO3MOXKHOCTH MHUHOBATh 3aIllUTHBIE CPEJICTBA CETH (CHCTEMBI)

- YcuseHust OCHOBHOI'O 3B€HA CETH, CHUCTEMBI

- [TonmHOTO GIIOKMPOBAHMUS AOCTYNA MIPU PUCK-CUTYAIHIX

12) IlpuHIMnoM noiuTUKU HHOOPMALIMOHHON OE30MaCHOCTH SIBJIETCS
MPUHIUI:

+ YcuneHus 3aluIeHHOCTH caMOro HEe3allUIEHHOTO 3BeHa CeTH
(cuctemnl)

- [lepexoma B 6e30mMacHOe COCTOSIHHE paOOTHI CETH, CUCTEMBI

- [TonHoro gocrymna nosp30Bareae KO BCEM pecypcaM CETH, CUCTEMBI
13) IlpuHimnoM noMuTUKU HHOOPMAIIMOHHON G€30MMACHOCTH SIBJIIETCS

OIIK-3.V.1




TIPUHIIMII:

+ Paznenenus nocryna (00s13aHHOCTEH, MPUBUIIETUN ) KITHEHTAM CETH
(cuctemsr)

- OIHOYPOBHEBOM 3alUTHI CETH, CUCTEMBI

- COBMECTHUMBIX, OJTHOTHITHBIX IPOrPAMMHO-TEXHUYECKUX CPEJICTB CETH,
CUCTEMBI

14) K oCHOBHBIM THIIaM CPEJICTB BO3JCHCTBUS Ha KOMITBIOTEPHYIO CETh
OTHOCHUTCSL:

- KomnsrotepHslii cooit

+ Jloruueckue 3akIaaku («KMUHBD)

- ABapHilHOE OTKJIFOUEHHE MUTAHUS

15) Korna momyden craM 1o e-mail ¢ mprIoKeHHBIM (aiiyiom, claeayeT:
- [IpounTaTh NpuIOKEHHUE, ECIIU OHO HE COACPKHUT HUYETO [IEHHOTO —
yJaJIUTh

- CoxpanuThb npuiioxkeHue B napke «Crnam», BbIICHUTH 3aTeM [P-anpec
re’epaTopa cramMa

+ Y JanuTh TUCHbMO C NPUIIOKEHUEM, HE PACKpbIBas (HE 4uTas) ero

[lepeueHb TeM KOHTPOJBHBIX PabOT MO NUCHUIUIMHE OOYYaIOIIUXCsl 3a09HON (hOPMBI

o0ydeHus1, Ipe/ICTaBICHbI B Ta0mie 19.

Ta6ymma 19 — [lepeyeHb KOHTPOJIBHBIX PadbOT

Ne /i [lepeyeHb KOHTPOJIBHBIX PabOT

1. CrpykTrypa nadopManmonHoit 6e3onacHoctu. OnpeaencHue MOHITUS «THPOpMaOHHAS
0e301acHOCThY

2. CBsi3p MKy HHOOPMAIIMOHHON 0€30MaCHOCTHI0 M 0€30MaCHOCTHIO HHPOPMAIIHN

3. | llonaTHe u coBpeMeHHasl KOHLENLHUS HAMOHAJIbHON 0€301acHOCTH

4. @DopMbl BEIpasKeHHS HAPYIICHUS cTaTyca HHPOPMaITUH

5. OOyCIIOBJICHHOCTh cTaTyca MH(POPMAIINU €€ YI3BUMOCTBIO.

6. @DopMel posiBIICHHS yA3BUMOCTH MHGopManru. Buasl ys3BuMocTy HHGOpPMaILIUH

7. [onsiTne «yTeuka nHGOPMAITII

8. CooTHolieHre (opM U BUJIOB YSI3BUMOCTH HH(DOpMaIn

9. CoJniepxarenbHasi 4acTh NOHSTHs "3amuTa vHGOpMaIuu

10. | Cnoco0 peanu3zaly coaepKaTeIbHON YacTH 3aIUThl HHOPMaIIUU

11. | Ompenenenne NoHATHS "3amuTa HHGOPMAIUH'', €TO COOTHOIIEHHE C TIOHSTHEM,
chopmynuposarabiM B 'OCT P 50922-96

12. | CocraB HOCUTeIIEH 3amuIiaeMoi nHopManuu

13. | CnocoOsbl pukcupoBaHusi ”HPOPMAILIUN B HOCUTEIISIX

14. | Metoel BOCTIPOM3BEACHUS OTOOPAKEHHOM HH(OPMAITUN B HOCUTEISX

15. | Hocurenu nuceMeHHOMN, BUIOBOM, U3Ty4aeMoil nH(opMauu

16. | OmocpeioBaHHBIC HOCUTEIIHN 3alMIAeMON HH(POpMAIUU

17. | Ces3b yrpo3sl 3amuinaeMoi HHOpMaIru ¢ yI3BUMOCThI0 HHpopMarmu. [Ipu3Haku u
COCTABJISIIOIINE YTPO3bI: ABJICHUS, (PaKTOPBI, YCIOBHSI.

18. | Crpykrypa siBIeHHH KaK CYHIHOCTHOT'O BBIPAKEHHUS YTPO3bI 3alIUIAeMOi HHPOPMAIHH.

19. | Crpykrypa GakTopoB, CO3MAIOMINX BO3SMOXKHOCTD I€CTA0MIN3UPYIOLIET0 BO3ACHCTBHS Ha
nH(OpMAIIHIO.

20. | Hocurenu na(pOpManmny Kak KOHEYHbIE O0BEKTHI 3alTUTHI

21. | OcobGeHHOCTH OTAEIBHBIX BUAOB HOCUTEIEH KaK 00BEKTOB 3aIUThI

22. | CocraB noAieKalnx 3alIuTe TEXHUHIECKUX CPEACTB OTOOpakeHUs1, 00pabOTKH, XpaHEeHUs,
BOCIIPOU3BEICHUS Mepeiadl nHPOPMAIIUH.

23. | YHHBepcalbHbIe METOJIbI 3alIMTHl HHQOpMAaIK 00JIaCTh X IPUMECHEHHSI

24. | Obnactu NPUMEHEHHSI OPraHU3aLUOHHBIX, KPUNITOIPAaUUECKUX 1 HHKEHEPHO-TEXHUYECKUX

METOA0B 3allINThI I/IH(I)OpMaLII/II/I.




10.4. MeTtoauveckre  MaTepUaibl,  ONPEACNSIONUE  MPOLUEAYPHl  OICHUBAHUS
MHAUKATOPOB, XapaKTEpU3YIOUIUX dTanbl (OPMUPOBAHUS KOMIETCHLUN, COJIEp)KaTcsi B
JOKaJbHBIX HOpPMATUBHBIX akTax [ YAIIl, periaMeHTHpyIOUIUX TOPSJIOK U MPOLEAYPY
MPOBEJICHUS TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXKYTOUHOM aTTeCTalli 00yJaroluxcs
I'VAIL

11. Meroaudeckue yKazaHus Uit 00YJIArOIIUXCS IO OCBOCHUIO TUCITUTUIAHBI

11.1. Meroauueckue ykasaHHs A OOYy4arOIIUXCS 10 OCBOCHHIO JIEKIIMOHHOTO
MaTepuaia.

OcCHOBHOE Ha3HAYECHME JIEKIMOHHOIO MaTepuanga — JIOTMYECKH CTPOMHOE, CUCTEMHOE,
riyOOKoe U sICHOE WU3JIOKEeHHe ydeOHoro marepuana. Ha3HaueHune cOBpEeMEHHOH JieKLuu B
paMKax IUCIMIUIMHBI HE B TOM, YTOOBI MOJNYYUTHh BCIO MH(YOPMALMIO 1O TEME, a B OCBOCHUU
(dyHaaMEHTalbHBIX NpoOJeM JUCHMIUIMHBI, METOJOB HAayyHOrO IIO3HaHMS, HOBEHUIIMX
JOCTUXKEHUI HaydyHOM MbIciu. B yueOHOM mporecce JEKIUs BBIIOIHSAET METO/I0JI0IMUECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKIMU. JIeKIUs packpbIBaeT NOHATUIHBIN anmapar
KOHKPETHON o0yiacTH 3HaHuUs, €€ MpoOJeMbl, JAAeT LEIbHOE NPEACTaBICHUE O AUCLUILIMHE,
IIOKAa3bIBAET B3aUMOCBS3b C IPYTUMU AUCLUIITIMHAMM.

[InaHupyeMble pe3ynbTaThl IPU OCBOEHUU 00YYaIOUIMMUCS JIEKIIMOHHOTO MaTepuaa;

— TIOJYy4YEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBA3aHHBIX 3HAaHUN, YpPOBEHb
KOTOPBIX OIPEAEIAETCS LEIEBOM YCTAHOBKON K KaKJJOM KOHKPETHOU TEME;

— IIOJIy4€HHE OIbITa TBOPUYECKOH pabOTBI COBMECTHO C IIPENOIaBATEIIEM;

— pasBuTHe TPOPECCHOHATHHO-IENOBBIX  KAauyecTB, JIIOOBM K TIPeAMETYy W
CaMOCTOATEIBHOIO TBOPYECKOTO MBIIIIJICHUS.

— MOsBJIEHUE HEOOXOAMMOro HHTEpeca, HE0OX0AUMOTO Il CAMOCTOSITEIbHON pabOThI;

— TIOJy4YyeHHE 3HAHUNH O COBPEMEHHOM YPOBHE pa3BUTHS HAayKd U TEXHUKU U O
IPOTHO3€ UX pa3BUTHs Ha OJMIKaMIINe TO/IbI;

— HAY4YUTbCSl METOAMYECKH 00pabaThiBaTh MaTepuai (BBIACNSTH TIJIaBHBIE MBICIU U
MIOJIOKEHUS, MPUXOAUTh K KOHKPETHBIM BBIBOJAM, IOBTOPSATh HUX B  Pa3jM4YHBIX
bopMynupoOBKax);

— TOJIyueHHE TOYHOI'O IOHUMAaHHUs BCEX HEOOXOIMMBIX TEPMUHOB U MOHATHIA.

JlekuMOHHBI  MaTepua’d MOXKET COINpPOBOXKAATHCS JIEMOHCTpAaLMEd  ClIaliloB U
MCIIOJIb30BAaHUEM pa3aTOYHOrO0 MaTepuaia IpH MPOBEIEHUU KOPOTKHX JHUCKYCCHUHl 00
0COOEHHOCTSX MPUMEHEHHUS OTJENIbHBIX TEMAaTHK M0 JUCLUIUINHE.

CrpykTypa npe1ocTaBiIeHUs JIEKIIMOHHOTO MaTepuania:

— H3noxeHue IEKIMOHHOTO MaTepHaa;

— llpencraBieHne TEOPETUUECKOrO MaTepraa IpenoJaBaTesIeM B BUJIE CIIANIOB;

— OcCBO€HHE TEOPETUUECKOTO MaTepraa 1o NPakTUYECKUM BOIIPOCAM;

— Cnmcok BOIIPOCOB IO TEME Il CAMOCTOSTENIbHOW PabOThI CTYCHTA.

Metoanyeckre yKa3zaHHs 110 OCBOCHHUIO JIEKIIMOHHOTO MaTepHalia MMEIOTCSl B M3IaHHOM
Buze B oubmnorexe I'YAII CBunapuyk, Anapeit AnekcanapoBud (KaH[. Te€XH. HayK). OCHOBBI
nH(popManMoHHOW Oe30MmacHOCTH @ ydeOHO-MeToaudeckoe nmocobue / A. A. CBunapuyk ; C.-
[Terep®6. roc. yH-T aspokocM. npubopoctpoenus. - Cankr-IlerepOypr : U3a-so I'VAIL, 2023. -
94 c. : puc., Tabmn. - bubmmorp.: ¢. 90 (12 Ha3g.). - b. 11. - TekcT : HEMOCPEACTBEHHBII

11.2. Meroauueckue yKazaHWsl Il OOYYarOIIUXCS MO BBITIOJHEHUIO J1a00PaTOPHBIX
pabot

B xone BeimonHeHus 1a0OpaTOpHBIX pPAadOT oOOydaromUHCs MAOKEH YIIyOUTh H
3aKpENUTh 3HAHUS, NMPAKTUYECKUE HABBIKM, OBJIAJAETh COBPEMEHHOM METOIMKONM M TEXHUKOU



HKCIIEPUMEHTAa B COOTBETCTBUHM C KBATU(HUKAIMOHHONH XapaKTEPUCTHKONW OO0YyJaromerocs.
Beinonnenune 1abopaTopHbIX pabOT COCTOMT M3 KCIIEPUMEHTAIbHO-IIPAKTUYECKOM, pacyeTHO-
AQHAJIUTUYECKON YaCTEH U KOHTPOJIBHBIX MEPOIIPUATU.

BeinonHenue 51abopaTtopHbIX paboOT 0O0y4yaromMMCs SIBJISIETCS HEOThEMJIEMOH 4YacThIO
U3yYeHHs] JTUCHMIUIMHBL, OIpeNensieMoil y4eOHbIM IUTAaHOM, U OTHOCHUTCS K CpEICTBaM,
o0ecreunBaroIUM pelIeHue CIeyoIUX OCHOBHBIX 33/1a4 00y4aroIerocs:

— NpUOOpeTeHHE HAaBBIKOB MCCIEAOBAaHUSA IPOLECCOB, SBIEHUHA U OOBEKTOB,
M3Yy4aeMbIX B paMKax JaHHOW JUCLUILINHBL,

— 3aKpeIUIeHHEe, Pa3BUTHE U JeTallM3alls TEOPETUYECKUX 3HAHUN, MOJYyYEHHBIX Ha
JEKLUSX;

— MOoJIyuyeHHe HOBOM MH(OpMAIMH 10 N3y4aeMOH TUCLHUIIMHE;

— T[pHOOpeTeHHe  HABBIKOB  CAMOCTOSITENbHOW  paboThl ¢ 1a0OpaTOpHBIM
000py1I0BaHUEM U MPUOOPAMH.

3ananue u TpeOOBaHUS K NPOBEACHHUIO JIA00PATOPHBIX PadoT

— B 3aganuu gomxHO OBITH UeTKO chopmMyIMpoBaHa 3a1a4ya, BeinoaHseMas B JIP;

— Onwucanbl BXOJHBIE U BBIXOJIHBIE JJaHHbIE AJ1s IpoBeaeHus JIP;

— JIP nomxHa BBIIOJIHATHCSA HA OCHOBE MOJTYYEHHbBIX TEOPETUUECKUX 3HAHUSAX;

— Beoimonnenue JIP 10KHO OCYHIECTBIATHCS HAa OCHOBE METOAMYECKUX YKa3aHM,
MIPEA0CTABIIIEMbIX IPENOJABATEIEM;

— JIP nomxHa BBIIOJIHATHCS B CHEHUAIM3UPOBAHHOM KOMIBIOTEPHOM KJIACCE U MOXKET
ObITh JOpabOTaHa CTYJIEHTOM B JOMAILIHUX YCIIOBUSX, €ciau 1no3sosser [10;

— Hrorom BeimosineHHo JIP sBisieTcs oTyer.

CrtpykTrypa u popma oT4eTa 0 1a00paATOPHOI padoTe

— IlocraHoBKa 3a71a4M;

— BXoJHbI€ U BBIXO/IHbIE JaHHBIE;

— CopeprkaHue 3TaroB BBIMOTHEHUS;

— OOGocHOBaHKE MOTYYEHHOTO pe3yibTaTa (BbIBOL);

— Crnucok uCoap3yeMon JTUTEPaTypBbl.

TpebdoBanus k 0popMIICHHIO 0TYETA 0 J1A00PaTOPHOIi padoTe

— Jlabopatopnas pabota (JIP) mpenocraBisieTcsi B me4aTHOM/MIIH SJIEKTPOHHOM BH/IC;

— JIP nomxHa cOOTBETCTBOBAThH CTPYKTYpE U (pOpME OTUETa IIPE/ICTABICHHOM BBILIE;

— JIP pnomxna wumetrh TUTyabHBIA jucT (IOCT 7.32-2001 wsmanus 2008 roma) c
Ha3BaHMEM U MOJIUCHIO CTYAEHTa(0B), KOTOPHIH(bIe) ee crenan(u) u opopmMui(un);

CryneHt noskeH 3amututh JIP. OTMeTKa 0 3auTe JOJKHA HAaXOAUTHCSI HA TUTYJIBHOM
JIMCTE BMECTE C MOJINUCHIO IPENoaaBaTess.

11.3. Meroauueckue yKazaHus JUIsi 0OYJaIOMIMXCS 10 MPOXOKACHUIO CAMOCTOSITEITHHOM
paboTHI

B xone BBIMOSHEHUSI CaMOCTOSITEIBHOW PabOThI, 00YJarONTUICs BBITIONHAET PaboOTy 1O
3aJJaHUI0 ¥ TIPU METOJUUYECKOM PYKOBOJCTBE IperojaBaTelisi, Ho 0e3 ero HernocpeiCTBEHHOIO
y4acTusl.

Jns oOydaronxcsi Mo 3a04HOM (Gopme OOydeHHs BBINOJHEHHE KOHTPOJBHBIX PaboT
ABJISIETCS DJIEMEHTOM TEKYIIIETO KOHTPOJIS YCIIEBAEMOCTH U CaMOCTOSITENIbHON pabOTHI.

B mporecce BBIMOTHEHHS CaMOCTOSTENBHOW paboOThl y oOywaromerocss (popMHpyeTcs
1enecoo0pasHoe MIaHUPOBaHUE PaboOUero BpeMeHu, KOTOPOE MO3BOJISIET €My pa3BUBaTh YMEHUS
U HaBBIKM B YCBOGHHMH M CHUCTEMAaTH3allMM MPUOOpETaeMbIX 3HAHUN, OOECIeYMBAET BBICOKHIMA
YpOBEHb YCIEBAEMOCTH B IMEpPHOJ OOY4YeHMs, MOMOraeT IOJyYUTh HAaBBIKA IOBBIIICHUS
po(hecCHOHATLHOTO YPOBHSL.

MetoauyeckumMi ~ MaTepuaiaMH,  HalpaBJSIIONIMMH  CAMOCTOSATENbHYIO  paloTy
00y4aromuxcs BISIOTCS:



—  y4eOHO-METOAMYECKH MaTepHal Mo JUCIUILINHE;
— METOJUYECKHE YKa3aHWs MO BBIMOJHEHUIO KOHTPOJIBHBIX paboT (Ui 00ydaroImuxcs
1o 3a049HOU (popme oOydeHwHs ).

11.4. Meroauyeckue yKazaHUsA I OOYYArOIIMXCS IO MPOXOXKIACHUIO TEKYIIETO
KOHTPOJISI YCTIEBAeMOCTH.

Tekymui KOHTPOJb YCIEBACMOCTH MPEAYCMATPUBACT KOHTPOJIb KadyecTBa 3HAHUHN
00yJaromuXxcsi, OCYIIECTBIIEMOTO B TEYCHHE CEMECTpa C IIENbI0 OICHUBAHMS XO0Jlda OCBOCHUS
JIACITUILINHEI.

JUis  ycrenmrHoro MPOXOXKICHHSI TEKYIIEro KOHTPOJS HEOOXOJAMMO BBINIOJHUTH
71a00paTOPHBIC paOdOTHI, 3arPY3UTh MX B JTUYHBIN KAOMHET U MPOUTH MPOLEAYPY 3alTUTHI KaXKIOU
pabotbl. O1ieHKH 3a pabOThI BHICTABIISIOTCS MO MATHOATUIBHON HIKAJIE.

11.5. Meroauyeckue ykazaHus Ijsi OOYHarOUIMXCs MO MPOXO0KIACHUIO MPOMEXYTOYHOM
aTTeCTallUU.

[Ipomexxyrounast ~ aTTecTanusi  OOyYarOUIUXCsi — MPEAYyCMaTpUBAaeT  OlLICHUBaHUE
MIPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3YyIbTaTOB 00y4YeHMs MO auciuruiiHe. OHa BKIIIOYAeT B
cedst:

— D9K3aMeH — (opma OLEHKH 3HaHUM, NONYyYEHHBIX OOYYalIIUMCA B Ipolecce
W3YYEHHUS BCEW MUCIUIUIMHBI WM €€ YaCTH, HAaBBIKOB CAMOCTOSATEIbHOU paboThl, CHOCOOHOCTH
NPUMEHATh MX JJIs pPEHICHUs MPAaKTHUUYECKUX 3amady. JK3aMEH, Kak MpPaBWIO, MPOBOJUTCS B
nepuoj, SK3aMEHAIIMOHHOW CECCHMM W 3aBEPIIAETCS AaTTECTAIlMOHHOM OIICHKOW «OTIMYHOY,
«XOPOIIOY, «YTOBICTBOPUTEILHOY, «HEYIOBIECTBOPUTEIHHOY.

JUis  yCHemHOTO TPOXOXKACHHUS TMPOMEXKYTOYHOW aTTeCTallid HEOOXOAUMO 32
3aIIUIICHABIE JTA0OpaTOpHBIE PabOTBI  IMONYYHTh HMHTETPAIBHYIO OLEHKY HE HIKE
«YAOBIETBOPUTEIHHOY.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.
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