MUHHUCTEPCTBO HAYKHU U BBICIIEI'O OBPA3BOBAHUS POCCUMICKON
®EJIEPALINU
dbenepaibHOE TOCYIAPCTBEHHOE aBTOHOMHOE 00pa30BaTEeIbHOE YUPEKICHHUE BBICIIETO
o0Opa3oBaHUs

"CAHKT-IIETEPBYPI'CKUI1 TOCYJAPCTBEHHBIM YHUBEPCUTET
ADPOKOCMUYECKOTI'O ITPUBOPOCTPOEHI A"

Kadenpa Ne 51
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«31» aBrycra 2021 r
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(HanmeHOBaHHE JUCIMILTAHBI)

Ko nanmpasieHust IoAroTOBKHU/
CHenUaIbHOCTHA

10.03.01

HaumenoBanue HaIlpaBJICHUA

WNudopmannonnas 6€30macHOCTb
MOJrOTOBKH/ CHIEIUAILHOCTH

Haumenosanue
be3omnacHOCTh KOMITBIOTEPHBIX CUCTEM
HAIpPaBJIEHHOCTH
®dopma 00yueHUs O4Has

Canxkr-IlerepOypr— 2021




Jluct cornacoBanust pabodeit mporpaMMbl JUCITUTITUHBI

[Iporpammy cocraBui (a)

Jlom. kad. Ne 51, k.1.H. Z 31.08.2021  B.C. Konomoiine
(OMKHOCTB, Y4. CTEIICHB, 3BAaHHE) < (moxnuce, 1aTa) (MHUIHATEL, (aMIIIHs)

[Iporpamma onoOpena Ha 3aceganuu kKageaps Ne 51

«31» aBrycra 2021 r, npotokon Ne 1

3aBenyromuii kadeapoit Ne 51
K.T.H.,JIOII. - 31.08.2021 A.A. OBUNHHHKOB

(yu. Crenenp, 3BaHHe) (floamuch, nara) (MHUIMATBL, haMUIHA)

OtserctBennsiii 3a OIT BO 10.03.01(01)
3aB.xad.,K.T.H.,7011. ~31.08.2021 A.A. OBUNHHUKOB

(momxHOCTB, Y4. CTeTIeHb, 3BaHHE) (#6TCh, 1aTa) (MHUATHANTBI, HaMUITHS)

3amecTuTeNb JUpEeKTOpa HHCTUTYTa Ne5 o MeTonyeckoi pabore

J1011.,K.T.H.,1011. 4 7’47"3 ¢S~ 31.08.2021  O.M. KpacuiasHHKOBa

(OMKHOCTB, Y4. CTEIICHB, 3BAaHHE) s (moamucek, nara) (MHUIHATBI, (aMIIIHs)



AHHOTaus

JucuurmumHa «KopriopaTuBHast 3aliuTa OT BHYTPEHHHUX YIrpo3 HH(POPMALUOHHOM
0e30MacHOCTH» BXOJUT B 00pa30BaTEIbHYIO MPOrPaMMYy BBICIIETO O0Opa30BaHUS — MPOrpamMmy
OakanmaBpuaTa IO HampamieHuio noarotoBku/ crenuansHoctd 10.03.01 «MHbopmanmoHHas
0€30I1aCHOCTb» HAIPABJIECHHOCTH «be30macHOCTh KOMIBIOTEPHBIX CcUCTEM». JlucuuminHa
peanuzyercs kaenpoit «Ne51».

JlucuuiuinHa HaleneHa Ha ()OPMHUPOBAHUE Yy BBIMYCKHUKA CIEAYIOUIMX KOMIIETEHIMN:

[1K-7 «KopropaTuBHas 3aluTa OT BHYTPEHHHUX YTpO3 HHPOPMALMOHHOM 6€301acCHOCTH»

ConeprkaHue JUCHUIUIMHBI OXBAaThIBAET KPYT BOIPOCOB, CBSI3aHHBIX C BEIOOPOM peLICHUN
10 UCTIOJIb30BAaHUIO CUCTEM 3alUTHI HH(OpMAIMK OT BHYTpeHHUX yrpo3 DLP IWTM.

[IpenonaBaHye NUCHUILIMHBI IPElyCMAaTPUBAET CIEAYIONINE (POPMBI OpPraHNU3aLUN
y4eOHOT0 Ipoliecca: JIEKIIUH, JabopaTopHbIe padoThl, CAMOCTOsTENbHAs paboTa 00yJaroIerocs.

IIporpaMMoOil IHCHHUIIIMHBI TPELYCMOTPEHBI CIEAYIOIIUE BUABI KOHTPOJIA: TEKYIIMH
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAS aTTecTanus B popMe dK3aMeHa.

OO6mrast TpyA0€MKOCTh OCBOCHHUSI JTUCIMIUIMHBI COCTABIISICT 3 3a4€THBIX enuHuIbl, 108
4acoB.

S3bIK 00yUYeHUS O AUCHIUTIINHE «PYCCKUUN »



1. TlepeyeHb mIaHUPYEMBIX PE3YJIBTATOB OOYUSHHS MO AUCLUIUINHE
1.1. Ilenu npenoaaBaHusl JUCHUTUIUHBI
[lenbto peanusany MPOrpaMMBbl SIBJISETCS COBEpPUICHCTBOBAHWE M (WJIHM) MOJyueHUE
HOBOH KOMIIETEHIIMM, HEOOXOAMMOM s MNpoecCHOHATBHONW MEATEIBbHOCTH, C YYETOM
cnenudukanuu crangapra Bopaackwic mo kommnereHun «KopropaTuBHas 3amura ot
BHYTPEHHUX YIpo3 HHPOPMALMOHHON G€30MaCHOCTH.

1.2. JlucuumimHa BXOAWT B  COCTaB  4acTH, (opMupyemMold  ydacCTHHKaMU
00pa3oBaTeNbHBIX OTHOIICHUH, 00pa30BaTeIbHOI MPOrpaMMBbl BhICIIET0 00pa3oBaHus (1anee —
OI1 BO).

1.3. TlepedeHp IIaHUPYEMBIX PE3yIbTATOB OOYUECHHUS MO AUCIHUILIMHE, COOTHECEHHBIX C
MJIaHupyeMbIMU pe3ysibTatamu ocBoenust OIT BO.

B pesynbrare u3ydeHHs AMCHUIUIMHBI OOYYarOIIMICS OJKEH 00JajaTh CIEAYIOUIMMU
KOMITETEHIIMSIMU WM UX 4YacTaMH. KoMIeTeHuy 1 MHAUKATOPbl UX JOCTUKEHHUSI NIPUBEJICHBI B
tabnure 1.

Ta6muma 1 — [lepeyenh KOMIETEHITUN U MHANKATOPOB WX JTOCTHKEHUS

Konu
Kareropus (rpynma) Kon u HanMeHOoBaHNE MHIUKATOPA JOCTHKECHHUS
HauMEHOBaHUE

KOMIIECTCHIIUH KOMIIECTCHIIU N
KOMIICTCHIIU U

[1K-7.3.1 3HaeT NpUHUIUINBI IPOEKTUPOBAHUS
CUCTEMBI KOPIIOPATUBHOM 3aIIHUTHI OT
BHYTPEHHUX yTpO3

[1K-7.3.2 3HaeT OCHOBHBIE ()YHKIIMH CHCTEMBI
DLP IWTM

[1K-7.3.3 3HaeT TeXHOJIOTMH aHaIu3a Tpapuka
pu paboTe MOTUTUKAMHU HH(POPMAITMOHHON
ITK-7 0€30I1aCHOCTH B CUCTEME KOPIOPATUBHOM
Kopnopatusnas 3alUThl HHGOpPMaIUU

[TpodeccuonanbHble | 3aIIUTa OT [1K-7.VY.1 ymeer pa3pabarbIBaTh MOJTUTHKH
KOMIIETCHIINH BHYTPEHHUX YTpO3 NETEKTUPOBaHUS U OJOKMPOBKU yTEUEK C
uH(pOpMalOHHON ucnosipzoBanrueM DLP-cucrem

0e30MmacHOCTH [1K-7.VY.2 ymeer pabortats B DLP-cucreme ¢
COOBITHSIMH, 3aMPOCaMU, OOBEKTAMH 3aITUTHI,
MOJIMTUKAMH, CBOJIKAMU, BUDKETaMU, IIEPCOHAMHU
[IK-7.B.1 BnageeT HaBbIKaMU YCTaHOBKU U
koH(purypuposanus cucrem DLP IWTM
[1IK-7.B.2 Bnajeet HaBbIKaMU CO3/1aHUs (DPUITBTPOB
JUISL aHaJIn3a IepexBaueHHOro Tpaduka u
BBISIBJICHHBIX WHIIUJICHTOB

2. Mecro aucuuminHael B cTpykType OI1
JucuummHa MoKeT 6a3upoBaThCs Ha 3HAHMX, paHee MPUOOPETEHHBIX 00YJYarOIIUMUCS
IPY U3YYCHHUH CIIETYIOIINX TUCIIUTUINH:
— OcHOBBI HHPOPMAITUOHHOM 0€30MTaCHOCTH.
3HaHUs, TONY4YCHHbIE MpPHU U3YYCHHUM MaTepuaja JaHHOM TUCIMIUIMHBI, HMEIOT
CaMOCTOATENIFHOE 3HAYCHUE.

3. O0BeM u TPyIOEMKOCTb JUCITUTIITUHBI
Jlanueie 00 obmemM o0beMe AMCUUIUIMHBI, TPYIOEMKOCTH OTACIbHBIX BHJIOB y4eOHOMU
paboThI O AUCHUILIMHE (M paclpeAeeHue ITOH TPYJOEMKOCTH [0 CeMECTpaM) IIPECTABICHBI B
tabnure 2.




Ta6mmia 2 — O0beM U TPYTOEMKOCTh TUCITUIUIMHBI

TpynoemMKocTs 110

Bun yaeOHO# paboThI Bcero ceMecTpam
Ne3
1 2 3
3Og/u4aﬂ mpyooemKocma OUCUUNIUHDBL, 3/ 108 3/ 108
(qac)

U3 Hux uacoe npakmuueckoii n0020moeKu 34 34
Ayoumopnule 3anamus, BCETo 4yac. 51 51
B TOM 4HucJIe:

nexmuu (JI), (gac) 17 17

npaktudyeckue/cemunapckue 3ansarus (I113),

(qac)

nabopaTtopHbie padoTs (JIP), (dac) 34 34

KypcoBoii mpoekT (padota) (KII, KP), (uac)

9K3aMeH, (4Jac) 36 36
Camocmoamenvnas paboma, Bcero (4ac) 21 21
Buo npomesicymounoit ammecmayuu: 3a4er,
nudd. 3auet, sx3amen (3auet, Audd. 3aq, OK3. OK3.

Dk3.*¥)

Tpumeuanue: *“kanTuaaTCKUi SK3aMeH

DK3aMeH MOXET IMPOBOJUTHCSA B OpPME AEMOHCTPALIMOHHOTO HK3aMEeHa.

4. ConepkaHue TUCIUTLIIAHBI

4.1. Pacmpezenenue TpyI0€MKOCTH JTUCLUUILIMHEI 110 pa3JeiaM 1 BUAaM 3aHATHI.

Pazgenpl, TeMBbI UCITUTIIIMHBI U UX TPYIOEMKOCTD MPUBEICHBI B TabauIIe 3.

Tabnuna 3 — Paznensl, TeMbl TUCITUTUIMHEL, UX TPYJ0EMKOCTh

Pasz[emﬂ, TEMBI JUCITUITIINHBI HCKI_II/II/I 113 (C3) P KII CPC
(gac) (gac) (gac) (gac) (gac)

Cemectp 3

Monyns 1. Ctangaptel Bopnackuiic u

cnenuduKanus cTaHaapToB Bopriackumic mo

komneTeHIn «KopropaTuBHas 3amuTa ot 1

BHYTPEHHUX YTP0O3 HHPOPMAITUOHHOMN

O6e3zonacoHcTny. Paznens cnerudukanum

Monyns 2. TpeGoBaHuUsl OXpaHbl TPYa U TEXHUKU 1

0e30MacHOCTH

Mogyns 3. CoBpeMEeHHbIE TEXHOJIOTHH B

npodeccruonanbHo chepe. OCHOBBI 3aIUTHI ) ) )

uH(OpMaIIUU OT BHYTPEHHUX YTPO3

nH(OpMaIMOHHOM 0€30MacHOCTH

Monynb 4. OcHOBBI IU(POBOI THTUEHBI 2 4 2

Monyns 5. YcranoBka, KOHGUTYpUPOBAHUE U

yCTpaHEHUE HEUCIIPABHOCTEN B CUCTEME 2 6 3

KOPIIOPaTUBHOM 3aIIUTHI OT BHYTPEHHHUX YTPO3.

Mopynb 6. TexHOJIOTMH areHTCKOTO 3 6 4

MOHHMTOPHHIA

Monyns 7. PazpaboTka moauTuk 6€301acHOCTH, 3 ] 5

AQHAJIU3 BBISIBIICHHBIX MHIIUJICHTOB




Monyns 8. OGcnenoBanue (ayauT) OpraHu3auu

C IIEJIBIO 3aIIUTHI OT YIrPo3 HHHOPMAITMOHHON 3 8 5

0e301acHOCTH

Htoro B cemecTpe: 17 34 21
Hroro 17 0 34 0 21

[IpakTrueckass MOATOTOBKA 3aKJIIOYAETCSI B  HEMOCPEACTBEHHOM  BBIIIOJHEHUHU
oOydJarlolmuMuUCs  OMNpeAeNCHHBIX  TPYIOBBIX  (QYHKIMH, CBA3aHHBIX ¢  Oy;ymiei
npodeCcCHOHATBHOMN e TENTbHOCTBIO.

4.2. CopepxaHue pa3/iesioB U TEM JICKIIMOHHBIX 3aHITHH.
ConeprxkaHue pa3ziejioB U TeM JICKIIMOHHBIX 3aHATHH MPUBEACHO B TaOHIIE 4.

Ta6mmia 4 — ConeprkaHue pa3iesioB M TEM JEKIIMOHHOTO IUKJIa

Howmep pasnena HasBanue u conepxanue pasfeiioB U TEM JICKIIUMOHHBIX 3aHATUI

1 Moayas 1. Cranaaprel Bopaackuiuic u cnenupukanus CTaHIapTOB
Bopaackuniuic no komnereHunu «KopnoparusHas 3ammra ot
BHYTPEHHHX YIpo3 HH(OPMAIMOHHO Oe30macHOCTW». Pa3aennbl
crnenu(puKaAnnu

Tema 1.1 Crenuduxanus cTangapTa KOMISTEHIUN
«KopnopaTuBHas 3aiTa OT BHYTPEHHUX Yrpo3 HH(GOpMalMOHHON
6e30macHOCTH» (KOHKYPCHOE 33/1aHUE, TEXHUYECKOE OMHICaHuE,
MH(PPaCTPYKTYpPHBIH JIKCT, cXeMa U 000pyJ0BaHUE PabOYMX MECT,
TpeOOBaHUs K TEXHUKE O0€30MMaCHOCTH, KPUTEPUH OILICHUBAHUS, KOJCKC
STUKHU, OCHOBHBIE TEPMHUHBI)

2 Moayab 2. TpeOoBaHusi OXpaHbI TPY/A2 U TEXHUKH 0€30MaCHOCTH
Tema 2.1 Kynbrypa 6e3omacHoro Tpyna.
Tema 2.2 OcHoOBBI 6€301acHOro Tpyaa u 3P GeKTUBHAS OpraHU3aLUs

pa0bouero Mecta B COOTBETCTBHHU CO CTaHAapTamu Bopiackuiuic u
cneuuukanueil crannaproB Bopiaackuiuic 1o KOMIETEHIHH.

3 Monayas 3. CoBpeMeHHbIE TEXHOJI0THU B IpodeccuoHaNIbHOI cdepe.
OcHoBbI 321U THI HHGPOPMAIIMY OT BHYTPEHHHUX YIPO3
UHGOPMALMOHHOM 0€30MaCHOCTH.

Tema 3.1 OCHOBBI 3aIIUTHI KOPIIOPATUBHONW HMH(OpMAIIH
Tema 3.2 [lenun, 3aqa4mn, CUCTEMBI, METOJIBI M CPEACTBA 3aAIUTHI
Tema 3.3 IIpaBOBBIE OCHOBBI.

KitoueBbie anroput™Msel 1 cuctemsl. OCHOBHBIE MOHATHUSA. be3onacHOCTh
MH(POPMAIIMOHHBIX CUCTEM. YTPO3bl HHPOPMALMOHHOM OE30MaCHOCTH.
Uctounuku yrpos. Ysazsumoctu. Pucku. Ataku.

Tema 3.4 3ammra wuHQOpMamuu OT BHYTPEHHUX yIrpo3
MH(POPMALIMOHHOM 0e30nacHOCTH. BbIsABIEHHE yTeueKk C HCIOJIb30BaHUEM
texHonorun Data Leakage Prevention (DLP). Teopus u mnpaxTuka
npumeHenust DLP-cucrem.

4 Monayab 4. OcHOBbI HM(PPOBOI THTHEHbI

Tema 4.1 Hudposas ruruena. Kudepyrpossl. Buasl kubepyrpos.
WuTepHet yrpo3sl. BHemHne (Bpe1oHOCHBIN MpOorpaMMHBII KOJI, CTiaMm,
(GuUIIMHT, CeTEeBbIE aTaKH, B3JIOM yCTPONUCTBA, B3JIOM aKKayHTOB U T.[.) U
BHYTpPEHHUE (MHTEPHET 3aBUCHMOCTh, HHTEPHET MPOKPACTUHAITHS )
MHTEpHET yrpo3bl. KOMMyHUKAIIMOHHBIE U TEXHOJIOTMYECKUE UHTEPHET
YTPO3BIL.

Tema 4.2 [TpaBuna 6e3omacHOTO IOBEACHUS B ceTH VIHTEepHET.
Pa3Mmenienue u MCnoab30BaHNe MEPCOHANBHBIX U IMYHBIX JaHHBIX.




besonacueie naposm. HacTpoilku IpUBAaTHOCTU B COL[UAIBHBIX CETSAX.
Pe3epBHOE KOMTMpPOBaHME.

Tema 4.3 IlporpaMMbl  3alIMTBI  OT BPEJOHOCHOIO  IMPOTPAMMHOIQ
kona. IIporpammsel poaurenbckoro koHTpons. CpenactBa mm@poBaHuS
naHHbIX. CpencTBa 6JOKMPOBAHUS HEXKENATEIIbHOTO KOHTEHTA

Monayasb 5. YcraHoBKa, KOHPUTYPHMPOBaHUE U YCTPAHEHH e
HEHCIPABHOCTEH B CHCTEMe KOPIOPATUBHOM 3aIMTHI OT
BHYTPEHHHX yIPO3.

Tema 5.1 ¥Yceranoska DLP IWTM B BUpTyaJIbHOM OKpPYKCHUHU.
Pexxumpl port mirroring u proxy.

Tema 5.2 Kondurypuposanue DLP IWTM

Tema 5.3 HcnpaBieHue TUIIOBBIX HEUCIIPABHOCTEN.
MopnyJb 6. TeXHOJIOTHH ATeHTCKOT0 MOHMTOPHUHTA
Tema 6.1 Ha3naueHune areHTCKOro MOHUTOPUHTA. Y CTAHOBKA U

HACTpoWKa areHTcKkoro Monutopunra. Marepgeiic konconn DLP IWDM.
PaGota B KOHCONM yIpaBlieHUsI aT€HTOM

Tema 6.2 [TonUTHKH areHTCKOr0O MOHUTOPUHTA, OCOOCHHOCTH MX
Hactpoiiku. Co3aanue u mpoBepka NoauTuk. Co3aaHue NOJIUTHK 3alIUThI
Ha areHTax;; OunbTpanus coObiThii; HacTpoiika COBMECTHBIX COOBITUI
areHTCKOro M CETeBOro MOHUTOpUHTa; PaboTa ¢ HOCUTENIMU U
ycrpoiictBamu; Paborta ¢ ¢aitnamu; KoHTposb npuioxeHui;
Hckmrouenune 3 coOBITUH TIepexBara.

Moayas 7. Pazpa6oTka moIuTHK 0€30NMACHOCTH, AaHAJIU3
BbISIBJICHHBIX HHIIU/IEHTOB

Tema 7.1 Pa3paboTka u TecTupoBaHue MOJUTHK B cucteme DLP
IWTM. PaGota ¢ pa3enomM TEXHOJOTUHA CUCTEMbl KOPIIOPATUBHOM
3alIUTHI: KATETOPUU U TEPMHUHBI, TEKCTOBBIE 00BEKTHI; PaboTa ¢
COOBITUSIMHU, 3aMPOCHI, 0OBEKTHI IepexBaTa, UACHTHU(GUKAIUSI KOHTAKTOB B
cooObITHH; PaboTa co cBOaKaMu, BUIKETaMHU, CBOJAKaMu; PaboTa ¢
nepconamu; Pabora ¢ o0bexTamu 3amuThl; [IpoBecTn nmMuTaIuio
mporiecca yreuku KoHpuAeHIMansHoi nHpopManuu B cucteme; Co3narb
HEMPOTUBOPEUNBBIE MOJUTUKH, COOTBETCTBYIOIIE HOPMATUBHOU Oa3e 1
3aKOHOJATEIbCTBY; 3aI0KYMEHTUPOBATh CO3/1aHHbIC TIOJTUTUKU
UCIOJIb3YSl B COOTBETCTBUU C TPEOOBAHUSIMU COBPEMEHHBIX CTaHIAPTOB B
obmacTu 3amuTsl HHpopMaruu. PaboTa ¢ KaTeropusiMu ¥ TepPMUHAMU;
Hcnonb3oBanue peryiasipHbIX BeipaxkeHuid; Mcnonbs3oBanue
MOp(OJIOTHYECKOro MoucKa; * Pabora ¢ rpadpuyeckumMu 00bEKTaMu;
Pabota c Beirpy3kamu u 60a3 naHHbpIX; PaboTta ¢ meyaTsimMu u OJIaHKaMu;
Pabota ¢ ¢aitnoBsiMu THIIAMY;

Tema 7.2 MounuTopunr Tpaduka. [IpoBepka mpuMeHEHUS TOJIUTUK
4-x Bun0B: Tpaduk, mepconsl, Oydep ooMeHa, nBmxenue Qaiinos. Pabora
C KpayJepoM.

Moayan 8. O6cinenoBanme (ayAuT) OPraHN3aluM € HeJdbI0 3aIIUTHI OT
yrpo3 uHGpopMannoHHOH 0€30MaCHOCTH

Tema 8.1 [TonsaTue aynurta nHHOpMAIIMOHHON 0€30acCHOCTH.
Teopus u npakTrka 006ciIe10BaHUsl OPraHU3AIMH C LENbIO 3aIIUTHI OT
yrpo3 HHPOPMAITMOHHOH 0€30MacHOCTH

Tema 8.2 3aK0HOAATEIBCTBO B 00JIaCTH 3aIIIUTHI
KoH(HeHIMaTbHON HHpopMaruu. Buasl mHGpOpMauu orpaHUuYeHHOTO
noctyna. [lepconansHbie nanuble. Kommepueckas TalHa.




4.3. Ilpaktrueckue (CEMUHAPCKUE) 3aHATUS

TeMbl MpakTHUECKUX 3aHATHHA U UX TPYAOEMKOCTh IPUBEICHBI B Ta0IHUIIE 5.

Tabnuna 5 — [IpakTrueckue 3aHATUS U UX TPYTOEMKOCTh

W3 aux No
No | Temsl mpaktudyeckux | DopMbl mpakTH4YeCKuX | Tpyrno0eMKOCTb, |IPaKTHYECKOH |pasjaenna
n/m 3aHATUN 3aHATUN (gac) MOATOTOBKH, |AMCLIHII
(dac) JIUHBI
Y4eOHBIM MJIAHOM HE MPEAYCMOTPEHO
| |
Bcero
4.4. JlabopaTopHble 3aHSITHS
Tembl Ta00paTOPHBIX 3aHATUN U UX TPYJOEMKOCTH MTPUBEICHBI B TA0NIHUIIE 6.
Ta6mmia 6 — JlabopaTopHbIe 3aHATHS U UX TPYIOEMKOCTh
N3 Hux Ne
Ne HaMeHOBaHHE TaGopaTOpHBIX paGoT TpynoemMKkoCTb, | IPaKTUUECKOH | pa3zaena
/11 (gac) ITOJTOTOBKH, | JHUCITUII
(dac) JIUHBI
Cemectp 3
1 | Hactpoliku npuBaTHOCTH B COLMAIbHBIX 6 6 3,4
CeTsIX
2 | YcraHOBKa U KOHPUTypHUPOBaHHE 9 9 5,6,7,8
KoMIoHeHTOB DLP cucremsl
3 | TexHOIOTUM ar€HTCKOTO MOHUTOPUHTA 9 9 5,6,7,8
4 | Pa3paboTka 1 MpUMEHEHHUE TTOTUTHK, aHAIHN3 10 10 5,6,7,8
BBISIBJICHHBIX MHIIUJICHTOB
Bcero 34 34

4.5. KypcoBoe npoeKkTupoBaHue/ BEITIOTHEHHE KYPCOBO pabOThHI

VY4eOHBIM MJIaHOM He MPEAyCMOTPEHO

4.6. CamocrosTenpHas paboTa 00yJaroIIHIXCs
Bunsl camocTosTensHON paboOTHI M €€ TPYJ0EMKOCTh IPUBEICHbI B Tabu1Ie 7.

Tabmuia 7 — Buapl camocToATenbHON pabOThI U €€ TPYIAO0EMKOCTh

o Bcero, | Cemectp 3,
Buna camocTositenpHOM pabOThI
qac qac
1 2 3
N3yueHnune TeopeTnuecKkoro Mareprania
16 16
qucturiaabl (TO)
[ToaroroBka K TeKyIieMy KOHTPOIIO 5 5
ycneBaemoctu (TKY)
Bcero: 21 21




5. IlepeueHnb y4eOHO-METOAMUYECKOTO OOECTICUeHUS
ISl CAMOCTOSITETILHON paboThl 00YJAIOLIUXCS 110 TUCIUILIIMHE (MO/IYIIIO)
VY4eOHO-MEeTOINYECKIE MaTepHalbl Ul CAMOCTOSITENBHONW PabOThl 0Oydaromuxcsl yKa3aHbl B

o.a. 7-11.

6. Ilepedenp MeyaTHBIX U 3JEKTPOHHBIX YYEOHBIX M3/IaHUH
IlepedeHb neyaTHBIX U IEKTPOHHBIX YU€OHBIX U3JJaHUN IPUBEEH B TabauIle 8.
Tabnuua 8— [lepeyeHb NeyaTHHIX U 3JEKTPOHHBIX YU€OHBIX U3JaHUN

Mudp/
URL aapec

bubnuorpaduyeckas ccpuika

KommuecTBo 3K3eMILsipoB
B OnOmoTexe
(KpoMe 371eKTPOHHBIX
9K3EMILISPOB)

https://kb.infowatch.com/
pages/viewpage.action?
pageld=32079878
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[Tekct]: yuebnoe mocodbme / H. H.
Momak, T. M. TarapHukosa.
npudopoctpoenus. - CII6.: 13- Bo
I'VAIL 2014.- 121 c.

004 M Morax H.H. 3aluiieHHbIe 40
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U CHUHTE3 [ODJEKTPOHHBIM pecypc]:
moHnorpadus/H.H. Moruak. —

OnektpoH. TekcroBeie nan. — CII6.:
Usn-so I'VAII 2014. - 197 c.

7. IlepedeHpb HIIEKTPOHHBIX 00pa30BATENBHBIX PECYpPCOB
MH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHON ceTH «IHTepHeT»
Ilepeuenn AJIEKTPOHHBIX 00pa3zoBaTeNbHBIX pecypcoB MH(pOPMALMOHHO-
TEJIEKOMMYHUKAIIMOHHONW ceTh «VHTepHeT», HEOOXOIUMBIX M OCBOCHMS IUCLUILIUHbBI
npuBe/eH B Tabimue 9.

Tabmuma 9 — IlepedeHb SIEKTPOHHBIX 0O0pa30BaTEIbHBIX PECYPCOB HMH(POPMAIMOHHO-
TEJICKOMMYHUKALIMOHHOU ceTu «HTepHeT»

URL anpec Haunmenosanue
https://worldskills.ru Ocnosro#t moptair Coro3a «MoJiojibie TpodecCrHOHaATBI

(Bopnackuiic Poccust)

https://kb.infowatch.com | baza 3Hanuit mo nmpoxykram u pemennsim InfoWatch

8. Ilepeuenb MHYOPMAITMOHHBIX TEXHOJIOTUI
8.1. Ilepedyenp mporpaMMHOTO 00€CTICUCHHUSI, UCTIOJIb3YEMOT0 TIPH OCYIIIECTBICHUU
00pa3oBaTeNLHOTO MPOIIECca 10 TUCIUILTHHE.
[TepedeHs HCTIOIB3yeMOT0 TPOTPaMMHOTO OOecIieueHus peAcTaBieH B Tadauie 10.

Tabmuua 10— IlepeueHs mporpaMMHOTO obecreueHust

Ne HanmeHnoBanue
/T
1 Adobe Reader
2 Bpayzep Google Chrome mnmu Yandex
3 I'mmepBuzop Oracle VirtualBox Bepcun e Huke 5.1.14 mnmu VMWare Workstation He
HIKe 12
4 InfoWatch Traffic Monitor
5 InfoWatch Device Monitor
6 Bupryansnas mammna ¢ OC RedHat
7 Bupryansnas mamuaa ¢ OC Windows

8.2. [lepeuenn WH(POPMAITMOHHO-CTIIPABOYHBIX CHUCTEM,UCIIOJIb3YEMbIX npu
OCYIIECTBIIEHUU 00pa30BaTEIHHOIO MPOIecca MO AUCIUTIIINHE

[lepeyens wWCMONB3yeMbIX HWHGOPMAIMOHHO-CIIPABOYHBIX CHUCTEM IIPEJCTABICH B
tabimue 11.

Ta6muma 11— [lepeyenp nHGOPMAITMOHHO-CIIPABOYHBIX CUCTEM

Ne i/t Hanmenosanmue

He npenycmoTtpeno




9. MarepuanpHo-TeXHUUYECKas 0a3a
CocraB MarepuabHO-TEXHUYECKONW 0a3bl, HEOOXOAMMOM JUIsl  OCYIIECTBIICHUS
00pa30BaTeNLHOTO MpoIiecca Mo TUCIUILIMHE, PEACTaBIeH B Tabuiel 2.

Ta6mmma 12 — CoctaB MaTepraIbHO-TEXHUIECKOM 0a3bl

No HanmeHnoBanue coCcTaBHOM 4acTh Howmep aygutopuu
/i MaTepUaIbHO-TEXHUUYECKOU Oa3bl (mpu HEOOXOTUMOCTH )
MynsTUMeaniHAS JIEKIUOHHAS Ay TUTOPUS 523
2 | KommbroTepHsrii kinacc (He MmeHee 10 KoMIBIOTEPOB) 523

[Tporpammuoe DLP mist 60ps0BI ¢ BHYTPEHHUMH yTEUKaMHU
uHpopMaluu U o0ecTiedeHUs] KOPIOPATUBHON 6€301aCHOCTH

Bupryanpnas mamnHa (cepsep DLP)

Bupryanpnas mamuHa (KOHTpOJUIEp JOMEHA)

BupryanpHas mamuHa (cepBep)

N N | B

BupryanpHas mammHa (KJIHEHT)

10. OueHouHble CpeaCTBa JJIsl TPOBEACHUS MPOMEKYTOUYHOM aTTecTalluu
10.1. CocTtaB OILICHOYHBIX CPEACTBMJISI MPOBEACHUS MPOMEKYTOUHOW AaTTECTAlUHU
00yJaromuxcst Mo JUCUUIUIMHE PUBEIEH B Tadnuie 13.
Ta6mmma 13 — CocTaB OIIEHOYHBIX CPEACTB JJIsI TPOBEICHUSI POMEKYTOYHOM aTTECTAIUH

Bun npomexyToO4HOM aTTeCTaluu IlepedyeHb OLIECHOYHBIX CPENCTB
DK3aMeH 3amaun
KoMIIekTpl ~ OLEHOYHOM  AOKyMEHTaluu
(K.0.4))

10.2. B kadecTBe KpUTEPHEB OICHKH YyPOBHA C(POPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETCHIIM O0YJaIONIUMUCS MPUMEHsIETCS S-OalTbHas MIKanxa OLEHKH CHOPMUPOBAHHOCTH
KOMITETECHIINM, KOTOpas mpuBeneHa B Tadymie 14. B TeueHne cemecTpa MOXKET HCIIOIb30BaThCS
100-6amnpHas  mKajla — MOAYJIBHO-PEUTHMHTOBOM  CHUCTEMbl ~ YHHMBEpPCHTETa,  IpaBUIIa
HCIIOJIb30BAaHUsI KOTOPOM, YCTAHOBJIEHBI COOTBETCTBYIOIIUM JIOKAJbHBIM HOPMATHUBHBIM aKTOM
I'VAIL
Ta6mmma 14 —Kpurepuu onieHKH ypoBHS CHOPMUPOBAHHOCTH KOMITETCHITHIA

Or1eHKa KOMIIETEHIIAN

XapakTepruCcTHKa ChOpMUPOBAHHEBIX KOMIIETEHI AN
5-OajUIbHAd [IKaJIa PaKTep (boprep

— oOyyvaronuiics TIyOOKO W BCECTOPOHHE YCBOWJI TPOTPAMMHBIN
MaTepHa;

— YBEPEHHO, JIOTUYHO, TIOCIIEIOBATEIEHO U TPAMOTHO €TI0 M3J1aracr;

— ONMUpAsCh HA 3HAHUS OCHOBHOW W JIOTIOJIHUTEIHHOW JIMTEPATYpPHI,
TCCHO NPUBA3ZBIBACT YCBOCHHBIC HAYYHBIC IMOJIOKCHUS C HpaKTquCKOﬁ
ACATCIIBHOCTBIO HAITPABJICHUSA

— yMenio 000CHOBBIBAET U apTyMEHTHPYET BBIABUTAEMbIE UM HJICH;

— JIE€TAaeT BBIBOJBI K O0OOIIEHUS;

— CBOOOIHO BIIQ/ICET CUCTEMOH CIIEIIMATN3UPOBAHHBIX TIOHSITHIA.

«OTIIUYIHO»
«3a4YTCHO»




OI1reHKa KOMIIETEHI TN

5-0ajUIbHAA [LIKAJIA

XapakTepucTuka ch)OpMHUPOBAHHBIX KOMITETEHIIMI

«XOopoHo»
«3a4YTCHO»

— o0yyJaronuiicss TBEPI0 YCBOWII MPOTPaAaMMHBINA MaTepual, TPaMOTHO U
M0 CYIIECTBY H3JaraeT €ro, ONHPasChb HAa 3HAHUSA OCHOBHOM
JIUTEPaTypHI;

— HE JIONYCKAET CYIIECTBEHHBIX HETOYHOCTEH;

— YBA3BIBACT YCBOCHHBIC 3HAHUSA C MPAKTUYECKOM AEATETbHOCTHIO
HaIlpaBJICHUS;

— apryMEHTUPYET HAYYHBIEC MOJIOKEHHUS;

— JIeJIaeT BBIBOJIBI M 0000IICHNS;

— BJIAJIEET CUCTEMOM CIEHHAIIM3UPOBAHHBIX MTOHATHIA.

«YZOBJIETBOPUTEIILHO»
«3a4TCHO»

— o0yyJaronuics yCBOWJI TOJIbBKO OCHOBHOW MPOTPaMMHBIN Matepual,
[0 CYUIECTBY M3JIaraeT €ro, ONupasch Ha 3HAHUS TOJBKO OCHOBHOM
JIIATEPATYPEL,

— JIOMYyCKaeT HeCYIIeCTBEHHbIE OUTMOKU U HETOYHOCTH;

— UCTIBITHIBACT 3aTPYJHEHHUS B MPAKTUYECKOM NPUMEHEHUU 3HAHUMN
HaIlTpaBJICHUA,

— cnabo apryMeHTUpPYeT Hay4HbIE MTOJIOKECHHUS;

— 3aTpynHsieTcs: B GOPMYIUPOBAHUH BHIBOJIOB U 000OIIICHHMIA;

— YaCTUYHO BJIAJICET CUCTEMON CHIEUAIN3UPOBAHHBIX TTOHSATHH.

«HEYOBJIETBOPUTEIILHO»
«HE 3a4TEHO»

— oOyyJaronuics He YCBOMII 3HAYUTEIIHPHOM YaCTH TPOTrPAMMHOTO
MaTepuana;

— JIOMyCKaeT  CYIIECTBEHHbIE  OIMMMOKM W  HETOYHOCTH  TIpH
paccMOTpeHHH Mpo0sieM B KOHKPETHOM HalpaBleHUY;

— UCIBITBIBACT TPYIHOCTHU B IIPAKTUYECKOM IIPUMEHEHUY 3HAHUN;

— HEe MOKET apryMEHTHUPOBATh HAyYHbIE MOJIOKEHUS;

— He GOPMYIUPYET BEIBOJOB M 0000IICHUH.

B kadecTBe KpuTepHEeB OIEHKH YPOBHS CHOPMHUPOBAHHOCTH (OCBOCHHS) KOMIIETECHIIUNA
(JacTH KOMIIETCHIIMH) OOYYAIOIIUMUCS, CHAOIIMMH 3K3aMeH B (opMe JEeMOHCTPAIMOHHOTO

OK3aMC€Ha, IMPUMCHAIOTCA KPHUTCPUHU YCTAHOBJICHHBIC B KOMIIJIICKTE OHCHO‘IHOﬁ JOKYMCHTAallU

(K.0.J1.).

PexomennoBaHHass MeTOAMKA TepeBOJa TIOJYUYCHHBIX OaJIOB IO pe3yJbTaraMm
BBITIOJIHCHHS 33JIaHHsI IEMOHCTPAIIMOHHOTO 3K3aMEHa B aTTECTAIIMOHHYIO OIICHKY IO HUTOTram
MPOXOKICHUS dK3aMeHa, npenacrasieHa B PZIO I'YAIL CMK 3.78.

10.3. TunoBsle KOHTPOJIbHBIE 3aJaHNSI LI UHBIE MaTEPUAIIbI.
Bormpocsr (3agaun) 115 5x3aMeHa npecTaBieHbl B Tadauie 15.

Ta6muma 15 — Borpocs! (3agaun) 1y1st 5K3aMeHa

Ne i/t [Tepeuyens BonmpocoB (3a1a4) Uit SK3aMeHa Kon
WHJIMKaTOpa
1 [TpoBecTu KOHPUTYpALHIO CETEBON MHPPACTPYKTYPHI: I1K-7.3.1
HACTPOUTH XOCT MAIIIMHY, CETEBOE OKpYXeHUe, BUpTyanbHbie | [1K-7.3.2
MAaIIUHbL, U T. 11.; IIK-7.3.3
* YCTaHOBUTH M HACTPOUTH CUCTEMY KopropatuBHoM 3amuthl | [1K-7.V.1
OT BHYTPEHHUX YIpO3; [IK-7.Y .2
* 3aIyCTUTh CUCTEMY, POBEPHUTH (HYHKIIMOHATILHOCTh U [1K-7.B.1
COOTBETCTBHE HACTPOEK IEJIEBOM CETeBOI MHPPACTPYKTYpe IIK-7.B.2

* [IpoBecTr UMHUTALIMIO TIPOIIECCA YTEUKH KOH(DHUICHIIMATLHON
nH(pOpMAIINY B CUCTEME;

* YeTpaHuTh MpoOsieMbl IIPH MOSBICHNH;

* [IpogemoHCTpHUpOBaTH PAOOTOCTIOCOOHOCTH CHCTEMBI

* [ToAroTOBUTH OTUET MO OlLIEHKE PabOTOCIIOCOOHOCTH




CHCTEMBI,

[IpuMeHUTh MOTUTUKNA UHPOPMAITMOHHOM 0€30MacHOCTH B
cHCTeMe, aBTOMAaTHUECKHU BBIITOJHUTH TOUCK WHIMICHTOB
nH(pOpPMaMOHHOM 06€30MaCHOCTH, BHECEHHBIX WICHAMH JKIOPH
(c ucnionp3oBanueM crenna u ['eneparopa Tpadpuka u
WHIIUJICHTOB).

* [IporeMoHCTpUPOBATH 3HAHHE MEXAHHU3MOB PaOOTHI
areHTCKOr0 MOHUTOPHHTA;

* PazpaboTarh ¥ IPUMEHUTDH MTOJTUTHKH ar€HTCKOTO
MOHHUTOPHHTA JUIs pa0OTHI C HOCUTEISIMUA U YCTPOUCTBAMH;
* PazpaboTtars ¥ IPUMEHUTH MOJUTHKH areHTCKOTO
MOHHUTOPHHTA JUIs paboThI ¢ daitnamu;

» PaboTa ¢ MCKIIIOUEHHUSIMU U3 TIEpEXBaTa;

PazpaboTtars NOAMTUKN MHPOPMALITMOHHOM OE30MAaCHOCTH,
UCIOJIb3YSl MHCTPYMEHTApUIN aBTOMAaTU3UPOBAHHON CUCTEMBbI
IWTM 6 u ycnemHno ux NpuMEHUTH [T BBISIBICHUS W/WIH
OJIOKMPOBaHMSI MHITMICHTOB Oe3omacHocTH. [ co3manus
WHIUACHTOB U Ipyrux coobituii B IWTM ucnons3yercs
CrelHaibHOe MPOrpaMMHOE 00ecTieueHre — CIeI[HaIbHbIN
I'enepatop Tpaduka v UHIIUACHTOB.

CryaeHTy HEOOXOIUMO:

* Pa3paboTath HOBBIE W/MIKM MOJU(PHUIIUPOBATH
CYILIECTBYIOIINE MOJUTUKU 0€30MaCHOCTH, TEPEKPHIBAIOIINE
KaHaJbl Iepelaui JaHHBIX ¥ BO3MOXHBIC UHITUICHTHI
COTJIACHO 3K3aMEHAI[MOHHOMY 33JIJaHUIO;

* 3aHecTH NMONUTUKU HH(popMarmoHHoi 6e3onmacHocT B DLP-
CUCTEMY;

* Pa3paboTare wim/u MmoauduuupoBaTh OOBEKTHI 3AIIUTHI,
KaTeropuu, TEXHOJIOTuM 3amuThl B DLP-cucteme u T. 11.;

* [IpuMEeHUTH OUTUKH T KOHTPOJISI Tpa(UKa, BEISIBICHUS
n/unu OJIOKMPOBAHUS MHIIMICHTOB 0€3011aCHOCTH,
CO3/1aBaeMbIX BHEIIHUM | 'eHeparopom Tpaduka u
MHIUACHTOB. MaKCUMH3UPOBATh YHCIIO BBISIBICHHBIX
MHIIAIEHTOB 0€30I1aCHOCTH;

* [IponeMoHCTpUpPOBATH BIaIeHUE TEXHOIOTUSIMA U YMEHUE
pabotatk ¢ uHTEp(heHcoM YyIpaBICHHUS CUCTEMBI
KOpPIOpaTUBHOM 3amuThl HHGopmaruu [WTM.

Y4acTHUKY HEOOXOJUMO IPUMEHHUTh MOJTUTHKH
nHpopmanmoHHoM 6e3omacHocTy B cucreme IWTM,
ABTOMATUYECKHU BBIMIOJTHUTH MOUCK UHITUICHTOB
nH(pOpMaIMOHHOM 0€30MMaCHOCTH, BHECEHHBIX YJICHAMH KIOPH
(c uconmb3oBaHueM cTeHna u [ eneparopa tpaduka u
uHIUACHTOB). [TonuTuku MOXXKHO MOIUGUIIUPOBATH, C LIETBIO
BBISIBJICHHUSI MAKCHMAJILHOTO YHMCJIa UHITUICHTOB U yTCUEK.
Heo6xoaumMo BCcTob30BaTh BECh HAOOP TEXHOJOTUM ITOMCKA U
BBISIBJICHUS YSI3BUMOCTEH, TOCTYITHBIN B CUCTEME
KOPIOPAaTUBHOM 3aUThl. UTOrOBBIN BapUAHT MOJIUTHK
JIOJKEH OBITh 3a()MKCUPOBAHBI B OTUETE.

B 4ncno MHIKMAEHTOB MOTYT BXOJIUTh, HATIPUMED:

* epeaaya MepcoHaIbHBIX TaHHBIX COTPYIHUKOB H
KOHTPAreHTOB IO 3JIEKTPOHHON MOYTe;

* iepeaya 0a3bl KJIMEHTOB OPraHU3alllK B apXUBE C




MCIOJIb30BaHNEM (ailIOBBIX POTOKOJIOB;

* HELICH3YpHAas JIKCHKA COTPYAHUKOB B IMEPEIUCKE C
KOHTpareHTamu;

* iepenavya nHQGpOpPMAIIMH, COCTABISIONIEH KOMMEPYECKYIO
TalHYy ¥ JAp.

* [IpuMeHUTHh MEXaHU3MBI CO3/IaHUS (PUIBTPOB JUIS aHATTN3A
MepexXBaYeHHOI0 Tpayka U BbISIBICHHBIX HHIUACHTOB;

* [IoaAroTOBUTH NETaNM3UPOBAHHBIE OTYETHI O HAPYIICHUSIX;
* [IpoBecTn knaccu(UKaLnio ypOBHS YIpo3bl HHIUICHTA;

Bomnpocs! (3agaun) s 3auera / qudd. 3ayera npeacraBieHsl B Tadnuie 16.
Tabmuna 16 — Borpocs! (3amaun) uist 3aueta / nudd. 3auera

Kon

Ne i/t I1Iepeuens Bompocos (3axay) ais 3auera / nudd. 3auera
p p (3a1a1) Ao WHIUKATOpa

Y4eOHBIM MJIaHOM HE MPEAYCMOTPEHO

[lepeuenr TeM nns KypcOBOTO MPOEKTUPOBAHUS/BBIIIOIHEHUS KypCOBOW paboThI
npeICTaBICHBI B Ta0wmIe 17.
Ta6mmma 17 — I[lepeuenpb TeM )11 KypCOBOTO TPOSKTUPOBAHMS/BBITIOJIHEHHSI KypPCOBOM pabOThHI

Ne /i [IpumepHbIil TepeyeHb TEM I KypCOBOT'O POSKTHPOBAHNUS/BBITIOTHEHUS
) KYpPCOBOM paboThI

Y4eOHbBIM IIJIaHOM HE MPETyCMOTPEHO

BOHpOCBI JJI HpOB@I[eHI/IH HpOMe)KYTOqHOﬁ arrecralquyu B BHAC TGCTI/IpOBaHI/IH
MpeICTaBJICHBI B TaOymIe 18.

Ta6mmma 18 — [TpumepHbIi IepedeHb BOPOCOB JIJIsI TECTOB

Kon

Ne /it [IpumepHBIil mepedeHb BOMPOCOB IJIsl TECTOB
MHIMKATOpa

He npyacmorpeno

[TepedyeHb T€M KOHTPOJBHBIX PA0OT MO AUCIUIUITMHE 00y4YaIOIMUXCs 3a09HOM (OPMBI
oOydeHus1, IpeCTaBIeHbI B Ta0uie 19.

Ta6mmma 19 — [lepedenp KOHTPOIBHBIX PabOT

Ne n/mt [lepeyeHb KOHTPOJIBHBIX PAOOT

He npenycmotpeno

[IpumepHBIi MepeyYeHb 3alaHui 711 00yJaroIuXcs, CIAIIMX dK3aMeH B (opme
JEMOHCTPAIIMOHHOTO SK3aMEHa, yKa3aHbl B KOMIUIEKTe olleHouHoU qokymenTarmu (K.O.1.).

10.4. Meronnueckue  MaTepuaibl,  ONPEIECISIIOIIME  MPOLEAYpbl  OLICHUBAHUS
UH/IMKATOPOB, XapaKTEepU3YIOIIMX ATanbl (OPMHUPOBAHUS KOMIIETEHIMH, coxaepkarcs B
JOKAJIbHBIX HOpPMaTUBHBIX akTax ['YAII, pernmamMeHTHpyrOIIMX MOPSAJOK U IPOLERypYy
IPOBE/ICHUS TEKYILEro KOHTPOJIS YCIIEBAEMOCTH M MIPOMEKYTOUHON aTTecTalMyi 00yJaroIuXxcs
I'VAIL

11. Metonuueckue yKa3zaHus sl 00y4JaOIMUXCs IO OCBOSHUIO TUCIIUTUTAHBI

11.1. MeTonuueckne yKa3aHUs ISl OOYYalOIIMXCS TI0 OCBOCHHUIO JIEKIIMOHHOTO
Marepuana




OcHOBHOE Ha3HA4YE€HHE JIEKIIMOHHOTO MarepHaja — JIOTUYECKU CTPOMHOE, CHCTEMHOE,
riyOoOKoe W sICHOE H3JIoKeHHe ydeOHoro Martepuana. Ha3zHaueHWe COBpEeMEHHOW JIEKIMH B
paMKax JIUCHUIUIMHBI HE B TOM, YTOOBI MOJIYYUTh BCIO MH(OPMALMIO MO T€ME, a B OCBOCHUU
¢yHIaMEeHTaNbHBIX TpOOJeM IUCHUIUIMHBI, METOJOB HAYYHOTO TIO3HAHUS, HOBEHIINX
JOCTHKEHUI HayuyHOM MbIciu. B yueOHOM mporiecce JeKLHs BBIMOIHSIET METOI0JIOTUYECKYIO,
OpraHU3alMOHHYI0 U MHPOPMANMOHHYIO (yHKIMHU. JIeKuusi pacKpblBaeT MOHATHHHBIN anmapaT
KOHKpETHOW oOjacTu 3HaHMsI, €€ MpoOJeMbl, JaeT LEIbHOE Ipe/ICTaBiIeHUE O AMCLUILIUHE,
MOKa3bIBAaET B3aMMOCBS3b C IPYTUMHU TUCIUILTHHAMHU.

[Inanupyemble pe3yabTaThl IPU OCBOCHUU 00YYAIOIMMUCS JEKIIMOHHOIO MaTepuana;

— TIONy4YE€HUE COBPEMEHHBIX, LIEJOCTHBIX, B3aWMOCBSI3aHHBIX 3HAHHUM, YPOBEHb
KOTOPBIX ONPEAEIISIETCS LEJIEBOM YCTAHOBKOM K Ka)KJI0M KOHKPETHOHN TEME;

— TOJy4yeHHUE OMbITAa TBOPUECKON pabOTHl COBMECTHO C IIPETOAaBaTENIEM;

— Dpa3BUTHE MNPO(PECCHOHAIBbHO-IEIOBBIX  KauecTB, JIIOOBM K  MpeaMery U
CaMOCTOSITENIbHOTO TBOPUYECKOT'O MBIIIIICHHUS.

— TIOSIBIIGHHE HEOOXOAMMOTO HHTEpeca, HEOOXOAMMOTO JIJIsi CAMOCTOATEILHON PabOTHI,

— TONydyeHUE 3HAHUW O COBPEMEHHOM YPOBHE pa3BUTHS HAyKU M TEXHUKH U O
IPOTHO3€ UX pa3BUTH Ha OJIIKaMIINe TOJIbI;

— HayuduThCsl METOIMYecKH oOpalaThiBaTh Marepuai (BBIIENATH TJIABHBIE MBICIH U
MOJIOKEHUS, TMPHUXOJUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPATh HX B  Pa3IUYHbBIX
dopmynupoBKax);

— TOJIy4e€HHE TOYHOTO IIOHMMAaHHUs BCEX HEOOXOUMBIX TEPMUHOB U ITOHATHH.

JIeKUMOHHBIA MaTepuall MOXKET CONPOBOXKIATHCA JAEMOHCTpPALMEN CIIAIOB U
UCIIOJIb30BAaHMEM pa3/laTOYHOrO MaTepuaja TMpU MPOBEACHUU KOPOTKUX TUCKyccHil 00
0COOEHHOCTSX MPUMEHEHUS OTJCIIBHBIX TEMATHK 0 JUCLUTUIMHE.

CTpyKTypa npeiocTaBiIeHUs JEKIIMOHHOTO MaTepHraa:

Monyns 1. Cranmaptel Bopnackwiinc u cnenudukanus craHaapToB Bopiackwmic mo
komrereHIMu ~ «KoprmopartuBHas — 3amuTa OT  BHYTPEHHHX  yrpo3  HH(GOPMAalHMOHHOM
O6e3omacHocTHY. Pazaensl cnenudukanum

Tema 1.1 Cnoemmuduxanus crangapta kommereHinu «KoprmopaTuBHas 3ammra OT
BHYTPEHHUX yrpo3 HHPOPMAINMOHHONW Oe30macHOCTH» (KOHKYpCHOE 3aJaHue, TEeXHUYECKOE
onucanue, UHQPACTPYKTYpHBIH JIHCT, CXeMa M 00OpyJOBaHHE PAOOYMX MECT, TPeOOBaHUS K
TeXHHUKE 0€30MacCHOCTH, KPUTEPUH OLEHUBAHUS, KOJEKC ATUKH, OCHOBHbIEC TEPMUHBI)

Monyns 2. TpeGoBaHust OXpaHbI TPYAa U TEXHUKH 0€3011aCHOCTH

Tema 2.1 Kynbrypa 6e3omacHoro tpyna.

Tema 2.2 OcHoBbl Oe3omacHoro Tpyaa M 3(ddexTuBHas opraHuzanus paboyero
MecTa B COOTBETCTBUM €O cTaHiaptamu Bopinackumic u crneuudukanueil cTaHIapToB
Bopnackuiic no KOMIETEHINH.

Monyns 3. CoBpeMeHHbBIE TeXHOJOTHU B TpodeccronanbHoi chepe. OCHOBBI 3alIUTHI
UH(OpPMAaLIUU OT BHYTPEHHHUX YTPO3 HH(POPMAIIMOHHOM 0€3011acHOCTH.

Tema 3.1 OCHOBBI 3aITUTHI KOPIIOPATUBHON HH(POPMAIIUH
Tema 3.2 [enun, 3anaumn, CUCTEMBI, METOBI U CPEACTBA 3AIUTHI
Tema 3.3 [IpaBoBBIE OCHOBBI.

KnioueBble  anmroputmsl U cucreMbl.  OCHOBHbIE  MNOHATHA.  be3omacHoCTh
WH(POPMAIMOHHBIX CHCTEM. YTpo3bl HH(MOpPMAIMOHHOW Oe3omacHOCTH. VICTOYHWKH yrpo3.
Vsa3sumoctu. Pucku. Ataku.

Tema 3.4 3ammra wuHbOpMAIMKM OT BHYTPEHHHX Yrpo3 HWH()OpPMaIMOHHOMN
Oe3omacHOCTH. BbIsiBIIeHHE yTeuek ¢ Hcrosib3oBaHMeM TexHonoruu Data Leakage Prevention
(DLP). Teopus u npakTuka npuMmenenust DLP-cuctem.

Monynb 4. OcHOBBI IU(POBOI THTUEHBI

Tema 4.1 Hudposas ruruena. Kubepyrpossl. Bumgsr xkubepyrpos. MHTEpHET yrpo3bl.
BHemnue (BpeIOHOCHBIM NpPOTpaMMHBIM KOJX, cHaMm, (UIIUHT, CETeBbIE aTakd, B3JIOM
yCTPOMCTBA, B3JIOM aKKAayHTOB W T.lI.) U BHYTpPEHHHE (MHTEPHET 3aBUCHUMOCThH, HHTEPHET



IPOKpAaCTUHALMI) HMHTEpPHET Yrpo3bl. KOMMyHUKallMOHHBIE W TEXHOJIOIMYECKHE HHTEPHET
YTPO3BL.

Tema 4.2 TlpaBuna Oe3omacHoro moBeneHuss B cetu HWHTepHer. Pasmemienune wu
UCIIOJIb30BAaHUE IIEPCOHANBHBIX M JIMYHBIX JaHHBIX. be3omacHele mnaposu. Hactpoiiku
IIPUBAaTHOCTHU B COLIMAJIBHBIX CETAX. Pe3epBHOE KOMMPOBAHME.

Tema 4.3 Ilporpammsl 3alUTBl OT BPEJOHOCHOTO IMporpaMMHOro kozga. IIporpammsl
ponutenbckoro KoHTpons. CpexacrtBa mmbpoBanus naHHbIX. CpeactBa  OGIOKMpPOBaHUS
HE)KEJIaTEJIbHOTO KOHTEHTa

Monyns 5. YcraHoBka, KOHQHUTYpUpOBaHHE M YCTPAaHCHUE HEHUCIIPABHOCTEH B CHCTEME
KOPIIOPaTUBHOM 3aIUTHI OT BHYTPEHHUX YIpoO3.

Tema 5.1 VYcranoBka DLP IWTM B BupTyaibHOM OKpyXeHUU. Pexumbr port
mirroring u proxy.

Tema 5.2  Kondwurypuposanue DLP IWTM

Tema 5.3 MHcmpaBieHue THUIIOBBIX HEHUCIPABHOCTEM.

Monyinb 6. TeXHOTOrUH areHTCKOr0O MOHUTOPHHTA

Tema 6.1 Ha3HaueHMe areHTCKOro MOHHUTOpPHHIA. YCTaHOBKa U HAaCTpOMKa
areHTckoro monutopunra. Marepdeiic koncomn DLP IWDM. Pabora B KOHCONMM ympaBlICHHs
areHToOM

Tema 6.2 TlonuTUKH areHTCKOrO MOHHTOPWHTA, OCOOEHHOCTH WX HACTPOWKH.
Co3znanne u mnpoBepka noautuk. Co3laHuWe TOJMTUK 3alUThl HAa areHTax; OuibTpanus
coOpITuii; HacTpoiika COBMECTHBIX COOBITHII areéHTCKOTrO M CETeBOTO MOHHTOpWHra; Pabota ¢
HOCUTENsIMU M ycTpoiicTBamu; Pabora ¢ ¢aitnamu; Konrpons npunoxenwuii; VckiaroueHue u3
cOOBITHH TIEpeXxBarTa.

Monynsb 7. Pa3paboTka moJMTUK 0€30MacHOCTH, aHAIU3 BBISIBIICHHBIX HHIIUICHTOB

Tema 7.1 Paszpabotrka u TectupoBanue mnoiautuk B cucreme DLP IWTM. PaGora c
pa3zenoM TEXHOJIOTUH CUCTEMBI KOPIIOPATUBHOM 3aIlUTHI: KAaTETOPUU U TEPMHUHBI, TEKCTOBbBIE
00bekThI;, PaboTa ¢ cOOBITUSMH, 3aIIPOCH], OOBEKTHI MEepexBaTa, UACHTU(PUKAINS KOHTAKTOB B
coObiTun; PabGoTa co cBomkamu, BHKETamH, CBoAkamu; Pabora c¢ mepconamm; PabGota ¢
oObexTaMu 3amuThl; [IpoBecT nMHTALIMIO TIpOIIEcca YTEUKU KOH(PUACHIMATbHOW HHPOpMAIUH
B cucreMe; Co31aTh HEMPOTHBOPEUMBHIE MOJIMTHKH, COOTBETCTBYIOIINE HOPMATHBHOHN 0aze u
3aKOHOJIaTEIbCTBY; 3aJJOKYMEHTHPOBATh CO3JAHHBIC NOJUTHKU MCIOJb3YysS B COOTBETCTBUH C
TpeOOBaHUSMH COBPEMEHHBIX CTAaHAApPTOB B oOyacTH 3amuThl HHGOpManuu. Pabora c
KaTeropusiMu M TepMuHamMy; lcnonb3oBaHHE pEryJSIpHBIX BbIpaxkeHul; lcnonb3oBaHue
Mopdooruueckoro mnoucka; « Pabora ¢ rpagpudeckumu o0bexramu; PaboTa ¢ BeIrpy3kamu u 6a3
naHHbix; Pabora ¢ mevarsimu u 6mankamu; Paborta ¢ (haiisioBBIMU THTIAMU;

Tema 7.2 Monutopunr Ttpaduka. [IpoBepka mNpUMEHEHHS TOIUTUK 4-X BHJIOB:
Tpaduk, mepcoHsl, Oydep ooMeHa, 1BuxkeHue daiiaoB. Pabora ¢ kpaynepom.

Monyne 8. OOcnenoBanue (ayAuT) OpraHU3alMM C IEIBI0  3alUTBl OT YIpo3
nH(pOpMaIMOHHOM 0€30MacHOCTH

Tema 8.1 Ilonarue aynura uHGOPMAIMOHHOW O€30MAacCHOCTH. TeopHs M TNpaKTHKa
o0ce1oBaHuUsT OpTraHU3AIMH C LEITBIO 3aIIUTHI OT YyTpo3 HH()OPMAITMOHHOW 0€301TacCHOCTH

Tema 8.2  3akoHOIATENBCTBO B OOJIACTH 3aIIUTHI KOH(UICHINAIBHOW HH(DOpMAIUH.
Bunbr nadopmanu orpanndeHHoro gocryna. [lepconansubie nanueie. Kommepueckas TaitHa.

11.2. Meronuyeckue yka3aHHs JUIsi OOYYaIOUIUXCs MO BBIMOJIHEHUIO J1TAO0paTOPHBIX
pabor

B xozne BbIMoiHEHUs J1aOOpaTOPHBIX pabOT OOyYarOIIMICS JOJDKEH YriayOuTbh |
3aKpeNUTh 3HAHMS, NMPAKTUUYECKUE HABBIKHM, OBJA/JETh COBPEMEHHON METOJUKOW M TEXHUKOU
HKCIEPUMEHTAa B COOTBETCTBUH C KBAIM(UKAMOHHONW XapaKTEPUCTUKON 00ydaromerocs.
Beinosnnenne 1abopaTOpHBIX pabOT COCTOUT U3 AKCHEPUMEHTAIBHO-IIPAKTUYECKON, pacueTHO-
AQHAJIMTUYECKOHN 4aCTeH U KOHTPOJIBHBIX MEPOIIPUATUN.



Brimonnenue 51ab0paTopHBIX pabOT 00y4aromMMCs SBISIETCS HEOTHEMIIEMON YacThIO
U3y4eHHs] TUCHMIUIMHBI, OINpeneIsieMO ydeOHBIM IUIAHOM, M OTHOCHUTCS K CpEACTBaM,
00€CTIeYMBAIOIINM PEIICHUE CISIYIOIINX OCHOBHBIX 33/1a4 00yJarOIIerocs:

— TMPHOOpETCHHWE HABBIKOB WCCIEIOBAaHHUS TPOIECCOB, SBICHUH U  OOBEKTOB,
U3y4aeMbIX B PaMKax JJAHHOM TUCIMILIMHEI,

— 3aKpeIUIeHUE, Pa3BUTHE U JETATU3AIMS TEOPETUYECKUX 3HAHU, TOy4YeHHbIX Ha
JCKITHSIX;

— TIOJy4eHHUE HOBOW MH(OpMAIIUU 110 U3ydyaeMOM JUCITUIUIHHE;

— TmpuoOpeTeHrne  HaBBIKOB  CaMOCTOSATEIBRHONW  paboThl ¢ J1abOpaTOPHBIM
00opyI0BaHUEM U IPUOOpaMHU.

3ajgaHue ¥ TpeOOBaHUA K IPOBEICHUIO Ja00PAaTOPHBIX PabOT

Bapuant 3amanus mo Kaxaoi nabopaTopHOW pabore oOyyaromuics MOJy4aeT B
COOTBETCTBMH C HOMEPOM B CIIMCKe Tpymmbl. [lepex mpoBemenueM nabopaTopHON pPabOTHI
oOyyaromemMycsi ClieyeT BHUMATEIbHO O3HAKOMUTHCS C METOJMYECKHMHU YKa3aHUSIMH IO ee
BBINIOJTHEHUIO. B cooTBeTCTBUM C 3a/1aHMeM 00YYalOMIMIACS JTO0KEH HOATOTOBUTH HEOOXOANMBIC
JaHHbIe, TOJIYYUTh OT TMpernojaBareiss IOMYCK K BBIMOJIHEHUIO JIabOpaTOpHOH paboTHl,
BBINIOJIHUTh yKa3aHHYIO IOCJIEOBATEIbHOCTh JCHCTBHH, HMOIYYUTHh TpeOyeMmble pe3yiabTaThl,
0(pOpPMHUTH U 3aLTUTUTH OTYET 1O JTabOpaTOpHOI padoTe.

Crpykrypa u dopma oTuera o 1adboparopHoil pabore
Otuet He TpedyeTcs

11.3. MeTtonuueckne yka3zaHus JJIsi OOYJarOIIUXCs IO MTPOXOKICHUIO CAaMOCTOSTEIbHON
paboThI

B xoze BBITIOJIHEHHSI CaMOCTOSTENHHOW PaOOTHI, 00YUYAIONMIUKCS BBITIONHIET padoTy IO
3a/IaHUI0 M TP METOJUYECKOM PYKOBOJICTBE IMPEIoaBaTeisi, HO 0€3 ero HEemoCpeICTBEHHOTO
y4acTusl.

B mporecce BBIOTHEHUS CaMOCTOSTENBHONW padoOThI, y oOyuaromierocs GpopmMupyercs
1enecoo0pa3Hoe IIaHUPOBaHKUE pabovyero BpeMeHH, KOTOPOE MO3BOJSIET UM Pa3BUBATh YMEHUS
¥ HaBBIKM B YCBOGHHU WM CHCTEMAaTH3allMH MpUOOpETaeMbIX 3HAHWN, 00eCreYrBacT BBICOKHIA
YpOBEHb YCIEBAEMOCTH B TMEpPUOJ OOy4YeHHS, IMOMOTraeT IOJYyYUTh HAaBBIKK MOBBIIICHUS
po(hecCHOHATEHOTO YPOBHHI.

MeTtoauyeckuMi ~ MaTepuajamMH,  HalpaBisSIONIMMU  CaMOCTOSITENbHYIO  paboTy
00yJaOIIUXCS SIBISIFOTCS: Y4€OHO-METOAMYECKUN MaTepral Mo TUCIUTUTHHE.

11.4. Meronuyeckue yka3aHus s OOYYaIOUMXCA IO TPOXOXKACHUIO TEKYIIEro
KOHTPOJISI yCIIEBAEMOCTH.

Texkymuil KOHTPOJIb YCIIEBAEMOCTH IIPEAYCMAaTpUBAaEeT KOHTPOJIb KAauecTBAa 3HAHUMI
00y4aromuxcsi, OCyIIECTBIIEMOI0 B TEUEHUE CEMECTpa C LENbI0 OLEHUBAHUS XOJa OCBOCHHUS
mucuuruinHel. dopMa MpoBeZeHUs TEKYIIEro KOHTPOJS — 3alUTa OTYETOB IO JIAOOPATOPHBIM
paboram. Pe3ynbTaThl TEKyIIEro KOHTPOJS YUYHMTHIBAIOTCA HPU MPOBEICHUH MPOMEXKYTOUHOM
arTectanuu B cooTBeTcTBUM ¢ TpeboBanusmu CTO I'VAIL CMK 3.76 «llonoxxeHue o TeKyieM
KOHTPOJIE YCNEBAEMOCTH M MPOMEKYTOYHOM aTTeCTallMu CTYJAEHTOB M acnupaHToB ['YAIIL
oOyyaromuxcst mo 00pa3oBaTeIbHBIM IPOTPaMMaM BBICIIETO 00pa30BaHU.

11.5. MeTtonuueckne ykazaHUs sl 00yUYaIOIMIUXCS MO MPOXOXKICHUIO MPOMEKYTOUHON
aTTECTALIUU.

[IpomexyTouHas  arTectanus  OOyYalOIIMXCS  NPEIyCMaTpUBaeT  OLEHUBAaHUE
IPOMEXYTOUHBIX M OKOHYATEJIBHBIX PE3YyJIbTaTOB 00ydeHus mo aucuuruimHe. OHa BKIIIOYAET B
ce0s: PK3aMeH — (opMa OIEHKH 3HAHHM, TOJYUYCHHBIX OOYJaroNIUMCs B TPOIIECCE M3YUICHHS
BCEH JIUCIUIUIMHBI WM €€ YacTH, HaBBIKOB CAMOCTOSTEIbHON paboThl, CHOCOOHOCTH MPUMEHSThH
UX JUISL pelleHHs] MPaKTUYeCKUX 3aaad. DK3aMeH, KaK MpPaBUJIO, POBOAUTCS B MEPUOJ



DK3aMEHAIIMOHHOW CECCHU W 3aBEpINAeTCs aTTECTAIIMOHHON OLEHKON «OTIIMYHOY, «XOPOIIOY,
«YIOBJIETBOPUTEIIBHOY, «HEYAOBIECTBOPUTEILHON.

Ok3amMeH B (opMe IEMOHCTPAIIMOHHOTO 5K3aMEHa IPOBOJUTCS B COOTBETCTBUHU C
KOMIIJICKTOM OHGHO‘IHOI\/'I AOKYMCHTAIMHU, COACPIKAIICM IIPUMCPHBIC OIICHOYHLIC MATCpHUaJIbI,
pa3MeneHHpIM/  TIpencTaBieHHBIM:  https://api.dp.worldskills.ru/api/esatk/docs/22e74a7e-739e-
40c7-89eb-32b6a787b240.



Jluct BHECeHUs! UI3MEHEHU B pab0UyI0 MPOrpaMMy JUCHUTUTHHEI

[Hata BHEceHus
W3MEHEHHH 1
JIOTIOTHCHUH.

IToamuces BHECIIETO
W3MCHCHHS

ConepskaHre U3BMEHEHUI U TOMOJIHEHUN

Jara u Ne
HPOTOKOJIa
3acedaHus
Kadeapsl

ITonmuce
3aB.
kaenpoit
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