MUHHUCTEPCTBO HAYKU U BBICILIEI'O OBPA30OBAHMS POCCUMCKOM

®EJIEPALIUN

benepampHOE TOCYAaPCTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE YUPEIKICHUE BBICIIIETO

o0Opa3oBaHUs

"CAHKT-TIETEPBYPI'CKUI1 TOCYJAPCTBEHHBIM YHUBEPCUTET
ADPOKOCMUMYECKOTI'O ITPUBOPOCTPOEHMA"

Kadenpa Ne 51

YTBEPXJIAIO

PykoBonuTens HarpaBieHUs

J.T.H.,1Tpo .

(IOJKHOCTD, 4. CTETICHB, 3BAHHE)

A.M. Tropankos

(MHUIMAIB, hamuIns)

(TIOAMHUCH)

«31» aBrycra 2021 r

PABOYAS [TPOTPAMMA JJUCHUITJIMHBI

«KopropaTiBHast 3amita 0T BHYTPEHHUX YIrpo3 HHPOPMAIMOHHOW O€30MacHOCTI»

(HaumeHOBaHMe THCIUIIINHEI)

Kox HanpaBieHus moAroTOBKH/
CIIELIMATIbHOCTH

11.03.02

HanMenoBaHue HanpaBiIeHHS
MOATOTOBKH/ CIIEIUAIILHOCTH

HHq)OKOMMYHI/IKaI_II/IOHHHe TCXHOJIOI'MH U CUCTEMBI CBA3HU

HaunmenoBaunue
HaIpaBJIC€HHOCTH

[IporpammHoO-3amuIieHHbIe HH)OKOMMYHHUKAIIUN

dopma 00yueHus

OYHas

Cankr-IlerepOypr— 2021




Jluct cornacoBanust pabodeit MpOrpaMMbl TUCITUTITUHBI

[Iporpammy cocraBwui (a)

JloneHT, K.T.H. Z 31.08.2021 B.C. Koxomoiities
(OKHOCTB, Y. CTETICHb, 3BaHHE) <~ (Troamuck, 1ata) (MHULUATEL, (aMIIIHs)

[Iporpamma onoOpena Ha 3acenanuu kKageapst Ne 51

«31» aprycra 2021 r, npotokon Ne 11

3aBenyromnuii kadenpoit Ne 51
K.T.H.,JOII. ~31.08.2021

A.A. OBUNHHUKOB

4. CTeneHp, 3BaHUE [ m‘fﬁm%, nara
y

OteerctBennsiii 3a OIT BO 11.03.02(03)

JIOI1.,K.T.H.,JOIL. ,%3 1.08.2021

(MHUIMANBI, HaMUIHIA)

H.B. MapxkoBckast

(momxHOCTB, yu. CTETNeHB, 3BaHHUE) (WI/ICL, nara)

3amecTuTenb AUPEeKTOpa HHCTUTYTA NoS 10 METOUYEeCKOi

paboTe J0IL.,K.T.H.,JIOIL. 57-:/“ 5~ 7 31.08.2021

(MHUIMATEI, HaMUIIHA)

O.U. KpacunpHukoBa

(OIKHOCTB, Y. CTETICHb, 3BaHHE) s (monmuce, nara)

(MHUTHANTE], HaMUITH)



AHHOTaus

HucuurmumHa «KopropaTuBHast 3aiiuTa OT BHYTPEHHUX YIpo3 HH(POPMALUOHHOM
0€30macHOCTH» BXOJIUT B 00pa30oBaTEIbHYIO MPOrPaMMY BBICIIETO OOpa30BaHUS — MPOrPaMMy
OakanaBpuaTa M0 HaIPaBJICHUIO MOATOTOBKY/ crierranbHocTH 11.03.02
«MIH(pOKOMMYHUKALIMOHHBIE TEXHOJIOTUM M CUCTEMBI CBsI3W» HampasieHHocTu «IIporpammuo-
3alMIIEeHHbIC HH()OKOMMYHUKaUUuy. Juctuminnaa peanusyercs kadeapoit «NeS1».

JlucuuiuinHa HarelieHa Ha (JOPMHUPOBAHUE Y BBITYCKHUKA CIIEIYIOIIUX KOMITETEHITHIA:

IIK-13  «KopmoparuBHass 3ammra OT BHYTPEHHUX yrpo3  HMH(POPMALUOHHOM
0€3011aCHOCTH»

ConeprkaHue QUCHUIUIMHBI OXBAaThIBAET KPYT BOIPOCOB, CBSI3aHHBIX C BEIOOPOM pELICHUIN
10 UCTIOJIB30BAHUIO CHCTEM 3alUTHl MH(OpMaIu oT BHyTpeHHUX yrpo3 DLP IWTM.

[IpenonaBanye AUCHUILIMHBI IPElyCMaTPUBAET CIEAYIONINE (GOPMBI OpPraHNU3aALUN
y4eOHOT 0 Ipolecca: JIEKIHUHU, TabopaTopHbIe paboThl, CAMOCTOsTeNbHAs paboTa 00yJaroIerocs.

ITporpaMMoil TUCHMIIIMHBI MPETyCMOTPEHBI CIEAYIOIINME BHbI KOHTPOJSA: TEKYIIMH
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAsI aTTeCTalHs B (hOpME SK3aMeHa.

OO6mrast TpyA0€MKOCTh OCBOCHHUS JTUCIMIUIMHBI COCTaBIISIET 3 3a4€THBIX eauHuIbl, 108
4acoB.

SA3bIK 00y4YeHUS IO TUCIUTUINHE «PYCCKHUM »



1. TlepedyeHb IIAHUPYEMBIX PE3YJITATOB O0YUYEHUS 1O AUCITUTIINHE
1.1. Ilenu npenoaaBaHusl JUCHUTUTUHBI
[lenbto peanusany MPOrpaMMBbl SIBJISETCS COBEpPUICHCTBOBAHWE M (WJIHM) MOJyueHUE
HOBOM KOMIIETEHIIMH, HEOOXOAUMON i Npo(ecCHOHATBHOW JEeATeNbHOCTH, C Y4YeTOM
cnenudukanuu crangapra Bopanckwic nmo komnereHuuu «KopmnopaTuBHas 3ammMra OT
BHYTPEHHHUX YIrpo3 HHPOPMALMOHHON 0€301MacHOCTH.

1.2. JlucumruimHa  BXOAMT B COCTaB  dYacTH, (opmMupyemMord  ydyaCTHUKaAMHU
o0pa3oBaTeNbHBIX OTHOIICHUH, 00pa30BaTeNbHOM MpOrpaMMBbl BhICHIET0 00pa3oBaHus (nanee —
OIl BO).

1.3. TlepeueHb IIIAaHUPYEMBIX PE3YyIbTATOB O0OYUEHUS MO TUCIMILIMHE, COOTHECEHHBIX C
IJIaHUpyeMbIMH pe3ysibTaTaMu ocBoeHust OI1 BO.

B pesynbrare u3ydeHHs AMCHUIUIMHBI OOYYarOIIMICS OJKEH 00JajaTh CIEAYIOUIMMU
KOMIIETEHIIUSIMU WM UX YacTaMU. KoMneTeHuuu 1 MHAUKATOPbl UX JOCTUKEHHUS MPUBEJICHBI B
tabnmure 1.

Ta6muma 1 — [lepeyeHr KoMIEeTEHIINNA U UHANKATOPOB UX JOCTHIKECHUS

Konu
Kareropus (rpynma) Kon u HanMeHOoBaHNE MHIUKATOPA JOCTHKECHHUS
HauMEHOBaHUE

KOMIIECTCHIIUH KOMIIECTCHIIU N
KOMIICTCHIIU U

I1K-13.3.1 3HaeT NpUHIMITBI TPOEKTUPOBAHUS
CUCTEMBI KOPIIOPATUBHOM 3aIIHUTHI OT
BHYTPEHHUX yTpO3

[1K-13.3.2 3HaeT OCHOBHBIE (DYHKIIUH CUCTEMBI
DLP IWTM

[1K-13.3.3 3HaeT TeXHOJIOTUH aHaNIN3a Tpaduka
pu paboTe MOTUTUKAMHU HH(POPMAITMOHHON
I1K-13 0€30MMacHOCTH B CHCTEME KOPIIOPATUBHOMN
Kopnopatusnas 3alUThl HHGOpPMaIUU

[TpodeccuonanbHble | 3aIIUTa OT [IK-13.Y.1 ymeer pazpabaTbiBaTh MOJIUTUKU
KOMIIETCHIINH BHYTPEHHUX YTpO3 NETEKTUPOBaHUS U OJOKMPOBKU yTEUEK C
uH(pOpMalOHHON ucnosipzoBanrueM DLP-cucrem

0e30MmacHOCTH [1K-13.V.2 ymeet pabotats B DLP-cucteme ¢
COOBITHSIMH, 3aMPOCaMU, OOBEKTAMH 3aITUTHI,
MOJIMTUKAMH, CBOJIKAMU, BUDKETaMU, IIEPCOHAMHU
[IK-13.B.1 Binazneet HaBbIKaMU YCTAHOBKHU U
koH(purypuposanus cucrem DLP IWTM
TIK-13.B.2 Bnageer HaBLIKAMHU CO3IaHUSA
(GUIBTPOB JJIs aHAIM3a MTEPEXBAYCHHOTO Tpaduka
Y BBISIBIICHHBIX UHITUJICHTOB

2. Mecro aucuuminHael B cTpykType OI1
JlucuumuinHa MoXeT 0a3upoBaThCs Ha 3HAHUSX, paHee MPUOOPETEHHBIX 00YJalOIMMHCS
[PY U3YYEHHUH CIICTYIOUINX JTUCIUTUINH:
— OcHOBBI HH()OPMAITMOHHONW OE30TTACHOCTH.
3HaHus, TOJIyYCHHbIE TPH HW3YYEHUH MaTepuana JaHHOW JMCUUIUIMHBL, HMMEIOT
CaMOCTOSTENILHOE 3HAYCHUE.

3. O0BeM u TPyIOEMKOCTb JUCITUTITUHBI
Jlanueie 00 obmemM o0beMe AMCUUIUIMHBI, TPYIOEMKOCTH OTACIbHBIX BHJIOB y4eOHOMU
paloThI O AUCHUILIMHE (M paclpeeeHne 3TOM TPYyJOEMKOCTH IO ceMecTpaM) IPeCTaBIIECHbI B
Tabnure 2.

Ta6muma 2 — O0beM U TPYTOEMKOCTh TUCIIUTUIAHBI




TpynoemMKocTb 1Mo
Bun yae6Ho# paboThl Bcero cemMecTpam
Ne3
1 2 3

Oowan mpyooemMKocma OUCUUNIUHDBL, 3/ 108 3/ 108
3E/ (uac)
H3 Hux uacoe npakmuyeckoii n0020moeKu 34 34
Ayoumopnule 3anamus, BCETo 4ac. 51 51
B TOM 4HCJIE:

nexmuu (JI), (qac) 17 17

npakTudeckue/cemuHapckue 3anstus (113),

(gac)

naboparopusie padbots (JIP), (dac) 34 34

KypcoBoii mpoekT (padota) (KII, KP), (uac)

9K3aMeH, (4Jac) 36 36
Camocmoamenvnan paboma, Bcero (4ac) 21 21
Buo npomesicymounoii ammecmayuu: 3a4er,
mudd. 3auert, sx3amed (3auet, dudd. 3ay, OK3. OK3.
DK3.*%*)

[Tpumeuanue: *kamunaTckuii 5k3aMeH
DK3aMeH MOXKET MPOBOAUTHCS B (POpME TEMOHCTPAIIMOHHOTO YK3aMEHa.
4. ConepkaHue TUCIUTLIIAHBI
4.1. Pacmpezenenue TpyI0€MKOCTH JTUCLUUIUIMHEI 110 pa3JeiaM 1 BUAaM 3aHATHM.
Pazgenpl, TeMBbI UCITUTIIIMHBI U UX TPYIOEMKOCTh MPUBEICHBI B TabIuIIe 3.

Tabnuua 3 — Pa3gensl, TeMbl AUCHUILUIMHBL, UX TPYJAOEMKOCTh

Paznenpl, TeMbI AUCIUATUTHHEL Jexumn | TI3(C3)| - JIP KII CPC
’ (gac) (gac) (gac) (gac) (qac)
Cemectp 3

Monyns 1. Ctangaptel Bopnackuiic u
cneundukanus crangapTos Bopanckuiic mo
koMrieTeHuu «KoproparuBHas 3amura oT 1
BHYTPEHHUX yIpo3 HHPOPMALIMOHHOM
Oe3omacoHCcTH». Pa3aens! cnenudukanuu

Monyns 2. TpeGoBanus OXpaHbl TPYy/Ja U TEXHUKH

1
0e30MmacHOCTH
Monyinb 3. CoBpeMEHHbBIE TEXHOJIOTHH B
npodeccuonansHoi chepe. OCHOBBI 3AMIUTHI ) ) )
uH(pOpMalUU OT BHYTPEHHUX YIPO3
UH(POPMALIMOHHOM 6€30MaCHOCTH
Monynb 4. OcHOBBI IUGPOBOM TUTHUEHBI 2 4 2
Monyns 5. YcranoBka, KOHGUTYpUPOBAHUE U
YCTPaHEHHE HEUCIIPABHOCTEN B CUCTEME 2 6 3
KOPIIOPaTUBHOM 3aIIUTHI OT BHYTPEHHHUX YTPO3.
Mogynb 6. TexHOJIOTMH areHTCKOTOo 3 6 4
MOHHMTOPHHIA
Monyinsb 7. Pa3zpaboTka monuTuk 6€30macHOCTH, 3 ] 5
AQHAJIN3 BBISBJICHHBIX MHIIUJICHTOB
Monyns 8. OGcnenoBanue (ayauT) OpraHu3auu
C TENBIO 3AIUTHI OT YTPO3 HHPOPMAITMOHHOM 3 8 5

0€30I1aCHOCTH

Htoro B cemecTpe: 17 34 21




Hroro 17 0 34 0 21

[IpakThueckass TOATOTOBKA 3aKJIOYAeTCsl B  HEMOCPEICTBEHHOM  BBIOJIHEHUU
OoOyyalolMMUCS  OMNpENEJeHHBIX  TPYIAOBBIX  (DYHKIMHA,  CBSI3aHHBIX ¢ Oynaymien
poeCCUOHATILHOMN 1eATENIbHOCTHIO.

4.2. CopaepxaHue pa3aeiioB U TEM JICKIIMOHHBIX 3aHSATHM.
Conep:xanue pa3fesioB U TEM JIEKIIMOHHBIX 3aHATHI MPUBEACHO B Ta0HIIE 4.

Tabnuia 4 — Coneprkanue pa3fesioB U TEM JIEKIIMOHHOTO [HKJIIA

Howmep paznena HasBanue u copepxkanue pa3ieaoB U TEM JIEKIIMOHHBIX 3aHITUI

1 Mopnyas 1. Ctanaaprel Bopaackuiic u cnenudukanus CTaHAapTOB
Bopaackusuic no komnerennuu «Kopnoparusnasi 3ammra ot
BHYTPEHHHX yrpo3 HHGopManuoHHOI 6e3onacHocTH». Pa3nesl
cneunpuKaAnUn

Tema 1.1 Cnenudukamnus cTanaapTa KOMIETSHIIUNA
«KopropaTuBHas 3a1uTa 0T BHyTPEHHUX YTPO3 HH(POPMAIIMOHHON
0e3omacHOCTH» (KOHKYPCHOE 3aJaHue, TEXHUUECKOe OTTMCaHue,
UHPACTPYKTYPHBIH JTUCT, cXeMa U 000pyJOBaHUE pabOUNX MECT,
TpeOOBaHUs K TEXHUKE O€30I1aCHOCTH, KPUTEPUU OLICHUBAHUS, KOJEKC
STUKH, OCHOBHBIE TEPMUHBI)

2 Monayasb 2. TpeGoBaHus1 OXpaHbI TPYAA U TEXHUKH 0€30IIACHOCTH
Tema 2.1 KyneTypa 6e30macHoro Tpyza.
Tema 2.2 OcHoBbI Oe30macHOro Tpyia u 3G PeKTUBHAS OpraHU3AIH

pabodero Mecra B COOTBETCTBUU CO CTaHAapTamMu Bopiackuiuic u
cnenudukanuei cranaapToB BopiacKuiuic Mo KOMITETEHIINH.

3 Monayas 3. CoBpeMeHHbIE TEXHOJI0THU B IpodeccuoHaIbHOI cdepe.
OcHoBbI 321U THI HHGPOPMAIIMY OT BHYTPEHHHUX YIPO3
UHGOPMAMOHHOM 0€30MaCHOCTH.

Tema 3.1 OCHOBBI 3aIIUTHI KOPIIOPATUBHONW HMH(OpMAIIH
Tema 3.2 [lenun, 3aqa4m, CUCTEMBI, METOJIBI M CPEACTBA 3AIUTHI
Tema 3.3 IIpaBOBBIE OCHOBBI.

KitoueBbie anroput™Msel u cuctemsl. OCHOBHBIE MOHATHSA. be3onacHOCTh
MH(POPMAIIMOHHBIX CUCTEM. YTPO3bl HHPOPMALMOHHOM OE30MaCHOCTH.
Uctounuku yrpos. Ysazsumoctu. Pucku. Ataku.

Tema 3.4 3ammra wuHQOpMamuu OT BHYTPEHHUX yIrpo3
MH(POPMALIMOHHOM 0e30nacHOCTU. BbIsBIEHHE yTeUueK C HCIOJIb30BaHUEM
texHonorun Data Leakage Prevention (DLP). Teopus u mnpaxTuka
npumeHenust DLP-cuctem.

4 MopnyJsb 4. OcHOBBI IH(POBOI THTHEHbI

Tema 4.1 [Mudposas ruruena. Kubepyrpossl. Buast kubepyrpos.
WNuTtepuet yrpo3sl. BHenHne (Bpe1oHOCHBIN MTPOTPaAaMMHBIN KO/, CIIaM,
(uIIMHT, CeTeBbIe aTaKH, B3JIOM YCTPONCTBA, B3JIOM aKKayHTOB H T.J.) U
BHYTPEHHHUE (MHTEPHET 3aBUCUMOCTb, HHTEPHET IPOKPACTUHALIMS)
UHTEPHET yrpo3bl. KoOMMyHUKallMOHHBIE M TEXHOJOTUYECKUE UHTEPHET
YTPO3BL.

Tema 4.2 [IpaBuna Ge3omacHoOro noBezeHus B cetu MHTEpHET.
Pa3merenne u HCIIONBb30BaHKUE TEPCOHANBHBIX U JTMYHBIX JAHHBIX.
be3onacHeie nmaposn. HacTpolku IpUBaTHOCTH B COLUAIBHBIX CETSX.
Pe3epBHOE KOMTMpPOBaHME.

Tema 4.3 [Iporpammel 32U THI OT BPEIOHOCHOTO TPOTPAMMHOTO




koga. IIporpamMmel ponurtensckoro koHtpois. CpenctBa mudpoBaHUs
naHHbIXx. CpencTBa OJ0KMPOBaHUS HEXKENATEeIbHOIO KOHTEHTA

5 Moayab S. YcraHoBKa, KOH(PMIypUPOBaHUE H YCTPAHEHHUE
HEUCIPABHOCTEN B CHCTeMe KOPIOPATHUBHOM 3allIUTHI OT
BHYTPEHHHX yIPoO3.

Tema 5.1 YcranoBka DLP IWTM B BUpPTyaJIbHOM OKPY>KEHUH.
Pexxumebl port mirroring ¥ proxy.

Tema 5.2 Kondurypuposanne DLP IWTM

Tema 5.3 HcnpaBieHue TUITOBBIX HEUCIIPABHOCTEN.
6 MopnyJsb 6. TeXHOJIOTHH ATeHTCKOT0 MOHMTOPHUHTA
Tema 6.1 Ha3nauenue areHTCKOro MOHUTOpPUHTrA. Y CTAHOBKA U

HAaCTpOMKa areHTCKoro MoHuTopunra. Martepdeiic koucomun DLP IWDM.
Pabota B KOHCONHM yIpaBIIEHUsI aTEHTOM

Tema 6.2 [TonuTHKM areHTCKOro MOHUTOPUHTA, OCOOEHHOCTH MX
HacTpoiiku. Co3ianue u nposepka noauTHK. Co31aHre MOJUTUK 3aIUThI
Ha areHTax;; ®uibTpanus coosiThii; HacTpoiika COBMECTHBIX COOBITHIT
areHTCKOT0 ¥ CETeBOro MOHUTOPHUHTA; PaboTa ¢ HOCUTENSIMU U
yctporictBamu; Pabota ¢ daitnamu; KoHTpoas pritokeHui;
VckmroueHne n3 coOBITHI IepexBara.

7 Moayas 7. Pazpa6oTka moauTHK 0€30NACHOCTH, AaHAJIN3
BbISIBJICHHBIX HHIIU/IEHTOB

Tema 7.1 Pa3paboTka u TecTupoBaHHe MOJUTHK B cucteme DLP
IWTM. PaGota ¢ pa3aenomM TEXHOJOTUHA CUCTEMbl KOPIIOPATUBHOM
3alIUTHI: KATETOPUU U TEPMHUHBI, TEKCTOBBIE 00BEKTHI; PaboTa ¢
COOBITUSIMHU, 3aMPOCHI, 0OBEKTHI IepexBaTa, UACHTHU(HUKAIUS KOHTAKTOB B
cooOnITHH; PaboTa co cBOaKaMu, BHIKETaMHU, CBOJAKaMu; PaboTa ¢
nepconamu; Pabora ¢ o0bexTamu 3amuThl; [IpoBecTn uMuTaInio
nporiecca yreuku KoHpuAeHMansHoi nHpopmanuu B cucteme; Co3narb
HEMPOTUBOPEUNBBIE MOJUTUKH, COOTBETCTBYIOIIME HOPMATUBHON Oa3e 1
3aKOHOJATEIbCTBY; 3aI0KYMEHTUPOBATh CO3/1aHHbIC TIOJUTUKU
UCIOJIb3YSl B COOTBETCTBUU C TPEOOBAHUSIMU COBPEMEHHBIX CTaHIAPTOB B
obacTu 3amuTsl HHpopMaruu. PaboTa ¢ KaTeropusiMu ¥ TepMUHAMU;
Hcnonb3oBanue peryiasipHbIX BeipaxkeHuid; Mcnonbs3oBanue
MOp(OoJIOTrHUEcKOro moucka; * Padora ¢ rpadpuyeckumMu 00bEKTaMu;
Pabota c Beirpy3kamu u 60a3 naHHbIX; PaboTta ¢ meyaTsiMu u OJIaHKaMu;
Pabota ¢ ¢aitnoBsiMu THIIAMY;

Tema 7.2 MonuTopunr Tpaduka. [IpoBepka mpruMeHEHUS TOJIUTUK
4-x Bun0B: Tpaduk, mepconsl, Oydep ooMeHa, nBmxenue Qaiinos. Padora
C KpayJepoM.

8 Moayan 8. O6cienoBanme (ayuT) OPraHNu3alnuM € HeIbI0 3aA1IUTHI OT
yrpo3 uHGpopMannoHHOH 0€30MaCHOCTH

Tema 8.1 [TonsaTue aynura nHHOpMAIIMOHHON 0€30IacHOCTH.
Teopus u npakTrka 006cie10BaHUsl OPraHU3AIMH C LENbIO 3aIIUTHI OT
yrpo3 HHPOPMAITMOHHOH 0€30MacHOCTH

Tema 8.2 3aK0HOAATEIBCTBO B 00JIaCTH 3aIIIUTHI
KoH(HeHIMaTbHON HHpopMaruu. Buasl mHGpOpMauu orpaHUuYeHHOTO
noctyna. [lepconansHbie nanubie. Kommepueckas TaliHa.

4.3. Ilpaktuueckue (CeMUHAPCKUE) 3aHATUS
TeMbl MpakTUYECKUX 3aHATUN U UX TPYJOEMKOCTh IPUBEJCHBI B TAOIHIIE 5.




Tabmmma 5 — [lpakTuueckue 3aHATHS U UX TPYIOEMKOCTh

N3 uux No
Ne | Tewmsl npakTuyeckux | @OpMBI IPAKTUYECKUX | TpPyIOEMKOCTb, |IIPAKTUYECKOM |pa3zaeiia
/11 3aHSTUN 3aHATHI (dac) MOJATrOTOBKH, | AUCIIMII
(dac) JINHBI
Y4eOHBIM MJIaHOM HE MPEAYCMOTPEHO
| |
Bcero
4.4. JlaGopaTopHbIE 3aHATHUS
TeMbl 1a0OpaTOPHBIX 3aHATHIA U UX TPYIOEMKOCTh MMPUBEICHBI B TAOIHUIIE 6.
Tabnuua 6 — JJabopaTopHble 3aHITUS U UX TPYIOEMKOCTh
N3 Hux Ne
Ne Hauenosanye 1a60pATOPHE paboT TpynoeMKoCTh, | MPaKTUYECKOM | pa3aena
/o (gac) MMOATOTOBKH, | HUCIIWI
(dac) JIUHBI
Cemectp 3
1 | HacTpoliku mpuBaTHOCTH B COLMANIbHBIX 6 6 3.4
CeTAX
2 | YcraHOBKa U KOHPUTypHUpPOBaHHE 9 9 5,6,7,8
KoMIoHeHTOB DLP cucremMsl
3 | TexHONIOrMMu areHTCKOro MOHUTOPHUHTA 9 9 5,6,7,8
4 | Pa3paboTka 1 mpuMeHEHHE MMOJUTHK, aHATH3 10 10 5,6,7,8
BBISIBJICHHBIX MHIINJICHTOB
Bcero 34 34

4.5. KypcoBoe npoeKkTupoBaHue/ BEITIOTHEHHE KYPCOBOH pabOThHI

VY4eOHBIM MJIaHOM He MPEAyCMOTPEHO

4.6. CamocrosiTenbHas paboTa 00yJaronuxcs
Bunsl camoctosTensHON paboOTHI M €€ TPYJ0EMKOCTh IPUBEICHbI B TabuIe 7.

Tabmmia 7 — Buasl caMocToSTeIbHON PabOThI U €€ TPYJI0EMKOCTh

. Bcero, | Cemectp 3,
Bun camocrositensHOM paboTh
qac yac
1 2 3

N3yueHnune TeopeTuuecKkoro Mareprania

16 16
qucturiaabl (TO)
[ToaroToBKAa K TEKYIIEMY KOHTPOJIIO 5 5
ycneBaemoctu (TKY)

Bcero: 21 21

5. IlepeueHnb y4eOHO-METOAMUYECKOTO OOECTICUeHUs
JUISL CAMOCTOSITEIILHOM pab0Thl 00YJArOITUXCS TI0 JUCITUTIINHE (MOTYJTIO)
Y4eOHO-MeTOIMYeCKUE MaTepHalibl Uil CaMOCTOATENbHOM paboThl 00y4aromuXcsl yKa3aHbl B

n.a. 7-11.




6. Ilepedenp MeyaTHBIX U 3JEKTPOHHBIX YUEOHBIX M3JIaHHH
[lepedeHb neyaTHBIX U IEKTPOHHBIX YU€OHBIX U3JaHUN IPUBEICH B TabuIle 8.
Ta6mmma 8— [lepeueHb MEYaTHBIX U SJIEKTPOHHBIX YUEOHBIX W3TaHHUI

Mudp/
URL anpec

bubnuorpaduueckas ccpiika

KomuectBo 3x3eMIuisipoB
B OMOmoTexe
(KpoMe AIIEKTPOHHBIX
9K3EMILISPOB)

https://kb.infowatch.com/
pages/viewpage.action?
pageld=32079878

TexHueckass  JOKYMEHTalusi 1O
pemenuto InfoWatch Traffic Monitor
4.1 [anexTpoHHBIN pecypc]

https://bit.mephi.ru/
index.php/bit/article/
view/14/22

A.C. 3aimes, A.A. Maok,
Pazpabotka KJ1accuuxanuu
BHYTPEHHUX yrpos
nH(pOPMaITMOHHOMN 0€301acHOCTH
MOCPEJICTBOM KJIaCCH(HUKAITIH
MHIMAEHTOB, MockBa, )xypHain BUT
No 32016 r. [3neKTpOHHBIN pecypc]

https://www.twirpx.com/
file/185060/

IMapteika  T.JI.,, IlomoB  W.H.
Nudopmanmonnas  6€30MacHOCTb,
yaeOHoe mocodue. 5-e u3f., mepepaod.
u jom. - M.: DOPYM, 2012. - 432 c.

https://worldskills.ru/nashi-
proektyi/demonstraczionnyij-
ekzamen/documents/

[Tonoxenne 00 oOpraHuzanuu M
MPOBEJCHUU  JEMOHCTPALMOHHOTO
dK3aMeHa o CTaHJapTaM
WorldSkills Coroza  «Momonsie
npodeccroHab, DIIEKTPOHHAS
myOJIuKaIus

https://worldskills.ru/nashi-
proektyi/demonstraczionnyij-
ekzamen/documents/

[Tonoxxenne 00 opra"u3anud |
MPOBEJCHUU  JEMOHCTPALMOHHOTO
JK3aMeHa o CTaHJapTaM
WorldSkills Coro3za  «Mononsie
npodeccroHabI, JIEKTPOHHAS
myOIrKaIus

http://padabum.com/
d.php?id=27762

Ckuba B.IO., KypbaroB B.A.
PykoBoacTBo o 3aIUTE oT
BHYTPEHHUX yrpo3

WH(POPMaMOHHON OE30MacHOCTH. —
CII6.: ITutep, 2008. — 320 c.

3-40

3amuTa OT BHYTPEHHHUX  YIpo3
MH(POPMAIIMOHHON 0e30MacHOCTH C
HCIOJIb30BaHUEM COBpPEMEHHBIX
DLP-texnonoruii: y4e6. mocobue /
A.B. Ceprees, E.B. Tpamne3Hukos,
H.B. MatBeeB, A.A. Kpsuiosa, A.A.
OBYMHHHMKOB; TOJA pEl. J-pa TEXH.
Hayk, mpod. A.M. TriopiukoBa. —
CIIG.: I'VAIL, 2021. — 202c¢.: uin.

100

004
M 87

Momraxk H. H. Opranuzanus
6e30macHoro JoCTyma K
WH(pOPMAITMOHHBIM pecypcam
[Tekcr]: yueOHnoe mocobue / H. H.
Momak, T. M. TatapHukosa.
npudopoctpoenus. - CII6.: U3n- Bo
['YAIL 2014.- 121 c.

40

004 M

Mourak H.H. 3anuieHyeIe

40



https://kb.infowatch.com/
https://bit.mephi.ru/
http://www.twirpx.com/
http://padabum.com/

87-604316-ED MH()OTENIEeKOM-MYHUKAIMU.  AHaIHU3
U cuUHTe3 [DIEKTPOHHBIN pecypcl:
monorpadus/H.H. Momak. —
OnektpoH. TekcroBwie gan. — CII6.:
Wzn-Bo I'VAIL 2014. — 197 c.

7. TlepeueHb SJEKTPOHHBIX 00pPa30BaTEIBHBIX PECYPCOB
MH(}OPMaLMOHHO-TEIEKOMM YHUKAITMOHHOM ceT «HTepHeT»
Ilepeuens AIIEKTPOHHBIX 00pa3zoBaTeNbHBIX pecypcoB MH(pOPMAIIMOHHO-
TEJIeKOMMYHUKAaIMOHHOW ceTu «VHTepHeT», HEOOXOOUMBIX [UIsl OCBOEHHUS JIHCIUIUIMHBI
npuBeaeH B Tabmmie 9.

Tabmuma 9 — IlepeyeHb dIEKTPOHHBIX 00pa30BATENBHBIX PECYPCOB HHGPOPMAIIMOHHO-
TEJIEKOMMYHUKAMOHHOU ceTh «HTepHeT»

URL anpec HaumenoBanue
https://worldskills.ru OcnosHo#t moptan Coro3a «Monojibie mpohecCHOHATBI

(Bopaackuiic Poccust)

https://kb.infowatch.com | baza 3Hanuit mo nmpoxykram u pemennsm InfoWatch

8. IlepeueHr MHGOPMAITMOHHBIX TEXHOJIOTUI
8.1. IlepedeHb MpOrpaMMHOTO 00ECTIEUECHHUSI, UCTIONB3YEMOTO P OCYIIECTBICHUN
00pa30BaTENBHOTO MPOIIecca MO AUCIUILINHE.
[IepedeHb UCTIOIB3YEMOT0 MPOrPaMMHOT0 oOecIieueHus npeacTanieH B Tadmuie 10.

Ta6mmma 10— [Mepeyers nmporpaMMHOTO 0OECTICUCHUS
Ne HaumenoBanue
/11
1 Adobe Reader

Bpayzep Google Chrome nnu Yandex

(O8]

I'mmepeuzop Oracle VirtualBox Bepcun e Huke 5.1.14 unmu VMWare Workstation He
HIDKe 12

InfoWatch Traffic Monitor
InfoWatch Device Monitor
Bupryansnas mammna ¢ OC RedHat

N N n| B~

Bupryansnas mammnaa ¢ OC Windows

8.2. Ilepeuenp MH(POPMAIMOHHO-CITPABOYHBIX CHUCTEM,UCII0Ib3YEMBIX npu
OCYIIIECTBIICHUH 00pa30BaTEIBLHOIO MPOoIecca IO TUCIUTIINHE

[lepeyeHp HCHONB3yeMbIX HMH(OPMAIIMOHHO-CIIPABOYHBIX CHCTEM IMPEJCTABICH B
Tabiune 11.

Tabnuua 11— Ilepeuens nH(pOpMAIIOHHO-CIIPABOYHBIX CUCTEM

Ne i/t Hanmenosanmue

He npenycmorpeno

9. MarepuanbHO-TeXHHUECKas 6a3a
CoctaB  MaTepUaIbHO-TEXHUYECKOH 0a3bl, HEOOXOIMMOW Ui  OCYIIECTBJICHHUS
00pa3oBaTEeNBFHOTO TpoIIecca 10 TUCIHUITINHE, PEeICTaBlIeH B Tabmuel 2.




Ta6mmma 12 — CoctaB MaTepuaibHO-TEXHUYCCKON 0a3bl

No HanmeHnoBaHue coCTaBHOM 4acTh Howmep aygutopuu
/i MaTepUaIbHO-TEXHUUECKOU Oa3bl (mpu HEOOXOTUMOCTH )
MynpTumMeauiiHas JIEKIUOHHAS ayIUTOpUs 523
2 | KommbproTepHsiii kiace (He MmeHee 10 KoMIbIoTepoB) 523

[Tporpammuoe DLP jy1st 60ps0ObI ¢ BHYyTPEHHUMH YTEUKaMHU
nH(popManuu U o0ecredeHus: KOPImopaTUBHON 0€30MaCHOCTH

Bupryansnas mammuna (cepep DLP)

BupryanpHas mammHa (KOHTpOJUIEp 10MEHA)

BupryanpHas mammHa (cepsep)

| N | B

BupryanpHas mamnHa (KJIHEHT)

10. Ouenounsle cpeacTBa JUisl IPOBEIEHUS IPOMEKYTOUHON aTTeCTallun
10.1. CocTaB OILICHOYHBIX CPEACTBMJIA MPOBEACHUS MPOMEKYTOUHOW AaTTECTALUH
o0yJaromuxcs o JUCUUILUIMHE IPUBeeH B Tadmuie 13.
Ta6mmma 13 — CocTaB OIIEHOYHBIX CPEACTB JJIsI TPOBEICHUSI POMEKYTOYHOM aTTeCTaIlUN

Bun npome:xyToO4HOM aTTeCTaluu IlepedyeHb OLIECHOYHBIX CPENICTB
DK3aMeH 3amaun
KoMIIIEKTBI ~ OLEHOYHOM  JOKyMEHTaluu
(K.0.4)

10.2. B kauecTBe KpHUTEpPHUEB OLEHKH YPOBHSI C(HOPMHPOBAHHOCTUH (OCBOCHHMS)
KOMIIETEHIIMH 00yJalonuMucs MpUMEHseTCsl 5-0ajulbHasi HIKaJla OIEHKH c(hOpMHUPOBAHHOCTH
KOMITETCHIINH, KOTOpas mpuBeaeHa B Tabnmie 14. B TeueHue cemectpa MOXKET UCIOIb30BAThCS
100-6amipHasi  mKaja ~ MOAYJIBHO-PEUTHHTOBOW  CHUCTeMbl ~ YHMBEpPCHTETa,  IpaBUia
UCIOJIb30BaHUS KOTOPOM, YCTAHOBJIEHBI COOTBETCTBYIOIIMM JIOKAIbHBIM HOPMAaTHBHBIM aKTOM
I'VAIL
Ta6mmma 14 —Kpurepuu onieHKH ypoBHS C(HOPMUPOBAHHOCTH KOMITCTCHITHI

Or11eHKa KOMIIETEHI AN

XapakTepruCcTHKa chOpMUPOBAHHEBIX KOMIIETEHI N
5-OayuIbHAs [IKaJIa PaKTep (boprep

— oOyyvaronuiics TIyOOKO W BCECTOPOHHE YCBOWJI TPOTPAMMHBIN
MaTepHa;

— YBEPEHHO, JIOTUYHO, TIOCIIEIOBATEIIEHO U TPAMOTHO €TI0 M3J1aracr;

— ONMUpAsCh HA 3HAHUS OCHOBHOW W JIOTIOJIHUTEIBHOW JIMTEPATypPHI,
TCCHO NPUBA3ZBIBACT YCBOCHHBIC HAYYHBIC IMOJIOKCHUS C HpaKTquCKOﬁ
JeSITeTbHOCTHIO HAIIPABJICHHUS;

— ymMenio 000CHOBBIBAET U apTyMEHTHPYET BBIABUTAEMbIE UM HJICH;

— JIE€TaeT BBIBOJBI M O0OOIIEHUS

— CBOOOIHO BIIQ/ICET CUCTEMOH CIIEIIHATN3UPOBAHHBIX TIOHSITHIA.

«OTIINYHO»
«3a4YTCHO»

— 00y4aronuiicst TBEpA0 YCBOMII POTPAMMHBINM MaTepuall, TpaMOTHO U
10 CYUIECTBY H3JaracT €ro, ONHPAsChb HA 3HAHUSA OCHOBHOM
JIUTEPaTypHI;

— HE JIONYCKAET CYIECTBEHHBIX HETOYHOCTEN;

— YBA3BIBACT YCBOCHHBIC 3HAHUS C MPAKTUYECKOW AEATEIBbHOCTHIO
HaIpaBJICHUS;

— apryMEHTUPYET HAYYHBIEC MOJIOKEHHUS;

— JIeJIaeT BBIBOJIBI U 0000IICHNS;

— BJIAJIEET CUCTEMOM CIIEHHAIIM3UPOBAHHBIX MTOHATHIA.

«XOpOILIOY
«3a4TEHO»




OI1reHKa KOMIIETEHI TN

5-0ajUIbHAA [LIKAJIA

XapakTepucTuka ch)OpMHUPOBAHHBIX KOMITETEHIIMI

«YZOBJIETBOPUTEIILHO»
«3a4TEHO»

— 00y4Jaromuiicss yCBOMJI TOJIBKO OCHOBHOM NMPOrpaMMHBINA MaTepual,
[0 CYILECTBY M3JIaraeT €ro, Onupasch Ha 3HAHUSA TOJBKO OCHOBHOH
JUTEPATYPHI;

— JIONyCKaeT HECYIECTBEHHbIE OIIMOKY U HETOYHOCTH;

— MCIIBITBIBAET 3aTPYJHEHMs] B INPAKTHUYECKOM IPUMEHEHMU 3HAHMUN
HaIpaBJICHUS;

— c11a00 apryMeHTUPYET Hay4HbIE OJIOKEHMUS,;

— 3aTpyJHseTCs B OPMYIMPOBAHUH BHIBOJOB U 0000IICHHMIA;

— YAaCTUYHO BJIQICET CUCTEMOH CIIeIIMATN3UPOBAHHBIX TOHSATHI.

«HCYOOBJICTBOPUTCIILHO
«HEC 3a4TCHO»

— oOyyJaronuics He YCBOMII 3HAYUTEIIFHOM YaCTH TPOTrPAMMHOTO
MaTepuana;

— J0IMyCKacT CYIICCTBCHHLIC OI_HI/I6KI/I u HETOYHOCTH npu
paccMOTpeHHH TPoOIeM B KOHKPETHOM HarpaBlieHHUH;

— UCIIBITBIBACT TPYIHOCTHU B IIPAKTUYECKOM IIPUMEHEHUY 3HAHUN;

— HEe MOKET apryMEHTHUPOBATh HAyYHBIE MOJIOKEHUS;

— He (OPMYIUPYET BEIBOJOB M 000OIICHUT.

B kadecTBe kKpuTepHEeB OIEHKH YPOBHS CHOPMHUPOBAHHOCTH (OCBOCHHS) KOMIIETECHIIUNA

(JacT KOMIETEHIIMH) OOYyYaIOIUMHUCS, CHAIOIIUMHU SK3aMEeH B (opMme TeMOHCTPAIIMOHHOTO

9K3aMCHa, NPUMCHAIOTCA KPHUTCPHUH YCTAHOBJICHHBIC B KOMIIJICKTC OHCHOqHOﬁ AOKYMCEHTAIU

(K.0.J1.).

PexomeHnoBaHHAs METOOWKA TIEpeBOJa IMOJYYEHHBIX OalyioB MO  pe3yibTaTam

BBITIOJIHEHUS 33JaHUsl JEMOHCTPAIIMOHHOTO SK3aMeHa B aTTECTAlMOHHYIO OIIEHKY IO HUTOram
IIPOXOKIEHMS dK3aMeHa, nipencrasieHa B PJIO I'VAIL CMK 3.78.

10.3. TunoBsle KOHTPOJILHBIE 3a/1aHUS WU UHBIE MATEPHAJIBI.
Bompocsr (3agaun) 115 5x3amMeHa npeicTaBieHbl B Tabauie 15.

Tabmuma 15 — Borpock! (3a1a4n) Ui SK3aMeHa

Ne i/t [Tepevens BOmpoOCOB (3a71a4) 111 SK3aMEeHA Koxn
UHAMKATOpa

1 [TpoBecTu KOHPUTYpaLHIO CETEBOM HHPPACTPYKTYPHI: [K-13.3.1
HaCTPOMUTh XOCT MAIlIMHY, CETEBOE OKpYyKeHue, BupTyanpHele | [1K-13.3.2
MaIlIWHEL, U T. I1.; I1IK-13.3.3
* YCTaHOBHUTH U HACTPOUTH CUCTEMY KopriopatuBHOM 3ammTel | [1IK-13.V.1
OT BHYTPEHHUX yIpO3; [IK-13.¥.2
* 3aMyCTUTh CUCTEMY, TPOBEPHUTH (PYHKITMOHATHHOCTD U IIK-13.B.1
COOTBETCTBHE HACTPOEK IEJIEBOM cETeBOI HHPpaCTpyKType [IK-13.B.2
* [IpoBecTr UMUTALIHMIO MPOIECCA YTEUKH KOHPUIACHITUATHHOM
uH(pOpPMAIIUU B CUCTEME;
* YcTpaHuTh Npo0sIeMbl ITPU MOSBICHUH;
* [IpogeMoHCTpHPOBATH PAOOTOCIIOCOOHOCTD CHCTEMBI
* [ToAroTOBUTH OTYET MO OIEHKE PAOOTOCIIOCOOHOCTH
CHCTEMBI;

2 [TpuMeHUTH NOTUTUKHA UHPOPMALIMOHHOM OE30MTaCHOCTH B
crcTeMe, aBTOMAaTHYECKHU BBHITIOJHUTD ITOMCK MHLUACHTOB
nH(pOpPMaITMOHHOM 0€30MMaCHOCTH, BHECEHHBIX WICHAMH JKIOPH
(c ucionb3oBanuem crenna u I'enepatopa Tpaduka u
WHIIUJICHTOB).
* [IpogeMoHCTPUPOBATH 3HAHHE MEXAHU3MOB PAOOTHI
areHTCKOro MOHUTOPHHTA;




* PazpaboTarh U IPUMEHUTH MOJIMTHKU areHTCKOTO
MOHHUTOPHHTA JUTSl pa0OTHI C HOCUTEIISIMH U YCTPOWCTBAMH;
* PazpaboTarh U IPUMEHUTH MOJIMTHKU areHTCKOTO
MOHHUTOPHHTA I paOdOTHI C (aitnamu;

» PaboTa ¢ NCKIIIOUCHHUSIMU U3 TIEPEXBaTa,

Pazpaborate mommtuku nHGOPMAITMOHHOM 0€301TaCHOCTH,
UCIOJIb3YSl MHCTPYMEHTAPUI aBTOMATU3UPOBAHHON CHCTEMBI
IWTM 6 u ycnenmHo ux NpUMEHHUTb JIJIs1 BBISIBIICHUS W/HITHA
OJIOKMPOBAHUS MHIIUACHTOB Oe3omacHoCcTH. JlJist co3manus
WHIIMJICHTOB U Apyrux coowituii B IWTM ncnonb3yercs
CHeIHalbHOE MPOTPAMMHOE 00eCTIeUeHUE — CIICITUATBHBIN
I'enepatop Tpaduka v UHIIUAECHTOB.

CryneHTy HEOOX0IUMO:

* Pa3zpaboTarh HOBBIC W/WIH MOAUPUIIIPOBATH
CYUIECTBYIOIIKE MOJUTHKH 0€30I1aCHOCTH, TEPEKPHIBAIOLINE
KaHaJbI TIepelayn JAaHHBIX U BO3MOXKHBIC WHITUACHTHI
COTJIACHO 9K3aMEHAIIIOHHOMY 33JJaHUIO;

* 3aHeCTH MOJIMTHKH UH(OpMAIIMOHHOK O6e3onacHocT B DLP-
CUCTEMY;

* Pazpaborars win/u MoaHPUIIPOBATH OOBEKTHI 3aITUTHI,
KaTeropuu, TEXHOJOTHH 3amuThl B DLP-cucteme u T. 11.;

* [IpuMEHUTH MOUTUKH T KOHTPOJIS TpaUKa, BHISIBICHUS
W/uinv OJIOKHPOBAaHMS HHITUACHTOB 0€30MMacHOCTH,
CO3/1aBaeMbIX BHEITHUM | eHepaTtopom Tpaduka u
MHIUACHTOB. MaKCUMHU3UPOBATH YMCIIO BBISBIEHHBIX
HMHITUACHTOB 0€30IMaCHOCTH;

* [IponemoHCTpUpPOBATH BiIa/IeHNE TEXHOJIOTUSIMU U YMEHUE
pabotath ¢ uHTep(hEeHCcOM YyIpaBICHHS CUCTEMBI
KOpIOpaTuBHOM 3amuThl HHGopmaruu [WTM.

Y4acTHUKY HEOOXOIMMO TPUMEHHUTD MOJIMTUKA
nH(popMannoHHo# 6e3omacHocTu B cucteme IWTM,
ABTOMATUYECKH BBIMIOJTHUTH MMOUCK UHITUICHTOB
nH(pOpPMaMOHHOM 0€30MaCHOCTH, BHECEHHBIX WICHAMH JKIOPH
(c ucnonp3oBanueM crenna u ['eneparopa Tpadpuka u
UHIUACHTOB). [ToMUTHKN MOXKHO MOIU(UIIUPOBATH, C LIETBIO
BBISIBJICHHSI MAKCUMAIILHOTO YUCJIa MHIIUACHTOB U YTEUEK.
Heo6xoauMo ucnosib30BaTh BECh HA0OP TEXHOJIOTHI MOKUCKA 1
BBISIBJICHHSI YSI3BUMOCTEH, IOCTYITHBIN B CUCTEME
KOPIOPAaTUBHOM 3aIMThl. UTOrOBBIN BapraHT MOJIUTUK
JOJKEH OBITh 3a()MKCUPOBAHBI B OTUETE.

B 4ncno MHIKUIEHTOB MOTYT BXOAUTD, HAIIPUMED:

* repeaya MepcoHaNbHBIX TAHHBIX COTPYIHUKOB U
KOHTPAreHTOB I10 3JIEKTPOHHOM MouTe;

* iepeavya 0aspl KJIMEHTOB OPraHU3AIUH B ApXUBE C
MCIOJIb30BaHNEM (haiiIOBBIX TPOTOKOJIOB;

* HEILIEH3YPHAs JICKCUKA COTPYTHUKOB B MIEPETIHCKE C
KOHTpareHTamu;

* iepenaya MHPOPMAIIHH, COCTABISIONIEH KOMMEPYECKYIO
TallHYy ¥ Ap.

* [IpuMeHUTH MEXaHU3MBI CO3JIaHUS QUIBTPOB JIJISl AHATTN3A
MepexXBaYeHHOI0 Tpayka U BbISIBICHHBIX HHIUACHTOB;

* [ToAroToBUTH AETATN3UPOBAHHBIE OTUYETHI O HAPYIICHUSX;




* [IpoBecTu kaccupuKalno ypoBHS YIpO3bl HHLIUICHTA; |

Bompocsr (3amaun) mis 3aueta / nudd. 3aueta npeacrapieHbl B Tadauie 16.
Tabmuia 16 — Borpocs! (3anaun) mis 3adeta / qudd. 3auera

Kon

Ne /i [Tepeuens BompocoB (3ama4) nis 3adera / audd. 3adera
WHIUKATOpa

Y4eOHBIM MJIaHOM HE MPEAYCMOTPEHO

[lepeyeHp TeM Ui KypCOBOTO TPOCKTHPOBAHUS/BBIMOJHEHHS KYpPCOBOW pPabOTHI
MpeIcTaBIeHbI B Ta0nwmme 17.
Ta6mmma 17 — Ilepedenb TeM J1si KypCOBOTO TPOCKTUPOBAHMS/BBITIOTHEHHSI KyPCOBOM pabOTHI

Ne /i [IpumepHbIi TepeyeHb TEM I KypCOBOTO IPOSKTHPOBAHNUS/BBITIOTHEHUS
) KYpPCOBOM paboThI

Y4eOHBIM IJIaHOM HE NPETYCMOTPEHO

BOHpOCBI JUUTA HpOBelleHI/I}I HpOMG)KyTO‘IHOfI arrecragum B BHIAC TGCTI/IpOBaHI/I}I
MpeACTaBICHBI B TabmwuIe 18.

Ta6mmma 18 — [IpumepHsIii TepedeHb BOMPOCOB JJISI TECTOB

Kon

Ne n/mt IIpuMepHBIii IepeYeHb BOIIPOCOB AJIs TECTOB
MHIMKATOpa

He npenycmorpeno

[lepeyeHb TeM KOHTPOJBHBIX PabOT MO AMCUUIUIMHE OOYyYaroUIMXcs 3a09HON (HOpMBI
oOy4eHwus1, mpeIcTaBieHbl B Tabuie 19.

Tabnuua 19 — [lepeyeHb KOHTPOJIBHBIX PadOT

Ne /it [TepeyeHb KOHTPOJBHBIX PAOOT

He npenycmorpeno

10.4. Meronuyeckue  MaTepuaibl,  ONPEACIAIOIIAE  IMPOLEIYypbl  OLIEHUBAHMUS
WHIUKATOPOB, XapaKTEepHU3YIOIIUX JTamnbl (OPMUPOBAHUS KOMIIETEHIUH, COJEp)KaTcs B
JIOKaJbHBIX HOpMaTuUBHBIX akTax [YAII, pernameHTUPYIOIIUX TMOPSIOK U MIPOLEAYPY
MPOBEJICHUS TEKYILIEro KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOYHON aTTecTalluu O0ydJarouuxcs
I'VAIL

11. Meronuueckne yKa3zaHus sl 00y4JarOIMUXCs IO OCBOSHUIO TUCIIUTUTAHBI

11.1. MeTtonuueckne yKa3aHUs IS OOYYaIOIMUXCS TI0 OCBOCHHUIO JICKIIMOHHOTO
Marepuaia

OcHOBHOE Ha3HAY€HHE JIEKIIMOHHOTO MaTepuajga — JIOTUYECKH CTPOMHOE, CHUCTEMHOE,
riy0OKoe W SICHOE W3JNIOKEHHE ydeOHoro marepuana. Ha3HaueHuWe COBPEMEHHOW IEKIIUU B
pamMKax IUCHUIUIMHBI HE B TOM, YTOOBI MOJIyYUTh BCIO MH(GOpPMAIMIO MO TE€ME, a B OCBOCHUH
(GyHIaMEHTAIBHBIX TPOOJEeM JUCHHUIUIMHBIL, METOAOB HAYYHOTO TO3HAHUS, HOBEHIIINX
JNOCTUXKEHUM HaydyHOW MbIciu. B yueOHOM mporiecce JeKIUs BBIMOIHIET METOJ0JOTHYECKYIO,
OpPTraHU3aIMOHHYI0 U MHPOPMALMOHHYIO (GYHKIMHU. JIEKIIUs pacKpbIBAaeT MOHATUHHBINA amnmapar
KOHKpeTHOW oOnactu 3HaHMs, €€ NpoOJieMbl, JaeT LEIbHOE Ipe/ICTaBiIeHUEe O AMCLUILIUHE,
MOKAa3bIBACT B3aUMOCBA3b C JPYIr'UMU JUCIHUTIIIMHAMMU.

HHaHI/IDVeMBIe PE3YIbTATHI TP OCBOCHUHU OGV‘-I&IOH_II/IMI/ICH JICKIIMOHHOI'O MaTcpHrajia.

— TIOJy4YeHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBSI3aHHBIX 3HAHWM, YpOBEHb
KOTOPBIX ONPENENAETCs 1EJIE€BOM YCTAHOBKOM K KaX 0l KOHKPETHOM TEME;

— TOJy4YeHHE OIbITa TBOPUECKON PabOTHI COBMECTHO C IIPENoAaBaTesieM;




— pa3BuTHE TPOPECCHOHATBHO-IENOBBIX  KayecTB, JIIOOBM K  TpeaMeTy |
CaMOCTOSITETEHOTO TBOPUECKOT'O MBILUICHHUS.

— TIOSIBJIEHHE HEOOXOAMMOTr0 HHTEpeca, HE0OXOMMOTO JIJIsi CAMOCTOSATEILHON padOTHI;

— TOJNy4YyeHHEe 3HAaHUNW O COBPEMEHHOM YPOBHE pa3BUTHUSI HAYKU M TEXHUKU U O
MIPOTHO3€E UX Pa3BUTH HA OJIMKAMIIINE TOIBL;

— HAYYUTHCS METOAUYECKH 00pabaThiBaTh MarepHuall (BBIIEISATH TJIABHBIE MBICIH H
MOJIOKEHUS, TMPHUXOAUTh K KOHKPETHBIM BBIBOJAM, IOBTOPATH HX B  Pa3IWYHBIX
¢bopmyIHpoBKax);

— TIONy4YeHHE TOYHOTO MOHUMAHUS BCEX HEOOXOJUMBIX TEPMUHOB U TIOHSATHH.

JIEKUMOHHBIA ~MaTepuall MOXKET CONPOBOXKAAThCA JEMOHCTpPALMEN  CIIAlJOB H
MCIOJb30BAHUEM DPA3/aTOYHOrO MaTepuana IpU MPOBEACHUU KOPOTKUX JHUCKYCCHH 00
0COOCHHOCTSIX MPUMEHEHHUSI OTAEIBHBIX TEMATHK 10 TUCHUIUIMHE.

CTpyKTypa npeloCcTaBlIeHUs JEKIIMOHHOTO MaTepHraa;

Mopyns 1. Cranmaptel Bopnackwiinc u cnenudukamus cTaHIapToB Bopiackuiic mo
komrereHImn  «KopmopatuBHas  3ammTa  OT  BHYTPEHHHUX  yrpo3  HHGOPMAIMOHHOMN
0e3onacHocTHY. Paznensl cerupukanun

Tema 1.1 Cpneumduxauus crangapta kommereHimu «KopropaTuBHas 3ammura OT
BHYTPEHHUX yIrpo3 HHGOPMAIMOHHONW O€30macHOCTH» (KOHKYPCHOE 3ajlaHue, TEeXHUYECKOe
onucaHue, UHQPACTPYKTYPHBIH JHCT, cXeMa U O0OpyZOBaHHE PAaOOYMX MECT, TpPeOOBaHUS K
TEeXHHKE 0€30MacHOCTH, KPUTEPUH OLIEHUBAHUS, KOJIEKC ITUKU, OCHOBHBIE TEPMUHBI)

Monyns 2. TpeGoBaHust OXpaHbl TPya U TEXHUKH 0€3011acCHOCTH

Tema 2.1 Kynberypa 6e3omacHoro tpyna.

Tema 2.2 OcHoBbl Oe3omacHoro Tpyna u 3(QexkTuBHas opraHusanus paboyero
MecTa B COOTBETCTBMM CO cTaHiapTtamu Bopnackuiuic u cnenudukanueil CcTaHAapToB
Boprackusic mo KoMIeTeH1Iuy.

Mopyns 3. CoBpeMeHHBIE TeXHOJOTUU B TpodeccruonanbHor chepe. OCHOBBI 3aIIUTHI
uH(pOpMaLUU OT BHYTPEHHHUX YTpo3 HH(POPMAIIMOHHON 0€30MacHOCTH.

Tema 3.1 OCHOBBI 3alTUTHI KOPIIOPATUBHON HH(MOpMAIHI
Tema 3.2 Llenun, 3anaumn, cuCTEMbI, METOIBI U CPEACTBA 3ALUTHI
Tema 3.3 [IpaBoBBIE OCHOBBI.

KintoueBple  anroputMbl M cucteMbl.  OcCHOBHbIE  MNOHATHS.  be3omacHOCTh
WH(POPMAIIMOHHBIX CHCTEM. YTpo3bl HH(MOpMaIMoHHOW Oe3omacHOoCTH. MICTOYHUKH yrpo3.
Vsa3Bumoctu. Pucku. Ataku.

Tema 3.4 3ammra wHbOpMAMKM OT BHYTPEHHHX Yrpo3  HH()OpPMAIMOHHOMN
Oe3onmacHocTU. BpIsiBIeHHe yTeuek ¢ Hcrosib3oBaHMeM TexHosoruu Data Leakage Prevention
(DLP). Teopus u npaktuka npuMmenennsi DLP-cuctem.

Monynb 4. OcHOBBI TU(POBOY TUTHEHBI

Tema 4.1 Hudposas ruruena. Kubepyrpossl. Bumsr kubepyrpos. MHTEpHET yrpo3sl.
BHemHue (BpeIOHOCHBIM NpPOTpaMMHBIA KO, CHaM, (UIIMHI, CETEBbIE aTaKh, B3JIOM
YCTPONCTBA, B3JIOM AaKKayHTOB U T.1.) U BHYTpEHHHE (MHTEPHET 3aBHUCUMOCTb, HHTEPHET
IIPOKPAaCTUHALMA) HMHTEPHET Yrpo3bl. KOMMYHUKAallMOHHBIE M TEXHOJOTMYECKHE HWHTEPHET
YIPO3BbI.

Tema 4.2 IlpaBmwia Oe3omacHoro mnoBefeHus B cetu MuHtepHer. Pasmemienue wu
UCIOJIb30BAaHUE TNIEPCOHANBHBIX M JIMYHBIX JaHHBIX. be3omacHele mnaponu. Hactpoiiku
IIPUBAaTHOCTH B COLMANIBHBIX CETAX. Pe3epBHOE KOMMpOBaHHUE.

Tema 4.3 IIporpamMmbl 3alUTBl OT BPEIOHOCHOIO MPOrpaMMHOro koxaa. IIporpammsi
poaurensckoro KoHTpois. CpeacrBa mm¢ppoBaHus naHHbIX. CpeactBa  OJIOKHPOBAaHUS
HE)KEJIAaTeIbHOTO KOHTEHTa

Monynb 5. YcTaHoBKa, KOHUTYPHPOBAaHWE U YCTPAaHEHHE HEUCIPABHOCTEH B CHCTEME
KOPIIOPAaTUBHOM 3allUTHI OT BHYTPEHHHUX YIPO3.

Tema 5.1 VYcranoBka DLP IWTM B BupTyaJibHOM OKpykeHuu. Pexumsl port
mirroring u proxy.



Tema 5.2  Kougurypuposanue DLP IWTM

Tema 5.3 HcnopaBiieHue THIIOBBIX HEHUCIIPaBHOCTEH.

Monaynb 6. TeXHOIOTHH areHTCKOr0 MOHUTOPUHTA

Tema 6.1 Ha3naueHue areHTCKOro MOHMTOPHMHIA. YCTaHOBKa U HACTpOMKa
areHTckoro mouutopunra. Muarepderic koncomu DLP IWDM. PaGora B KOHCOJIM yrpaBieHUS
areHTOM

Tema 6.2 TloauTUKM areHTCKOrO MOHHMTOPHHTA, OCOOEHHOCTH WX HACTPOUKH.
Co3nanrie u mpoBepka noauTuk. Co3gaHuE NOJUTHUK 3alIUThl Ha areHTax; @OuibTpauus
coObITuii; HacTpoiika COBMECTHBIX COOBITMI areéHTCKOTO M CETeBOr0 MOHHTOpHWHTa; Paborta ¢
HOCUTENISIMU M ycTpoiicTBamu; Pabora ¢ ¢aitnamu; Konrpons npunoxxenuit; Vckmouenue u3
cOOBITHH TIEpeXBara.

Monynsb 7. Pa3paboTka mOITUTUK O€30MMacCHOCTH, aHAIIN3 BBISIBICHHBIX UHIIUCHTOB

Tema 7.1 Paspabotka um TectupoBanue moiautuk B cucreme DLP IWTM. PabGora c
pa3zieIoM TEXHOJOTHMU CUCTEMbl KOPIIOPATUBHOM 3aIlUTHI: KATETOPUU U TEPMHHBI, TEKCTOBbBIC
00bekThI; PaboTa ¢ coOBITHAMM, 3alPOCHI, OOBEKTHI MepexBaTa, UICHTU(HUKAIIUS KOHTAKTOB B
coopiTun; Pabota co cBomkamu, BUKETaMu, CBoakamu; Pabora c¢ mepconamu; Pabota ¢
oOBbekTaMu 3amuThl; [IpoBecTn uMHUTaLMIO TpoIiecca YTeUKH KOH(PUASHIUATbHON HHPOpMAIH
B cucreme; Co3aarh HEMPOTUBOPEUMBHIE MOJUTUKU, COOTBETCTBYIOIIME HOPMATHBHOH 0asze U
3aKOHOAATENbCTBY; 3aIOKyMEHTHPOBATh CO3JAHHbBIE MOJUTUKH HCIHOJB3YyS B COOTBETCTBUU C
TpeOOBAHUSMHU COBPEMEHHBIX CTAaHAAPTOB B oOONacTH 3amuThl HHpopmauuu. Pabora ¢
KaTeropusiMu © TepMuHamu; lcnonb30BaHHE peryisipHbIX BbIpaxkeHuit; lcmonab3oBaHue
Mopdosoruueckoro noucka; * Pabora ¢ rpadpuyecknmu oobvexramu; Pabora ¢ BeIrpy3kamu u 6a3
nanHbIxX; PaboTa ¢ medarsmu u 61ankamu; Pabora ¢ ¢haimoBeIME THITAMH;

Tema 7.2 Monutopunr Ttpaduka. IIpoBepka NpUMEHEHHS TOJUTHK 4-X BHJOB:
Tpaduk, mepconsl, Oydep ooOMeHa, aABrxeHue dainnoB. Pabora ¢ kpaynepom.

Monyne 8. OOcnemoBaHue (ayAWT) OpraHU3AlMH C IEIBI0 3alUTBl OT YIPo3
nH(pOpMaMOHHOHN 6€30MacHOCTH

Tema 8.1 Ilonstme ayaura wuH(pOpMAIMOHHON Oe30macHOCTH. TeopHs M TNpakKTHKa
oOce10BaHUsT OpraHU3AIMH C LIEITBIO 3aIUTHI OT YTPo3 HH()OPMAITMOHHOW 0€301MacHOCTH

Tema 8.2  3akoHOIATENHCTBO B OOJIACTH 3AIIUTHI KOH(DUACHIMAIBHOW HH(OpMAIIH.
Bunapl nadopmanuu orpanndeHHoro gocryna. [lepconansubie nannpie. Kommepueckas TaifHa.

11.2. Meronuueckue ykazaHHs JIsl OOY4alOIMXCs MO BBIMOJIHEHUIO J1IAOOPAaTOPHBIX
pabort

B xozne BbIModHEHUs J1aOOPaTOPHBIX pabOT OOyYarOIIMICS JOJDKEH YriayOuTbh |
3aKpenuTh 3HAHMs, MPAKTUYECKUE HABBIKH, OBJAJETh COBPEMEHHONM METOIMKOM M TEXHHUKOH
HKCHEPUMEHTa B COOTBETCTBUU C KBIM(UKAMOHHOW XapaKTepUCTUKOH oOyuaromerocs.
Beimonnenue nabopaTOpHBIX pabOT COCTOUT U3 HKCHEPUMEHTAIbHO-NPAKTUUECKON, pacueTHO-
AQHAJIMTUYECKOM Y4acTel U KOHTPOJIBHBIX MEPOIIPUATHH.

Brimonaenue mabGopaTopHBIX pabOT OO0ydYarOMMUMCS SIBISETCS HEOTHEMJIEMOM YacThIO
W3YUEHHUsS] JUCHMIUIMHBI, ONpeAesieMoil yd4eOHbIM IUIAHOM, M OTHOCHTCS K CpEACTBaM,
o0ecneynBaroIUM peIIeHUE CIIeIyIOIUX OCHOBHBIX 3a/1a4 00y4aroIerocs:

— TIpHOOpeTeHHE HAaBBIKOB HCCIEIOBaHMA IPOLECCOB, SBIEHUH U  OOBEKTOB,
M3y4aeMbIX B PAMKAX JaHHOW JUCLUILINHBI;

— 3aKpeIUIeHUe, pa3BUTHE U JETATU3AlMs] TEOPETUUECKUX 3HAHUI, TOJy4YEeHHbIX Ha
JCKIUSX;

— ToJIyueHHe HOBOH MH(pOpMaIMK 1O U3y4aeMOU AUCLIUIUINHE;

— T[pHOOpeTeHHe  HaBBIKOB  CAMOCTOSTEIbHOM  paboThl ¢ JabopaTopHBIM
000opyI0BaHNEM U TTPUOOpPaMHU.

3aganue 1 TpeOOBaHUS K IPOBEAECHHUIO JIA0OPATOPHBIX paboT




Bapuant 3amanus mo kaxaoi nabopaTopHOW pabore oOyyaromuics MOJy4daeT B
COOTBETCTBHMHM C HOMEpPOM B cmmcke rpynnbl. [lepen mpoBeneHueMm i1abopaTOpHOl pabOTHI
o0ydarommemMycsi CileyeT BHUMATEIbHO O3HAKOMHTBHCS C METOIMYECKHMHU YKa3aHHUSAMH IO ee
BBITIOJIHEHUIO. B COOTBETCTBUU ¢ 3a1aHMEM OOYYaIOLIUICS TOJKEH MMOATOTOBUTH HEOOXOMMBbIE
TaHHBIC, TOIYYUTHh OT TMPENoJaBaTeNisi JOMYyCK K BBIIOJIHEHHIO J1abOpaTOpHOW paboTHI,
BBITIOJIHUTh YKa3aHHYIO IOCJIEA0BATEIbHOCTh JCUCTBUHM, MOIYYUTh TpeOyeMble pe3yNbTaThl,
0(OPMHUTH U 3AIMUTUTH OTYET IO JTabOpPaTOPHOI padoTe.

Crpykrypa u dopma oTdera 0 1adboparopHoil pabore
Ortuer He TpeOyercs

11.3. Meronuueckue yka3aHus Al 00YYarOMUXCs O MPOXOKICHUIO CaMOCTOSATEIbHOM
paboThl

B Xoze BBINOJIHEHUS CaMOCTOSITENBHON pabOThI, 00YJaIOUIUIICS BBIMOIHACT padoTy MO
3aJJaHUI0 M IIPU METOJUYECKOM PYKOBOJCTBE INpENoAaBareis, HO 0€3 ero HemocpeaCTBEHHOIO
YUYacTHSL.

B mporecce BBITOTHEHUST CaMOCTOSATEIBLHON paboOThI, y oOydaromerocss (GopMHUpPYETCs
1esecoodpasHoe MIaHUPOBaHUE pabovero BpeMeHH, KOTOPOE MO3BOJISIET UM Pa3BUBATh YMEHHS
U HaBbIKM B YCBOGHMM M CHCTEMAaTHU3aLUU MPUOOpETaeMbIX 3HAHHH, 00ECHEeUMBAECT BBICOKHI
YPOBEHb YCHEBAaEMOCTH B TMEpUOA OOYYEHHUsS, MOMOTaeT MOJYYUTh HABBIKM IOBBIIICHUS
po¢eCCHOHAIBHOTO YPOBHS.

MeroauyeckMMH ~ MaTepuallaMd,  HaIlpaBISIOUIMMU  CAMOCTOATENBHYIO  paboTy
00yJaroIUX CASBIISIOTCS:

— y4eOHO-METOANYECKUH MaTepHa 1o JUCLUIUIMHE.

11.4. Metonuueckne yKa3zaHWUs MJIs OOYYaIOIMIUXCSA 110 TPOXOXKICHHIO TEKYIIETO
KOHTPOJISI YCIIEBAEMOCTH.

Tekylmuii KOHTPOJIb YCIEBAEMOCTH MPEAYyCMAaTPUBAET KOHTPOJIb KayeCTBA 3HAHMI
00yJaroIuXxcsi, OCYIIECTBIIEMOTO B TEUECHUE CEMECTpa C IIENIbI0 OIEHUBAHUS XOJa OCBOCHUS
JucHUIInHel. @opma MpoBeIeHUs! TEKYLIEro KOHTPOJS — 3alliuTa OTYETOB MO JabOpaTOpHBIM
paboram. Pe3ynpTaThl TEKyIIEero KOHTPOJS YYHTHIBAIOTCS TPHU MPOBEICHUH MPOMEKYTOUHOMN
artectaruu B coorBeTcTBUU ¢ TpeboBanusmu CTO I'VAIL. CMK 3.76 «llonoxeHue o TeKymeM
KOHTpPOJIE YCIIEBAEMOCTH M IPOMEKYTOYHOM aTTecTallMM CTYJEHTOB W acnupaHtoB ['VAII,
oOydJaronuxcs Mo 00pa3oBaTeIbHBIM ITPOTpaMMaM BBICIIIETO 00OPa30BAHMS.

11.5. MeTtonuueckne yka3aHUs I OOYYaIOMIUXCS O MPOXOXKIACHUIO MPOMEKYTOUHON
arTTecTaluu.

[IpomexyTouHas  arTecTauus  OOyYalOIIMXCS  NPEIyCMaTpUBaeT  OLEHUBAaHUE
MIPOMEKYTOUHBIX U OKOHYATEJIBHBIX PE3y/lIbTaTOB 00ydeHus mo aucuuruimHe. OHa BKIIIOYAET B
ce0s: sK3aMeH — (popMma OIEHKH 3HAHWM, MOJYYCHHBIX OOYYarONIMMCS B TPOIIECCEe H3YUCHHS
Bcel JUCHHUITIIIMHBI UJIN €€ 4aCTH, HABBIKOB CaMOCTOSITEIILHOU paGOTBI, CHOCOGHOCTI/I MNPUMCHATH
UX JJIS peuleHHs] TMPaKTUYeCKUX 3a/ad. DK3aMeH, Kak [paBWiIO, MPOBOJUTCA B MEPUOA
HK3aMEHAIIMOHHOW CECCHUU U 3aBEPIIAeTCsl aTTECTAIIMOHHOM OIEHKON «OTIUYHOY», «XOPOIIOY,
«YIOBJIETBOPUTEIBHOY, «HEYA0BICTBOPUTEIILHO.

Dk3ameH B (opMe JEeMOHCTPAlMOHHOTO SK3aMEeHa IPOBOAMTCS B COOTBETCTBUHU C
KOMIIJICKTOM OI.IGHO‘-IHOﬁ AOKYMCHTAIMU, COACPIKAIICM IMPUMCPHBIC OLCHOYHBLIC MATCpUaJIbl,
pasMeImeHHbpIM/  TpencTaBieHHbpIM:  https://api.dp.worldskills.ru/api/esatk/docs/22e74a7e-739e-
40c7-89eb-32b6a787b240.



Jluct BHECEHUS U3MEHEHHH B pab0vyI0 MPOrpaMMy AMCHUTUIUHEL

[Hata BHEceHus
W3MEHEHHH 1
JIOTIOTHCHUH.

Iloanucek BHEcIIEro
W3MCHCHHS

ConepskaHre U3BMEHEHUH U IOTIOTHEHUH
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