MHHHUCTEPCTBO HAYKH M BBICIIETO OBPA30BAHUS POCCUMCKOMA
DEJIEPALIMM
(enepanbHOE rOCY/IapCTBEHHOE ABTOHOMHOE 00Pa30BaTe/IbHOE YYPEK/ICHHE BBICIIETO
obpasoBaHus
"CAHKT-IIETEPBYPI'CKUIA FOCYIAPCTBEHHBIM YHUBEPCUTET
ADPOKOCMMYECKOI'O [1PUBOPOCTPOEHMS"
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CIENHATLHOCTH
HaumenoBanue HanmpasIeHHA Be3onacHoCTs HH(POPMALMOHHBIX TEXHOJIOTHI B
MOATOTOBKW CHEUHaIbHOCTH MPABOOXPAHHTENILHOI chepe
Hanmenosanue OpraHu3aiis ¥ TEXHOTOTHH 3aUHThl HHPOpMALHH (B
HAIPABJICHHOCTH HH(DOPMAIHOHHBIX CHCTEMAX)
Dopma oGydeHus ouHas

Canxr-Tlerepbypr— 2021

(RONKHOCTD, y4. CTENEHD, 3BAHNC) (fnnucl-. nara) (rnumans, hammans)



AHHOTaUs

HucuunnuHa  «YmpaBieHue  MHPOPMAIMOHHOM  O€30MacHOCTHIO»  BXOIUT B
0o0pa3oBaTelbHYI0 IpOrpamMMy BBICIIEr0 O0pa30BaHHUS — MPOrpaMMy CIELUAIUTETa IO
HarpaBjeHu0 moarotoBku/ crenuanbHocTH 10.05.05 «be3zonmacHOCTs MH(POPMAITMOHHBIX
TEXHOJIOTHII B TIPaBOOXPAHHUTENHHOW cdepe» HampaBiIeHHOCTH «OpraHuzanus W TEXHOJIOTHH
3amuThl nHGOopManuu (B HHGOPMALMOHHBIX cucTeMax)y». JucnuruinHa peanusyercs kadeapoi
«No34y,

JucuuninuHa HaueaeHa Ha GOpMUPOBAHKE Y BBITYCKHUKA CIEIYIOIIMX KOMIETSHIIHIA:

OIIK-4 «CnocobeH BBIIOIHATH TEXHUKO-SKOHOMHYECKOE OOOCHOBAaHUE IPOEKTHBIX
pellIeHui 1Mo CO3/ITaHUI0 CHUCTEeM oOecrieueHus HHPOPMAIIMOHHOM 0e30MacHOCTH, pa3padaThiBaTh
pabouyr0 TEXHUYECKYIO JIOKYMEHTAlUI0 B COOTBETCTBUU C JICUCTBYIOIIMMHU HOPMATHBHBIMU U
METOJUYECKUMH IOKYMEHTaMU B 00JIACTH 3aIUThI HH()OpPMALIUK»

OIIK-5 «CrnocoOeH IUIaHUPOBaTh TPOBEACHHE pPAdOT IO KOMIUICKCHOW 3aluTe
uH(popMmanuu Ha 00beKTe HHPOPMATH3AIIUN

OIIK-8 «CmocobeH pealn30BBIBaTH KOMIUIEKC MeEp IO OOecredeHHro Oe301acHOCTH
uH(popMaliu, o0ecreunBaTh KOMIUIEKCHYIO 3alIUTy HHGOPMAIIMU U CBEJICHUHN, COCTABIISIOMINUX
TOCYyJapCTBEHHYIO TaiiHy, Ha 0OBeKTe HWH(POPMATHU3AUM C YYETOM pEIIaeMbIX 33434 H
CTPYKTYpbI 00beKTa HH(POPMATHU3AINH, BHEITHIX BO3JICHCTBHI U BEPOSATHBIX YTPO3»

OIIK-9 «CnocobeH NpUMEHSTh TEXHOJIOTHMH TIOJYYEeHMs, HAKOIUICHHUS, XpaHEHWS,
00paboOTKK, WHTEpPIpETAllMd M HCIOIb30BaHUs HWHGOpMauu B XoAe MNpodecCHOHATbHON
JESTEIIbHOCTH

OIIK-11 «Criocob6eH ucnoab30BaTh aBTOMATU3UPOBAHHBIE MHPOPMAIIIOHHBIE CUCTEMBI B
PO ECCHOHAIBHON JEATEITHHOCTH

CopepxaHue IUCUUIUIMHBI OXBaThIBA€T KPYI BOMPOCOB, CBSI3aHHBIX C H3Yy4YEHUEM
METOJIOB U CpEeACTB ympaBieHus HH(opmanuroHHOW Oe3omacHocThio (MB) B opranuzanuu, a
TaKk)Ke€ M3YYEHHEM OCHOBHBIX IMOAXOJOB K pa3paboTke, peanu3alluy, dKCILTyaTallid, aHalu3Yy,
CONMPOBOXKACHUIO M  COBEPUICHCTBOBAHMIO  CHUCTEM  YIpaBlIE€HHUS  HH(GOPMALMOHHON
6e3omacHocThio (CYUDB) onpeneneHHOro 00beKTa.

[IpenogaBanue AMCUMIUIMHBI IpEeAyCMaTpUBaeT cieayroue (GOopMbl OpraHU3alUH
yueOHOro mpoIliecca: JeKIUU, TPaKTUUECKUe 3aHsITHsI, TabopaTopHbIe PadOThI, CAMOCTOSITENbHAS
pabora cTyaeHTa, KOHCYJIbTallUH.

[IporpamMmMoil AMCHUIUIMHBI MPEAYCMOTPEHBI CIEAYIONIME BHUIbI KOHTPOJS: TEKYIIHI
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAs aTTecTanus B (hopMe IK3aMeHa.

OO6miasi TpyA0EMKOCTh OCBOEHUS AMCIMILTUHBI COCTaBIseT 4 3a4eTHBIX eAuHHIbI, 144
yaca.

S3bIK 00yUYeHUs IO JUCIUILTUHE KPYCCKHI»



1. TlepedeHb IIAHUPYEMBIX PE3YJILTATOB O0YUYCHHS MO JUCIUTUINHE

1.1. Tlenu npenomaBaHus JUCITUTUTMHBI

LensaMu wu3ydeHUs AMCLUUIUIMHBL «YTpaBieHHEe HHPOPMALMOHHONW OE30MaCHOCTHIO»
ABIseTcA:  (OPMHMPOBAHHME  HABBIKOB  OpraHM3allud M METOJOJIOTMM  OOecreyeHMs
UH(POPMALIMOHHON OE30MaCHOCTH B OpraHU3alMAX; CO3JaHHE IPEICTaBICHUS O (QYHKIHIX,
CTPYKTYpax U IITaTax MojapasaeiaeHus HHPOPMALMOHHON 6e30MacHOCTH; 00 OpraHU3alMOHHbIX
OCHOBaxX, MPHHLIMIAX, METOJaX M TEXHOJNOTUSX U  YIpaBICHUH HHOOPMAIOHHON
Oe30macHOCTbIO B opraHmsauusx Pd; pasButHe CHocOOHOCTEM 1O  HUCMOJIb30BAHUIO
CYIIECTBYIOIIEH CUCTEMBI YIIPaBICHHUS WH(POPMAIIMOHHOM 6€301acHOCTH.

1.2. JlucumnivHa BXOIUT B COCTaB 00s3aTeIbHON yacTU 00pa30oBaTeIbHON MPOrpaMMBI
BEICIIero oopazosanus (naiee — OIT BO).

1.3. TIlepeueHb mIaHUPYEMBIX Pe3yJIbTATOB O0OyUEHHs MO AUCLUILUINHE, COOTHECEHHBIX C
IUIaHUpYyeMbIMH pe3ynbratamu ocBoeHus OIT BO.

B pe3ynbrare M3ydyeHus AUCUUILIUHBI 00YyYaroluiicss NOKEH 00jafarh CleAYHIUMU
KOMIETEHIMSIMU WM UX YacTaMU. KoMneTeHIMy U UHAMKATOPbl UX JTOCTH)KEHUS IPUBEICHBI B
Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIIMI U HHINKATOPOB MX JOCTHXKCHHS

Kareropus (rpynna) Konx n HanmeHoBaHue Konx n HanMeHOBaHME HHIMKATOpa
KOMIIETCHIINH KOMITETCHIINU JOCTHKEHHS] KOMIIETEHIIUU

OIIK-4 CnocobeH
BBIIOJIHATH TEXHHUKO-
SKOHOMMYECKOEC
000CHOBaHHE
IIPOEKTHBIX PEIICHUN
10 CO3JaHMIO CUCTEM

obecrnieueHus

UH(POPMALMOHHOM OIIK-4.3.2 3HaTh CTPYKTYpY U OOIIUI

0e30IacHOCTH, COCTaB HOPMAaTUBHBIX U METOANYECKUX
OobmenpodeccruoHanbHble | pa3padaTbiBaTh nokyMeHToB DeepaibHOM CiTyXObI
KOMIETECHIINU pabouyro 6e3onacHoctu Poccuiickoit deneparuu,

TEXHUUYECKYIO denepanbHOM CiTy>XObI IO TEXHUYECKOMY U

JIOKYMEHTAIUIO B AKCIIOPTHOMY KOHTPOJIIO

COOTBETCTBHH C

JIEHCTBYIOINMH

HOPMAaTUBHBIMU U

METOINYECKUMU

JOKYMCHTaMH B
00J1aCTH 3aIUThI
nH(popMalun

OIIK-5.VY.1 ymeTs onieHuBaTh yrpo3bl
HECaHKLMOHMPOBAHHOTO NIEpEXBaTa
CBEJICHMI 10 KaHaJIaM Nepeayn JaHHBIX
OIIK-5 Cnocoben OIIK-5.V.2 ymeTb aHanu3upoBaTh TEKYIEe
IJIAHUPOBATH cocrosinue IT-uHppacTpykTypbl
npoBesieHue padoT Mo | MPeInpUsTUS U IPOTHO3UPOBATh

O6menpodeccrnoHanbHbIE . . .
KOMINJICKCHOU 3allIUTE | UBMCHCHHA €€ BHCIIHCU U BHYTPCHHCU

KOMIICTCHIIN N

uH(pOpMaIUK Ha Cpensl
00BEKTE OIIK-5.B.2 BnazeTh HaBBIKAMHA
uH(pOpMaTHU3aANN BOCCTAHOBJICHHSI HHPOPMAIIMOHHBIX

CHCTEM TIPH TIOBPEIKICHUHU
OIIK-5.B.3 B1ageTh HaBBIKAMH CO3daHUS
KoM 0a3 TaHHBIX, KPUTUYHBIX TS




TpePUITHS

Oo6menpodeccnoHanbHbIC
KOMITETCHIHH

OIIK-8 CnocobeHn
peann30BbIBATh
KOMIUIEKC Mep 110
00ecrneyeHHIo
0e30IacHOCTH
uHpopmanuu,
o0ecreynBaTh
KOMILJIEKCHYO
3Ty HHpOpMAUU
W CBEICHUH,
COCTaBIISIOLINX
rocyapCTBEHHYIO
TaiiHy, Ha 00BEKTe
nH(pOpMaTH3AIIH C
YYETOM PEIIaeMbIX
3a]1a4 U CTPYKTYpPBI
00BeKTa
uHpopMaTH3anmH,
BHEIITHUX
BO3JICUCTBUI U
BEPOSTHBIX yTPO3

OIIK-8.3.4 3HaTh MOPSAI0OK BBOJA OOBEKTA
nH(OPMATU3AINN CUCTEMbBI TEXHUYESCKOM
3alUThl UHOPMAIIUU B SKCILTyaTallHIo,
MOPSIIOK TIPOBEACHUS KAaTerOPUPOBAHUS
TEXHUYECKUX CPEACTB U CUCTEM U
aTTecTaluu 00bEeKTOB HH()OPMATH3AINN
TpeOOBaHUAM O€30MACHOCTH MH(POPMAIIHIH,
MOPSIOK CePTUPUKANN TEXHUICCKUX
CPEICTB 3alUThl HHPOPMAITT
OIIK-8.Y.1 ymeTb aHanu3upoBaTh U
OILICHUBATh YTPO3bl HH(GOPMAITMOHHON
6e3onmacHoCTH 00BEKTa HHPOPMATHZALUN
OIIK-8.B.2 Bi1ageTs MeTOIaMHU U
CPEIICTBAMH BBISIBJICHUS yTPO3
0e30macHOCTH 00beKTa HH(OPMATH3AIIHH,
dbopmupoBanus TpeOOBAHUMN O 3AITUTE
uH(pOpMaLIUU, METOIUKAMU MPOBEPKHU
3aLUIIEHHOCTH 00bEKTOB
nH(pOpMAaTHU3alUK HA COOTBETCTBHE
TpeOOBaHUSM HOPMATHUBHBIX JJOKYMEHTOB

OIIK-9 Coocoben

PUMEHSTh
p OIIK-9.B.1 Bi1ageTs HaBBIKAMH
TEXHOJIOTUU
MIOCTPOCHHSI CUCTEM YIPABIICHHS JAHHBIMH,
MOJTy9YEHUS,
U3BJIeUeHUs UH(pOpMAIK U3 6a3 TaHHbIX,
HaKOIJICHNS,
€€ aHaJM3a 1 MCII0JIb30BaHMsI B
O6menpodeccuoHanbHbIE | XpaHEHHUS, .
KOMIIETEHIIHH 060a60TKM npodecCHOHATBHOMN 1 TeTbHOCTH
p ’ OIIK-9.B.2 BnaageTh HaBbIKAMU
MHTEPIpPETAINA U
000CHOBaHHOTO BHIOOPA COBPEMEHHBIX
UCTIOJIb30BaHUS
CUCTEM YIpaBlieHUs1 6a3aMH JJaHHBIX U
nH(pOpMaLuU B X0/1€
o 00paboTKH HHPOPMALIUU
npodeccuoHaNbHOM
JIESITEIIbHOCTH
OIIK-11 Cnocoben
HCIIOJIb30BATh
aBromarusupoBanHele | OIIK-11.V.2 ymeTs npoBOoIUTE aHAIN3 U
O6menpodeccrnoHanpHbIE
KOMITETEHIIHH MH(pOpMallMOHHbIE OIIEHKY aBTOMAaTHU3UPOBAaHHBIX CUCTEM B
CUCTEMBI B npodecCHOHATBHOMN 1 TETbHOCTH
poQeCCHOHATBHON
JeSITeTIbHOCTH

2. Mecro nucuumiauHsl B cTpykType OI1

Jucnurnnuaa MoxkeT 6a3upoBaThCsl HA 3HAHUSIX, PaHee MPUOOPETEHHBIX 00YJarOITUMUCS
P U3YYEHHUH CIENYIOIIMNX AUCIUIIINH:
— «Teopust BepoATHOCTEH U MaTeMaTHYecKasl CTAaTUCTUKA»
— «MaremaTnueckast JOTUKa U TEOPHS aITOPUTMOBY
— «JluckperHast MaTeMaTHK»
— «BpluncnurenbHas MaTeMaTUKa
— «udopmaruka u nHGOPMAIIOHHBIE TEXHOJIOTUU B IPAaBOOXPAHUTEIBHOU AEITETHHOCTH
— «MaremaTnueckue OCHOBBI 00pabOTKH HHPOpMALIUN»
—  «SI3BIKM IPOrpaMMUPOBAHUS»




— «TexHonoruu U METOABI MPOTrPAMMHUPOBAHUS»
—  «OcHOBBI HH(POPMALIMOHHOM 0€30MaCHOCTH
— «[IporpammHo-annapaTHas 3a1uTa HHOOPMALIUK»
— «Cucremsl 1 ceTu niepeaud HHHOPMALIUN»
— «Teopusi CUCTEM U CUCTEMHBIN aHAIN3»
— «MopenupoBaHue CUCTEM»
— «MHrennekTyanbHblE CUCTEMBI U TEXHOJIOTHH
3HaHMs, TOJy4YEHHbIE NPU U3YYEHUU MaTepuana JaHHOM [HUCLUUIUIMHBI, HMEIOT Kak
CaMOCTOSITeNIbHOE 3HAUY€HUE, TaK U MOT'YT MCIIOJIb30BAThCS MPU U3YUYEHUU JIPYTUX TUCHUTUIMH:
— IIpou3BoacTBEeHHAs MPAKTUKA IO TPOQIITIO CIIEHUAIN3ALUN
— TocynapcTBeHHast uToropas aTTecTalus

3. O0beM u TpyI0eMKOCTb TUCIUTLIAHBI
Jaraple 00 00mEeM o0beMe TUCIUIUIMHBI, TPYJOSMKOCTH OTACIBHBIX BHJIOB y4eOHOU
paboThI 1O TUCIUILTHHE (M paclpeie]ieHue 3TOH TPYJAOEMKOCTH TI0 CEMECTpaM) IPEACTaBICHbI B
Tabauie 2.

Tabnuna 2 — O0beM U TPYAOEMKOCTh AUCIUIIIINHBI

TpynoemMkocTs 1o
Bun yuebnoit paboTbl Bcero ceMecTpam
Ne9
1 2 3
Oowan mpyooemKkocmp OUCUUNIUHDL, 4/ 144 4/ 144
3E/ (uac)
U3 nux yacoe npakmuyeckoii O020MoeKu
AyoumopHhuie 3auamus, BCEro vac. 85 85
B TOM YHCJIC:

nexiuu (JI), (dac) 34 34

npakTuyeckue/cemunapckue 3anstus  (113), 17 17

(dac)

nabopaTtopHubie padoTs (JIP), (uac) 34 34

KypcoBoii npoekT (pabdota) (KII, KP), (gac)

HK3aMeH, (Jac) 27 27
Camocmoamenvnan paboma, Bcero (dac) 32 32
Buo npomesxcymounoit ammecmayuu:. 3a4er,
mubd. 3ager, sk3amed (3auer, dudd. 3auy, OK3. OK3.
OK3.%%)

EX3

IIpumedanue: kaHaMAATCKHI 9K3aMeH

4. CoaeprkaHue TUCHUTUTHHBI
4.1. Pacnpenenenue TPyI0€MKOCTH JTUCIUTUIAHEI 110 pa3ieiaM | BUAAM 3aHATHN.
Paznensl, TeMBl AUCHUILTUHBI U MX TPYAOEMKOCTh MPUBEIECHBI B TaOIuUIIE 3.

Ta6mmma 3 — Pa3nensl, TeMbI TUCIUIUIAHBI, KX TPYT0EMKOCTh

Paznensl, TEMBI IUCIUITITHHBI Jlexumu | 113 (C3)| - JIP KII CPC
’ (gac) (gac) (gac) (gac) (gac)
Cemectp 9
Paznen 1. OcuHoBrwl ynpasnenus b
Tema 1.1. Beenenune [lonsiTHe mpouecca ynpaBieHHs
ub
Tema 1.2. Ilomutuka roCymapcTBa B  00JacTH 4 4 4 4
UHGOPMAIMOHHOM 0€30MMacCHOCTH
Tewma 1.3. bazossle Bonpock! ynpasnenus b




Tema 1.4. Ctangaptuszauus B o0nactu ynpasienus Ub

Pazgen 2. Ilonutrka 6€30MacHOCTH OpraHU3aIlnN
Tewma 2.1. Ha3nauenue u cogepxanue NOJTUTHKU
0e30macHOCTH

Tema 2.2. YrpaBieHue akTHBaMHU. be301macHOCT®,
CBSI3aHHAS C YIIPABICHUEM IIEPCOHATIOM

Tema 2.3. )Ku3HeHHBIH UK TOJIUTUKN 0€30I1aCHOCTH

Pa3nen 3. Cucrems! ynpasnenus Vb

Tewma 3.1. IIponeccHsiil mogxox K ynpasienuto b
Tema 3.2. O6nacts nesitensHoctu CYNB 6 2 6 6
Tewma 3.3. PoneBas crpykrypa CYUDB
Tewma 3.4. Ilomuruka CYUB

Paznen 4. OcHoBsI ynipaBnenus puckamu Ub
Tema 4.1. VYrpo3el u HapymuTend Oe30HaCHOCTH
UH(pOpMALUK 6 2 6 6
Tewma 4.2. Puckonorust Ub

Tema 4.3. Metozas! aHanu3za puckoB b

Paspnen 5. IIpouecce! ynpasnenus Ub

Tema 5.1. OcnoBubie ponieccsl CYUB

Tewma 5.2. Buenpenue pa3paOOTaHHBIX ITPOLIECCOB
Tema 5.3. Buenpenue mep (KOHTPOJBHBIX IPOILEIYP
o obecneuenuio b 6 2 6 6
Tema 5.5. Ilpouecc «Ynpasienue uniuaenramu by
Tema 5.6 Ilpomecc «ObecrieueHrne HEMPEPHIBHOCTH
BEJlEHUs OU3HECAY

Tewma 5.7. Dxcruryatanus u HesaBucumbii ayaut CYUDB

Paznen 6. Cucrembl 0OHapy>KeHHUS U IPEJOTBPALICHUS
KOMITBIOTEPHBIX aTak

Tema 6.1. TpeGoBanus k cuctemMam OOHAPYXKEHUS U
NPEIOTBPAIIECHHUS] KOMIBIOTEPHBIX aTak

Tema 6.2, CucteMbl aHaJIM3a 3aIAIIEHHOCTH. 6 1 6 4
CucteMbl 00HapyKEHHUS aTak

Tema 6.3. CucteMbl KOHTPOJIA LEIOCTHOCTUOMUH
CucTeMbl aHaNIN3a XYPHAJIOB PErUCTpaln

Tewma 6.4. Kputepun BbiOopa cucteM oOHapyXeHUS U
MIPEIOTBPAIIEHUs] KOMIIBIOTEPHBIX aTak

HUroro B cemectpe: 34 17 34 32

Hroro 34 17 34 0 32

[IpakTiyeckass MOATOTOBKA 3aKJIOYAeTCsl B  HEMOCPEICTBEHHOM  BBIIIOJHEHUU
Oo0yJarolMMHUCS ~ OMNpENEeNEeHHBIX  TPYIOBBIX  (YHKUMH,  CBSA3aHHBIX C  Oy;ymiei
poQeCCHOHATBHOM 1eATEIbHOCTBIO.

4.2. CopnepxaHue pa3/ieJoB U TEM JIEKIIMOHHBIX 3aHSATHI.
Coneprxanne pa3iesIoB U TEM JICKIIMOHHBIX 3aHATHI IPUBEACHO B TaOIHIE 4.

Ta6mmma 4 — ConepxaHue pa3aesioB U TeM JIEKIIMOHHOTO ITUKJIA

Howmep paznena HaszBanue u congepxkanue pas3iesioB U TEM JICKIIMOHHBIX 3aHATHI

1 OcHoBbl ynpasienusi Ub

Tewma 1.1. Benenne Ilonsrue mporecca ynpasienus Ub (memoncTparys ciaifios)
Tema 1.2. IlomuTHka rocymapcTBa B 00MacTH HH(POPMALMOHHON 0€30MacHOCTH
(meMoHCTpaIus Cnani0B)

Tewma 1.3. bazoBsie Bonpocs! ynpasieaust b (meMoHcTpanmst ciaiioB)

Tema 1.4. Cranmaptu3arus B o01acTu yrpasinerus b (meMoHCTpamus claiion)




IHosmTHKa 0€301ACHOCTH OPraHu3anuu

Tema 2.1. Haznauenue u copeprkaHue MOJUTAKHA 0€30TTaCHOCTH (IEMOHCTPAITHS
CJIaliIOB)

Tema 2.2. YrpaBnenue akTuBaMH. be3omacHOCTb, CBsI3aHHAS C yIIPABICHUEM
TIEPCOHAIIOM (JIEMOHCTpAIHS CIaH0B)

Tewma 2.3. JKu3HEHHBIH UK TOJIUTHKA O€30IMaCHOCTH (IEMOHCTPALINS CIIaiI0B)

Cucremsbl ynpasiaenusi Ub

Tema 3.1. IlporieccHslii moaxo K ynpaeieHuto Wb (neMoHcTpanus ciaiioB)
Tema 3.2. O6nacts gestensHocTH CYUD (meMoHCTpaIus ciaimoB)

Tema 3.3. Ponesas crpykrypa CYUD (nemoHcTparus cinaiinon)

Tewma 3.4. Ilonutuka CYUD (nemoHCTpanus ciaiioB)

OcHoBbl ynpasienus puckamu Ub
Tema 4.1. Yrpo3sl W HapymmuTenun Oe30macHOCTH WHGOpMAIH (JIeMOHCTpAIHs
CJIaliIOB)

Tema 4.2. Puckonorust b (nemMoHcTpanus cnaiiioB)

Tema 4.3. Metons! ananm3a puckoB Wb (memoHcTpanus cnaioB)

IIpoueccs! ynpasiaenus Ub

Tema 5.1. OcuoBusle mporeccsl CYUD (nemoHcTpanus ciaifioB)

Tema 5.2. BHeapenue pa3paboTaHHBIX MPOIECCOB (ICMOHCTPAIUS CIIAHIOB)
Tema 5.3. Bueapenme wmep (KOHTPONBHBIX TIporenyp) Mo obecrnedeHno Kb
(memoHcTparus ciaioB)

Tema 5.5. Ilpornecc «Ympasnenue nnuuaeHntamu by (nemMoHcTparus ciaiiioB)

Tema 5.6 [Ilpomecc «OOecnedeHne  HENPEPHIBHOCTH  BEIEHUS  OW3HECay
(meMoHCTpanus caioB)

Tema 5.7. DkcruyaTanust v HezaBucuMbid ayaut CYUB (nemoHcTparus ciaiion)

Cucrembl 00Hapy:KeHUS U MPeJ0TBPalleHUs] KOMIBIOTEPHBIX aTaK

Tema 6.1. TpeOoBaHus K cucTeMaM OOHAPY>KEHUSI U NPEIOTBPAILLCHHS
KOMITHIOTEPHBIX aTaK (IEMOHCTPAIIHS CIIANHIOB)

Tema 6.2, Cuctembl aHam3a 3auiieHHOCTH. CUCTeMBbl 0OHAPYKEHUS aTak
(meMoHCTpanus cinaioB)

Tema 6.3. CucteMsl KOHTPOJIS LETOCTHOCTUOMHUH CHCTEMBI aHATTN3a )KYPHAJIOB
peructpanuu (IeMOHCTpAIHs CIIal/I0B)
Tema 6.4. Kpurepum BbIOOpa cCHCTEM

OOHapyXeHUsI M MPeJOTBpALICHUS

KOMITBIOTEPHBIX aTaK (JIEMOHCTpPAIIUS CIIalIOB)

4.3. Tlpaktudeckue (cCeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHIA U UX TPYAOEMKOCTh IPUBECHBI B TAOIUIIE 5.

Tabmuna 5 — [IpakTudeckue 3aHATHS U UX TPYJOEMKOCTh

W3 Hux No
Ne | Tewmsl npaktuueckux | @opMmbl mpakTuyeckux | TpymoeMKOCTh, |MPaKTHYECKOM |pasjerna
/1 3aHATHN 3aHATHN (uac) MMOJATOTOBKH, | IMCIIMII
(gac) JIHBI
Cemectp 9
1 Boi6op obactu perieHue 4 2 1-3
nevicteus CYUB CHTYAIIMOHHBIX 3aJ[a4
2 | Paspa6orka [TomuTuku pelreHue 4 2 2
"b CHUTYaIMOHHBIX 3a/1a4
3 Br10op meToauku 3aHATHS T10 2 1 4
OLICHKHN PUCKOB b MOJEIUPOBAHUIO
peaIbHbIX YCIOBUHI
4 IIpoBeneHne OLEHKH 3aHATHS 110 2 1 4
puckoB Ub cucremsl MOJIETHPOBAHHIO
peabHBIX YCIOBUN




5 Pa3pa0oTka miana pelicHre 2 1 4,5
TPOBEIICHU CUTYallMOHHBIX 3a1a4
BHYTpPEHHETO ayAnuTa
b
6 IIpoBeneHne 3aHATHSA 110 2 1 4,5
BHYTPCHHCTO aydTa MOJEIUPOBAHUIO
1b peabHBIX YCIOBUN
7 | InanupoBanue paGoThHI Jlenosas urpa 1 - 6
CITy>kObI 0€30MacHOCTH
TIPS ATPUSTHS
Bcero 17
4.4, JlabopaTopHBbIEC 3aHATHS
Tewmbl TabopaTOPHBIX 3aHATHH M UX TPYIOSMKOCTh MPUBEACHBI B Ta0HIIC 6.
Tabnuna 6 — JlaboparopHble 3aHATHS U UX TPYJOEMKOCTh
N3 Hux Ne
Ne HaumenoBanue nabopatopHbix padboT TpynoeMKOCTS, | MPAKTHICCKOH | pasiena
/o (gac) MMOJATOTOBKH, | JHMCIIHII
(dac) JINHBI
Cemectp 9
1 Pa3paboTrka Mozenu yrpo3 0e30macHOCTH 6 4 1-3
nHpopmanuu
2 | ®opMmupoBaHUE 3aIaHU 1O OE30MACHOCTH U 8 4 2,3
SIEM-skocucTeMbl
3 CO6op s10r0oB cOOBITHIT NH(DOPMATMOHHON 10 6 4-6
6e3omacHoctu B AirSIEM
4 Perucrpanus nanunentoB B AirSIEM 10 6 4-5
Bcero 34

4.5. KypcoBoe nmpoeKkTHpoBaHHe/ BHITOTHEHUE KyPCOBOU PabOTHI
VY4eOHBIM MJIaHOM HE IPETYyCMOTPEHO

4.6. CamocrosTenbHas paboTa 00yJaroIxcs
Bunsl camoctosTensHON paboOThI M €€ TPYI0EMKOCTh NPUBEIEHBI B TabnuLe /.

Tabnuna 7 — Bunbl caMmocTosTenbHON paboThl M €€ TPYAO0EMKOCTh

. Bceero, | Cemectp 9,
Bun camocrositensHOM paboTh
qac yac

1 2 3
N3yueHne TeOpeTHIecKoro Marepuasia 10 10
qucruminael (TO)
KypcoBoe npoextuposanue (KII, KP) - -
PacuetHo-rpaduueckue 3ananus (PI'3) - -
Brimonnenue pedepara (P) - -
[ToaroToBka K TEKyLieMy KOHTPOJIIO 10 10
ycneBaemoctu (TKVY)
Jomamuee 3ananue (/13) - -
Kontposbabie paboTsl 3a0unnkoB (KP3) - -
[ToaroroBka Kk MpOMEKYTOUHOM 12 12
arrectanuu (I1A)




Beero: | 32 |

32 |

5. IlepeueHb yueOHO-METOANYECKOTO

obecneueHus

JUISL CAMOCTOSTEIILHON PabOThI 00YUAIONMIMXCS TTO TUCIUIUIMHE (MOIYITIO)

Y4eOHO-MEeTOINYECKHE MaTepuallbl ISl CAMOCTOSITENbHOW paboThl 00y4aromuXxcs yKa3aHbl B

ma. 7-11.

6. IlepeueHb MeUaTHBIX U AITEKTPOHHBIX YUEOHBIX U3TAHUI
[lepedyeHpb neUaTHBIX U SJIEKTPOHHBIX Y4eOHBIX M3IaHUH MpHUBeIeH B TadIuIe 8.
Tabmuna 8— IlepedeHb MeYaTHBIX U AJIEKTPOHHBIX YUEOHBIX U3TaHHIM

[Mudp/
URL agpec

bubnuorpaduueckas ccplika

KomiuecTso 3x3eMInIsIpoB B
Oubmoreke
(KpoMe 2JIEKTPOHHBIX SK3EMILTSIPOB)

37
72

['ocynapcTBeHHas UTOTOBas aTTeCTaIus :
METOJMYECKHE YKa3aHUsI 110 MOJATOTOBKE K
roCy/1apCTBEHHOMY 2K3aMEHY U HAlTUCaHUIO U
3alllUTe BBITYCKHOM KBATU(PHUKAMOHHON
pabotsl / C.-Iletepb. roc. yH-T a3pOKOCM.
npubopoctpoenus ; coct.: C. I'. @omuuesa,
T. H. Enuna, B. A. MbuibHHKOB. - CaHKT-
[TetepOypr : U3n-Bo I'VAIIL, 2021. - 79 c. :
puc., Tabm. - bubmuorp.: c. 79 (10 HasB.). - b.
1. - TeKCT : HemoCpPeACTBEHHBIN.

004
D 76

®domuueBa, Ceernana ['puropbeBHa.
O6paboTtka nHpopMalu B
pacrpenieNieHHbIX CHCTEMAX : yaeOHOe
nocobue / C. I'. ®omuuesa ; C.-Iletepb. roc.
YH-T a9pOKOCM. IpuOOpocTpoeHus. - CaHKT-
[TerepOypr : Uzn-so I'VAII, 2020. - 132 c. ;
131 c. : puc. - bubmuorp.: ¢. 123 (17 Hass.). -
ISBN 978-5-8088-1487-5 : b. 1. - Tekcr :

HETOCPEICTBEHHBIN

004
b 39

bes3arees, Cepreii BaneHTuHOBHY (I-p TEXH.
HayK, JIOIL.).

[TporpamMupoBaHue 3a1a4 Mo
obecreyeHnI0 HHPOPMAIIMOHHOM
0€30IaCHOCTH : J1a0OPaTOPHBINA MPAKTUKYM /
C. B. bezzarees, C. I'. ®omuuesa ; C.-
[Terep®. roc. yH-T a9pOKOCM.
npubopoctpoenus. - Cankt-IletepOypr :
Uzn-Bo I'VAIL, 2020. - 89 c. : puc., Tadm. -
bubnuorp.: c. 88 (10 nass.). - b. 1. - Teker :
HEIOCPEICTBEHHBIMN.

004
3-62

3uma, B. M.

Bbe3omacHOCTh r100abHBIX CETEBBIX
texHojoruii / B. M. 3uma, A. A. MonnossH,
H. A. MonnossH. - 2-e u3n. - CII6. : BXB -
[TerepOypr, 2015. - 368 c. : puc. - (Macrtep
cucrem). - bubnuorp.: ¢. 351 - 353 (31
Ha3B.).- [Ipeam. ykas.:c. 354 - 362. - ISBN




978-5-94157-213-7 : 419.00 p. - Tekcr :

HEMOCPEICTBEHHBIN

007
B 67

Bonakosa, B. H.

Teopus cuCTEM U CUCTEMHBIN aHAJIM3 :
yueOHUK I aKaJleMUYecKoro bakaitaBpuara
/ B. H. BonkoBa, A. A. Jleaucos ; Har.
ucciaen. C.-Ilerep6. roc. moauTexH. yH-T. - 2-
e u3., nepepad. u gom. - M. : FOpaiit, 2015. -
616 c. : puc. - (bakanaBp. AxageMUYECKUA
Kypc). - [Ipenm. yka3s.: c. 600 - 606. - Mmen.
yka3.: ¢. 607 - 609. - bubnuorp.: c. 610 - 616
(109 nass.). - ISBN 978-5-9916-4783-0 :
870.87 p. - Tekct : HEMOCPEICTBEHHBIN.
Wmeet rpud YMO BrIiciiero o0pa3oBaHus

10

004
" 85

Hcaes, I'. H.

[TpoexTrpoBanre MHPOPMAITUOHHBIX
cucteM : yue6Hoe nocodue / I'. H. Hcaes. - 2-
e u3l., crep. - M. : OMET'A-JI, 2015. - 424 c.
: puc., Tabx. - (Beicee TexHMUECKOE
oOpazoBanue). - bubmumorp.: c. 421 - 424 (61
Ha3B.) . - ISBN 978-5-370-03507-4 : 401.60
p. - TekcT : HenocpeACTBEHHBIN.

Ha ctp. 7 - 8: Criucok cokpaiieHuit

004
b 24

bapanoga, E. K.

HNudopmannonHas 6€300acHOCTb U 3alluTa
uH(popmanuu : yaeOnoe nocodue / E. K.
bapanosa, A. B. baba. - 3-e uzn., nepepa0.
u jor. - M. : PUOP : UHOPA-M, 2017. - 322
C. : puc., Tabn. - (Beicuiee oOpa3oBanue). -
bubmmorp.: c. 313 - 316 (56 Ha3B.). - ISBN
978-5-369-01450-9 (PUOP). - ISBN 978-5-
16-011164-3 (MHDPA-M) : 942.63 p. -
TekcT : HemocpeACTBEHHBIH.

Nmeet rpud YMO no o6pazoBanuio B
00J1aCTH NPUKIATHON HH)OPMATHKU

004.4
U 46

Nneuna, lapsst BukropoBHa.
[TpoexTrpoBanue 1 pazpadoTKa
0e30MacHbIX BEO-TIPUIIOKEHUH : yueOHOe
noco6ue / 1. B. Unbuna ; C.-ITetep0. roc.
YH-T a9pPOKOCM. IpuOopocTpoeHust. - CaHKT-
[TetepOypr : U3n-Bo I'YAIIL, 2019. -43 c. :
puc. - bubmmorp.: c. 42 (2 nass.). - ISBN 978-
5-8088-1434-9 : b. 1. - Teker :

HEIOCPEICTBEHHBIN.

004.7
K95

Kyunn, Hukonait BanentuHoBuy (71011, ).

MHOTOypOBHEBBIE CHCTEMBI U O0JIAYHBIC
BbIUHUCIIEHHS : yueOHoe mocooue / H. B.
Kyuun, A. 0. Monuanos ; C.-Ilerep0. roc.
YH-T a3poKocM. ipubopoctpoenus. - CIIO. :
N3n-Bo I'YAIL 2018. - 136 c. : puc. -
bubmuorp.: c. 133 (14 nass.). - ISBN 978-5-
8088-1250-5 : b. 11. - Tekcr :




\ HENOCPENCTBEHHBIN \

7. IlepeyeHb MEKTPOHHBIX 0OPa30BATEIBHBIX PECYPCOB
MH(}OPMaLMOHHO-TEJIEKOMMYHUKAIIMOHHOH ceTu «IHTepHeT»
Ilepeuenn AIIEKTPOHHBIX 00pa3oBaTeNbHBIX pecypcoB UH(POPMAIMOHHO-
TEJIEeKOMMYHUKaMOHHON ceTtu «MHTepHeT», HEOOXOAUMBIX MJii OCBOCHHS TUCIUILIMHBI
npuBezieH B Tabnuue 9.

Tabmuua 9 — IlepedyeHb 3IEKTPOHHBIX OOpa30BaTEIbHBIX PECYpPCOB HH(POPMALUOHHO-
TEJICKOMMYHUKAIMOHHOU ceTh «HTepHEeT»
URL anpec HaumenoBanue

http://www.intuit.ru/studies/courses/10/10/info | Bmamumup I'anarerko. OcHOBBI HH(OPMALIHOHHON
Oe3omacHOCTH (KypC JICKIUH, C AUCTAHIIMOHHBIM

o0ydeHneMm)
https://ru.coursera.org/learn/management- Copoxun Anekcanap Biaagumuposud. MeHeHKMEHT
informacionnoi-bezopasnosti#syllabus HH()OPMAIIMOHHOM 6€30MacHOCTH

8. Ilepeuenp MHPOPMALIMOHHBIX TEXHOJIOTUI
8.1. [lepeyenp mporpaMMHOTO 0OECHEUeHUs, HCIOJIB3YEeMOTO0 IPH OCYIIECTBICHUU
00pa30BaTeNIbLHOTO Mpolecca M0 AUCLUIIUHE.
[lepedeHp UCTIONB3yeMOT0 IPOTPaMMHOTO obecnieueHus npeacrasieH B Tadumie 10.

Ta6mmma 10— [Tepeyers mporpaMmMHOTO o0ecrieueHus

Ne i/ HanmeHnoBaHue

He npenycmorpeno

8.2. Ilepeuenn MH(}OPMALIMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEeMbIX npu
OCYIIECTBIICHUU 00Pa30BaTEIHLHOTO MPOoIlecca MO JUCIUILTHHE

[lepeuenr UCHONB3yeMBIX HHPOPMAIIMOHHO-CIIPABOYHBIX CHCTEM TMPEJICTaBICH B
Tabauie 11.

Tabnuua 11— Ilepeyenp HHPOPMALIMOHHO-CITPABOYHBIX CUCTEM

Ne m/m HanmenoBanue

He npenycmorpeno

9. MarepuanpHO-TeXHHYECKast 6a3a
CoctaB MaTepHambHO-TEXHHUYECKON 0a3bl, HEOOXOAUMOW JJs  OCYIIECTBIICHUS
00pa30BaTeILHOTO TpoIiecca Mo TUCITUTUTHHE, TIPEICTaBICH B TabmuIel 2.

Tabnuna 12 — CoctaB MaTeprallbHO-TEXHIUYECKON 0a3bl

Ne HanmenoBanue cocTraBHON 4acTu Howmep aynutopun
n/m MaTepUaIbHO-TEXHUUECKOMN 0a3bl (pu HEOOXOMMOCTH)

1 | JlexuuoHHas ayauTopus

MynbsTumeauitHas JEKIUOHHAS ayTUTOPUS

3 | Kiacc miast menmoBoi Urpbl

10. Onenounsle cpencTBa A NPOBEIEHHS IPOMEXKYTOUHOM aTTeCTaK
10.1. CoctaB OLICHOYHBIX CPEICTBAJSA MPOBEACHUS INPOMEKYTOYHOM aTTeCTaIlH
00ydJaronuxcs mo IMCIUILIMHE TPUBeIeH B Tabnwuie 13.
Tabmuua 13 — CocTaB OLEHOYHBIX CPEACTB ISl IPOBEICHHS IPOMEKYTOUHOHN aTTeCTallul



http://www.intuit.ru/studies/courses/10/10/info
https://ru.coursera.org/learn/management-informacionnoi-bezopasnosti#syllabus
https://ru.coursera.org/learn/management-informacionnoi-bezopasnosti#syllabus

Bug npoMmexxyTouHOM aTTecTaiuu ITepedeHb OIIEHOYHBIX CPEJICTB
OK3aMeH Crrcok BONpOCOB K 3K3aMEHY;
DK3aMeHaIMOHHbIE OUIIETHI,
3amauu;
TecTsl.

10.2. B kauecTBe KpUTEpPHUEB OIICHKH YPOBHSI CHOPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETCHIIMA OO0y4YarONIUMUCS TPUMEHSETCS S5-0aTbHas MIKaia OIEHKA cPOpMHUpPOBAHHOCTU
KOMIIETEHIIHIA, KOTopas puBeeHa B Tabumie 14. B TeueHne cemMecTpa MOXKET HCIOJB30BaThCS
100-0annpHast ~ mKama ~ MOAYJBHO-PEUTHHTOBOW  CHUCTEMbl ~ YHHUBEPCUTETa,  IpaBHia
UCTIOJIB30BaHUSI KOTOPOW, YCTAHOBJICHBI COOTBETCTBYIOIIUM JIOKAJILHBIM HOPMATUBHBIM aKTOM
['YAIL
Tabnuna 14 —Kpurepuu onieHKH ypoBHS c(hOPMUPOBAHHOCTH KOMIETCHITHIA

Or11eHKa KOMITETEHITUI

XapakreprucTiuka chOpMUPOBAHHBIX KOMIIETEHI I
5-0ayutpHad mIKaa PAKTEp (bopmp

— oOyuaronuiics TJIyOOKO W BCECTOPOHHE YCBOMJ IPOTPaMMHBIN
MaTepHal;

— YBEpPEHHO, JIOTHYHO, ITOCIICIOBATEIHFHO U TPAMOTHO €T0 M3JIaracr;

— ONMHpasiCh Ha 3HAHWS OCHOBHOW W JOMOJHHUTEIHHOW JIMTEPATYPHI,
TECHO MPHBS3BIBACT YCBOCHHBIC HAYYHBIC TOJIOKCHHS C TIPAKTUICCKOM
JICSITCIIbHOCTBIO HAIPABJICHMS,

— yMeJ0 000CHOBBIBAET U ApTYMEHTUPYET BBIJIBUTACMEBIC M HJICH;

— JIeJIaeT BBIBOJIBI U 0000IIEHMS;

— cBOOOJIHO BJIaJICET CHCTEMOM CIIeNMaIN3UPOBAHHBIX TOHITHH.

«OTJIIMYHO»
<(Ga4YTCHO»

— o0yyarouiicss TBEPI0 YCBOMI MPOTPaMMHBIN MaTepuan, TpaMOTHO U
[0 CYIIECTBY W3JIaraeT €ro, ONUpasch Ha 3HAHUS OCHOBHOU
JTUTEPATYPHI;

— HE JIOMYCKAaeT CYIECTBEHHBIX HETOYHOCTEH;

— YBSI3bIBA€T YCBOCHHBIE 3HAaHUS C MPAKTHUYECKON AESITeThbHOCTHIO
HaTPABIICHUS;

— apryMEHTUPYET HayIHBIC TTOJIOKEHUS,

— JIeJIaeT BBIBOALI H 000OIIEHHS;

— BJIaJICET CUCTEMOM CTelUaIn3uPOBAHHBIX TOHSITUH.

(XOPOLIO»
(Ga4YTCHO»

— o0yyarouuiicss yCBOMJI TOJBKO OCHOBHOW IpPOrpaMMHBIA MaTepua,
[0 CYIIECTBY M3JIaraeT €ro, ONMpasch HAa 3HAHUSA TOJBKO OCHOBHOM
JUTEPaTypHl,

— JIOITYCKaeT HeCYIIECTBEHHbIE OMIMOKN U HETOYHOCTH;

— UCIIBITBIBAECT 3aTPYAHEHUS B NPAKTUYECKOM IPUMEHEHWUW 3HAHWUU
HallpaBJICHUS;

— cnabo apryMeHTUpPYeT Hay4dHbIE MTOJIOKEHHS;

— 3aTpyaHsieTcs B (OPMYIHMPOBAHUN BBIBOAOB M 000OIICHHUI;

— YaCTHYHO BJIAJECET CUCTEMON CIIENMAIIM3UPOBAHHBIX OHITHI.

«YAOBJICTBOPUTCIIEHO»
(Ga4uTCHO»

— O0ydJaromuiicss HE YCBOWJI 3HAYUTEIHHOW 4YacTH MPOrPaMMHOTO
MarepHaa;

— JIOMYCKAeT  CYLIECTBEHHbIE  OIIMOKM W  HETOYHOCTH  NpHU
paccMOTpeHHH TIPo0JIeM B KOHKPETHOM HalpaBJICHUH,

— WCTIBITBIBAET TPYIHOCTH B MPAKTHYECKOM MPUMEHEHUH 3HAHHWIA;

— HE MOXET apryMEeHTHPOBATh HAY4YHbIE MOJIOKECHHUS;

— He (JOpMYIIHPYET BBIBOJAOB H 0000IICHHH.

HCYIOBJICTBOPUTCIILHO»
«HEC 3a4YTCHO»

10.3. TunoBble KOHTPOJILHBIC 3a/IaHUS WM UHBIE MaTEPHAIIBI.
Bompocsr (3amaun) asis sK3aMeHa mpeICTaBIeHb B Tabuie 15.

Tabmuia 15 — Borpocs! (3amaun) 115 2K3aMeHa

Ne n/mt ‘ IlepeueHb BOpocoB (3aa4) A IK3aMEHa ‘ Kog




WHIUKAaTOpa

[TpuBenure yoenuTeNbHbBIE JOBOBI TOTO, YTO
uHpOpMAIMOHHAs 0€30MaCHOCTh - OJJHA U3 BAKHEUIIINX
po0JIeM COBPEMEHHOM JKU3HH.

OIIK-4.3.2

JIns kakux 1esien CIy>KUT CEpBHUC aHaIM3a 3allyIleHHOCTH? B
4eM 3aKITI0YaeTcs crenuduKa ypaBiIeHHs, KaKk CepBHCa
oe3omacHocTu?

OIIK-5.V.1

Oxapakrepu3yiite mudpoBaHue (KpUnrorpapuio) B Ka4ecTBe
OCHOBHOTO cepBrca 6e3onacHoctu VC.

OIIK-5.Y .2

Jlaiite onpeneneHue nepcoOHANbHBIX JaHHbIX. Kakue cBeneHus
MOTYT OBITh OTHECEHBI K MepCOHANBLHBIM JTaHHBIM? KTO
ABJBICTCA ACPKATCIICM MEPCOHAIBHBIX I[aHHBIX?

OIIK-5.B.2

OxapakTepu3yiTe SKpaHHPOBAHUE B KAUECTBE OCHOBHOT'O
cepuca 6e3omacuoct MIC. Uto Takoe firewall u kak oH

byHKIIMOHUpYeT?

OIIK-5.B.3

[lepeuncnurte u oxapakTepu3yiTe 3allUTHBIEC JEHCTBHUS OT
HCJI x xondunenunansuoi nHbopMaImm.

OIIK-8.3.4

Kakum TpeGoBaHUSAM JIOJDKHA YAOBJICTBOPATH HHPOPMAILIHS,
9TOOBI €€ MOXHO OBLJIO OBI OTHECTH K CITY)KeOHOI TaliHe?
[TpuBenuTe nepeveHsb CBEICHUI, KOTOPbIE HE MOTYT OBITh
OTHECEHBI K CITY)KeOHOH MH(POPMALIUN OTPAaHMYCHHOTO
pacrpocTpaHeHHUs.

OIIK-8.V.1

B yewm 3akimouaercs OCHOBHAS 3a/1a4a ayjIuTa, Kak cepBuca
Oe3omacHocTu?

OIIK-8.B.2

[lepeuncinre 1 MPOKOMMEHTUPYWUTE 3aIIUTHBIC JEHCTBUS OT
yTEUKH KOH(UACHIMAIbHOW HHPOPMALIUH.

OIIK-9.B.1

10.

[lepeuncnure u 0XxapakTepu3yuTe OCHOBHBIE OOBEKTHI
npodeccronanbHoil TaliHbl. Kakum TpeboBaHUSIM JOMKHA
YAOBIIETBOPATH MH(POpPMAIIUS, YTOOBI €€ MOXKHO OBLIO OBI
OTHECTH K po(heCCHOHATBLHOM TaliHe?

OIIK-9.B.2

11.

UYro Takoe nporokonuposanue? [IpokommenTHpyiiTe
0COOEHHOCTH NMPUMEHEHHsI JAHHOTO cepBHCca O€30MaCHOCTH.

OIlIK-
11.V.2

12.

Kaxum Tpe6oBaHuaM JOKHA OTBEYAaTh KOMMeEpUecKas TaiiHa?
OxapakTepu3yiTe 0 CaHOBHBIE CYOBEKTHI IIpaBa Ha
KOMMepueckyto TaiiHy. Kakas nndopmarus He MOXET ObITh
OTHECEHA K KOMMEPUYECKOi TaliHe?

OIIK-4.3.2

13.

B 4eM 3akirogaeTcst OCHOBHAs 3a/1a4a JOrMYECKOTO
ynpasieHus noctynom? Uro takoe Mmarpuna nocryna? Kakas
nH(pOpMaLKs aHATU3UPYETCS IPU MPUHATUHU PELICHUS O
IIPEIOCTABIIEHUH AOCTyMa?

OIIK-5.Y.1

14.

Haiite onpenenenue crnocoba 3auuTsl HHGOPMAITUH.
OxapakTepu3yiTe OCHOBHBIE CTIOCOOBI 3aMTHI. [lepeuncnure
OCHOBHBIE 3aIlIUTHBIC JCHCTBUS MPHU peaTn3alui crioco0oB
3.

OIIK-5.Y .2

15.

[lepeuncnnte OCHOBHBIE BU/IbI KOH(PHICHIIMATHHOM
nH(OpMaliY, HYKIaloIEencs B 3alHTe.

OIIK-5.B.2

16.

[IpoxoMMEeHTHpYHTE BO3MOKHOCTH OMOMETPHUYECKOM
uneHTudukanuu (ayreHTuukanun).

OIIK-5.B.3

17.

[lepeuncante OCHOBHBIE YTPO3bl KOH(UACHIINAIBHOCTH
nH(pOopMaIuu.

OIIK-8.3.4

18.

Uro Ttakoe rocynapcrBeHHas taiiHa? [lepeunciure cBeneHus,
KOTOpBIE MOTYT ObITh OTHECEHBI K TOCYJJapCTBEHHOM TaiiHe.

OIIK-8.Y.1




[IpuBenuTe knaccuduKauio CBEACHUH, COCTABIISIONTIX
roCcyJapCTBEHHYIO TailHy, 10 CTENEHSIM CEKPETHOCTHU

19.

[IpokoMMeHTHpYHTE TapONIbHYIO HACHTHUKaK0. Kakue
MEpBI MO3BOJIAIOT MOBBICUTH HAJIEKHOCTh MAPOJIBHOMN
3aIIUTHI?

OIIK-8.B.2

20.

OxapakTepu3yiTe OCHOBHBIE YIPO3bI IIEIOCTHOCTH
KOH(HUACHIIMAIBHON HH(DOpMAaIUH.

OIIK-9.B.1

21.

JlaiiTe onpeeneHue 3auumaeMoil nHGopMaum u
OXapakTepU3yiTe ee OCHOBHbIE IPU3HAKH.

OIIK-9.B.2

22.

Uro Takoe uneHTHduKausa? JlaiTe TOIKOBaHUE MOHATHS
«ayteHTuuKanus». M3-3a kKakux Npu4uH 3aTpyIHEHA
HaJCKHAS UICHTHQUKAIHS?

OIIK-
11.¥.2

23.

UTto Takoe BpeOHOCHOE ITporpaMmHoe ooecnieueHue? Jlaiire
ornpezeneHue «0oMObD», «4epBs», «BUpyca». Kakue
HeraTuBHbIE MOciecTBUA B QyHKInoHupoBaHuu UC
BbI3bIBaeT BpegoHocHoe [10?

OIIK-4.3.2

24,

Packpoiite copepxanre MOJIMTUUECKIX, DKOHOMHYECKUX U
OpraHU3aIOHHO-TEXHHUYECKUX (PaKTOPOB, BIUSAIONIIUX HA
COCTOsIHME MH(POPMAIIMOHHOM O6e30macHOCTH PD.

OIIK-5.V.1

25.

Kakue acniektsl coBpemeHHbIX VIC ¢ Touku 3peHus
0e3011acHOCTH HanboJee CyIIeCTBEHHBI?

OIIK-5.YV.2

26.

[IpokoMMeHTUpYyiiTe Hanboee pacpPOCTPAHEHHBIE YTPO3BI
noctynHocTd. OxapakTepu3yiiTe IporpaMMHbIE aTaKu Ha
JOCTYIHOCTb.

OIIK-5.B.2

27.

[IepeuncinTe OCHOBHBIE IPUYNHBI BA&XKHOCTH ITPOTPaMMHO-
TexHuyeckoro yposHs Mb. HazoBure ocHoBHBIE cepBucel b
IIPOrPaMMHO-TEXHHUUYECKOTO YPOBHSI.

OIIK-5.B.3

28.

Yo Takoe UCTOYHMK Yrpo3 0e30MacHOCTH HH(popMauu?
HazoBrTe OCHOBHBIE HCTOYHUKHU ITPETHAMEPEHHBIX YTPO3.

OIIK-8.3.4

29.

[Tepeuncnute HanpaBIEHUS TOBCEAHEBHOMN JIESATEIBHOCTH
CHCTEMHOT'0 aIMHHICTPATOpa, 00eCIIeYnBarOIIHe
nojiep>kanue padborocnocodHoct MC.

OIIK-8.V.1

30.

Yro Takoe kaHan yreuku nHpopmauu? Uro Takoe
TEeXHUYECKUI KaHall yTeukH nHpopmanuu? OxapakrepusyiTe
CIIy4alHbII U OpraHN30BaHHBIN KaHaT YTEUKH HH()OPMAaIIHH.

OIIK-8.B.2

31.

B yem 3akiogyaercss OCHOBHas crienn(uka npoueypHoro
ypoBHsa MB? Ilepeuncinnte 0OCHOBHbBIE KJIACCHI MEP
npouenypHoro yposss Mb. Ilouemy Bonpocs! moaaepxanus
pabotocniocobHocTr UC sBNSAIOTCA MPUHIMITUATIBHBIMU Ha
nmpoueaypHoM ypoBHe 1b?

OIIK-9.B.1

32.

UYro Takoe ynpasineHue puckamu? [Touemy ynpasnenue
pUCKaMH paccMaTpUBAETCs Ha AIMUHUCTPAaTUBHOM YPOBHE
Nb? B uem 3akiroyaercs CyTb MEPONPUATUI 1O YIIPABICHHUIO
puckamu?

OIIK-9.B.2

33.

[lepeuncnure BaxHeWmme 3a1aun 00ecreueHus
nH(popMannonHoi 6e3omacaoctu PD.

OIIK-
11.¥.2

34.

HazoBuTe rnaBHyto 1enb Mep aAMUHUCTPATUBHOTO YPOBHS
HB. Yto moHnMaeTcs o MOJIUTUKON Oe30rmacHoCcTh?
IIpuBenuTe NPUMEPHBINA CIIUCOK PELICHUN BEPXHETO YPOBHS
MOJINTHKH 0€30I1aCHOCTH.

OIIK-4.3.2

35.

Yro Takoe aTtaka? Uro takoe okHo omacuoctu? Kakue
COOBITHSI TPOUCXOAT BO BPEMsI CYIIIECTBOBAHMSI OKHA

OIIK-5.V.1




onacHoctu?

36.

Jaiite onpenenenue yrpo3 KoHGUICHIHATEHOW HH()OPMAIIUH.
Kakue neiicTBus onpeesisstoT yrpo3bl KOH(DHICHIIHATIbHON
uHpopmanun?

OIIK-5.Y .2

37.

JlaiiTe onpenenenue auueH3upoanus. KTo takue nuieH3nar
U MLeH3upyomuye oprausl? [louemy nuieH3upoBanme u
cepTuduUKaIys BHICTYIAIOT B KAUECTBE CPECTBA 3AIIUThI
uHpopmanun? [lepeuncnure nepeyeHb BUJOB IS TEIBHOCTH,
kacatomuxcs Mb, Ha ocyniecTBieHHEe KOTOPBIX TPeOyIOTCsS
JIMLICH3UH.

OIIK-5.B.2

38.

Yro Takoe «MCTOYHUK KOH(DUICHIIMATBHON HHpOpMALIAN?
[lepeuncnute OCHOBHBIC HCTOYHUKH KOH(DHUIEHITNATEHON
nHpopMaIuu.

OIIK-5.B.3

39.

Kakue ctatbn YT0OJ0BHOIO KOJEKCA HAIPSIMYIO KaCarOTCs
nH(pOpMaIMOHHOM O6e30MmacHOCTH?

OIIK-8.3.4

40.

Yro takoe 00beKkThI yrpo3 b? B uem BoipaxaroTcs yrpo3sl
uHpopmanun? KakoBsl OCHOBHbIE HCTOYHUKH YTPO3
3amuiiaeMoi napopmanuu? Kakoss 1ienu yrpos
MH(OpPMAaILUU CO CTOPOHBI 37I0YMBIIIIEHHUKOB?

OIIK-8.V.1

41.

Kakas na(popmaIus sSBisieTcs MpeIMeTOM 3aIlUuThI?
Ilepeuncnute OCHOBHBIE CBOMCTBA MH(POPMAIIUU KaK
npeaMera 3ammThl. OXapakTepu3ynTe CEKPETHYIO U
KOH(UIEHIMATBbHYIO HH)OPMAIIHIO.

OIIK-8.B.2

42.

[lepeuncnute OCHOBHbIE KOMIIOHEHTHI KOHIIETITYaIbHON
mozenu UB. M300pazute rpaduueckn cxemy KOHIETITYaIbHOM
MoJenu cucremsl Mb.

OIIK-9.B.1

43.

JaiiTe onpenenenne nHGOPMAIIMOHHONW CUCTEMBI.
[lepeuncanre CTpyKTYpHbIE KOMIIOHEHTHI HH()OPMAIIMOHHBIX
cucteM. YTo MOHMMAIOT N0 HTHPOPMALIMOHHBIMU pecypcaMu
U poueccamu’?

OIIK-8.3.4

44,

UTo mOHMMAETCS TI0J] CHCTEMOH YITpaBJICHHUs 0€30TIaCHOCTHIO?

OIlIK-
11.V.2

45,

Kaxop pynknmonan SIEM-cucrem?

OIIK-9.B.2

Bompocsr (3amaun) s 3aueta / qudd. 3auera npejpacraBieHsl B Tadbmuie 16.

Tabnuua 16 — Borpocs! (3a1aun) ams 3adeta / qudd. 3auera

No /1t

[lepeuens BonpocoB (3a7a4) amns 3a4dera / qudd. 3ayera

Kon
WHJUKAaTOpa

Y4eOHbIM MJIaHOM HE IPETYCMOTPEHO

[lepeuenr TeM nansi KypCOBOTO IMPOEKTUPOBAHUS/BBITIONHEHUS KYpPCOBOWM pabOTHI
MpeICTaBICHBI B TabmwmIe 17.
Tabnuna 17 — Ilepeders TeM UIst KypCOBOTO IPOEKTUPOBAHMSI/BBITIOIHEHUSI KYPCOBOM paObOTHI

[TpumepHBIii TepeueHb TeM ISl KypCOBOTO MTPOEKTUPOBAHUS/BBINIOIHEHUS

Ne n/mt .
KypCOBOH paboThI
Y4eOHbIM MJIaHOM HE IPEYyCMOTPEHO
Bonpockl i1 mpoBeneHHs MPOMEXYTOYHOM aTTecTallud B BHJAE TECTHUPOBAHUSA

MpeICTaBICHbI B Ta0nwie 18.

Tabnuua 18 — [IpumepHbIii epeueHb BOIIPOCOB ISl TECTOB

| Nen/m |

IIpumepHbIil mepedeHb BOMPOCOB JIJIs1 TECTOB

Kon




WHIUKAaTOpa

K xakoi pa3HOBHIHOCTH MOJIEJIEN YIIPABICHUS TOCTYIIOM OTHOCUTCS OIIK-4.3.2
mojenb bemna-Jla [Tagyner?

a) MOJIEIb IUCKPELIMOHHOIO JOCTYTIA;

0) MOJIeJIh MAHIATHOTO JIOCTYIIA;

B) poJieBasi MOJEIb.

Kaxk Ha3pIBaroTCs yrpo3bl, BBI3BaHHBIE OMMOKAMH B IPOESKTHPOBAHUH OIIK-5.V.1
AUC u ee p1eMeHTOB, OMKUOKAaMH B TPOrPaMMHOM 00eCIICUeHUH,

olmnOKaMu B IWCTBUAX MepCoOHaa U T.11.7

K kakuM Mepam 3aIuThl OTHOCUTCS MOJUTHKA 0€301macHOCTH? OIIK-5.Y.2
a) K aIMUHUCTPATUBHBIM;

0) K 3aKOHOJJaTCIIbHBIM;

B) K IPOrPaMMHO-TEXHUYECKHM;

I') K IPOLIETYPHBIM.

B kakom 13 mpeacTaBieHui MaTpUIbl JOCTYIa Hanbosee MpocTo OIIK-5.B.2
OIIpEeENIUTh MOJIb30BaTENIEH, UMEIOIIUX JOCTYI K ONPEEIIEHHOMY

baiiny?

a) ACL;

0) CIUCKU MOJTHOMOYHH CyOBEKTOB;

B) aTpUOYTHBIE CXEMBI.

Kak HaszpiBaeTcs cBOCTBO MH(OpMALIUK, O3HAYAIOIIEE OTCYTCTBUE OIIK-5.B.3
HEIPABOMOYHBIX, U HE MIPEYCMOTPEHHBIX €€ BJIaI€IbLEM U3MEHEHUI?

a) LIEJIOCTHOCTb;

0) aneJTMpyeMocCTh;

B) JIOCTYITHOCTb;

I') KOH(UEHIINAILHOCTD;

1) ayTEeHTUYHOCTb

K ocHOBHBIM IpUHLIMIIAM MOCTPOEHUS cucTeMbI 3amuThl AVIC OIIK-8.3.4
OTHOCSTCSL:

a) OTKPBITOCTb;

0) B3aUMO3aMEHAEMOCTb MOICUCTEM 3aLIUTHI;

B) MUHUMM3AIIMS TPUBUIIETHIA;

I') KOMIJIEKCHOCTB;

1) MPOCTOTA

Kaxkue u3 crneayromux BeICKa3bIBaHUN 0 Mojienu yripaBienus qoctynom | OINK-8.V.1
RBAC cnpaseniussl?

a) C KaXJbIM CYObEKTOM (TI0JIb30BATENIEM) MOKET OBITh ACCOLIMMPOBAHO

HECKOJBKO pOJIEH;

0) poJiu yHopsi104€HBI B UEPAPXHUIO;

B) C K&XJIbIM 0OBbEKTOM JOCTYIIa ACCOLIMUPOBAHO HECKOJIBKO POJIeH ;

T') A1 KQKJI0U maphl «CyOBeKT-00beKT» Ha3HaueH Ha0Op BO3MOXKHBIX

paspeneHni

. Aucneruep nocryna... OIIK-8.B.2
a) ... UCTIONb3yeT 0a3y JaHHbIX 3aIUTHI, B KOTOPOH XpaHATCS MpaBUia

pasrpaHUyeHHs 10CTyIa;

0) ... HCTIONIb3YeT aTPUOYTHBIE CXEMBbI JUISl ITPEICTABICHHUS MAaTPHUIIbI

JIOCTYTIA;

B) ... BBICTYIIA€T IOCPETHUKOM IIPU BCEX OOPALICHUAX CYOBEKTOB K

00BEKTaM;

r) ... PUKCUpPYeT MHPOPMALIUIO O MOMBITKAX JIOCTYIAa B CHCTEMHOM

KypHaJe;

Kakue npeanonoxenus BKIoyaeT HedopmanbHas Moaens HapymuTensa? | OIIK-9.B.1




a) 0 BO3MOKHOCTSIX HAPYIIUTEIIS;

0) 0 KaTeropusx JIMIl, K KOTOPHIM MOXKET MPUHAJICKATh HAPYITUTEIb;
B) O TIPUBBIYKAX HAPYIIUTEIIS;

T') O MPEABIAYIINX aTaKaxX, OCYIIECTBICHHBIX HAPYIIHTEIIEM;

1) 00 ypOBHE 3HAHWI HAPYIIUTEIIS

10. | Yro mpencraBinsieT co00i JOKTpHHA HHPOPMALIMOHHON O€30MacHOCTH OIIK-9.B.2
P®?

a) HOPMaTUBHO-TIPABOBOM aKT, yCTaHABIMBAIOUIUNA OTBETCTBEHHOCTD 3a
npaBoHapyuieHus B cepe nHOpMamoOHHON 0e30MacHOCTH;

0) (henepanbHBIN 3aKOH, PETYIUPYIONINI MPAaBOOTHOIIECHUS B 001aCTH
nH(pOpMaIMOHHOM 06€301MacHOCTH;

B) IIeJIeBast IPOrpaMMa Pa3BUTHSI CUCTEMbI HHPOPMAITMOHHON
6e3onacHoctu P®, npencrasinsromas co0oil mocieq0BaTeIbHOCTD
CTaaui 1 3TaIlOB;

') COBOKYITHOCTh O(UIIMANBHBIX B3TJIS0B HA €U, 33]]a41, TPHUHIIUITBI
Y OCHOBHBIC HaIIpaBJICHUs 00ecrieueHUs NH()OPMAITMOHHON
6e3onacHocTH Poccuiickoit deneparnun

11. | K kakoMy Buay Mep 3alIuThl UHPOPMALIUK OTHOCUTCS YTBEPKACHHAS OIIK-
nporpaMma pabot B 061acTu 6e30nacHoCTU? 11.¥.2
a) MOJINTHUKA 0€30IIaCHOCTH BEPXHETO YPOBHSI;

0) monuTHKa 6€30MaCHOCTH CPEIHET0 YPOBHS;

B) MOJIUTHKA 0€30I1aCHOCTH HIDKHETO YPOBHS,

I') IPUHIUI MUHUMU3ALUU TPUBUIIET U

1) 3alIMTa NOJICP>KUBAIOIIEeH HHPPACTPYKTYPHI.

12. | Kakue 13 nepeyrcaeHHbIX HIKE YTPO3 OTHOCSTCS K KJlaccy OIIK-4.3.2
IpeHaMepEeHHbIX ?

a) 3apakeHHe KOMIbIOTepa BUpyCaMH;

0) pusnueckoe pa3pylieHne CUCTEMBI B pe3yJIbTaTe Moxkapa;

B) OTKJIFOUEHUE WUJIM BBIBOJ U3 CTPOS MOACUCTEM O0ECTIeUeHUS
(YHKIIMOHUPOBAHUS Bbl YHUCIUTEIBHBIX CUCTEM (IJIEKTPOIUTAHMUS,
OXJIQX/IEHUS U BEHTWISALUH, JTUHUHN CBSI3H U T.I1.);

I') IPOEKTUPOBAHKUE APXUTEKTYPbI CHCTEMBI, TEXHOJIOTHMH 00pabOTKH
JAHHBIX, pa3paboTKa MIPUKJIAJHBIX IPOTPaMM, C BO3SMOXKHOCTIIMH,
MPEACTABIISIONIMMA ONMACHOCTH JIJIs1 pA00TOCTIOCOOHOCTH CUCTEMBI U
6e30macHOCTH HH(pOPMaLINY;

1) YTEHHE OCTATOYHON MH(POPMAIMHU U3 ONIEPATUBHOM MaMsTH U C
BHEIIHUX 3alIOMUHAIOIINX YCTPONCTB;

€) BCKpbITHE MU(POB KPUIITO3AMUTHI MHPOpMALUK

[lepeueHp TeM KOHTPOJBHBIX PabOT MO MUCHUIUIMHE OOydYaroluXcsl 3a04HOH (OpPMBI
oOydeHus1, IpeCcTaBIeHbI B Tabmuie 19.

Tabmuna 19 — [lepedeHb KOHTPOJIBHBIX PadOT

Ne n/mt IlepeyeHb KOHTPOJIBHBIX PabOT

He npenycmorpeno

10.4. Mertonnueckue MaTepUaibl, OMpENEIISIOINE MPOLENYpHI OLICHUBAHUS
WHAWKATOPOB, XapaKTEpU3YIOIUX JTambl (HOPMUPOBAHMS KOMIETECHIIMMA, COAEpKaTrcs B
JOKAJIbHBIX HOpMaTUBHBIX akTax [ YAII, pernmaMeHTHUpYOMMX MOPSIO0K U MPOLEnypy
IPOBEICHUS TEKYILEro KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOUYHON aTTeCcTaluu 00y4JaromuXxcs
'VAIL




11. Meroau4eckue yKazaHus Uit 00YJIArOIIUXCS IO OCBOCHUIO TUCITUTLIAHBI

11.1. Meroauyeckue yKazaHus s OOYYAOIIMXCS 10 OCBOCHHMIO JIGKITMOHHOTO
MaTepuana

OcHOBHOE Ha3HAauYeHHWE JICKIIMOHHOTO MaTepuajga — JIOTHYECKH CTPOMHOE, CHCTEMHOE,
rIyOOKOe W SICHOE W3JIOKEHWEe ydeOHoro marepuana. HasHaueHUE COBPEMEHHOW JICKIIMH B
paMKax AUCIUIUIMHBI HE B TOM, YTOOBI MOJYYUTh BCHO MH(POPMAIHMIO IO TEME, a B OCBOCHHH
dyHIaMEHTAIBHBIX MPOOJeM JAWCIMILIAHBI, METOJOB HAYyYHOTO TMO3HAHUS, HOBEHIINX
JOCTYDKCHUH HAay4HOUW MBICIH. B ydeOHOM mporiecce JICKIUs BBIMOIHSAECT METOI0JIOTHYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKIUH. JIEKIMs pacKpbIBaeT MOHATUHHBIN anmapar
KOHKPETHOM 00JlacTh 3HaHUs, €€ IpoOJIeMBbl, JacT IEIbHOE MPEACTaBICHUE O IUCIMILIAHE,
MOKA3bIBAET B3aUMOCBS3b C IPYTUMU JUCIUTLTTHAMH.

[InaHupyeMble pPe3yIbTaThl IPH OCBOCHUU 00YYAIOIIMMHUCS JICKIIMOHHOTO MaTepraa.

— TIONy4YeHHE COBPEMEHHBIX, I[EJIOCTHBIX, B3aMMOCBSI3aHHBIX 3HAHUH, YpPOBEHBb
KOTOPBIX OINpPEAETseTCs eJIeBO YCTaHOBKOW K KaXKJJ0M KOHKPETHO! TEME;

— TIONy4YEHHE OMBITa TBOPUYECKOUN pabOThI COBMECTHO C MPEIOIaBaTEIICM;

— pa3BuTHE NPO(PECCHOHAIBHO-ICIOBBIX  KAdecTB, JIIOOBH K  TpEeaIMEeTy |
CaMOCTOSITEIILHOTO TBOPYECKOT'O MBIIIICHHSL.

— TOSIBJICHHE HEOOXOAMMOro HHTEpEca, HEOOXOUMOTO IS CAMOCTOSTEIIbHOM PaOOTHI;

— TONy4YyeHHEe 3HAaHUW O COBPEMEHHOM YpPOBHE pAa3BUTHS HAYKHM U TEXHUKH U O
MIPOTHO3€ WX Pa3BUTHS Ha OJIMKAWUIIINE TOJIBI;

— HAYYUTHCS METOAMYECKH 00pabaThiBaTh MaTepwall (BBIACIATH TJIaBHBIC MBICTU U
MOJIOKCHUS, TPHUXOJAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATH WX B  Pa3IUYHBIX
bopMynupoBKax);

—  TIOMy4YeHHE TOYHOTO TOHUMAaHUS BCEX HEOOXOUMBIX TEPMHHOB U TIOHSATHH.

JleKIIMOHHBI MaTepuad MOXKET COMPOBOXKAATHCS JAEMOHCTpalMedl ClaioB U
UCIIONIb30BAaHMEM pa3aTOYHOTO MaTepuana TMpH MPOBEICHUU KOPOTKUX AHCKyCcCHH 00
OCOOCHHOCTSIX MPUMEHEHHSI OT/ICTLHBIX TEMATHK I10 TUCITUTUIHHE.

CTpyKTypa IpeIocTaBIeHUs JISKIIMOHHOTO0 MaTepHraa:

— H3noxeHue JTEKIIMOHHOTO MaTepHaa;

— IlpencraBneHnue TeOpETHUECKOrO MaTepuana MpernojaBaTesieM B BUJIE CIAiIOB;
— OcBoeHHE TEOPETHUECKOT0 MaTepraa Mo MpakTUYeCKUM BOIPOcam;

— Crnucok BOMPOCOB IO TeME JJIsi CAMOCTOSTENIbHOM paboThI CTyIeHTa

11.2. MeToau4eckue yka3zaHus sl 00yYalOMUXCsl IO YIACTHIO B CEMHHApaX- V4eOHbIM
NIAHOM He NpedyCMOMPEHO

11.3. MeTtoamueckue yka3aHHs ISl OOyYarOIIUXCS IO MPOXOXKICHHIO TMPAKTHYECKUX
3aHATHI

[IpakTuueckoe 3aHATHE SBISETCS OAHONW M3 OCHOBHBIX (DOpPM OpraHu3aluM y4yeOHOro
npoliecca, 3aKIIoYaroniascs B BBIITOJTHEHUH 00yUYalOIMMUCS O] PYKOBOJCTBOM IpenoiaBaTess
KOMIUIEKCa Y4eOHBIX 3aJaHUil C LEIbI0 YCBOEHUS HAYYHO-TEOPETHYECKHMX OCHOB YyueOHOMU
JUCLUTUIMHBL, TPUOOPETEHNs] YMEHUN M HaBBIKOB, OIbITAa TBOPUECKON JAEATEIbHOCTH.

[enbio MpakTUYECKOT0 3aHITHS Ui 00y4aloLEerocs sIBsieTcs NPUBUTHE 00ydaromuMces
YMEHMH U HaBBIKOB MPAKTUYECKOM JEATENBHOCTH 110 U3y4aeMOU JUCIUIUINHE.

[Inanupyemsble pe3ynbTaThl IPU OCBOEHUU 00YYaIOIIMMCS MPAKTUYECKUX 3aHSITHI:

— 3aKperuvieHue, YriayOJieHue, pacIIUpeHHe M JeTalu3alis 3HAaHWHA IpH pelleHUH
KOHKPETHBIX 3a/1a4;

— pa3BUTHE TIO3HABATENBHBIX CIIOCOOHOCTEH, CaMOCTOSITEIbHOCTH  MBILIUICHUS,
TBOPYECKOI aKTUBHOCTH;

— OBJIAJICHHE HOBBIMH METOJAaMH M METOJUKAMH HM3y4YECHUs KOHKPETHOW y4ueOHOM
JUCLUILIVHBL,



— BBIpa0OTKa CHOCOOHOCTH JIOTHYECKOTO OCMBICICHHUS TOJTYYEHHBIX 3HAHUM JUIS
BBITIOJTHEH U 3a/[aHNUH;

— olecrneueHne palMOHAIBHOIO COYETaHHMS KOJUIEKTMBHOM M MHIMBHIYaIbHOH (GopM
00y4eHusl.

TpeGoBanusl K IPOBEIEHHUIO IPAKTUYSCKUX 3aHITHI

B pamkax mnpoBefeHUST NMPAKTUYECKUX 3aHATHH MPOBOAUTCS OINPOC MO MPOUICHHOMY
teopeTuueckoMy matepuas. CTyAEHTY CTaBUTCA OIIEHKAa IO pe3ysibTaTaMm OIpoca, KOTopas
YYHUTBIBACTCSI MPU MTPOMEKYTOUHON aTTECTAIUH.

11.4. Metoauyeckue YykKa3aHUs IJIsi OOYYalOIIMXCS IO BBIMOJHEHHIO J1ab0paTOPHBIX
pabor.

B xoxe BeImonHEHUs 1a0OpaTOPHBIX palbOT OO0y4YaIOIMMKICS JODKEH YINIYOUTh |
3aKpenuTh 3HAHWS, MPAKTHYECKUE HABBIKH, OBJAJIETh COBPEMEHHOM METOAMKONW M TEXHHKON
SKCIIEPUMEHTa B COOTBETCTBHHM C KBaJM(UKAMOHHON XapaKTepUCTUKON 00ydaromerocs.
Boinonnenue nabopaTopHbIX pabOT COCTOUT U3 IKCHEPUMEHTAIbHO-IIPAKTUYECKON, pacueTHO-
AHAIUTUYECKON YacTei U KOHTPOJIbHBIX MEPOIIPUSITHIA.

Brimonaenue 1abopaTopHBIX pabOT OO0YyYarOIUMCS SIBJISIETCS HEOTHEMIJIEMOW YacThIO
W3YYEHUS JUCIUIUIMHBI, OMpeNesseMoil y4eOHbIM IUIaHOM, M OTHOCUTCSL K CpEICTBaM,
00eCTIeYNBAIOIINM PEIICHUE CIIeTYIOINX OCHOBHBIX 3a/1a4 00y4Yaromerocs:

— TnpuoOpeTeHHe HaBBIKOB HCCIEAOBAHUSA MPOIECCOB, SBIEHUHM U OOBEKTOB,
M3Yy4aeMbIX B paMKax JTAHHOW TUCIUILINHBI,

— 3aKpeIUICHHE, Pa3BUTHE W JIETATM3alUs TEOPETHUYECKMX 3HAHHM, TMOJTYYEHHBIX Ha
TICKITUSX;

— ToJIyueHHe HOBOM MH(OpMAINH 110 U3y4aeMON JUCLHUIUINHE;

— TIpHOOpeTeHHe  HaBBIKOB  CaMOCTOSTEIbHOM  paboThl ¢ J1abOpaTOpHBIM
000pyI0BaHUEM U IPUOOPAMHU.

3aganue U TpeOoBaHMS K IPOBEICHUIO JIAOOPATOPHBIX paboT
JlabopaTopuas padora Ne 1 «Pa3paboTka Mojenu yrpo3 6€301macHOCTH HH(OPMAITUN»
Ilens naGopatopHoit pabGorel Ne 1: IlocTpoeHne pa3nWYHBIX MOAENEH, OTOOpaKaAIUIUX
ApXUTEKTYpy aBTOMATHU3MPOBAHHOW CHCTEMBI W OTPaHUYEHHUH JO0CTyma K WH(OPMAIHH.
[IpoBenenue aHanu3a MecT M BHJOB yTeuku uHpopmauuu. OlneHka yrpos3, ys3BHUMOCTEH U
CTETICHU 3aIIUIIEHHOCTH HH()OPMAIIH.
3ananue k 1abopatopHoii padote Nel
1) BBINONHUTH OLIEHKY aKTYaJIbHOCTH pa3padaThiBaeMoil HH(GOPMAIIMOHHO
2) cHuCTEeMBI
3) IlpoBecTH CTPYKTYpHBII CACTEMHBIH aHaIH3 OU3HEC-TIPOIECCOB
4) npenmetrnoit ob6mactu. [loctpouth mmarpammber IDEFO (AS-IS), DFD (ASIS), (mpwu
HeoOxoaumoctH — IDEF3 (AS-IS).
5) Ommucatp pa3paboTaHHBIE TUATrPAMMBbI
6) BrbiaenuTh aKTUBBI, MOAJICKAIIME HHOOPMAIIMOHHOH 3aI1Te
7) TloctpouTh MOJENH YTrpo3 pa3padaTeiBaeMOil HHPOPMAITHOHHOH CHCTEMBI
8) TlocTpouTh MOJICTH HAPYIITUTEIS
9) CdopmupoBath peecTp aKTyaIn3UPOBAHHBIX YIPO3 U KaXK0r0 aKTUBa
10) ChopmupoBaTh BEKTOPHI ysI3BUMOCTEH. OIICHUTH BO3MOXHBIE PUCKH
11) OueHHTH CTENEHB 3aIUIICHHOCTH HHPOPMAIHN

Crpykrypa u hopma oTueTa 0 1abopaTopHOM padboTe

Otyer mo maGopaTOopHBIM paboTaM MODKHA OTpakaTh HE (aKT CIPOCKTUPOBAHHOU
CHUCTEMBI 3aIllUThI, a MPOIECC MPOEKTUPOBAHHUS, MOKA3BIBAOIINN BCIO PabOTy HaJ MPOCKTOM
HauWHAs OT TMOJYYCHHOTO WCXOJHOTO MaTepuana W HaOpocka Oynymied 3amuineHHON




UHPOPMALIMOHHOM  CHUCTEMBl M  3aKaH4YHMBas pPa3pabOTaHHBIM ¥  MPOTECTUPOBAHHBIM
OPOTPAaMMHBIM TIAKETOM, C OOOCHOBAaHMEM BCEX INPUHATBIX B IPOIECCEe MPOCKTUPOBAHUS
pemennii. B conmepkaHuM JODKHA OBITH OTpakeHa CTPYKTypa oOT4eTa. BBeneHue OIKHO
XapaKTepU30BaTh Ty Cepy YeIOBEUECKOM JACATEIBHOCTH, Il KOTOPOH OYAET MPOSKTUPOBATHCS
CHUCTEMaA 3alllMThI I/IH(bOpMaLII/II/I. HpI/I OIMMCAHUHN JUuarpaMm JOJIKHBI 6BITB HU3JI0KEHBI OCHOBHBIC
(GYHKIMOHATIBHBIE BO3MOXHOCTH OyIyIIeH CHCTEMBI 3aIlUThl WH()OPMAIMH, a TaKKE BHIBI
uHPOpPMALIUK KOTOpBIE MPHIETCS XPaHUTh U 00padaThIBaTh ISl AOCTIDKEHHS MOCTaBICHHOU
nenmd. B mocnenyrommx  y1abopaTopHBIX  padoTax JAODKHBI  OBITh  HM3JIOKEHBI  3TaIlbl
KOHCTPYUPOBaHHSA U (PYHKIIMOHUPOBAHHS MPOTPAMMHO-TEXHMYECKHX YCTPOWCTB 3aIlUTHI
UHPOPMAIIUN ¥ TEXHUIECKUX 0OBEKTOB OT HECAHKIITHOHMPOBAHHOTO JIOCTYIIA
TpeboBanus k oopMIICHHIO OTYETa O JaOOpaTOPHOU paboTe
— Ortuer no 1abopaTopHON pabOTE MPETOCTABISICTCS B IIEYATHOM/HITH 3JICKTPOHHOM BHJIC,
— JI0JDKHA COOTBETCTBOBATH CTPYKTYpe U (hopMe OTuUeTa, IPEACTABICHHON BhIIIE;
— Ortuer no nabopatopHoit pabote  AomkeH uMeTh TUTYIbHBIA et (TOCT 7.32-2001
uznanus 2008 roga) ¢ Ha3BaHUEM M MOJIUCHIO CTYAEHTA(0B), KOTOPBIH(bIE) ee caemnan(u)
u opopMuiI(n);
- CTy,I[eHT JOJDKCH 3alllUTUTD JIP. OTt™MeTKa O 3al0UTC JOJKHA HAXOAWUTHCA HAa TUTYJIBHOM
JIMCTE BMECTE C MOMHUCHIO TMPETIOAaBATES.
Ccouika Ha matepuaisl JIP1 - https://pro.guap.ru/get-task/b25b17c8140089be72add01c1e078f59

JlabopaTopuas padora Ne 2 «DopmupoBanue 3amanuil mo OezomacHoctd U SIEM-
HKOCUCTEMBI»

Lenp naGopatopuoii pabdorel Ne 2: Ha ocHoBaHMM (OPMYIUPOBAHHBIX IEJel
0e3omacHOCTH chOPMHUPOBATH MPOPUITH 3AIMUTHI U 3aJIaHUs TI0 0€30IaCHOCTH MH(POPMAITMOHHON
cucremsl 1 C3U, peanusyroummx TpeOyeMblii ypOBEHb 3aIIMIIEHHOCTH CUCTEMBl. Pa3BepHYTh
SIEM-skocucTemy

3ananue K 1abopaTtopHoii padote Ne2

1) Ha ocHoBaHumu CQOPMYIHPOBAHHBIX IIelieii Oe30macHOCTH CHOpMUPOBATH MPOdUIH
3alUThl UH()OPMAIIMOHHOM (aBTOMaTU3MPOBAaHHOM) cucteMsl u/unu C3U.

2) B mpodunsx 3amuThl MOCTPOMTH TaONHUIBI, KOTOPbIE B3aWMOCBs3bIBalOT llenn
6e3omacHocTH ¢ yrpozamu u [TonMb. BzaumocBsizu 000cHOBATH U OMUCATh.

3) CoopmynupoBarh GyHKIIMOHAIBHBIC TPeOOBaHUS, TpeOOBAHUS JOBEPHs U TPeOOBAaHUS K
cpene

4) PaspaboraTh 3amaHHe 1O O€30MAaCHOCTH. BbIgenuTh MpaBuia 0€30MaCHOCTH,
peaan30BaHHbIE B TEXHUYECKUX IMOJUTHKAaX O€30IacHOCTH, KOTOpbIE MPEICTOUT
peann3oBath B nojacucreMe aHanuza (koppensauuit) SIEM-cuctemsl.

5) PazBepHyTh SIEM-3kocucremy, UCIIONb3Ys MIPOEKT AirSIEM
https://github.com/fisher85/AirSIEM
6) Hcxommbiii KOJ saapa KOPPEALIUU -

https://github.com/fisher85/AirSIEM/tree/master/AirSIEM
7) OdopMHuTB OTUET 1O JTa0OPATOPHOI padboTe
Crpykrypa u hopma oTyeTa 0 1abopaTopHOM paboTe
— TIlocranoBka 3aauu;
— BxonHbIe U BBIXOHbBIE JaHHEIE,
— CopepxaHue 3TanoB BHIMOJTHEHUS;
— OOocHOBaHKE MOTYYEHHOTO pe3yibTaTa (BbIBO);
— CHHCOK UCTIONb3YeMOH JINTepaTyphbl
TpeboBanus k 0ohopMIIEHUIO OTYETa O JIabopaTOpHO paboTe
— Ortuer no nabopaTopHO paboTe MPEIOCTABIAETCS B IEYaTHOM/UITH 3JIEKTPOHHOM BH/IE;
— JI0JDKHA COOTBETCTBOBATH CTPYKTYpe U (hopMe OTueTa, NPeACTaBICHHOM BhIIIE;



https://pro.guap.ru/get-task/b25b17c8140089be72add01c1e078f59

— Ortuer no nabopatopHoit pabote  AomkeH uMeTh TUTYIbHBIH yuct (TOCT 7.32-2001
n3nanus 2008 roga) ¢ Ha3BaHWEM M TOJANHKCHIO CTYIEHTA(0B), KOTOPHIH(bIC) ee caenan(u)

u oopmui(n);

— CrygeHt gomkeH 3auTuth JIP. OTMeTKa 0 3ammre A0KHA HAXOAUTHCA Ha TUTYJILHOM

JIMCTE BMECTE C MOMHUCHIO MPEeroiaBaTess
Ccpuika Ha Matepuainsl JIP2 - https://pro.guap.ru/get-task/29751f9f3e45bela6db3dbad876f9ab5

JlabopaTopHas pa6ora Ne 3 «COop 710roB coObITHI HHDOPMAITMOHHONW 0€30MacHOCTH B
AirSIEM»

Len» naGoparopuoit pabotet Ne 3: pazpaboTaTh cUCTEMY, KOTOpas MO3BOJISIET
aHAJTM3UPOBATh PETUCTPUPYEMBIEC B 3aAIIUIIIAEMON HHPPACTPYKTYPE COOBITHS, MOCTYIAIOIINE OT
pa3jMYHbIX  MCTOYHMKOB, U  OOHApy)KMBaTh  aTaKW/CUEHApUU  aTak/moJI03pUTEIbHbIC
JCHCTBUS/OTKIIOHEHUS OT HOPMBI, (OPMHPYS TMpH HEOOXOAWMOCTH COOTBETCTBYIOIINE
WHIUICHTHI 0€30aCHOCTH.

3ananue x 1aboparopHoit padore Ne3

1) CdopmupoBars Texunueckue noautuku Ub
2) Ha ocHoBanuu pa3pabOTaHHBIX IOJUTHK HHGOPMAIMOHHON O0€30macHOCTH, MpoduiIei
3alUTHl U 33JaHUN 1O 0e30MacHOCTH WH(GOPMAIIMOHHON (aBTOMATU3HPOBAHHOW) CHUCTEMBI
n/wm C3U, pazpaborarts apxurextypy SIEM-cucremsl
3) Peanu3zoBath moacucteMy cOOpa M XpaHEHHsI MOCTYIAIOIIMX COOBITHI O€30MTaCHOCTH;
4) OdopMuUTh OTUET 110 JTAOOPaTOPHOI padoTe.
Crtpykrypa u dhopma oTueTa 0 1abopaTopHOM paboTe
— IlocranoBKa 3a7a4M;
— BxoxHbIe U BBIXOHBIE JaHHEIC,
— Copep)kaHue 3TaroOB BBHITOTHEHUS;
— O0ocHOBaHME MTOJIYYEHHOTO pe3ynbTara (BbIBOJ);
— CHHCOK UCTIONBb3YeMOH JINTepaTyphl
TpeboBanust k 0ohopMIEHUIO OTYETA O JJAbopaTopHOU paboTe
— Ortuer no nabopaTopHO paboTe MPEOCTaBISAETCS B I€YaTHOM/MIIN 3JIEKTPOHHOM BHU/IE;
— JOJDKHA COOTBETCTBOBATH CTPYKTYpeE U (hopMe OTUeTa, IPEACTABICHHOH BHIIIIE;
— Ortuer no nmabopatopHoi pabote  AomkeH uMeTh TUTYIbHBIA et (TOCT 7.32-2001
u3nanus 2008 roga) ¢ Ha3BaHUEM M MOJIUCHIO CTYAEHTA(0OB), KOTOPBIH(bIE) ee caenan(u)

u opopmuI(n);

— Crynent gomkeH 3ammtuth JIP. OTMeTKa 0 3amuTe JOKHA HAaXOAUTHCS HA TUTYIHHOM

JIFCTE BMECTE C MOJAIMMUCHIO TPETOAaBaTest
Ccrutka Ha Matepuansl JIP3 - https://pro.guap.ru/get-task/1586365b0a7f4af9f6¢c2e921c0al206a

JlaGopaTopnasi padora Ne 4 «Peructpanus nHIuAeHTOB B AirSIEM»
ens maGopatopHoii paborel Ne 4: pazpaboraTh cuCTEMy, KOTOpas TIO3BOJISET
aHAJTM3UPOBATh PETUCTPUPYEMBIE B 3aAIIUIIAEMON HHPPACTPYKTYpE COOBITHS, MOCTYIAIOIINE OT
pa3IMyYHbIX  HCTOYHMKOB, U  OOHAapy)XMBaTh  aTaKW/CLUEHAapUW  aTak/ImoJI03pUTEIbHBIE
JEHCTBUSA/OTKIIOHEHUSI OT HOPMBI, (OpPMHUpPYS TMpPH HEOOXOAMMOCTH COOTBETCTBYIOIIHE
HHIUIEHTHI 0€30IMaCHOCTH.
3ananue K aboparopHoii pabore Ned
1) PeamuzoBaTh 00pabOTKY M aHAIN3 3aPETUCTPUPOBAHHBIX COOBITHI OE30MaCHOCTH;
2) Paszpaborath mojacucreMy OOHapyXeHHsS aTaKk M HApyLIICHUH IOJUTHK OE30MacHOCTH B
peaibHOM BpeMeHH (OJIM3KOM K pealbHOMY BPEMEHH);
3) Peanu3oBath BhISIBICHUE U Pa300p MHIUACHTOB 0€30MaCHOCTH.
4) OdopMuUTh OTUYET 10 JTaOOPaTOPHOI padoTe.
Crpykrypa u hopma oTueTa 0 1abopaTopHOM padboTe
— IlocranoBka 3amaum;
— DBxoaHbIe U BBIXO/HbIE JaHHBIE;



https://pro.guap.ru/get-task/29751f9f3e45be1a6db3dba4876f9ab5
https://pro.guap.ru/get-task/1586365b0a7f4af9f6c2e921c0a1206a

— Copep:kaHue TAOB BHITIOTHEHHUS;
— OO6ocHOBaHHE TOJYYCHHOTO pe3yibTaTa (BBIBOI);
— Crucok UCroab3yeMoH JINTepaTyphl
TpeboBanus k ohopMIEHUIO OTYETA O JJAOOpPaTOPHOU paboTe
— Oruer no 1abopaTopHO PabOTe MPEIOCTABIACTCS B IEYATHOM/WIIH SICKTPOHHOM BHJIE;
— JIOJKHA COOTBETCTBOBAThH CTPYKTYpeE u (popMe oTUeTa, IPECTABICHHOM BHIIIIC,
— Ortuer no nabopatopHoit pabote  AomkeH uMeTh TUTYIbHBIA juct (TOCT 7.32-2001
u3nanus 2008 roga) ¢ Ha3BaHUEM M TOJANUCHIO CTY/IEHTa(0B), KOTOPHIH(bIE) ee caenan(u)
u opopmMuii(n);
— CrygeHt gomkeH 3ammTtuth JIP. OTMeTKa 0 3ammTe J0KHA HAXOAUTHCS Ha TUTYILHOM

JIMCTE BMECTC C MMOAIMUCHIO IIPEIIOAaBaTEIIA
Ccpuika Ha Matepuainsl JIP4 - https://pro.guap.ru/get-task/2deeada227cabcc77748f9e39303882f

11.5. Meroaudeckne YyKa3aHus i OOYYArOIIMXCSA I10 IMPOXOXKICHHIO KypCOBOTO
MPOEKTUPOBAHUS/BBITIOJIHEHUS KYPCOBOU pabOThI- yueOHbLM NIAHOM He NPedyCMOMPEHO.

11.6. Mertoauueckue ykazaHus JUIsl OOYYaAIOIIMXCS MO MPOXO0XKICHUIO CAMOCTOSITEIHHOMN
paboTsl

B Xo/ie BBITIOJIHEHUSI CaMOCTOSITEIbHON PabOThI, 0OYYAIOUIUIICS BBIOJIHICT pabOTy IO
3aJ]aHUI0 U TIPU METOJUYECKOM PYKOBOJICTBE IpErojaBareis, Ho 0e3 ero HemocpeCTBEHHOTO
YUYaCTHS.

s oOydarommxcsi 1Mo 3a09HOM (opMe OOy4eHHs, CaMOCTOSTENbHAs padoTa MOXKET
BKJII0YATh B €051 KOHTPOJIBHYIO padoTy.

B mporiecce BBINOJHEHHSI CaMOCTOSATEIbHON paboThl, y oOydvaromierocs Gopmupyercs
1esecooOpasHoe IIaHMPOBaHHE paboyuero BpeMEeHH, KOTOPOE MO3BOJISIET UM Pa3BUBaTh YMEHHS
U HaBBIKM B YCBOCHUU W CHUCTEMAaTH3aIlMM MPUOOpPETACMBIX 3HAHWH, 00CCIIEYMBAET BBICOKUI
YPOBCHL YCIIEBACMOCTH B IICPUO[] O6y‘ICHI/I$I, IIOMOracT IMOJYYUTb HABBIKW [IOBBIIICHHA
po(hecCHOHALHOTO YPOBHSL.

MeroaudyeckuMu ~ MaTepualiaMy,  HANpPaBJSIIONIMMU  CaMOCTOATENbHYI0  paboTy
00YyYaIOUINXCS SBISIOTCS:

— y4eOHO-METOAMYECKUI MaTepual Mo AUCLUILIMHE;

— METOJIMYECKHE yKa3aHWUs IO BBIMOJHEHHUIO KOHTPOJIBHBIX paboT (st 00ydaronuxcst
10 3204HOU (hopMe 0OyUeHUs).

11.7. MeTtoauueckre yKazaHusl [UIsl OOYYarOIIMXCS TIO MPOXOXKICHHIO TEKYIIETro
KOHTPOJISI YCTIEBaeMOCTH.

Texymuit KOHTPONb YCIEBAEMOCTH TMpEeAyCMaTpUBAaeT KOHTPOIb KadyecTBa 3HAHUI
00yJarOIINXCsl, OCYIIECTBIIEMOTO B TEUCHHE CEMECTpa C IEJbI0 OICHUBAHMS X0JIa OCBOCHUS
IUCIHATIINHEL..

11.8. MeTtoauueckue ykazaHus A OOy4YaIOUIUXCS MO MPOXOKACHUIO MPOMEKYTOUHOMN
aTTeCTallnun.

[Ipomexyrounas  artectanus  oOydalomuXcst — MpeaycMaTpuBaeT  OILICHHWBaHUE
MIPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3Yy/IbTaTOB 00y4eHMs MO JucHUIUinHE. OHa BKIIOYAeT B
ce0st:

— »9K3aMeH — ¢opMa OIEHKM 3HAaHWH, TOJYYCHHBIX OOyJaromuMcs B TIpolecce
W3Yy4EeHUs BCEHW MUCITUIUIMHBI UM €€ YacTH, HAaBBIKOB CaMOCTOSITEIFHOW padOThI, CIIOCOOHOCTH
HpI/IMeHHTB nux ajasda pemeHI/m HpaKTI/I‘-IGCKI/IX 3a1a4. 3K3aMCH, KaK HpaBI/IJIO, HpOBOILI/ITCSI B
MeproJ; SK3aMEHAIMOHHOM CECCHUM M 3aBEPIIACTCS aTTECTAIMOHHOM OUEHKON «OTIUYHOY,
«XOPOLIOY, KYJOBICTBOPUTEIHLHOY, «HEYIOBIECTBOPUTEIHHOY.

— 3adeT — 9T0 (hopma OICHKH 3HAHUM, MOJTYyYEHHBIX OOYYAIOIIMMCS B XOJE HU3yUYCHUS
y4eOHON MTUCUUIUIMHBI B 1IEJIOM HJIM MTPOMEKYTOUYHAs (IO OKOHYAaHWW CeMeCTpa) OIlCHKa 3HAHUN


https://pro.guap.ru/get-task/2deea4a227cabcc77748f9e39303882f

00y4aromuMcsl IO OTJAEIbHBIM pa3fiesiaM AMCHUUIUIMHBI ¢ aTTECTAI[MOHHON OLIEHKOH «3a4TeHO»
WIH «HE 3aU4TEHOY.

— 1uddepeHIpPOBaHHBIM 3a4eT — 93T0 (opMa OLEHKM 3HAaHUH, IOJy4YEeHHBIX
0o0y4armuMcsl IpU U3YYeHUU AUCUUILINHBI, PU BBIMOJIHEHUH KYPCOBBIX IMPOEKTOB, KYPCOBBIX
paboT, HAy4YHO-UCCIIEAOBATENILCKUX PabOT U MPOXOXKACHNUN MPAKTUK C aTTECTAIMOHHON OLIEHKOM
«OTJIMYHOY, «XOPOILIO», «yIOBIETBOPUTEIHHOY, KHEYI0BICTBOPUTEIHLHO.

Cucrema OIEHOK IPH IPOBEIECHUU MPOMEKYTOYHOW AaTTeCTAllMd OCYLIECTBIAETCS B
cooTBeTcTBUU ¢ TpeboBanusiMu [lonoxenuit «O TekyieM KOHTPOJE YCIEBAEMOCTH U
MIPOMEXKYTOUHOM artectanuu cryaeHToB ['YAIIL, oOywaromuxcs Mo mporpamMmam BBICIIETO
oOpazoBanusi» U «O MOAYIbHO-PEUTUHIOBOM CHCTEME OIICHKM KadecTBa ydeOHOW paboTh

crynentoB B 'Y AIy.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




