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AHHOTaUs

Hucuunmuna  «CraHgapTtel  HMHQOpPMAIMOHHOM ~ 0Oe30macHOCTHU»  BXOAMT B
00pa3oBaTelbHYI0 MPOrpaMMy BBICIIETO OO0pa3oBaHUS — NPOrpaMMmy CIEHHUATUTETa IO
HampaBjeHuto noaroToBku/ cnenuaibHocTH  10.05.03  «MHbOpManmonHas 0e30MacHOCTh
ABTOMATU3UPOBAHHBIX CHCTEM» HAMPABICHHOCTH «be30MacHOCTh OTKPHITHIX MH(POPMAITHOHHBIX
cucreMy. Jlucuumimna peanusyercs kadenpoit «Ne34y.

JlucuurinHa HareleHa Ha (GOPMHUPOBAHKE Y BBITYCKHUKA CIICTYIOIINX KOMITCTESHITUH:

[IK-4 «CnocobeH ocylecTBIsITh paboThl O pa3paboTKe CUCTEM 3allUThl WH(OpMaLIUU
ABTOMATU3UPOBAHHBIX CUCTEM

[IK-7 «CriocobeH ynpaBisiTh pa3BUTHEM CPEACTB 3aLIUThI OTKPBHITHIX HHPOPMAIIMOHHBIX
CHUCTEM OT HECAHKLIMOHUPOBAHHOTO JIOCTYIIa

I[IK-9 «CnocobeH ocymiecTBiIsATh pabOTBl 1O OIEHKE paboTOCIOCOOHOCTH |
3¢ (HEKTHBHOCTH MPUMEHSIEMBIX TIPOTPAMMHO-AIAPATHBIX CPEJICTB 3aITUTHI HHPOPMAITI

[IK-11 «CnocoOeH mNpoBOIUTH OIEHKY YypOBHS HH(pOpMaMOHHONW 0e30macHOCTH
OTKPBITBIX HHPOPMAITHOHHBIX CUCTEM)

CopepxaHue TUCIUILUIMHBI OXBaThIBAET KPYT BOIIPOCOB, CBSI3aHHBIX C YCBOGHUEM 3HAHUMN
0 HOPMATHBHO-TIPABOBBIM OCHOBAM OpTraHM3alMH  HWHPOPMAIIMOHHOW  OE30MacHOCTH,
M3YYEHHEM CTaHAApTOB M PYKOBOISIIMX JOKYMEHTOB IO 3alluTe WH(GOPMAIMOHHBIX CHUCTEM;
03HAKOMJICHHEM C OCHOBHBIMH yrpo3amu HWH()OpPMAIMOHHOW O€30MacHOCTH; MPABHIAMHU HX
BBISIBJICHMSI, aHalW3a U ONpeNeleHHe TpeOOBaHUN K pa3IUYHBIM YpPOBHSIM OOecreyeHus
uHpopmanmoHHO Oe3omacHOCTH; (OPMHPOBAHUEM HAYYHOTO MHUPOBO33PEHHS, HABBIKOB
WHAUBUAYAIbHON CaMOCTOATEIbHON PabOThl C Y4eOHBIM MaTEPHATIOM.

[IpenonaBanue IUCHMIUIMHBI TMpeayCcMaTpUBAECT CleAyrolue (GopMbl  OpraHuzanuu
yueOHOro mpolecca: JICKIUH, MPaKTUYECKUE 3aHITHs, CEMHUHAphl, CaMOCTOsTeNbHAas paboTa
oOyuaronerocsi, KOHCYJIbTallUH.

[IporpamMmMoil AMCHUIUIMHBI MPEAYCMOTPEHBI CIEAYIONIME BHUIbI KOHTPOJS: TEKYIIHI
KOHTPOJIb YCIIEBAEMOCTH, TPOMEKYTOUHAs aTTecTanus B hopme 3a4eTa.

OO0mas TpyA0EMKOCTh OCBOEHUS AMCIMILIUHBI COCTaBNseT 3 3adeTHhIX eauHuibl, 108
YacoB.

S3bIK 00yUeHUs IO TUCIUILTNHE KPYCCKHM »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHUS 1O JUCIUTIINHE

1.1. Tlenu npenomaBaHus JUCITUTUTMHBI
[Toryuenue oOy4aromMMUCS HEOOXOMUMBIX 3HAHWA W HABBIKOB IO HOPMATHBHO-IIPABOBBIM
OCHOBaM OpraHU3alMi WHPOPMALMOHHOW OE30MacHOCTH, W3YYCHHEM CTaHAapTOB U
PYKOBOISIIUX JOKYMEHTOB TIO 3amuTe WH(GOPMAIMOHHBIX CHCTEM; O3HAKOMJICHHEM C
OCHOBHBIMH yrpo3aMH WH(POPMAIIMOHHOHN 0€30MaCHOCTH; MPABUIIAMHU WX BBISBICHHS, aHAIH3a U
ompeneneHue TpeOOBaHMI K  Pa3IMYHBIM  YPOBHSIM  obOecnedeHUs HMHGOPMAIIMOHHON
Oe3omacHOCTH; (OPMHUPOBAHMEM HAyYHOTO MHPOBO33PCHUS, HABBIKOB HHIMBHIYaIbHON
CaMOCTOSITEIILHOM pa0bOThI ¢ yUeOHBIM MaTCPUATIOM.

1.2. JlucummimHa BXOAMT B  COCTaB  4YacTH, (HOpPMUPYEMOH  y4aCTHHUKAMH
00pa3oBaTesbHBIX OTHOIICHUHM, 00pa30BaTeIbHON MPOrpaMMBbl BBICIIETO 0Opa3oBaHUs (l1ajee —
OIl BO).

1.3. TlepeueHb MIAHUPYEMBIX PE3YJIBTATOB OOYUEHUS MO JUCIUILIINHE, COOTHECEHHBIX C
IIaHupyeMbIMH pesynbratamu ocBoenust OIT BO.

B pesynbrate m3ydeHUs AUCHUILIMHBI OOYYAIONIUICS JOJDKEH O0JIanaTh CISAYIONTUMU
KOMIICTCHIIMSIMUA HJTH UX 9acTsMH. KOMIETEHIIMKY U WHIMKATOPHI UX JOCTHKCHHS NIPUBEICHBI B
tabnue 1.

Tabnuna 1 — [lepeyeHb KOMIIETEHIMI U HHIUKATOPOB MX JOCTHIKCHHSI

Kareropus (rpynna) | Kon u HaumeHoBaHue
KOMIIETEHIINH KOMIIETEHIINH

KOI[ 1 HAUMCHOBAHUC MHIUKATOpA
JOCTHIXKCHUA KOMIICTCHIIHN

IT1K-4 Criocoben

OCYILIECTBIISATH PaOOTHI
10 pa3paboTKe CUCTEM
3a1UThl HH(OpMaLUU
ABTOMAaTH3UPOBAHHbIX

[Tpodeccuonanpubie
KOMITETCHIINH

[1K-4.B.1 BnaneTs HaBBIKaMH pa3padOTKU
MoJIeNiu yrpo3 0e30macHoCTH HH(pOpMauu u
MO/JIEIN HapyILIUTEIs B aBTOMaTU3UPOBAHHBIX
CUCTEMAaxX

CHCTEM

IIK-7 Crocoben
YIIPaBIATh PA3BUTUEM
CPE/CTB 3alUThI
OTKpI)ITI)IX
WH(POPMAIIMOHHBIX
CHUCTEM OT
HECAHKIIMOHHUPOBAHHOTO
JOCTyTIa

[IK-7.3.1 3HaTh nopsi1ok cepTuduKanuu
CPEZACTB U CUCTEM 3aLIUTHI OT
HECAHKIIMOHHPOBAHHOTO JIOCTYTIA

[TpodeccuonanpHble
KOMITETEeHIIUH

ITK-9 Criocoben
OCYIIECTBIISATh PabOThI
0 OLIEHKE
paboTOCTIOCOOHOCTH 1
3¢ (HeKTUBHOCTH
IPUMEHSIEMBIX
POrpaMMHO-
anmapaTHbIX CPEJICTB
3alMThl HHPOPMAIIUU

[TpodeccronanbHbIE
KOMIICTCHIIN N

I1K-9.3.3 3HaTh (hopMasIbHBIE MOJIETTU
YIIPaBJIECHUS TOCTYIIOM

ITIK-11 Cnocoben
IPOBOJIUTH OIICHKY
YPOBHS
UH(POPMALIMOHHOM
0e301macHOCTH
OTKPBITBIX
WH(pOPMaAITMOHHBIX
CHCTEM

[IK-11.Y.2 ymeTs npoBOIUTE aHAIU3 CPEACTB
3aIUTHI C IENTbI0 OMPEICTICHUS YPOBHS
oOecrieunBaeMoOil UMH 3aIUIIEHHOCTH U
JOBEpUs

[TpodeccronanbHbIe
KOMIICTCHIIN N




2. Mecro nucuumianHsl B ctpykType OI1

JucuunirHa 6a3supyercss Ha 3HaHMAX, paHee MPUOOPETEHHBIX OOYUYAIOIIMMHUCS MPHU HU3Yy4EHHUH
CIIEYIOIINX JAUCLHUIUINH:

— Bsenenue B cnenuaibHOCTD

— HWudopmannoHHbIe TEXHOJIOTUU

— OcHOBBI HH()OPMAIIMOHHON OE30MACHOCTH
3HaHMs, I[IOJIyYEHHBIE IMIpUM M3YYEHUM Marepuaja JaHHOM JHUCLUUIUIMHBI, MMEIOT Kak
CaMOCTOSITENIbHOE 3HAYE€HUE, TAK U UCIIOJIB3YIOTCS IIPU U3YYCHUH IPYTUX AUCLIMILINH:

— VYnpasienue nHGpOPMAITMOHHON 6€30MaCHOCTHIO

— OpraHu3annoHHOE U PaBOBOE odecreueHue nH(HOpMaAIIMOHHON 0€301acHOCTH

— HMudopmanmonHas 06e301acHOCTb pacHpeeIeHHbIX HHPOPMALMOHHBIX CUCTEM

— Pa3zpabotka u 3KCIuTyaTanus 3aiMIIeHHbBIX aBTOMAaTU3UPOBAHHBIX CUCTEM
[TpoexkTupoBanue 6e30MacHbIX HH()OPMALIMOHHBIX CUCTEM

3. OOBEM ¥ TPYTOEMKOCTh TUCITUTUIAHBI
JlanHbie 00 00IIEeM O0BeMe JUCIUILIMHBI, TPYJOCMKOCTH OT/ACIBHBIX BHUJOB Y4E€OHOMH
paboTHI 10 TUCIHUTUIMHE (M PACIIPEICTICHIE TOW TPYIOSMKOCTH IO CEMECTpaM) MPEACTABIICHBI B
Tadimue 2.

Tabmuna 2 — O6beM U TPYIOEMKOCTh TUCIUILTMHBI

pr,Z[OGMKOCTL 10

Bun yuebnoii paboTbl Bcero ceMecTpam
No5
1 2 3

Oowan mpyooemKocmup OuUCYUNIUHDL, 3/ 108 3/ 108
3E/ (uac)
H3 nux uacoe npaxmuueckoit n0020moeKu 17 17
AyoumopHnuie 3anamus, BCEro vac. 51 51
B TOM YHCJIE:

nexuuu (JI), (dac) 34 34

npakTuueckue/cemunapckue 3ansrua  (I13),

(aac) 17 17

nabopaTtopHubie padoTs (JIP), (uac)

KypcoBoil npoekT (padota) (KII, KP), (yac)

HK3aMeH, (4Jac)

CamocmosamenvHnas paboma, Bcero (Jac) 57 57
Buo npomesxcymounoit ammecmayuu’ 3auer,

mudd. 3ager, sx3amen (3auer, Judd. 3ag, | 3Bauer 3ader
DK3.*%)

Fx

IIpumedanue: xaHaUAATCKHI SK3aMeH

4. CoaeprkaHue TUCHUTUTHHBI
4.1. Pacnpenenenue TPyI0€MKOCTH JTUCIUTUIMHEI IO pa3ieiaM | BUAaM 3aHATHN.
Pa3nensl, TeMbl AUCHUTIIMHBI U MX TPYAOEMKOCTh IPUBEIECHBI B TaOIUIE 3.

Ta6mmma 3 — Pa3nensl, TeMbl TUCIUIUIMHBI, KX TPYT0EMKOCTh

Paznensl, TeMbI TUCIIUILITUHBL Jlekuma | 113 (C3) - JIP KII CPC
’ (qac) (qac) (qac) (qac) (qac)
Cemectp 5

Paznen 1: O630p Hanbosiee BAXKHBIX CTAHIAPTOB U ‘ 2 ‘ ‘ ‘ ‘ 2




crenrdukanuii B 06;1actu “HPOPMaIMOHHOMN

0e301acHOCTH

Paznen 2: "OOuue kputepun", 4acTsb 1. 2 4 2
OcHOBHBIE UAEH

Paznen 3: "OOuue kpurepun', yacTh 2. 2 2
DyHKIMOHATBHBIC TPEOOBAHUS OE30MTACHOCTH

Paznen 4: "OOutue kpurepun', yacTh 3. 2 2
TpeGoBanwusi ToBepUs O€30MACHOCTH

Paznen 5: Ilpodwm 3ammTel, paspaboTaHHbIC HA 2 5 2

ocHoBe "O6mmx kputepues". Yacts 1. O0mime
TpebOoBaHUs K cepBHCaM 0E€30IIaCHOCTH

Paznen 6: [Ipodunu 3ammThl, pazpaboTaHHbIC HA 2 3
ocHoBe "O06mux kputepue". Hactp 2. YacTHbIC
TpeOOBaHUS K CEpBUCAM OE30ITaCHOCTH

Paznen 7: [Ipodwumu 3ammThl, pa3paboTaHHBIC HA 2 4
ocHoBe "OO0mux kputepues". Yacte 3. YacTHbie
TpeOOBaHUS K KOMOMHAIMSM U TTPHIIOKCHUSIM
CEPBHCOB OE30MACHOCTH

Paznen 8: Pexomenmanuu cemericrea X.500 84 2 4
Paznen 9: Cnienmdukanuu Internet-coodbmecrsa 2 4 4
IPsec

Paznen 10: Cnenudukanus Internet-cooOmiecTra 2 4
TLS

Paznen 11. Cnernudukarus Internet-coobmiecTBa 2 4

"O0600111eHHbII NPUKIAAHON TPOrpaMMHBIN
unTepdeiic cyx0b1 6e3onacHocTH"

Paznen 12. Cneuuduxanus Internet-coobiecta 2 4
"PykoBO/ICTBO 1O MH(OPMAIMOHHOMN
0e30MacHOCTH npeAnpusTus"

Paznen 13. Cnenuduxarnus Internet-cooGrectra 2 4
"Kak pearnpoBaTh Ha HapyIICHHUs
nH(opmanmoHHoi 6e3omnacHocTu"

Paznen 14. Cneunduxanus Internet-coobiecta 2 4
"Kak BpIOupath nocrasmuka Uurepuer-ycayr"

Pa3nen 15. bpurtanckuii crangapt BS 7799 2 2 4
Paznen 16. ®enepanvubiii crangapt CIIA FIPS 2 2 4

140-2 "TpeboBaHus 6€30MaCHOCTH IS
KpunTorpaguueckux Moayseit"”

Paznen 17. 3akmouenue 2 4
HUroro B cemectpe: 34 17 57
Hroro 34 17 0 0 57

IIpakTnueckass MOATOTOBKA 3aKJIIOYAETCSl B  HENOCPEICTBEHHOM  BBIIIOJHEHUU
oOydJalolmuMuCcs  OMNpeNeseHHbIX  TPYAOBBbIX  (YHKUMH,  CBS3aHHBIX ¢  Oynymei
npodeCcCHOHATBHOMN 1S TeTbHOCTBIO.

4.2. CopnepkaHue pa3iesioB U TEM JICKITMOHHBIX 3aHITHIM.
Copep:xanue pa3aesioB M TeM JICKIIMOHHBIX 3aHITHI MIPUBEACHO B Ta0HIIE 4.

Tabmuna 4 — ConeprkaHue pa3aesioB U TEM JEKIIMOHHOTO [TUKIIa




Howmep pa3znena

Haszeanue u conepxkanue pas3iesioB U TEM JIEKIIMOHHBIX 3aHATHI

1

Paznen 1: O630p Hanbosiee BAXKHBIX CTAHIAPTOB U crenuduKanuii B 00J1acTu
UH(POPMALMOHHOM 0€30MIaCHOCTH

Poub ctanpapToB u cnienudukanuii. Hanboltee BaXHbIC CTaHIAPTHI U
cnenuduKanuy B 001actu HHGOPMAIMOHHON 0€30MacHOCTH

KpaTkue cBeficHHs O CTaHIapTax M Crielu(MUKAIMIX, HE SBIISFOIIUXCS
PEeIMETOM JaHHOTO Kypca.

KpaTkue aHHOTAI[MHU MOPOOHO pacCMaTPUBAEMBIX B Kypce CTaHIapTOB U
cnenudukanui

Paznen 2: "OOuue kpurepun", yacts 1. OCHOBHBIC UCH

Hcropus co3nanus u Tekymmii ctaryc "OOmmx kpurepres"

OcHoBHBIE TOHATHSA U uaeH "OO0muX Kpurepres"

OcHoBHEBIC TOHATUS U ujeH "OOIIel METON0JIOTHH OICHKH 0€30IIaCHOCTH
WH()OPMAIMOHHBIX TEXHOJOTHH"

Paznen 3: "O6mme kpurepun", yacts 2. yHKIIMOHAIBHBIE TPEOOBAHUS
0e30MacHOCTH

Knaccudukanus GpyHKIIMOHATBLHBIX TPeOOBaHMIA 0€30TTACHOCTH
Knacchl QyHKIIMOHAIBHBIX TPEOOBaHUH, ONTMCHIBAIOIINE 3JICMEHTAPHBIC
CEPBHCHI 0€301TaCHOCTH

Knacchl QyHKIIMOHAIBHBIX TPEOOBaHUH, ONTMCHIBAIOIINE IIPOU3BOTHBIC
CEPBHCHI 0€30TaCHOCTH

3amuTa JaHHBIX MT0JIb30BATEIS

3amuTa QyHKIHH 0€301aCHOCTH 00BEKTa OIEHKH

Knacchl QyHKIIMOHAIBHBIX TPEOOBAHUMN, HTPAOIIHE HHPPACTPYKTYPHYIO
poIb

Paznen 4: "O6mue kpurepun", yactsb 3. TpeOoBanus q0BepHs 6€30MaCHOCTH
OcHoBHbIE OHATHSA U KJIaccuukaus TpeboBaHM JoBepus O€30MaCHOCTH
Onenka nmpoguieit 3alUThl ¥ 33/1aHUH 110 6€301MacCHOCTH

TpeboBanus 10BepHUs K 3TAy pazpaboTKu

TpeboBaHus K 3TaIy MOJIy4EHUs, IPEICTABICHHS U aHAIU3a Pe3yJIbTaToOB
pa3paboTku

TpeboBaHMs K MOCTaBKE U 3KCILTyaTalluy, MOAJIEPKKa T0BEpUs

O1neHOYHBIE YPOBHU J1I0BEpHsI 0€301aCHOCTH

Paznen 5: [Ipodunu 3amuTel, pazpaboTanHbie Ha ocHOBE "OO0IIIX
kputepues". Yacts 1. OOmue TpeOoBaHus K cepBrcaM 0€30IacHOCTH
OO61mure nonoxxeHus

OO0mue mpeanoo)eHus 0€30MacHOCTH

OO6mmue yrpo3bl 6e30MmacHOCTH

OO01111€e dIEMEHTHI TTOJIUTUKH U LIETH 0€301aCHOCTH

Oo6mue GyHKIIMOHATBHBIC TPEOOBAHUS

OO6mme TpeboBaHUs JOBEPHS O€30MaCHOCTH

Paznen 6: ITpodrm 3amutel, paspadboTanHbie Ha ocHOBE "OOIUX
kputepue". Yacts 2. YacTHble TpeOOBaHUS K cepBHCcaM 0€30MaCHOCTH
Buomerpuueckas uneHTHUGUKALNSA U ayTEHTHPHUKAIINS

TpebGoBanus K MPOM3BOJILHOMY (AMCKPELIMOHHOMY) YIPABIEHUIO JOCTYIIOM
TpeboBaHus K IPUHYAUTEIBHOMY (MaHAATHOMY) YIIPaBIEHHUIO TOCTYIIOM
PoneBoe ynpasiieHre 10CTyIioM

MesxkcereBoe SKpaHUPOBaHUE

Cucrtembl aKTUBHOTO ayIuTa

AHOHUMU3ATOPBI

AHann3 3alUIeHHOCTH

Paznen 7: Ilpodwm 3amutel, paspaboTanHbie Ha ocHOBE "OOIMX




kputepues". Yacte 3. YacTHbIe TpeOOBaHMS K KOMOWHAIIMSAM U MPUITIOKECHHSIM
CEPBHCOB 0E30MACHOCTH

OnepanroHHbIE CUCTEMBI

BupryanbHble 4aCTHBIE CETH

BupTtyanbHbie TOKaIbHBIE CETH

CmapT-KapThl

HekoTopsie BEIBOIBI

Paznen 8: Pexomenmamnuu cemerictea X.500 84

OCHOBHBIE IOHATHS U UAEH peKoMeHaanui cemeiictea X.500
Kapxkac cepTu(ukaToB OTKPBITHIX KIHOYCH

Kapkac ceprudukaroB arpudyToB

[Tpocrast 1 cunpbHast ayTeHTU(UKALINS

Paznen 9: Cnenmdukanuu Internet-coodmecrna [Psec
ApxutexTypa cpeacts 6e3omnacHocTu [P-ypoBHS
KoHTeKcThl 6€3011acHOCTH U YIIPaBICHHUE KI0YaMU
[TpoTOKOJIbHBIE KOHTEKCThI U MOJIMTUKA OE30I1aCHOCTH
Obecneuenue ayrenTuuHocTy [P-nakeToB
Obecneuenne KOHQUACHIIMAIEHOCTH CETEBOTO Tpaduka

10

Paznen 10: Cnenuduxanus Internet-coobmectsa TLS

OcHoBHbIE UeH U OHATHS poTokosia TLS

[IpoTokon nepenaun 3anucei

[IpoTokon ycTaHOBNIEHUS COEAMHEHUN U aCCOLIMMPOBAHHBIC TPOTOKOJIBI
IIpumenenue nporokona HTTP nag TLS

11

Paznen 11. Cnenuduxanus Internet-coobmectsa "O0001IEHHBINH TPUKITIATHON
porpaMMHBINA uHTEepdeiic cinyx0bl 6e30macHoCTH"

Beenenue

OCHOBHBIE TTOHATHS

OyHKIMYU 111 pabOThHI ¢ yIOCTOBEPEHUSIMA

Co3aHue 1 YHHUYTO)KEHHE KOHTEKCTOB O€30M1aCHOCTH

3amura cooOIEeHHI

Jloruka paOoThI noJsib30BaTenei nuTepgeiica 6e30macHOCTH

[IpencraBneHne HEKOTOPHIX 0OBEKTOB UHTEPErica O€30MaCHOCTH B CpeJie
a3pika C

12

Paznen 12. Cneumduxanus Internet-coodbuiectsa "PykoBoacTBo no
UH(POPMALIMOHHOM 6€30MacHOCTH MpeInpUaTus"

OCHOBHBIE TIOHSTHS

[Tpobnembl, ¢ KOTOPIMU MOKET CTOJIKHYTHCSI OpraHU3aIus

OCHOBHI TTpeTaraeMoro Mmoaxoa

OO01mre TPUHIUIEI BIPAOOTKH OPUIIMATBEHON MOTUTUKY TPEIPUSITUS B
obsacti nHPOPMAITMOHHOW 0€30MMaCHOCTH

AHanu3 pucKoB, UACHTU(DUKAIHS AKTHBOB U YTPO3

PernameHTarust ICIIOBL30BaHUS PECYPCOB

PearupoBanue Ha HapyIIeHUS MOJUTHKU 0€30MacCHOCTH (aIMUHUCTPATUBHBIN
YpOBEHB)

[Toaxox k BeIpabOTKE MpOLEAyp AJIs MPeAYyNpPeXIeHUS HapyIIeHU
0e30MacHOCTH

Br160op peryasTopoB isi MPaKTUYHON 32T

Pecypchl mutst mpeaynpekaeHns HapynIeHHH 0e301MacHOCTH
PearupoBanue Ha HapynieHHs 6€30MaCHOCTH (IPOLETYPHBIN YPOBEHb)

13

Paznen 13. Cnemudukarus Internet-coobmectra "Kak pearmpoBats Ha
HapyleHus nHpopMaloHHoi 6ezonacHocTu"
OCHOBHBIE TOHATHUS




B3anMopeiicTBre Mexay rpyIol pearnpoBaHus, OTIEKaeMbIM COOOIIECTBOM
U IPpYTUMHU TpyIIIaMU

[Topsimox myOnuKauy MpaBul U IPOUEAYp AeSTEIbHOCTH TPYIII
pearupoBaHus

Onucanue npaBui rpynibl pearupoBaHus

OnucaHue yciyr rpynnsl pearupoBaHus

14

Paznen 14. Cnemudukarus Internet-coobmectsa "Kak BeiOuparh
nocrasiuka Matepuer-ycayr"

OO61ure nooxKeHus

Ponp nocrasmuka Internet-yciryr B pearupoBaHuu Ha HapyLICHUS
0e30MacHOCTH

Meps! 1o 3amute Internet-cooduiecTsa

MappyTtu3zanus, GuibTpanus 1 OrpaHuYeHUEe BEIaHHs

3amuTa CHCTeMHON HHPPACTPYKTYPHI

Pazmemnenne Web-cepepos

Bo3MoskHbBIE BOIIPOCHI K OCTaBIIUKY Internet-ycaoyr

15

Paznen 15. bpurtanckuit crannapt BS 7799

0630p cranmapra BS 7799

Perynstopsl 6e30macHOCTH U peanuzyembie uMu 1enu. Yacts 1. Perynsaropsl
o011ero xapakrepa

Perynstopsl 6e30macHOCTH U peainzyemblie uMu 1ienu. YacTs 2. Perynstopsl
TEXHHYECKOTO XapakTepa

Perynstopsl 6e30macHOCTH U peanu3zyembie uMu 1ienu. Yacts 3. PazpaboTka u
COIPOBOXKCHHE, yIIPaBJICHHUE OecriepeOOHON paboTOM, KOHTPOIh
COOTBETCTBUS

UeTtsipexdasznas Moienb poliecca yupasieHus: HHHOPMAITHOHHOM
0e30MacHOCTHIO

16

Paznen 16. ®enepanpusiii crangapt CILIA FIPS 140-2 "TpeGoBanus
0€30MacHOCTH U1 KpUnrorpadguyeckux Moaynen"

OcnoBHbIe TIOHATHS 1 uaen cranaapta FIPS 140-2 169

TpeboBanus 6e3onacHocT. Yacts 1. Cienndukays, nopTsl 1 HHTEpQEiichl,
POJIH, CEPBUCHI U ayTEHTU(HUKAIUS

TpeboBanus 6e3onacHocTH. YacTh 2. Mojienb B BU/ie KOHEUHOTO aBTOMATa,
¢uznueckas 6€30MacHOCTb

TpeboBanus 6e3onacHocTH. YacTh 3. DKCITyaTallMOHHOE OKPYXKEHUE,
yIpaBJIeHUE KPUNTOrpahUIECKUMHU KITFOUaMH

TpeboBanus 6e3onacHoctu. Yacts 4. CamoTecTUpOBaHME, 10BEpUE
POCKTHPOBAHHUIO, CIIEPKUBAHKE TPOYNX aTaK, IPYTHe pEKOMEH IaIiH.

17

Pasznen 17. 3akmouenue

OCHOBHBIE U Kypca

O6ume kputepun" 1 MPoUIN 3aIUTHL HA UX OCHOBE

Crnemudukaruu Internet-coob1miecTBa st IPOrpaMMHO-TEXHHYECKOTO
yposHus b

Crnemudukaruu Internet-coobmiecTBa i aIMUHUCTPATUBHOTO U
npouenypHoro yposueit b

4.3. Tlpaktuyeckue (CEMUHAPCKUE) 3aHITHS
Tembl mpakTUUECKUX 3aHATHI U UX TPYJOEMKOCTh IPUBEICHBI B TAOIHUILIE 5.

Tabmuna 5 — [IpakTudeckue 3aHATHS U UX TPYJOEMKOCTh




W3 Hux Ne
No | Tembl npaktrueckux | opMbl IpakTUYECKUX | TpPymOEeMKOCTb, |IPaKTUYECKOM |pasjielia
/o 3aHATHI 3aHATAI (dac) IIOJTOTOBKH, | TUCIIMII
(dac) JIMHBI
Cemectp 5
1 | OGmue kpurepuu ceMHUHap 4 2
2 | Ilpodwunu 3amuTh CEMUHAp 5 5
3 | Cneumdukanum ceMHUHap 4 9
Internet-coobiecrBa
4 | bpuranckuii ceMHUHap 2 15
crannapt BS 7799
S5 | ®enepanbHbIi ceMHUHap 2 16
crannapt CIIA FIPS
140-2 "TpeboBanus
0C30IMacCHOCTH ISt
KpUNTOrpaUuecKux
Moxayiein"
Bcero 17

4.4, JlabopaTopHbIC 3aHATHS
Tewmbl JTabopaTOPHBIX 3aHATHH U UX TPYIOSMKOCTh PUBEACHBI B Ta0OHIIC .

Tabnuna 6 — JlaboparopHble 3aHATHS U UX TPYJOEMKOCTh

N3 Hux Ne
No TpynoeMKoCTb, | IPaKTUYECKOU | pa3aena
HaumenoBanue nabopaTtopHbix paboT pyA o | TP pasit
n/m (uac) ITOATOTOBKH, | JHCILIHII
(gac) JIMHBI

Y4eOHBIM MJIaHOM HE MPEAyCMOTPEHO

Bcero

4.5. KypcoBoe npoeKTUpoBaHUE/ BHIIOTHEHUE KYPCOBON PabOThI
Y4eOHBIM MIaHOM HE TPETyCMOTPEHO

4.6. CamocrosTenpHas padoTa 00yJarOIIXCs
Bunsl camocTosTensHON paboThl U €€ TPYIOEMKOCTh MPUBEIEHBI B Ta0IuLe 7.

Tabmuna 7 — Bunbel camocTosTenbHON pabOThI M €€ TPYA0EMKOCTh

. Bcero, | Cemectp 3,
Bunx camocrositensHOM paboTh

qac qac
1 2 3
M3ydeHne TeopeTHIecKoro MaTepuaa 40 40

nucturiuabl (TO)

KypcoBoe npoektuposanue (KII, KP)

Pacuetno-rpaduueckue 3aganus (PI'3)

Brimonnenue pedepata (P)

IToaroToBka K TeKymeMy KOHTPOJIIO 1010




ycneBaemoctu (TKY)

Jomamnee 3aganue (/13)

KonTtposbabie paboTsl 3a0unnkoB (KP3)

IToaroroBka K MpoMeXyTOYHOU
arrectaruu (I1A)

7 7

Bceero: 57 57

n.a. /-11.

Tabmuna 8— [lepeyeHp nMe4aTHBIX U AJIEKTPOHHBIX YUEOHBIX U3TaHUI

5. IlepedyeHnb yueOHO-METOUYECKOTO 00ECTICUCHUS
JUISL CAMOCTOSITENIbHON PabOoThl 00y4aroIuUXCs MO JUCUUTUIHHE (MOJTYJIIO)
Y4eOHO-METOIMYEeCKUE MaTepHalbl Ui CaMOCTOSITEIIbHONH Pa0OThl OOYYAIOUIMXCSl YKa3aHbl B

6. IlepeueHb MEYATHBIX M ANEKTPOHHBIX YUCOHBIX U3TaHUN
[lepeueHpb neyaTHBIX U 3JIEKTPOHHBIX Y4eOHBIX M3/IaHUM MpHUBeieH B Tabaule 8.

Hludp/
URL aapec

bubnmuorpaduyeckas ccpuika

Komnu4ecTBo 9K3eMILISPOB B
ouodmoTeKe
(KpOMe 3JTEeKTPOHHBIX

HK3EMILISIPOB)

004.065

Oydaer 3.B. ba3wl nqannbx: yueOHoe ocodue D.- M:
Axanemus, 2008.

60

004.6(075)

lananvna B.A. ba3bl JaHHBIX: BBEACHUE B TEOPUIO
pemsanuonHbix  0a3  mamHbBIX. — CIIB:I'OY BIIO
«CIIBI'Y All»,2008

64

004.4(075)®
96

[TakeThl TPUKIAAHBIX TporpaMM: ydeOHOoe TocoOue
wig yupexgeanin CIIO/ 3. B. ®ydaes, JI. HU.
®dydaesa. - 4-e u3m., crep.. - M.: Akanemus, 2008. -
352 ¢

60

http://e.lanbook.com/books/element.php?pll_id=5117
Benensbkas, M.H. AJIMUHHUCTPUPOBAHUE B
WHGOPMAITMOHHBIX CUCTEMaX. [ DJICKTPOHHBIN pecypc|

yuebnoe mocobue / M.H. benenskas, C.T.
Manunosckuii, H.B. SIkoBeHKO. — DIJIEKTpOH. HaH. —
M. : I'opsiuast niunug-Tenexom, 2011. — 400 c.

004.65 144

Huro, C.M. Dba3pl [aHHBIX: TPOEKTHPOBAHHE U
HCITOJIb30BAHUE: yueOHUK.-M.: DUHAHCH u
cratuctrka,2005.

10

681.518(075)
I133

[Muporos B.IO. Nudopmarnuronnsie cucremsl U 0a3bl
JAHHBIX: OpraHu3anmus ¢ MPOEKTHPOBAHHE. —

CII6:bXB —IlerepOypr,2009.

15

http://e.lanbook.com/books/element.php?pll id=2713
3unvenko, JI.A. bBuonmyeckue wHOpMAIIMOHHBIC
CUCTEeMBl W WX TpaKTUYEeCKWe  IPUMEHEHUS
[OnexTponnsiit pecype] : / JLLA. 3unuenko, B.M.
Kypeituuka, B.I'. Penpko. — OnekTpoH. naH. — M. :
®dwuzmatiut, 2011. — 286 c.

004.007(075)
M 69

ApXUTEKTypa BBIYUCIUTENBHBIX CHCTEM: Yy4eOHOe
nocobue/ B. I'. XopomeBckuii. - 2-e uzg., nepepad. u
not.. - M.: MI3g-so MI'TY um. H. D. baymana, 2008.

10

7. TlepeueHb 3IEKTPOHHBIX 00Pa30BaTEIBHBIX PECYPCOB
HH(}OPMaLIMOHHO-TEJIEKOMMYHUKAIIMOHHO ceTu «IHTepHeT»




[epeueHn AIIEKTPOHHBIX 00pa3oBaTebHBIX pecypcos UH()OpPMAIIMOHHO-
TEJICKOMMYHHKAMOHHOW ceTH «HTepHEeT», HEOOXONMMBIX [UIi OCBOCHUS HCIHILIAHBI
npuBezieH B Tabnuue 9.

Tabmuma 9 — IlepedeHp DSIEKTPOHHBIX O0OpPA30BATENBHBIX PECYpPCOB HH(OPMALMOHHO-
TEJICKOMMYHUKAIMOHHOU ceTu «HTepHET»
URL anpec HaumenoBanue

http://www.intuit.ru HanmoHaneHbIi OTKPBITHI YHUBEPCUTET
NHTYUT

http://citforum.ru/security/articles/ Nndopmanronnas 6€30MaCHOCTD - CTAThH,
0030pbI, KHUTH

http://www.intuit.ru/studies/courses/3499/741/info | Texnonapk Mail.ru Group: ba3bl naHHBIX

8. Ilepeuenr MHPOPMATMOHHBIX TEXHOJIOTUI
8.1. IlepeyeHp TPOrpaMMHOTO OOECHEYCHHUS, HCHOIB3YEeMOTO MpPU OCYIIECTBICHUU
00pa30BaTEILHOTO MPOoIEcca M0 JUCIUIIIHHE.
[Tepeuenp nUCTONIB3yeMOTr0 IPOrPaMMHOTO oOecTieueHHs npeacTasieH B Tabuuie 10.

Tabmuna 10— [TepeueHs mporpaMMHOT0 00€CIICUCHIS

Ne i/t HaumenoBanue

He npenycmorpeno

8.2. [lepeuenn MH(POPMALOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEMbIX npu
OCYIIECTBIICHHH 00pa30BaTEILHOTO MpOoIiecca MO AUCIUIIIHHE

[lepeyeHp WCMONB3yeMbIX WH(POPMALMOHHO-CIIPABOYHBIX CHCTEM MPEICTABICH B
tabmure 11.

Tabnuna 11— [lepeuens nHGPOPMAITMOHHO-CIIPABOYHBIX CUCTEM

No /1t HanmenoBanue

He npenycmorpeno

9. MarepuanbHO-TeXHUYECKas 6a3a
CoctaB  MaTepUAIbHO-TEXHUYECKOH 0a3bl, HEOOXOMUMOW Ui  OCYIIECTBIICHUS
00pa3oBaTeNbHOTO Mpoliecca Mo AUCHUILINHE, IPecTaBieH B Tabauuel 2.

Tabmuna 12 — CoctaB MaTepralIbHO-TEXHIUYECKON 0a3bl

Ne HanmMeHoBaHME cOCTaBHOW YacTH Howmep aynutopun
/1 MaTepUaTbHO-TEXHHUUECKOH 0a3bl (TIpu HEOOXOMMOCTH )

1 | JlekimoHHas ayIuTopus

MynsTuMeanitHas TEKIMOHHAS ayIUTOPUS

10. OueHouHbIE cpeACTBA ISl MPOBEICHUS TPOMEKYTOUHOUN aTTECTAIINH
10.1. CocTaB OIEHOYHBIX CPEIACTBIJIA TPOBEJACHHUS IMPOMEKYTOYHOW aTTeCTaIlluu
oOyJaronuxcs Mo AUCHUIUINHE MPUBEACH B Tadnuie 13.
Tabmuma 13 — CocTaB OIEHOYHBIX CPEJCTB Il IPOBEICHHS POMEKYTOYHOH aTTeCTaIluN

Bug HpOMC)KyTO‘lHOﬁ aTTeCTallun HCpC‘-ICHB OIICHOYHLIX CPCACTB

3auer Cnucoxk BOMpoOCOB;
TecTtsr;
3amaun.




10.2. B kauecTBe KpUTEpPHUEB OIICHKH YPOBHSI CHOPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETCHIIMA OO0y4YaroNIUMUCS MPUMEHSETCS S5-0a/ThbHas MIKaia OIEHKH cPOpMHUpPOBAHHOCTU
KOMIIETEHIINM, KOTopas npuBeaeHa B Tabnuie 14. B Teyenue cemectpa MOXKET MCIOIB30BATHCS
100-0amnpHast ~ mKajma ~ MOAYJBHO-PEUTHHTOBOW  CHUCTEMbl ~ YHUBEPCUTETa,  IpaBHIa
UCIIOJIb30BaHUsI KOTOPOMW, YCTAHOBJIEHBI COOTBETCTBYIOUIMM JIOKAJIbHBIM HOPMATUBHBIM aKTOM
'YAIL
Ta6mmma 14 —Kpurepuu orieHKH ypoBHS CPOPMUPOBAHHOCTH KOMIIETEHITUN

OI11eHKa KOMITETEHIUN
5-0ayuipHad IIKaIa

XapakTepucTrka c(hOpMUPOBAHHBIX KOMITCTCHITUIA

— oOyuvaromuiics TJIyOOKO W BCECTOPOHHE YCBOMJ IPOTPaMMHBIN
MaTepuar;

— YBEpEHHO, JIOTUYHO, TTOCIIEIOBATEILHO M TPAMOTHO €T0 HU3JIaraeT;

— ONMpascCh Ha 3HAHUS OCHOBHOW W JIOTOJIHUTEIBHOW JIMTEPATYPHI,
TECHO TPUBS3BIBACT YCBOCHHBIC HAYYHBIC IMOJIOKCHHUS C MPAKTUYCCKON
JeATEIIbHOCTHIO HAIIPaBIICHHUS;

— yMeJI0 00OOCHOBBIBACT U apTyMEHTUPYET BBIABUTAaEMbIC UM HJICH;

— JIeJIaeT BBIBOJIBI U 0000IIEHMS;

— cBOOOJTHO BJIAJICET CHCTEMOH CHCIMAIN3UPOBAHHBIX IOHSATHH.

«OTIIMYHO»
(Ga4YTCHO»

— o0yyJaroluiicss TBEPI0 YCBOMII MPOTPaMMHBINA MaTepuai, rpaMOTHO U
[0 CYIIECTBY H3JIaraeT €ro, ONupasch Ha 3HAHUS OCHOBHOMU
JTUTEPaTypHI,

— HE JIOMYCKAET CYIIECTBEHHBIX HETOYHOCTEHH;

— YBSI3BIBA€T YCBOCHHBIE 3HAaHUS C MPAKTHUYECKON JAeSITeIbHOCTHIO
HaIlpaBJICHUS,

— apryMEHTUPYET Hay4YHBIC MTOJ0KEHNUS,

— JIeJaeT BBIBOJBI M 0000IIEHHUS;

— BJIQJICET CUCTEMOM CIIeIMAIN3UPOBAHHBIX OHITHH.

«XOPOIIIO»
«3aYTCHO»

— o0OyyJaromuiicss YCBOMJI TOJIBKO OCHOBHOW MPOTpaMMHBIN MaTepual,
M0 CYIIECTBY M3JIaraeT €ro, ONHpasch Ha 3HAHUSA TOJbLKO OCHOBHOM
JTUTEPaTypHI,

— JIOMYCKaeT HEeCYIIECTBEHHbIE OIMOKH U HETOYHOCTH;

— UCIIBITHIBAET 3aTPYAHEHUsT B MPAKTUYECKOM HNPUMEHEHUU 3HAHUU
HaIlpaBJICHUS;

— cJ1a00 apryMeHTHPYET Hay4YHbIE MTOJIOKEHHUS;

— 3arpynHsieTcs B GOpMYJIUPOBAHUHU BBIBOJOB U 000OIIICHUH;

— YaCTHYHO BJIAJEET CUCTEMON CIIeMAIU3UPOBAHHBIX OHSITHIA.

«YAOBJICTBOPUTCIIEHO»
GaduTCHO»

— o0yyJaromuiicss He YyCBOWJI 3HAUUTENbHOM 4YacTH MPOrpaMMHOIO
MaTrepuana;

— JIOTYCKaeT  CYIIECTBEHHbIE  OMMUOKKM W  HETOYHOCTH  TIpH
paccMOTpeHHH pobJIeM B KOHKPETHOM HalpaBlIeHUH;

— MCIIBITBIBAET TPYIHOCTH B MPAKTUYECKOM PUMEHEHNUHN 3HAHUM;

— HE MOXET apryMEHTHPOBATh HAYYHBIC MTOJIOKCHHS,

— He QOpMYIHMPYET BHIBOJAOB U 000OLICHHIA.

HCYIOBJICTBOPUTCIILHO»
<«HC 3a4YTCHO»

10.3. TumnoBbie KOHTPOJIbHBIC 33aHUS WIIK MHBIE MaTePUAITBI.
Bormpocs! (3agaun) nms sKk3amMeHa mpeIcTaBlieHbl B Tadimie 15.

Tab6muia 15 — Borpocs! (3amaun) 115 9K3aMeHa

Kon

Ne /i [Tepeuens BompocoB (3a1a4) AJsl IK3aMeHa
WHANKATOpa

Y4eOHBIM MJIaHOM HE IPEIYCMOTPEHO

Bompocsr (3amaun) nist 3avera / qudd. 3aduera npeacTaBieHsl B Tadauie 16.
Tabmuna 16 — Bonpocs! (3agaun) nns 3adera / qudd. 3agera

\ No /it \ ITepedyens BonpocoB (3anav) mist 3adeta / nudd. 3auera \ Kon




WHIUKAaTOpa

Ponb crangaproB u crienudukanuii. Hanbonee BaxxHbie
CTaHJapThl U crienuuKau B 06J1acTu HHPOPMAITMOHHOM
0e30macHOCTH

Kpatkue cBegenust o crangaprax u crienuukanusx, He
SBJIIOIIMXCS IPEAMETOM JAaHHOTO Kypca.

Kpatkue anHoTanuu noapoO6HO paccMaTpUBaeMbIX B Kypce
CTaHJAPTOB U CIIeUU(PUKAIHI

Hcropus cozganus u Texymuii craryc "O0mux kputepuen"
OcHoBHble NOHATHA U uaen "O0mux Kputepres"
OcHoBHBIE TTOHATHA U uaer "OO011eil METONOJIOTUH OLIEHKHA
6e30macHOCTH HH(POPMALMOHHBIX TEXHOJIOTUN"
Kiaccudukanus GyHKIIMOHAIBHBIX TPEOOBaHMI 0€301TaCHOCTH
Kraccs! pyHKIIMOHANBHBIX TPeOOBaHMIA, ONUCHIBAIOLIHE
3JIEMEHTapHbIE CEPBUCHI 0€30MaCHOCTH

Kiaces! pyHKIIMOHANBHBIX TPeOOBaHMM, OMMCHIBAIOIINE
MIPOU3BOJIHBIE CEPBUCH OE30MACHOCTH

3amuTa 1aHHbIX I0JIb30BaTEls

3amuTa QyHKIMM 0€30MaCHOCTH 00BbEKTa OLEHKU

Kraccsl pyHKIIMOHANBHBIX TpeOOBaHUM, UTparOLe
UH(PACTPYKTYPHYIO POIIb

OcHoBHbIE OHATHUSA U KIaccuukanus TpedoBaHU JoBepuUs
0€e30MacHOCTH

Onenka npouiIei 3auThI U 33JaHUH 110 0€30MacCHOCTH
TpeboBanust 1oBepHs K Tanmy pa3paboTKH

TpeboBanus K 3Tany MOJy4eHUs, IPEICTABICHNS U aHAIN3a
pe3yabTaToOB pa3paboTKU

TpeboBaHust K MOCTaBKE U SKCIUTyaTallMM, OAAEPKKA JOBEpUs
O1eHOuHBIE YPOBHU J10BepuUs 0€3011aCHOCTH

OO6mme TpeboBaHUs K cepBHCcaM 0€30MMacHOCTH

OO61mue npeanonokeHus 6e30MacHOCTH

OO6mme yrpo3sl 6€30MacHOCTH

OO111e 1eMEeHTHI MOJIMTUKYU U LIeI 0€30IaCHOCTH

O6mme GpyHKIIMOHAIBHBIE TPEOOBAHUS

OO6ume TpeboBaHus 10Bepusi 6€30MaCHOCTH
buomerpuueckas naeHTudUKaIMs U ayTeHTU(HUKALIHS
TpeboBanust K MPOU3BOJIILHOMY (AUCKPELIUOHHOMY )
YIPABIEHUIO JOCTYIIOM

TpeboBanust K NpUHYIUTEIBHOMY (MaHAATHOMY) YIIPaBJICHUIO
JOCTYTIOM

PoneBoe ympaBiienre 1ocTynom

Me:xcereBoe 3KpaHUpPOBaHHE

CucreMbl akTUBHOI'O ayuTa

AHOHMMU3ATOPHI

ABanus 3alnumesHOCTH

YactHble TpeOOBaHUS K KOMOMHAIIMSIM U TTPHIIOKEHUSIM
CEPBUCOB 0€30MaCHOCTH

OnepannoHHbIE CUCTEMBI

BupTtyanbHbie yacTHbIE ceTH

BupryanbHbie TOKaTbHBIE CETH

CmapT-KapThl

HexoTopsie BbIBOIBI

[IK-4.B.1




OCHOBHBIE OHATHUS U UACH peKOMeHaaui cemeiictea X.500
Kapkac cepruukaToB OTKPBITHIX KIHOYEH

Kapkac ceprudukaroB arpuOyToB [1K-7.3.1
[Ipocras u cunbHas ayTeHTHPUKALINS

ApxuTekTypa cpeAcTB 6e3onacHocTH IP-ypoBHs
KoHTekcThl 6€301MacHOCTH U yIpaBlieHHE KII0YaMU
[IpoToKoIbHBIE KOHTEKCTHI U MOJIUTUKA O€30MaCHOCTH
Ob6ecrnieuenne ayreHTHYHOCTH [P-1akeToB

Obecnevenne KOHGUIESHIIUATLHOCTH CETEBOTO Tpaduka
OcHoBHBIE UieH U MOHATUS npoTokosia TLS

[IpoTokon nepenaum 3anucein

[TpoTOKOMI yCTaHOBICHUS COSMHEHUI M aCCOLMUPOBAHHBIC
MIPOTOKOJIBI

[Ipumenenue nporoxona HTTP nag TLS

MIPOrpaMMHBIN uHTEpdeEiic cmyk0b1 6e30macHoCTH"
Brenenue

OcHOBHbIE TIOHATHUS

OyHKIMY U pabOThI ¢ Y0CTOBEPEHUSIMHU

Coznanue U YHUUTOKEHUE KOHTEKCTOB 0€30MacHOCTH
3ammra cooOneHni

Jloruka pa0boThl ojb30BaTenell naTepdeiica 6e30mMacHoCTH
[IpencraBnenne HEKOTOPBIX 0OBEKTOB HHTEpheiica
6e3omacHoCTH B cpee s3bika C

[Tpobnembl, ¢ KOTOPBIMH MOKET CTOJIKHYTHCSI OPTraHU3aIHs
OCHOBBI IIpe/IaraeMoro Mnoaxoza

OO011re NpUHIUIBI BBIPAOOTKH O(ULIMATbHON TOTUTHKU
npeanpusaTHs B 001acTi HHPOPMALIMOHHON 6€301acCHOCTH
AHanmm3 puCKOB, HICHTH()UKALIUS aKTHBOB U YTPO3
PernameHTaIys HCIOJIb30BaHUS PECYPCOB

PearupoBanue Ha HapylIeHUS MOJIUTUKH 0€301aCHOCTH [1K-9.3.3
(aAMHHHMCTPATUBHBIN YPOBEHb )

[Tonxon k BeIpaOOTKE MpOLERYp A NPEayPEKICHUS
HapyleHui 6e301MacHOCTH

Br160p perynsTopoB Juisl NpaKTUYHON 3aIUThI

Pecypcbl U151 TpeynpeskieHus HapyleHU 6€30MacHOCTH
PearupoBanue Ha HapylieHHs 0€30aCHOCTH (TPOLIETypHBI
YPOBEHD)

B3anMopeicTBre Mexay rpymnion pearupoBaHus, ONEKAeMbIM
COOOIIECTBOM U IPYTMMHU TpyIIIaMH

[opsanox myOnukauy npaBuil U NPoUEayp IeSATeIbHOCTH
IpyINI pearnpoBaHUs

Onucanue npaBuI rPYMHIbl pearupoBaHUs

Onucanue yciyr rpynnsl pearupoBaHus

Ponp nocraBmuka Internet-yciryr B pearupoBaHuu Ha
HapyueHust 6e30MacHOCTH

Meps! o 3amute Internet-coodiecTna

Mapmipytu3zanus, GuiabTpays 1 orpaHUueHUe BELIaHus
3amuTa CHCTEMHON HHPPACTPYKTYpPhI

Pasmemenue Web-cepBepoB

Bo3MoHBIE BOIIPOCHI K MOCTaBUIMKY Internet-yciayr

0630p crannapta BS 7799

Perynsaropsr 6€3011acHOCTH U pea3yeMble UMU 1eau. YacTh IK-11.Y.2




1. PerymsiTopsl 00111ero xapakrepa

Perynsaropsl 6€3011aCHOCTH U peanu3yemble UMY 1enu. YacTh
2. Perynaropsl TEXHUYECKOTO XapakTepa

Perynsaropsl 6€3011aCHOCTH U peann3yemble UMY 1enu. YacTh
3. PazpaboTka u conmpoBoXKIeHUE, YIIpaBieHUuEe OecriepeOoiHOM
paboToii, KOHTPOJIb COOTBETCTBUS

YetsipexazHas MOZEIb PoLecca yIpaBIeHUs
MH(POPMAIIMOHHOH 0€301MacHOCTHIO

OcHoBHbIe nIoHsTHS U Baeu ctangapta FIPS 140-2 169
TpeboBanus 6e3omacHoct. Yacts 1. Cieundukanus, mopTsl U
uHTepQeiChl, pOIH, CEpBUCH U AyTEHTUPUKALHS

TpeboBanus 6e3onacHoctu. Yacts 2. Mojens B BUe
KOHEYHOTr0 aBTOMaTa, (puznyeckasi 6€301MacHOCTh

TpeboBanust 6e3omacHocTH. YacTh 3. DKCIUTyaTallHOHHOE
OKpY’K€HHeE, YIIPaBJIeHHEe KPUITOTpapUUECKUMH KIIF0YaMu
TpeboBanus 6e3omacHocTH. YacTs 4. CamoTecTUpOBaHHE,
JI0BEpHE NPOEKTUPOBAHUIO, CIIEPKUBAHUE IIPOUUX ATaK,
Apyrue peKOMEHANH.

OO6mue kputepuun" U NpoUIH 3alUTHl HA ©X OCHOBE
Crnenuduxanuu Internet-coob1ecTBa s IporpaMMHO-
TEXHUYECKOro ypoBHs b

Crnenuduxanuu Internet-coob1ecTBa s aAMUHUCTPATUBHOTO
U npouenypHoro ypossaeit b

[lepeuenr TeM [N KypCOBOTO MPOEKTHPOBAHUS/BBIIIONHEHUS KYpCOBOW pabOTHI
MpeICTaBICHBI B Tabwmie 17.
Tabnuna 17 — Ilepeyers TeM Uit KypcOBOTO POEKTUPOBAHMSI/BBITIOIHEHUS KYPCOBOM pabOTHI

Ne i/t

KypCcOBOil paboThI

[TpuMepHBIii TepeueHb TeM ISl KypCOBOTO MTPOEKTUPOBAHUS/BBINIOIHEHUS

Y4eOHbIM MJIAHOM HE TPEIYyCMOTPEHO

Bompocer st mpoBeeHUsST TPOMEXKYTOYHOW AaTTECTAllMM B BHJE TECTUPOBAHHUS
npeJcTaBieHbl B Tabnuie 18.

Tabnuua 18 — IlpumepHbIii epeueHb BOIIPOCOB Il TECTOB

No /1t

[IpuMepHBIii IepedeHs BOIIPOCOB ISl TECTOB

Kon
WHJUKAaTOpa

. P 50.1.053-2005 — MudopmarmoHHbie TeXHOJIOTHH. OCHOBHBIC
TEPMUHBI U ONIPE/ICIICHHS B 001aCTH TEXHUYESCKON 3aIUTHI
nH(pOpMaLINH.

. ['OCT P 51188—98 — 3ammra unpopmanuu. Mcneiranue
MPOTPaMMHBIX CPE/ICTB Ha HATMYNE KOMIIBIOTEPHBIX BUPYCOB. THIIOBOE
PYKOBOJICTBO.

. ['OCT P 51275-2006 — 3ammra nadopmarun. OObeKT
uHpopmaruzanuu. OakTopsl, BO3ACHCTBYIONNE HA HH(DOPMALIHIO.
OO011e mOJI0KEHUS.

. ['OCT P UCO/M3K 15408-1-2008 — NudopmannonHas
TeXHOJIOTHSI. MeTO bl M cpeficTBa oOecreueHust 6€30MacHOCTH.
Kputepuu ornienku 6e30macHOCTH HHPOPMAITMOHHBIX TEXHOIOTHA. YacTh
1. BBenenue u 00111as1 MOJIEN.

. ['OCT P UCO/MDBK 15408-2-2008 — NudopmannonHas
TEXHOJIOTHSI. METOIbI M CpeicTBa oOecreueHus 0€301MacHOCTH.




Kpurepuu onenku 6e30macHOCTH HHOOPMAITMOHHBIX TEXHOJOTHHA. YacTh
2. @yHKIMOHANbHBIE TpeOOBaHUS 0€30IaCHOCTH.

. I'OCT P UCO/MD3K 15408-3-2008 — NudopmanmoHHas
TEXHOJIOTHs. METOBI M CpeIcTBa 00ecTIeYeHUs OE30MaCHOCTH.
Kputepuu onenku 6e3o0nacHOCTH MHPOPMAIIMOHHBIX TEXHOIOTHA. YacTh
3. TpeboBanus 1oBepHst K O€30MACHOCTH.

. I'OCT P UCO/MDK 15408 — «OO0111e KpUTEpHH OLIEHKH
0e30macHOCTH HH()OPMAIIMOHHBIX TEXHOJIOTHUI» — CTaHAAPT,
OTIpEeACTSAIONUN HHCTPYMEHTBI U METOJIUKY OLIEHKH 0€30MacHOCTH
MH(POPMAIMOHHBIX POIYKTOB M CUCTEM; OH COJICPKUT MEPEUCHb
TpeOOBaHUM, 10 KOTOPHIM MOYKHO CPaBHUBATh PE3yIbTaThl
HE3aBUCHMBIX OLIEHOK 0€30MacHOCTH — Oyarofapsi ueMy HoTpeOuTeNb
MIPUHUMAET pelleHre 0 6e30macHocTu MpoaykToB. Cdepa npumoxeHus
«O0mMX KpuTepreB» — 3aIuTa HHHOpPMaLUu OT
HECaHKLMOHUPOBAHHOTO JJOCTYMa, MOAU(DUKAIINKN UITU YTEUKH, U JpyTue
CIOCOOBI 3aIIUTHI, PeATH3YEMbIE alMapaTHbIMU M TPOrPAMMHBIMH
CpeICTBaMHU.

. I'OCT P UCO/MDBK 17799 — «MH(pOpMaITMOHHBIE TEXHOJIOTHH.
[IpakTuyeckue npaBuia yrnpapieHUs] THPOPMAIIHOHHOM
6e3omacHOCTbION. [IpsiMOe mpUMeHeHre MEXTyHapOIHOTO CTaHJapTa C
nononuenneM — ISO/IEC 17799:2005.

. I'OCT P UCO/M3K 27001 — «MH(pOpMaALIMOHHBIE TEXHOIOTHH.
Metonsr 6e3onacHocTi. CucteMa yrpaBieHus 0€30MaCHOCTHIO
unpopmanuu. TpeboBanusy. [Ipsmoe npuMeHeHHE MEXTYHAPOIHOTO
crangapta — ISO/IEC 27001:2005.

. I'OCT P 51898-2002 — Acnektsl 6e3omacHocTH. [IpaBuna
BKJTIOYCHUS B CTAaHAAPTHI.

. Crannapt banka Poccun CTO BP UBBC-1.0-2014 - Crangapt
banka Poccun: «Ob6ecnieuenre nHGOPMAIIMOHHON 0€30MaCHOCTH
opranu3zanuii 6ankoBckoil cuctemsl Poccuiickoit @denepannu. O0mue
MTOJIOXKEHUS.

. PCI DSS (Payment Card Industry Data Security Standard) -
Crangapt 6€30MaCHOCTH JaHHBIX MHJIYCTPUU IUIATEXKHBIX KapT

[lepeueHb TeM KOHTPOJBHBIX PabOT MO MUCHUIUIMHE OOYYaIOIIUXCS 3a09HON (hOPMBI
oOydeHus1, IpecTaBieHbl B Tabmuie 19.

Tabmuna 19 — [lepedeHb KOHTPOJIBHBIX PadOT

No /it [TepeyeHp KOHTPOJIBHBIX PAOOT

He npenycmorpeno

10.4. Metoauueckue  Marepuaibl,  ONpPEACNSAIONIMEe  HPOLEIyphl  OLIEHUBAHUS
MHAUKATOPOB, XapaKTepU3YIOLUX dTanbl (OPMUPOBAHMUS KOMIETEHLUH, COJIEpKarcsi B
JOKAJIBHBIX HOpMaTuBHbIX akTax [YAIIL, pernameHTHpyOIIMX NOPSAAOK M MPOLEAYPY
MIPOBEJICHUS TEKYLIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXKYTOUHOM aTTecTaluy 00yJaronmxcs
I'VAIL

MeTtoauyeckue ykazaHusi AJs 00y4aroluxcs M0 y4acTHIO B ceMHUHAapax

CemuHap — oJJH U3 HauOOJee CIOKHBIX M B TO YK€ BPeMs IIJIOJOTBOPHBIX BUIOB ((Popm)
BY30BCKOI'O OOy4YeHHs U BOCHUTAHMA. B yclOBUSAX BBICIIEH IIKOJIBI CEMUHAp — OAWH U3 BHUJOB
IPAKTUYECKUX 3aHATUN, IPOBOAUMBIX 10/ PYKOBOJCTBOM IIPENOJABATENS, BEAYILIEIO Hay4YHbIE
UCCIICIOBaHMs 110 TEMAaTHKE CEMHMHAapa M SBIIAIOLIETOCS 3HATOKOM JAHHOW MpoOIeMbl MU
oTpacnu HaydHoro 3HaHua. CeMuHap mpeaHa3HAuyaeTcs [UIs YIIyOJIGHHOTO H3Yy4eHUs




JUCHUIIJIMHBI W OBJaACHUA MCTO,Z[OJIOFPIeﬁ MNPUMCHUTCIIBHO K 0C06eHHOCT$IM HBanGMOﬁ
oTpacny Hayku. [lpW W3ydyeHHMHM JMCUWIUIMHBI CEMHHAp SBJISETCS HE TMPOCTO BUAOM
MPAKTUYECKHUX 3aHSATHH, a, HAPSLy C JCKIUeH, OCHOBHON (hOpMOi y4eOHOTO mporiecca.

OCHOBHOI TIENBIO JIs1 O0YYAOIIETOCs SBISETCS CHCTEMaTH3aus U 0000IeHHe 3HAHUH
no wu3y4aemMol Teme, pasaeny, (QopMUpoBaHHWE YMEHHUs paboTarh ¢ JOMOJHUTEIHHBIMU
UCTOYHUKAMU WH(GOPMAIIMU, COMOCTABISATh M CPAaBHUBATh TOYKH 3PCHHS, KOHCIIEKTHPOBATH
IMPOYHUTAHHOC, BBLICKA3bIBATH CBOKO TOYKY 3pCHUA U T.II. B cootBercTBUHM C BGILYH_ICI\/JI
JUIAaKTUYECKOM 10 COACPIKaHUEM CEMUHAPCKUX 3aHATUH SBISIOTCSA Y3JIOBBIE, HamOoiee
TPYAHBIE Ui NMOHMMAHHUS U YCBOCHHS TEMBI, pa3fefibl JUCHUIUIMHBL Crenudukon aaHHON
(OpMBI 3aHATHII SBJISETCS COBMECTHAsI paboTa MperoaaBaTelis U 00y4aromerocs Hajl pelieHueM
NIOCTABJICHHOW TPOOJIEMbI, a TOMCK BEPHOTO OTBETa CTPOUTCS HA OCHOBE 4YepeIOBaHUSI
WH/IMBUYAIbHOW U KOJUIGKTUBHOW JCSITEIHHOCTH.

IIppy DOArOTOBKE K CEMHHAPCKOMY 3aHATUIO II0 TEME MPOCIYIIAHHOM JIEKLIUU
HEOOXOJMMO O3HAKOMHUTBCS C IUIAHOM €ro IpPOBEACHUS, C JIMTEPATypod M HaydYHBIMHU
nyOIMKausAMU 10 TEME CEMUHApA.

Metoauyeckue ykazaHMs Ui OOy4arOIIMXCS IO NPOXOXKIEHUIO NMPAKTHYECKHX
3aHATHH

[IpakTHyeckoe 3aHATHE SBISETCS OAHOM M3 OCHOBHBIX (POPM OpraHU3alMH y4eOHOTO
npoliecca, 3aKII0YaroLIelcs B BHIIOJIHEHUH 00yJaroIMMUCS 110 PYKOBOJICTBOM ITperoiaBaTelis
KOMITIEKCAa YYEOHBIX 3aJaHWil C LENbI0 YCBOSHHUS HAayYHO-TEOPETUYECKHX OCHOB Y4eOHOU
JUCLUIUIMHBL, TPUOOPETEHHs] yMEHUN M HAaBBIKOB, OIbITA TBOPUYECKON AEATEIbHOCTH.

Lenbro MPaKTUYECKOTO 3aHATHS U1l 00YJarOIIErocst SBISETCS MPUBUTHE 0OydJarOIIeMCs
YMEHMH U HAaBBIKOB NPAKTUYECKOU JEATEIBHOCTH 110 U3y4aeMOU JUCLUIUINHE.

[Inanupyemble pe3yabTaThl IPU OCBOEHUHU 00yYaronIeMcsl MPAKTUYECKUX 3aHATHIM:

— 3aKperuvieHue, YriayOJieHue, pacIIUpeHHe M JeTalu3alis 3HaHUW IpH pelieHUH
KOHKPETHBIX 3a/1a4;

— pa3BUTHE TIO3HABATEJBHBIX CIIOCOOHOCTEH, CaMOCTOSITEIbHOCTH  MBILIUICHUS,
TBOPUYECKON aKTUBHOCTH;

— OBJIQJICHHME HOBBIMM METOJaMH U METOJUKaMU H3Y4YEeHHUsS KOHKPETHOH y4ueOHOI
JUCIUIINHBI,

— BBIpa0OTKAa CHOCOOHOCTH JIOTMYECKOTO OCMBICIEHHUS] TOJTYYEHHBIX 3HAHUM JUIs
BBITIOJTHEHMS 3a/1aHUM;

— ofecrieueHue palMOHAIBLHOTO COYETAaHUsl KOJJIEKTUBHOM M MHAMBHIYaJIbHON (popm
00y4eHwusl.

OyHKINN MPAKTUYECKUX 3aHATUM:

— TIO3HaBaTeNbHas;

— Ppa3BHUBaroLIas;

— BOCIHTATENbHAS.

ITo xapakTepy BBINOJHSAEMBIX OOYYaAIOIIMMCS 3aJaHUN 1O NPAKTHUYECKUM 3aHITHUIM
HOJPa3/IeNIAI0TCS Ha:

— O3HaKOMMTEJbHBIE, IPOBOAUMBIE C LEIbI0 3aKPEIUIEHUS W KOHKPETH3aLuu
M3Y4YEHHOTO TEOPETUUECKOTO MaTepUala;

— aHAJUTUYECKHE, CTaBSIINE CBOEH IIeJIbI0 MOJyYeHHuEe HOBOM MH(GOpMaIluu Ha OCHOBE
(dbopMa30BaHHBIX METOJIOB;

— TBOpYECKHE, CBSI3aHHbIE C MOJyYeHHEM HOBOW MH(OpMAIMH MYTEM CaMOCTOSATEIBHO
BBIOPAHHBIX MOIXO0J0B K PELICHUIO 3a/1ay.

@opMBI OpPraHM3alMM NPAKTHUYECKHUX 3aHATHHA OINPENEIAIOTCS B COOTBETCTBUU CO
cnenu(uyeckuMU OCOOEHHOCTSIMHM Y4eOHON IUCHMIUIMHBI U HeNsIMU o0ydeHus. OHM MOTyT
IIPOBOAUTHCS

— B HMHTEPAKTUBHOM Qopme (pelieHHe CUTYallMOHHBIX 33134, 3aHATHA 10
MOJICJIMPOBAHUIO  PEAJIBHBIX  YCJIOBHUH, JEJOBBIE WIPBl, HUIPOBOE  IPOEKTHPOBAHUE,



UMHTAIMOHHBIC 3aHATHS, BBIC3IHBIC 3aHATHS B OpraHMU3aluu (MIPEINPUATHS), AeI0Bas ydeOHas
urpa, pojeBas HWIpa, ICHXOJOIMYCCKHI TPEHUHT, KEHC, MO3rOBOH IMITYpM, IPYIIIOBBIC
JTUCKYCCHH);

— B HE MHTCPAKTUBHOU (hopMme (BBINOIHEHUE YIPaKHCHHI, PEIICHHE THUIOBBIX 3ajad,
pellICHHE CUTYAIIMOHHBIX 33/1a4 U IPYroe).

Mertoanka MPOBEACHUS MPAKTUYECKOTO 3aHATHS MOKET OBITh Pa3IMYHOM, MPH STOM
BAKHO JOCTHKEHHUE OOLIEH 1EeNU JUCIUILUIMHEI.

TpeOoBaHus K NPOBeICHUIO NPAKTHYECKUX 3aHATHI

Ha npakTtuyeckux 3aHATUAX IO PYKOBOICTBOM IPENOJABaTElsd, PEIIAIOT NMPAKTUYECKUE
3a/1a4H.

IIpy npoBeAcHMM NPAKTUYECKUX 3aHATUAX NPUMEHSIOTCA CIEAYIOIUE WHTEPAKTHBHBIE
METO/bl 00YUCHUS:

- METOJ| «MO3TOBOIO HITypMa». METOJ MpeACTaBiIseT co0OW pPa3sHOBUAHOCTH IPYNIIOBON
JUCKYCCUM, KOTOpas XapaKTepuszyeTcsi cOOpOM BCEX BAapUAHTOB pEIICHUN, TUIIOTE3 U
IPEUIOKEHUH, POXKIEHHBIX B ITPOLECCE OCMBICICHHSI KaKOW-THO0 MPOOIEMBbI, UX MOCIIEAYOIIUM
AQHAJIM30M C TOYKHM 3pPEHUS NEPCIEKTUBBI NAJBHEUINEr0 MCIOJIB30BAHMS WM peaau3alyy Ha
IIPAKTHUKE;

-«CHEKHBIH KOM»: IIe7Ib HapaOOTKa U COTIIACOBAaHME MHEHUI BCEX WICHOB Ipymibl. [lpu
UCIIOJIb30BAaHUU ATOW TEXHMKUM B aKTUBHOE OOCYKIEHUE BKJIIOYAIOTCS IPAKTUYECKH BCE
CTYJECHTBI.

MeToanueckue ykazaHusi JJsi 00y4aOIMXCS 1O MPOXOKIEHUI) CAMOCTOATETbHOI
padoThbI

B xo1e BBIOTHEHHUS CaMOCTOSATENbHONU pabOThI, OOYUYAIOUIUICS BBIMIOIHSAET paboTy MO
3aJaHUI0 ¥ TIPU METOJUYECKOM PYKOBOJCTBE IPEIoaBaTelisi, Ho 0e3 ero HermocpeJICTBEHHOTO
y4acTusl.

st oOydaronuxcst 1Mo 3a04HOM ¢Gopme OOydeHHs, CaMOCTOATENbHass padoTa MOXKET
BKIIIOUATh B ce0s KOHTPOIBbHYIO paboTy.

B mporiecce BBITIOJIHEHHUS CaMOCTOSITENBHOM paboOThI, y oOyuaromierocs Gpopmupyercs
1enecoo0pa3Hoe IIaHUPOBaHUE pabodero BpeMeHH, KOTOPOe MO3BOJISET UM Pa3BUBATh YMEHUS
N HABBIKM B YCBOCHHMU W CHCTCMATHU3AlIUH HpI/IO6p€TaeMI)IX 3HaHHI>'I, o0ecrieunBaeT BBICOKHUHA
YPOBEHb YCIEBAEMOCTH B TMEPHOJ OOY4YeHHs, MOMOTaeT NOMYyYUTh HABBIKA TOBBIIICHUS
MpoeCCHOHAIBHOTO YPOBHSI.

MetoauyeckumMi ~ MaTepuaiaMH,  HAMpaBJSIONIMMH  CaMOCTOSITENbHYIO  paboTy
00yJaronuxcst SBISIOTCS:

—  y4eOHO-METOAMYECKH MaTepHal Mo JUCIHUILINHE;

—  METOJMYECKHE YKa3aHUS IO BHIMOTHEHUIO KOHTPOJIBHBIX pa0oT (A1 00ydaromuxcst
1o 3a04HOU (hopme oOyueHus).

MeTtoauyeckue yKa3zaHusi JUIs O0YYAIOIIMXCSl MO TPOXOKACHUIO MPOMEKYTOYHOM
aTTecTalu

[Ipomexyrounas  artectauus  OOydalolIUXCsl — MpeAycMaTpUBaeT  OICHUBaHHE
MIPOMEKYTOUHBIX U OKOHYATEIBHBIX PE3Yy/IbTaTOB OOY4YeHHs MO auciuruiiHe. OHa BKIIIOYAeT B
ce0s:

— 9JK3aMeH — (opma OILIEHKH 3HaHUM, TONYyYEHHBIX OOYYalIIUMCS B IPOIEecce
W3YYEHUS BCEW MUCIUIUIMHBI WM €€ YaCTH, HAaBBIKOB CAMOCTOSATEIHHOU paboThl, CIOCOOHOCTH
HpI/IMeHHTB nux mjs pemeHI/m HpaKTquCKHX 3aga4v. 9K3aMeH, KakK HpaBI/IJ'IO, HpOBO}II/ITCH B
Nepuoj] SK3aMCHAIIMOHHOW CECCHMM W 3aBEPIIAeTCS AaTTECTAIIMOHHOW OICHKON «OTIHYHOY,
«XOPOIII0Y», «YAOBICTBOPUTEIBHOY», «HEYIOBICTBOPUTEIIBHOY.

— 3aueT — 3T0 (hopMa OLEHKU 3HAHUH, MMOTYYSHHBIX OOYYaIOUIMMCS B XOJI€ U3yUCHHS
y4eOHOM IUCIUIUTMHBI B IIEJIOM MJIH IPOMEXYTOYHas (10 OKOHYAHHM CEMECTpa) OIIeHKA 3HAHUI



00y4aromuMcsl 0 OTAEIbHBIM pa3fesiaM AMCHUUIUIMHBI ¢ aTTECTAI[MOHHON OLIEHKOH «3a4TeHO»
WIH «HE 3a4TEHO».

— 1uddepeHIpPOBaHHBIM 3a4eT — 93T0 (opMa OLEHKM 3HAaHUH, IOJIy4YEeHHBIX
00yyaromuMcs pU U3Y4YE€HUHU TUCLMILUIMHBI, IPU BBIIOJHEHUH KYPCOBBIX MPOEKTOB, KYPCOBBIX
paboT, HAy4YHO-UCCIIEAOBATENILCKUX PabOT U MPOXOXKACHNUN MPAKTUK C aTTECTAIMOHHON OLIEHKOM
COTJIIMYHOY, «XOPOLIO», «yIOBICTBOPUTEIBHOY, «HEYIOBICTBOPUTEIBHO.

Cucrema OLEHOK IpU IPOBEIECHUU IPOMEKYTOUHON aTTeCTAlMU OCYLIECTBIAETCS B
coOoTBeTCTBUM C TpeboBaHusMH Ilonoxkenuit «O TeKylleM KOHTpOJE YCIEBAEMOCTH U
IPOMEXYTOUHOW arrectanuu cTyaeHToB ['YAII, oOydarommxcss Mo mporpaMmam BBICIIETO
oOpazoBanusi» U «O MOAYJIBHO-PEUTHUHIOBOM CHCTEME OLIEHKM KadecTBa Y4eOHOW paboThl
crynentoB B 'Y AIy.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




