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AHHOTaUs

Hucuumnuna «MuHdopmannonHas 0e30MacHOCTh paclpeAeNeHHbIX HH(POPMAIMOHHBIX
CUCTEM» BXOJHUT B 00pa3oBaTEeNbHYI) NPOrPaMMYy BBICIIETO OOpa30BaHUS — MPOTPAMMY
CIIeNMaJuTeTa MO HampaBieHH0 moaroToBku/ cneruaibHocTH 10.05.03 «MHpOopManmonHas
0e30MacHOCTh AaBTOMATHU3UPOBAHHBIX CHUCTEM) HAMPaBICHHOCTH «be30macHOCTh OTKPBITHIX
nH(pOpMAIMOHHBIX cucTeMy. JlucuumimHaa peanusyercs kadenpoit «Ne34y.

JlucuurinHa HareneHa Ha (GOPMHUPOBAHKE Y BBITYCKHUKA CIICTYIOIINX KOMIICTCHIIUN:

[IK-1 «CnocobeH BbINOMHATH pPabOThl MO MPOEKTUPOBAHUIO ABTOMATHU3MPOBAHHBIX
UH(OPMAITMOHHBIX CUCTEM

[IK-2 «Cnocoben ¢opmupoBaTh TpeOoBaHHS K 3amuTe HWHGOPMAlMU B OTKPBITHIX
WH(OPMAIMOHHBIX CUCTEMAX)

I[IK-3  «Cnocoben  pa3pabarbiBaTh  CpPEACTBAa  3allUTBI  CETEH  CBA3M  OT
HECAHKI[TMOHHUPOBAHHOTO JJOCTYIIa»

[TIK-4 «CnocobeH ocymecTBIsITh paboThl O pa3pabOTKe CUCTEM 3allUuThl MHPOpPMAIUH
ABTOMATU3UPOBAHHBIX CUCTEM)

[IK-7 «CriocobeH ymnpaBisiTh pa3BUTHEM CPEACTB 3aLIUTHI OTKPBHITHIX HHPOPMAIIMOHHBIX
CHUCTEM OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIa

I[IK-9 «CnocobGeHn ocymecTBIsATh pabOTHl MO OIEHKE paboTOCIOCOOHOCTH U
3¢ (HEKTHBHOCTH MPUMEHSIEMBIX TIPOTPAMMHO-AINIAPATHBIX CPEJCTB 3aIIUTHl HHPOPMAITUI

I[IK-10 «CnocoOeH OCyIIecTBISATh OpraHU3alui0 paboT 1O BBINOJHEHHIO B
ABTOMATH3MPOBAHHBIX CHCTEMax TPEOOBAHUH 3alUTHl HHPOPMAITUN

IIK-11 «CnocoOeH mNpoBOIUTH OIEHKY YypOBHS HH(POpManMOHHONW Oe30macHOCTH
OTKPBITBIX HHPOPMAITHOHHBIX CUCTEM)

CopepxaHue IUCHUIUIMHBI OXBaThIBA€T KPYT BOIPOCOB, CBSA3AHHBIX C HU3YYCHHUEM
aApXUTEKTYpHl pacrpeneieHHbx uHpopMmammoHHbix cucteM (PUC), ocobeHHocTel 3amuThI
unpopmanmu B PUC, oOecneuenueM Oe3omacHOCTH UHGOPMALMU B  IOJIB30BATEIBCKON
MOJICUCTEME M CIEIUAIM3UPOBAHHBIX KOMMYHUKaMOoHHBIX MC, 3amuroil mHopManuu Ha
YpOBHE TMOACHUCTEMBI yIPaBICHHs, 3alUTON MH(DOpMAlMKU B KaHAlaX CBSA3H U OCOOECHHOCTSMU
3aIuThl HHOpPMAIU B Oa3ax JaHHBIX.

[IpenogaBanue AMCHUIUIMHBI MpEeAyCcMAaTpUBaeT cCieayromue QopMbl OpraHu3aluu
y4eOHOT0 MpoIiecca: JIEKIUH, JJa0opaTopHbIe pabOThI, CAMOCTOSTEIbHAS pab0Ta 00yJaromerocs.

[IporpamMmMoil AMCHUIUIMHBI MPEAYCMOTPEHBI CIEAYIONIME BUIbI KOHTPOJS: TEKYIIMI
KOHTPOJIb YCIIEBAEMOCTH, TPOMEKYTOUHAsI aTTecTanus B (hopMe dK3aMeHa.

OO6miasi TpyA0EMKOCTh OCBOEHUS AMCIMILTUHBI COCTaBIsAeT 4 3a4eTHBIX eAuHHIbI, 144
yaca.

SI3bIK 00yUYeHUs IO JUCIUILTUHE KPYCCKUI»



1. TlepedeHb IIAHUPYEMBIX PE3yJILTATOB O0YUYCHHS MO JUCIUTUINHE

1.1. Hemn MIPEToIaBaHM TUCLATUINHEL «MHpopManmonHas 0€e301acHOCTh
pacmpeneieHHbIX WH(GOPMAIMOHHBIX CHUCTEM» JUIsl CTyAeHTOB cremnuanbHocTH 10.05.03
«HpopmanonHast ~ 6€30IIaCHOCTb ~ ABTOMATH3UPOBAaHHBIX  CHCTEM»  3aKiloyaerci B
nproOpEeTEeHNH TEOPETUUECKUX 3HAHUN U (POPMUPOBAHUM MPAKTHUYECKUX HABBIKOB, CBS3aHHBIX C
IPOEKTHUPOBAHUEM apXUTEKTypbl pacrpenesneHHslx HMC, pa3paOoTKoi CHCTEMBbI 3allUThl
unpopmauun B PUC, obecneyenunem Oe3onmacHOCTH HWHGOpMAIMA B MOJIb30BATEIbCKOU
HOJCHCTEME U CHELMAIU3UPOBAHHBIX KOMMYyHMKalMOHHbIX MC, opraHusanuu 3amuThbl
uH(OPMAaLIMU Ha YPOBHE MOJICUCTEMBI YIIPABJICHUS, B KaHAJaX CBS3U U B paCIpe/IeICHHBIX 0a3ax
JTAHHBIX.

1.2. JlucumnnuHa BXOAMT B  COCTaB  dYacTH, (opMuUpyeMOH  ydacTHHUKAMH
00pa30oBaTeNbHBIX OTHOIIEHUH, 00pa30BaTeNbHOM MporpaMMbl BbICHIEr0 0Opa3oBaHus (Jajee —
OIl1 BO).

1.3. TIlepeueHb mIaHUPYEMBIX PE3yJIbTATOB O0yUEHUs 110 AUCLUIIMHE, COOTHECEHHBIX C
IUIaHUpYyeMbIMU pe3ynbratamu ocBoeHus OIT BO.

B pe3ynbrare M3ydyeHus AUCLUILIMHBI O0YYarOLIUICs NODKEH 00J1alaTh CIeAyOIUMU
KOMIIETEHIIMSIMU WJTH WX 9acTsAMH. KoMIeTeHIMu 1 WHAMKATOPHI UX JOCTHKCHUS TPUBEICHBI B
Tabymue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIIMI U HHANKATOPOB MX JOCTHKEHHS

Kareropus (rpynna) | Kon u HaumeHoBaHue Ko u HanMeHoBaHMe HHANKATOPA
KOMITETCHITHI KOMIICTCHITIHU JTOCTHOKCHHS] KOMIIETEHITUN

[1IK-1 Coocoben
BBITIOJIHATH PaOOTHI 110

[1IK-1.B.1 BnajeTs HaBBIKaMu cOOpa CBEIECHUI
[TpodeccuonanbHplie | MPOEKTUPOBAHUIO

U1 UH(OPMAIIMOHHO-KOMM yHUKAIIHOHHOM

KOMIIETEHIINU aBTOMAaTH3UPOBAHHbIX .
CUCTEMBI U MEKCETEBBIX COCIUHEHUM
MH(OPMaLMOHHBIX
CUCTEM
[1K-2.3.2 3HaTh nporpaMMHO-anmnapaTHbie
I1K-2 Criocoben cpencTBa oOecreueHus 3auuThl UHHOpMaIuu
¢dbopMupoBaTh aBTOMATHU3UPOBAHHBIX CUCTEM
TpeOOBaHUS K 3aIINUTE [1K-2.3.7 3HaTh METOMBI 3aIIUTHI HHPOPMALIUH
[Ipodeccuonanbubie p . " " AL Al (bopmar
uH(popMaluu B oT "yTeuku" 1o TEXHUYECKUM KaHajlaM
KOMIIETEHIINH
OTKPBITBIX [IK-2.Y .4 ymeTp aHanmm3upoBaTh BO3MOXHbBIE
MH(OPMaLMOHHBIX ySI3BUMOCTH MH(QOPMAIIMOHHBIX CUCTEM
cucTemMax [IK-2.Y.5 ymeTh BBIABIATH U3BECTHBIE

ySI3BUMOCTH MH(QOPMAIIMOHHBIX CUCTEM

[1K-3 Criocoben

pa3zpabaThIBaTh
[Tpodeccuonansubie | cpeactra 3amuThl ceteil | [IK-3.B.1 B1aneTs HaBbIKaMH OILEHKU
KOMIIETEHITUN CBSI3H OT YSI3BUMOCTH CceTei
HECaHKIIMOHHUPOBAHHOTO
JOCTYTIa
I1K-4 Criocoben T1K-4.3.2 3HaTh 0COOEHHOCTH 3aIATHI

OCYIIECTBIISATh pa0OTHl | UH(OPMALMU B OTKPBITHIX HHPOPMAITMOHHBIX
[Tpodeccruonanbhble | MO pa3paboTKe CUCTEM | CHCTEMax

KOMIIETEHIIUU 3aIUThl HH(GOPMaLUU [1K-4.3.4 3HaTh npuUHUMIIBI POPMUPOBAHUS
aBTOMAaTU3UPOBAHHBIX MOJUTUKH HH(POPMAIIMOHHOM 0€3011acHOCTH B
CHUCTEM ABTOMATU3MPOBAHHBIX CHCTEMAX

[1K-7 Cnocoben
[TpodeccuonanpHbie | yIpaBiIsiTh Pa3BUTHEM [IK-7.Y.1 ymMeTp NpoBOANTH aHAJIU3 YIPO3
KOMIIETEHIIUH CPENCTB 3aLIUTHI HECAaHKIMOHUPOBAHHOI'O TOCTYIIA

OTKPBITBIX




WH(}pOpPMaAITMOHHBIX
CUCTEM OT
HECAHKIIMOHUPOBAHHOTO
JOCTyTa

I1K-9 Cniocoben
OCYILIECTBIISATH PaOOTHI
IO OIICHKE
paboTocrnocoOHOCTH U

[Ipodeccuonanbubie S heKTHBHOCTH [1K-9.3.2 3HaTh NOPSAI0OK OpraHU3aIii padoT
KOMIIETEHIIUU 10 3aIUTe UHPOPMALIUU
MIPUMEHSIEMbIX
IPOrpaMMHO-
annapaTHbIX CPEICTB
3aiuUThl HHGOpPMaUU
TIK-10.3.2 3HaTh 3alUTHLIE MEXAHU3MEI U
cpencTBa obecrieueHus: 6e30MacHOCTH
aBTOMATHU3UPOBAHHBIX CUCTEM
I1K-10 Criocoben [IK-10.Y.1 ymeTs onpenensiTe METOAbI
OCYIIECTBIISATh YIPaBJIEHUS 1OCTYIIOM, TUIIBI JOCTYIIA U
TpodeccHoHabHbE OpraHu3aIyio padoT Mo | mpaBuiia pa3rpaHuYeHHs] JOCTyMa
KOMIIETEHIIHH BBIIIOJIHEHUIO B [1K-10.Y.2 ymeTs K1accupuImpoBaTh }
ABTOMATHU3UPOBAHHBIX 3amuaeMyo HHGOPMaIIKIO 10 BUAAM TalHBI
cucTeMax TpeOOBaHMIA ¥ CTENICHH KOH(HICHIIMATHLHOCTH
3aIUTHl HHOPMAITUU [1K-10.B.2 BrageTh HaBbIKAMHU OpraHU3aIMU
nporecca pa3paboTKu MoJienel yrpos u
MoJIeIei HapyIIUTeNs: 6€30MacHOCTH
KOMIBIOTEPHBIX CUCTEM
TIK-11.3.1 3HaTh METOABI U METOTUKHU OLIEHKH
ITIK-11 Cnocoben 0€30MacCHOCTH NPOrpaMMHO-anapaTHbIX
IIPOBOAUTH OLICHKY CPEICTB 3alIUThl HHPOPMAITUU
YPOBHS [1K-11.3.2 3HaTh NPUHLHUIIBI TOCTPOCHUS
[Tpodeccrnonanbuble | HHPOPMAITMOHHON MOJICUCTEM 3aIIUThI HH(pOpMaLIUU
KOMIIETCHIINH 0e301acHOCTH [IK-11.VY.1 ymers onpenenstb napameTpsl
OTKPBITBIX (YHKITMOHUPOBAHUS CPEICTB 3AIIUTHI
MH(OPMaLMOHHBIX nH(popmanuu, pa3padaTbiBaTh METOIUKU
CUCTEM OLIEHKH MX 3alUILEHHOCTH, OLICHUBATh

3¢ HEeKTUBHOCTD 3alUTHI HTHPOPMAITUU

—  «OcHOBBI HH(POPMAIIMOHHOH 0€3011aCHOCTH

2. Mecrto nucuumiHb B cTpykType OI1

JucuumirHa MokeT 6a3upoBaThCsl Ha 3HAHUAX, paHee MPUOOPETEHHBIX 00YJarOIUMHCS
IIPU U3YYECHHUH CICAYIOIINX TUCHUTUINH:
—  «TexHOonoruu U METOABI IPOrPaMMUPOBAHUS)

— «Teopusi CUCTEM U CUCTEMHBIN aHAJIN3)
— «beszonacHocTs cereit OBM»

— «3amura uHbOpMaIUU OT YTEUKU IO TEXHUYECKUM KaHajIam»»

— «Mertonpl U cpencTBa KpunTorpaguueckoil 3amuThl HHGOpMaLI
—  «Oprannzanust 9BM 1 BBIUUCIUTEIBHBIX CHCTEM))

— «Cetu u cuctemsl nepesaun HHGHOPMaLIUN»
— «OpraHuzaioHHOe U TPaBOBOe obecrneueHne NHPOPMaAIMOHHON 0€3011acHOCTH

— «[IporpammHo-anmnapaTHble CPeICTBA 3aLIUTHl HHPOPMALIUN»

— «Pa3paboTka u 3KcITyaTanys aBTOMaTH3UPOBAHHBIX CHCTEM B 3alllUIIIEHHOM HUCTIOJTHEHU




— «YmpasneHnue HHHOPMAITMOHHON 06€30IaCHOCTHION»
— «Metoabl 1 cpeacTBa MPOSKTUPOBAHUS HHPOPMAIIHOHHBIX CHCTEM»
— «Teopus napopmannoHHON OE30MaCHOCTH
— «3amwura nHGOpMaNNH B pacHpeieIeHHBIX HHOOPMALIMOHHBIX CHCTEMAaX
3HaHMA, IMOJyYEHHBIE NPU H3YyYCHUU Marepuana JAaHHOW JWCIMIUIMHBI, MMEIOT Kak
CaMOCTOSITENIbHOE 3HAUeHUE, TAaK U MOTYT UCIOJIb30BATHCS MPU U3YYCHUU IPYTUX TUCIHILINH:
— «IIpousBoacTBeHHAs IPEIAUIUIOMHAS IPAKTUKAY,
— «l'ocynapcTBeHHAst HTOTOBAsI ATTECTAIHS

3. OO0BEM H TPYJOEMKOCTh JUCIUILTAHBI
JlanHbIe 00 00mEeM O0BbeMe JUCHUILUIMHBI, TPYIOSMKOCTH OTACIBHBIX BHIOB Y4eOHOMH
paboThI 1O TUCIUILIMHE (M paclpeieieHue 3TOH TPYA0EMKOCTH 110 CeMeCTpaMm) IPEeACTaBICHbI B
Tadymue 2.

Tabmuna 2 — O6beM U TPYIOEMKOCTh TUCIUILITMHbI

TpynoemMKkocTs 1o
Bun yuebnoit paboTbl Bcero ceMecTpam
Nel0

1 2 3
Oowan mpyooemKocmep OuCyUnIUHBL, 4/ 144 4/ 144
3E/ (uac)
U3 Hux uacoe npaKmuyecKkoil no020moeKu 34 34
AyoumopHuie 3aHamus, BCEro Jac. 68 68
B TOM YHCIIC:

nekiuu (J1), (dac) 34 34

npakTudeckue/cemunapckue 3anatus  (I13),

(dac)

nabopaTtopHbie paboTs (JIP), (uac) 34 34

KypcoBoil npoekT (padota) (KII, KP), (gac)

HK3aMeH, (4Jac) 54 54
Camocmoamenvnan paboma, Bcero (4ac) 22 22
Buo npomesxcymounoit ammecmayuu:. 3a4er,
mubd. 3ager, sk3amed (3auer, dudd. 3auy, OK3. OK3.
JK3.**)

EX3

[IpuMeuaHue: kaHAWAATCKHI SK3aMEH

4. ConepxaHue JUCIUTITUHBI
4.1. PacnpeneneHue TPyJI0EMKOCTH JUCIUILTHHBI IO pa3/esiaM U BUAAM 3aHITHIA.
Paznensl, TeMBI TUCIUTIINHBI U MX TPYAOEMKOCTh TIPUBEICHBI B TAOIHUIIE 3.

Tabnuna 3 — Pa3aensl, TeMbl AUCHUILTUHBL, UX TPYAOEMKOCTh

Paznesibl, TeMbl JUCIMITIHHBI Jlexuma | 113 (C3) - JIP KII CPC
’ (gac) (gac) (dac) (gac) (dac)
Cemectp 10

Paznen 1.Apxurekrypa pacnpenenennsix MC
Tema 1.1.Knaccuduxauus PUC

Tema 1.2.Kommyranmonnas moacucrema PUC:
KoMMmyTarnmonnbeie Moaynu (KM); kaHass! cBs3u; 4 4 2
KOHIIEHTPATOPbl; MEKCETEBBIE IITIO3HI.

Tema 1.3.IToacucremsl PUC: monb3oBarenbekas;
MOJICUCTEMA YTIPABJICHNA; KOMMYHHUKAIIMOHHAS
MOJICUCTEMA




Paznen 2. Ocobennoctu 3amuTs! nHbopmanuu B PUC
Tema 2.1. KoprioparuBHabie u obmenoctymnasie PHC.
[Moctpoenue cuctemsl 3amuThl HHGopMaryu B PHUC.
Tema 2.2. OcobeHHOCTH 3aIUTH HH()OPMALIUU OT
HenpeaqHamepeHHbIX yrpo3 B PUC. [laccuBHble 1
aKTHUBHBIE yTpo3bl Oe3omacHocTH nHpopmarmu B PYC.
Tewma 2.3. Mepsl, npeAnpuHIMAaEeMbIe IS
obecnieyeHunst 6€30MacHOCTH UHPOPMAIIH B
cocpenoToueHHBIX C, MEXaHU3MBI [ISI 3aIIUTHI
MHQOPMaLUK IPU TIepeiade ee Mo KaHajlaM CBs3U
Tewma 2.4. Mertonbl u cpeaCcTBa, 00€CIICUNBAOIINE
Oe3omacHOCTh HHPOPMAITUHN B 3alTUIIICHHON
BBIUHCIIUTEIHHON CETH

Paznen 3. O6ecnieuenne 6e30nacHOCTH HHPOPMALIUH B
NOJIb30BATENBCKOI MOACUCTEME
CIICIMATM3UPOBAHHBIX KOMMYHHKAIIMOHHBIX MC

Tema 3.1. Ilognepikka MeXaHU3MOB ayTCHTU(UKAIIUN U

pasrpaHu4eHus JOCTyNa

Tema 3.2. Crieunannu3upoBaHHbIE KOMMYHUKALIHOHHBIE
KOMITbIOTEPHBIEC CUCTEMBI.

Tema 3.3. Llentp ynpapnenus cetsio. CpeacTsa
3amuTHl HHGOpMaIwH, crienuann3upoBanHoi MC
aJMUHHUCTPATOPA CETH

Pasnen 4. 3amuTa nHbOpMaIuK Ha YPOBHE
MOJICHCTEMBI YIIPaBJICHHSI

Tewma 4.1. YrpasneHnue nepemadeii cooOIIeHU M0
OIIpeIeJICHHBIM ITPOTOKOJIAMH.

Tema 4.2. MexayHapoHbIe CTaHAAPTHI
B3aUMOJICHCTBUS yIAJIEHHBIX 3JIEMEHTOB CETHU:
npotokon TCP/IP u npotokon X.25.Mogens OSIL
Tewma 4.3. TIpoGuiemsl 3amuTel nHbGOpManuu B PUC

Pasnen 5. 3amuTa nHbopMaIK B KaHaIax CBA3U
Tewma 5.1 Komrurekc METOJIOB U CPEJICTB 3aIUTHL,
MTO3BOJISIONIUX OJIOKUPOBATH BOSMOYKHBIE YTPO3BI
Oe3onmacHOCTH HH(POPMAIIUH.

Tema 5.2. Ilpoueaypsl B3aUMHOTO HOATBEPKICHUS
MOJIJTHHHOCTH a00HEHTOB WIIM TIPOIIECCOB.

Tewma 5.3. Vcrionb3oBanue KpUNTorpahuiaeckux
METOHO0B 3all[UThI

Paznen 6. OcobenHocTr 3ammThl HH(QOPMAIIUU B
pacnpeneneHHbIX 0a3ax JaHHBIX

Tema 6.1 PensiinoHHbBIC M HEPESIIMOHHBIC 0a3bI
JMaHHBIX. OYHKIUN YIIpaBIICHUS TaHHBIMH,

Tema 6.2. OcobeHHOCTH 3alUTH HHPOpPMALIUU B
0a3zax JaHHBIX.

Tema 6.3. Pasrpanuuenue goctyna k Qaiiaam 6a3
JIAHHBIX U K Y4aCTsIM 0a3 JaHHEIX

Tewma 6.4.Pexxumbl paboTHI ¢ 32 (pPOBaHHBIMH
0a3aMH JaHHBIX.

Tema 6.5.MeTopI NPOTUBOJCHCTBUSA yTpo3aM
uHpOpMaIuy B 6a3ax JaHHBIX

Uroro B cemectpe:

34

34

22

Hroro

34

34

22




[IpakTudeckass MOATOTOBKA 3aKIIOYaeTCs B  HEMOCPEICTBEHHOM  BBITIOJHEHUHU
oOydJalolmMMuUCs  OMNpeNeleHHbIX  TPYAOBBIX  (YHKIUH,  CBSI3aHHBIX ¢  Oya;yulei
npodeCCHOHATIBHOMN 1S TETbHOCTBIO.

4.2. CopnepskaHue pa3/ieioB U TeM JICKIIMOHHBIX 3aHITHH.
Copep:xanne pa3elioB M TeM JICKIIMOHHBIX 3aHITHIA MIPUBEICHO B Ta0HIIC 4.

Tabmuua 4 — Copeprkanue pa3esoB U TEM JICKIIMOHHOTO IIHUKJIA

Howmep paznena HaszBanue u conep:xkanue pas3iesioB U TEM JICKLIMOHHBIX 3aHATHI

1 ApxurtekTypa pacnpeneieHabix UC

Tewma 1.1.Knaccuduranus PUC (meMoHCTpanus criaiiios)

Tema 1.2. Kommyranuonnas noacucrema PYC: kommyTtannonusie Moy (KM);
KaHaJIbl CBSI3U; MEXKCETEBBIC SKPaHbl (AEMOHCTPALMS CIIAI0B)

Tema 1.3.IToncuctemsr PYC: nonp3oBarenbckas; HoacucTeMa yupaBieHus;
KOMMYHUKAaIIMOHHAs MOJICUCTEMA (IEMOHCTpaIysl CIai10B)

2 Oco0ennoctu 3amuthl nHGopmaunu B PUC

Tewma 2.1. IlocTpoeHre YaCTHBIX MOJENEH YIpo3. (IEMOHCTpAIUS CIIaiI0B)

Tema 2.2. OcOOCHHOCTH 3alTUTh HH(POPMALIUK OT HeNpeAHaMepeHHbIX yrpo3 B PUC.
ITaccuBHBIC ¥ aKTHBHBIE YIpo3bl Oe3onacHocTy nHpopmanuu B PUC. (nemoHcTpanus
craimoB)

Tema 2.3. Mepsl, npeAnpuHUMaeMbIe IS 00ecieueHus: 0€30MacHOCTH HH(DOPMAITUU
B cocpenoToueHHBIX C, MeXaHNU3MBI A7 3aIUTHl MHPOPMALIUH [IPH TIepeade ee 1o
KaHaJjiaM CBS3M (I€MOHCTpAITUs CIIAiI0B)

Tewma 2.4. Metons! u cpeqcTBa, obecreunBarone 6€30MacHOCTh HHOOPMALIUU B
3alUIIEHHON BBIUMCINUTENBHOMN CeTH (JIEMOHCTpALIKs CIaifIoB)

3 Oo6ecneyenue 6e30macHOCTH HH(OPMANIUM B M0JIb30BATEILCKOM MoCHUCTEME U
CIeHAJIM3MPOBAHHBIX KOMMYHUKaUOHHbIX UC

Tewma 3.1. Ilognepkka MEXaHU3MOB ayTEHTH(UKAIINH U Pa3TpaHUYCHISI TOCTYTIa
(memoHcTpaIus ClIaiI0B)

Tema 3.2. Cneunann3upoBaHHbIE KOMMYHUKAIIMOHHBIE KOMIBIOTEPHBIE CHCTEMBI.
(meMoHCcTpanus CIai/10B)

Tewma 3.3. SIEM-penienus - kak cpejctsa 3amuthl nHGopmaimu B PUC
(memMoHCTpaIus CJIalI0B)

4 3ammTa nHGOPMALMH HA YPOBHE NMOJACHCTEMbI YIIPABJICHHSA

Tewma 4.1. Yrpasnenue nepegaueii COOOLICHNH 110 ONPeIeIeHHBIM IPOTOKOIAMH.
(memMoHcTpaIus ClIai10B)

Tema 4.2. MexayHapoAHble CTaHAAPTHI B3aUMOJACUCTBUSI YAAICHHBIX SJIEMEHTOB CETHU
npotokon TCP/IP u mpotokon X.25.Moaens OSI. (meMoHCTpamnus cliaiiioB)

Tewma 4.3. TIpoOaems! 3ammtsl nHbopMaiuu B PYC. (neMoHCcTpaius ciaiiion)

5 3amuTa nHpopMaNuM B KAHAJIAX CBS3H.

Tewma 5.1 Komrurekc METOJIOB U CPEJICTB 3aIUTHI, TIO3BOJISIFOIINX OJIOKHPOBATH
BO3MOJKHBIE YTPO3bl 0€30MacCHOCTH HH(OPMAITUH. (IEMOHCTpAIHS CIAiIOB)

Tema 5.2. IIporieAypsl B3aUMHOTO TTOTBEPKICHUS TTOITUHHOCTH a0OHEHTOB WU
MPOIECCOB. (IEMOHCTpAITUS CIIANIOB)

Tewma 5.3. Mcnionp30BaHre KPUNTOTPAPUISCKAX METOJIOB 3aIUTHI (JIEMOHCTPAITHS
CJaiIoB)

6 Oco0eHHOCTH 3a1IMTHI MH(OPMALMH B pacnpeeeHHbIX 0a3aX JaHHBIX
Tema 6.1 PenssmonHbIe 1 HEpeNsHMOHHbBIE 0a3bl JaHHBIX. DYHKINN yHpaBICHUS
JaHHBIMH, (IEMOHCTpALHA CIIAH/I0B)

Tema 6.2. OcobeHHOCTH 3aInThl HHQOpMAIMK B 0a3ax JaHHBIX. (IEMOHCTPAIHSI
CITaiIOB)

Tema 6.3. Pasrpannuenue AocTyna K 0a3e JaHHBIX U K 4acTsIM 0a3 JaHHBIX
(memMoHCTpaIus CIIalI0B)

Tewma 6.4.Pexxumbl paboThI ¢ 3amn(poBaHHBIMA 0a3aMul JaHHBIX. (IEMOHCTPALINS
CITaiIOB)

Tewma 6.5.MeTtoibl TPOTHUBOJICHCTBHUS yrpo3aM HHopManmy B 0a3ax JaHHBIX




| (meMoHCTpaIys CIai/I0B)

4.3. Tlpaktuyeckue (CEMUHAPCKUE) 3aHITHS

Tembl mpakTUUECKUX 3aHATHI U UX TPYJOEMKOCTh IPUBEIEHBI B Ta0IULIE 5.

Tabmuua 5 — [IpakTuyeckue 3aHATHS U UX TPYJOEMKOCTb

N3 aux Ne
Ne | Tembl npaktrnueckux | OOpMbI NPaKTUUYECKUX | TpPyHOEMKOCTb, |IPAKTUYECKOU |pa3jieiia
/1 3aHSTUN 3aHATUN (gac) MMOATOTOBKH, | THUCITHIT
(dac) JIUHBI
VY4eOHBIM MJITaHOM HE MPEAYCMOTPEHO
|
Bcero
4.4, JlabopaTopHbIC 3aHATHS
Tewmbl JTab0opaTOPHBIX 3aHATHH U UX TPYIOSMKOCTh PUBEACHBI B Ta0HIIC .
Tabnuna 6 — JlabopaTopHble 3aHATHS U UX TPYJOEMKOCTh
N3 maux Ne
e HaunmenoBanue 1ab0opaTopHbIX paboT Tpynoemxocts, | npakTHieckoi | pasiena
/11 (gac) MOJATOTOBKH, | JUCITHII
(dac) JINHBI
Cemectp 10
1 «Pa3paboTka Mojenu yrpo3 0e30nacHOCTH 4 2 2
nHpOpMAITAN
2 «DopMUpOBaHHE CTPYKTYpbI 0a3bl JAHHBIX 6 4 1,6
PUC»
3 | «Ouenka u npuopuruzaius puckos b PPCy 6 4 3,5
4 «C60op 10oroB coOBITHI MHPOPMAITUOHHOM 6 4 4.5 6
0€30IaCHOCTH
5 «Pa3zpaborka Web-kiineHTa MOHUTOPUHTA 6 4 1,4,5,
UCKJTFOUEHHH B pacipeeieHHON 6
WH(OPMAIIMOHHON CHCTEME»
Bcero 34

4.5. KypcoBoe npoeKkTUupoBaHUE/ BHIIOTHEHUE KYPCOBON PabOThI

VY4eOHbBIM MJIaHOM HE TPeAyCMOTPEHO

4.6. CamocrosTenbHas padoTa 00yJarOIIXCs
Bunsl camocTosTensHON paboOThI M €€ TPYIOEMKOCTh NPUBEIEHBI B Ta0nuLe 7.

Tabmuna 7 — Bunbel camocTosaTenbHON pabOThI M €€ TPYA0EMKOCTh

. Bcero, | Cemectp 10,
Bunx camocrositensHOM paboThI
Jac Jac
1 2 3
N3yuenune TeopeTnyeckoro Marepuania 8 8
qucuuriaHbl (TO)




Kypcosoe npoektuposanue (KII, KP) - -

PacuerHo-rpaduueckue 3ananus (PI'3) - -

Beinosnnenue pedepara (P) - -

[ToaroroBka K TEKyIIeMy KOHTPOJIO
ycneBaemoctu (TKY)

Jomamnee 3ananue ([13) - -

Kontposbabie paboTsl 3a0unnkoB (KP3) - -

[ToaroroBka K MpOMEXKYTOUHOM
arrectaiuu (I1A)

Bceero: 22 22

5. IlepeyeHnb y4eOHO-METOAMYECKOTO OOECTICUCHUS
JUISL CAMOCTOSTEIILHON PabOThl 00YUYAIOIINUXCS TT0 TUCIUIUIMHE (MOIYJIIO)

Y4eOHO-METOAMUECKNE MaTePHabl IS CAMOCTOSITEIIbHONH pabOThl OOYJArOMIMXCSl YKa3aHbI B
ma. 7-11.

6. IlepeueHb MeYaTHBIX U SJIEKTPOHHBIX YIEOHBIX U3IAHUHN
[TepeueHb eYaTHBIX U 3JCKTPOHHBIX YICOHBIX U3/IaHUH TIpHUBEIeH B TabuIe 8.
Tabnuna 8— [lepedeHb MeYaTHBIX U JIEKTPOHHBIX YUEOHBIX U3JaHHMA

[udp/ Kom14ecTBo 9K3eMILIIpOB B
URL a P ec bubnuorpagpuyeckas ccpuika OUOIMOTEKE
P (KpoMe 3JIeKTPOHHBIX IK3EMILISIPOB)

®omuueBa, Cernana ['puropbeBHa.

O6paboTtka napopMayu B
pacrpeieieHHBIX CUCTeMax : yueOHOoe
noco6ue / C. I'. ®ommuena ; C.-Iletepb. roc.
YH-T a3pOKOCM. IIprubopocTpoeHus. - CaHKT- 5
[TerepOypr : U3a-Bo I'YAIL, 2020. - 132 c. ;
131 c. : puc. - bubnuorp.: c. 123 (17 HazB.). -
ISBN 978-5-8088-1487-5 : b. 11. - Tekcr :
HEINOCPEICTBEHHBIN

004
D 76

beszarees, Cepreit BanentnHoBud (1-p TEXH.
HayK, JIO1L.).

IIporpammupoBaHue 3a1a4 1o
o0ecreyeHnIo nH(OpMaIIMOHHOMN
004 0e30MacHOCTH : 1a00PAaTOPHBII MPAKTUKYM /

C. B. beszarees, C. I'. ®omuuera ; C.- 5

b 39
[Tetep6. roc. yH-T a9pOKOCM.
npubopoctpoenus. - Cankr-IlerepOypr :
N3n-Bo I'YAIL, 2020. - 89 c. : puc., Tadm. -
Bubnuorp.: c. 88 (10 Ha3B.). - b. 11. - Tekcr :
HEIOCPEICTBEHHBIN.

3uma, B. M.

be3onacHOCTh ri00ambHBIX CETEBBIX
texHojoruii / B. M. 3uma, A. A. MongoBsH,
H. A. MonnossiH. - 2-¢ u3a. - CII6. : BXB -
[TetepOypr, 2015. - 368 c. : puc. - (Macrep 7
cucrem). - bubamorp.: ¢. 351 - 353 (31
Ha3B.).- [Ipenam. ykas.:c. 354 - 362. - ISBN
978-5-94157-213-7 : 419.00 p. - Tekcr :
HEIOCPEICTBEHHBIN

004
3-62




007
B 67

Bonakosa, B. H.

Teopus cuCTEM U CUCTEMHBIN aHAJIN3 :
yueOHUK I aKaJleMU4YecKoro bakanaBpuara
/ B. H. BoakoBa, A. A. Jlenucos ; Hair.
ucciaen. C.-Ilerep6. roc. moauTexH. yH-T. - 2-
e u3., nepepad. u gom. - M. : FOpaiit, 2015. -
616 c. : puc. - (bakanaBp. AkageMUYECKUIA
Kypc). - [Ipenm. yka3s.: c. 600 - 606. - Nmen.
yka3.: ¢. 607 - 609. - bubnuorp.: c. 610 - 616
(109 nass.). - ISBN 978-5-9916-4783-0 :
870.87 p. - Tekct : HEMOCPEICTBEHHBIM.
Nmeet rpud YMO Briciiero oOpa3zoBaHus

10

004
" 85

Hcaes, I'. H.

[TpoexTupoBanre HHOOPMATMOHHBIX
cucreM : yueoHnoe nocodue / I'. H. Hcaes. - 2-
e u3l., crep. - M. : OMET'A-JI, 2015. - 424 c.
: puc., Tab. - (Beiciee TexHMUECKOE
oOpazoBanue). - bubmumorp.: c. 421 - 424 (61
Ha3B.) . - ISBN 978-5-370-03507-4 : 401.60
p. - TekcT : HemocpeACTBEHHBIN.

Ha ctp. 7 - 8: Criucok cokpanieHuit

004
b 24

bapanoga, E. K.

WudopmanmonHas 6€301acHOCTD U 3alluTa
uHpopmanuu : yaebnoe nocodue / E. K.
bapanosa, A. B. ba6amn. - 3-¢ u3z., mepepad.
u jom. - M. : PUOP : UH®OPA-M, 2017. - 322
C. : puc., Tabi. - (Beiciee oopazoBaHue). -
bubmmorp.: c. 313 - 316 (56 Ha3B.). - ISBN
978-5-369-01450-9 (PUOP). - ISBN 978-5-
16-011164-3 (MHDPA-M) : 942.63 p. -
TekcT : HemocpeACTBEHHBIH.

Nmeet rpud YMO no o6pazoBanuio B
00J1aCTH NPUKIAJHON HH)OPMATHKH

004.4
U 46

Nneuna, lapss BuktopoBHa.
[TpoexTHpoBaHue 1 pa3paboTKa
0e30MacHbIX BEO-TIPUIIOKEHUH : yueOHOe
noco6ue / /. B. Unbuna ; C.-ITetep0. roc.
YH-T a9pOKOCM. IpuOopocTpoeHust. - CaHKT-
[TerepOypr : Uzn-so I'VAIIL, 2019.-43 c. :
puc. - bubmmorp.: c. 42 (2 nass.). - ISBN 978-
5-8088-1434-9 : b. 1. - Teker :

HEIOCPEICTBEHHBIN.

004.7
K95

Kyuun, Hukomnaii BanenTuHoBHY (1011, ).

MHOTrOypOBHEBbIE CUCTEMBI U 00JIAYHbIC
BbIUHUCIIEHHS : yueOHoe mocooue / H. B.
Kyuun, A. 0. Monuanos ; C.-Ilerep0. roc.
YH-T a3poKocM. ipudopoctpoenus. - CII6. :
N3p-sBo I'YAIL 2018. - 136 c. : puc. -
bubmnuorp.: c. 133 (14 nass.). - ISBN 978-5-
8088-1250-5 : b. 1. - Tekcr :
HEIOCPEICTBEHHBIN




7. TlepedeHb 3JIEKTPOHHBIX 00Pa30BaTEIBHBIX PECYPCOB
MH()OPMAIIMOHHO-TEIIEKOMMYHUKAIIMOHHO# ceTH «VHTepHeT»
[epeueHn AIIEKTPOHHBIX 00pa3oBaTeNbHBIX pecypcos UH(OPMAIIMOHHO-
TEJICKOMMYHHKAMOHHOW ceTH «HTepHeT», HEOOXOIMMBIX [UISi OCBOCHUS HCIHILINHBI
npuBezieH B Tabnuue 9.

Tabmuna 9 — IlepedueHb OJIIEKTPOHHBIX O0pa30BaTENbHBIX PECYPCOB HMH(POPMAIIOHHO-
TEJICKOMMYHUKAIIMOHHOU ceTh «HTepHET»

URL aapec HaumenoBanue
www.intuit.ru Haumunonanwsueiii Otkpseiteiid YHuBepcuretr "MHTYUT"

8. IlepeueHp MHPOPMALIMOHHBIX TEXHOJIOTUI
8.1. [lepeyenp mpoOrpaMMHOTO 0OECHEUYEHUs, HCIOIB3YEeMOT0 TMPH OCYIIECTBICHUU
00pa30BaTeNLHOrO MpoLecca MO0 AUCLHUIIUHE.
[lepedyeHp UCIONB3yEeMOTr0 IPOrPaMMHOT0 obecrieueHus npeacrasieH B Taduuie 10.

Ta6ymmma 10— [Tepeyers mporpaMmMHOTo oOecrieueHus

Ne i/m HanmeHnoBaHue

He npenycmotpeno

8.2. IlepeueHb HH(OPMALOHHO-CIIPABOYHBIX CHCTEM,HCIIOJIb3YEMbIX pu
OCYIIIECTBIICHUU 00Pa30BaTEIHLHOTO MPOoIiecca MO AUCIHILTUHE

[lepeyeHb HCMONB3YEeMbIX WH(POPMALMOHHO-CIIPABOYHBIX CHCTEM IMPEICTABICH B
Tabauie 11.

Tabmuna 11— [lepeuens nHGOPMAITMOHHO-CIIPABOYHBIX CUCTEM

Ne i/ HanmeHnoBaHue

He npenycmotpeno

9. MarepuanpHO-TeXHHYECKast 6a3a
CoctaB MaTepHambHO-TEXHHUECKON 0a3bl, HEOOXOAUMOW JJs  OCYIIECTBIICHUS
00pa30BaTeILHOTO MpoIiecca MO TUCITUTUIHHE, TIPECTaBJIeH B Tabmuiel 2.

Tabnuna 12 — CoctaB MaTepHallbHO-TEXHIUYECKON 6a3bl

Ne HanmeHoBaHMe cOCTaBHOMN 4acTh Howmep aynutopun
n/m MaTepUaJIbHO-TEXHUUECKOH 0a3bl (pu HEOOXOMMOCTH)

1 JlexuMOHHAS Ay AUTOPUS

MynsTuMeanitHas TEKIMOHHAS ayIUTOPUS

3 | KommbroTepHslii kitace

10. OrmeHo4HBIE CpeICTBA TSI MPOBEICHUS TPOMEKYTOUHOM aTTECTAIINH
10.1. CoctaB OIEHOYHBIX CPEACTBAJIS MPOBEIACHHUS MPOMEKYTOYHONW AaTTeCTalluu
00yJaromuXcs 1Mo JUCIUTUINHE MPUBEACH B Tadymie 13.
Tabnuna 13 — CocTaB OIEHOYHBIX CPEJCTB JJIsl IPOBEACHUS MPOMEKYTOUHON aTTeCTaIlluu

By npomexyTo4HOM aTTecTanuu [lepedyeHp OLIECHOYHBIX CPEACTB
OK3aMeH Crncok BONpOCOB K 9K3aMEHY;
DK3aMeHAIMOHHBIC OUJICTHI,
3amauny;
TecTsl.




10.2. B kauecTBe KpUTEpPHUEB OICHKH YPOBHSI C(HOPMHPOBAHHOCTH (OCBOCHHS)
KOMIIETCHIIMIA OO0y4YaIoNIMMUCS TMPUMEHSCTCS S5-0auThbHas MIKaia OIEHKA cPOpMHUPOBAHHOCTU
KOMIIETEHIIN, KOTopasi npuBeaeHa B Tadnuie 14. B Teuenue cemectpa MOXET UCIHOIb30BATHCS
100-0annpHast ~ mKajma ~ MOAYJABHO-PEUTHHTOBOM  CHUCTEMbl  YHHUBEPCUTETa,  IpaBHUIIa
UCIIOJIb30BAaHUsI KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOUIMM JIOKAIbHBIM HOPMATHUBHBIM aKTOM
'YAIL
Ta6mmma 14 —Kpurepuu orieHKH ypoBHS CPOPMUPOBAHHOCTH KOMIIETEHITUN

OI11eHKa KOMITETEHIUN

XapakTepucThka chOpMUPOBAHHBIX KOMIIETEHITI
5-0ayuipHad IIKaIa PaKTep (bopmp

— oOyyvaromuiics TJIyOOKO W BCECTOPOHHE YCBOMJ IPOTPaMMHBII
MaTepuar;

— YBEpEHHO, JIOTUYHO, TTOCIIEIOBATEILHO U TPAMOTHO €r0 HU3JIaraer;

— ONMpascCh Ha 3HAHUS OCHOBHOM W JIOTOJIHUTEIBHOW JIMTEPaTypHl,
TECHO TPUBS3BIBACT YCBOCHHBIC HAYYHBIC ITOJIOKCHHUS C MPAKTUICCKON
JeSATEIbHOCTBIO HAIIPaBIICHNUS;

— yMeJI0 0OOCHOBBIBAET U APTYMEHTUPYET BBIIBUTAEMbBIC UM HJICH;

— JIeJIaeT BBIBOJIBI U 0000IIEHMS;

— cBOOOJTHO BJIAJICET CHCTEMOH CHCIMAIN3UPOBAHHBIX IOHSITHH.

«OTIIMYHO»
(Ga4TCHO»

— 00y4aronuiicst TBEPI0 YCBOMII IIPOTPAMMHBINM MaTepuall, TPaMOTHO U
[0 CYIIECTBY W3JIaraeT €ro, ONUPasCh HA 3HAHUS OCHOBHOU
JTUTEPATYPHI;

— HE JIOMYCKAeT CYMECTBEHHBIX HETOYHOCTEH;

— YBSI3BIBACT YCBOCHHBIC 3HAHHUS C TPAKTUYCCKOH JEATEIBHOCTHIO
HaIPaBJICHUS;

— apryMEHTUPYET HAYIHBIC TIOJIOKEHUS;

— JIeJIaeT BBIBOJIBI U 0000IIEHMS;

— BJIQJICET CHCTEMOM CIeNMaIN3UPOBAHHBIX TOHITHH.

«XOPOIIIO»
«3aYTCHO»

— o0yyaronuiicss ycBOMJI TOJIBKO OCHOBHOHM NPOrpaMMHBIM MaTepual,
[0 CYILECTBY H3JIaraeT €ro, OMUpasCh Ha 3HAHHUS TOJBKO OCHOBHOM
JUTEPaATypPhI;

— JIOIyCKAeT HeCYLIECTBEHHbIE OIIMOKN 1 HETOUHOCTH;

— UCTIBITBIBAECT 3aTPYJHEHHUS B IPAKTUYECKOM IPUMEHEHUH 3HAHWUU
HaIpPaBJICHUS;

— ¢J1a00 apryMEeHTHPYET HayuHbIE [TOJIOKEHHUS,

— 3aTpyAHseTcs B (OpMYJIUPOBaHUHU BBIBOJIOB U 0000ILEHNI;

— YaCTUYHO BJAJIeE€T CUCTEMOH CIIELIMATN3UPOBAHHBIX TOHSITHIA.

«YAOBJICTBOPUTCIIEHO»
GaduTCHO»

— o0yyJaromuiicss He YCBOWJI 3HAUUTEIbHOM 4YacTH MPOrpaMMHOIO
MaTepuaa;

— JIOMYCKaeT  CYNIECTBEHHbIE  OMMOKKM W  HETOYHOCTH  TIpU
paccMOTpeHHH pobsIeM B KOHKPETHOM HalpaBlIeHUH;

— MCTIBITHIBAET TPYIHOCTH B MPAKTUYECKOM PUMEHEHUH 3HAHUIA;

— HE MOXET apryMEHTHPOBATh HAYYHBIE MTOJIOKCHHS,

— He QOpMYJIHMPYET BHIBOJAOB U 000OLICHHIA.

HCYIAOBJICTBOPUTCIILHO»
«HC 3a4YTCHO»

10.3. TumoBbie KOHTPOJIbHBIC 33aHUS WIIK WHBIE MaTePHAIIBI.
Bormpocs! (3agaun) nmst sKk3amMeHa mpeIcTaBlieHbl B Taommie 15.

Tab6muia 15 — Borpocs! (3amaun) 115 9K3aMeHa

Ne n/mt [Tepeuenp BompocoB (3a7au) Ui SK3aMeHa Koz
MHAMKATOpa
1 ApPXHUTEKTYypa COBPEMEHHBIX paclpeeeHHbIX [IK-1.B.1
UH(OPMALIMOHHBIX CHCTEM U CUCTEM HX 3aIIUTHI.
2 OYHKIMOHAI CUCTEM YIIpaBJIeHUsI O€30MaCHOCTHIO [1K-2.3.2
KJIACCUYECKHUX Y HOBOTO MOKOJIEHMUSI
3 I'ocynapcTBeHHBIE CTaHIAPTHI, PETJIAMEHTHPYIOITNE [1K-2.3.7




(GYHKIIMOHUPOBAHUE CUCTEM YIIPABICHUS 0€3011aCHOCTHIO

CTpyKTypHBIE KOMIIOHEHTBI paCIpeeIeHHbIX
nH(pOpMalMOHHBIX cucTeM. OCOOEHHOCTH 3aIllUThI
WH(OPMAIIMOHHBIX PECYPCOB U MPOIIECCOB

[IK-2.V 4

KommonenTs! koHnentyanbHon moaenu Ub. I'paduueckas
CcXeMa KOHUENTYaJabHOU MoJienu cucremel Mb.

[IK-2.V.5

OcHoBHBIE (enepanbHbIe 3aKOHBI B 00JIaCTH 3aIUTHI
uHpopManun

IT1K-3.B.1

OO0BekT u peaMeT 3anuThl. OCHOBHBIE CBOMCTBA
uH(pOpMAIIMK KaK MpeIMeTa 3alIiThl. XapaKTepHbIE
0COOEHHOCTH CEKPETHOM M KOH(PHUACHITMATHLHON HH(MOPMAITII

I1K-4.3.2

O6mwextol yrpo3 Ub. [lonstue yrpo3sl nHbopManuu.
OCHOBHBIE UICTOUHUKH YIpO3 3allUIIaeMONi HHPOPMALIUH.
ITopTper 3710yMBINUICHHUKA

[1K-4.3.4

VYTo0BHAs OTBETCTBEHHOCTD: MPETyCMOTPEHHAS IPU
HENPaBOMOYHOM HCIIOJIb30BaHUH MH(OPMALINU KPUTUIECKOM
MHPOPMATMOHHON HHOPACTPYKTYPHI

[IK-7.¥.1

10

Oxapakrtepu3yiite cBoiicTBa nunpopmanmu. YTo Takoe
npusHakoBas nHpopmarus? [louemy cemanTuueckas
uH(pOpMaIKs IO OTHOUICHHUIO K TIPU3HAKOBOH SBJISIETCS
BTOopruHOi? Kakne nmpuzHaku 00bEKTOB SIBIISIOTCS
JIEMACKUPYIOIHUMHU?

[1K-9.3.2

11

OcHOBHBIE CTIOCOOBI HETPABOMEPHOTO OBJIA/ICHUS
KOH(puIeHIMaIbHON nHOpMaIen

[IK-10.3.2

12

Uro takoe yreuka KoH(puaeHnuanpHoi nnpopmarmu? Kak
OCYIIECTBIISICTCS yTeUKa KOH(UASHIMAIbHON HH(pOpMaIiu?

[IK-10.¥.1

13

Kraccel 3anuieHHocTH HHQOPMAIIMOHHBIX CUCTEM

[1K-10.Y.2

[ToHATHS TOCTYNHOCTH, IETOCTHOCTH U KOH(PUICHIINATbHOCTH
nH(popmanuu. Cnocodsl NX 00ecreyeHus

[1IK-10.B.2

14

[Tonstue kubeparaku. Uto Takoe okHO onacHocTu? Kakue
CO6BITI/I$I HpOI/ICXO)ISIT BO BpeMSI CyHleCTBOBaHI/Ifl OKHa
onacHocTu?

IK-11.3.1

15

BekTop yrpo3 H €ro coCTapiIsIOLIAE

I1K-11.3.2

16

[Tpodunse 3ammrel. [IpuBeauTe cranAapThl, KOTOPBIE
periaMeHTHpYIOT pa3paboTKy npoduiiei 3amuTsl. KakoBo
CoJIepKaHue 3aJIaHus 110 OE30MaCHOCTH?

[K-11.¥.1

17

Knaccugunupyiite yrposst Ub P® ans nuynoctu, amis
obmectna, 1t ['ocynapcTsa 1o oO1ieit HampaBJIeHHOCTH

IIK-1.B.1

18

Kputnueckas nnpopmannonsas uHppacTpykrypa. OOBeKThI
KNNu cyowvextet KUU

[1IK-2.3.2

19

praBJ’ICHI/IC PUCKaAMHU. Metoauku YIIPaBJICHHUIO pUCKaMU

I1K-2.3.7

20

Kanans! yreuku undopmanuu, Yto Takoe TeXHUUECKUN KaHaJ
yreuku nHpopmarun? OxapakTepu3ynTe caydaiHbIi n
OpraHM30BaHHBIN KaHaJ yTeYKU HH(OpMaLUn

[IK-2.V 4

21

Hanpagienus noBceAHEBHOM NESATEILHOCTH CUCTEMHOTO
aMUHUCTpaTopa, oduIepa mo 6€30MacHOCTH,
oOecnieunBaroue nojajepxkanue paborocrnocoonocru UC, a
TaK)Ke cocTaB pabouelt TpymIbl Mo pa3paboTKe U BHEJPEHUIO
MOJUTHUK WH(POPMAIIMOHHOM 0€3011acHOCTH

[IK-2.¥.5
[IK-1.B.1

22

Nudopmannonnsie pecypesl @CTIK amst pazpaboTunkos,
aJIMHUHHCTPATOPOB U HKCHEPTOB B chepe nHHOpMaMOHHON

[IK-3.B.1




0€e30I1aCHOCTH

23

Bpenonocnoe nporpammuoe obecrieuenue, Jlaiite
omnpenenaeHue «0oMObI», «4epBs», «BUpycay. Kakue
HETaTUBHEIE MOCNECTBUSA B (yHKIIMoHUpOoBaHuu NC
BbI3BIBACT BpesioHocHOe [10?

[1K-4.3.2

24

Uro Takoe uneHTudukanus? Jlaiite TOTKOBAaHUE MTOHSATHUS
«ayTeHTHQUKaus». 3-3a Kakux NpUYHH 3aTpyIHEHA
HaJCKHAS UACHTU(DUKAIHS?

[IK-7.¥.1

25

Cpencts 3amutbl nHGopmanuu (C3U1), ux knaccudukaims.
Knaccs! 3anmmennoctu C3U.

[1K-9.3.2

26

Oco0EHHOCTH 3alIMTHl OMOMETPUUYECKON HH(DOpMAIUN

IT1K-10.3.2

27

CucreMbl KOHTPOJIS U yIpaBiieHUs AocTynoM. Uto Takoe
maTpuuia goctyna? Kakas undopmaius ananuzupyeTcs npu
IPUHITUN PELLIEHUS O IIPEIOCTABJIEHUH 10CTyna?

[IK-10.¥.1

28

Cucremsl nporokonupoBanus. [[pokoMMeHTHpYITE
0COOEHHOCTH NPUMEHEHHsI TaHHOT'O CepBUCa OE30MaCHOCTH.
Kakue cpencrBa aBTOMaTu3aluy CyIIECTBYIOT IS
MOHUTOPHHIa cOObITUH 6e30macCHOCTH?

[IK-11.3.2
IIK-1.B.1

29

OcHoBHas 3a/1aua ay/InTa, Kak cepBrca 0€30MacHOCTH.
OynkunoHaabHOCTh SIEM-crctem?

[K-11.¥.1

30

OkpanupoBaHue kak cepBuc 6e3onacHoctu PUC. YUro Takoe
firewall u kak on dpyHKIIMOHUPYET?

[K-11.¥.1

31

J1st KakuX 1esied CIIyXUT CEPBUC aHAIM3a 3allUIEeHHOCTH? B
YeM 3aKJII0YaeTcs crenuduKa yrpaBieHHs, Kak cepBrca
0e30macHOCTH?

[IK-1.B.1

32

Kakune HOpMaTHBHBIE aKThl U CTAHJAPTHI PErIaMEHTHUPYIOT
JeSATEeILHOCTH 110 MOBEPKE (OILICHKE) YPOBHS 3aIMIIIEHHOCTH?
UYT0 Takoe OIIEHOUHBIN YPOBEHb JOBEPHS?

[1K-4.3.2

Bomnpocs! (3agaun) muis 3adera / nug¢. 3auera npeacrapieHs! B Tabnuie 16.

Tabmuna 16 — Bonpocs! (3agaun) mis 3adera / qudd. 3adera

Ne i/t

[Tepeuens BompocoB (3aga4) ans 3a4dera / qudd. 3adera

Kon
WHIAMUKATOPA

Y4eOHBIM MJIAHOM HE IPETYCMOTPEHO

[lepeuenp TeM A KypCOBOTO NPOEKTHUPOBAHUS/BBIIIOJHEHUS KypCOBOM pabOThI
MpeICTaBIeHbI B Ta0nuie 17.
Tabnuna 17 — Ilepeyens TeM Juisi KypcOBOTO NPOEKTUPOBAHMSI/BBITIOIHEHUSI KYPCOBOM pabOThI

No 11/ [TpuMepHBIii IepedeHb TeM Il KypCOBOIO MPOEKTUPOBAHUS/BBITTOIHEHHS
) KypcOBO#l pabOThI
Y4eOHBIM IIJIAHOM HE MPEAYCMOTPEHO
Bompocel il mpoBeneHUsT NPOMEXYTOUYHOM aTTECTallUM B BHJIE TECTUPOBAHMUS

IIpeJICTaBJICHBI B Ta0wmIe 18.

Tabmmma 18 — [IpumepHBIii IepedeHb BOITPOCOB TSI TECTOB

y Koz
Ne n/mt ITprMepHBIii TepeueHb BOIPOCOB ISl TECTOB
WHJMKaTOpa
1 K kaxoil pa3HOBUAHOCTH MOZEIIEH YIIPaBIEHUs JOCTYIIOM OTHOCUTCS [1IK-2.3.2

mozenb bemna-Jla [Tagynsi?
a) MOJIeTb TUCKPELIMOHHOTO JOCTYTIA;
0) MOJIeJTh MAaHIATHOTO JTOCTYTIA;




B) poJieBasi MOJIEIb.

Kak Ha3bpIBatoTCs yrpo3bl, BEI3BaHHbBIE OIIMOKaMU B IPOCKTUPOBAHUHT [1K-4.3.2
AMUC u ee 351eMeHTOB, OIMOKaMHU B IIPOTPaMMHOM O0ECIICUEHHUH,

OlIMOKaMu B IEWCTBUAX NEpCOHANIA U T.11.7

K xakum mMepam 3ammThl OTHOCHTCS TIOJTUTHKA 0€30MacCHOCTH? I[IK-1.B.1
a) K aIMUHUCTPATUBHEIM,;

0) K 3aKOHOJIaTCIIHHBIM;

B) K IPOTPaMMHO-TEXHUYECKHM;

T') K IPOIETyPHBIM.

B kakowm u3 npencTaBiieHHI MaTPUIB JOCTYIa HauboJee MpocTo [1IK-2.3.2
OTIpEeICTUTh MOJIb30BaTeNeH, UMEIOIIUX JIOCTYII K ONPEeIEHHOMY

baiiny?

a) ACL;

0) CIMCKH TOTHOMOYH CyOBEKTOB;

B) aTpUOYTHBIE CXEMBI.

Kak Ha3piBaeTcsi CBOMCTBO MH(POPMALIMH, 03HAYAIOIIEE OTCYTCTBUE [1K-2.3.2
HEMPABOMOYHBIX, U HE MPETYCMOTPEHHBIX €€ BJIaIeTbleM U3MEHEHHI?

a) 1IeJIOCTHOCTb;

0) aneNIupyeMocTh;

B) IOCTYITHOCTb;

') KOHUIEHIIUATbHOCTD;

1) AyTEHTUYHOCTh

K ocHOBHBIM NpUHIMIIAM ITOCTPOEHHUS CUCTEMBI 3amuThl AVC TIK-7.V.1
OTHOCSTCSL:

a) OTKPBITOCTb;

0) B3aUM0O3aMEHSEMOCTb ITOICUCTEM 3aIHTHI,

B) MUHUMU3AIUs TPUBUIICTHIA;

I') KOMIUJIEKCHOCTb;

1) IPOCTOTA

Kakwue u3 cneayronmx BbICKa3bIBaHUM 0 MOJIeH ynpasieHus goctynom | [1K-9.3.2
RBAC cnpaBennuBbi?

a) C KaXJIbIM CYOBEKTOM (IT0JIb30BaTEIEM ) MOXKET OBITH aCCOIMUPOBAHO

HECKOJIBKO pOJIEH;

0) poaM yHopsi0UEHbI B HEPAPXHUIO;

B) C KaX/IbIM O0BEKTOM JI0CTYIa aCCOLIMUPOBAHO HECKOJIBKO POJIEH ;

T) JUIS KaKJO0M Mapbl «CyObeKT-00bEKT» Ha3HauU€H Ha0Op BO3ZMOMKHBIX

paspeleHun

. Aucneruep nocryna... [1K-3.B
a) ... UCTIONIb3YyeT 0a3y JaHHBIX 3aIIUTHI, B KOTOPOM XPaHATCS MpaBHIia
pasrpaHuyeHus 10CTyIa;

0) ... UICMIONIB3YEeT aTPUOYTHBIE CXEMBI JJISl IPECTABICHUS MATPHIIBI

JIOCTYTIA;

B) ... BBICTYIIA€T OCPETHUKOM IIPU BCEX OOPALICHUAX CYOBEKTOB K

00BEKTaM;

r) ... GUKCUpYeT UHPOPMALIMIO O MOMBITKAX JIOCTYNa B CHCTEMHOM

KypHaJIe;

Kakue npeanomnoxenus Bkiarodaet HedopMaabHas Moaens Hapymurens? | [1K-4.3.4

a) 0 BO3MOKHOCTSIX HapYILIUTEIS;

0) 0 KaTeropusx JiMl, K KOTOPHIM MOKET MPUHAJIeKATh HAPYIIUTENb;
B) O IIPUBBIYKAX HAPYLIUTEIS;

T') O peABIAYIINX aTaKaxX, OCYIIECTBIEHHBIX HAPYIIUTEIIEM;

1) 00 YpOBHE 3HAHUN HApYITUTEJSI




10 Uro npeactaBisieT co0oi ToKTpruHA HHDOPMAITMOHHOM 0€30MMacHOCTH [1K-4.3.4
P®?

a) HOPMATHUBHO-TIPABOBOM aKT, YCTAHABJIMBAIOIINN OTBETCTBEHHOCThH 32
npaBoHapymieHus B chepe nHPOpMAIMOHHON 06€30MaCHOCTH;

0) penepanbHBIN 3aKOH, PETYJIUPYIOUTUN TPABOOTHOIICHHUS B 00J1acTH
nH()OPMAIIMOHHON 0E30MaCHOCTH;

B) II€JIeBast IPOrpamMMa Pa3BUTHS CUCTEMbI HHPOPMAITMOHHOH
6e3omacHoctu PD, npencrasisromas co0oi mocie10BaTeIbHOCTh
CTaJui U TAIlOB;

') COBOKYITHOCTh O(MIIUATBHBIX B3TJISI0B HA [EJH, 33][a4H, TPHHITUITHI
Y OCHOBHBIC Ha- MpaBJieHHsI oOecrieueH s HH(HOPMAITMOHHON
6e3onacHoctu Poccuiickoii @enepanuu

11 K xakoMy Buy Mep 3amuThl HHGYOPMAITUU OTHOCUTCS YTBEPKICHHAS I1K-2.3.7
nporpamMma paboT B 00sacTu 6e30macHOCTH?

a) MOJINTHKA 0€30IaCHOCTH BEPXHETO YPOBHS;

0) monuTHKa 6€30MaCHOCTH CPEIHETO YPOBHS;

B) MIOJUTHKA 0€30MaCHOCTU HUKHETO YPOBHS;

T') IPUHIIAIT MUHAMHU3AIUN TPUBHIICTHIA;

1) 3all1Ta NOJAepKUBAIOIIe HHPPACTPYKTYPHI.

12 Kakue 13 nepeuncieHHbIX HUXKE YIPO3 OTHOCSTCS K Kiaccy [IK-2.V .4
MpeHaMEPEHHBIX ? [IK-2.¥.5
a) 3apaKeHHe KOMITbIOTEpa BUPYCaMH;

0) ¢pu3nyeckoe pa3pylIeHUE CUCTEMBI B pe3yJsIbTaTe M0oXkapa,

B) OTKJIFOUEHUE WM BBIBOJ U3 CTPOS IOJCUCTEM 00ECTIEUEHUS
(YHKLIIMOHUPOBAHUS BbI- YUCIUTEIBHBIX CUCTEM (JIEKTPONUTAHUS,
OXJIQX/ICHUS Y BEHTHJISIIUH, JIMHUH CBSI3H U T.I1.),

I') IPOEKTUPOBAHUE APXUTEKTYPbI CUCTEMBI, TEXHOJIOTUU 00pabOTKH
JAHHBIX, pa3pad0TKa MPUKIIAJHBIX IIPOTPAMM, C BO3SMOXKXHOCTSIMH,
MPEJCTABISAIOIIMMHU OMACHOCTH JUIs pab0TOCIIOCOOHOCTH CUCTEMBI U
0e30MmacHOCTH HH(OPMALINY;

1) YTeHUE OCTaTOYHOU MH(OPMAIIUU U3 ONIEPATUBHOM MaMATH U C
BHEIIHUX 3aIIOMHHAIONINX YCTPOWUCTB;

€) BCKpbITHE NIM(PPOB KPUNTOZAIMTHI HH(POpMALUU

[lepeueHb TeM KOHTPOJBHBIX PabOT MO MUCHUIUIMHE OOYYaIOIUXCS 3a09HOU (hOPMBI
o0ydeHus, Ipe/ICTaBICHbI B Ta0mie 19.

Tabmuua 19 — IlepeueHb KOHTPOJIBHBIX paboOT

No /it [TepeyeHb KOHTPOJIBHBIX PabOT

He npenycmorpeno

10.4. Meroauueckue  Marepuaibl,  ONpPEACNAIONIME  HPOLEIyphl  OLIEHUBAHHSA
WHAMKATOPOB, XapaKTEpU3YIOLIUX dTanbl (HOpMHpPOBaHHUS KOMIETEHIMH, coaepxarcs B
JOKAJIBHBIX HOpMaTuBHbIX akTax [YAIIL, pernameHTHpyOIIUX NOPSAOK M MPOLEAYPY
MIPOBEJICHUS TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXYTOUHOM aTTecTalli 00yJaromuxcs
I'VAIL

11. Meroaudeckre ykazaHus i 00y4JaOIUXCs IO OCBOCHUIO TUCITUTUIHHBI
11.1. Meronuyeckue ykazaHus [ OOYYalOIIUXCS IO OCBOCHHUIO JIGKIIHOHHOTO
marepuaia ).
OcHOBHOE Ha3HAYEHHE JIEKIIMOHHOTO MaTepuana — JIOTUYECKH CTPOWHOE, CHCTEMHOE,
nIyOOKOe W SICHOE H3JIOKEHWEe ydeOHoro marepuana. HasHaueHWe COBPEMEHHOW JICKIIMH B




paMKax IUCIMIUIMHBI HE B TOM, YTOOBI MOJIYYUTh BCIO MH(POPMALHUIO 1O TEME, a B OCBOCHHU
byHIaMeHTalbHBIX Mpo0JjeM JUCHMIUIMHBL, METOJAOB HAY4YHOIO IIO3HAHHUS, HOBEHIINX
JOCTYIKEHUI HAaydyHOW MBICTH. B yueOHOM mporiecce JICKIHS BBITIONHSET METOI0JIOTHYECKYIO,
OpPraHU3aIMOHHYIO U MH(POpMAIMOHHYIO (GYyHKIUU. JIeKuus packpbiBaeT MOHATHIHBINA anmmapar
KOHKPETHOW oO0yacTH 3HaHUs, €€ MpoOJeMbl, AAaeT IEeTbHOE MPEACTaBICHUE O IUCIHILIMHE,
MOKA3bIBAET B3aUMOCBS3b C IPYTUMU AUCHUTLIMHAMH.

[lnanupyemMble pe3yabTaThl IPH OCBOSHUH 00yYarOMKUMUCS JIGKIIMOHHOTO MaTepraa;

— TIOJy4YeHHE COBPEMEHHBIX, LEJOCTHBIX, B3aHUMOCBA3aHHBIX 3HAHUU, YpPOBEHBb
KOTOPBIX OIPEEIISIETCS LEIEBOM YCTAaHOBKOM K Ka)K10M KOHKPETHOM TEME;

— TOJy4YeHHE OMBITa TBOPUYECKOM pabOThl COBMECTHO C MPEIOIaBaATEIEM;

— pa3BuTHE MNpO(eEecCHOHANBHO-IETIOBBIX  KauecTB, JIIOOBU K  IOpeaMeTy U
CaMOCTOSITENIbHOTO TBOPUYECKOTO MBIIIIJICHHS.

— TOsBJIEHHE HEOOXOAMMOT0 HHTEPEca, HEOOXOAUMOTO Il CAMOCTOSTEILHON PabOThI;

— TOJy4YyeHHE 3HAaHUNH O COBPEMEHHOM YPOBHE pa3BUTHS HAyKM M TEXHUKHM U O
IPOTHO3€E UX Pa3BUTH Ha OJIIKANIINE TOJIBI;

— HAY4YUTbCS METOAMYECKH 00pabaTbiBaTh MaTepuai (BBIACNATH IJIABHBIE MBICIU U
MOJIOKEHHUSA, TMPHUXOAUTh K KOHKPETHBIM BBIBOJIaM, MOBTOPSATh WX B Pa3IMYHBIX
(bopMynupoBKax);

— TOJy4YeHHe TOYHOTO MOHUMAaHUS BCEX HEOOXOAUMBIX TEPMUHOB U TOHSATHUH.

JlekuMOHHBI MaTepuan MOXET CONPOBOXKIATbCA JIEMOHCTpauued CIauoB U
UCIIOJIb30BAaHMEM pa3aTOYHOrO MaTepuaja TMpU MPOBEACHUU KOPOTKUX JUCKYycCUH 00
O0COOEHHOCTSIX IPUMEHEHUSI OT/AEIbHBIX TEMATUK 110 TUCLHUIUINHE.

CrTpyKTypa npeocTaBieHHs JEKIIMOHHOTO MaTepuana:

— Apxurekrypa pacnpeaeneHssix UC

— Ocobennoctu 3amuThl nHGopmanuu B PUC

— Oo0ecnieuenue 6e3omacHOCTH WMH(GOPMAIMU B TOJIB30BATEIHLCKOW MOJICUCTEME
CHEeMATM3UPOBAHHBIX KOMMYHHKAIMOHHBIX VIC

— 3amura nHGOpPMAIIUU HAa YPOBHE MOJCUCTEMBI YIIPaBICHUS

— 3amura nHGOPMAIIUH B KaHAJIaX CBS3U

— Oco6eHHOCTH 3aUThl HHPOPMALIMU B paclpeieeHHbIX 0a3ax JaHHbBIX

11.2. Mertoanyeckue ykazaHus JUIsl OOYdYarOIIMXCS 1O Yy4YacTHIO B CEMHHapax -
VUeOHbIM NIAHOM He NPeQYCMOMPEHO

11.3. Meroauueckue ykazaHus A8 OOYYalOIIMXCS MO TMPOXOXKACHUIO TMPAKTHYECKUX
3aHATHH - Y4eOHbIM NAAHOM He NPedyCMOMPEHO

11.4. Metoauueckue yka3aHusl A OOy4arolUXCsl 1O BBIMNOJIHEHHUIO JIaDOPaTOPHBIX
pabot

B xone BeimonHeHus 1a00paToOpHbIX pabOT oOydaromuiics JOKEH YrioyOuTh H
3aKpENUTh 3HAHUS, NPAKTUYECKUE HABBIKM, OBJAJETh COBPEMEHHOW METOJUKON M TEXHUKON
HKCIIEPUMEHTa B COOTBETCTBUM C KBAIM(PUKAIIMOHHOM XapaKTepUCTHKOW 0Oy4aromerocs.
BrimonHenue nabopaTOpHBIX pabOT COCTOMT U3 3KCIEPUMEHTAIbHO-TIPAKTUYECKOM, pacyeTHO-
AQHAJIUTUYECKON YaCTe U KOHTPOJIBHBIX MEPOITPUATHI.

BrinonHenue 51abopaTopHBIX paboOT 0O0y4aromMMCs SBISIETCS HEOTHEMJIEMOH YacThiO
W3YYEHUS JUCLUIUIMHBL, ONIpeNesiseMoll y4eOHBIM IUIAaHOM, M OTHOCHUTCA K CPEICTBaM,
00ecreynBaroIUM pelIeHUe CIIeIyIOIUX OCHOBHBIX 3a/1a4 00y4aroIerocs:

— TnpuoOpeTeHHe HaBBIKOB MCCIEIOBAaHUSA MPOLECCOB, SBIEHUH U OOBEKTOB,
M3Yy4aeMbIX B paMKax JaHHOW JUCLUILINHBL,

— 3aKpeIuleHHe, Pa3BUTHE M JeTalu3allsl TEOPETUYECKUX 3HAHWUW, MOJyYEeHHBIX Ha
JEKIUSX;



— ToJIyueHHe HOBOM MH(OpMAIUH 110 U3Y4aeMON AUCLHUIUINHE;
— TmpuoOpeTeHne  HaBBIKOB  CAMOCTOSATEIBLHONM  pabOTBI ¢ JTaOOpaTOPHBIM
000pyTI0BaHUEM U MPUOOPAMH.

3ajianue ¥ TpeboBaHus K IPOBEICHUIO J1a00paTOPHBIX PaboT

JlaGopaTopnas padora Ne 1 «Pa3paborka moaenu yrpo3 6e30macHoCTH HHPOPMALTUN

ens mabopaTopHoit padoTer Ne 1: IlocTpoeHue pa3IuyHBIX MOJEIEH, 0TOOpaKarounux
ApPXUTEKTYpy aBTOMAaTU3WPOBAHHOM CHCTEMBI M OrPAaHWYECHUH JOCTyma K WHGOPMAIHU.
[IpoBenenne ananmusza MecT U BUIOB yTeukd uHPopMmanuu. OleHka yrpos, ysS3BUMOCTEH U
CTETICHU 3aIIUIIEHHOCTH UH()OPMAIIHH.

3amanue Kk mabopatopHoit padbote Nel

1) BbIMONMHUTE  OLEHKY aKTyaJbHOCTH pa3padarbiBaeMoil  MH(GOPMAIMOHHON
CHCTEMBI
2) IIpoBecTH CTPYKTYpHBI CHCTEMHBIM aHalu3 OW3HEC-TIPOLIECCOB IPEIMETHOM

obmactu. Iloctpouts muarpammbel IDEFO (AS-1S), DFD (AS-IS), (mpwu
HeoOxoaumoctu — IDEF3 (AS-IS).

3) Onucath pazpaboTaHHbIEC AHATPAMMBI

4) BreinennTs akTuBbI, oAIEKAIIMEe MHGOPMAIIMOHHOH 3aIIUTe

5) [Toctpouts Mojenb Yyrpo3 pazpadaTeiBaeMoil HHPOPMAIHOHHON CHCTEMBI
6) [TocTpouTh MOJIENIb HAPYIIUTEIIS

7) CdopmupoBaTh peecTp aKTyaTU3UPOBAHHBIX YIPO3 Ul KKJIOTO aKTHBA
8) CdopmupoBaTh BEKTOPHI y3BUMOCTEH. OIIEHUTh BO3MOYKHBIE PUCKH

9) O1neHuTh cTerneHb 3alUIeHHOCTH HHPOpMaIIUU

https://pro.quap.ru/get-task/cac51c01f6ef8be85769724d13573h9%a

Crpykrypa u ¢dopma oTdera 0 JadopaTopHoil pabore

Otuer mo mabopaTopHbIM paboTaM JOJKHA OTpakaTb HE (aKT CIPOEKTUPOBAHHOM
CHUCTCMBbI 3alIWTBI, @ MPOLUECC MPOCKTUPOBAHUA, HOKE{?;BIBZlIOHII/IfI BCIO pa60Ty Haa IMPOCKTOM
HauuHas OT IMOJYYEeHHOT0 MCXOJHOI0 MaTepuana U HaOpocka Oynymied 3aiuiieHHON
MH(OPMALlMOHHOM  CHCTEMbl M  3aKaH4MBas pa3padOTaHHBIM W IPOTECTUPOBAHHBIM
OpOTpaMMHBIM TaKeTOM, C OOOCHOBAaHMEM BCEX IHPHUHATHIX B IPOLECCe MPOESKTUPOBAHUS
peLeHui.

TpeboBanus K 0ohoOpMIIEHHUIO OTYETA O JIAOOPATOPHON paboTe

B comepxanuu  momxkHa OBITh OTpakK€Ha CTPYKTypa oOT4deTa. BBeneHue IOMKHO
XapaKTepU30BaTh Ty cPepy YeIOBEUECKON IeATETHHOCTH, A1 KOTOPO OyIeT MpOeKTHPOBATHCS
CUCTECMaA 3alllUThI I/IH(l)OpMaHI/II/I. HpI/I OIIMCaHUHN )II/IanaMM JTOJI’)KHBI 6I>ITI) N3J10KCHBI OCHOBHBIC
(GyHKIIMOHATbHBIE BO3MOXXHOCTH Oyaylield CHCTEMbI 3alUThl MHPOPMAIMH, a TaKKE BH/IBI
uH(pOpMaLUK KOTOpbIE MPHUAETCS XPaHUTh U 0OpabdaThIBaTh AJi JOCTHXKEHHS IOCTaBICHHOU
nemu. B mocnemyromux 71abopaTOpHBIX  pabOTax JOKHBI  OBITH  W3JIOKEHBI  ATarbl
KOHCTPYHPOBaHUS M (QYHKIMOHUPOBAHUS MPOrPaMMHO-TEXHUYECKHX YCTPOHCTB 3alUThI
uH(pOpPMAIIUK U TEXHUYECKUX O0BEKTOB OT HECAHKITMOHUPOBAHHOTO JIOCTYTIA.

JlaGopaTopHas padora Ne 2 «DopmupoBanue CTpyKTypbl 0a3bl aHHbIX PUCy»
ens nabopatopHoit paboTel: CHpPOEKTUPOBATH JIOTHYECKYI0 U (¢u3udeckyro ERD
POEKTHPYEeMOH (3aIuIiaeMoii) HH(POPMAITMOHHONW CUCTEMBI.
3amanue K 1abopaTopHOM paboTte
1) Ha ocHoBaHWM pe3yJbTaTOB CHCTEMHOTO aHAJIHM3a MPEAMETHOH 00JIaCTH, MOTYyYEHHBIX B
naboparopHoit padore Ne 1 cripoeKTHPOBaTh apXUTEKTYPY MH(DOPMALIMOHHON CUCTEMBI


https://pro.guap.ru/get-task/cac51c01f6ef8be85769724d13573b9a

2) Tlo DFD-monenu (To-Be) coctaButh Tabnuily COOTBETCTBHUSI BHEIIHUX CYIIHOCTCH |
Hakomnuresnen Tabimiam 0a3bl JaHHBIX (JIOTHYECKUN YPOBEHB)

3) IlpuBectn Tabauubl 0a3bl AaHHBIX (Joruyeckwii ypoenb) B 3H® (3 HOopMabHYIO
hopmy)

4) YCTaHOBHTH CBSI3M MEXTy TaOJIMI[aMHU, TUIIBI CBS3€H B OTYETE OMKCATh

5) Paspaborars ER-nuarpammy huzndeckoro ypoBHsI

6) OdopMuTh OTUET 10 JTAOOPAaTOPHOI paboTe.

B conepxannm nomkHa OBITH OTPaXKEHA CTPYKTYpa OTUYETA.
https://pro.quap.ru/get-task/86f2a4558683e34c270a760f15b2abld

JlaGoparopuas padora Ne 3 «OneHka v NPUOPUTU3ALUS PUCKOBY

Llenp maboparopHoii pabotel: OrleHKa 3aMMIIEHHOCTH WHPOPMAITMOHHONW CUCTEMBI U

npuopuTusanusa puckon Ub.

3ananue K 1abopaTopHoii padboTe

1) Ha ocHoBaHuu mpeanonoxeHuil 0e30MacHOCTH, MPH yYeTe YIpo3 U UMEIOIINXCS
ySI3BUMOCTEH (MOJESTM yrpo3, MOJYYCHHOW B J1abopaTopHbIXx padorax Ne 1-2)
chopMynupoBaTh LeAM O€30IMacHOCTH, ONPENESIUTh KIacC U KaTerOpHIo
3alMIIEHHOCTH UH(POPMALIMOHHON (aBTOMATU3UPOBAHHOW) CUCTEMBI.

2) PykoBoactBysice 'OCT P UCO/MBK TO 13335, 'OCT P UCO/M3K 17799 u
'OCT P MUCO/M3BK 27001 BBIIOTHUTH alPHOPHYIO OIEHKY W MPUOPUTHU3AIIUIO
PHCKOB, a TaKkXe COONIOJeHUE 3aKOHOJATENbHBIX M HOPMATHUBHBIX aKTOB JUJIS
paccMmarpuBaeMort HHGOPMAIIMOHHOW cHCTeMbl (s omeHkn pexomeHayercs
HCIIOJIb30BaTh [IPOrPaMMHOE CpPEACTBO MICROSOFT SECURITY
ASSESSMENT TOOL) https://www.microsoft.com/ru-
ru/download/details.aspx?id=12273)

3) Pe3ynbpTaThl 3KcriepTHON OLIeHKH pUcKoB Wb, moilyueHHble Ha NpeabIAylIEM [are
MCIIOJIH30BaTh JUIsl (POPMUPOBAHUS PEKOMEHIAIIUN 110 TPUOPUTU3ALIMH PUCKOB

4) [IpoBecTH OlLIEHKY 3alMIIEHHOCTH dKCIuTyatupyemMoit (AS-IS) u npoextupyemoit
(To-Be) uH(bDOpMAIMOHHON CHCTEMBI C y4E€TOM aJaNTalldd MPaBHI MOJHUTHK
MH(OPMaLIMOHHON 0€30MacHOCTH (KPacHBIX KPYXKKOB B AKCIEPTHON OLIEHKE HE
JIOJDKHO OCTaThCS).

5) Od¢opmuts otuet no abopaTopHO padoTe.

B conepxxanuu 1omkHa ObITh OTpaXKeHa CTPYKTypa OTYeTa.

https://pro.guap.ru/get-task/9372943330e90d0af0d0974d8a9ec9d4

JlaGopatopnas padora Ne 4 «COop noroB coObITUH MHPOPMALMOHHOW O€30MaCHOCTH B
AirSIEM»

ens maGopatopHoit paboTrel Ne 4:  pa3zpaboTarh CHCTEMY, KOTOpas TIO3BOJISIET
aHAJTM3UPOBATh PETUCTPUPYEMBIE B 3aILUIIAEMON UHPPACTPYKTYpE COOBITHS, NOCTYNAOLIHE OT
pa3IMyYHbIX  HCTOYHMKOB, U  OOHAapy)XMBaTh  aTakW/CUEHApUW  aTak/IoJ03pUTEIbHbIE
NEHCTBUSA/OTKIIOHEHUSI OT HOPMBI, (OpPMHPYS MpU HEOOXOIUMOCTH COOTBETCTBYIOIINE
HHIUIEHTHI 0€30IMaCHOCTH.
3ananue k aboparopHoii pabore Ned
1) Passepuyts SIEM-skocucremy, ucrnonb3yst mnpoekt AirSIEM  (oOpa3 mucka
conepxut AirSIEM, pa3sepHyyto Ha Windows 7)
2) Paseepuyth AirSIEM, ucnons3ys wa Windows 10)


https://pro.guap.ru/get-task/86f2a4558683e34c270a760f15b2ab1d
https://pro.guap.ru/get-task/9372943330e90d0af0d0974d8a9ec9d4

3) PeaimzoBarte moncucTteMy cOOpa M XpaHEHHS IOCTYMAIOIIUX  COOBITHIA
0€30IaCHOCTH;
4) Odopmuth oTUET 110 JabOpaTOpHOIt padoTe.

JlabopaTopuasi pa6ora Ne 5 Pazpaborka Web-kiueHTa MOHHTOpPHHTa WCKJIIOUYEHUH B
pacrpeienieHHOH HHPOPMAIIMOHHOM CUCTEME

Hens padoter: M3yunts npuHOUNBl moctpoeHus MVC-penieHnii, mo3BOJISIONIMX PacpeIeInTh
OM3HEC-IOTUKY B paclpeleieHHbIX HH(OPMAIMOHHBIX CHCTEMaX, HAayYUThCS HCIOJIb30BATh
METOJIbl MPOEKTUPOBAHUS MPUIIOKEHUHN JOCTyNa K JaHHBIM, 0a3upysich Ha npuHimnax Model-
First. OcBouts Mexanu3msl Entity Framework s npoextupoBanusWeb-kimentos PUC.
3amanue K 1abopaTopHOi paboTte

1) U3yunTth MaTepuaibl JEKIUN pa3MeLIEHHbIE B TMYHOM KaOUHETE.

2) B cooTBercTBUU C 3asBIEHHOM B JIEKUUAX (YHKIMOHAIBHOCTHIO, pa3padborate Web-
kiueHT, ucnonb3ytonmii ASP.NET Core MVC noaxoss! pa3paboTKu pacipeIeICHHBIX CUCTEM.

3) Web-kiuent nomkeH obecreynBaTh BO3MOXKHOCTD yIAJICHHOTO MOHUTOPHUHTA TaOJIHIIbI
UserExceptions pa3spaboranHoii panee apxutektypbl BJl, a Taxke mommepxky BezoBa CRUD-
onepanuii (create, read, update, delete) Han qaHHOM TabIUIIEH.

4) Jloxkanm3oBate uHTEpdeiic Web-kimeHTa (Ha pycCKOM SI3bIKE JTOJDKHBI OBTH BCE €ro
AJICMEHTHI)

5) PaspaboraTh JONOJHUTEIBbHBIA (QYHKIHOHAT MPOCKTa B  COOTBETCTBHH C
WHIUBUAYAIbHBIM BAPHUAHTOM.

6) OdbopmuTh OTYET 110 Ta0OPATOPHON paboTe, COMEPIKAIIMI: TUTYIHHBIN JUCT, HA3BaHUE,
HOMEp U 1eNb paboThl, MOCTAHOBKY 3aJauM, ajJrOPUTM pPEIIeHHUs Ui KaKI0ro MpOrpaMMHOIO
MOJTyJIsl, JINCTHHT MPOrPAMMHBIX MOJYJIEH, pacredaTKy pe3yJbTaToB, pacledaTky H300pakeHus
(dbopM, UCTIOTIB3YEMBIX B IPOTPaMMe

11.5. Mertoauueckue ykasaHus JUid OOy4aroIMXCs 10 IPOXOXKIACHUIO KypCOBOTO
MIPOEKTUPOBAHUS/BBIIIOJIHEHUS KYPCOBOU paOOTHI yueOHbIM NIAHOM He NpedyCMOMPEeHO

11.6. Meroauueckue ykazaHus JUIsi 0OYJaIOMIMXCS MO MPOXO0XKIESHHIO CAMOCTOSITEITHHOM
paboThI

B xone BBITOMHEHUSI CaMOCTOSITENILHOM PabOThI, 00yJaroUIUiCs BBIMOIHAET paboTy 1O
3aJJaHUI0 ¥ IIPU METOJUUYECKOM PYKOBOJCTBE IperojaBaTelisi, HoO 0e3 ero HernocpeiCTBEHHOIo
y4acTusl.

Jns oOyyaromuxcst 1mo 3aoyHoi (opme O0ydeHHs, caMOCTOsITeNbHas paboTa MOXKET
BKJIFOYATh B CEOsI KOHTPOJIBHYIO paboOTYy.

B mnpouecce BBIMOJHEHHUsSI CaMOCTOSTENbHONW paboThl, y oOydaromierocss (popMHpYyeTcs
nenecooOpa3Hoe IIaHupOBaHue pabouero BpeMeHH, KOTOpOe MO3BOJISIET UM pa3BUBATh YMEHUS
U HaBBIKM B YCBOCHHWU W CHUCTEMAaTH3allMH TPUOOpPETaeMbIX 3HAHWH, OOECIIEYMBAET BBICOKHMA
YPOBEHb YCIEBAEMOCTH B NEpUOJ OOyuYeHHs, IOMOraeT MOJYYUTh HABBIKM IOBBIILICHUS
MpoeCCHOHAIBHOTO YPOBHSI.

MeTtoauyeckumMi ~ MaTepuaiaMH,  HAMpaBJSIONIMMH  CaMOCTOSITENbHYIO — paboTy
00yJarONTUX CSSBIISFOTCS:

—  y4eOHO-METOJMYECKUN MaTepHa 1o JUCIUILINHE;

— METOAMYECKHE YKA3aHWS IO BBITOJHEHUIO KOHTPOJIBHBIX paboT (s 00ydaromuxcs
1o 3a04HOU (hopme oOyueHus).

11.7. MeTtoauueckre yKazaHus [UIsl OOYYarOIIMXCS IO MPOXOXKACHHUIO TEKYIIETro
KOHTpOJI YCIIEBAEMOCTH.

Texkymuil KOHTPOJb YCHEBAEMOCTH NIPEIyCMaTPUBAET KOHTPOJIb KadecTBa 3HAHUU
00y4aroImuxcsi, OCYIIECTBISIEMOIO B TEYEHHUE CEMEeCTpa C IIeNIbI0 OLEHUBAHUS XO/a OCBOCHUS
JTUCIUTUIAHBI.



11.8. MeTtoauyieckue yka3zaHUs JJisi O0Oy4arONIMXCs MO TMPOXOXKICHHIO MPOMEKYTOYHON
aTTecTaIuu.

[Ipomexxyrounass  arrectanusi  OoOy4yaroIIMXCs ~ HpPEAyCMaTpUBaeT  OLIGHUBAHHE
MIPOMEXKYTOUHBIX U OKOHYATEIBHBIX PE3yJIbTaTOB 00y4YeHHS 1O auciuiuimHe. OHa BKIIIOYAET B
cebs:

— 9K3aMeH — (opma OILEHKM 3HAaHUH, IOJYYCHHBIX OOYYaIOIIUMCS B IpoLecce
I/I3y‘-IeHI/I$I BCGI71 JUCHUIIIIMHBI UJIM €€ 4aCTH, HAaBBIKOB CaMOCTOﬂTeHBHOﬁ pa6OTBI, CHOCO6HOCTI/I
NPUMEHATh HMX JUIS PEIICHHUS MPAKTHYCCKUX 3aJad. DK3aMeH, Kak IPaBuiO, MPOBOIUTCS B
MEepHOJ] SK3aMCHAIIMOHHOW CECCHMM W 3aBEPIIASTCS AaTTECTAIIMOHHON OIICHKOW «OTIIMYHOY,
«XOPOIII0Y», «YAOBICTBOPUTEIBHOY, «HEYIOBICTBOPUTEIBHO.

— 3aueT — 3To (hopMa OLEHKU 3HAHUH, MMOTYYCHHBIX OOYYAIOUIMMCS B XOJI€ U3yUCHHS
y4€OHON JUMCUUIUIMHBI B LIEJIOM WM IPOMEXYTOUYHAs (110 OKOHYAaHUH CEMECTpPA) OLICHKA 3HAaHUMN
00yJaroIMMCs 110 OTJCIBHBIM pa3jeiiaM JUCIUILUIMHBI C aTTECTAllMOHHON OIICHKOM «3aYTCHO)
WA «HE 3a4TEHOY.

— nuddepeHIMpPOBaHHbI 3ad4eT — 3T0 (¢GopMa OIEHKHA 3HAHWH, IOJYyYCHHBIX
00y4aromuMCs TIPU U3YYCHUU TUCIMILIMHBI, IPU BBIOJHEHUN KYPCOBBIX MPOEKTOB, KYPCOBBIX
paboT, HAYIHO-UCCIIEA0BATEIBCKUX PA0OT U MPOXOXKICHUH MPAKTUK C aTTCCTAIIMOHHON OIICHKOU
COTIIUYIHOY, «XOPOILOY, KYyJOBICTBOPUTEIBHOY, KHEYIOBICTBOPUTEIILHOY.

Cucrema OLEHOK IpU IPOBEIECHUU INPOMEKYTOYHOM aTTeCTAlMH OCYIIECTBISETCS B
cooTBeTcTBUU ¢ TpeboBaHusMu [lonoxeHuit «O TeKyleM KOHTPOJE YCIIEBAEMOCTH U
IPOMEXyTOUHOW arrectanuu cTyaeHToB ['YAII, oOydarommxcsi MO mporpaMmaM BBICIIETO
oOpazoBanusi» U «O MOAYJIBHO-PEUTHHIOBOM CHCTEME OLIEHKM KadecTBa Y4eOHOW paboTh
cryneHntoB B 'Y AIDy.



Jluct BHeceHUs U3MEHEHUH B pabouyio MporpamMmy JUCIUILIAHEI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




