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AHHOTaIUI

JucuuiuinHa «3amuTa B ONEPALMOHHBIX CHCTEMax» BXOAMT B 00pa3oBaTEIbHYIO
pOTpaMMy BBICIIETO 00pa30BaHUs — MPOTpaMMy OakallaBpHuaTa 10 HAIpPaBICHHUIO TOJATOTOBKH/
cnermansHoct 10.03.01 «MuHopmanrionHas 6e30MacHOCThY HampaBieHHOCTH «be3omacHocTh
KOMITBIOTEPHBIX CUCTEMY. [luctiummuna peanmnzyercs kadenpoit «NeS1y.

JucuuninuHa HaneneHa Ha GOPMHUPOBAHKE Y BBIMTYCKHUKA CIEIYIONINX KOMIETCHIIUN:

OIIK-2 «CrocobeH mpuMeHATh HH()OPMAIMOHHO- KOMMYHHKAIIMOHHBIC TEXHOJIOTHH,
MPOrpaMMHBIE CPEACTBA CHCTEMHOTO U MPUKIIATHOTO Ha3HAYEHHUS, B TOM YHCIIE OT€YECTBEHHOTO
NPOM3BOJICTBA, JJISl PELICHUS 33124 NMPO(HEeCCHOHAIBHON AEITETHHOCTI

OIIK-1.1 «CnocobGeHn pa3pabaTeiBaTh M pPEATU30BHIBATH TOJUTHKH  yIPABICHHS
JIOCTYIIOM B KOMIIBIOTEPHBIX CHCTEMAaX»

OIIK-1.2 «CmocobeH aIMHHUCTPUPOBATH CpEACTBA 3alIMTHl HMHPOpMaUA B
KOMIIBIOTEPHBIX CUCTEMAX U CETIX»

OIIK-1.4 «Cnoco0GeH oOIleHWBAaTh YPOBEHb OE30MACHOCTH KOMITBIOTEPHBIX CHCTEM U
ceTei, B TOM YHCII€ B COOTBETCTBUU C HOPMATHUBHBIMH U KOPIOPATUBHBIMU TPEOOBAHUSIMID)

CopepxaHue NUCUUIUIMHBI OXBaThIBAeT KPYI BOMPOCOB, CBSI3aHHBIX C H3YYEHHEM
METO/0B, MEXaHU3MOB U CPEJCTB 3aIIUThl HH(OPMAIUH B Mpolecce ee 00paboTKH, XpaHESHUs U
nepefayd B KOMIBIOTEPHBIX CHCTEMax C YY€TOM BO3MOXHBIX Yrpo3 H TpeOOBaHUMI
HOPMAaTHUBHBIX JTOKYMEHTOB.

[IpenonaBanue AUCUMILIMHBI TpeAycMaTpUBaeT cieayioume (OpMbl OpraHU3aliH
y4eOHOT0 Mpolecca: JeKIHHU, JabopaTopHbIe pabOThl, CAMOCTOSITEIbHASA PadoTa CTyA€HTa

[IporpaMMoii AUCHHUIUIMHBI TPETYCMOTPEHbI CIEAYIOLUUE BUABI KOHTPOJISA: TEKYIIMA
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAS aTTeCTalMs B (hopMe SK3aMEeHa.

OO6mast TpyJ0OEMKOCTh OCBOCHHS JUCIUIUIMHBI COCTaBIIsACT 4 3a4eTHBIX €IUHUIBI, 144
yaca.

S3bIK 00yUYEHUS 110 AUCIUTUTMHE «PYCCKUH »



1. TlepeueHp MIaHUPYEMBIX PE3yJIBTATOB O0YUCHHS IO AUCIUTUINHE

1.1. Llenu npenogaBaHus TUCIUTUTAHBI

Henn npenogaBaHust JUCIUATUTMHBI COCTOSIT B U3yUYE€HUH METOJIOB, MEXaHIU3MOB U CPE/ICTB
3amMThl MHGOPMALUKM B Ipolrecce ee 00paOdOTKH, XpaHeHUS M TepeJadyd B KOMIBIOTEPHBIX
CHCTEMaXx C Y4eTOM BO3MOKHBIX YIPO3 U TPeOOBaHUI HOPMATHBHBIX JIOKyMEHTOB.

1.2. JlucumruinHa BXOAUT B COCTaB 00s3aTENbHON YacTH 00pa30BaTEILHON MPOTrPaMMbl
BhIcIIeTo oOpa3oBanus (nanee — OII BO).

1.3. TlepeueHp MIaHUPYEMBIX PE3YIHTATOB OOYUEHUS MO TUCHUILUINHE, COOTHECEHHBIX C
IUTAaHUpYEeMbIMU pe3yibTatamMu ocBoenus OIT BO.

B pesynprare m3yueHHs AMCHMIUIMHBI OOYYaIOMIMICS JAOIDKEH 00JanaTh CIIEAYIOIUMH
KOMIIETEHIIMSIMUA WJTM UX YacTsMU. KOMIEeTeHIINY U WHANKATOPHI UX JOCTHKCHHS NPUBEICHBI B

Tabimue 1.

Tabauna 1 — [lepeueHb KOMIETEHIMI U UHAMKATOPOB UX JIOCTHIKEHUS

Kon u
Kareropus (rpymma) Kon n naumeHnoBaHue HHIUKATOpA
KOMTIETCHITHH HaHMEHOBAHIE JOCTHUXKEHHSI KOMITETEHITUU
KOMITETEHITNH
OIIK-2 Cnocoben
MPUMEHSITh
UH(POPMAIMOHHO-
KOMMYHHKAI[HOHHBIE
TEXHOJIOTHH, OIIK-2.3.1 3HaeT knaccupuKaluio
MpOrpaMMHBIE COBPEMEHHBIX KOMIBIOTEPHBIX CUCTEM,
cpencTBa TUTIOBBIC CTPYKTYPHI ¥ IIPUHITUIIBI
Ob6menpodeccnoHanbHbIe | CHCTEMHOTO U OpraHMU3aIli KOMITBIOTEPHBIX CETEl;
KOMITETCHIINH MPUKIIATHOTO Ha3HaveHHEe, PYHKIUU U 0000IIEHHYIO
Ha3HAYCHMUsI, B TOM CTPYKTYpY ONEPALUOHHBIX CHUCTEM;
qrcie HA3HAYCHUE U OCHOBHBIC KOMITOHCHTBI
OTEYECTBEHHOTO cucteMm 0a3 JaHHBIX

HPOU3BOJICTBA, JUIS
pelieHus 3a1a4
pohecCHOHATLHOM
JIeSITEIbHOCTH

Oo6memnpodeccroHanbHbIE
KOMITETEHITHH T10
HaIpaBJICHHOCTH

OIIK-1.1 Cnocobeu
paspabaThIBaTh U
peanu30BEIBATH
MIOJINTUKHU
yIIpaBJICHUSA
JOCTYIIOM B
KOMHBIOTepHBIX
cucTreMax

OIIK-1.1.3.1 3HaeT apXUTEKTypy U
MPUHIUIBI TOCTPOCHUS U 3aIUTHI
OTIEPALIMOHHBIX CHCTEM

OIIK-1.1.3.2 3HaeT mporpaMMHBbIE
UHTEPQEIHCH HACTPOEK MOIUTHK
yIpaBJIEHUS IOCTYIIOM B OIEpAIllMOHHBIX
crcTemMax

OIIK-1.1.Y.1 ymeer ucnonb3oBaTh
CpEeICTBA 3aIlUThl UHYOPMAIUH
OIEPALIMOHHBIX CUCTEM IS
MIPOTHBOACHUCTBUS YIpo3aM 0€301MacHOCTH
uH(popManun

OIIK-1.1.B.1 Bnaneet HaBbIKaMu
HACTPOWKM aHTUBUPYCHOM 3allIUTHI B
COOTBETCTBHUH C ICUCTBYIOIIMMHU
TpeOOBaHUSIMU

Oo6menpodeccroHanbHbIE
KOMITETEHITHH T10
HaIpaBJICHHOCTH

OIIK-1.2 Criocoben
aJIMUHHCTPUPOBATH
CpeZCTBA 3alIUTHI
uHbOpMaInu B

OIIK-1.2.3.2 3HaeT NpUHLMIIBL
(YHKIIMOHHPOBAHHS TIPOTPAMMHBIX
CPeACTB KPUMNTOTPaPHIECKON 3aIUTHI
uH(hopManuu




KOMIIBIOTEPHBIX OIIK-1.2.B.2 Bnaneet HaBbIKAMHU
CHCTEMAax U CeTAX YCT@HOBKH ITPOrpaMMHO-AMINapaTHBIX
CPEJCTB 3alIUThl HHPOpPMALUU B
OIEPALMOHHBIX CUCTEMaXx, BKJIOYast
CpeICTBA KpUNTOrpadUuECKOM 3aIUThI
uH(hopManuu
OIIK-1.4 Cnocoben
OLICHUBATh YPOBEHb
0e3011aCHOCTH
KOMITBIOTEPHBIX OIIK-1.4.3.3 3HaeT NpUHLMIIBL
O6menpodeccrnonanbHbIE .
CUCTEM U ceTell, B (YHKIIMOHUPOBAHUS TIPOTPAMMHBIX
KOMIIETEHIIUH T10 .
TOM YHCJIE B CPEeACTB KPpUNTOTpapUUECKON 3aIUThI
HalpaBIEHHOCTH
COOTBETCTBUU C uH(popManun
HOPMAaTHUBHBIMU U
KOPIIOPaTUBHBIMU
TpeOOBaHUSIMU

2. Mecro nucuuiuuHbl B cTpykType Ol
JuctunauHa MokeT 6a3upoBaThCsl Ha 3HAHUSX, paHee MPUOOPETEHHBIX 00YYaIONTUMUCS
IpY U3YyYCHHUHN CIICAYIOUINX TUCIUILINH:
— OcHoBBI HH()OPMAITMOHHONW 0€30MMaCHOCTH
— BBgeneHue B HalpaBiieHUE
— IIporpammHo-annapaTHble CpeCTBa 3allUThl HH(OPMALIUU
— CucreMHOE IPOrPaMMHUPOBAHHE.
3HaHUs, TOJYYCHHbIE NPU M3YYCHWH MaTepuaia JaHHOW TUCIMIUIMHBI, MMEIOT Kak
CaMOCTOSITENIbHOE 3HAUYEHUE, TaK U MOTYT HCIOIB30BAThCS MPU U3YUECHUU APYTUX TUCIUILINH:
— HWuxenepHo-texHuueckue cpencraa 31
— IIpoextupoBanue cucrem obecnieuenus b
— OcHoBsl ynpasnenus Ub.

3. OO0OBeM U TPYJIOEMKOCTh JUCITUTLIAHBI
Jannapie 00 o0meM o0beMe IUCIUIUIMHEI, TPYJIOEMKOCTH OTICIBHBIX BHUJIOB Y4COHOM
paboThI 1O TUCIUILTUHE (M paclpeie]ICHUE 3TOH TPYJ0EMKOCTH TI0 CEMECTpaM) NPECTaBICHbI B
Tabauie 2.

Tabnuna 2 — O0beM U TPYJOEMKOCTh AUCIUIIIUHBI

Bun yuebHO# paboThl Bcero TpyAOCMKOCTE 11O ceMeCTpaM
Neo7 Ne8
1 2 3 4
Oowan mpyooemKocmsp OUCYUNTIUHBL, 4/ 144 2/ 72 2/ 72
3E/ (1ac)
U3 Hux uacoe npakmuueckoi no020moeKu 37 17 20
Ayoumopnuie 3anamus, BCEro vac. 91 51 40
B TOM YHCJIE:
nekruu (JI), (gac) 54 34 20
npaktuueckue/cemunapckue 3anatus  (113),
(dac)
naboparopusie pabotsl (JIP), (dac) 37 17 20
KypcoBoii mpoekT (pabota) (KII, KP), (uac)
sK3aMeH, (Jac) 27 27
CamocmoamenvHas paboma, Bcero (dac) 26 21 5
Buo npomesxxcymounoit_ammecmayuu: 3auet, | Judod. Judd. 3au. OK3.




madd. 3ager, sk3amen (3auer, Judd. 3auq, 3au.,

OK3.%%*)

DJK3.

% .
HpI/IMeanI/IC: KaHIUJAaTCKHUU 3K3aMCH

4. CopepxaHue JUCHUTUIMHBI

4.1. PacnpeneneHue TpyJOEMKOCTH AUCIUIIMHBI IO pa3eiaM U BUAaM 3aHSATHM.
Pa3z[em>1, TEMbI JUCHUIIJIMHBI U UX pr,[[O@MKOCTI: HpI/IBe,[IeHI:I B TaGJII/II_IG 3

Ta6mmia 3 — Pa3nensl, TeMbI TUCIUIUIAHBI, KX TPYJIOEMKOCTh

Paznensl, TeMbI TUCIUTUTAHBI Tlexuun 13 P KII CPC
ACTEL, et (1ac) (C3) | (uac) | (uac) | (uac)
Cemectp 7
Pasnen 1. Beenenue 6 2 2
Paznen 2. AHanmu3 BO3MOXKHBIX yTPO3 B 10 5 6
KOMITBIOTEPHBIX CUCTEMaX.
Paznen 3. OcobeHHOCTH 3aIUTEHI 9 5 6
UH(OPMAIIHOHHOT'O MPOIecca XPaHCHUS TAHHBIX
Paznen 4. OcoOeHHOCTH 3aIUTHI 9 5 6
nHGOPMAIMOHHOTO Mpotiecca 00pabOTKIIaHHBIX
Texymuii KOHTPOJIIb 1
Htoro B cemecTpe: 34 17 21
Cemectp 8
Paznmen 5. OcoOeHHOCTH 3aIUTHI 20 20 4
MH(QOPMAIIOHHOTO TIpoliecca MepeaadnIaHHbIX
Tekymuii KOHTPOJIb 1
Hroro B cemectpe: 20 20 5
Hroro 54 0 37 0 26

[lpakTHyeckas TOATOTOBKA 3aKIIOYaeTCd B HEMOCPEICTBEHHOM  BBHITOJHEHUH
Oo0y4alomyMHUCS  ONpPENENCHHBIX  TPYAOBBIX  (QYHKIMH,  CBA3aHHBIX C  Oy;yuien
npodeccHoHaIbHON AEATEIFHOCTHIO.

4.2. CopnepxaHue pa3iesioB U TEM JICKIIMOHHBIX 3aHITHI.
Coneprkanue pa3/iesioB U TEM JICKITMOHHBIX 3aHITHI MPUBEICHO B Ta0bnwuIle 4.

Ta6mmia 4 — ConepxaHue pa3esioB U TEM JEKIIMOHHOTO ITUKJIA

Howmep pasznena

HaszBanue u conep:xanue pa3esioB U TEM JEKIIMOHHBIX 3aHATHI

1

Tema 1.1. Ilonsarue wmHbOpManmHOHHOTO TMporecca. Kiaccudukanus
WHPOPMAITMOHHBIX  TporieccoB. OCHOBHBIC BHJBI  3alUIAEMOMN
WHGOpMAITIH.

Tema 1.2. TlonstHe yrpo3sl UHPOPMAIMOHHOMY  IPOLECCY.
Knaccuduxkarus yrpo3 uHpopMaMoHHbIM TporieccaM. TpeboBaHus K
3aIuTe JAaHHBIX B KOMITBIOTEPHBIX CHCTEMaX.

Tema 2.1. KomnbloTepHbIe CHCTEMBI U 00ecTiedyeHrne UX 0e30MacHOCTH
ApPXUTEKTypa CIOKHBIX KOMITBIOTEPHBIX CHCTEM C TOYKH 3PEHHS
obecniedeHus X 0€30MACHOCTH

Tema 2.2. YTpo3bl B KOMIBIOTEPHBIX cucTeMax. OCHOBHBIE YTIPO3BI
uHpOpMAITIH B KOMIIBIOTEPHBIX CUCTEMaXx. Crieruduka
BO3HUKHOBCHUSA YIpO3 B KOMIIBIOTCPHBIX CETAX.

Tema 2.3. YA3BUMOCTH B KOMIIBIOTEPHBIX CHCTEMaX

CrocoObl ™ CpeicTBa aHaimm3a YA3BUMOCTEH B KOMITBIOTEPHBIX
cucremax. Kiaccudukanusi KOMIBIOTEPHBIX CHCTEM IO BO3MOKHBIM




YSI3BUMOCTSAM

Tema 2.4. Kananel yreuku nHGOpPMAIMK B KOMIBIOTEPHBIX CHCTEMax
Tewma 2.5. Ataku Ha pa3IUYHBIX YPOBHSIX OTKPBITHIX CHUCTEM.
Bo3MmoxHOCTH aTaku Ha pas3IUYHBIX YPOBHSAX OTKPBITBIX CHCTEM.
AnmnapatHsie cpecTBa obecriedeHns: 6€30IMacHOCTH OTKPBITHIX CUCTEM
Tewma 2.6. AMropuTMBbI IPOBEACHUSI aHATIN3A U OLICHKH YTPO3.

Tema 3.1. XapaxkTepucTMka M COCTaB IIpOLECCAa XpaHEHUs
JaHHbIX CUCTEMBI XPAHEHUS TAHHBIX, APXUTEKTYpPbl XpaHEHUs
JAHHBIX, (PU3MYECKHEe KOMIIOHEHTHI CHCTEM XpaHEHUS JaHHBIX.
RAID-maccuBbl. HHTeMIEKTyadbHbIE CHCTEMBl XPaHEHHS
JnaHHbIX. CeTH XpaHeHUsl JaHHBIX

Tema 3.2. Pe3epBHOE KOTUPOBAHUE U BOCCTAHOBIICHUE

[lenp pe3epBHOTO KOMUPOBAaHMWA. BocCcTaHOBIIEHHME mMOCIE
OTKa3a. OnepanmoHHoe pe3epBHOE KOIHPOBAHUE.
ApXUBHpPOBAHHUE.

Tema 3.3. Peruukanus. JlokanpHas permkauus. TexXHOJIOrMU
JIOKQJIbHOM PEIJIMKAllMU: Ha OCHOBE XOCTa, Ha OCHOBE MacCcHBa
XpaHEHUs JaHHbIX. YJajeHHas perukanus. Pexnumsl
YAAJICHHOU PEILIMKALAH. TexHonoruu YAAJICHHOU
pEeIUIMKalliK: Ha OCHOBE XOCTa, HA OCHOBE MAacCHUBa XPaHEHUS
JaHHBIX, Ha ocHOBEe SAN.

Tema 3.4. bezonacHOCTh HHGPACTPYKTYPhI XpaHEHUS.

Tpuaga pucka: akTHBBI, YIrpO3bl, YA3BUMOCTH. JIOMEHBI
Oe3omacHOCTH XpaHeHus. be3omacHocTh 00MacTH JOCTymNa K
MIPUWIOKEHUIO: KOHTPOJIb JTOCTYIAa IMOJb30BATENs K JaHHBIM,
3anmuTa UHQPACTPYKTYphl XpaHEeHUs, U(DPOBAHHE JaHHBIX.
besomacHocTh o0nacTu  ympaBieHUS JOCTYNOM: KOHTPOIb
aJIMUHUCTPATUBHOTO JOCTyMa, 3aliuTa HHQPACTPYKTYpHI
ynpaBieHus. be3onacHOCT  pe3epBHOTO  KONMHMPOBAHWS,
BOCCTaHOBJEHMs U apxuBoB. Tema 3.5. Bneapenue
0€30MacHOCTH B CETH XPaHEHHUS.

Apxurektypa Oe3onacHoctd SAN. OCHOBHBIE MEXaHH3MBbI
6e3onmacuoctu SAN.

Tema 3.6. MOHUTOPUHT HHPPACTPYKTYPHI XPaHEHUSI.
[TapameTpsl a7 MOHMTOPUHTA. MOHHUTOPUHT KOMIIOHEHTOB.

MOHI/ITOpI/IHF HAOCTYIIHOCTH. MOHI/ITOpI/IHr 0€30IaCHOCTH.

Tema 4.1. XapakTepuCTHKa U COCTaB Ipolecca oOpabOTKH JaHHBIX
CxeMa mporiecca 00pabOTKH JaHHBIX, YTPO3BI M YSI3BUMOCTH IpoIiecca
[IpumepsI mporeccoB 00padOTKH TaHHbBIX.

Tema 4.2. ba3oBble TEXHOIOTHH OOecTiedeHnss 0€30MacHOCTH TpoIiecca
00pabOTKH TaHHBIX.

KonupoBanue pannbix. [Iporpammubie 3akmagku. 3amura OT
W3yYeHWs.  3ammra  TOporpaMM — OT  HECAHKIIMOHHPOBAHHOTO
KOITUPOBaHMsI. 3aluTa UCTIOJHAEMBIX (DaiiIoB.

Tewma 4.3. 3ammTa nporpaMM U JaHHBIX B OMEPALIIOHHON CUCTEME
Windows

Tema 4.4. 3ammuTa nporpaMM M JaHHBIX B ONEPALMOHHBIX CHUCTEMax
cemeiictea Unix

Tema 5.1. XapaktepucTuka W COCTaB IIpoliecca Iepeadd JaHHBIX
ApxuTeKTypa Tpolecca Mepeiaydl JaHHBIX. YTPO3bl U YSA3BHUMOCTH
nporecca. TumuaHble MPoOIEMBI 0€30TaCHOCTH B TII00ATBHBIX CETIX




nepeaaiu JaHHbIX.

YPOBHE.

MapuipyTHU3aTOPOB,

OyHKIUU U

IKPaHOB.

,I[CMI/IJ'II/ITapI/BOBaHHOﬁ 30HBI.

Ha npuMepe VIHTepHEeT U JIOKAJIbHBIX CEeTeH MPeNPUATHMN.

Cpencrsa 3ammThl HHOOPMAITUH B OTKPBITHIX CETSX.

Tema 5.3. OcHOBBI OCTPOEHUS BUPTYAJIbHBIX YACTHBIX CETEH

CIIEIUATM3UPOBAHHBIX AMMAPATHBIX CPEICTB.
Tema 5.4. MexceTeBble KpaHbl

Tema 5.2. Ba3oBbie TeXHOIOrHH O0eCTIeYeHHs 0€30MaCHOCTH IpoIecca

33].L[I/IT3. JAaHHBIX Ha KaHAJIbHOM YPOBHC. 3aH_[I/ITa JaHHbIX Ha CCTCBOM

BapI/IaHTLI TEXHUYECKOH peajin3anuu: Ha 0asze MEKCETEeBBIX OKpaHOB,

mporpamMmHoro  obecrieuenus, cereBoir  OC,
Ha3HAYCHHE  MEXKCeTeBbIX  OKpaHoB.  CoznaHue
CxeMbl TIOJKITFOUCHUS MEKCETEBBIX

4.3. Tlpaktuueckue (ceMUHAPCKUE) 3aHATHUSL

TeMbl MpakTHYECKUX 3aHATHIA U UX TPYJOEMKOCTb IPUBEICHBI B TAOIHIIE 5.

Tabnuua 5 — [IpakTuyeckue 3aHATHsI U UX TPYLOEMKOCTb

N3 Hux Ne
No | Temsbl npakTrueckux | @OpMbI NPaKTHUYECKUX | TPyHOEMKOCTh, |IPAKTHYECKOM [pasjaesia
/11 3aHSATUN 3aHSATUN (gac) MMOATOTOBKH, | TUCITHII
(dac) JIUHBI
Y4eOHBIM IJITAHOM HE TIPEyCMOTPEHO
|
Bcero
4.4. JlabopaTopHble 3aHATHS
Tembl 1a00paTOPHBIX 3aHATUHA U UX TPYJAOEMKOCTh IPUBEACHBI B TAOHIIE .
Tabnuua 6 — JlabopaTopHbIe 3aHATHS U UX TPYIOEMKOCTb
W3 Hux Ne
Ne HaunmenoBanue nabopatopHbix padboT TPyAOEMKOCT®, | MPAKTHHIECKOH | pasieia
/11 (dac) MOJATOTOBKH, | JHCIIHAI
(dac) JIMHBI
Cemectp 7
1 Hactpoiika nonutuku 6e3onacHocti B OC 1 1 1
2 dopMHpoOBaHUE MOJEIN YTPO3 2 2 2
nHPOPMALIMOHHOM CUCTEME
3 Kpunrorpaduueckas CTOMKOCTb naposen 2 2 3
4 Kpunrorpaduueckas 3amura JaHHBIX Ha 2 2 3
JIOTMYECKUX AMCKaX
5 Kpunrorpaduueckas 3amura JaHHBIX Ha 2 2 3
(hU3HYECKHX THUCKAX
6 3amuTa BUPTYAJIbHBIX IUCKOB 2 2 3
7 AHanu3 1 MOHUTOPHUHT BO3MOXHBIX YTPO3 B 2 2 4
ornepannonHoi cucreme Windows
8 AHaJIN3 1 MOHUTOPUHT BO3MOXKHBIX yTPO3 B 2 2 4
OTIepaIMOHHOM cucTeme ceMerictBa Unix
9 | Oonapyxenue yszsumocteit B [10 Ha 2 2 4
YpOBHE UCXOIHOTO KOJia




CemecTp 8

10 | MeToxabl ucciaenoBaHus OE€30IIACHOCTH CETH 2 2 5

11 | Oprasuzanys 3alUIIEHHOTO KaHaJla CBSA3H 2 2 5

12 | Meronsl orpaHu4eHHs JOCTYyIa K pecypcam 4 4 5
AC

13 | Hacrpoiika noJuTHKN 0€301MacHOCTH 4 4 5
MEXKCETEBOI0 IKpaHa

14 | Arrecranus aBTOMaTU3UPOBAHHBIX CUCTEM. 4 4 5
MeTto1MKa KOHTPOJIS

15 | Peamusauus TEXHOIOTUU BUPTYAJIBHBIX 4 4 5
YaCTHBIX CeTel

Bcero 37 37

4.5. KypcoBoe npoeKTupoBaHue/ BBIIOIHEHUE KYPCOBOM pabOThI

VY4eOHBIM MJIAHOM HE IPETYCMOTPEHO

4.6. CamocrosrenbHas paboTa 00y4aroLUXCs

Bunst camocTosTennsHON pabOTHI U €€ TPYA0EMKOCTh IIPUBEICHBI B Ta0OuIe 7.

Tabauna 7 — Bunbl camocToATeIbHON pabOThl M €€ TPYJOEMKOCTh

Bun camoctosTensHOM paboThI BZZZO’ Cemectp 7, uac CewmecTp 8, uac
1 2 3 4
M3ydeHune TeoOpeTHIECKOro MaTepraia
12 10 2
qucturaael (TO)
[ToaroToBka K TEKymemy KOHTPOJIIO ) 1 1
ycneBaemoctu (TKVY)
[ToaroroBka nabopatopubix padot (JIP) 12 10 2
Bcero: 26 21 5

5. TlepedeHb y4eOHO-METOAMYECKOTO OOECTICUCHHS
JUTSI CAMOCTOSITEIFHON PabOThI 00YUYAIONTUXCS TTO TUCITUTUTHHE (MOTYJTIO)
Y4eOHO-MeTOAMYECKHe MaTepHalbl A CaAMOCTOSITENBHON paboThl 0OyYaromMXCsl yKa3aHbl B
o 7-11.

6. IlepeueHp MeyaTHBIX U 3JEKTPOHHBIX YUEOHBIX U31aHUIMI
Ilepeyenp nevaTHBIX U SJIEKTPOHHBIX YUEOHBIX M3/1aHUN NPUBEEH B Tabaule 8.
Tabnuua 8— [lepeyeHb MeYaTHBIX U JIEKTPOHHBIX YUEOHBIX U3TaHUMN

KomnuecTBo 3K3eMILTIpOB B
Uging;%/ec Bubnuorpaduueckas ccpiika (Kpoﬁgiiggﬁinﬁm
SK3EMILISIPOB)

004 Opranuzanus 6e30MacHoOro J0CTymna 40
M 87 K  HUH)OPMAIIMOHHBIM pecypcam:

yueOHoe nmocobue / H. H.

Momak, T. M. TarapHukosa. -

CII6.: M3a-Bo I'YAIL2014. - 121 c.
X404.3 NupopmanronHass 06e300acHOCTh U 25
M 48 3amuTa  uWHboOpManuu:  ydeOHOe

nmocobue/ B. Il. Mensuukos, C. A.

Kneiimenos, A. M. Ilerpakos; pex. C.

A KneliMeHOB. - 5-€ u3n., crep. - M.:




Axanemus, 2011.

-331 c.
htt[)//znanlumcom/catalogph[ﬂ KapaTYHOBa’ H r. 38.H_II/ITa
bookinfo=503511 N
UH(OPMAIHH. Kypc JEKIHIA

[DnexTpoHHBIT  pecypc]:  YueOHoe
nocodbue / H. T. Kaparynosa. -
Kpacnonap: KCOU, 2014. - 188 c.

htt[g://znanium.com/catalog.php? KOMHJ‘ICKCHaSI 3aH_H/ITa I/IH(bOpMaHI/II/I B

bookinfo=402686
KOPIOPATUBHBIX CHUCTeMaxX: YueOHoe

nocooue / B.®. Ilanerun. - M.: UJ]
®OPYM: HUI[ MHDPA-M, 2013. -
592 c.

http://znanium.com/catalog.php? I/IH(l)OpMaIII/IOHHaSI 0e30MacCHOCTb

bookinfo=423927 o
KOMITIBIOTCPHBIX CUCTEM nu CCTCU.

Yyebunoe nmocodue / B.®. lllagprus.
- M.: Ul ®OPYM: HUL| UHDOPA-M,
2014. - 416 c.

7. IlepedeHb >NEKTPOHHBIX 00Pa30BaTENLHBIX PECYPCOB
MH(POPMALMOHHO-TEIEKOMMYHUKAIMOHHON ceTh «IHTepHeT»
Ilepeuenn AIIEKTPOHHBIX 00pa3oBaTeNbHBIX pecypcos MHPOPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHON ceTh «VHTepHeT», HEOOXOOUMBIX JUIsl OCBOECHUS JUCLMILIMHBI
npuBezieH B Tabimue 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX O00pa30BaTEIBHBIX PECypcoB HH(OpPMAIIMOHHO-
TEJICKOMMYHUKAIMOHHOU cetu «HTepHeT™
URL anpec HanmenoBanue
http://www.wasm.ru ITpoekT, NOCBSIEHHBIH CUCTEMHOMY ITPOrPaMMHUPOBAHMIO U
3anuTenHpOpMaIII
http://www.xakep.ru OdunmanbHbIN caliT )KypHaa, KacaroLerocs
BONPOCOB 0€30MaCHOCTH
http://www.cobra.ru Odunmanpublii caiit nponsBoautens C3U
http://www.microsoft.com | OdunmuanbHbi caiT pazpadorurka OC
http://www.securitylab.ru Caiit, moCBsIIEHHBI HHPOPMAIIMOHHON 0€30IaCHOCTH
http://www.bugtrag.ru Caiit, NOCBSIIEHHbBIN HHPOPMAIIMOHHON 0€30IaCHOCTH

8. IlepeueHr MHGOPMAITMOHHBIX TEXHOJIOTUI
8.1. [lepeueHp mporpaMMHOro oOecHeueHHs, HCIOIb3YEeMOro MpPU OCYIIECTBICHUH
00pa30BaTENFHOTO MpOIIecca MO JUCIUITIIHHE.
[lepeyeHnp UCONB3yEMOro MPOrPaMMHOT0 obecrieueHus npeacrasieH B Tadnure 10.

Ta6mmma 10— Ilepeyens nporpaMmMHOTo o0ecreueHus

Ne /i HaumenoBanue
1 ViPNet CSP
2 VirtualBox
3 OpenSSL
4 MomnuTop Zabbix
5 YueOHno-meroauueckuii kommieke ViPNet "MexceTeBbie IKpaHbl"



http://znanium.com/catalog.php
http://znanium.com/catalog.php
http://znanium.com/catalog.php?%20bookinfo=423927
http://znanium.com/catalog.php?%20bookinfo=423927
http://www.wasm.ru/
http://www.xakep.ru/
http://www.cobra.ru/
http://www.microsoft.com/
http://www.securitylab.ru/
http://www.bugtraq.ru/

YuebHo-meTommuecknii koMmiuieke ViPNet "3aiuTa oT HeCaHKITMOHMPOBAHHOT'O IOCTYTA"

NN

[Tporpammuo-anmapatHbeiii KoMmiuieke ViPNet IDS (ITpakTukym)

8.2. IlepeuecHb WH(OPMAITMOHHO-CITPABOYHBIX CUCTEM,HCITOJIb3YEMbIX pH
OCYIIIECTBIICHUH 00pa30BaTEIBHOTO MPOIECCa MO JUCIUTUINHE

[Tepeuensr WCTHONB3yeMBIX HH(DOPMAIIMOHHO-CIIPABOYHBIX CHCTEM IMPEICTABICH B
tabymue 11.

Tabauna 11— IlepeueHs HHPOPMAITMOHHO-CIIPABOYHBIX CUCTEM

Ne /i HaumenoBanue
1 http://www.fstec.ruOdpunmansabIil caiiT enepanTbHON CITYKOBI 0 TEXHHYECKOMY
UIKCIOPTHOMY KOHTpOJt0 Poccuiickoit Denepanuu
2 http://libgost.ru/ bubnuoreka [OCToB 1 HOpPMAaTUBHBIX IOKYMEHTOB

9. MatepuanbHO-TeXHHYECKas 0aza
CoctaB  MaTepuaNbHO-TEXHUYECKOH 0a3bl, HEOOXOMUMOW Ui  OCYIIECTBIICHUS
00pa3oBaTeNBFHOTO MpoIiecca 1Mo AUCIUILIMHE, IPEACTaBIeH B Tadmuiel2.

Tabmuna 12 — CoctaB MaTepraibHO-TEXHIUYECKOH 0a3bl

Ne HanmenoBanue cocTaBHOM 4acTu Howmep aynuropun
n/m MaTepUaIbHO-TEXHUYECKOUN 0a3bl (Tipu HEOOXOAMMOCTH)
1 ®onp aynurtopuii 'Y ALl ayist npoBeaeHus 3aHITHI

JIEKIIMOHHOTO U CEMHHAPCKOTO (MMPAaKTHYECKOT0) TUTIA,
TPYIIIOBBIX ¥ UHINBUAYIBHBIX KOHCYJIBTAIHA, TEKYIIETO
KOHTPOJIL ¥ TPOMEKYTOUYHOM aTTECTALMU.

2 Boruncnurenbhas nabopatopust

10. OueHouHble CpeACTBA 7151 MPOBEICHUS TPOMEKYTOUHOM aTTECTALIMKU
10.1. CocTtaB OLIEHOYHBIX CPEICTBIUIA IPOBEIEHUS NPOMEXKYTOUYHOW aTTecTaluu
00ydJaronuxcs mo TUCIUTIINHE TPUBEeH B Tadymie 13.
Tabmuua 13 — CocTaB OIEHOYHBIX CPEACTB AJIsl IPOBEICHHSI TPOMEKYTOUHOM aTTeCTaIllH

Bun npomexyTodHOM arrecTanuu IlepedeHn OIIEHOYHBIX CPENICTB
OK3ameH Crniucok BONpPOCOB K 9K3aMEHY
JuddepenurpoBanHblii 3a4éT Crnincok BOpocos

10.2. B kayecTBE KpHUTEpHUEB OICHKH YpPOBHA C(HOPMHPOBAHHOCTH (OCBOCHHS)
KOMIIETEHINI OOYyYalONMMHCS TPUMEHSIETCS S-0ajulbHas IIKaja OLEHKH C(HOPMHUPOBAHHOCTH
KOMITETEHIIM, KOTOpas puBeaeHa B Tabiuue 14. B TeueHne cemecTpa MOXKET UCIIOIB30BATHCS
100-6annpHas  IIKaJia  MOJYJBHO-PEHTHMHTOBOM  cUCTeMbl ~ YHHUBEpPCUTETa,  IpaBHiIa
UCIIONIb30BaHUSI KOTOPOH, YCTaHOBJIEHBI COOTBETCTBYIOUIMM JIOKaJIbHBIM HOPMAaTHBHBIM aKTOM
I'YAIL
Ta6muma 14 —Kputepun oleHKH ypoBHS chOPMHUPOBAHHOCTH KOMIETECHIIUI

Or11eHKa KOMITETEHLINHI

XapakTepucTrka c(hOpMUPOBAHHBIX KOMITCTCHITUHA
5-0ayuIbHAs IIKaIa P P (bop

— oOyyaromuiicss TiyOOKO M BCECTOPOHHE YCBOMJ IPOrpPaMMHBIN

Marepuan,
«OTIIMYHO» — YBEPEHHO, JIOTUYHO, ITOCJIE0BATEIBLHO U TPAMOTHO €r0 U3JIaraer;
«3a4TEHO — ONMUPAsACh HAa 3HAHMS OCHOBHOM U JIOIOJIHUTEIILHOW JIMTEpaTyphl,

TECHO IPHUBA3ZBIBACT YCBOCHHBIC HAYYHBIC IMOJIOKCHHUA C HpaKTquCKOﬁ
JACATCIBbHOCTBIO HAIIPABJICHUSA



http://www.fstec.ru/
http://libgost.ru/

OlieHKa KOMIIETEHIIAN

5-0aiuIbHAs LKA

XapaxrepucTuka chopMUPOBAHHBIX KOMITETEHIHI

— yMeJIo 000CHOBBIBAET M apTyMEHTUPYET BBIIIBUTAEMbIC UM HIICH,
— JIeJ1acT BBIBOJGI M 00OOIICHHS;
— cBOOOJIHO BITaJICET CHCTEMOH CIIeUaTN3NPOBAHHBIX TTOHITHIA.

«XOpOoLIO»
(GaYTCHO»

— 00yyJaromuics TBEPI0 yCBOWI MPOTPAMMHBIA MaTepual, TPaMOTHO U
MO0 CYIIECTBY WU3JlaraeT €ro, ONUpasCh Ha 3HAHUS OCHOBHOM
JUTEPATYPHI,

— HE JIOMYCKAaeT CYIIECTBEHHBIX HETOYHOCTEH;

— YBSI3BIBACT YCBOCHHBIC 3HAHUS C MPAKTHYECKOW JIESITEIBHOCTHIO
HaIlpaBJICHUS;

— apTyYMEHTUPYET HaYUYHbIE MOJIOKEHHUS;

— JIeJTaeT BBIBOABI M 00OOIIEHHS;

— BJIAJICET CUCTEMOM CNEIMAIU3UPOBAHHBIX OHSITHM.

«yJIOBJIETBOPUTEITHHOY
«3AYTEHO

— oOyuaroluiicss yCBOMWJI TOJbKO OCHOBHOW HPOrpaMMHBIM MaTtepual,
M0 CYIIECTBY HM3JIaraeT €ro, OMHUpasCh Ha 3HAHUS TOJHBKO OCHOBHOM
JUTEPATYPBHI;

— JIOIyCKaeT HeCYIeCTBEHHbIE OIIMOKU 1 HETOUHOCTH;

— UCTIBITHIBACT 3aTPYJHEHUS B TPAKTUYECKOM MPUMEHEHUU 3HAHUI
HaIlpaBJICHUS;

— c1ab0 apryMEHTHPYET HAayUHbIE MOJI0KECHHUS,

— 3arpyAHseTcs B GOPMYJIUPOBAHUHU BBIBOJIOB U 000OIICHUH;

— YAaCTUYHO BJIAJICET CUCTEMOM CIEIMATU3UPOBAHHBIX MOHSITHM.

«HEYIOBJIETBOPUTEITHHO
«HE 3a4TEHO»

— o0yyJaromuiics He YCBOWJI 3HAYUTEIBHOM YacTH MPOrpaMMHOIO
MaTepHaa;

— JIOTMyCKaeT  CYyIIECTBCHHbIE  OMMOKH W  HETOYHOCTH  TIPHU
paccMOTpeHHH MTPOOJIEM B KOHKPETHOM HAIIPABIICHUY;

— UCIBITBIBACT TPYAHOCTU B IPAKTUYECKOM IIPUMEHEHUY 3HAHUU;

— HE MOXKET apryMEHTHUPOBATh HAYYHBIC ITOJIOKEHHS,

— He (OPMYJUPYET BHIBOJIOB M 00OOIIICHHUH.

10.3. TunoBsle KOHTPOJIbHBIE 3aJaHUSI UM UHBIE MaTEpUAJIbI.
Bomnpocs! (3agaun) u1s s5K3aMeHa npeJicTaBieHs! B Tadnuue 15.

Tabnuna 15 — Borpocs! (3agaun) 11 9K3aMeHa

No Kon
[Tepeuens BompocoB (3a1a4) i SK3aMeHa

/11 WHJIUKATOpa

1 XapakTepuCTUKA M COCTAaB MPOLIECCa XPAHCHUS TaHHBIX

2 ApXUTEKTYpHI XpaHEHHS JaHHBIX.

3 ®du3nUecKrue KOMIIOHEHTBI CHCTEM XPaHEHHUS JaHHBIX. OIlK-2.3.1
HHTemiekTyanbHble CHCTEMBI XPaHEHUS JAHHBIX.

4 Y P OITK-1.1.3.1

5 Cetu XpaHEHHsI JaHHBIX

6 Llenb pe3epBHOTO KOMMPOBAHHSL. OIIK-1.1.3.2
BoccraHnoBneHne nocie oTkasa.

7 OIK-1.1.V.1

8 OnepannoHHOE pe3epBHOE KOITUPOBAHHE.

9 ApXUBUpPOBaHUE. OIIK-1.1.B.1

10 | JloxanbHas perukanus. OIIK-1.2.3.2

11 | TexHosoruu JNOKaabHOM PEMNIMKALIUY.

12 | Ynanennas perunmkanust. Pe:xuMel yaaleHHON pEIUIMKALMHA. OIIK-1.2.B.2

13 | Texnomnoruu ynaneHHON PEIIMKALUKA: HA OCHOBE XOCTa, Ha OCHOBE MacCUBa OIIK-1.4.3.3
XpaHEHHMs JAHHBIX, HA ocHOBE SAN.

14 | Tpuana pucka: akTHBBI, YTPO3EI, YSI3BUMOCTH.

15 | HomeHsl 6€30MacHOCTH XpaHEHHS.




16 | Apxurexrypa 6ezomacHoctu SAN.

17 | OcHoBHbIe MexaHH3MbI Oe30macHocTd SAN.

18 | [apameTpsr a711 MOHUTOPHUHTA HHPPACTPYKTYPHI XpAaHCHHUS.

19 | Metoas! pasrpaHu4eHUs JOCTYyIA K IaHHBIM.

20 | OcobGennocty pe3epBHOrO KomupoBaHust. JKypHaIMpOBaHHE H3MEHEHHH.

21 | MexaHu3MBI OBHIIICHHS 3AITUIIEHHOCTH, PeaIM3yeMbIe B IIPOIeccope.

22 | MexaHu3Mbl NOBBILIEHUS 3AIUIEHHOCTH, PEAIN3YEMBIE BO BHELITHUX
YCTpOHCTBAX.

23 | MexaHu3MBbI 3alUTHI (HAHIOBBIX CUCTEM.

24 | Cxema mporiecca 00pabOTKH TaHHBIX, YTPO3BI U YA3BHUMOCTH IIPOLIECCa.

25 | ba3oBble TexHONIOrHM oOecrieueHus 6e30IIacHOCTH mpoliecca 00pabOTKH JaHHBIX.

26 | ApxuTekTypa mporiecca rnepefadd JaHHBIX. YTPO3bl U YSA3BHMOCTH IPOIIECcca.

27 | Tunuuneie npoOieMbl 6€30NaCHOCTH B IIIO0AIBHBIX CETIX

28 | Tunmuable TPOOIEMBI OE30MTACHOCTH JIOKANBHBIX CETEH MPeIPUSTHIA.

29 | Cpeacrsa 3amuThl HHGOPMAIMU B OTKPBITHIX CETSX.

3( | 3amuTa JaHHBIX Ha KaHAJIILHOM YPOBHE.

31 | 3amura JaHHBIX HAa CETEBOM ypPOBHE.

32 | Texnuueckas peanuzauusi VPN Ha 6a3e MeKCETEBBIX IKPAaHOB

33 | Texumueckas peanuzanus VPN Ha 6a3e MapmipyTH3aTopoB

34 | Texuuueckas peanusaius VPN Ha 6a3e mporpaMMHOTo obecrieueHus

35 | Texuuueckas peanmzamus VPN Ha 6a3ze cereBoit OC

36 | Texuudeckas peanu3zaiusi VPN Ha 6aze crienuam3npOBaHHBIX allmapaTHBIX
CPEICTB.

37 | @yHKUMHU 1 Ha3HAYCHUE MEKCETEBBIX IKPAHOB.

38 | Co3naHue neMUIUTapU30BAHHOU 30HBI.

39 | Cxembl MOAKIIIOUEHUS MEXKCETEBBIX SKPaHOB.

40 | Cucremsl oOHapysxeHUs aTak. Ha3HaueHHe, OCHOBHBIC BHIbI, 0COOCHHOCTH
HCIOJIb30BAHUS.

41 | Konbuesas cuctema 3aluThl IaMsATH IPOLECCOB.

42 | OcoOGeHHOCTH COBMECTHOTO MCITOJIb30BAHMS MTPOIIeCCaMH OOIINX 0OBEKTOB B

IIaMATH.

Bompocsr (3amaun) anis 3aueta / nud . 3aueta npeacrapieHsl B Tabnuie 16.
Tabmuna 16 — Bonpocs! (3agaun) ans 3adera / qudd. 3adera

No Kon
[Tepedyens BonpocoB (3amay) mys 3auera / audd. 3auera
/T WHJUKATOpa
1 ITonsTHE Yyrpo3sl
2 OCHOBHEBIE YTpo3bI HHPOPMAIIH, 00padaThIBaeMOil B KOMIIBIOTEPHBIX CHCTEMAX.
3 OCO0EHHOCTH MOCTPOCHUS CUCTEM 3aIUTHl HHPOPMAIMU B 3aBUCHMOCTH OT
HCTOYHHKA YIPO3. OIIK-2.3.1
4 ApPXUTEKTYpa CI0KHBIX KOMITLIOTEPHBIX CUCTEM
PETTERTYP P OIIK-1.1.3.1
5 OCHOBHbIE YIpo3bl HHPOPMALIMU B KOMITBIOTEPHBIX CHCTEMAaX.
> OIIK-1.1.3.2
6 JKu3HEeHHBIH MK YTPO3bl B KOMIIBIOTEPHBIX CETAX.
7 CrnocoObl aHanM3a ysI3BUMOCTEl B KOMITBIOTEPHBIX CHCTEMAX OIK-1.1.Y.1
8 Kiraccndukanms KOMIBIOTEPHBIX CHCTEM I10 BO3MOXKHBIM YS3BUMOCTSIM OIIK-1.1.B.1
9 ATaKuy Ha Pa3IMYHBIX YPOBHIX OTKPBITHIX CHCTEM. OIIK-1.2.3.2
10 BO3MOKHOCTH aTaKy HA PAa3JIMYHBIX YPOBHAX OTKPBITBIX CHCTEM. OIIK-1.2.B.2
11 AnmnapaTHble cpe/icTBa o0ecneyeHns: 0e30MacCHOCTH OTKPBITBIX CUCTEM OIIK-1.4.33
12 W3meHenue koH(Urypaun o00py10BaHUs IS OBBILCHUS 3aIIUIIEHHOCTH
KOMIIBIOTEPHBIX CHCTEM.
13 CpencTBa aHaMH3a ySI3BUMOCTEH B KOMITBIOTEPHBIX CHCTEMAax
14 Kananb! yreuku nHdopManmy B KOMIIBIOTEPHBIX CHCTEMAaX
15 AJNTOPUTMBI IPOBE/ICHHUS aHAIN3a U OLICHKU YTPO3.




16 Hcnonp30BaHue cpescTB pasrpaHUYEHH JOCTYIIA JUIS MOBBIIIEHHS 3aIUILIEHHOCTH
KOMIIBIOTEPHBIX CUCTEM.

17 OCOOEHHOCTH peaTU3aliy MOJIUTHK 0€30TTACHOCTH B KOMITBIOTEPHBIX CUCTEMAX.
CucteMbl XpaHEHUs! JAaHHBIX

18 RAID-MaccuBebl.

19 KonTpons nocryna nonb3oBatens K JaHHBIM

20 3amuTa HHPPACTPYKTYPHI XpaHEHUS

21 IudpoBaHue faHHBIX IPH XPAHSHUH.

22 KoHTposabp aIMUHUCTPAaTUBHOTO 1OCTYIIA

23 3amura HHPPACTPYKTYPhI YIIPABICHHUS XPAHEHUEM.

24 bezonacHOCTh pe3epBHOIO KONMMPOBAHUS

25 be3onmacHOCTh BOCCTaHOBIIEHHSI U ApDXUBOB.

26 MOHUTOPUHT KOMIOHEHTOB CUCTEMBI XPAHEHHSL.

27 MOHUTOPHHT JOCTYITHOCTH JaHHBIX.

28 MOHUTOPHHT 0€30MaCHOCTH CUCTEMbI XpaHEHUS JaHHBIX.

29 [IporpammHbIe 3aKIaAKH.

30 3amuTa nporpaMMm oT U3y4YeHHUS.

31 3amuTa nporpaMM OT HECAHKIIUOHUPOBAHHOTO KOMUPOBAHUSL.

32 3amuTa UCTIOMHAEMBIX (DaliioB.

[lepeyenp TeM [UIT KypCOBOTO TPOCKTUPOBAHUS/BBIOIHEHHS KypCOBOW pabOTHI
npezcTaBieHsl B Tadauie 17.
Tabnumua 17 — IlepeueHp TeM sl KYPCOBOTO MTPOSKTUPOBAHHUS/BBITIOTHEHHUS! KyPCOBOH paboThI

Ne /i [IpumepHbIi IepeyeHb TEM JUIsl KypCOBOTO IPOSKTHPOBAHNUS/BBITIOIHEHUS
B KypCOBOM pabOoThI

Y4eOHBIM IIaHOM HE MPEYCMOTPEHO

BOHpOCBI JJIA HpOBe,[IeHI/IH HpOMe)KyTO‘-IHOI\/'I arrecragyumm B BHIC TGCTHpOBaHI/ISI
MpeCTaBICHBI B TabmwmIe 18.

Ta6mmia 18 — [IpumepHsIii mepedeHs BOMPOCOB JJISI TECTOB

Kon

Ne n/mt [IpumepHbIil IepeyeHb BOMPOCOB /7Sl TECTOB
UHAMKATOpa

He npenycmotpeno

[lepeyeHb TeM KOHTPOJBHBIX PadOT MO AMCHUIUIMHE OOYYAIOIIMXCS 3a09HON (HOPMBI
oOyueHust, npezcTaBieHsl B Tadauie 19.

Ta6muia 19 — [lepeyeHr KOHTPOIBHBIX PabOT

Ne n/nt [lepeyeHb KOHTPOJIBHBIX PadOT

He npenycmorpeno

10.4. Metonuueckue  MaTepuaibl,  ONPEACTAIONIME  NPOUEAYPbl  OLECHUBAHMS
MH/INKATOPOB, XapaKTEpU3YIOMMX dSTanmbl (HOpPMUPOBAHHMS KOMIIETCHLMH, COJIepXKarcs B
JOKAJIbHBIX HOpMaTUBHBIX akTax [ YAIIl, pernaMeHTUpYHOUIMX TMOPAIOK W NPOLEAYPY
MMPOBCACHUA TCKYIICTO KOHTPOJIA YCIICBACMOCTU U HpOMe)KYTOHHOﬁ arrecraiuu 06yqa}oumxcs1
['VAIL

11. Meronndeckue ykazaHus 15 00yUYaONINXCs [0 OCBOCHHIO TUCITUTUTMHEI
[enpt0 AUCIUTUIMHBI SBISETCSA — TOJYyYCHHE CTYJACHTAaMH HEOOXOAMMBIX 3HAHUU,
YMEHHI ¥ HaBBIKOB B OOJACTH METOJOB, MEXaHU3MOB U CPEJACTB 3alUTHl WHPOpMAIUU B




mpoiiecce ee 00paOOTKU, XpaHEHHs M TepeJadyd B KOMIIBIOTEPHBIX CHCTEMax C y4eTOM
BO3MOJXKHBIX yTPO3 M TpeOOBaHUI HOPMATHUBHBIX TOKyMEHTOB.

11.1. Meroauueckue yka3zaHus A OOYy4yaroIIMXCsl MO OCBOEHHUIO JIEKIIMOHHOTO
MaTepuaa

OcHOBHOE Ha3HAYEHME JIEKLIMOHHOTO MaTepHaja — JIOTMYECKH CTPOWHOE, CHCTEMHOE,
rIy0OKOe U sSCHOE H3JIoKeHue ydeOHoro martepuana. Ha3HaueHune COBpPEMEHHOH JEKIUU B
paMKax IUCLMIIMHBI HE B TOM, YTOOBI MOJYYHUTh BCIO MH(POPMALMIO TIO TEME, a B OCBOCHHUH
(GyHIAMEHTAIBHBIX TPOOJeM TUCHMIUIMHBI, METOJOB HAyYHOTO TIIO3HAHMS, HOBEWIINX
JOCTH)KEHUHM HaydHOH MbIciau. B ydyeOHOM mporecce JIeKIusl BBIIOIHAET METOJI0JOTHYECKYIO,
OpPTraHU3aIMOHHYI0 W WHPOPMANMOHHYIO (QYHKIWHU. JIEKIIUs pacKphIBAaeT MOHITUHHBINA ammapar
KOHKPETHON o0siacTH 3HaHus, €€ mpoOsieMbl, JaeT IeJbHOE MPEACTaBIECHUE O AUCLUIUIMHE,
MOKa3bIBAET B3aMMOCBS3b C IPYTHMHU JUCITUTUIHHAMH.

[Tnanupyemble pe3yabTaThl IPU OCBOEHUH 00YYaIOIIMMUCS JIEKIIMOHHOTO MaTepuaa;

— TIOJIyY€HHE COBPEMEHHBIX, LEJIOCTHBIX, B3aWMOCBS3aHHBIX 3HAHUH, YpPOBEHb
KOTOPBIX ONPEAEIISIETCS LEJIEBOW YCTAHOBKOM K Ka)K10M KOHKPETHOM TEME;

— IOJIy4€HHE OINbITa TBOPUYECKOH pabOTHI COBMECTHO C IIPENOIaBaTEIEM;

— pa3BuUTHE NPOPECCHOHATIBHO-JIENOBBIX  KayecTB, JIIOOBM K IpeAMETy H
CaMOCTOSITEIIbHOTO TBOPUYECKOTO MBIIIIJICHHUSI.

— TOSIBJIIEHHE HEOOXOIMMOTO HHTEpEca, HEOOXOAMMOTO IS CAMOCTOSATEIIEHOW PadOTHI;

— T[IOJlyueHHE 3HAaHWKH O COBPEMEHHOM YpPOBHE pa3BUTHS HAYKH W TEXHUKH U O
IPOTHO3€ UX Pa3BUTHs Ha OJVDKaIINe TOMbI;

— HayuduThCsl METOJIUYECKH oOpabaThiBaThb MaTepuan (BBIACNATH TJaBHBIE MBICIU M
NOJIOKECHHS, TPUXOAWTh K KOHKPETHBIM BBIBOJAM, IIOBTOPATH WX B  Pa3IMYHBIX
dbopMynupoBKax);

— MOJIy4Y€HHE TOYHOI'O IOHUMaHHS BCEX HEOOXOAUMBIX TEPMUHOB U OHATHIA.

JIeKIMOHHBI MaTepuan MOXET CONPOBOXKIATbCA JEMOHCTpalUed CIIalI0oB W
UCIOJIb30BAaHUEM DPAa3JaTOYHOI0 MaTepuayla IpH HPOBEAEHUM KOPOTKHX JTUCKYycCUH 00
0COOEHHOCTSIX MPUMEHEHHUS OT/CIBHBIX TEMATHK IO JTUCIIUIUTHHE.

CrpykTypa npeiocTaBieHus JEKIUOHHOTO MaTepuana:

Pa3znen 1. Beenenue

Tema 1.1. [Tonatue nHpopMaIIOHHOTO MpoLecca.

Tema 1.2. Tlonstue yrpossl uHPopManuoHHomy mpoueccy. Krmaccudukamms yrpos
MH(POPMALIMOHHBIM IIPOIECCaM.

Pa3znen 2. Ananu3 BO3MOXHBIX YIPO3 B KOMIBIOTEPHBIX CHCTEMAX.

Tema 2.1. KomnbroTepHble cUCTEMBI U 00ecrieueHre uX 6e30MacHOCTH

Tema 2.2. YTpo3bl B KOMIIBIOTEPHBIX CUCTEMAX

Tema 2.3. Y3BUMOCTH B KOMITBIOTEPHBIX CHUCTEMAax

Tema 2.4. Kanans! yreuku nHGOpMaluu B KOMIIBIOTEPHBIX CUCTEMAX

Tema 2.5. ATaku Ha pa3IUUHBIX YPOBHSIX OTKPBITBIX CUCTEM.

Tema 2. 6. AnropuT™Mbl IPOBEACHUS aHAIN3a U OLIEHKH yTPO3.

Paznen 3. OcobeHHOCTH 3aIUTHl HHPOPMALIMOHHOTO MPOLIECCa XPaHEHUs JAHHBIX

Tema 3.1. XapakTepucTHKa U cOCTaB MpoIecca XpaHEHUs JaHHbBIX

Tema 3.2. PezepBHOE KONMPOBaHHE U BOCCTAHOBJICHUE

Tema 3.3. Perumukanus

Tema 3.4. be3onacHOCTb HHPPACTPYKTYPHI XpAHEHHUS.

Tema 3.5. Buenpenue Oe3omacHocTH B ceTu XpaHeHus. Tema 3.6. MoHuTopuHT
UHPPACTPYKTYPbI XPAHEHHUSL.

Paznen 4. OcoGeHHOCTH 3aUTH THPOPMALIMOHHOTO MpoIiecca 00padOTKH JaHHBIX

Tema 4.1. XapakTepucTHKa U COCTaB Mpoliecca 00paboTKH TaHHBIX

Tema 4.2. ba3oBble TexHOJOrMM oOecredeHHus Oe30MacHOCTH mpolecca o0pabOTKU
JTAHHBIX.




Tema 4.3. 3amTa nporpaMM U TaHHBIX B ONIEpalMOHHON cucteme Windows

Tema 4.4. 3amuTa mporpaMm M JaHHBIX B ONEPALMOHHBIX cucTeMax cemeilcTBa Unix
Paznen 5. OcobeHHOCTH 3aUTHI HHPOPMAIIMOHHOTO MPOoIecca Mepeadn TaHHbIX

Tema 5.1. XapakTepucTHKa M COCTaB Mpoliecca rnepelaun JaHHBIX

Tema 5.2. ba3oBble TEXHOJOTMU OOECIEUYCHHS OE30MAaCHOCTH TIpollecca Tepeaadn
JTAHHBIX.

Tewma 5.3.0cHOBBI IOCTPOECHUS BUPTYAJIBHBIX YaCTHBIX CETEH

Tema 5.4. MexceTeBble 3KpaHbl

11.2. Meroauueckue yka3aHus A 00y4aroluxcs M0 y4acTUIO B CEMUHApax

VY4eOHBIM MJIaHOM HE IPETYCMOTPEHO

11.3. Meroauueckue ykazaHHs A7 OOy4aroIIMXCs MO MPOXOXKICHHIO MPAKTUYECKUX
3aHATHI

VY4eOHBIM MIIaHOM HE MPESYCMOTPEHO

11.4. Meronuyeckue yka3zaHus i1 OOyYarOIIMXCS IO BBIIOJHEHUIO J1ab0paTOPHBIX
pabot

B xone BeimonHeHus na00paTOpHbIX pPadOT oOydaromuiics JODKEH YIayOuTh H
3aKpenuTh 3HAHMS, MPAKTUUYECKHUE HABBIKH, OBJAJETh COBPEMEHHON METOJUKOM M TEXHUKOU
OKCTIEPUMEHTAa B COOTBETCTBHUHM C KBAJU(UKAIMOHHONW XapaKTEPUCTHUKOW OOYyYaromerocs.
BrimonHenue 1abopaTOpHBIX pabOT COCTOUT U3 AKCIEPUMEHTAIbHO-IIPAKTUYECKON, pacueTHO-
AQHAJMTUYECKON YacTe U KOHTPOJIBHBIX MEPOIPUATHUN.

BrinonHenue 51abopaTopHBIX paboT 00yyaromMMCs SIBISETCS HEOThEMJIEMON YacThIO
U3Y4YEHUS JUCLUIUIMHBI, ONpENesiseMON Y4YyeOHbIM IUIAaHOM, M OTHOCUTCS K CpEICTBaM,
o0ecreynBaroIluM pelIeHre CIeIyoIUX OCHOBHBIX 33/1a4 00y4aroIerocs:

— T[pHOOpeTeHHE HABBIKOB HCCIICOBAHHUS MPOIECCOB, SBICHUH M  OOBEKTOB,
U3y4aeMbIX B paMKax JJaHHOW JUCIUILINHBL,

— 3aKpeIUIeHHe, pa3BUTHE U JAETalIM3alus TEOPETUYECKUX 3HAHUM, MOJyYEHHBIX Ha
JEKIMSIX;

— IoJIyueHHe HOBOM MH(OpMAIUH 110 U3y4aeMOW JUCHIUILINHE,

— T[pHOOpeTeHHE  HABBIKOB  CAMOCTOSTENBHOM  paboThl ¢ Ja0OpaTOpHBIM
000pyI0BaHUEM U PUOOPAMH.

3ajianue ¥ TpeOoBaHUs K IPOBECHUIO J1a0OPaTOPHBIX paboT

Bapuant 3aganus mo kaxaoi nabopaTopHOil paboTe oOyd4aromuiicsi TOIy4aeT B
COOTBETCTBUU C HOMepoM B cmucke rpynnbsl. [lepexn mpoBeneHuem nabopaTopHoil paboThI
oOydaromeMycsi ciaeayeT BHUMATEIbHO O3HAKOMHTHCS C METOJAMYECKMMHU YKa3aHHUSIMH IO ee
BBIMOJIHEHHIO. B cOOTBeTCTBUHU € 3ajaHieM 00y4arolIUiCs JOJKEH HOATOTOBUTh HEOOXOIMMbIE
JaHHBIC, TOJIYYUTh OT TPENoaaBaTes JOMYCK K BBINOJHEHUIO JTa0OpaTOpHON paboThI,
BBIMOJIHUTh YKa3aHHYIO IOCJIEOBATEIbHOCTD JACUCTBUN, MONY4YUTh TpeOyeMmble pe3yJIbTaThl,
0(OPMHUTH U 3aLIUTUTH OTYET IO JIAOOPATOpHOU padoTe.

CrpykTypa u dopma oTuera o 1abopaTopHoil paboTte

Otuer o0 mabopaTtopHOil paboTe AOKEH BKIIOUYATh B C€0s: TUTYIBHBIN JIHCT,
(bopMyIIHPOBKY 3a/laHusl, TEOPETUUECKUE MOJIOKEHUS, UCTIOIb3yEeMbI€ IIPU BBITOJIHEHUH
n1abopaTopHOil paboThI, OMHMCaHHUE MpoIecca BHIMOIHEHHS Ja00paTOpHOil paboThI, MOTyUYSHHbIE
pPe3yNbTaThl U BBIBOJIBI.

TpeGoBanus k 0hOpMIIEHUIO OTYETA O JIAOOpATOPHOU paboTe

[To xaxmoit mabopaTopHOil pabOTEe BBIMIOJHIETCS OTACIBHBIN OTYeT. TUTYJIBHBIA JTUCT
opopmisieTcss B COOTBETCTBUM ¢ IabiaoHOM (oOpas3iom) mpuBefeHHbIM Ha caiite ['YAII
(www.guap.ru) B pazaeine «CekTop HOPMAaTUBHOW JOKYyMEHTAIMu». TEeKCTOBBIE U TpapuiecKue
MaTepuaiabl opOpMISIOTCS B cooTBeTcTBUM ¢ aelcTBytommmu ['OCTamu u TtpeboBaHUAMU,
npuBeaeHHbIMU  Ha caiite [TYAIl (www.guap.ru) B pasmene «CekTop HOPMaTUBHOU
JOKYMEHTALIUN.




Mertoandeckue yKa3aHus 10 MPOXOKACHUIO 1a00paTOPHBIX paboT:

1) VYyebHo-meroanueckuii komruiekc ViPNet "MexceTeBbie SKpaHbl"

2) VYyeOHo-meroanueckuid komiuiekc ViPNet "3amura OT HECaHKIIMOHUPOBAHHOTO
jpoctymna”

3) [Iporpammuo-anmapatabiit komruieke ViPNet IDS (ITpaktukym)

11.5. Meronuueckre yka3aHus Uil OOyYarOIIUXCS IO TPOXOKACHUIO KYpPCOBOTO
POCKTHPOBAHUS/BBITIOJIHEHHS KYPCOBOW PaOOTHI
VY4eOHBIM MIIaHOM HE MIPELYCMOTPEHO

11.6. MeTtoauueckue yka3aHus JUisl 0OYYarOMIMXCsl O MPOXOKACHUIO CaMOCTOATEIbHON
paboTsl

B xozne BBIOTHEHUS CaMOCTOSATEIBHON pabOThI, OOYUYAIOIIUICS BBIMOIHSAET paboTy MO
3aJIaHUI0 ¥ TIPH METOJUYECKOM PYKOBOJICTBE IMPETOaBaTelisi, HO 0e3 ero HernocpeCTBEHHOTO
y4acTusl.

Jiis oOy4arommxcsi 1Mo 3a09HOM (GopMe OOyYCeHHS, CaMOCTOSTEIbHAs padoTa MOXKET
BKJIIOUYATh B ce0s KOHTPOJIBbHYIO paboTy.

B mporiecce BBIONTHEHUST CaMOCTOSATEIBLHOM PabOTHI, y 00ydaromerocss popMUpPYyeTCs
1enecoo0pa3Hoe MIaHUPOBaHUE pabovyero BpeMeHU, KOTOPOe MO3BOJISIET UM pa3BUBATh YMEHUS
Y HaBBIKM B YCBOCHHWM M CHCTEMATH3alMU MPUOOPETAEMBIX 3HAHUH, 00ECreYrBACT BBICOKUN
YPOBEHb YCIEBAEMOCTH B TMEPUOJ OOYy4YEHHs, MOMOTaeT TOJYYUTh HABBIKM IOBBIIICHUS
po¢eCCHOHATBLHOTO YPOBHSI.

MetonuyeckuMi ~ MaTepuajamMH,  HAmpaBSIONIMMH  CaMOCTOSITENbHYI0  paboTy
00y4Jaromuxcs SABISIOTCS YUeOHO-METOUIECKUNA MaTeprall Mo JUCITUTIIINHE.

s pa3BUTHUS Y CTYACHTOB HABBIKOB CaMOCTOSITEILHOTO OBJIAJCHUS TEOPETHUYECKUM
MaTepHUaIoM pSJI TeM JTUCIHUIUIMHBI Ha JICKIWOHHBIX 3aHATHSIX JaeTcs O030pHO, dYTO
MpeIoaraeT uX CaMOCTOSATENbHOE I€TaIbHOE U3YUYCHHUE.

[lepeueHs TeM 711 CAMOCTOSTETTLHOTO U3YUYCHUS:

- VY43BUMOCTH B KOMIIBIOTEPHBIX CHCTEMAX

- Kanane! yreukn nuaHpopmanmuu B KOMIBIOTEPHBIX CHCTEMaX

- ATaky Ha Pa3IUYHBIX YPOBHSIX OTKPBITHIX CHUCTEM.

- ANTOpHUTMEBI IPOBEACHUS aHATH3a U OIIEHKU YTPO3.

- PesepBHOE KOMHMpOBaHNE U BOCCTAHOBJIICHHUE

- Pemnukanus

- be3onacHocTh HHPPACTPYKTYPHI XpaHEHHUS.

- Baenpenne 6e30macHOCTH B CETH XpaHEHHUSI.

-  MonuTopuHr HHPPACTPYKTYPHI XpaHEHUS.

- ba3zoBsie TexHONOTHM OOecTiedeHHs 0€30IaCHOCTH Mporiecca 00paboTKU JaHHBIX.
- 3amuTa mporpamMm U JaHHBIX B onepannoHHoi cucteme Windows

- 3ammra nporpaMM U JIaHHBIX B OMEPAIIMOHHBIX CUCTeMax cemeiicTBa Unix

- ba3oBsie TexHONOrMM 0OecredeH s 0€30MacHOCTH Mpoliecca Mepeiayu TaHHBIX.
—  OCHOBBI TOCTPOCHHSI BUPTYAITbHBIX YaCTHBIX CETEH
11.7. Meroandeckue yka3aHus IJis 00yJaroIIMXCs 0 TPOXOKICHUIO TEKYIIETO

KOHTPOJISL yCTIEBAaEMOCTH.

Tekymuii KOHTPOJIb YCIIEBAEMOCTH MPEIyCMAaTPUBAET KOHTPOJb KadyeCcTBAa 3HAHUMU
00y4JaroImuXCcsi, OCYIIECTBIIEMOTO B TEUEHUE CEMECTpa C IENbI0 OIEHUBAHUS XOJa OCBOCHUS
muctuminHel. opma mpoBeneHUsT TEKYLIero KOHTPOJS — 3allliTa OTYETOB IO JIaOopaTOPHBIM
paboram. Pe3ynmpTaThl TEKYIIETO KOHTPOJS YUYHTHIBAIOTCS TPU TPOBEACHHH MPOMEKYTOUHOM
arrectanuu B coorBeTcTBUU ¢ TpeboBanusmu CTO I'VAIL CMK 3.76 «Ilonoxenune o TeKymem
KOHTpOJIE YCIIEBAEMOCTH M IIPOMEXYTOYHOH aTTeCTallud CTyAEHTOB M acnupaHToB ['YAII,
00yyJaromuxcs Mo 00pa3oBaTEIHLHBIM MPOTPAMMaM BBICIIIETO 00pa30BaHUS.



11.8. Meronuyeckue ykasaHus Uil 0Oy4aroIIUXCs M0 MPOXOKICHUIO MPOMEKYTOUHOU
aTTeCTalHH.

[IpomexxyTounass  arrectamusi  OOydYalOMMXCS ~ MpPEIyCMaTpUBACT  OLICHUBAHHE
IPOMEKYTOUHBIX M OKOHYATEJIbHBIX PE3yJIbTaTOB 00yueHus mo aucuuiuinHe. OHa BKIIOYAET B
ceOst:

— D9K3aMeH — (¢opMa OLEHKM 3HaHHWH, IOJyYeHHbIX OOydarouluMcs B Ipolecce
U3y4YeHUs] BCeW NUCLMUIUIMHBI WIM €€ YaCTH, HaBBIKOB CaMOCTOATENBbHOM paboThl, CIOCOOHOCTH
OPUMEHSTh HMX JJIS PEHICHUS NPAaKTUYECKHX 3a7ad. DK3aMeH, KaK MpaBWIIO, TPOBOAMTCS B
HEepuoJl SK3aMEHAIMOHHONW CEeCCUM U 3aBepllaeTcsl aTTeCTAllMOHHON OLIEHKON «OTJIMYHOY,
«XOpOUIO», «yAOBIETBOPUTEIILHOY, «HEYAOBIECTBOPUTEILHOY.

—  3au4eT — 3To (hopMa OLIEHKU 3HAHUM, MMOJyUYEHHBIX OOy4YaIOUIMMCS B XOJ€ U3yUYCHMUs
y4eOHOH AUCIUIIUHBI B LIEJIOM HJIM IPOMEKYTOUHas (110 OKOHYaHUHU CEMECTpPa) OLIEHKA 3HAHUI
00yJaromuMcsl TI0 OTAEIBHBIM pa3fiesiaM AUCHUIUIMHBI ¢ aTTECTAI[HOHHON OIIEHKOH «3a4TeHO
WIN «HE 3a4TEHO.

Cuctema OIIEHOK TPU TMPOBEACHUU IMPOMEXKYTOYHOH aTTECTAIlMA OCYIIECTBISETCS B
COOTBETCTBUM C TpeboBaHusiMu [lonokenuit «O TekymieM KOHTpOJE YCHEBAEMOCTH U
IPOMEXYTOUHON arrectauuu cTyaeHToB ['YAII, oOyuwarommxcs 1O HporpaMMbl BBICIIETO
oOpazoBanusi» U «O MOAYJIBHO-PEUTHHIOBOM CHCTEME OLIGHKM KadecTBa y4eOHOW paboThl
ctynentoB B 'Y Ally.



JlucT BHeceHUs U3MEHEHUH B pabouyIo IporpaMMy JUCHUILIMHBI
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