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AHHOTaUs

HucuumnnuHa «3ammTra  ceTeil OT HECAaHKIMOHUPOBAHHOTO JOCTYMa) BXOJUT B
o0pa3oBaTeNbHYI0 NPOTrpaMMy BBICHIETO 00pa3oBaHUsi — TMporpammy OakajaBpuaTa IO
HarpaBjeHu0 moaAroToBkr/ cneruaibHocTH 11.03.02 «HDOKOMMYHUKAITMOHHBIC TEXHOJIOTHU
U CHCTEMBl CBS3U» HampaBiIeHHOCTH «[IporpaMMHO-3amuIeHHbIe HHPOKOMMYHHKAITTN.
Hucnuruna peanusyercs kadenpoit «Ne33».

JlucuuiuinHa HaresneHa Ha (P OPMHUPOBAHKE Y BBITYCKHHUKA CIEAYIONIMX KOMITETCHIINIA:

[IK-2 «Cnoco0OeH oOcCylecTBIATh JKCHEPUMEHTATIbHbIE HCIBITAHUS, MOHUTOPUHT
COCTOSIHUSI U IIPOBEPKY KauyecTBa pabOThl, MPOBEACHUE U3MEPEHUNH M JUarHOCTUKY OLIMOOK U
OTKa30B TEJIIEKOMMYHHUKAI[MOHHOTO OOOpYyJOBaHUS, CETEBbIX YCTPOMCTB, MPOrPAMMHOIO
oOecrieyeHnss HPOKOMMYHUKAIHIN

[IK-4 «CrnocobeH oreHMBaTh IMapaMmeTpbl O€30MaCHOCTH W 3allUMIiaTh IPOrpaMMHOE
o0Oecrie4eHre M CETEBbIE YCTPOICTBA aIMUHUCTPUPYEMOM CETH C IOMOUIbIO CHELHAIBHBIX
CPEICTB yNpaBieHHs 0€30MaCHOCTHION

[IK-6 «CnocobeH K aIMHHUCTPUPOBAHHIO CPEICTB oOOECIeYeHHs Oe301MacHOCTH
yIaJe€HHOTO JOCTyMa (OMepPallHOHHBIX CUCTEM M CIICHUATM3UPOBAHHBIX MPOTOKOJIOB)»

CopepxaHue JIUCUUIUIMHBI OXBaThIBA€T KpPYr BOIIPOCOB, CBSI3AHHBIX C H3YUYEHUEM
TEOPETUYECKHX W TPAKTUYECKUX OCHOB oOecreueHus: HHQPOPMAIMOHHON Oe30macHOCTH B
MaKeTHBIX MYJIbTUCEPBHUCHBIX ceTsX Ha TexHosoruu IP-QoS.

[IpenogaBanue AMCUUIUIMHBI TpeAycMaTpuBaeT cieaytone ¢GopMbl OpraHU3aINH
y4eOHOro IMpoIiecca: JICKIIH, 1a00paTopHbIe paboThI, CAMOCTOSITeNIbHAS PaboTa CTyICHTA.

[IporpaMMoil IUCHUIUIMHBI TPETyCMOTPEHBI CIEAYIOUINE BHUABI KOHTPOJIS: TEKYIIHA
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAs aTTecTalus B popme 3auera.

OO0miasi TpyIOEMKOCTh OCBOCHHS AUCIMIUIUHBI COCTaBJISET 2 3a4€THBIX EJAMHHUIIBI, (2
yaca.

SI3bIK 00yUYeHUs IO TUCIHUILTUHE KPYCCKHM »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHS 11O JUCIUTLTHHE

1.1. Tlenu npenomaBaHus JUCITUTUTMHBI

[lenbto kypca "3amura cerell OT HECAHKLIMOHUPOBAHHOI'O J0OCTymNa" sBISETCS M3y4EHUE

TEOPETUYECKMX MW TPAKTHYSCKUX OCHOB OOecreyeHus HH(POPMAIMOHHOW O0e301acHOCTH B
MAKeTHBIX MYJTbTUCEPBUCHBIX ceTsX Ha TexHosoruu IP-QoS.

1.2. JucumminHa

BXOAUT B

CoCTaB

yactH, (QOpMHUPYEMOH  Yy4aCTHUKaMH

00pa30BaTebHBIX OTHOIIEHUH, 00pa30BaTENIbHON IpOrpaMMBbl BhICILIETO 00pa3oBaHus (nanee —

OI1 BO).

1.3. TlepeueHb mIaHUPYEMBIX PE3yJIbTATOB O0yUEHHS 11O AUCHUILINHE, COOTHECEHHBIX C

IJIaHUpyeMbIMU pe3ysibTataMu ocBoeHus: OI1 BO.

B pesynbrate m3yueHUs AMCHUILTUHBI OOYYAIONIUICS JOKEH 007a/laTh CIEAYIOIUMU
KOMIIETEHIIMSIMU WIIM UX 4acTAMU. KOMIIETEeHIIMM U MHIMKATOPBl UX JOCTUKEHUS NIPUBEIACHBI B

Tabimuue 1.

Ta6mmma 1 — [lepeyeHb KOMITETCHIIMA W HHIUKATOPOB UX JIOCTHKCHUS

Kareropus (rpynna)

KOI[ 1 HAMMCHOBAHUC

KO,Z[ W HAMMCHOBAHHC MHAHWKATOpa

KOMIIETECHINH KOMIICTEHIHH JOCTHKEHUS] KOMIIETCHIIUT
I1K-2 Criocoben
OCYILECTBIISITh
HKCIIEPUMEHTAJIbHbIE .
p [1K-2.3.2 3HaTh CIOCOOBI HACTPOHKHU
UCTIBITAHUSI, MOHUTOPUHT
CETEBOr0 000pPy10BaHMsI, U3MEHEHUS
COCTOSIHUS U TIPOBEPKY
KOH(HTypaluy ¥ YCTAaHOBKH HOBBIX PEIIN30B
KayecTBa padoThl,
. IPOrpaMMHOTr0 00ecreueHHsI
IPOBE/ICHUE U3MEPEHUN U .
[Tpodeccuonanbhble [1K-2.3.4 3naTh npaBuiIa HHPOPMALMOHHOM
JTMArHOCTUKY OIIUOOK U
KOMIIETEHIIUH TKA30B 6e301acHOCTH IIpU paboTte ¢
TEJIEKOMMYHHUKAIIHOHHBIM 000pYI0BaHHEM
TEJIEKOMMYHHUKAIITHOHHOTO
[IK-2.Y.1 ymeTs NpoBOANUTH aHAJIN3
000pyIOBaHUs, CETEBBIX
9 KOH(UTYpaIMH U TTapaMeTPOB CETH AOCTYIa
YCTPOKCTB,
1 000pyIOBaHUS
IPOrPaMMHOTO
o0ecrieueHus
MH(POKOMMYHUKAIUHI
[1K-4.3.1 3HaTh apXUTEKTYpY, IPOTOKOJIBI U
o01111e NPUHIMIBI PYHKIIMOHUPOBAHUS
anIapaTHbIX, MPOTPAMMHBIX U TIPOTPAMMHO-
annapaTHbIX CPEACTB aJIMUHUCTPUPYEMOM
ceTn
[1K-4 Criocoben [1K-4.3.2 3HaTh OCHOBHBIE TPUHIIUIIBI,
OIICHUBAThH MapPaMETPHI KpUNTOTpaQHIECKUE MPOTOKOIBI 1
0e30macHOCTH U IIpOrpaMMHBIE CPEJICTBA 00eCTIeUeHHS
3alIMIIaTh MPOrpaMMHOE | THPOPMAIIMOHHOM O€30MaCHOCTH CETEBBIX
o0ecrieyeHue U ceTeBble | YCTPOICTB
[TpodeccuonanbHble .
yCTpOUCTBA [IK-4.Y.1 yMeTp NpUMEHATH IPOTPaMMHBIE,
KOMITETEHIIH

AJIMAHUCTPUPYEMOM CETH
C TTOMOIIBIO
CHEIHATBHBIX CPEICTB
yIpaBJIeHUs
0€30I1aCHOCTBIO

anmnapaTHble U IPOrpaMMHO-aIapaTHbIE
CPEICTBA 3aIIUTHI CETEBBIX YCTPOICTB OT
HECaHKLIMOHUPOBAHHOTO JOCTYyIa

[IK-4.Y.2 ymeTb noibp30BaThCsi HOPMAaTUBHO-
TEXHUYECKOH TOKyMEeHTaluel B obaactu
oOecnievyeHns HHHOPMaLMOHHON
6€301acHOCTH NH(POKOMMYHHUKAITUOHHBIX
CUCTEM

[1K-4.B.1 BnageTh HaBbIKaMU U CPEACTBAMU
YCTaHOBKH U yIIPaBJICHHUS




CHeIHaTN3UPOBAHHBIMU MPOTPAMMHBIMU
CPEJCTBaMU 3aIMUTHI CETEBBIX YCTPOMCTB
aJIMUHHUCTPUPYEMOM CETH OT
HECAaHKLMOHUPOBAHHOTO JJOCTYyNa

[1K-6.3.1 3HaTh OOIIME MPUHIIAITHI
(YHKITMOHUPOBAHUS H APXUTEKTYPY
anmapaTHBIX, IPOrPAMMHBIX U TIPOTrPaAMMHO-
anmnapaTHBIX CPEICTB AJIMUHUCTPUPYEMO
CETH; IPOTOKOJIbI KAHAIIBHOTO, CETEBOTO,
TPAHCHOPTHOTO U MPUKIATHOTO YPOBHEH
MOJIENIA B3aUMOJACHCTBHUS OTKPBITHIX CUCTEM
[IK-6.Y.1 ymeTp noJkitoyaTh 1 HaCTpauBaTh
COBPEMEHHBIE CPECTBA 00ECTICUCHUS
0€30MaCHOCTH YJAJICHHOTO JIOCTYIIa

ITIK-6 CriocobeH
AIMUHUCTPUPOBAHUIO
CpeAcTB 00eCTICUeHHS
[Ipodeccuonanbubie | 6€30MaCHOCTH

KOMITCTCHIIHH YIQJIEHHOTO JIOCTYIa (OTEpAIMOHHbIX CHCTEM 1
OIICPAITMOHHBIX CUCTEM U
ineull)/lanmﬂ OBAHHDIX CIEIUATU3UPOBAHHBIX MIPOTOKOJIOB);
P paboTaTh ¢ KOHTPOJIBHO-U3MEPUTEILHBIMU
MIPOTOKOJIOB)

anmapaTHBIMHU U IPOTPAMMHBIMU
cpelncTBaMu

[1K-6.B.1 BnageTh HaBbIKAMH YCTAaHOBKH
JIOTIOTHUTEIBHBIX MPOTPAMMHBIX MPOTYKTOB
TSt oOecIiedeHus 0€30MaCHOCTH YIAIICHHOTO
JIOCTYMA U UX MapamMeTpu3aluu

2. Mecro nucuuminnbl B cTpykType OI1

HucnurnnuHa MokeT 6a3upoBaThCsl Ha 3HAHUSX, paHee MPUOOPETEHHBIX 00YJarOITUMUCS
MIPU U3YYEHHUH CIIETYIOUIUX TUCIUIUINH:

— «KopropaTtuBHas 3amura OT BHYTPEHHUX YIP03 HHGOPMAIIMOHHON 0€3011aCHOCTH,

— «lIpou3BoJICTBCHHAS IPAKTUKA)

3HaHuUs, TOJYYCHHBbIE TPH HM3YYEHWHM MaTepuana JTaHHOW JUCIHUIUIMHBI, UMEIOT Kak
CaMOCTOSTENIbHOE 3HAUYE€HHE, TaK U MOT'YT HUCIIOJIb30BATHCS MPU N3YYEHUU APYTUX JUCHUILINH:

— «lIpousBoacTBEHHAs TTPEAAUTIIOMHAS TPAKTHKAY

3. O0beM U TPYA0EeMKOCTh AUCHUIUINHBI
Jlanable 00 o0meM oO0beMe MUCHUIUIMHBI, TPYIOEMKOCTH OTIENIbHBIX BHIOB Y4eOHOM
paboThI 1O TUCHUIIMHE (M paclpesielieHue 3TOH TPYA0EMKOCTH 110 CeMecTpaM) IpeACTaBICHbI B
tabnure 2.

Tabmuua 2 — O6beM U TPYL0EMKOCTh TUCITUIIITMHbI

TpynoemMkocTs 1o
Bun yueGHoM paboTh Bcero ceMecTpam
Ne8
1 2 3
Oowan mpyooemKkocmp oucyunaunl, 2/ 72 2/ 72
3E/ (uac)
H3 nux uacoe npakmuueckoi no020moeKu 20 20
Ayoumopnuie 3anamus, BCEro vac. 30 30
B TOM YHCIIE:
nexiuu (JI), (dac) 10 10
npaktuueckue/cemunapckue 3ansatus (113),
(uac)
nabopaTtopHubie padoTs (JIP), (uac) 20 20




KypcoBoii mpoekT (padota) (KII, KP), (uac)

9K3aMeH, (Jac)
CamocmosamenvHas paboma, Bcero (dac) 42 42
Buo npomescymounoit ammecmayuu:. 3ayer,
madd. 3ager, skx3amen (3auer, Judd. 3au, | 3Bauer 3auer
DK3.*%*)

*x .
HpI/IMeanI/Ie . KaHJIUJAaTCKUHU 3K3aMCH

4. ConepxaHue JUCITUTUTHBI

4.1. Pacnpenenenue TpyI0€MKOCTH JTUCIUTLIMHEI 110 pa3ieiaM | BUAAM 3aHATHH.
Pazpgenbl, TeMbl TUCHUILIUHBI U UX TPYJOEMKOCTh IPUBEJCHBI B Ta0IUIIE 3.

Ta6ymma 3 — Pa3nensl, TeMbl TUCIUIUIMHBI, KX TPYI0EMKOCTh

Paznenpl, TeMbI JUCIIUIIIIMHEI Texunn | 113 (C3) P KII CPC
’ (dac) (dac) (uac) (dac) (uac)
Cemectp 8
Paznen 1. IlocTpoeHue MONMUTHKA 2 4 10
UH(POPMALMOHHOM O€30MTaCHOCTH MAaKETHON
MYJIBTUCEPBUCHON CETH
Paznen 2. TpebGoBanus nHpopManOHHON 3 12 12
0€30MacHOCTH MAKEeTHON MYJIbTHCEPBUCHOM CeTH
Texkyuuit KOHTPOJIb 1 10
Paznen 3. Opranu3zanimoHHO-TEXHUYECKHE Mephl 10| 4 4 10
peanu3anuyu OCHOBHBIX TPeOOBaHHM U TOCTPOCHUIO
CUCTeMbI MH(GOPMAITMOHHOHN 0€301TaCHOCTH
HUroro B cemectpe: 10 20 42
Utoro 10 0 20 0 42

IIpaxTrueckas

MMOATOTOBKA  3aKJIIOYAaCTCd B HCIIOCPCACTBCHHOM  BbIIIOJIHCHUU

OoOy4JarlolmUMHUCs  OINpENeJIeHHbIX  TPYAOBBIX  (YHKUIMH,  CBSI3aHHBIX ¢ Oyayuleu
npodecCHOHATIBHOMN 1€ TETbHOCTBIO.

4.2. CopneprxaHue pa3/ieioB U TeM JIEKIIMOHHBIX 3aHATHHA.
ConeprkaHue pa3/ienoB U TeM JIEKLIMOHHBIX 3aHATHI MPUBEEHO B TabnuIe 4.

Ta6n1/1ua 4 — Coz[epxcaHI/Ie pa3aciioB U TEM JICKIHHUOHHOI'O [UKJIA

Howmep pasznena

HazBanue u COACPIKAaHUC PA3CJIOB U TCM JICKITUOHHBIX 3aHATUH

1 Tema 1.1. MynbtucepBrcHsle cetn Ha TexHonorusix IP-QoS m ux
OCHOBHBIE (DYHKIIMOHAIIbHBIE 31eMeHThl. OnpeeIeHe OCHOBHBIX
MPUOPUTETOB UHPOPMAITMOHHOMN O€3011aCHOCTH.
Tema 1.2. Monenu HapymuTens 1 yrpos.

2 Tema 2.1. OOmue TpeOOBaHHUS TOCTPOCHUS 3AIMUIIICHHOU

MaKeTHOW MYNbTHUCEpBUCHOU ceTu. TpeboBaHUsS K TOJCHUCTEME
o0Oecrieyennst 0€30MaCHOCTH CETEBOI0 B3aUMOIENCTBH.

Tema 2.2. TpeGoBaHus K TMOACUCTEME ayTeHTU(PUKALUU U
YIIPaBJICHUS TIOCTYIIOM.

Tema 2.3. TpeGoBanus K moJaCHCTEMaM KpuOTorpaduueckoit
3alIMThl MHHOPMAIIMY ¥ aHTUBUPYCHOW 3aIATHI.

Tema 2.4. TpeOGoBanus K nojicucTeMam
PE3epBUPOBAHUS/BOCCTAHOBIICHHSI ~ WH(MOpPMAIUU,  KOHTPOJIA
ATAJIOHHOTO COCTOSIHMA MHGpopManmu U paboueil cpensl,

6




yIpaBieHus: 6€30MacHOCTHIO.

Tema 2.5. TpeGoBaHUS K CpPeICTBAM MOCTPOSHUS 3aIIUIICHHBIX
BUpTYyalIbHBIX ceTeit (VPN).

[TIpoTokon  ¢dopMHpOBaHWS  3AIMIIEHHOTO  TYHHENS  Ha
kananeHOM ypoBHe PPTP (Point-to-Point Tunneling Protocol).
[TIpoTokon  ¢opMHUpOBaHMS  3AIIMIICHHOTO  TYHHENIs  Ha
kananeHoM ypoBue L2F (Layer-2 Forwarding). Ilpotokoi
(dbopMUPOBaHUS 3aNIMIIEHHOTO TYHHENS Ha KaHAJIhbHOM YPOBHE
L2TP (Layer-2 Tunneling Protocol). O6miee omucanme creka
IIPOTOKOJIOB 3aluThl MexceTeBoro ypoBHs IPsec (Internet
Protocol Security)..ITpoTokon o6MeHa KitoueBOi HH(pOpMaIei
IKE (Internet Key Exchange). ITpoTokos ayTeHTHDHUIHPYIOIIETO
3aronoBka  (Authentication  Header, @ AH).  IIportoxon
WHKAINCyIupyromeit  3ammtbl  copepxkumoro  (Encapsulating
Security Payload, ESP).

Tema 3.1. Texuudeckue pemieHuss no 3amure ot HC]]
MEKCETEBOTr0 B3aMMOACHCTBHS U Nepeayll HHPOPMAIIHH.

Tema 3.2. Texauueckue pemieHus no 3amure ot HC/]
KOMITBIOTEPHBIX PECypCOB Ha YpPOBHE CEpPBEPOB M pabouux
craniuiit JIBC u peanuzanuu nojacucteMbl ayTeHTU(DUKALMU U
UIEeHTU(DHUKAITIN

4.3. Tlpaktuyeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHI U UX TPYAOEMKOCTb IPUBEECHBI B TAOIUIIE 5.

Tabnuna 5 — [IpakTuueckue 3aHsATHS U UX TPYJOEMKOCTh

N3 Hux Ne
Ne | Tewmsl npaktudeckux | @opmel IpakTUYEeCKUX | TpyaoeMKOCTh, |MPAaKTHYECKOM |pasnena
/1 3aHATHI 3aHATHI (dac) MMOATOTOBKH, | AUCIIHAIL

(dac) JIUHBI

VY4eOHBIM MJIaHOM HE IPEAYCMOTPEHO

Bcero

4.4. JlabopaTopHble 3aHATHS
Tembl 1a00paTOPHBIX 3aHATHIA U UX TPYJOEMKOCTb IPUBEICHBI B TaOIHIIE 6.

Tabnuua 6 — JIabopaTopHble 3aHATHS U UX TPYJOEMKOCTb

N3 Hux Ne
Ne HaumeHoBanue 1a6opaTopHBIX pabot TpyoeMKOCTb, | IPaKTUYECKON | pa3zena
n/m (uac) MTOATOTOBKH, | JHCIIHII
(gac) JINHBI
Cemectp 8
1 | M3y4yeHue npoTOKOJIOB ayTeHTH(PHUKAIIUN 2 2 1
2 | V3yyeHne METO/IOB YIPABICHHS JOCTYIIOM 2 2 1
3 | Hacrtpoiika oKanbHbIX TOJIUTUK 2 2 2
6e3onacuoct APM
4 | Hacrtpolika rpynmnoBbIX OJIUTHK 2 2 2
6e3onacHocty APM
5 | Hactpoiika moauTuku 6€301MacHOCTH cepBEpa 2 2 2
pensuuoHHoM 6a3bl aHHBIX MySQL




6 | AaMuHUCTpHpOBaHUE OE30MTaCHOCTH CEPBEPA 2 2 2
pensuuoHHOM 6a3bl nanHbix MySQL

7 | Hactpoiiku H30JIMPOBAaHHOM MPOrPAaMMHOM 4 4 3
cpelbl B oniepaninoHHoi cucreme Windows
8 | IIpoTokon popMuUpOBaHUS 3AIMUIIEHHOTO 4 4 2

TyHHEIIs Ha KaHaiabHOM ypoBHe L2F (Layer-2
Forwarding)

Bcero 20 20

4.5. KypcoBoe nmpoeKTHpOBaHKE/ BBHITIOIHEHUE KyPCOBOU PabOTHI
Y4eOHBIM IJIAHOM HE IPEAYCMOTPEHO

4.6. CamocrosTenpHas paboTa 00yJaronuxcs
Buner caMmocTosiTenbHON pabOTHI M €€ TPYA0EMKOCTh IIPUBEICHBI B TA0IHUIIE 7.

Tabmuua 7 — Bugsl caMocTosTenbHON PabOTHI M €€ TPYIOEMKOCTb

. Bcero, | Cemectp 8,
Bua camocrositensHOM paboTh
Jac Jac
1 2 3
N3yuenune TeopeTnueckoro Marepuania
22 22
nucuuriaHbl (TO)
[ToaroToBka K TEKyIIeMy KOHTPOJIIO 10 10
ycneBaemoctu (TKY)
IToaroroBka K MpoOMeEXyTOUHOU
10 10
atrectauuu (I1A)
Bcero: 42 42

5. [lepeuyenn yueOHO-METOIUYECKOTO 0OECTICUCHUS
JUTSL CAMOCTOSITEIbHON pabOThI 00YYArOIIMXCS IO TUCITUTLINHE (MOIYITIO)

Y4eOHO-MeTOAMYECKHE MaTepHUasbl Il CaMOCTOSITENIbHOM padoThl 00YyYaromIMXCsl yKa3aHbl B
. 7-11.

6. IlepeueHb MeYaTHBIX U ANEKTPOHHBIX YU€OHbBIX U3TaHUN
[lepedyeHb neUaTHBIX U DJEKTPOHHBIX YYeOHBIX M3/IaHUH MPUBEIEH B TaOIUIE 8.
Tabnuua 8— [lepeyeHb Me4YaTHBIX U AJIEKTPOHHBIX YUEOHBIX MU3AaHUMN

Kommuectso
Hludp/ HK3EMILIAPOB B
URL bubnuorpaduueckas ccpiika Oubmmorexe
azpec (KpoMe AIIeKTPOHHBIX
HK3EMILISIPOB)

https://lib.quap.ru/jirbis2/components/com irbis/pdf view/?869996
OcHOBBI ypaBieHus1 THOOPMAIIMOHHONW O€30IaCHOCTBIO : yueOHOe

noco6ue / H. H. Momaxk ; pex. B. B. OBunnnukos ; C.-Iletep6. roc.
YH-T @3POKOCM. TIPUOOPOCTPOEHHUS. - DIEKTPOH. TEKCTOBBIE JaH. -
Cankr-IlerepOypr : U3x-Bo 'YAIIL 2022. - 141 c.

https://lib.quap.ru/jirbis2/components/com_irbis/pdf view/?164521
BezonacHocTs HHOOPMAIIMOHHBIX CUCTEM : [ DJIEKTPOHHBIN pecypc|
: yuebnoe nocobue / H. H. Momak ; C.-Iletep®. roc. yH-T
a3pOKOCM. IPUOOPOCTPOCHUSI. - DIEKTPOH. TEKCTOBBIE JaH. -
Cankr-IlerepOypr : M3a-so 'YAII, 2019. - 169 c.

https://lib.quap.ru/jirbis2/components/com irbis/pdf view/?268708
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Opranuzainus 0€301acHOTO T0CTyNa K HH(PpOPMAaIlMOHHBIM
pecypcam : [ DneKkTpoHHBIH pecypce] : yuedHoe mocodbue / H. H.
Momak, T. M. Tatapuukoga ; C.-IleTep0. roc. yH-T a3pOKOCM.
npuOOPOCTpOEHHUSL. - DJIEKTPOH. TeKcToBbIe AaH. - CII6. : U3a-Bo
I'VAIL 2014. - 121 c.

https://lib.guap.ru/jirbis2/components/com_irbis/pdf view/?850495
3amunieHHbIe HGOTEICKOMMYHHKAIMHA. AHAIIN3 U CHHTE3 : [
OnextpoHHbIi pecypc] : MmoHorpadus / H. H. Momak ; C.-ITetep6.
TOC. YH-T a3POKOCM. IPHOOPOCTPOEHUS. - DIEKTPOH. TEKCTOBBIE
nad. - CIIO. : zn-Bo I'YAII 2014. - 197 c.

http://znanium.com/catalog.php?bookinfo=402686

KowmrmiekcHast 3amura nHQOpMAIUU B KOPIIOPATHBHBIX CUCTEMAaX:
YuebHoe mocodue / B.®. [llansrun. - M.: ]I ®OPYM: HUIL]
NH®PA-M, 2013. - 592 c.

https://e.lanbook.com/book/4925#book_name
[Tymkapés, B.B. 3amura nHpOpMaIMOHHBIX MTPOIIECCOB B

KOMITBIOTEPHBIX CUCTeMaX. [ DeKTpoHHbIH pecypc] / B.B.
[Tymxkapés, B.I1. [Iymkapés. — Dnexrpos. nan. — M.: TYCVYP,
2012. — 131 c.

7. IlepedeHb 3JEKTPOHHBIX 00Pa30BaTENILHBIX PECYPCOB
MH(POPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHOHU ceTn « HTepHeT»

Ilepeuens AJIEKTPOHHBIX 00pa3oBaTeIbHbIX pecypcoB UH(pOPMaIMOHHO-
TEJIEeKOMMYHUKAaMOHHON ceTtu «MHTepHeT», HEOOXOAUMBIX JJii OCBOEHHUS JUCLUIUIMHBI
npuBe/ieH B Tadymie 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX OOpa30BATEIBHBIX PECYPCOB HH(POPMALMOHHO-
TEJIEKOMMYHUKAMOHHOM ceTH «HTepHeT»

URL anpec HaumenoBanue

https://e.lanbook.com/ DJIeKTpOHHAsT OMOJIMOTEYHAsT CHCTEMA

https://znanium.com/ DeKTpoHHAass OMOTMOTEYHAsI CHCTEMa

https://lib.guap.ru/jirbis2/ | bubnmuorexa I'V AIT

8. Ilepedens MHPOPMAITMOHHBIX TEXHOJIOTUI
8.1. [lepeyeHp mporpaMMHOr0 o0OeCHEeueHUs,, HCIOJIb3YEMOT0 TMpPH OCYIIECTBICHUU
00pa30BaTENILHOrO Mpolecca M0 AUCHUIINHE.
[lepeueHp ucnonbp3yeMoro NporpaMMHOro odbecnedeHus npejacrasieH B Taduuue 10.

Tabmumna 10— [TepeueHs mporpaMMHOTO 00€CIICUCHHS

Ne n/m HanmenoBanue
1 Menemxkep naposeit KeePass
2 OC Windows Bepcuu He panee XP
8.2. Ilepeuenn MH(POPMALMOHHO-CITPABOYHBIX CHCTEM,HCII0NIb3YEMBIX npu

OCYIIIECTBIICHUU 00Pa30BaTEIHLHOTO MPoIiecca 1Mo JUCIUILTHHE
[lepeuenr uCHONB3yeMBIX HHPOPMAIIMOHHO-CIIPABOYHBIX CHCTEM TMPEICTaBICH B
Tabnuie 11.

Tabnuua 11— Ilepeyens HHPOPMALIMOHHO-CITPABOYHBIX CUCTEM

Ne /1 HanmenoBanue

He npenycmorpeno



https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?850495
http://znanium.com/catalog.php?bookinfo=402686

9. MarepuanbHO-TeXHUYECKast 6a3a
CoctaB MaTepUAIbHO-TEXHUYECKOH 0a3bl, HEOOXOMUMOW Ui  OCYIIECTBIICHUS
00pa30BaTeNBLHOTO MpoIiecca Mo TUCIUTUIHHE, IPEICTaBIeH B Tabmuiel 2.

Ta6ymmma 12 — CoctaB MaTepuaibHO-TEXHHUECKOM 0a3bl

Ne HanmeHnoBanue cocTaBHON 4acTH Homep aynuropun
/T MaTepUaIbHO-TEXHUYECKON Oa3bl (ipu HEOOXOTUMOCTH)

1 ®onp aynutopuit 'Y AIT qyist mpoBeaeHust 3aHsITHI
JIEKIIMIOHHOTO U CEMUHAPCKOTO (IIPAaKTUYECKOr0) TUIIA,
IPYIIIOBBIX U UHJIMBHUIYaJIbHBIX KOHCYJIBTALMM, TEKYIIETO
KOHTPOJIA U IIPOMEKYTOUHON aTTECTALINH.
Cneuunanu3upoBaHHast MeOelb; TEXHUYECKUE CPEICTBA O0yUCHUS,
CITy>Kalliue ISl TIpeIcTaBiIeHns yueOHo# nHpopManuu O0IbIIon
ay/IMTOPUH; IEPECHOCHON HA0Op TEMOHCTPALIMOHHOTO 000PYI0BaAHHUS

2 | BerancnurenpHas gadopaTopus

Crierpani3upoBaHHasi MeOesb; TEXHUYECKHUE CPeICTBA O0YUCHUS,
CITy’Kallue JUIsl IPEICTaBICHUs Y4eOHOM nH(pOopMaIuu 0OJIbIIOH
aymuTtopun; nadboparopHoe obopynoanue (II1BM - 12 wir.,
00BEJMHEHHBIX B JIOKATbHYIO BBIYMCIUTEIBHYIO CETh C BBIXOJIOM B
BeranciuTenbHyto ceth I YAII u MaTepHeT)

10. OueHo4HBIE CpeACTBA ISl POBEICHUS TPOMEKYTOUHOUN aTTECTAIINH
10.1. CoctaB OLEHOYHBIX CPEACTBAJI NPOBEIACHHS MPOMEKYTOUHONW AaTTeCcTaluu
00yJaromuxcs 1Mo JUCIUIUINHE MPUBEACH B Tadymie 13.
Tabnuna 13 — CocTaB OIEHOYHBIX CPEJCTB AJISl TPOBEACHUSI IPOMEKYTOYHON aTTeCcTalluu

Bun npomexyTodHOM arTecTauuu ITepedeHb OIIEHOYHBIX CPEJICTB

3ayer Cnmcok BOIpOCOB

10.2. B kadyectBe KpUTEpUEB OICHKH YpPOBHSA C(HOPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00ydJarouMMHcs MpUMEHseTcsl 5-0ajuibHas IIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIIMH, KoTopas npuBeaeHa B Tabnuie 14. B Teuenune cemectpa MOXKET MCIOJIB30BATHCS
100-0annpHast ~ mKajma  MOAYJIBHO-PEUTHMHIOBOM  CHUCTEMbl  YHUBEpPCUTETa,  IpaBHUIa
HCIIOJIb30BaHUsl KOTOPOW, YCTaHOBJIEHBI COOTBETCTBYIOLIUM JIOKaJIbHBIM HOPMATHUBHBIM aKTOM
I'VAIL
Tabnuna 14 —Kpurtepuu onieHkH ypoBHS ¢()OPMHUPOBAHHOCTH KOMIETEHUIUN

OrreHKa KOMITETEHITUHN

XapakTepucTrka c(hOpMUPOBAHHBIX KOMITETEHIIHIA
5-0aiupHas mKana P P (op

— oOyyaromuiicss TIyOOKO M BCECTOPOHHE YCBOWJI IPOTPAMMHBIN
MaTepHa;

— YBEpPEHHO, JIOTHYHO, ITOCIIC0BATEIFHO U TPAMOTHO €T0 M3JIaracr;

— ONMUpasiCh Ha 3HAHWS OCHOBHOW W JOMOJHUTEIHHOU IUTEPATYpPHI,
TECHO TIPUBS3LIBACT YCBOCHHBIC HAYYHBIC MOJOXKEHUS C MPAKTUYECKOM
JIESITEIILHOCTHIO HAIPABJICHHS;

— yMeJi0 000CHOBBIBAET U apTYMEHTHUPYET BBIIBUTACMBIC UM HJICH;

— JIeJIaeT BBIBOALI H 000OIIEHHUS;

— cBOOOJIHO BJIAJICET CUCTEMOM ClelUaTIN3uPOBAHHBIX TOHSTUH.

«OTIIMYHO»
Ga4uTCHO»

— 00yuaromuiicss TBEpIO YCBOMJ MIPOrPAMMHBIM MaTepHall, FPAMOTHO U
[0 CYIIECTBY M3JIaraeT €ro, ONUpasCh Ha 3HAHHA OCHOBHOM
«XOpOIIO» JUTEPATYPBI;

(GA9TCHO» — HE JIOIYCKAeT CYIIECTBEHHBIX HETOYHOCTEM;

— YBSA3BIBAET YCBOEHHBIE 3HAHUSA C IPAKTHYECKOU JESATENHLHOCTHIO
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Or11eHKa KOMITETEHITUHN

XapakTeprcThKa C(HOPMUPOBAHHBIX KOMIIETEHLINI
5-0ayuipHad IIKaIa PAKTEP (op

HATPaBIICHUS;

— apryMEHTUPYET Hay4YHbIC TTOJIOKEHUS,

— JIeJIaeT BBIBOALI H 0000IICHHUS;

— BJIJICET CHCTEMOMU CIIeUaTN3UPOBAHHBIX TTOHSITUH.

— 00y4Jaromuiicss yCBOMJI TOJIBKO OCHOBHOHM NMPOrpaMMHBIN MaTepual,
II0 CYHIECTBY M3JIaracT €ro, ONMpasch HA 3HAHUSA TOJIBKO OCHOBHOMU
JUTEPATYPBI;

— JIONyCKaeT HeCYIIECTBEHHBIE OMMOKN H HETOYHOCTH;

«yJIOBJIETBOPUTEIILHOY o

— ACOBITHIBAET 3aTPYAHEHHS] B IPAKTUYECKOM IPUMEHEHUHM 3HAHUU
«3auTEHO»
HaIpaBJICHUS;
— cn1abo apryMeHTUPYeT HayYHbIC MTOJOKEHHS,;
— 3aTpyAHseTcs B (OpMYyITUPOBAHUN BHIBOJIOB i 0000OIICHUI;
— YAaCTHUYHO BJIAJICET CUCTEMOM CHEIIMATN3UPOBAHHBIX OHSITUH.
— o0Oyyaroluiicss HEe YCBOWJ 3HAYUTENIBHOH 4YacTH MPOrpaMMHOTO
Marepuaa;
— JIOIYCKAaeT  CYIIECTBEHHbIE  OMMOKM W  HETOYHOCTH  IIPH
«HEYIOBJIETBOPUTEIILHOY
paccMOTpEeHHH MTPOOJIEM B KOHKPETHOM HaIPaBIICHUY;
«He 3a4TCHO)

— MCHBITHIBACT TPYAHOCTH B MIPAKTUUECKOM NIPHUMEHEHUH 3HAHHIA;
— HE MOXKET apryMEHTUPOBATh Hay4YHbIC MOJI0KEHUS,;
— He QOpPMYJIUPYET BHIBOAOB U 000OLIECHUI.

10.3. TunoBble KOHTPOJIbHBIC 3a/IaHUS WM UHBIC MaTEPHAIIBI.
Bormpocs! (3agaun) nis sK3aMeHa IpeIcTaBlIeHbl B Tadimie 15.

Tabnuna 15 — Bonpocs! (3agaun) 11 9K3aMeHa

Ne n/m [lepeuens BonpocoB (3aa4) AJs IK3aMEHa Koz
UHIMKaTopa
Y4eOHbIM IIAHOM HE MPEAYCMOTPEHO
Bomnpocs! (3agaun) nis 3adera / nug¢. 3auera npeacrapieHs! B Tabnuue 16.
Tabmuna 16 — Bonpocs! (3agaun) mis 3adera / qudd. 3adera
Kon
Ne n/nn [Iepeuens BonpocoB (3aga4) ans 3a4dera / qudd. 3ayera HHIKATOPA
1. D yHKIHUOHATIBHO-CTPYKTYpHAs OpraHu3aLus [1K-2.3.2
MYJIBTUCEPBUCHOM ceTu Ha TexHosioruu IntServ u DiffServ [IK-2.3.4
2. CepBHUCHI 0€30MAaCHOCTH M UX peaTn3aIius TIIK-2.V.1
3. OmnpeneneHre OCHOBHBIX IPUOPUTETOB HHPOPMAITHOHHOM IK-4.3.1
0€3011aCHOCTH B MYJIbTHCEPBUCHOM CETH [1K-4.3.2
4. Mojienn HapyIIuTeNs B MyJIbTHCEPBUCHOMN CETH IK-4.V.1
5. 3HAYMMEIE YIPO3bl B MYJILTHCEPBHCHOM CETH [IK-4.Y .2
6. O611e TpeGoBaHuUS MOCTPOCHUS 3AILUIIIEHHON 1IK-4.B.1
MYJIBTHCEPBUCHOM CETH 1K-6.3.1
7. OG61ue TpeGoBaHMs K MOACHCTEME obecriederns Gesonacuoctr | [K-6.Y.1
CETEBOT0 B3aUMOJIEUCTBUS 1K-6.B.1
8. TpeboBaHUs K MOACUCTEME ayTeHTU(DUKALIMY U YIIPaBICHUS
JOCTYTIOM
9. TpeboBaHus K MoACUCTEME KPUIITOTpahuuecKoi 3aInuThI
nHpopmaruu
10. TpeboBaHMs K MOJACUCTEME AaHTUBUPYCHOM 3aIIUTHI
11. TpeGoBaHMsI K TOJICUCTEME PE3EPBUPOBAHUS U
BOCCTaHOBJICHUsI HHPOPMALIUU
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12. TpeboBaHMsI K TOJCUCTEME KOHTPOJISI ATAIOHHOTO COCTOSHUS
uHpopmanuu u paboueii cpesl

13. TpeboBaHMsI K TOJCHCTEME YITPaBICHUS OE30IIaCHOCTHIO

14. TpeOGoBaHwMsI K CpEACTBAM IMOCTPOSHUS 3AIUIIEHHBIX
BUpTyaIbHBIX ceTeil (VPN)

15. Texnnueckue pemenus no 3amure or HCJ[ mexcereBoro
B3aMMOJICICTBHS U NepeiaBaeMoil nHpopMaun

16. [TpoTokous hopMUpPOBaHMS 3AIIMIIEHHOTO TYHHES Ha
kananpHOM ypoHe PPTP (Point-to-Point Tunneling Protocol)

17. [TpoTokous hopMUpOBaHMS 3AIMIIEHHOTO TYHHES Ha
kananpHOM ypoBHe L2F (Layer-2 Forwarding)

18. [TpoTokon ¢hopMUpOBaHHs 3AITUIIICHHOTO TYHHES Ha
kaHanbHOM ypoBHe L2TP (Layer-2 Tunneling Protocol)

19. O011ee onucanue cTeka MPOTOKOJIOB 3aIIUThl MEKCETEBOTO
yporHs [Psec (Internet Protocol Security).

20. [Tporoxon oOmena kiroueBoit uHpopmanueit IKE (Internet Key
Exchange)

21. [Iporokon ayrenTuduIupyomiero 3aroioska (Authentication
Header, AH)

22. [TpoToKO0N MHKATICYTUPYIOIIEH 3aIIUTHI COACPKUMOTO
(Encapsulating Security Payload, ESP).

23. Texuuueckue pemtenus o 3amure or HCJ] koMnbloTepHBIX
peCypcoB Ha ypoBHE cepBepoB U pabounx crannuii JIBC

24. TexHUYECKHE peUIeHHS 110 peaTr3aluu MOCUCTEMbI
ayTeHTU(UKaMK U UACHTU(DUKAIIH

[lepeuenr TeM [N KypCOBOTO MPOEKTHPOBAHUS/BBIIIONHEHUS KYpCOBOW pabOTHI
MpeICTaBICHBI B TabwmIe 17.
Tabnuna 17 — Ilepeyers TeM Uit KypCcOBOTO MPOEKTUPOBAHMSI/BBITIOHEHUSI KYPCOBOM pabOTHI

Ne /i1 [TprMepHBIii TepeueHb TeM sl KypCOBOTO MTPOEKTUPOBAHUSI/BBINIOIHEHUS
B KypCOBOH paboThI

Y4eOHBIM MJIaHOM HE PEIYyCMOTPEHO

Bompocer s mpoBeleHUsS TIPOMEXKYTOYHOW AaTTECTAllMM B BHJE TECTUPOBAHHUS
npeJcTaBiIeHbl B Tabnuie 18.

Tabnuua 18 — [IpumepHbIii epeueHb BOIIPOCOB JJIsi TECTOB

Kon

Ne n/m [IpuMepHBIii epedeHs BOIIPOCOB ISl TECTOB
WHJUKATOpa

He npenycmorpeno

[lepeueHp TeM KOHTPOJIBHBIX PabOT MO NUCHUIUIMHE OOydYaroluXcsl 3a04HON (OpPMBI
oOydeHus1, IpeCcTaBIeHbl B Ta0muie 19.

Tabmuna 19 — [lepedeHb KOHTPOJIBHBIX PadOT

No /it [TepeyeHr KOHTPOJIBHBIX PAOOT

He npenycmorpeno

10.4. Meroauueckue  Marepuaibl,  ONpPEICNSAIONIMEe  MPOLEeIyphl  OLIEHUBAHUS
UH/INKATOPOB, XapaKTepU3YIOIIUX d3Tanbl (HOPMUPOBAHMS KOMIIETEHLUH, COAEpKarcs B
JOKAJIbHBIX HOPMaTuBHBIX akTax [YAII, pernmameHTHpyrOmMX MOPAJOK U HPOLEAYPY
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IPOBEICHUS TEKYILEro KOHTPOJISI YCIIEBAEMOCTH M MIPOMEKYTOUHON aTTeCTallMi 00y4aromuXcs
I'VAIL

11. Meroaudeckue yKa3aHus A1 00yUJaIOMUXCs 110 OCBOCHUIO JUCITUTUTHHBI

11.1. Meroauyeckue yKazaHus s OOy4YalOIIMXCS 110 OCBOCHUIO JIEKIIMOHHOTO
MaTepuaia.

OCHOBHOE Ha3HAYEHME JICKIIMOHHOIO MaTepuaia — JIOTHYECKH CTPOWHOE, CUCTEMHOE,
riyOOKoe W SICHOE HW3JIOKEHHE ydeOHOro marepuana. HasHadeHune COBpEMEHHOM JIEKIMHU B
paMKax IUCLMIIJIMHBI HE B TOM, YTOOBI MOJIyYUTh BCIO MH(OPMALMIO 110 TEME, a B OCBOCHUU
dyHaaMeHTaNbHBIX TpoOJeM JUCHMIUIMHBI, METOJOB HAyYHOTO IIO3HAHMSA, HOBEWUIINX
JOCTMDKEHUI HaydHOM MbIciu. B yueOHOM mporecce JIEKIUs BBINOIHAET METO0JI0IMUYECKYIO,
OpraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKIUH. JIEKIMs pacKpbIBaeT MOHATUHHBIN anmapar
KOHKPETHOW o0siacTH 3HaHus, €€ mpoOjeMbl, JAaeT LeJbHOE NPEACTaBICHUE O AUCLUILIMHE,
MIOKAa3bIBAET B3aUMOCBSI3b C IPYTUMH IUCHUIUTMHAMU.

[InanupyemMble pe3yabTaThl IPH OCBOEHUH 00yYaroUMUCS JIGKIIMOHHOTO MaTepuaa;

— TIOJy4YEHUE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBSA3aHHBIX 3HAaHUH, YpPOBEHb
KOTOPBIX OIPEIEISIETCS LEIEBOM YCTAHOBKOM K KaX/10M KOHKPETHOU TEME;

— TIOJIyu€HHE OIbITa TBOPUYECKOI pabOThl COBMECTHO € IIPEIOJIaBaTENIEM;

— pa3BuTHEe HOPOPECCHOHATBHO-/IENOBBIX  KauyecTB, JIIOOBM K TNpeAMETy H
CaMOCTOSITEJIbHOTO TBOPYECKOT0 MBIIUIECHUS.

— TOsBJIEHHE HEOOXOIMMOT0 HHTEpEeca, HEOOXOAUMOTO Il CAMOCTOSTEIILHOW PadoOTHI,

— TOJy4YyeHHE 3HAHUNH O COBPEMEHHOM YPOBHE pa3BUTHS HAyKM M TEXHUKH U O
IIPOrHO3€ UX Pa3BUTHsI HA OJIMKalIIne Tobl;

— HayuyuTbCs METOJUYECKH oOpabaTbiBaTh MaTepuan (BBIACIATH TJaBHBIE MBICIH U
MOJIO)KEHUS, MPHUXOAUTh K KOHKPETHBIM BBIBOJIAM, IIOBTOPSITH HMX B  Pa3jIMYHbIX
bopmynupoBKax);

— TOJy4YeHHE TOYHOI'O IOHMMaHUs BCEX HEOOXOIMMBIX TEPMUHOB U MOHSATUH.

JIekuMOHHBI MaTepual MOXET CONPOBOXKIATbCA JIEMOHCTpaluuend CIaioB H
UCMOJIb30BAaHUEM DA3aTOYHOI0 MaTepuallia IpH MPOBEIEHUH KOPOTKHX JTUCKYCCHH 00
OCOOEHHOCTSIX MPUMEHEHMSI OTAEIbHBIX TEMATHK 110 JAUCLHUIIINHE.

CrpyKTypa npefocTaBieHusl JEKIHNOHHOIO MaTepuara:

Paznen 1. TloctpoeHme mOMUTUKH HMHPOPMAMOHHONM O€30MAaCHOCTH  TAKETHOU
MYJIBTUCEPBUCHOM CETH.

Paznen 2. TpeOGoBanusi mHPOPMAIMOHHON OE€30MACHOCTH MAKETHON MYJIBTHCEPBUCHOM
CETH.

Paznen 3. Oprann3alnOHHO-TEXHUYECKHE MEPBI M0 pealn3allii OCHOBHBIX TpeOOBaHUN U
MOCTPOCHHIO CUCTEMbI HH(OPMAIIMOHHON 0€30MacHOCTH.

11.2. Meroauueckue yka3aHus s OOYy4aroIMXCS MO BBIIOJIHEHUIO J1a00pPaTOPHBIX
pabor

B xozme BbImONHEHMsS J1a0OpaTOpHBIX paboT oOyyaromMiCcs [OJDKEH YIIyOuTh U
3aKpENHUTh 3HAHMS, TMPAKTHUYECKHUE HABBIKHM, OBIA/IETh COBPEMEHHON METOIMKOW W TEXHHKOU
HKCIIEPUMEHTAa B COOTBETCTBUM C KBAJU(HUKAIMOHHONH XapaKTEPUCTHKONW OO0YyJaromerocs.
BrimonHenne 1abopaTopHbIX pabOT COCTOUT M3 3KCHEPUMEHTAIbHO-TIPAKTUYECKOM, pacueTHo-
AQHAJTUTUYECKON YacTe U KOHTPOJIbHBIX MEPOTIPUATUH.

Breinonnenue nabopaTopHbIX pabOT 00ydaromMMCS SIBJISETCS HEOTHEMJIEMOM YacThIO
U3y4eHHs] JUCLMIUIMHBI, OIpenenseMoil y4yeOHbIM IUIAaHOM, U OTHOCHUTCS K CpEICTBaM,
o0ecreunBaroIUM peIIeHUe CIeIyIOIUX OCHOBHBIX 33/1a4 00y4aroIerocs:

— TIpHOOpeTeHHE HAaBBIKOB HCCIECIOBAaHHMS MPOIECCOB, SBICHUH U  OOBEKTOB,
U3y4aeMbIX B paMKax JaHHOW JUCIUILIUHBI,
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— 3aKpeIUIeHHEe, PAa3BUTHE U JEeTaln3alls TEOPETUYECKUX 3HAHUN, IOJYyYEHHBIX Ha
JEKLUSX;

— TOoJIyueHHe HOBOM MH(OpMAINH 10 U3Y4aeMOH TUCIUILIIHE;

— T[pHOOpeTeHHe  HABBIKOB  CAMOCTOSTENbHOH  paboTel ¢ 1abopaTOpHBIM
o0opyoBaHrEeM U pudopamu.

3ajianue ¥ TpeOGOBaHUS K MPOBEJICHUIO Ta00PaTOPHEIX PaboT

Bapuant 3agaHus 1Mo Kaxaod JabopaTopHOM paboTe OOydYaroImMics IOIy4daeT B
COOTBETCTBUU C HOMEpPOM B crhucke Tpymmbl. [lepen mpoBeneHueM J1abopaTOpHOU pPabOTHI
oOyJaroemMycs CielyeT BHUMATelIbHO O3HAKOMUTHCA C METOJWYECKUMH YKa3aHUSIMH IO €€
BBIMIOJIHEHUIO, @ TaKXe C COACP>KaHHEM COOTBETCTBYIOIIETO JIEKIIMOHHOTO Kypca, Ipu
HEOOXOJUMOCTH — U3YYUTh CAMOCTOSTEIBHO JOIMOJIHUTENbHYIO JIUTEpaTypy. B cooTBeTCTBUU C
3a/laHueM OOYYaroMMiiCs JOJHKEH IMOJATOTOBUTh HEOOXOJMMBIC JTaHHbBIC, BBITIOJHUTH 3a/I1aHUC
nabopaTopHOi paboThHI, MOIYYUTh TpeOyeMble pe3yibTaThl, OQOPMHUTH U 3AIIUTUTH OTYET O
nabopaTopHoi paboTe

Crpykrypa 1 hopMa oTdeTa 0 JJabopaTopHOM padbore
Otuer o naboparopHoil paboTe [MODKEH BKIOYaTh B ce0s: TUTYJIBHBIM JIKCT,
(GOpMyYIUPOBKY 3aJaHUsl, TEOPETUUYECKHUE TIOJIOKEHHS, KCIOJIb3yeMble TIPU BBIOJHEHUU
nabopaTopHOil paboTHI, OMKMCAHKUE MPOIecca BHITOIHEHHS J1a00paTOPHOM PabOThI, MOTyYCHHBIC
pe3y.]'II)TaTI)I 1 BBIBOJBI.

TpeboBanus k oopmIIEHHIO OTYETa O Ja00paTOPHOU padoTe

[To maGopaTopHbIM paboTaM BBIMOJIHSAETCS OTYET. THUTYNBbHBIA JUCT OdopmiseTcs B
COOTBETCTBHUH C 111a0JI0HOM (00pasiiom), mpuBeaeHHbIM Ha caiite I'YAII (https://new.guap.ru/) B
pasmene «HopmarueHas — mgokymentamusi»  (https://guap.ru/standart/doc). TekctoBbie u
rpadudeckue marepuaibl O0QOPMISIIOTCS B COOTBETCTBHH ¢ aAeicTByromumMu ['OCTamu wu
TpeboBaHusIMH, NpuBeAeHHbIMU Ha caiite ['YAII B paznene «HopmaTuBHas NOKyMEHTaLUs»
(https://guap.ru/standart/doc).

Meroanyeckue ykazaHusl M0 MPOXO0KIACHUIO Ja00PaTOPHBIX PadoT:

[004.056(075) T 33] Teopus uHpOpMAIMOHHONH OE30MACHOCTH W METOJOTOTHS 3aIUThI
uH(pOpMalLlMU: METOANYECKHE YKa3aHMs K BBINOJIHEHMIO JaboparopHbix pador Ne 1 - 4/ C. B.
beszarees, E. M. Jlunckuii, A. JI. ®omun. - CI16.: TOY BIIO "CII6I'YAIT", 2007. - 35 c¢. Koa-
BO 9K3. B 6u0OI. - 88.

11.3. Mertoauueckue yKazaHus UIsi OOYYaAIOMIMXCS MO MPOXO0KICHHIO CAMOCTOSITEITHHOM
paboThI

B xone BBIMOSHEHUSI CaMOCTOSITEIBHOW PabOThI, 00YJarONIUICs BBITIOIHAET PaboTy 1O
3aJJaHUI0 ¥ TIPU METOJUUYECKOM PYKOBOJCTBE IperojaBaTelisi, Ho 0e3 ero HernocpeiCTBEHHOIO
y4acTusl.

Jns oOywaromuxcst mo 3aoyHoi (opme OO0ydeHHs, caMoCTOsITeNbHas paboTa MOXKET
BKJTFOYATh B CEOsI KOHTPOJIBHYIO padoTYy.

B mnporiecce BBIMOTHEHHUSI CaMOCTOSITENbHONW paboThl, y oOydaromierocss (popMHpyeTcs
1enecoo0pa3Hoe IIaHUPOBaHUE pabouero BpeMeHH, KOTOPOe MO3BOJISIET UM Pa3BUBAaTh YMEHUS
U HaBBIKM B YCBOGHHMU M CHUCTEMAaTH3allMM MPUOOpETaeMbIX 3HAHUN, OOECIEeYMBAET BBICOKHIA
YpOBEHb YCIEBAEMOCTH B IMEpPHOJ OOY4YeHMs, MOMOraeT IOJyYUTh HAaBBIKA IOBBIIMICHUS
npo(hecCHOHATLHOTO YPOBHSL.

MetoauyeckumMi ~ MaTepuaiaMH,  HalpaBISIIONIMMH  CAMOCTOSATEIBHYIO  paloTy
00y4JarOIIUX CASBISIOTCS:

— y4eOHO-MEeTOJIMYEeCKUI MaTepual Mo AUCHUIUIHHE.
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Jnsg pa3BUTHSL Yy CTYJIEHTOB HAaBBIKOB CAMOCTOSITEIBLHOTO OBJIAACHUSI TEOPETUUYECKUM
MaTepuajioM psAl TeM JUCHUILUIMHBI Ha JICKUMOHHBIX 3aHATHUAX JaeTcsl 0030pHO, 4TO
IIpeIIoJIaracT UX CaMOCTOSATEIbHOE AETAIbHOE N3YUEHHUE.

IlepedeHb TEM /I CAMOCTOSITEILHOTO U3YUYEHHUS:

MynbTHCEpBHCHBIE ceTH Ha TexHonorusax [P-QoS.

TpebGoBaHUs TOCTPOCHHMS 3ANTUIIICHHON TAKETHOW MYJIbTUCEPBUCHOM CETH.

TpeboBanus k noacucreMe odecrieueHrs 6e30MacHOCTH CETEBOT0 B3aUMO/ICHCTBHS.
TpeboBanust K TMOACHCTEMaM pPE3EePBUPOBAHUS/BOCCTAHOBICHUS  HH(POpPMAIUH,
KOHTPOJIS 3TAJIOHHOTO COCTOSIHUSA MH(GOpMAaLIUU U paboueil cpesbl, yIpaBieHus 0€301acHOCThIO.

— TpebOoBaHus K cpeicTBaM IOCTPOEHUS 3aLUIIEHHBIX BUPTYyanbHbIX ceTell (VPN).

— Texuuueckue pemenus no 3ammure oT HCJl MexxceTeBoro B3auMoiecTBUs U Miepeiaun
uHpOpMaLnH.

— Texuuueckue pemeHuss no 3ammre oT HCJl KOMOBIOTEpPHBIX PECYpCOB HAa YpPOBHE
cepBepoB U paboumx cranmmii JIBC wm peanusanum moAcUCTeMBl ayTeHTH(UKAIUU U
UICHTU(UKAITUH.

11.4. MeTtoauueckue yKazaHus [UIsI OOYYarOIIMXCS IO MPOXOXKACHHUIO TEKYIIETro
KOHTPOJIS YCIIEBAEMOCTH.

Texkymuil KOHTPOJb YCHEBAEMOCTHM NPEIyCMAaTPUBAET KOHTPOJIb KAuecTBAa 3HAHUI
00ydJaroumxcs, OCyIIECTBISIEMOr0 B TEUCHHE CEMECTpa C IeJIbI0 OIICHUBAHUS XO0/1a OCBOCHUS
JMCIUTUIMHEL.

Pesynbrarhl TEKyIIEro KOHTPOJIA YYUTHIBAIOTCA IPU MPOBEACHUU MPOMEKYTOUHOU
atTectauuu B cooTBeTcTBUH ¢ TpeboBaHusmMu CTO ['VAIL CMK 3.76 «llonoxenue o TexyiieMm
KOHTpPOJIE YCIIEBAEMOCTH M IPOMEXKYTOUHOH aTTecTaluu CTyAEeHTOB W acnupaHToB ['YAIIL
oOyJaromuxcs mo o0pa3oBaTeIbHBIM MTPOrPaMMaM BBICIIETO 00pa30BaHUS.

11.5. Metoauueckue yka3zaHus A OOy4aroUIMXcsl MO MPOXOXKICHUIO MPOMEKYTOUHOMN
aTTECTALINH.

[Ipomexyrounas  artectanus  OOydaloIIUMXCsl — MpeAycMaTpUBaeT  OICHUBAHHE
IPOMEXKYTOUHBIX M OKOHYATEJIbHBIX PE3yJbTaTOB 00ydeHus no aucuuiuinHe. OHa BKIIIOYAeT B
cedst:

— 3aueT — 3To (hopMa OLEHKU 3HAHUM, MMOJyYEHHBIX OOYYaIOUIMMCS B XOJI€ U3yUCHHS
y4eOHON TUCUUIUIMHBI B LIEJIOM WM IPOMEXYTOUHAas (110 OKOHYaHUU CEMECTpa) OLIEHKA 3HAHUMN
00y4aromuMcsl 0 OTJAENbHBIM pa3jiesiaM JAUCHUILUIUHBI ¢ aTTECTAllMOHHON OLIEHKOW «3auTeHO»
WIH «HE 3aU4TEHOY.

Cucrema OLEHOK IpU INPOBENECHUU INPOMEKYTOYHOW aTTECTAlMU OCYIIECTBIIAETCS B
cooTBeTcTBUU ¢ TpeboBaHusMu Ilonoxkenuit «O TekylmeM KOHTPOJE YCIEBAEMOCTH U
OpOMEXyTOuHOU arrectanuu cryaeHToB ['YAII, oOydaromuxcss Mo mporpamMmmaM BBICIIETO
obpazoBanus» U «O MOIYTBHO-PEUTHHTOBOM CHCTEME OIICHKM KadecTBa ydeOHOH paldoThI
cryaentoB B I'YAIl». 3auer npoBoauTcs B ycTHOU popme. 3aueT 0Oydaronuxcsi MpoBOIUTCH,
KaK MpaBUJIO, B TEUCHHUE HENIEIH, MPEAIIECTBYOMENH Hayally 3K3aMEeHAI[MOHHOM ceccui, 100 Ha
NOCJETHEM 3aHATUU B CEMECTpe Mo AucuuIuIMHEe (Moayio). Eciu co ctopoHsl oOyuaromierocs
BO BpeMs 3ayera JONYLIEHbl HapylIeHUs y4yeOHOW JAUCUUIUIMHBI  (CIHCHIBaHHE,
HECaHKIIMOHMPOBAHHOE HCIIOJIb30BAaHUE CPEACTB MOOMIBHOM CBS3M, ayAHO—TIJIeHepoB U JPYrux
TEXHUYECKUX YCTPOMCTB), HapyllIeHUs MpaBuil BHyTpeHHero pacropsaka I'YAIL npennpunsta
MOMbBITKA TOJUIOra JOKYMEHTOB, IpernojaBaTelib BIPaBe yNalUTh OOydarollerocs cC 3adera ¢
3aHECEHNEM B BEJIOMOCTD OLIEHKM «HE 3auTeHo». [lo pe3ynbraraMm 3adera «3auTe€HO» 3aHOCHUTCA
npernojaBaTeeM B BEIOMOCTh M 3a4€THYIO KHIDKKY. OTpHIlaTesbHAas OICHKA («HE 3a4TCHOY)
3aHOCHUTCSl TOJIBKO B BEIOMOCThb. HesiBka oOydaromierocs Ha 3ayeT OTMEUYAeTCs B BEIOMOCTH
CIIOBAaMM «HE SIBWICS», JHUOO «H/A». JMPEKTOp MHCTUTYyTa HA OCHOBE BEJOMOCTH BBICHSET
OPUYMHY OTCYTCTBHA OOydalomierocs Ha 3aueTe W NPUHUMAET pEUIeHHe O MOpsKe
MOCJIEAYIOIEN ClIauu.
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Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

Jlata BHECeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHUH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapol

Ionmuce
3aB.

kadempoit
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