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Annoranus

JuctumuimHa «KopropaTtuBHas 3alMTa OT BHYTPEHHUX yrpo3 HHPOPMALMOHHOM
0€30MacHOCTH» BXOJUT B 00pa30BaTEIbHYIO IPOrPAMMY BBICIIIETO O0OPa30BaHHS — IPOrPaMMy
OakanaBpuaTa 10 HamlpaBJICHUIO MoAroToBku/ cnenuaibHoct 11.03.02
«MHPOKOMMYHHUKAITMOHHBIE TEXHOJIOTUU M CUCTEMBI CBSI3W» HarpaBiieHHOCTH «IIporpammHo-
3amuIeHHbIe ”HPOKOMMYHHUKaUKM. JluciumuinHa peanusyercs kapeapoi «Ne33».

JucuuminHa HaleJeHa Ha (JOPMUPOBAHKE Y BBITYCKHUKA CIICAYIONINX KOMIIETCHITHIA:
IT1K-9 «KopmopaTuBHas 3ammTa OT BHYTPEHHHUX yrpo3 HHGOPMAITMOHHONW O€301TaCHOCTH

CopepxaHrie TUCIUTUIMHBI OXBATHIBAET KPYT BOIIPOCOB, CBS3aHHBIX C BRIOOPOM PEIICHUNUTIO
HCITOJIb30BAaHUIO CHCTEM 3alIUThl HH(pOpMaluu ot BHyTpeHHUX yrpo3 DLP IWTM.

[IpenogaBanue MUCHMUIUIMHBI IPEIyCMATPUBACT CIeAYIONHe (OPMbI OpraHU3aIuU
yueOHOro Ipoliecca: JIEKIHH, JTa0opaTOpHbIE pPadOTHI, CAMOCTOSATEIbHAsI paboTa 00yJaroerocs.

[TporpaMMoii TUCIUTUIMHBI TIPEyCMOTPEHBI CIIEAYIONIUE BUIBI KOHTPOJIS: TEKYIIIHMA
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHASI aTTecTalus B popMe K3aMeHa.

OO0mast TpyA0E€MKOCTh OCBOCHHS IUCHUIUIMHBI COCTAaBISIeT 3 3a4eTHhIX eauHuIb, 108
YacoB.
SA3bIK 00yUYeHUs 110 TUCIMUIUINHE «PYCCKHUM »



1. TlepedeHp MIaHUPYEMBIX PE3YIHTATOB OOYUCHHUS 110 TUCIIUTUTMHE
1.1. Tlenu npenoaaBaHusi AUCHHUILUIUHBI
Lenpro peanuzanuu TporpaMmbl sIBJISETCS COBEPIICHCTBOBAHUE U (WJIM) MOJTYy4YEHUEHOBOM
KOMIIETEHIIMH, HEOOXOAUMON A1 Mpo(eCCUOHAIbHONM AESITeNbHOCTH, C Y4YETOM cleuupuxaniu
cranmapta Bopaackmic mo kommereHiuu «KopropaTuBHas 3amuTa OT BHYTPSHHHX YIPo3
nH(pOpMaIMOHHOM 0€30IMacHOCTH Y.

1.2. JlucummiuHa  BXOOUT B  COCTaB  dYacTh, (opMHUpyeMOW  y4aCTHUKAMH
o0pa3oBaTeNbHbIX OTHOIICHHH, 00pa30BaTeNIbHOM MpOrpaMMbl BHICIIET0 00pa3oBaHus (fajee —
OIl BO).

1.3. IlepeueHb mIaHUPYEMBIX PE3YJIHTATOB OOYUEHUS MO AUCLUHUIIIMHE, COOTHECEHHBIX C
IUTaHUpYeMbIMU pe3ynbratamu ocBoeHus Ol BO.

B pesynbrare u3yueHus AUCHMILIUHBI OOydYalomIMNCA IOHKEH 00JaJaTh CeAyHOIIMMU
KOMIICTCHIIMSIMEM FUTM WX YacTAMHU. KOMIETeHIIMM W WHIUKATOPHI MX IOCTH)KCHHS TPUBEICHBI B
Tabimue 1.

Tabnuna 1 — [lepeyeHb KOMIETEHIIUH U MHIUKATOPOB MX JOCTHUKCHHUSI

Konu
Kareropus (rpymmna) Kon n nauMeHoBaHue HHIUKATOPA JOCTHIKEHUS
HAaUMEHOBAaHUE

KOMIICTCHIIUHU KOMIICTCHIIU
KOMIICTCHIIMN

[1K-9.3.1 3HaeT npuHLIUIIBI TPOSKTUPOBAHMS
CUCTEMBI KOPIIOPATUBHOM 3aIUTHI OT
BHYTPEHHUX YTPO3

[1K-9.3.2 3HaeT OCHOBHbIE (PYHKIIUU CUCTEMBI
DLP IWTM

[1K-9.3.3 3HaeT TexHONIOTUHU aHaIHu3a Tpapuka
I1K-9 npy paboTe MOJUTUKAMH HH(OPMAIIMOHHOMN
KoprnopaTtuBHas 0€30MaCHOCTH B CUCTEME KOPIIOPATUBHOM
[TpodeccuonanbHble | 3aIIMTa OT 3amuThl HHGOpMALIUU

KOMIETECHIINU BHYTPEHHUX YIpO3 [TK-9.V.1 ymeeT pazpabatbiBaTh NOTUTHKU
MH(pOPMAaIMOHHOM JIE€TEKTUPOBAHUS U OIOKMPOBKH YTEUEK C
0€30MacHOCTH ucnosb3oBanueM DLP-cucrem

I1K-9.VY.2 ymeer pabGorats B DLP-cucreme ¢
COOBITHUSIMH, 3aIIPOCAMHU, OOBEKTAMU 3aIUTHI,
HOJUTHUKAMH, CBOJIKAMHU, BU/DKETAMH, TIEPCOHAMHU
[T1K-9.B.1 BnageeT HaBbIKaMU YCTAaHOBKH U
KoHurypuposauus cucrem DLP IWTM
[1K-9.B.2 BnageeT HaBBIKaMU CO3/IaHUS (PHIIHTPOB
JUIsl aHaJIN3a MepexBayeHHOro Tpaduka u
BBISIBJICHHBIX MHITUJICHTOB

2. Mecro nuctumianssl B cTpykType OIT
JucnumnimHa MoxeT 6a3upoBaThCsl HAa 3HAHUSX, paHee MPUOOPETEHHBIX 00yUYaIOUUMHUCIIIPU
W3YYEHUH CIIENYIOINX AUCLIUIIINH:
— OcHoBbI HH(POPMAITMOHHOW 0€30MMaCHOCTH.
3HaHu4, MOJIyYeHHbIE TPU U3YYEHUU MaTepuana JaHHOW JUCIUIUIMHBI, HMEIOT
CaMOCTOSITEIIbHOE 3HAUEHUE.

3. O0BeM U TPYIOEMKOCTD TUCIUTIITAHBI
Janueie 00 oOmeM oObeMe AMCHUUIUIMHBI, TPYJOEMKOCTH OTIENbHBIX BHUAOB Yy4eOHOU
paboTHl MO TUCHUILIHMHE (M pacrpelesieHne 3TOH TPYAOEMKOCTH MO CEMECTpaM) MpEeCTaBICHbI B
Tabaure 2.

Tabmuua 2 — O0beM U TPYI0EMKOCTb JUCIUTUINHBI



TpynoemMkocTs 1o
Bun yueOHol paboThl Bcero cemecTpam
Ne4
1 2 3
Oowan mpyooemKocmp oucyunIuHbl, 3/ 108 3/ 108
3E/ (4ac)
U3 Hux uacoe npaxmuueckoil nOO20Mo6KuU 34 34
Ayoumopnuie 3anamus, BCETo yac. ol 51
B TOM YHCIIE:
nexuuu (JI), (dac) 17 17
npaktuueckue/cemunapckue 3anatus (113),
(gac)
nabopaTtopusie padotsl (JIP), (yac) 34 34
KypcoBoii npoekt (padota) (KII, KP), (uac)
9K3aMeH, (4ac) 27 27
Camocmoamenvnas paboma, Bcero (4ac) 30 30
Buo npomescymounon ammecmayuu: 3a4er,
mudd. 3ager, sk3amed (3auer, Audd. 3ay, OK3. OK3.
JK3.**)

*

IpuMeuanue:  KaHIMIATCKHI SK3aMeH
DK3aMeH MOXET IMPOBOJUTHCS B POPME JEMOHCTPALIMOHHOTO dK3aMEHa.
4. CopepxaHue AUCIUTUIMHbBI
4.1. Pacnpenenenue TpyJO0€MKOCTH AUCLUUIUIMHBI IO pa3jiesiaM U BUJaM 3aHATHI.
Paznenbl, TeMbl TUCIMIDIMHEI ¥ UX TPYJO0EMKOCTb ITPUBECHBI B TAOIUIE 3.

Ta6J'II/H_Ia 3- PaS,[[eJ'IBI, TEMbI JUCHUILINHBI, UX TPYJOCMKOCTb

Pa3nensbl, TeMbl IUCHUTIITMHBI Jlewn | 113 P KIT CPC
u (C3) (dac) (dac) | (gac)
(gac) | (gac)
Cemectp
3
Paznen 1. Cranmaptsl Bopnackmmic u
cnenudukanus ctanaapToB Bopnackumic mo
kommeTeHIHu «KopropatnBHas 3amuTa oT 1 2
BHYTPEHHUX YTPp0o3 HHPOPMAITHOHHOMN
O6e3zonacoHcTny. Paznens cnerudukanum
Paznen 2. TpeboBaHus oxpaHbl TPy/Aa U TEXHUKH 1 2
0€30MacHOCTH
Paznen 3. CoBpeMeHHBIE TEXHOJIOTHU B
npodeccruonanbHOM chepe. OCHOBHI 3aITUTHI 2 2 4
uH(pOpMaIIUK OT BHYTPEHHUX YTPO3
nH(pOpMalMOHHON 06€30MacHOCTH
Paznen 4. OcHoBbI U (POBON THTHEHBI 2 4 5
Paznen 5. YcranoBka, KOHQUTypUpOBaHHE U
yCTpaHEHUE HEUCIIPAaBHOCTEH B cUCTEME 2 6 3
KOPIOPATUBHOM 3alIUTHI OT BHYTPEHHHUX YIPO3.
Paznmen 6. TexHomoruu areHTCKOro MOHUTOPUHTA 3 3] 4
Paznen 7. PazpaboTka momuTHK G€30MMaCHOCTH, 3 8 5
AHAJIU3 BBIABJICHHBIX HHIIMJICHTOB
Paznen 8. O6cnenoBanue (ayAUT) OpraHU3aINH C
IEJTBIO 3aIIMTHI OT YIPo3 HH(HOPMAIMOHHON 3 8 5
0e301acHOCTH
Htoro B cemecTpe: 17 34 30




Uroro 17 0 34 0 30

[IpakTuueckass MOATOTOBKA  3aKIIOYAaeTCs B HEMOCPEACTBEHHOM  BBIMIOJIHEHUU
00y4JaroIMMUCS OMPEICTICHHBIX TPYIOBBIX (PYHKIIMI, CBSI3aHHBIX ¢ Oyaymiei mpodeccuoHaIbHON
JESTENIbHOCTBIO.

4.2. CopepkaHue pasieloB U TeM JCKIIMOHHBIX 3aHITUH.
CopepxaHue pa3/elioB U TeM JICKITMOHHBIX 3aHATUH MPUBEIEHO B TabmuIe 4.

Tabnuna 4 — Coneprkanue pa3iesioB U TEM JIEKIIMOHHOTO IHKJIa
Howmep paznena HasBanue u coepikanue pas3iesioB U TeM JISKIIMOHHBIX 3aHITUN

1 Pa3nen 1. Cranaaptel Bopaackuiuic u cienuuKanusi CTAaHAApTOB
Bopaackuiuic mo komnerenunu «KopnoparuBHas 3ammra ot
BHYTPEHHHX yrpo3 nHGopMalHOHHOI 6e3omacHocTH». Pa3aesnl
cnenupuranuu

Tema 1.1 Criennukanmsi craHgapTa KOMIICTSHITUN
«KopnopaTuBHas 3aiTa OT BHYTPEHHUX YIpo3 HHGOPMAIMOHHON
6e3onmacHOCTHY (KOHKYPCHOE 3aJlaHie, TEXHUYECKOE OMICaHueE,
UHOPACTPYKTYPHBII JHCT, CXeMa U 000pyIoBaHUE pabOYUX MECT,
TpeOOBaHUS K TEXHUKE OC30MMaCHOCTH, KPUTEPHUH OIICHUBAHMSI, KOJCKC
ATHUKH, OCHOBHBIC TCPMHUHBI)

2 Paznen 2. TpeGoBaHusi 0OXpaHbI TPYAAa M TEXHUKHU 0€30NIaCHOCTH
Tema 2.1 Kynbrypa 6e3omacHoro Tpyna.
Tema 2.2 OcHoBbI 6e30macHOro Tpyaa u 3QpPeKTUBHAS OpraHU3aIHs

pabouero Mecta B COOTBETCTBUHU €O CTaHAapTamu Bopiackuiuic u
cnenudukanuen cranaapToB Bopiaackuiuic Mo KOMIETEHIIUH.

3 Paznen 3. CoBpeMeHHbIe TEXHOJIOTHM B IPO(ecCHOHAIBLHON cepe.
OcHOBBI 3aIIUTHI HHPOPMAIIUH OT BHYTPEHHHX YIpo3
HH(OPMALMOHHOH 0€30I1ACHOCTH.

Tema 3.1 OCHOBBI 3alIUTHI KOPIIOPATUBHON HH(POpPMAIMH
Tema 3.2 Ienwu, 3a1a4m, CUCTEMBI, METOBI U CPEICTBA 3AILUTHI
Tema 3.3 [IpaBoBBIE OCHOBBHI.

KittoueBble anroput™Msl v cuctemMsl. OCHOBHBIE OHATHSA. be3onacHocTh
MH(OPMALIMOHHBIX CUCTEM. YTPO3bl HHPOPMAIIMOHHOMN 0€3011aCHOCTH.
Hcrounuku yrpos. Ysa3sumoctu. Pucku. Ataku.

Tema 3.4 3ammra wHbOpMAMK OT  BHYTPEHHUX yIpo3
nH(POPMAIIMOHHOIN Oe30macHOCTU. BhIsBIEHHE yTeueKk ¢ HCIOJIb30BaHHEM
texHosoruu Data Leakage Prevention (DLP). Teopus u npaktika
npumeHenus DLP-cucrem.

4 Paznen 4. OcHoBbI LM (POBOI THTHEHBI

Tema 4.1 Hudposas ruruena. Kudepyrpossl. Buast kubepyrpos.
WnuTepHer yrpo3sl. BHemHue (Bpe10HOCHBIM MPOrpaMMHBIH KO, CIIaM,
(UIIMHT, CeTeBbIE aTaKH, B3JIOM YCTPONCTBA, B3JIOM aKKayHTOB U T.J.) U
BHYTPEHHHUE (MHTEPHET 3aBUCUMOCTb, MHTEPHET NPOKPACTUHALIMS)
UHTEPHET yrpo3bl. KoOMMyHUKallMOHHBIE U TEXHOJIOTUYECKHE HHTEPHET
YTPO3BL.

Tema 4.2 [IpaBuma Ge3omacHOro NoBeAeHUs B ceTu MHTEpHET.
Pa3melenue 1 HCIIONB30BAHUE IEPCOHAIBHBIX U JIMYHBIX JTaHHBIX.
besonacHeie nmaposm. HacTpoilku MpUBAaTHOCTU B COL[UAIBHBIX CETAX.
Pe3epBHOE KONTMpPOBAHME.

Tema 4.3 IIporpaMMbl 3amMTBl OT BPEAOHOCHOIO IPOrPAMMHOIO




koxa. IIporpammsl poauTensckoro KoHTpods. CpencrBa mmdpoBaHUs
naHHbIX. CpencTBa OJI0KMpPOBaHMS HEXKENATEIbHOIO KOHTEHTA

5 Paspnen 5. YcranoBka, KOH(pUrypupoBanue u ycTpaHeHue
HEUCIPABHOCTEH B CCTeMe KOPIOPATHUBHOM 3allIUTHI OT
BHYTPEHHHX yIrpo3.

Tema 5.1 Ycranoska DLP IWTM B BUpTyaJIbHOM OKPY>KEHHUU.
Pesxumbl port mirroring u proxy.

Tema 5.2 Kondurypuposanue DLP IWTM

Tema 5.3 HcnpaBieHne TUIOBBIX HEUCIIPABHOCTEM.
6 Pa3nen 6. TexHoJIOrMH areHTCKOI0 MOHUTOPHHTA
Tema 6.1 Ha3znaveHune areHTCKoro MOHUTOPUHTA. Y CTAHOBKA U

HACTpoKa areHTckoro Monutopunra. Marepgeiic koncoaun DLP IWDM.
PaboTa B KOHCOIM yIIpaBJIeHUs Aar€HTOM

Tema 6.2 [lonuTHKM areHTCKOro MOHUTOPUHTA, OCOOEHHOCTH UX
HacTpoiiku. Co3znanue U npoBepKka NoauTHK. Co3aaHNe NOJUTUK 3aLUThI
Ha areHTax;; @uibTpanus coosiThii; Hactpoiika COBMECTHBIX COOBITHIT
areHTCKOI'o ¥ CeTeBOr0 MOHUTOpHUHra; Pabota ¢ HocuTensIMU U
ycrpoiictBamu; PaboTa ¢ daitnamu; KoHTpos mpritoskeHmit;
Vckinrouenue u3 coObITUH epexBarta.

7 Pa3znen 7. Pa3zpaboTka moJMTUK 0€30MACHOCTH, AHAJIU3 BbISIBJIEHHBIX
HHIMIEHTOB

Tema 7.1 Pa3paboTka 1 TectTupoBaHue MOJUTUK B cucteme DLP
IWTM. Pabota ¢ pa3aenoM TEXHOJIOTUU CUCTEMbI KOPIIOPATUBHOM
3aIUThI: KATETOPUHU M TEPMHHBI, TEKCTOBBIE 00BEKTHI; PaboTa c
COOBITUSIMHU, 3aPOCHI, 0OBEKTHI IepexBaTa, UACHTU(HUKAINS KOHTAKTOB B
coOwiTun; Pabota co cBoaKamMu, BUIKETaMH, cBoAKamMu; Pabota ¢
niepconamu; PaGota ¢ oObexTaMu 3amuThl; [I[poBecTH UMUTAINIO
mpoliecca yTeuku KoHpuaAeHInaIpHoi nHdopMaiuu B cucteme; Co3nath
HETIPOTHUBOPEUNBHIE TTOJIUTUKH, COOTBETCTBYIOIIME HOPMATHUBHOM 0a3e u
3aKOHO/IATENbCTBY; 3aI0KYMEHTUPOBATh CO3/JaHHbIE MOJTUTUKH
WCIIONB3YS B COOTBETCTBUU C TPEOOBAHUSIMU COBPEMEHHBIX CTaH/IapTOB B
obractu 3amuThl HHGopMaluu. PaboTa ¢ kKaTeropusiMu 1 TEpMUHAMY,
Hcnons3oBanue peryasipHbIX BeIpakeHUH; Mcrionb3oBanne
Mopdonorudeckoro noucka; * Pabora ¢ rpaguueckumMu 00beKTaMu;
Pabota c Beirpy3kamu u 0a3 nanHbIX; PaboTta ¢ meyaTsiMu u OJIaHKaMu;
Pabora ¢ ¢ailnoBsIMH TUTIAMH;

Tema 7.2 Mounutopunr tpaduka. [IpoBepka nprMeHeHus: TOTUTHK
4-x BUIIOB: Tpaduk, nepcoHsl, Oydpep oOMeHa, aBrkeHue (paitnos. Pabora
C KpayJepoM.

8 Pa3nea 8. O0cnenoBanue (ayauT) OpraHu3anmu ¢ HeJIbI0 3alMTHI OT
yrpo3 uHGopMaIMOHHOI (6e30NaCHOCTH

Tema 8.1 [Tonsarue aynura nHopMaMOHHON 0€30MacCHOCTH.
Teopus u nmpakTHKa 00CIeIOBaHNST OPTaHU3AINH C TIETTBIO 3aIIUTHI OT
yrpo3 HHPOPMAIMOHHOW 0€30MacCHOCTH

Tema 8.2 3aK0HOATEIHLCTBO B 00JIACTH 3aIUTHI
KOoH(HAeHMaTbHON nHpopMaru. Buasl nHopmMarmy orpaHideHHOTo
noctyna. [lepconansubie nanuble. Kommepueckas TaiiHa.

4.3. Tlpaktuyeckue (CEMUHAPCKUE) 3aHATUS
TeMbl MPaKTHUECKUX 3aHATHI U X TPYAOEMKOCTh IPUBEICHBI B Ta0uIIE 5.




Tabnuna 5 — [pakTryeckue 3aHATUS U UX TPYTOEMKOCTh

N3 Hux Ne
Ne | Temsl npaktudeckux | @OpMbI IPAaKTUYECKUX | TpPynOeMKOCTh, |IPAaKTUYECKOM |pasnerna
/1 3aHSTUN 3aHSATUN (dac) MOATOTOBKHM, | AUCIIMII
(gac) JIMHBI
VY4eOHBIM IJIAHOM HE MPEAYCMOTPEHO
|
Bcero
4.4, JlaGopaTopHbIC 3aHATHUS
Tembl 1a00paTOPHBIX 3aHATHHA U UX TPYAOEMKOCTb IIPUBEACHBI B TabmmIe 6.
Tabnuna 6 — JlabopaTopHble 3aHATHS U X TPYIOEMKOCTb
N3 Hux Ne
Ne HaumenoBanue 1abopaTopHbIX paboT TpymnoeMKOCTb, | IPAKTUYECKOH | pazaena
n/n (uac) HNOJArOTOBKH, | JUCLIMII
(dac) JIUHBI
Cemectp 3
1 | Hactpoiika koHTpOJUIEpa JOMEHA 2 2 3
2 | Hactpoiiku mpuBaTHOCTH B COITUATBHBIX 4 4 4
CeTsIX
3 | YcranoBka kommnoHneHToB DLP cucrembr 3 3 5
4 | Kondurypupoanue komrnoHeHToB DLP 3 3 5
CHCTEMBI
5 | Hacrpoiika cepBepa areHTCKOTO 3 3 6
MOHUTOPHUHIA
6 | YcraHoBKa areHTa MOHUTOPHUHTA HA MAITHE 3 3 6
HapYIIUTENs
7 | Pa3zpaboTka 1 MpUMeHEeHHEe OJIUTUK 4 4 7
8 | AHann3 BBIABIEHHBIX HHIIUIECHTOB 4 4 7
9 | Co3nanue cepTuuKaToB 4 4 8
10 | 3ammTa crCTEMBI C TOMOIIBIO CEPTU(HUKATOB 4 4 8
Bcero 34 34

4.5. KypcoBoe npoeKkTupoBaHue/ BBHITIOJIHEHHE KyPCOBOI pabOTHI

VY4eOHbBIM IIJIaHOM HE MPETyCMOTPEHO

4.6. CamocrosaTenbHas paboTa 00yJaroUnxcs
Bunsl camoctosiTensHON paboTHI M €€ TPYJA0EMKOCTh TPUBEICHBI B TabIuIIe 7.

Tabnua 7 — Bunsl caMocTosITeNnbHON pabOTHI U €€ TP
. Bcero, | Cemectp 3,
Bua camocTositenbHOM pabOThI
qac qac
1 2 3

W3ydeHne TeopeTHuecKoro Marepuaa

10 10
nucturaael (TO)
[ToaroroBka K TEKyIIeMy KOHTPOJIO

10 10
ycneBaemoctH (TKY)
[ToaroroBka Kk MpOMEKYTOUHOM

10 10
arrectanuu (I1A)

JOCMKOCTDH




Beero: | 30 | 30 |

5. IlepevyeHn yueOHO-METOAMYECKOTO OOECTICUCHUS
JUISL CAMOCTOSITETILHON pabOThl 00YJarOIUXCs TI0 AUCIUILTUHE (MOIYIIIO)
Y4eOHO-MEeTOIMYeCKHe MaTepHaIIbl JUII CaMOCTOSITEIBHON pabOThl OOYYAIOMIMXCSl YKa3aHbI BILIL
7-11.

6. IlepeueHb MeYaTHBIX M AIEKTPOHHBIX YUCOHBIX U3TAHUI
IlepedyeHb neyaTHBIX U 2JEKTPOHHBIX YU€OHBIX W3JaHUN IIPUBEEH B Taduule 8.
Tabnuua 8— [lepedyeHp neyaTHBIX U 3JICKTPOHHBIX YU€OHBIX W3JaHUN

KonunuectBo
9K3EMIUISIPOB B
ludp/ bubnuorpagpuueckast Ooubanoreke
URL anpec CChIIKa (kpome
AIIEKTPOHHBIX
9K3EMILISPOB)
http://lib.aanet.ru/jirbis2/components/ 3amuTa OT BHYTPEHHHX
com_irbis/pdf_view/?462678 yrpo3 UH(GOPMAIIMOHHON
6e3omacHoCTH C
UCTIOJIb30BaHUEM
COBPEMEHHBIX DLP-
TEXHOJIOTHI : [

DNEeKTPOHHBIN pecypc]
yuebHoe mocobue / A. B.
Ceprees [u ap.] ; pen. A.

M. TwopaukoB ; C.-
I[Tetepd. roc. YH-T
a’pPOKOCM.

npUOOPOCTPOCHUSI. -
DIIEKTPOH. TEKCTOBBIC

naH. - Cankt-IlerepOypr :
Uszn-Bo T'YAII, 2021. -

202 c.
http://lib.aanet.ru/jirbis2/components Opranuzanus
/com_irbis/pdf_view/?448792 0e30macHOro J0CTyma K

MH(OPMaLIOHHBIM

pecypcam : [

DNEeKTpOHHBIA pecypc]
yueOHoe mocobue / H. H.
Moraxk, T. M.
Tarapuaukosa ; C.-Ilerep0.
roc. yH-T  a’pOKOCM.
MPUOOPOCTPOCHUS. -
DJEeKTPOH. TEKCTOBBIE
man. - CII6. : WUsn-Bo
['VAIL 2014. - 121 c.

http://lib.aanet.ru/jirbis2/components/ OCHOBBI 3aIUAThI

com_irbis/pdf_view/?548371 UHpOpMAIIHH. 3ammTa
NEpCOHAJILHOT'O
KOMIIBIOTCPA oT

YMBIIIICHHBIX yrpo3 : |
ONEeKTPOHHBIN pecypc]



http://lib.aanet.ru/jirbis2/components/
http://lib.aanet.ru/jirbis2/components
http://lib.aanet.ru/jirbis2/components/

yaebHoe mocobue / A. B.
Boponos, IO. B.
Tpudonora ; C.-Ilerepo.
roc. yH-T  a9POKOCM.
IprUOOPOCTPOECHMUSL. -
DJEKTPOH. TEKCTOBBIE
man. - CII6. : WM3n-Bo
['YAII, 2015. - 99 c.

http://lib.aanet.ru/jirbis2/components/
com_irbis/pdf_view/?455079

besonacHocTh

MH(OPMALIMOHHBIX CUCTEM
. [ Dnexrpounsiii pecypc]
: yuebHOoe mocobue / H. H.
Momak ; C.-ITetep6. roc.

YH-T a3POKOCM.
puOOPOCTPOECHHUS. -
DJIEKTPOH. TEKCTOBBIC

naH. - Cankt-IlerepOypr :
Usn-so T'VAII, 2019. -
169 c.

https://e.lanbook.com/book/182491

JleonteeB A. C. 3amura
uHpopmanuu:  yyeOHOE
nocooue / MUPDA -
Poccuiickuii
TEXHOJOTHYECKUH
yausepcuret, 2021. — 79
C.

https://znanium.com/catalog/document?id=388766

Ceiues HO.H. 3ammura
uHpopMauu U
nH(pOpMaLOHHAs
6e3onmacuocts / M.: HUIL
NHOPA-M, 2021. — 201
C.

http://lib.aanet.ru/jirbis2/components/
com_irbis/pdf_view/?980256

besonacHocTh
MH(POPMALIMOHHBIX CUCTEM
. [ DnexTponHsIit pecypce]
y4eOHO-METOIMYECKOE
nocobue / H. H. Momak ;
C.-Iletrep6. roc. yH-T

a’pPOKOCM.
pUOOPOCTPOCHHUS. -
DJEKTPOH. TEKCTOBBIE

naH. - Cankt-IlerepOypr :
Usn-so I'VAII, 2020. - 73
c.

http://lib.aanet.ru/jirbis2/components/
com_irbis/pdf_view/?958924

be3onacHocTh
OTEPAI[MOHHBIX CHUCTEM : [
DNEeKTPOHHBIN pecypc] :
METOJIMYECKUE yKa3aHUs K
BBITTOJIHEHUIO
naboparopubix padot / C.-
[Terepo. roc. YH-T
a’pPOKOCM.
MPUOOPOCTPOEHUS ; COCT.
B. A. MbpulbHUKOB. -
DJIEKTPOH. TEKCTOBBIE



http://lib.aanet.ru/jirbis2/components/
https://e.lanbook.com/book/182491
https://znanium.com/catalog/document?id=388766
http://lib.aanet.ru/jirbis2/components/
http://lib.aanet.ru/jirbis2/components/

naH. - Cankr-IletepOypr :
Usn-so I'VAII, 2020. - 53
c.

http://lib.aanet.ru/jirbis2/components/
com_irbis/pdf_view/?763764

3amuTta uHpOpMAIMK B
ABTOMATHU3UPOBAHHBIX
cucreMax : [
DJIEKTPOHHBIN pecypc] :
y4eOHO-METOAMYECKOE
mocooue / B. C.
Konomoiines ; C.-Iletep0.
roc. YyH-T  a’pPOKOCM.
pruOOpPOCTPOCHHUSI. -
DJIEKTPOH. TEKCTOBBIC
naH. - Cankrt-IlerepOypr :
Usn-so I'VAII, 2021. - 27
c.

https://kb.infowatch.com/ pages/viewpage.action?
pageld=32079878

Texuuueckasa
JIOKYMEHTalUs o
PEIICHUIO InfoWatch

Traffic Monitor 4.1
[1eKTPOHHBIN pecypc]

https://worldskills.ru/nashi-
proektyi/demonstraczionnyij-ekzamen/documents/

[Tonoxenue 00
OpraHu3aIuu "
IPOBEICHUHT
JIEMOHCTPAIIHOHHOTO
9K3aMEHa 10 CTaHJIapTaM
WorldSkills Corosa
«Momnonpie
npodeccuoHanb,
AIIEKTPOHHAS yOINKAIHS

https://worldskills.ru/nashi-
proektyi/demonstraczionnyij-ekzamen/documents/

[Tonoxenue 00
OpTraHu3aIuu 51
MPOBEJICHUU
JIEMOHCTPAIIHOHHOTO
HK3aMeHa M0 CTaHJaapTaM
WorldSkills Coro3a
«Momnojpie
POQECCUOHAIIBIY,
AIIEKTPOHHAS TyOIUKAITHS

7. TlepeyeHb SIEKTPOHHBIX 00pPa30BATEIBHBIX PECYpPCOB
UH(OPMAIIMOHHO-TEIIEKOMM YHUKAITMOHHOM ceTu « HTepHeT

[MepeueHn IEKTPOHHBIX 00pa3oBaTebHBIX pecypcoB UHPOPMAIHOHHO-
TEJIEKOMMYHHUKAIIMOHHON ceTn «VHTepHEeT», HeOOXOAMMBIX JIJII OCBOCHUS TUCIUILTHHBI PUBEICH
B Tabnme 9.

Tabmuma 9 — IlepeyeHb SJEKTPOHHBIX O00Pa30BaTENBHBIX PECYpcOB  HMH(OPMAIIOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTu «HTepHeT»
URL aapec HaumenoBanue
https://worldskills.ru Ocuosnoii mopran Coro3za «Moitoisie TpohecCHOHABI

(Bopaackuiinc Poccust)

https://kb.infowatch.com | ba3a 3nanuii mo npoxykram u pemenusm InfoWatch



http://lib.aanet.ru/jirbis2/components/
https://kb.infowatch.com/

8. Ilepeuens nH(OPMAITMOHHBIX TEXHOJIOTHI
8.1. [lepeyenp nmporpaMMHOT0O 00eCIeUeHHsI, HCIIOIB3yEMOT0 IPU OCYIIECTBICHUU
00pa30BaTENFHOTO MpOoIiecca MO AUCIUIIINHE.
[Tepedenp UCTIONB3yEMOT0 IPOrPaMMHOTO oOecTieueHHs mpecTaBieH B Tabmuie 10.

Tabmuma 10— [lepedenp nporpaMMHOTO 0OeCTICUeHUs

Ne HanmenoBanue
n/m
1 Adobe Reader
2 Bpayszep Google Chrome unu Yandex
3 I'unepeusop Oracle VirtualBox Bepcuu ve ke 5.1.14 unu VM Ware Workstation ne
Huxe 12
4 InfoWatch Traffic Monitor
5 InfoWatch Device Monitor
6 Buptyanbnas mammza ¢ OC RedHat
7 Bupryansnas mammnaa ¢ OC Windows
8.2. Ilepeuenn MH(OPMALIMOHHO-CITPABOYHBIX CUCTEM,UCII0JIb3yEeMbIX npu
OCYIIECTBIIEHUU 00Pa30BaTEIbLHOTO MPOoIIecca MO AUCIUILTUHE
[lepeuens UCTIONB3YEMBIX MH(OPMAIIMOHHO-CIIPABOYHBIX CHCTEM MPEICTAaBICH B
Tabaure 11.
Tabauna 11— Ilepeuenp nHOOPMALIMOHHO-CIPABOYHBIX CUCTEM
Ne ni/mt HanmenoBanue
He npenycmotpeno
9. MarepuanbpHO-TeXHUYECKas 0aza
Cocras MaTepualbHO-TEXHUYECKON  0a3bl, HEOOXOAUMOW 1S  OCYIIECTBICHHS
00pa3oBaTeNBHOIO Mpoliecca 10 JUCIMIIMHE, peICcTaBlIeH B Tabuunel 2.
Tabmuma 12 — CoctaB MaTepHaTbHO-TEXHHUECKOM 0a3bl
Ne HanmeHnoBaHMe cOCTaBHOM 4acTH Howmep aynutopun
/T MaTepUaIbHO-TEXHUUYECKOM 0a3bl (pu He0OXOTUMOCTH)

1 | MynpTUMenUiiHAS JTEKITUOHHAS Ay TUTOPHS

N

KommnbroTepnsiit kiacc (He MeHee 10 KoMITbIOTEpOB)

w

[Iporpammuoe DLP st 60pb0bl ¢ BHYTPEHHUMH yTEUKaMHU
uHpopManuu 1 odecriedeHrs KOpIopaTuBHON 6€301acHOCTH

Bupryansnas mammna (cepsep DLP)

BuptyansHas MammHa (KOHTpOJIIEp IOMEHA)

BupryanpHas mamuHa (cepBep)

~N| o o B~

BupryanbpHas mamnHa (KJIMEHT)

10. OueHouHbIe cpeACTBA IS TPOBEACHUS MPOMEKYTOUYHON aTTeCTAlUN
10.1. CocTaB OIICHOYHBIX CPEACTBMJIA TPOBEICHUS TMPOMEKYTOYHOW aTTECTallun
o0yJaromuxcs 1Mo JUCUUTUINHE TPUBEACH B Tabmuie 13.




Tabnuna 13 — CocTaB OIIEHOYHBIX CPEJICTB JUIsSI MPOBEACHUS MPOMEXYTOYHON aTTECTalluU

Bu npoMexxyTOYHOM aTTecTaluu [TepeyeHb OLIEHOYHBIX CPEICTB
DK3aMeH 3amaun
KomrnekTsl OIIEHOYHOM JIOKYMEHTAIIHH
(K.O.J0.)

10.2. B xauecTBe KpHUTEpHUEB OLIGHKH YypOBHA C(HOPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMI O0y4YarouuMucs MpUMEHseTCs S-0ajibHas HIKanda OLIEHKU C(OPMUPOBAHHOCTH
KOMIIETEHIIUM, KOTOpas IpuBeaeHa B Tabnuie 14. B TeueHue cemecTpa MOXKET UCIOJIb30BaThCS
100-6autbHas  mKajia  MOAYJIBHO-PEUTHHTOBOM  CHCTEMBbl  YHHUBEpPCUTETa,  IpaBHIIaA
UCTIOJIb30BaHUSI KOTOPOM, YCTAHOBJIEHBI COOTBETCTBYIOIIMM JIOKAIBHBIM HOPMATHBHBIM aKTOM
'VAIL

Tabmuna 14 —Kpurtepuu onieHK# ypoBHS CHOPMHPOBAHHOCTH KOMITETCHIIUI

OLIEHKA KOMITETEHIIUA
5-0awtbHad mkaia

XapakTepucTrka chopMHUPOBAHHBIX KOMITCTEHITI

— oOyuaromuiics TiIyOOKO M BCECTOPOHHE YCBOWJ IPOTrpaMMHBIN
MaTepHa;

— YBEpPEHHO, JIOTHYHO, MTOCIIE0BATEIHHO U TPAMOTHO €0 U3JIaraeT;

— ONUPAsACh HA 3HAHUS OCHOBHOW M JIOTIOJIHUTEIBHOW JIUTEPATYpHI,
TECHO MPHBS3bIBACT YCBOCHHBIC HAYYHBIC MOJOKEHHSI C TPAKTUICCKON
JIESITCIIBHOCTHIO HATPABIICHUS;

— yMeno 000CHOBBIBAET M apTYMEHTHPYET BBIJIBUTAEMbIC UM UJICH;

— JenaeT BBIBOABI M 00OOIIEHHS;

— cBOOO/IHO BIIAJICET CUCTEMOM CIEIMATN3UPOBAHHBIX MTOHSITHIA.

«OTIHUYIHO»
«3a4YTCHO»

— o0OyJaromuics TBEPIO YCBOWII MPOTPAMMHBINA MaTepHall, TPAMOTHO H
[0 CYIIECTBY W3JIaraeT ero, ONUpasch Ha 3HAHUS OCHOBHOMU
JTUTEPaATypPHI;

— HE JIOMYCKAeT CYMECTBEHHBIX HETOYHOCTEH;

— YBSI3bIBAa€T YCBOCHHBIC 3HAHUSA C MPAKTUYECKOU EeSTEIbHOCTHIO
HaTPABIICHUS;

— apryMEeHTHUPYeT Hay4IHBIC TTOJIOKEHUS;

— JenaeT BBIBOALI M 0000IIEHHS;

— BJIQJICET CHCTEMOM CIIeIUATM3UPOBAHHBIX TIOHSTHH.

«XOopomo»
«3a4TCHO»

— oOyyaromuicss YCBOMII TOJIBKO OCHOBHOW MPOTpaMMHBIN MaTepual,
[0 CYIIECTBY M3JlaraeT €ro, OMHUpascCh Ha 3HAHUS TOJIBKO OCHOBHOMU
JTUTEPaTYPHI,

— JIOIyCKaeT HECYIECTBEHHBIC OMMOKN M HETOUHOCTH;

— WCTBITHIBAET 3aTPYJHEHUS B MPAKTUUYECKOM IPUMEHEHUHM 3HaHUUN
HaIlpaBJICHUS,

— c1abo apryMEeHTHPYET HaydHbIE MOJI0KECHHUS,

— 3aTpyaHsieTcs B GOpPMYyIUPOBAHUHN BBEIBOJOB U 000OIICHUI;

— YaCTUYHO BJIAJICET CUCTEMOM CIENHAITM3NPOBAHHBIX TOHATHIA.

«YHAOBJICTBOPUTCIIBHO»
«BadYTCHO»

— o0OyJaromuics He YCBOWI 3HAYUTEIIBHON YacTH MPOTPaMMHOTO
MaTepuana;

«HEYOBIIETBOPUTEbHOY| — AOTYCKAET  CYIIECTBEHHbIC OMMOKK W  HETOYHOCTU  TIpH
paccMOTpEeHHH MTPOOJIeM B KOHKPETHOM HalpaBJICHUH;

— UCHBITBIBACT TPYAHOCTHU B MPAKTUICCKOM ITPUMECHCHU U 3HaHPII>i;

— HE MOXET apryMEHTUPOBATh HAYYHBIE I10JI0XKCHUS,

— He (opMYIUpPYET BHIBOJOB M 0O00OIIICHUIA.

«HE 3a4YTCHO»

B kadecTBe KpuTepueB OIEHKH YPOBHS CHOPMUPOBAHHOCTH (OCBOCHHS) KOMITETECHIIMMA
(JacTH KOMIIETCHIIMM) OOYYaIOIIMMUCS, CHAOIIMMH 3K3aMeH B (QopMe JAeMOHCTPAIMOHHOTO
9K3aMCHa, TMPUMCHAIOTCA KPUTCPHUU YCTAHOBJICHHLIC B KOMILICKTC OI.[GHO‘IHOI\/JI AOKYMCHTAaIUU

(K.0.JT.).



PGKOMCH,Z[OBaHHaSI MCTOJHKA MEPCBOJA MOJTYYCHHBIX 0aIoB 10 pe3yiibTaTaM BBIITOJHCHHUA

3agaHus JEMOHCTPALIMOHHOI'O 3K3aME€HA B ATTCCTAIMOHHYIO OLCHKY II0 HMTOraM IIPOXOXKACHUA

sk3ameHa, npeacrasiiena B PJIO I'VAIL CMK 3.78.

10.3. TumoBble KOHTPOJILHBIC 3aJJAHUS MM UHBIE MaTEPHAIIBL.
Bomnpocs! (3agaun) 1uis 5K3aMeHa peaCcTaBiIeHbl B Tadmule 15.

Tabnuna 15 — Bompock! (3a1a4un) it SK3aMeHa

HEOOXOUMO:

* Pa3zpaboTtarh HOBBIE /MM MOAU(PUIIUPOBATH
CYIIECTBYIOIME MTOJUTHKHN 0€3011aCHOCTH, IEPEKPHIBAIOIINE
KaHaJIbI epelau JaHHBIX 1 BO3MOYKHBIE HHITUACHTHI
COIJIACHO 3K3aMEHAI[MOHHOMY 33JJaHUIO;

* 3aHeCTH MONMUTHKU WH(OpMaImoHHOU Oe3omacHocTu B DLP-
CUCTEMY;

* Pazpaborare wnn/u MoauduurpoBaTh 0ObEKTHI 3alIUTHI,
KaTeropuu, TexHojaoruu 3amutel B DLP-cucreme u T. 1.5

* [IpyMeHUTH MOTUTHUKH JUIs1 KOHTPOJIS TpauKa, BHIBICHUS
u/uny 6JIOKMPOBAHUS HHLUIACHTOB 0€30MacHOCTH.
MaxkcuMH3MpOBATh YHCIIO BBIBJICHHBIX HHLIUICHTOB
0e30IMacHOCTH;

* [IpogeMOHCTPUPOBATH BIAJCHUE TEXHOJOTHSMH U YMEHHE
pabotath ¢ uHTepdheiicoM ynpaBIeHHs CUCTEMBI

Ne i/t [Tepedens BOmpoCcoB (3a71a4) 111 SK3aMEeHa Koxn
MHIMKATOpa

1 [IpoBecTr KOHPUTYpaLHIO CETEBON HHPPACTPYKTYPHI: I1K-9.3.1
HACTPOUTH XOCT MAIIIMHY, CETEBOE OKpYyXeHue, Buptyainbubie | [1K-9.V.2
MalIuHbl, U T. 0. CTyA€HTY HEOOXOAUMO: I1K-9.B.1
* YCTaHOBUTH U HACTPOUTH CUCTEMY KopnopatuBHo 3ammtsl | [1K-9.B.2
OT BHYTPEHHUX YIpO3;

* 3aIyCTUTh CUCTEMY, IPOBEPUTH (DYHKIIMOHAIBHOCTH U
COOTBETCTBHE HACTPOEK LIEJIEBOH ceTeBOM HH(ppacTpyKType

* [IpoBecT UMHTALUIO NTPOLIECCA YTEUKH KOH(PHIEHIIMATbHON
nH(pOpMAIINY B CHCTEME;

* YcTpaHuTh npo0seMbl IIPH MOSIBICHUH;

* [IpogemoHCcTpUpOBaTH PAOOTOCTIOCOOHOCTH CHCTEMBI

* [ToAroToBUTH OTYET MO OLIEHKE PAOOTOCIIOCOOHOCTH
CUCTEMBI;

2 [TpuMeHUTH NOTUTUKH HH(POPMAIMOHHOMN 0€301aCHOCTH B I1K-9.3.3
CUCTEME, aBTOMAaTUYECKH BBIITOJHUTH ITOMCK MHIAICHTOB I[IK-9.Y.2
nHpopMalMoHHOH 6e3omacHOCTH. CTyAeHTY HE00X0AUMO: I1K-9.B.2
* [IporeMoHCTpUPOBATH 3HAHUE MEXAHU3MOB PaOOTHI
areHTCKOr0 MOHMTOPHHTA;

* Pa3zpaboTtarh 1 NpUMEHUTH NOJUTUKU areéHTCKOTO
MOHHUTOPHHTA JUIsl pabOThI C HOCUTEISIMUA U YCTPONUCTBAMH;
* Pa3zpaboTtarh U NpUMEHUTH MOJIUTUKH ar€HTCKOTO
MOHHUTOpPHHTA JUIs paboThI ¢ daitnamu;

* Pa0oTa ¢ uCKIIIOUEHUSIMHU U3 TIEPEXBaTa;

3 Pazpabotare nNoAMTUKN MHPOPMALIMOHHON OE30MAaCHOCTH, I1K-9.3.2
HCIIONB3Ys] MHCTPYMEHTapui aBToMaTu3npoBanHoil cucremsl | [1K-9.3.3
IWTM 6 u ycnemHo ux NpuMEHUTH JUTS BBISIBICHUS W/UIH I1K-9.V.1
OJIOKMPOBAaHUS MHIUACHTOB Oe3omacHocTU. CTyIeHTYy [IK-9.B.2




KOpIopaTuBHOM 3ammThl nHGopmaruu [IWTM.

VYyacTHUKY HEOOXO0AMMO MPUMEHUTD MOTUTHKU
nH(popMannoHHo# 6e3omacHocTy B cucteme IWTM,
ABTOMATHUYECKHU BBITTOJIHUTH MOUCK UHITUICHTOB
nHpopmanroHHou 6e3omnacHocTU. [IoTUTHKN MOKHO
MOIU(DHUIIMPOBATH, C IENIBIO BBISIBICHUS MAKCUMAIIBHOTO
Yyclia MHIIUJIEHTOB U yTeuek. Heo6XoaumMo 1crnonbp30BaTh
BECh HA0OP TEXHOJIOTMH ITOMCKA U BBISIBJICHUSI YSI3BUMOCTEM,
JIOCTYIHBIN B CUCTEME KOPIOPATUBHOM 3a1UThl. UTOroBBIN
BapHUAaHT MOJIUTHUK JO0JDKEH OBITh 3a)MKCHPOBAH B OTYETE.

B uncno nHUKMIEHTOB MOTYT BXOJIUTh, HAIIPUMED:

* iepeiaya MepCcoHaIbHbIX JAaHHBIX COTPYAHUKOB U
KOHTPAreHTOB MO 3J€KTPOHHOU MTOYTE;

* iepesaya 0a3bl KJIMEHTOB OPTaHU3allu1 B apXUBE C
HCIOJIb30BaHHEM (halIOBBIX TPOTOKOJIOB;

* HELIEH3YpHas JIEKCUKA COTPYJHUKOB B IIEPEIIUCKE C
KOHTpareHTaMu;

* iepeaayda nHGOPMAIHH, COCTABIISAIONIEH KOMMEPUYECKYIO
TaliHy U JIp.

* [IpuMeHUTH MEXaHU3MBI CO3JIaHUS PUIBTPOB ISl AaHATTN3a
MepexBaYeHHOI0 TpayKa U BBISIBJICHHBIX UHIIUCHTOB;

* [loaroToBUTH I€TATM3UPOBAHHBIE OTYETHI O HAPYIICHUSIX;
* [IpoBectu kaccupuKannio ypoBHS YIpo3bl HHIIUICHTA,

Bomnpocs! (3agaun) s 3adera / qudd. 3aueta npeacrapieHsl B Tadauie 16.
Tabauma 16 — Borpock! (3a1a4n) st 3a4era / mudd. 3auera

Ko
Ne n/n [Tepeyens Bompocos (3anay) s 3auera / audd. 3auera A
MHAMKATOpa
Y4eOHBIM MJIaHOM HE MPEAYCMOTPEHO
Ilepeuenn TEM JUIsI KYpPCOBOI'O HPOEKTHPOBAHUS/BBIMOIHEHUSI KYpCOBOW pabOTHI

Taomuua 17 — Ile

npeAcTaBiIeHbI B Ta0muie 17.

CUYCHb TCM JIs1 KYPpCOBOT'O HpOGKTHpOBaHI/IH/BLIHOJ'IHeHI/I}I KprOBOﬁ pa6OTBI

[TpumepHBIii TepeueHb TeM ISl KypCOBOT'O MTPOEKTUPOBAHUSI/BBITTOIHEHUS

No mi/mm .
KYPCOBO# pabOThI
Y4eOHBIM MIaHOM HE MPEAYCMOTPEHO
Bormpocsr JUISE  TIPOBEJICHUS TIPOMEKYTOYHOW aTTECTAllMM B BHJE TECTUPOBAHUS
npecTaBieHbl B Tabnwuie 18.
Tabmuma 18 — [IpumMepHsbIil mepedeHb BOMPOCOB ISl TECTOB
. Kon
Ne /i [TpumepHBIii TepedeHb BOMPOCOB ISl TECTOB
WHJKATOpa

He npenycmorpeno

[TepedyeHb TEM KOHTPOJBHBIX PA0OT MO AUCIUIUIMHE 00yJYaIOIMUXCs 3a09HON (HOPMBI

oOydeHus1, IpecTaBIeHbI B Ta0uie 19.

Ta6mmima 19 — IepedyeHb KOHTPOIBHBIX PabOT

Ne i/t

[lepeueHb KOHTPOJILHBIX pabOT

He npenycmorpeno




[IpumepHbIil nepeyeHb 3aJaHuil Ui 00YYaloUMXCsl, COAIOIIUX dK3aMeH B (Gopme
JEMOHCTPAIIMOHHOI'0 PK3aMeHa, YKa3aHbl B KOMILIEKTe orieHouHon qokymenTaruu (K.O.1.):
https://esat.worldskills.ru/competencies/dac59f20-134b-4aa4-94e5-
518c488ccc9e/categories/4base47c-fcha-4ffa-9c2a-f29d8cbefb7c
https://cdn.dp.worldskills.ru/esatk-prod/public_files/8b6009f0-a646-4810-aaaa-
3eb5558bfc36-3a6682d91e17f450dbb59db4304d455d.pdf

10.4. Meroauueckue  MarepHaibl,  ONPENCNAIONIME  MPOLEAYPbl  OLCHHBAHHUS
MH/IMKATOPOB, XapaKTEpU3YIOMIUX ATambl (OPMHUPOBAHUS KOMIIETEHIIMHA, coOIepKaTci B
JOKAJIBHBIX HOpPMAaTWBHbIX akTax [VYAII, permaMeHTUpYIOIMX MOPSAOK U IPOLEAYpPY
IIPOBEJCHUS TEKYLIEr0 KOHTPOJIS YCIIEBAEMOCTH M NPOMEKYTOUYHOM aTTecTalluu O0y4yaroluxcs
I'VAIL

11. Meroanueckue ykazaHus 711 0Oy4ArOIINXCsI IO OCBOCHUIO AUCITUTITMHBI

11.1. Metoauueckue yka3zaHus s OOy4arOIIMXCS 1O OCBOCHHUIO JIEKIIMOHHOTO
MaTepuaia

OcHOBHOE Ha3HAYEHHE JIEKIIMOHHOTO MaTepuajga — JIOTMYECKH CTpPOMHOEe, CHUCTEMHOE,
r1yOOKOe U SCHOE U3JI0KEeHHE yueOHoro Marepuana. HasHaueHue cOBpeMEHHOM JIEKIIUM B paMKax
TUCHUIUIMHBI HE B TOM, YTOOBI TMOJY4YUTh BCIO HH(MOpMALMIO IO TeMe, a B OCBOCHHH
(dyHIaMEHTAIBHBIX MPOOJIEeM TUCIUIUIMHEI, METOJ0B HAyYHOTO TO3HAHMS, HOBEHIIINX JOCTHKCHHIMA
Hay4YyHOU MbICIK. B yueOHOM Mpoliecce JIEKIHsI BHITOIHAET METOJOIOTHYECKYI0, OPraHU3alMOHHYIO
¥ nHGOopManUOHHYIO (YHKIMH. JIEKIMsT pacKpbIBaeT MOHSATHIHBIA anmapaT KOHKPETHOW 00JacTH
3HaHUs, €€ TMPOOJIEeMBI, aeT LEeJIbHOE MPEJCTaBIeHNUE O TUCIUIUIMHE, MTOKA3bIBAET B3aUMOCBS3h C
JTPYTHUMH JUCITUTUTAHAMMU.

[InanupyemMble pe3ynbTaThl IPU OCBOCHUH 00YYAIOIUMHUCS JEKIIMOHHOTO MaTepHana;

— TIOJIyYEeHUE COBPEMEHHBIX, LIEIOCTHBIX, B3aMMOCBSI3aHHBIX 3HAHWUM, YPOBEHb
KOTOPBIX ONpPEIENSIETCS 1IEIEBOM YCTAHOBKOM K Ka)/10W KOHKPETHOU TEME;

— TOJy4YeHHE OIbITAa TBOPUYECKOU pabOTHI COBMECTHO C IIPETOAABATENEM;

— pa3BuTHE TNPOQPECCHOHAIBHO-IEIOBBIX  KauecTB, JIOOBM K  MpeaMery |
CaMOCTOSITEIbBHOTO TBOPYECKOTO MBIILJICHUS.

— TOsBIIEHHE HEOOXOAMMOro HHTEepeca, HeOOXOIMMOTO ISl CAMOCTOSATEIHHON PaOOTHI;

— TIOJy4YeHUE 3HAHUH O COBPEMEHHOM YpPOBHE pPa3BUTUS HAYKM M TEXHUKA U O
MIPOTHO3€ UX PA3BUTHUS Ha OJIMKANUIITNE TOJIBI;

— HAY4YUTHCSI METOJUYECKH 00padaThiBaTh Marepuall (BBIICIATH TJABHBIE MBICIH H
MOJIOKEHUS, TPUXOJUTh K KOHKPETHBIM BBIBOJIaM, TIOBTOPSITH HMX B  Pa3IAYHBIX
bopMynupoBKax);

— TIONy4YeHHE TOYHOTO MOHUMAaHUS BCEX HEOOXOUMBIX TEPMUHOB U TTOHSITHIA.

JlekuMOHHBI ~ MaTepuall  MOXET  CONPOBOXKJIATbCS  JIEMOHCTpallMed  ClaioB U
UCIIOJIb30BAaHUEM  pa3/laTOYHOTO MaTepuaja TMpU MPOBEACHUU KOPOTKHUX JTUCKyccHid 00
O0COOCHHOCTSIX MPUMEHEHHSI OT/ACTBHBIX TEMATHK IO TUCIUTUINHE.

CTpyKTypa npe/iocTaBlIeHUs JEKIIMOHHOTO MaTepHraa:

Pazmen 1. Crampmaptel Bopmackwmic u cnenudukanus cTaHIapToB Bopmackwimic mo
komneTeHMu «KoprnopaTuBHas 3amuTa OT BHYTPEHHHUX YIpo3 MH(OPMALMOHHON O€3011aCHOCTH.
Paznensr cnienudukanuu

Tema 1.1 Cnenudukamus crangapra kommereHuu «KoproparuBHas 3ammra  OT
BHYTPEHHUX yrpo3 HH(POpMAMOHHONW 0e30macHOCTH» (KOHKYPCHOE 3aJjaHhe, TEXHUYECKOEe
omnucaHue, WHOPACTPYKTYPHBIM JHCT, cCXemMa M 00O0pyIOBaHHE pabdOYMX MECT, TpeOOBaHUS K
TEeXHHKE 0€30MaCHOCTH, KPUTEPUH OIICHUBAHUS, KOJEKC 3TUKH, OCHOBHBIC TEPMUHBI)

Paznen 2. TpeboBaHust OXpaHbI TpyAa U TEXHUKH 0€30TaCHOCTH

Tema 2.1 KynbsTypa Ge3omacHoro Tpyna.



https://esat.worldskills.ru/competencies/dac59f20-134b-4aa4-94e5-518c488ccc9e/categories/4ba5e47c-fc5a-4ffa-9c2a-f29d8c6efb7c
https://esat.worldskills.ru/competencies/dac59f20-134b-4aa4-94e5-518c488ccc9e/categories/4ba5e47c-fc5a-4ffa-9c2a-f29d8c6efb7c
https://cdn.dp.worldskills.ru/esatk-prod/public_files/8b6009f0-a646-4810-aaaa-3eb5558bfc36-3ae682d91e17f450dbb59db4304d455d.pdf
https://cdn.dp.worldskills.ru/esatk-prod/public_files/8b6009f0-a646-4810-aaaa-3eb5558bfc36-3ae682d91e17f450dbb59db4304d455d.pdf

Tema 2.2 OcHoBbI Oe3omacHoro Tpyna u 3¢ddextuBHas opraHuzaius padoyero Mecra B
COOTBETCTBUHM CO CTaHaapramMu Bopnackwic u crnenudukanueid cranmaptoB Bopnackuimic mo
KOMIIETEHIIHH.

Pazmen 3. CoBpemeHHBIE TEXHOJOTHMH B mpodeccuoHanbHO cdepe. OCHOBBI 3aIIUTHI
uH(POpPMAaLIUU OT BHYTPEHHHUX Yrpo3 HH(POpMaIMOHHOW 6€30MacHOCTH.

Tema 3.1 OCHOBBI 3alTUTHl  KOPIIOPATUBHOW HH(POPMAITHH
Tema 3.2 Lenu, 3aa4un, CUCTEMBI, METOJIBI M CPEJICTBA 3AILIUTHI
Tema 3.3 [IpaBOBBIC OCHOBHI.

KnroueBbie anroputmsl u cucteMmbl. OCHOBHBIE MOHATHS. be3omacHOCTs MHPOPMALTMOHHBIX
cucteM. YTpo3bl HH(pOpMaImoHHOM O0e3o0macHoCTr. VIcTOUHHMKHN yrpo3. Y sa3BUMOCTH. Pucku. Ataku.
Tema 3.4 3ammra uHpOpMaLMU OT BHYTPEHHUX Yrpo3 WHGPOPMALMOHHON 0€30IacHOCTH.
BeisiBieHHe yTeuek ¢ mcmoiib3oBaHreM TexHomoruu Data Leakage Prevention (DLP). Teopust u
npakTuka npumeHenuss DLP-cucrem.
Paznen 4. OcHoBBI IM(PPOBOIT TUTHEHBI

Tema 4.1 Ludposas ruruena. KubGepyrposel. Bumer kubepyrpo3. WHTEpHET yrpo3bl.
BHemHue (BpeloHOCHBIN MPOrpaMMHBIN KOJI, criaM, (PUIIMHT, CeTeBble aTaku, B3JIOM YCTPOWCTBA,
B3JIOM aKKAayHTOB M T.[.) U BHYTPEHHUE (MHTEPHET 3aBUCHUMOCTb, MHTEPHET IPOKPACTUHALM)
MHTEPHET yrpo3bl. KOMMyHUKallMOHHBIE U TEXHOJIOTHYECKUE UHTEPHET YIPO3bI.

Tema 4.2 IlpaBuna Oe3zonacHoro mnoBefaeHuss B cetu HMHrepHer. Pa3memienue u
MCII0JIb30BaHUE NIEPCOHAIBHBIX U JIMYHBIX JaHHbIX. be3onacHble maposu. HacTpoliku npuBaTHOCTH
B COLIMAJIbHBIX CETSX. Pe3epBHOE KONIMpPOBaHUE.

Tema 4.3 IIporpaMMmbl 3amuTel OT BPEAOHOCHOIO IporpammHoro kozga. IIporpamMmsr
pomutensckoro  koHTtponsi. CpenctBa mmdppoBanus gaHHbIX. CpenctBa  OJIOKHpOBaHUS
HE)KEJIaTEJIbHOTO KOHTEHTA

Paznen 5. VYcraHoBka, KOHQUIypHpOBaHME W YCTpPaHEHHE HEUCIPABHOCTEH B CHCTEME
KOPIIOPaTUBHOM 3alIUTHI OT BHYTPEHHUX yIPO3.

Tema 5.1 YcranoBka DLP IWTM B BupTyanbHOM OKpyXeHUHU. Pexxumbl port mirroring u
proxy.

Tema 5.2 Koundurypuposanue DLP IWTM
Tema 5.3 MHcnpaBiieHne THIIOBBIX HEUCIIPABHOCTEM.
Paznen 6. TexHomorny areHTCKOro MOHUTOPHHTA

Tema 6.1 Ha3HaueHne areHTCKOro MOHUTOpPHHIA. YCTAHOBKAa M HACTPOMKA areHTCKOIo
Monutopunra. urepgeiic konconu DLP IWDM. PaGoTa B kOHCONIM yrnpaBieHUs] arT€HTOM

Tema 6.2 [ToUTHKN areHTCKOr0 MOHMTOPMHIA, OCOOCHHOCTH MX HacTpoiiku. CoznaHue u
npoBepka noinutuk. Co3gaHue MOJUTHK 3alluThl Ha areHtax; dunbpTpauus codsiTuii; Hactpoiika
COBMECTHBIX COOBITUH areHTCKOro M CEeTeBOro MOHHTOpuHTa; Pabota ¢ HocuTensiMu H
ycrpoiictBamu; Pabota ¢ ¢aitnamu; Kontpons npunoxenuii; Vickirouenne n3 coObITHI TepexBara.

Pazgen 7. PazpaboTka monuTuk 6€30MacHOCTH, aHAIN3 BBISIBICHHBIX MHITUICHTOB

Tema 7.1 Pa3zpabotka u TectupoBanue noiautuk B cucteme DLP IWTM. Pa6ota ¢ paznenom
TEXHOJIOTUM CHUCTEMBbl KOPIIOPATHBHOM 3alllUThl: KATETOPUU U TEPMHUHBI, TEKCTOBbIE OOBEKTHI;
Paborta ¢ coObITusiIMHU, 3ampochkl, OOBEKTHl NEpexBaTa, WACHTH(HKAIMIA KOHTAKTOB B COOBITHH;
PaGoTta co cBomkamu, BUKeTaMu, cBojkaMu; Pabota ¢ mepconamu; PaboTa ¢ oObekTamMu 3aiiuThI;
[TpoBecTn MMHUTAIMIO Tpollecca YTEUKH KOHGHIEHIHaIbHOH nHpopmanuu B cucteme; Co3naTh
HENPOTUBOPEUYMBBIE TOJUTHKH, COOTBETCTBYIOIIME HOPMAaTUBHOM 0a3ze M 3aKOHOIATEILCTBY;
3aJOKyMEHTUPOBAaTh CO3/IaHHBbIE TOJUTUKA HCIOJBb3yd B COOTBETCTBHM C TpeOOBaHUAMHU
COBPEMEHHBIX CTaHJIApTOB B 00JIACTH 3aIlUThl HHPopManuu. PaboTa ¢ kaTreropusMu U TepMUHAMU;
Hcnonb3oBaHue peryisIpHBIX BbIpakeHUi; Mcnonb3oBanue



Mopdooruueckoro moucka; ¢ Padora ¢ rpapuueckumu oobexkramu; Pabora ¢ BeIrpy3kamu u 6a3
naHHbIX; Pabota ¢ medarsmu u 6imankamu; Pabora ¢ (haiioBEIMU THIIAMU;

Tema 7.2 Monutopunr tpaduka. [IpoBepka mpuMeHEHHS MOJUTHK 4-X BHUIOB:
Tpaduk, nepconsl, Oydep ooOMeHa, aABrxeHue daiinoB. Pabora ¢ kpaynepom.
Paznen 8. OOcnemoBanue (ayAWT) OpraHuU3aldd C [EIBI0 3allUTBl OT Yrpo3
HH(POPMATMOHHON 6€30TaCHOCTH
Tewma 8.1 [Tonsitre aynura wHGOPMAIMOHHON Oe30macHOCTH. Teopus W IpaKTHKa
00cCIIeIOBaHUS OpPTraHU3AIHMHU C LENBIO 3alIUTHI OT Yrpo3 HHPOPMAIIMOHHON OE30MIaCHOCTH
Tema 8.2 3aKOHOJIATENBCTBO B 00JIACTH 3AIIUTHI KOH(MUACHIIHATIEHOW HH()OPMAITHH.

Bune nundopmanuu orpannueHHoro gocrymna. Ilepconanbnbie nanasie. Kommepueckas taiina.

11.2. Meroauueckue yka3aHus Ui OOy4aroIIUXCS IO BBIMOJHEHUIO JIAOOPaTOPHBIX
pabor

B xoze BbimosiHeHHs J1a0OpaTOpHBIX pabOT OO0ydaroluiicss IOKEH YIIyOuTbh U
3aKpENUTh 3HAHMS, IPAKTHYECKWE HABBIKHM, OBJIAJETh COBPEMEHHOM METOAMKOM M TEXHUKOU
OKCIEPUMEHTa B COOTBETCTBHM C KBATM()UKALMOHHOW XapaKTEPUCTHKOH OOYyJaromerocs.
Beinonnenne nabopaTopHbIX pabOT COCTOMT W3 SKCIEPUMEHTAIbHO-IPAKTUYECKOM, pacyeTHO-
AQHAJIMTUYECKON YaCTeH U KOHTPOJIBHBIX MEPOIIPUATU.

Beimonnenue naGopaTopHbIX paboT oOydyaromMMCs SBISETCS HEOThEMJIEMOI 4YacThbiO
U3YYEHUs JUCHUIUIMHBL, OINpeAeiasieMod ydeOHbIM IUIaHOM, M OTHOCUTCS K CpEICTBam,
o0ecreynBaroIuM peleHUe CIeIyIOIMX OCHOBHBIX 3aJjau 00y4aroIerocs:

— NpuOOpeTeHHE HaBBIKOB MCCIEJI0BAaHUS IPOLIECCOB, SBJIEHUH U OOBEKTOB,
M3Yy4aeMbIX B paMKaXxX JaHHOHN JUCLUILIMHBL;

— 3aKpeIUIeHHE, Pa3BUTHUE U JI€TAIN3ALU TEOPETUUECKNUX 3HAHUH, MIOJTYyUCHHBIX Ha
JEKLUSX;

— TOJy4YyeHHe HOBOM MH(OpMaLUU IO U3y4aeMOU TUCIUIUINHE;

— T[pHOOpeTeHHe  HaBBIKOB  CAMOCTOSTENbHOM  paboThl ¢ Ja0opaTOpHBIM
000pyJ0BaHUEM U TIPUOOPaMHU.

3ajianue ¥ TpeboBaHuUs K IPOBEACHHIO IA00OPATOPHBIX paboT

Bapuant 3amanusa mo kaxzaoW JiabopatopHo paboTe oOydwaromuics TMojydaeT B
COOTBETCTBUM C HOMEpOM B cmucke rpynmnbl. Ilepen mpoBeneHuem m1abopaTopHOl pabOTHI
oOyJaromeMycst ClIeIyeT BHUMATEIIbHO O3HAKOMHUTHCS C METOIWYCCKUMHU YKa3aHHSIMH TI0 €€
BBHITIOJTHEHUIO. B COOTBETCTBUU C 3aJaHUEM OOYYaIOUIHIiCS JOMKEH MOATOTOBUTH HEOOXOIUMbIE
JAaHHBIC, ITOJYUYUTh OT MPErnoAaaBaTeiiad JOIMMYCK K BBIITOJHCHUIO na60paT0pH0f/'I pa6OTI)I, BBITIOJTHUTH
YKa3aHHYIO TMOCIIEJOBAaTEeIbHOCTh JEHCTBUH, TMOMY4YHTh TpeOyeMble pe3yNbTaThl, 3allUTUTh
nabopaTopHYyIO paboTy y MpernogaBaTes.

Crpykrypa u dopma oTdera 0 1adopaTopHOil pabore
Ortuer He Tpebyercs

11.3. MeToauveckue yKa3aHus JUISl 0OYJarONIMXCs MO MPOXOKICHUIO CAMOCTOSTEITLHOM
paboThI

B Xome BBIMONHEHUS CAMOCTOATEIBHOW padOThI, OO0YYAIONIMIICS BBIMOIHIET pabdoTy IO
33JJaHUI0 W TIPH METOJWYECKOM PYKOBOJICTBE MperojaBarelisi, HO 0e3 ero HermoCpeICTBEHHOTO
y4acTHsL.

B mporecce BBIMOTHEHUST CaMOCTOATENBLHOW PalbOThI, y oOywaromerocs (opmupyercs
1eIecoo0pa3Hoe TUIAHUPOBAHUE PAbOUYero BPEMEHH, KOTOPOE MO3BOJIIET UM Pa3BUBATh YMECHHS U
HABbIKM B YCBOGHUU U CHCTEMAaTH3allU MPUOOpETaeMbIX 3HaHUI, 00ecreunBaeT BICOKUN YPOBEHb
YCIICBACMOCTHU B ICPUO[ 06y‘-I€HI/I}I, NIOMOT'aCT NOJYYUTh HABBIKA HOBLIIJ_IGHI/IHHpO(beCCI/IOHaHLHOI‘O
YPOBHSL.



Meroauueckumu MaTrepualami, HaIpaBJIAOIUMU CaMOCTOATEIIbHYIO paboty
00y4JarOIUXCASBISIOTCS:
—  Yy4eOHO-METOAMYECKHUI MaTepua o AUCLHUIIIMHE.

11.4. Meroauueckue yKazaHusi s OOYYalOUIMXCS 10 TPOXOXKACHUIO TEKYIIEro
KOHTPOJISI YCIIEBAEMOCTH.

Texkymuil KOHTPOJIb YCIEBAEMOCTH IPEAyCMAaTPUBACT KOHTPOJIb KadecTBa 3HAHWUU
00yyaroIuxcsl, OCYIIECTBISIEMOr0 B TEUYEHUE CEMECTpa C LEeNbI0 OLEHMBAHUSA XOJa OCBOECHHUS
qucuuruinHel.  DopmMa TPOBEAEHUS TEKYHIEro KOHTPOJIsS — 3alluTa JIabOpaTOpHBIX PadoT.
Pe3ynbrarhl TEKyIero KOHTPOJS YYMTHIBAIOTCA IIPU IIPOBEICHUM ITPOMEXYTOYHOH aTTECTAllMM B
coorBercTBUM ¢ TpeboBanusmu CTO I'YAIL CMK 3.76 «llonoxxeHune o TEKyIIeM KOHTpOJIE
YCIIEBAEMOCTH M MPOMEXKYTOUHOU aTTeCTAlluu CTyAeHTOB U acupaHToB ['YAII, oOyyarommxcs mo
00pa30BaTebHBIM IIPOTrPAMMaM BbICIIETO 00Pa30BaHU».

11.5. Metoauyieckue yKazaHus i1 0OyYaOIMUXCS MO0 MPOXOXKICHUIO MPOMEKYTOTHON
aTTecTauuu.

IIpomexxyrounas arTecTanus o0y4aromuxcs npeaycMaTpuBacT OIICHMBAHHEC
MMPOMEIKYTOUHBIX U OKOHYATCIBHBIX PE3YJIbTATOB 06y‘IeHI/I}I 10 AUCLHUIIIINHEC. OHa BKJIKOYACT B
cels1: aK3aMeH — (hopMa OIEHKH 3HAHWH, MOJYYCHHBIX OOYYaIOUIMMCS B MPOIIECCE M3YUYCHUS BCEH
JUCHUIIIIMHBI UJIM €€ 4aCTH, HaBBIKOB CaMOCTOSTEIbHON pa6OTBI, CHOCO6HOCTI/I IMPUMCHATb UX JIA
pGIHeHI/IFI HpaKTI/IHCCKI/IX 3a1a4. SKSaMeH, KaK HpaBHJIO, HpOBOI[I/ITCFI B HepI/IOII 3K38,MCH3HI/IOHH0171
CCCCHMU M 3aBCpIIACTCA aTTeCTaHI/IOHHoﬁ OHGHKOﬁ «OTIIMYHO», «XOPOLIO»,
«YIIOBJIGTBOPI/ITCJII)HO», «HGYI[OBJIGTBOPI/ITQHI)HO».

DOk3amMeH B (opMe JEeMOHCTPAIMOHHOTO SK3aMEHa TPOBOJUTCS B COOTBETCTBHH C
KOMIIJICKTOM OI.IGHO‘IHOI71 AOKYMCHTAIUHU, COACPIKAIIEM IIPUMCPHBIC OLCHOYHLIC MATCPUAJIbI,
pa3MelIeHHbIM/ IPEJICTABICHHBIM 110 aAPeECy:

https://esat.worldskills.ru/competencies/dac59f20-134b-4aa4-94e5-
518c488ccc9e/categories/4babe47c-fcha-4ffa-9c2a-f29d8cbefb7c
https://cdn.dp.worldskills.ru/esatk-prod/public_files/8b6009f0-a646-4810-aaaa-
3eb5558bfc36-3a6682d91e17f450dbb59db4304d455d.pdf
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Jluct BHeceHUs: M3MEHEHUH B pab0o4yIo MPOrpaMMy JHCHUTIINHBI
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