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AHHOTaUs

HucuumnnuHa «TeXHONOruH 3allUThl OT CKPBITOW Mepenayd JaHHBIX» BXOAMUT B
0o0pa3oBaTelbHYI0 IpOrpamMMy BBICIIEr0 O0pa30BaHHUS — MPOrpaMMy CIELUAIUTETa IO
HarpaBjeHu0 moarotoBku/ crenuanbHocTH 10.05.05 «be3zonmacHOCTs MH(POPMAITMOHHBIX
TEXHOJIOTUI B NPaBOOXPAHUTENIBHOW cdepey HarpaBIeHHOCTH «OpraHu3alys U TEXHOJOTHH
3amuThl nHGOopManuu (B HHGOPMALMOHHBIX cucTeMax)y». JucnuruinHa peanusyercs kadeapoi
«Ne33».

JlucuuniuHa HalejaeHa Ha GOpMUPOBAHKE Y BBITYCKHUKA CIIETYIOIIUX KOMITETEHIUI:

[1IK-1 «CriocobeH mpuHUMAaTh y4acTHE B CO3/JaHUU CHUCTEMBI 3alIUThl MHPOPMALUU Ha
00bekTe HHGOPMATH3AITUN

[IK-4 «Cnoco0GeH OpraHu3oBBIBaTH M IMPOBOJUTH MEPOIPHUATUS IO KOHTPOJIIO 3a
oOecrieueHreM  3alIUThl  MHGOpPMAlMKM, B TOM  4YHCIE CBEACHUN, COCTaBJISIOLIMX
TOCY/IapCTBEHHYIO TaliHY, TPOBOAUTH aHAIH3 d3PPEKTUBHOCTH CUCTEMBI 3alUTHI HH()OPMALIUN

[IK-6 «CnocoGeH TNpUMEHSATh TEXHOJIOTHH IIOJY4YeHHUs, HAKOIUICHHUS, XPaHCHHS,
0o0paboTKM, aHamW3a, MHTEPIPETalMd ¥  HCIONb30BaHWs  HWHQOpMamuum B XOje
npoecCHOHANBHOM JIeATENbHOCTH, pabdoTaTh C Pa3IWYHBIMU HCTOYHUKAMU WH(GOpMaLUH,
MH(POPMALIMOHHBIMA PECypCaMi M TEXHOJIOTHUSMH; TPOBOAUTH HH(OPMAIIOHHO-TIOUCKOBYIO
paboTy ¢ MOCIEAYIONINM HCIIOIb30BAHUEM JAHHBIX MPHU PEUICHUH MPO(EeCCHOHANBHBIX 33/1aU»

[IK-8 «Cnoco0OeH aHanM3UpOBaTh CTPYKTYPY U COJEpKaHWE HH(POPMAMOHHBIX
MacCHBOB U HH()OPMAIIMOHHBIX MPOIIECCOB HA MPEAMET BBISBICHUS YIPO3 0€30IMaCHOCTH

CopepxaHue AUCLMILIMHBI OXBaThIBA€T KPYr BOIIPOCOB, CBSI3aHHBIX C CBSI3aHHBIX C
3aJjauaMy CKpBITOH Mepenayn WHGOpPMAIUU, TMOMEXOYCTOWYMBOM ayTEeHTH(HUKAIUU, 3alUThI
uH(pOpMalMd OT HECAaHKIMOHUPOBAHHOI'O KOINHMPOBAHMS, OTCIIEKMBAHUS PACHPOCTPaHEHUS
uH(pOpPMAaIIMU IO CETSAM CBSI3H, TOMCKa UH(DOPMALIMK B MyJIbTUMEANIHBIX 0a3ax TaHHBIX.

[IpenogaBanue AMCHUMILIMHBI IpeAyCMATpUBAET cieayroue (opMbl OpraHU3alUU
yueOHOro  mpollecca: JIeKIMH, JiabopaTopHble  paboThl, caMOCTOsITelIbHasg  paboTa
oOyuarolerocs), KOHCYJIbTAlUU.

[TporpaMMo#l IHUCHUTUIMHBI TPETyCMOTPEHBI CIEAYIOUIUE BHUABI KOHTPOIS: TEKYIIUN
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAsI aTTecTalus B (hopMe IK3aMeHa.

OO6miasi TpyAO0EMKOCTh OCBOEHUS AMCIMILTUHBI COCTaBIseT 4 3a4eTHBIX eAuHHIbI, 144
yaca.

SI3bIK 00yUYeHUs IO JUCIUILTUHE KPYCCKHI»



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUEHUS IO JUCIUILTAHE
1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

1.2. [Uensmu mperogaBaHusi TUCHMIUIMHBI  SIBISICTCS  W3yYCHHE  CTYACHTaMH
0COOCHHOCTE NpUMEHEHUsl cTeraHorpaduu U MpenbsBIsSEMbIX K Hell TpeOoBaHHWA, aTakd Ha
CTEraHO  CHCTeMbl M  TEXHOJOTUM  MPOTUBOACHCTBUS MM, OLIEHKH  CTOMKOCTH

CTEraHOrpa)MuecKux CHUCTEM M YCIIOBHS MX JOCTH)KEHUS, a TAaKKe JITOPUTMbl BCTpaMBAHUSA
uHpOpMaLlUK B HM300paXEHUs, BUICOIOCIECIOBATEIBHOCTH U ayIuo CUTHalbl. B pesynbrare
U3y4eHHs] AMCLUUIUIMHBI Y CTYIEHTOB JOJKHBI C(POPMUPOBATBHCS 3HAHMS, YMEHHMS M HaBBIKH,
MO3BOJISIOIINE TPOBOAUTH CAMOCTOSITEIBHBIN cTeraHorpaduiecKuil aHaian3 HH()OPMAITMOHHBIX
nporeccoB, GOPMHUPYEMBIX B CHUCTEMaxX HH(MOKOMMYHHUKAIMH, KaK M3y4aeMbIX B HaCTOALICH
JUCLIUIUINHE, TaK U HaXOJSAIIUXCS 32 €€ paMKaMU.

1.3. JlucumnimHa BXOAWT B  COCTaB  4YacTH, (OopMUPyeMOH  ydacTHUKAMHU
00pa30oBaTeNbHBIX OTHOIIEHUH, 00pa30BaTeNbHOM MporpaMMbl BbICHIEr0 00Opa3oBaHus (Jajiee —
OII BO).

1.4. TlepeueHb MIAHUPYEMBIX PE3yJIbTATOB O0YyUEHUS MO AUCLUILUINHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMH pe3ynbTratamu ocBoeHust OIT BO.

B pe3ynbrare M3ydyeHus AUCUUILIMHBI O0Yy4YaroLuiics JOMKEH 00J1afaTh CleAyHIIUMU
KOMIETEHIMSIMU WM UX YacTaMU. KoMIeTeHIMy U UHAMKATOPbl UX JTOCTH)KEHUS IPUBEICHBI B
Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIMI U HHINKATOPOB MX JOCTHXKEHHS

Koxn u
Kareropus (rpymnmna) Kox 1 HauMeHOBaHUE MHIUKATOPA JOCTHXKEHUS
HAaUMEHOBAaHUE
KOMIIETEHIIUH KOMITETEHIINH
KOMIIETEHIIH
[TK-1 Cnocoben
[IK-1.Y.1 ymeTs npoeKkTupoBath, pa3padaTbiBaTh,
NPUHUMATD y4acTue
BHE/IPSTH U KCILTyaTUPOBATh CUCTEMBbI 3aLUThI
B CO3JIaHUH CUCTEMBI
ITpodeccuonanbHble - UHPOpMALIUN
KOMITETEHIIMH HH(OpMALLIH Ha I1K-1.B.1 BnaseTs HaBbIKAMH MOAJEPKAHUS
o 6’[:61?[6 TpeOyeMoro ypoBHsI HHGOPMaIMOHHON
6e30macHOCTH 00BbeKTa HH(POPMATHU3ALIUU
uHpOpMaTU3aLUU
I1K-4 Cnocoben
OpraHU30BBIBATH U
MPOBOJUTH [1K-4.3.1 3HaTh NOHSTHE U COACP)KAHUE
MEpOTPUATHS IO HOJUTHUKUA HHPOPMALIMOHHOM 6€301acHOCTH,
KOHTPOJIIO 32 MOKa3aTeIu KauecTBa U 3(PPEKTUBHOCTH CUCTEMBI
o0ecrieyeHneM 0€30MaCHOCTH MPEAIPUATHS
3alIUThI [TIK-4.Y.1 ymeTb BbIAEIATH OOBEKTHI 3AIIUTH U
[Tpodeccnonanbuble | MHGOPMAIIUK, B TOM | CTPOUTH KOHLIEMINIO HH(OPMAIIMOHHOMN
KOMIIETEHIIUU YHClie CBEACHUH, 0€30MacCHOCTH, PETYINPOBATH MEPHI TIO
COCTaBJISAIOLINX o0ecreyeHnto nH(POPMAIIMOHHOH 0€301MacHOCTH
TOCYJapCTBEHHYIO [1K-4.B.1 BnageTh HaBbIKaMu pa3padOTKU
TaiiHy, IPOBOJIUTH I0JIOKEHUH, PETJIAMEHTOB U NPOLIECCOB
aHaIu3 B3aMMO/JICHCTBUS CTPYKTYPHBIX 3JIEMEHTOB
3P PEKTUBHOCTH o0bekTa nHpOopMaTU3aLUU
CUCTEMBI 3alUThI
uHpopManuu
[TIK-6 Cniocoben
IPUMEHSTh
[TpodeccuonanbHble TSXHOJ'IOFI/II/I [1K-6.3.1 3Hath criocoOsl cbopa, mperodpadboTKH,
KOMIIETEHIIUU XpaHEeHUs, MOJU(PHUKAIIUN JTaHHBIX
HOJyYeHus,
HAKOIUICHHUS,




XpaHCHHUS,
00paboTku, aHaN3a,
UHTEPIpPETAINN U
UCTIOJIb30BaHUS
UHPOPMAIIUHU B XOJIE
npodecCHOHATBLHOM
NEeSITeIIbHOCTH,
paborath ¢
Pa3InYHBIMU
UCTOYHHUKAMU
uHpopmanuu,
UH(POPMALIMOHHBIMH
pecypcamu u
TEXHOJIOTUSIMH;
MIPOBOJIUTH
MH(}OpPMaLIOHHO-
MIOUCKOBYIO paboTy ¢
MOCTIETYIOIUM
UCTIOJIb30BaHUEM
JAHHBIX TIPU
peleHnH
poeCCUOHATILHBIX
3a1ad

[TpodeccuonanbHble
KOMITETEHIINH

ITK-8 Cnocoben
aHaAJIM3UPOBATh
CTPYKTYpPY H
coJiepKaHue
MH(OPMaLMOHHBIX
MacCHUBOB U
MH(OPMaLMOHHBIX
IIPOLIECCOB Ha
NPEMET BBISBICHHS
yrpo3 06e30MmacHOCTH

[1K-8.3.2 3narpb kiaccu(uKalno HCTOUHUKOB
yrpo3 U HapymuTenel HHPpOpMauOHHON
0e30macHOCTH

[IK-8.Y.1 ymeTs NpoBOANUTE aHAIN3 BEPOSTHOCTU
peanu3aiuy yrpo3sl u yuiepoa ot ee
BO3HUKHOBEHUS

2. Mecro nucuumanssl B ctpykType OI1

JucuunianHa MOXKeT 6a3upoBaThCsl Ha 3HAHUSX, paHEe MPUOOPETEHHBIX O0YJAOIIUMUCS
IIPYU U3YYECHHUH CIEAYIOIINX AUCLIUTIINH:
— «Teopust BEposATHOCTEN U MaTEMaTU4ECKask CTATUCTUKA»
— «MaremaTuyeckas JOTHKA U TEOPUS aITOPUTMOBY
—  «/luckpeTHas MaTEMaTUK»
— «BpruncnurenpHas MaTeMaTHuKa
— «HMHpopmaruka u nHGOpPMALIMOHHBIE TEXHOJIOTUU B TPABOOXPAHUTENILHON NEATEIBHOCTI
— «MaremaTnueckre OCHOBBI 00pa0OTKU HHPOPMAIII»
—  «SI3BIKM IpOrpaMMHUPOBAHUS»
— «TexHOoJ0ruu U METO/1bI MPOrPaMMHUPOBAHUS»
—  «OcHOBBI HH(POPMAIIMOHHOH 0€301MaCHOCTH
— «lIporpamMHo-anmapaTHas 3auTa HHGOPMAaLTUN
— «Cuctemsl 1 ceTu nepeaavu MHGOpMaIU»
— «Teopusi CUCTEM U CUCTEMHBIN aHAJIN3)

- «MO,ZIGJ'II/IPOBaHI/Ie CUCTEM»




3HaHMs, TOJYyYEHHbIE IPU U3YYEHUM MaTepuala AAHHOM [IUCLUUIUIMHBI, MMEIOT Kak
CaMOCTOATENILHOE 3HAYEHHE, TaK U MOT'YT UCIIOIb30BATLCS IPU U3YYECHUU APYTUX JUCLUIIINH:

— Texuuueckas 3amura HHOPMAIUU
— OpraHuzanyoHHas 3aiumra nHhopmanuu

— VYmpasnenue nHGOPMaIMOHHON 0€30MaCHOCTHIO

— Teopus nunpopmanuu

- HpeI[MeTHO-OpI/IeHTI/IPOBaHHI)IC ABTOMATH3UPOBAHHBIC PIH(bOpMaI_[I/IOHHBIe CHCTCMBbI

3. OO0BEM H TPYJOEMKOCTh JUCIUILTAHBI
JlanHbie 00 00IIeM 00beMe MUCHUILUIUHBI, TPYIOEMKOCTH OTACIBHBIX BHIOB y4eOHOMN
paboTHI IO TUCHHUILIMHE (M paclpeieieHUue ITOM TPYI0OEMKOCTH 110 CEMECTPaM) MPECTABICHBI B

Tadymue 2.
Tabmuna 2 — O6beM U TPYI0EMKOCTh TUCIUILTUHBI
TpynoemMKkocTs 1o
Bun yuebnoit paboTbl Bcero ceMecTpam
Ne8
1 2 3
Oowan mpyooemKkocmp OUCYUNJIUHDL, 4/ 144 4/ 144
3E/ (uac)
U3 Hux yacos npakmuyeckoii L0020moeKu 51 51
AyoumopHuie 3aHamus, BCEro Jac. 85 85
B TOM YHCIIC:
nekiuu (JI), (dac) 34 34
npakTudeckue/cemunapckue 3anatus  (I13),
(dac)
naboparopusie pabotsl (JIP), (dac) 34 34
KypcoBoil npoekT (padota) (KII, KP), (yac) 17 17
9K3aMeH, (4Jac) 36 36
Camocmoamenvnan paboma, Bcero (4ac) 23 23
Buo npomesxcymounoit ammecmayuu:. 3a4er,
mubd. 3auger, sk3amed (3auer, udd. 3auy, OK3. OK3.
JK3.**)

EX3

[IpuMeuaHue: kaHAWAATCKHI SK3aMEH

4. ConepxaHue JUCITUTUTIHBI

4.1. PacnpeneneHue TPyJIOEMKOCTH JUCIHUILTHHBI MO pa3/esiaM U BUAAM 3aHITHIA.

Pa3Z[€J'II>I, TEMBI IUCHUIIJIMHBI U X TPYAOCMKOCTh IIPUBCACHLI B Ta6n1/1ue 3.

Ta6n1/1ua 3- PaB,[[eJ'IBI, TEMbI JUCHUIIJINHBI, UX TPYAOCMKOCTDH

Jlexmmnm | 113 (C3)| JIP KII CPC
Paznensl, TEMBI IUCIUITITHHBI
(gac) (gac) (dac) (gac) (dac)
Cemectp 8

Paznen 1. Mexanu3m QyHKIIMOHHPOBAHHSI CKPBHITOTO
KaHaJla B aBTOMaTHU3MPOBaHHON CHCTEME
Tewma 1.1. IloHsATHE 1 XapaKTEPUCTUKU CKPBITOTO 4 4
KaHaja CBA3M
Tema 1.2. Kinaccuukanusi CKpbITBIX KaHAJIOB




Paznen 2. CkpbIThie KaHANIBI IO TAMSITH
Tema 2.1 CokprITHE JaHHBIX B PACTPOBBIX
M300paKCHUAX

Tema 2.2 CokpbITHE JAaHHBIX B YACTOTHOW 00JIACTH 8 10 6
N300 paskeHUH

Tema 2.3. OmeHKa METOIOB BCTPAWBAHUS JTaHHBIX B
n300pakeHUs

Paznen 3. CkpbIThie KaHAIBI IO BPEMEHU
Tewma 3.1 CkpeiTble KaHaTIBI HHPOKOMMYHHKAITHOHHBIX 8 10 4
ceTsixX

Tewma 3.2; CkpeITble KaHais! B [P-ceTsx

Paspnen 4. TumoBble CXeEMBI CTETaHO CHCTEM

Tema 4.1. DranoHHas MOIENb B3aUMOAEHCTBUS
creraHorpauueckux CUCTeM 6 6 4
Tema 4.2. CxeMbI CTETaHO CUCTEM O€3 KIIroua
Tema 4.3. CxeMbI CTEraHO CUCTEM C KIHOYaMHU

Pasgen 5. Ataku Ha cTeraHO CHCTEMBI U X BBISIBIIEHHE
Tema 5.1. Kinaccudukaius atak Ha CTEraHO CUCTEMBbI

Tema 5.2. OneHka Ka4ecTBa CTETaHO CHCTEMBI 8 8 )
Tewma 5.3. TpeboBaHus Mpu MPOSKTHPOBAHUA CTETAHO
CHCTEM
BeinonHeHne KypcoBoit paboThl 17
Hroro B cemectpe: 34 34 17 23
Uroro 34 0 34 17 23

IIpakThueckass IOATOTOBKA 3aKIIOYAETCAd B  HEMOCPEICTBEHHOM  BBIIIOJIHEHUU
Oo0y4JaromMMUCST  OMNpENEeNeHHBIX  TPYIOBBIX  (YHKIWH,  CBSI3aHHBIX C  Oy;ymien
npodecCHOHATIBHOMN 1A TEITbHOCTBIO.

4.2. CopneprxaHue pa3/ieloB U T€M JIEKIIMOHHBIX 3aHITHH.
ConeprkaHue pa3/ienoB U TeM JIEKLIMOHHBIX 3aHATHI MPUBEEHO B TabauIe 4.

Ta6n1/1ua 4 — Coz[epxcaHI/Ie pa3aciioB U TEM JICKIHMOHHOTI'O [UKJIA

Howmep

HazBanue u conepkaHue pas3zieioB U TEM JIEKIIMOHHBIX 3aHATUI
pazznena

1 Mexanu3m (pyHKIMOHUPOBAHUS CKPHITOr0 KAHAJIA B ABTOMATH3MPOBAHHOM
cucreMme

Tewma 1.1. IloHsATHE U XapaKTEPUCTUKN CKPBITOTO KaHAJIa CBS3H (J€MOHCTpAITHS
CITaiizioB)

Tewma 1.2. Kimaccudukarus cKphITHIX KaHAJIOB (JIEMOHCTpAIHS CIAH/IOB)

2 CKpbITBbIC KAHAJIBI 110 NAMATH

Tema 2.1 CokpbITHE JaHHBIX B PACTPOBBIX N300pAKEHUAX (JEMOHCTpAIUI
CraiIoB)

Tewma 2.2 CokpbITHE JaHHBIX B YaCTOTHOHN 00JIACTH M300paXeHH (JIeMOHCTpaIus
CraimoB)

Tema 2.3. OueHka METOZOB BCTPAaWBaHMUS JAHHBIX B M300PaKEHUS (I€MOHCTPAITUS
CJTaJIOB)

3 CKpbIThIEe KAHAJIBI 10 BpeMeHH

Tema 3.1 CkpbIThIe KaHaIbl HHYOKOMMYHHUKAIIMOHHBIX CETSIX (JeMOHCTPAIUS
CraiIoB)

Tewma 3.2; CkpriThie kaHanbl B [P-ceTsax (1eMoHCTpaIws ciaiioB)

4 TunoBblie cXeMbl CTETAHO CHCTEM

Tema 4.1. DTaioHHAs MOJIE)b B3aUMOCHCTBUS CTEraHOrPa(QUUISCKUX CUCTEM
(meMoHcTpaIys CiIai/10B)

Tewma 4.2. CxeMbl cTerano cucteM 0e3 Kirrova (JeMOHCTpAIUs CIaii/IoB)




Tema 4.3. CxeMbl cTEraHo CHCTEM C KITI0YaMH (JIEMOHCTpALUs cIaioB)

ATaKM Ha CTeraHo CUCTeMBI U UX BbISIBJIeHHE

Tema 5.1. Knaccudukanns atak Ha CTETaHO CHCTEMBI (IEMOHCTPAIINS CIaiI0B)
Tema 5.2. OnieHka KayecTBa CTEraHO CUCTEMBI (IEMOHCTpaLUs CIai0B)

Tema 5.3. TpeboBaHus IpH MPOSKTUPOBAHUN CTETAHO CUCTEM (IEMOHCTPAIIHSI
CJaiIoB)

4.3. Tlpaktuyeckue (CEMUHAPCKUE) 3aHITHS
Tembl NpakTUUECKUX 3aHATHI U UX TPYJOEMKOCTh IPUBEICHBI B TAOIHUILIE 5.

Tabmuua 5 — [IpakTuyeckue 3aHATHS U UX TPYJOEMKOCTb

W3 Hux Ne
No | Tembl npaktrdeckux | @opMbl IpakTUYECKUX | TpPymOEeMKOCTb, |IPaKTUYECKOM |pasjielia
/o 3aHATHI 3aHATHAI (gac) IMOJTOTOBKH, | TUCLIMII
(gac) JIMHBI
Y4eOHBIM MJIaHOM HE MPEAYCMOTPEHO
| |
Bcero
4.4. JlabopatropHble 3aHATUS
Tembl 1a00OpaTOPHBIX 3aHATUHN U UX TPYIOEMKOCTh IPUBEACHBI B Ta0HIIE .
Tabnuna 6 — JIabopaTopHbI€ 3aHATHS U UX TPYJIOEMKOCTb
N3 Hux Ne
Ne HamveHoBanue 1a6opatopHbIX padot TpynoeMKoCTh, | MpakTUUYECKOH | pa3nerna
/11 (gac) MOJTOTOBKH, | JUCITHII
(dac) JINHBI
Cemectp 8
1 | Mcnonp30BaHMe CKPBITHIX KAHAIOB MO MaMSATH 6 4 2
2 Hcnonbp3oBaHne pacTpOBBIX H300paKeHUH 6 4 2,4
JUTSL COKPBITUS MH(GOpMaIIUU
3 Coxpritre [IB3 merogom Koxa-XKao 6 4 2,4
4 N3Bneuenne 1IB3 u3 JPEG-konTeliHEpa 8 6 2,45
metonoMm Koxa-XKao
5 Ckperteie kananbsl B TCP/IP-cersx 8 6 3,5
Bcero 34

4.5. KypcoBoe npoeKkTupoBaHue/ BBITIOJIHEHUE KYPCOBOW PabOTHI
Hens kypcoBoit pabotel: Llenb KypcoBoil paboThl: (opMHUpoBaHHE KOMIETEHIIMN
KOMILJIEKCHOTO TPUMEHEHHs 3HAHMM W HaBBIKOB AaHaJM3a CKPBITBIX KaHAJIOB Iepeladyn

UHpOpMaLINH.

B kypcoBoii paboTe 10KHBI OBITh PELIEHBI CIEIYIONIUE 3aJauu:

1)
2)

3)

4)
5)

OreHka akTyaJIbHOCTH pa3padaTbiBaeMoil HH(OPMAIIMOHHON CUCTEMBI
[Toctpoenne nuarpammel IDEF0O, DFD 6usnec-nporeccoB paspabaTbiBaeMoii
cHcTeMbl. BhIBIICHHE CKPBITHIX KaHAJIOB Nepeaayl HH(OpMAIIHH.
[IpoexkTupoBaHre apXUTEKTypbl HH(POPMAIMOHHON CHCTEMBI U
MOHHUTOPHHTA CKPBITHIX KaHAIOB Miepeaayn nH(opManuu

Pa3zpaboTka cepBepHOI 1 KIMEHTCKUX YacTel pa3padaThiBAEMOU CUCTEMBI
Ananu3  ya3BUMOCTe W yrpo3  uH(poOpMalMoHHOH  Oe3omacHOCTH
pa3pabaThIBAEMOM CUCTEMBI

CHUCTCEMBI

YacoB npakTUUECKON NOArOTOBKU: 17




[TpumepHbIe TeMBI 331aHUI Ha KypCOBYIO paboTy npuBeneHs! B paszaene 10 PIT/L.

4.6. CamocrosarenbHas paboTa 00yJarouInxcs
Bunbl camocrositensHON paboThI U €€ TPYJA0EMKOCTh ITPUBEICHBI B TabuIe 7.
Tabmuua 7 — Bugsl caMoCcTOsTeNbHON PabOTHI M €€ TPYIOEMKOCTb

. Bcero, | Cemectp 8,
Bun camocrosiTensHOM paboThI
qac qac
1 2 3
W3ydeHne TeopeTHUecKoro MmaTepuania
10 10
nucuuruael (TO)
Kypcooe npoektuposanue (KII, KP)
Pacuerno-rpaduueckue 3ananus (PI'3)
Brimonaenue pedepara (P)
[ToaroroBka K TEKyIieMy KOHTPOJIO 5 5
ycneBaemoctu (TKVY)
Jomamnee 3aganue (/3)
KonTponbubie paboTel 3a04HNKOB (KP3)
IToaroroBka K MpoOMeEXyTOUHOU 8 8
atrecrauuu (I1A)
Bcero: 23 23

5. IlepeyeHn y4eOHO-METOAMYECKOTO OOSCTIICUCHUS
JUISL CAMOCTOSITEIIbHOU PabOThI 00yYArOIIUXCS MO JUCIUTUTHHE (MOJTYJIIO)

Y4eOHO-MEeTOINYECKHE MaTephallbl ISl CAMOCTOSTENIbHOW paboThl 00yJaromuXxcs yKa3aHbl B
.. 7-11.

6. IlepeueHb MeYaTHBIX U ANEKTPOHHBIX YUE€OHBIX U3TaHUN
[lepedyeHb neYaTHBIX U DJEKTPOHHBIX YYeOHBIX M3/IaHUH MPUBEIEH B TaOIUIE 8.
Tabnuua 8— [lepeyeHp Me4YaTHBIX U AJIEKTPOHHBIX YUEOHBIX M3AaHUMN

KomiuecTso 3k3eMInIsipoB B
OulmioTeke
(KpoMe AIIEKTPOHHBIX

HK3EMILISIPOB)

Iudp/

bubmnorpaduueckas ccolika
URL agpec pad

[004.9 1T
24]

JBopxosuy B. I1. Ilupossie 5
BUJICOMH(POPMALIMOHHbIE CUCTEMBI

(Teopust u mpaxtuka)/ B. I1. JIBopkoBuy, A.
B. /IBopkoBuu. - M.:

Texnocdepa, 2012. - 1008 c.

Hudposas creranorpadus / ['pubynun B.
I'., OxoB U. H., Typuniien
N.B. — M.: COJIOH-TIPECC, 2009 — 272c.

Creranorpacdusi, 1udpoBbie BOASHbIE 3HAKH
U cTeraHoananus: MmoHorpadus / A.B.
Arpanosckuii, A.B. bamakun, B.I'.
I'pubynun, C.A. CanoxHukoB. — M.:
By3sosckas knura, 2009. — 220 c.

004.7(075)
74]

WudopmanronHas 6€30MacHOCTb OTKPBITHIX
cuctem: yueOHuk: B 2 1./ C. B. 3aneuynukon
[ ap.]. - M.:T'opsiuast munus - Tenekom. - T.
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2: CpencrBa 3auThl BeeTsax. - M., 2008. -
558 ¢

[004.056(075) | Teopust uHpopmannonHoi 6e3omacHocTH 1 | 88
T METOOJIOTHS 3alUThl HH(POPMAIIHH:

33] METOJMYECKUE YKA3aHUS K BHITTOJHCHUIO
nabopaTopHbIx padoT Ne 1 -4/ C. B.
beszarees, E. M. JIunckuii, A. JI. ®omuH.
C.-

[TetepO. roc. yH-T adpOKOCM.
npudopoctpoenus; coct.: - CI16: TOY BIIO
"CIIGI'YAII", 2007. - 35 c.

7. TlepedeHb 3JIEKTPOHHBIX 00pPa30BaTEIbHBIX PECYPCOB
UH()OPMAIIMOHHO-TEICKOMMYHUKAIIMOHHO# ceTH «VHTepHeT
[MepeueHn AIIEKTPOHHBIX 00pa3oBaTebHBIX pecypcos UH(OPMAIIMOHHO-
TEJICKOMMYHHKAIMOHHOW ceTH «HTepHeT», HEOOXOMMMBIX [UISi OCBOCHUS HCIHILINHBI
npuBezieH B Tabnuue 9.

Tabmuua 9 — IlepedyeHb 3IEKTPOHHBIX OOpa30BaTEIbHBIX PECYpPcOB HH(POPMALUOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTn «HTepHEeT»
URL anpec HaumenoBanue

https://e.lanbook.com/book/5192 | Psioko B.51., ®uonoB A.H. OcHOBBI COBpeMEHHOM
kpuntorpaduu u creranorpaduu. M3garenscTBo:
«"opsiuas nunus-Tenekom», 2011. 232 c.

http://e.lanbook.com/view/book/1122/ | [Ilansrun B.®. 3ammra komubroTepHoii nHGopmanuu. MK
[Ipecc, 2010. 544 ¢

http://e.lanbook.com/view/book/1113/ | TTerpenko C.A., ITlerpenko A.A. Ayaut
6e3onacHoctH Intranet. JIMK Ilpecc, 2010. 386 ¢

8. Ilepedens MHPOPMAITMOHHBIX TEXHOJIOTUI
8.1. [lepeyeHp mpoOrpaMMHOr0 0O€CHeueHUs,, HCIOJIb3YEMOI0 TMpPH OCYIIECTBICHUU
00pa30BaTENILHOrO Mpolecca M0 AUCLHUILINHE.
[lepeuyeHpb uCnonbp3yeMoOro NporpaMMHOro odbecnedeHus npejacranieH B Taduuue 10.

Tabmuna 10— [TepeueHs mporpaMMHOT0 00€CIICUCHIS

No /1t HanmenoBanue

He npenycmorpeno

8.2. IlepeucHb MH()OPMAITMOHHO-CITPABOYHBIX CUCTEM,HCITOJIb3yEeMBIX pu
OCYIIECTBIIEHUU 00pa30BaTEIHLHOTO MPOoIIecca MO AUCIUILTHHE

[lepeuens WCHONB3YeMBIX HH(POPMAIIMOHHO-CIIPABOYHBIX CHCTEM IIPEJICTABICH B
Tabmmuite 11.

Tabmuna 11— Ilepeuens nHGOPMAITMOHHO-CIIPABOYHBIX CUCTEM

Ne /1t Hanmenosanue

He npenycmorpeno

9. MarepuanbHO-TeXHUYECKast 6a3a



https://e.lanbook.com/book/5192
http://e.lanbook.com/view/book/1122/
http://e.lanbook.com/view/book/1113/

CoctaB  MaTepualbHO-TEXHUYECKOH  0a3bl, HEOOXOIUMOW Ui  OCYIIECTBICHUS
00pa3zoBaTenbHOIO MpoIiecca Mo JUCIUIIINHE, TIpeIcTaBieH B Tadbnuiel 2.

Tabmuna 12 — CoctaB MaTepHaIbHO-TEXHUUYECKON 0a3bl

No HanmenoBanue cocTaBHOM 4acTu Howmep ayautopuu
n/n MaTepHaTbHO-TEXHUUECKOU Oa3bl (pu HEOOXOMMOCTH)

1 JlexuMOHHAs Ay AUTOPUS

MynpTuMeanitHas TEKIMOHHAS ayAUTOPUS

3 | KommbroTepHbIi Ki1acce

10. Onenounble cpeacTBa s MPOBEACHUS TPOMEKYTOUHOM aTTeCTAIlN
10.1. CocTaB OIICHOYHBIX CPEIACTBAJS MPOBEACHUS TMPOMEKYTOYHOM aTTeCTAI[UH
00ydJaronuxcs mo IMCUUILIMHE TpUBeIeH B Tadbnuie 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEJCTB JIJIsl IPOBEACHUS MPOMEKYTOUHON aTTeCTAIlUU

Bua npomexyTo4HON aTTecTaluu [IepedyeHp OLICHOYHBIX CPEACTB

DK3aMeH CHucok BOMPOCOB K 9K3aMEHY;
DK3aMeHAaI[HOHHEIC OUJIETHI,
3amaun;

TecTEl.

Brimonnenue kypcoBoi paboThl DKcrepTHas OIIEHKa Ha OCHOBE TpeOOBaHUl K
COAEP)KAHUIO KypCOBOM paboThI o
JTUCITUILIINHE.

10.2. B kayecTBe KpUTEpPHEB OICHKH YPOBHA C(HOPMUPOBAHHOCTH (OCBOCHUS)
KOMITETEHIIMI O0OYYaloUIMMHCS TIPUMEHSETCS 5-0ajuibHasi MIKajla OUEHKH C(HOPMHUPOBAHHOCTU
KOMIIETEHIIMH, KoTopas puBejeHa B Tabuune 14. B TeueHne cemecTpa MOXKET UCIOIb30BaThCS
100-6annpHast ~ mKajla ~ MOXYJBHO-PEUTHHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIA
UCIIOJIb30BaHUSI KOTOPOW, YCTAaHOBJIEHBI COOTBETCTBYIOIIUM JIOKAJbHBIM HOPMATHUBHBIM aKTOM
'YAIL
Tabnuua 14 —Kpurepuu olieHKH YpOBHSI CpOPMHUPOBAHHOCTH KOMITETEHIIUH

Or11eHKa KOMITETEHIUI

Xapakreprucrrka chOpMUPOBAHHBIX KOMIIETEHIIAI
5-0ayutpHad mIKama P P (bopvp

— oOyyaromuiicss TIyOOKO M BCECTOPOHHE YCBOWJI MPOTPAMMHBII
MaTtepuai;

— YBEPEHHO, JIOTUYHO, MOCJIEI0BATEILHO ¥ TPAMOTHO €TI0 U3JIaraeT;

— OMUPasiCh HAa 3HAHWS OCHOBHOM W JIOMOJIHUTEIHLHOW JIUTEpaTypHl,
TECHO MPUBS3bIBAET YCBOCHHBIE HAYYHBIE MOJIOKEHUS C MPAKTUUECKON
JIeATETbHOCTBIO HAIIPaBIICHUS;

— yMesio 000CHOBBIBAET U apTYMEHTHUPYET BBIJBUTAEMBIC UM HJICH,

— JIeJIaeT BBIBOALI M 00OOIICHHS;

— cBOOOJIHO BJIAJICET CUCTEMOM CTIeIIMaTN3UPOBAHHBIX TTOHATHH.

«OTIIMYHO»
GaduTCHO»

— o0yyJaroIuiicss TBEPI0 YCBOWIJI MPOTPaAaMMHBINA MaTepuan, TPaMOTHO H
[0 CYIIECTBY W3JIaraeT €ro, ONupasch Ha 3HAHUS OCHOBHOU
JTUTEPATYPHI;

— HE JIOMYCKAaeT CYIECTBEHHBIX HETOYHOCTEH;

— YBSI3bIBAa€T YCBOCHHBIE 3HAaHUS C MPAKTHYECKOW JEeSATEIbHOCTHIO
HaIPaBIICHUS;

— apryMEHTUPYET HayIHBIC TTOJIOKEHUS;

— JIeJIaeT BBIBOALI H 000OIIEHHUS;

— BJIAJICET CUCTEMOM CIeNUaIN3UPOBAHHBIX TOHSITUH.

(XOPOLIO»
(Ga4uTCHO»




Or11eHKa KOMITETEHITUHN

5-0aiubHas mKana

XapaxrepucTrka chopMUPOBAHHBIX KOMIIETEHIUI

— 00y4Jaromuiicss yCBOMJI TOJIBKO OCHOBHOHM NMPOrpaMMHBIM MaTepual,
II0 CYHIECTBY M3JIaracT €ro, ONUpasch HA 3HAHUSA TOJIBKO OCHOBHOM
JUTEPATYPBI;

— JIOTTYCKaeT HECYIIECTBEHHbIE OMIMOKN 1 HETOYHOCTH;

«yJIOBJIETBOPUTEIILHO) o
GAITCHOY — WCTBITHIBAET 3aTPYAHEHHUS B MPAKTUYECKOM IMPUMEHECHHHM 3HAHMM
HaIpaBJICHUS;
— c1abo apryMeHTHPYET HayIHbIC MTOJI0KEHNS,
— 3aTpyAHsieTcs B ((OPMYTUPOBAHUH BBIBOJOB U 0000IIECHUI;
— YAaCTHUYHO BJIAJICET CUCTEMOM CIELIMATIN3UPOBAHHBIX OHSITUH.
— oOyJaromuiicss HE YCBOWJI 3HAYUTEILHOM 4YacTH MPOrpPaMMHOTO
Marepuaa;
— JIOIyCKAaeT  CYIIECTBEHHbIE  OMMUOKKM W  HETOYHOCTH  IIPH
«HEYIOBJIETBOPUTEIILHOY .
paccMOTpEeHHH MPOOJIeM B KOHKPETHOM HANPaBIICHUH;
«HE 3aYTEHOY

— UCTIBITHIBACT TPYAHOCTH B MPAKTUYECKOM MPUMEHEHUH 3HAHMIA,
— HE MOXET apryMEHTHPOBATh HAYYHBIC MTOJIOKCHHSI,
— He (hOPMYTUPYET BEIBOJOB M 0000IIEHHUH.

10.3. TunoBble KOHTPOJIbHBIC 3a/IaHUS WM UHBIC MaTEPHAIIBI.
Bormpocs! (3agaun) nis sK3aMeHa IpeIcTaBlIeHbl B Tadimie 15.

Ta6muma 15 — Borpocs! (3agaun) 115 2K3aMeHa

Ne mi/mm [Tepeuyens BonmpocoB (3a1a4) 115 IK3aMeHa Koz
WH/IMKaTopa

1. Creranorpadus. OCHOBHbBIC IOHATHUS U ONIPEACICHUS IIK-1.V.1

2. Creranorpagus. OGmacTi MPUMEHEHHSL. [1K-1.B.1

3. Marematnyeckasi MOAEIb> TUIIMYHON CTETaHO CUCTEMBI. 11K-4.3.1

4. Creranorpaduyeckue IpOTOKOJIBI. [1K-4.V.1

5. Kiraccudukanus atak Ha CTETaHO CHCTEMBI. I11K-4.B.1

6. Meto 16l TPOTUBOJAEHCTBUS aTaKaM HAa CTETaHO CUCTEMBI. TIK-6.3.1

7. [TonsiTue creranorpaguyeckoit cToMkocTu. AGCOIIOTHO [1K-8.3.2
CTOMKasi CTEraHO CUCTEMA.

8. Buenpenue nnausuayanbabix MeTok (LIB3). Iloctpoenue [IK-8.V.1
METOK.

9. BcerpanBanue nadopmanyu B TEKCTOBbIE (DaiiIbl. [K-1.V.1
Knaccugukanus arropuTMos.

10. BcerpanBanue nandopmanuu B TekcToBble (haiinbl. Onucanue [IK-1.B.1
AJITOPUTMOB.

11. BcerpanBanue nadopmanyy B HEMOABUKHOE U300payKeHUE. [IK-4.3.1
Knaccugukanus arropuTMos.

12. BcerpanBanue nadopmanyy B HEMOABUKHOE U300paKeHHE. [IK-4.Y.1
Onwucanue anroputma BcrpauBanus B H3b.

13. BcerpanBanue nHpopmalyy B HEMOABHKHOE H300paXKeHHUE. [IK-4.B.1
Onwucanue m0060ro GopMaTHOTO ANrOPUTMa BCTpauBaHUSL.

14. BcerpanBanue nnpopmalyy B HEMOABHKHOE H300paXKeHHUE. [1IK-6.3.1
Onwucanue a1000ro0 aIropuT™Ma BCTPAWBaHUS B MAIUTPY.

15. BcerpanBanue nHpopmalyy B HEMOABHKHOE H300paXKeHHUE. [1K-8.3.2
Onucanue a1000ro aaropuT™Ma BCTPaUBaHUS B YACTOTHOM
o0acTH.

16. MeTtob! CKpbITHSI UH()OPMALIUY B ayIUO CUTHANAX. [IK-8.VY.1
[lepeuncanTh CyniecTBYIOMINE MOIXOBI.

17. CkpbITHe HH(OPMALIUK B BUIEOIOCIIEI0BATEILHOCTSIX. [IK-1.V.1
[lepeuncanTh CyniecTBYIOMINE MOIXOBI.




18. CkpsiTre HH(pOPMAIIUK B BUICOMIOCIICIOBATEILHOCTSIX. [1K-1.B.1
Omnwucanue a10060r0 aNropuTMa.
19. CraTucTHYECKHE METOILI CTETaHO aHAJIN3a I1K-4.3.1
20. CkpsiThie kaHaibl B [P-cetsx (CBoiicTBa KaHaJIOB) I1K-4.V.1
21. CkpsiThbie KaHaibl B [P-cersx (Tumnsl kaHamoB) I1K-4.B.1
22. CymecTBytonye peanus3aluu creraHo cucteMm. Onucanue [1IK-6.3.1
J1000T0 MakeTa
Bormpocsr (3amaun) nis 3avera / qudd. 3adera npeacTaBieHsl B Tadauie 16.
Tabmuna 16 — Bonpocs! (3agaun) nns 3adera / qudd. 3adera
Kon
No /it [Tepedyens BonpocoB (3a1av) myist 3adeta / nudd. 3auera HHKATOPA

Y4eOHBIM NJIJAHOM HE IPESYCMOTPEHO

[lepeuenr TeM s KypCOBOTO IPOCKTUPOBAHUS/BBITIONHEHUS KYpPCOBOW PabOTHI
MpeCTaBICHBI B Ta0mwmIe 17.
Tabmuna 17 — Ilepedern TeM JUIsi KypCOBOTO TPOSKTHPOBAHMSI/BBITOJIHCHUST KYPCOBOM paOOTHI

Ne /it .
KypCcOBOil pabOThI

[TpumepHBIii TepeueHb TeM ISl KypCOBOTO MTPOEKTUPOBAHUS/BBIMOIHEHUS

ceTsix | T-undpactpykrypbl

Pa3pa60TI<a BKCHCPTHOﬁ CUCTCMbI OLICHKH HAJINYUS CKPBIThIX KaHAJIOB B IP-

Pa3paboTka aBTOMaTU3UPOBAHHOM cUCTEMBI (DOPMHUPOBAHHS KOMILIEKCA
CPEJICTB 3alUTHI OT MIEPE/Iayl JAaHHBIX B CKPBITHIX KaHanax B [P-ceTsx

Pa3pa60TKa OKOCHUCTCMBI JIA 3allTUThI OT BPpEAOHOCHLBIX IMPOI'paMm

>

CBCPTOYHBIX Hef/’IpOHHIﬂX CCTAX

Pa3pa60TKa CHUCTCMBI 3allIMTLI OT MEPCAaud AAHHBIX B CKPBIThIX KaHaJIaX B

Pa3paboTka MeTonia cii0BOOOpa3oBaHMsl B IUHTBUCTUYECKON cTeraHorpaduu

Pa3paboTka kopnopaTUBHON CUCTEMBI MHOTO(GAKTOPHON ayTeHTH(PUKAIIUN

VYnpasnenue uaeHTHGUKanrel Ha 6a3e TeXHOJIOTUH OJIOKYEeHH

PazpaboTka nmpoTtoxoiia oneHkn OuxeBuopucTrku B I'T cucremax

WO No O

COOBITU OE30ITaCHOCTH

Pa3pa60TI<a CHUCTCMBI aHAJIM3a KOHCOJIMAUPOBAHHBIX JJAHHBIX B 03€pax

Pa3paboTka HHTEIEKTYaJIbHOIO KOHTPOJIbHO-IIPOYCKHOT'O TYHKTA

1

1. Pemenue npo6JieM 3BOJIIOLIMN KPUIITOBBIMOTaTenen

12.

ayJno- U BUJCO3aKJIa/I0K

Pemenue npoGnem 3amuTel nonb3osaresneil IHTepHeTa OT HETaTUBHBIX
ayIno- U BUACO3aKIIaJOK3aILUThI II0JIb30BaTeNnel IHTepHeTa OT HEraTUBHBIX

13.

0€e30I1aCHOCTH

[udposoit npoduie KIUeHTa 6aHKa ¢ TOUKH 3peHHs] HH(HOPMAIIMOHHON

14.

nepcneKkTUBHBIX oTeuecTBeHHbIX CK3U

Pemenune npoGieM pa3paboTKH cXxeM 3JIEKTPOHHON IIU(PPOBOI MOANUCH U
ITOPUTMOB MU(POBAHUS C OTKPHITHIM KIIFOUOM [Tl HCIIOJIb30BAHUS B

Bonpocsl s nmpoBeneHUs NPOMEXKYTOYHOM arTecTaiid B BHUJAE TECTUPOBAHMSA
IpeJICTaBICHBI B Ta0wmIe 18.

Tabmuma 18 — [IpumepHBIii IepedeHb BOITPOCOB TSI TECTOB

y Koz
Ne n/mt ITprMepHBIii TepeueHb BOIPOCOB ISl TECTOB
WHJMKaTOpa
1. | OcHOBHBIE TOCTOMHCTBA U HEIOCTATKH OMOMETPUYECKON [IK-1.V.1

ayTeHTH(UKaIUU:




e ([IpaBuBHBIN OTBET) BHICOKAS HAJIEKHOCTh
o (IIpaBunbHBIN OTBET) BBICOKAsI CTOMMOCTD
® HH3Kas CTOMMOCTb BHEJIPCHHUS

s kakux cereid ceptudukar «KpacHON KHUTH» CUUTACTCS I1K-1.B.1
ycTapeBUINM?
® IS JIOKAJIbHBIX
o (IIpaBuibHBII OTBET) JUIst OECIIPOBOAHBIX CETEH
® UIsl HHTEpHETA
Kakoii ypoBeHb 6€301MacHOCTH COOTBETCTBYET YpOBHIO B2 mikassl [1IK-4.3.1
«OpaHKeBOU KHUTHU»?
e MUHHMMAaJbHAas 3anMTa (HCHOPMHPYEMasi)
® KOHTpOJIUpYEMas 3alluTa JocTyma
® 3aIUTa C METKaMH OE30MaCHOCTH
e (IIpaBunbHBIN OTBET) CTPYKTYpUPOBAaHHAs 3alIUTa
® 3aIIUTa 10 YCMOTPEHUIO
Kaxkue u3 5TuX BUIOB aTak OTHOCATCS K aTakaM Ha OTKa3 B IIK-4.V.1
o0cmykuBaHUU?
e jo0aBiicHUE
e (IIpaBunbHBI OTBET) OTKA3 B AOCTYIE K HHpOpMaLIUK
o (IIpaBunbHBINA OTBET) OTKA3 B AOCTYIE K MPHIOKEHUSIM
® TIOJICTYIIMBAHHE
ATaka Ha OTKa3 B JIOCTYII€ K CHCTEME HalpaBJieHA Ha: [1K-4.B.1
® YHUYTOXEHUE MHPOPMAIHH
® MpUIOKEHHU 00paboTKu MHPOpMaIUn
o (IIpaBumbHBIN OTBET) BBIBOJ U3 CTPOSI KOMIBIOTEPHOI CHCTEMBI
e OJIOKMPOBAaHHE KaHAJIOB CBS3U
Kakwue 13 3Tux onucaHuii xapakTepusyeT LeHTpalin3oBaHHbie DoS- [IK-6.3.1
aTaku?
e (IIpaBunbHBIN OTBET) ATO 37IOHAMEPEHHbIE IEUCTBUS,
BBITOJIHSEMbIE JJIs 3allpeIlieHNs JIeTaIbHOMY I10JIb30BaTEII0
JIOCTYTIA K CUCTEME, CeTH, IPUIIOKEHUIO WK HH(DOpMaIIK
e (IIpaBunbHBINA OTBET) /I OCYIIECTBIICHUS aTaKU CUCTEMa-
OTIIpaBUTEINb MOChLIaeT orpoMHoe konndectBo TCP SYN-
MaKeTOB (MAKETOB ¢ CUHXPOHU3UPYIOIUMHI CHMBOJIaMH) K
cucrteme-noiydarento, urnopupys ACK-nakersl, 100uBasich
nepenojaHeHus oydepa ouepen CoOeAMHEHU I
® B OCYIIECTBJIEHUH aTaKH y4acTBYET OOJIbIIIOE KOJIMYECTBO
CUCTEM, KOTOPBIMH YIPaBJISET OJ{HA IJIaBHAs CUCTEMa U OJUH
xakep. BbIxoJ cucTeMbl U3 CTpOs 1OCTUTAETCS ITyTEM OTPOMHOI0
00beMa repeiaBaeMbIX TaHHBIX
Kakyro 13 BO3MOXXHBIX Yrpo3 JUIst 0€3011aCHOCTH CUCTEMBI TpYAHEE [1K-8.3.2
BCETO OOHAPYKUTH?
e omuMOKU KOH(pUTYpaLuu
e cnalble maposau
e (IIpaBunbHBIN OTBET) NepenonHeHue oydepa
Bribepute BepHOE yTBEpKIEHUE: [IK-8.VY.1

e mpociymuBanue (CHUGUHT) pabOTAIOT TOJIBKO B CETAX C
pas3zenseMoil MpOMmyCKHON CIIOCOOHOCTHIO C CETEBBIMHU
KOHIICHTPAaTOpaMH — XabaMH; UCTIOJIb30BaHUE KOMMYTaTOPOB
o0ecrevynBaeT JOCTATOYHO HAJEKHYIO 3alIUTY OT




MPOCITYIIMBAHUS

e (IIpaBunbHBII OTBET) IpOCTyIIMBaHKE (CHU(UHT) XOPOIIO
paboTaroT B CETAX C pa3JeisieMOoi IPOIyCKHONW CIOCOOHOCTBIO C
CETEeBBIMU KOHIIEHTPAaTOpaMu — XabaMu; UCIOJIb30BaHUE
KOMMYTaTOpPOB CHHXaeT 3(PPEeKTUBHOCTD CHU(PHUHTA

e mpociymuBaHue (CHU(GUHT) pabOTarOT TOJBKO B CETSX C
KOMMYTHPYEMOU Cpeioi, HCTI0JIb3YIOIEH KOMMYTATOPBI;
MCII0JIb30BaHUE KOHLIEHTPATOPOB UCKIIIOYAET BO3MOXKHOCTh
cHu(uHTa

9. | TpeboBanus K KOHPUACHINATHLHOCTH (ANIOB BKIIFOYAIOT B CEOS: [K-1.¥.1
e (IIpaBunbHBII OTBET) IPAaBUIIBHOE YIIPABJICHUE KIIIOUaMH IIPU
UCIOJIb30BaHUM M (PPOBAHUS
® KOHTpPOJIb (hU3NYECKOH Oe30MacHOCTH
e (IIpaBunbHBIN OTBET) IPaBUIIbHAS HACTPOIIKAa KOMIILIOTEPHOM
CHCTEMBI
10. | lepexitoueHne MO OTKA3Y: IK-1.B.1
e (IIpaBunbHBII OTBET) 0OECIIEUMBAET BOCCTAHOBJICHUE
UH(OPMALIUU U COXPAHEHHE TPOU3BOIUTEIILHOCTH
® IPENOTBpAIIACT MMOJHYIO MOTEPI0 HH()OPMAINH MTPH CITydaifHOM
WY TIpeIHAMEPEHHOM YHUYTOXEHUH (PaiiioB
®  3AIUIIAET CUCTEMbI, HH(OPMALIMIO U IPOU3BOJCTBEHHBIE
MOITHOCTH OT CTUXUIHBIX O€JICTBHM
11. | Jlnsa obecniedenrs KOH(MDUICHIIMAILHOCTH MTOTOKA JaHHBIX npuMenstorces | [TK-1.V.1
METO/IbIL:
o (IIpaBunbHBII OTBET) CKPBITHS HHPOPMALIUN
e ayaura
e  (pU3MUECKOM 3aLTUThI
12. | TpebGoBanus K KOHPUIECHIUATBHOCTH (AIJIOB BKIIOYAIOT B CEOSL: [IK-1.B.1
mudpoBanue ¢paitios
e (IIpaBunbHBIN OTBET) UASHTHU(PUKALNS U AYyTEHTUPHUKALHS
e (IIpaBunbHBIN OTBET) NPAaBUIIbHOE YIIPaBJIEHUE KIIIOYaMU IIPU
UCIOJIb30BaHUH IIH(PPOBAHUS
13. | Ucnonp30BaHue CKPHITHS WHPOPMAIIUN TIO3BOJISET: [IK-4.3.1
e (IIpaBunbHBII OTBET) 0OeCIEUUTh KOHPHUICHIIMATBHOCTD TOTOKA
JTAHHBIX
® 3AIUTHUTH OT NepexBaTa HHPOPMALUU
® MPENOTBPATHTh NPOCIYLIIMBAHHUE
14. | YUto nomkeH BKIOYAaTh MUHUMYM JIOKYMEHTAIMM Ha4aJIbHOTIO [IK-4.Y.1
COCTOSIHUSI CUCTEMBI?
e (IIpaBunbHBII OTBET) ypOBEHb OOHOBJIECHUS
e (IIpaBunbHBII OTBET) HauaJIbHBIE KOH(PUTYpALIUN YCTPOICTB
® CIIHCOK Bcex (paiiioB
e (IIpaBuibHBIN OTBET) CHMCOK paOOTAIOUINX MPUIIOKEHUHN U UX
BEPCUU
15. | Kakue a3p1 MmeTo10710THH pa3pabOTKU TPEOYIOT 0COO0r0 BHUMAHHUS [IK-4.B.1

pH 00CYXJIEHUU BOPOCOB OE30MMACHOCTH?
(ITpaBunpHBIN OTBET) pa3paboTKa
(ITpaBunbHBIN OTBET) peanu3anus
ONpeAcIICHUE Leen

IJIAHUPOBAHUE




16. | OCHOBHBIM ME€XaHU3MOM OOHAPYKEHHUS BTOPKEHUH SBIISCTCS: [1K-6.3.1
® CceTeBOe MpOorpaMMHOE oOecrieueHue ik OOHApy KEHHS
BTOPKEHUS
o (IIpaBumnbHBINA OTBET) aHTUBUPYCHOE IPOrpaMMHOE OOecIiedeHHe
® KJIHMEHTCKOE MPOrpaMMHOe obecriedeHue sl OOHapyKeHus
BTOPKEHUS
e pyudHas [IPOBEpKA KypHasa
® aBTOMATHUYECKas IPOBEPKA )KypHaja
17. | OTBeTHI Ha KaKKEe BOIIPOCHI MO3BOJISIOT OLEHUTH A pexTuBHOCTL cucteM | [TK-8.3.2
PE3epBHOIO KOMTMPOBAHUS?
o (IIpaBumnbHBIN OTBET) AJI KAKUX CUCTEM MPOBOIUTCS pE3€PBHOE
KOMUPOBAHHUE U KaK 4acTo
e Kakoil 00beM JAHHBIX COAEPIKUTCS Ha PE3EPBHBIX KOMHUIX
e (IIpaBunbHBIN OTBET) KaK YAaCTO PE3EPBHBIC KOITUHU
NepeMelatoTcs B apXUB
e (IIpaBunbHBIN OTBET) BHIMOIHSIACH JIH KOTAa-THO0 MpOBEpKa
pPE3epPBHBIX KOMUN
® UMEEeT JIU XPaHWINLIE PEe3EPBHBIX KOMUM 3alIUTY OT SJIEPHOIO
OpyKus
18. | IIpu ncnoab30BaHUM KAKOTO SKPaHa COSAMHEHUE MEX/y KITMEHTOM U [IK-8.V.1
CepBEpOM OOpBIBAECTCS HA HKpaHe?
e (IIpaBunbHBIN OTBET) IPUKIAJHOTO YPOBHS
® TUOPUIIHOTO
e ¢ (hupTpanuen nakeTon
19. | Urpaet nu mopsA0K MPUMEHEHHS ITPABUII B MEKCETEBOM DKpaHEe Ha [K-1.V.1
(GyHKIIMOHUPOBAHUE CETH?
e (IIpaBunbHBIN OTBET) Aa, TaK OT MOPSIIKA 3aBUCHUT, KaKk Oy1yT
00pabaThIBaTHCS TAKEThHI
® 3aBHCHUT OT TOI'0 KaK HaCTPOEH dKpaH
e HeT, MakeT 00pabaThIBaeTCsI BCEMU MTPaBUIIAMHU, U €CIIU OJTHO
PABWJIO MOJIXOANT, TO TpaPUK NPONyCcKaeTcs
20. | MexcereBoii akpaH (firewall) — 3To0: [IK-1.B.1
® YCTPOMCTBO (YHKIIMEH KOTOPOTO SBJISETCS JOCTaBKa Tpaduka B
IYHKT Ha3Hau€HUsl B MaKCUMaJIbHO KOPOTKHE CPOKU
e (IIpaBunbHBII OTBET) YCTPOHCTBO KOHTPOJISI JOCTYIIA B CETH,
npeHa3HauYeHHOE JUIs OJIOKUPOBKHU BCero Tpaduka, 3a
UCKJIIOYEHHEM pa3pellieHHbIX JaHHbIX
® YCTpOWCTBO K3UIMPYIOIIEe CETEBOM Tpahuk
21. | Kak ocymiecTBisieTcs JOCTYI K BHYTPEHHEH CETH MOJIb30BaTelIeM [K-1.V.1
MOJKJIFOYEHHBIM yepe3 VPN?
o (IIpaBunbHBINA OTBET) HEOOXOIUMO MTPOUTH MPOIIEAYPY
ayTeHTU(UKAIUY Ha CepBepe
e HY)XHO IIPOCTO 3HaTh aapec cepsepa VPN
® JIOCTYII K BHYTPEHHEH CETH HE MOKET OBITh MOJTY4YeH HH KaKHM
o0Opazom
22. | Kakue tumer VPN cymecTByroT? [IK-1.B.1

® CEpBEpHBIC

(ITpaBUIBHBIN OTBET) MOJIB30BATEIBCKUE
(ITpaBunbHBIN OTBET) y3JIOBBIE
MHOT'OIT0JIb30BaTEIbCKUE




23. | Kakue npeumyIiecTBa MeeT amnmapaTHas peanmsainus VPN? [1K-4.3.1
e JlCIIEBU3HA
e (IIpaBunbHBINA OTBET) CKOPOCTh
o (IIpaBunbHBIN OTBET) 6E30MACHOCTH
24. | Ilpu KaKuX yCIOBUSAX XeII-PYHKIUS MOXKET Ha3bIBaThCs 0€30MacHO? [IK-4.Y.1
e (GyHKIUS ABJISETCS IBYCTOPOHHEH
® 1IpU BHINOJHEHUH QYHKIMHU JBa pparMeHTa HHPOpMaLUU
OJIMHAKOBOT'O 00beMa MOJTy4aroT OAMHAKOBYIO KOHTPOJIBHYIO
CyMMY
e (IIpaBuibHBIN OTBET) KpaliHE CI0KHO CKOHCTPYHUPOBATH JBa
dbparmeHTa HHPOPMAITIH C TTOTYYCHUEM OJJUHAKOBOM
KOHTPOJIbHON CYMMBI NIPU BBINOJTHEHUN QYHKIIUU
25. | Ilpunmun padoter NIDS 3akimoyaercs B: [IK-4.B.1
® TIOJKJIFOUYEHUH KO BCEM CHUCTEMaM U aHAJIMU3€ UX PabOThI
® BBIMOJIHEHUH 000UX BBIIICYKA3aHHBIX JEHCTBHIMA
o (IIpaBunbHBINA OTBET) MEPEXBATE CETEBOTO TpaduKa U ero
aHaJn3e
26. | Yro siBisieTcss 00bEKTOM MOHUTOPUHTA MPU OOHAPY>KEHUU aTaK C I1K-6.3.1
nomouisbto NIDS?
® HEyJayHbIE MOMBITKH BXO/a
e ycrewmssle FTP-coenunenus
o (IIpaBumnbHBIN OTBET) BeCh Tpaduk, MOCTYHNAIONINI HA
MOTEHIIUAJIbHO aTaKyeMbl€ CHCTEMBbI
e ycnemHsle HTTP-coennnenus
27. | Ilpu paboTe ¢ KaKuMH MPOTOKOJIAMHU TOJIE3HO 3aKChIBaTh conepxumoe | 11K-8.3.2
MAKETOB, MPU UCCIEAOBAHUN TTOIO3PUTEIBHBIX COOBITUN?
e UDP
e TCP
o (IIpaBunbHsIii otBeT) SMTP
o (IIpaBunbHsrii otBeT) FTP
o (IIpaBunbusrii otBeT) HTTP
28. | Ilporpamma netstat mpeHa3Ha4YeHa IS [IK-8.Y.1
e (IIpaBunbHBINM OTBET) BHISBICHUS CETEBBIX COETUHEHUI
aKTUBHBIX B JJAHHBIA MOMEHT
® BBISBJICHHUS IPOIIECCOB MOIICPKUBAIOIINX OTKPBITOE COCTOSTHUE
nopTa
e 0TOOpa)XXeHHs BCEX aKTUBHBIX MTPOIIECCOB
29. | Kakue ycrpoiicTBa MOTYT BBINONHATE GyHKIUU NAT? [IK-1.V.1
e (IIpaBunbHBINM OTBET) MEKCETEBBIE SKPAHBI
e DNS cepsepa
e (IIpaBunbHBINA OTBET) MapLIPYTH3ATOPHI
® [IOYTOBBIE CEpBEpa
30. | Tumamu CKpBITHIX KaHAJIOB SBJISIOTCS KaHAJIbI [IK-1.B.1

(ITpaBunbHBI oTBeT) [1o mamaTu
(ITpaBunbHbIN oTBeT) [10o Bpemenu
(ITpaBunbHBINA 0TBEeT) CTaTUCTHUECKUA
CETEeBOM




[lepeyeHb TeM KOHTPOJBHBIX PabOT MO AMCLUMUIUIMHE OOYYAIOUIMXCS 3a04HON (hOpMBI
00yd4eHus1, mpeacTaBiieHbl B Tadmie 19.

Tabmuna 19 — [lepedeHb KOHTPOIBHBIX PadOT

Ne i/mm ITepeueHb KOHTPOIBHBIX PabOT

He npenycmorpeno

10.4. MeTtoauueckre  MaTepuaibl,  ONPEACNSIONME  HPOUEAYpPbl  OICHUBAHUS
WH/INKATOPOB, XapaKTEpU3YIOIIUX dSTanbl (HOPMUPOBAHMS KOMIIETCHLUH, COAEp)KaTcs B
JOKAJIbHBIX HOpMAaTuUBHBIX akTax [YAIL, pernameHTHpPYIOIIUX TMOPSJOK U MPOLEIypYy
NPOBEICHUS TEKYILEro KOHTPOJISI YCIIEBAEMOCTH U MIPOMEKYTOUYHON aTTeCTaluy 00y4JaromnuXcs
'VAIL

11. Meroaudeckue yKazaHus Uit 00YJIArOIIUXCS IO OCBOCHUIO TUCITUTLIAHBI

11.1. Meroauueckue yKazaHus I OOy4aroIIUXCS 10 OCBOCHHIO JIEKIIMOHHOTO
MaTepuaia

OcHOBHOE Ha3HA4Y€HUE JIEKIIMOHHOIO MaTepuajga — JIOTUYECKH CTPOMHOE, CHUCTEMHOE,
riyOOKoe U sICHOE WU3JIOKEeHHe ydeOHoro marepuana. HasHadeHune COBpEMEHHOM JieKUuU B
paMKax JWCHUIUIMHBI HE B TOM, YTOOBI MOJYYUTh BCIO MH(POPMALHIO TIO TeME, 2 B OCBOCHHUH
byHaaMeHTalbHBIX NpoOJeM JUCHMIUIMHBI, METOJOB HAay4YHOro I103HAHMs, HOBEHMIIMX
JOCTUKEHUI HayyHOUW MbIcau. B yueOHOM mporiecce JIEKIHs BBIIOJIHSAET METO/I0JIOTMYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKIMU. JIeKIUs packpbIBaeT MOHATUIHBIN anmapar
KOHKpETHOH oO0jacTu 3HaHUs, €€ MpoOJeMbl, AAeT LENbHOE NPEJACTABICHUE O JAUCLUIUIMHE,
IIOKAa3bIBAET B3aUMOCBS3b C IPYTUMU JUCLUAIIIIMHAMM.

[InaHupyeMble pe3yibTaThl IPU OCBOEHUU 00YYaIOUIMMUCH JIEKIIMOHHOTO MaTepuaa;

— TIOJYyYEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBSA3aHHBIX 3HAaHUH, YpPOBEHb
KOTOPBIX OIPENEIAETCS LEJIEBOM YCTAHOBKON K Ka)KIOW KOHKPETHON TEME;

— TOJy4Yy€HHE ONbITa TBOPUYECKOMN pabOThl COBMECTHO C MPEIO/IaBATENEM;

— pasBuTHE TNPO(ECCHOHATHHO-IETOBBIX  KadecTB, JIIOOBM K  TIpeAMETYy U
CaMOCTOATEIBHOI'O TBOPYECKOTO MBIIIJICHUSI.

— TOsiBJIeHHE HEOOXOAMMOro HHTEpeca, HE0OX0AUMOTO Il CAMOCTOSITEIbHON pabOThI;

— TIOJy4YyeHHE 3HAHUW O COBPEMEHHOM YpPOBHE DAa3BUTUS HAyKH U TEXHUKU U O
IIPOTHO3€ UX Pa3BUTHsI HA ONMKaiIne rofbl;

— HayuyuTbCs METOJUYECKH oOpabaThiBaTh MaTepuan (BBIACIATH TJaBHBIE MBICIH U
MIOJIOKEHUS, MPUXOAUTh K KOHKPETHBIM BBIBOJAM, IOBTOPSATh HUX B  Pa3jIM4YHBIX
bopMynupoBKax);

— TOJIyueHHE TOYHOI'O IOHUMaHUs BCEX HEOOXOAMMBIX TEPMUHOB U TIOHATHH.

JlekuMOHHBI  MaTepuad MOXKET COINPOBOXKAATHCS JIEMOHCTpAaLMEd ClIalijoB U
HCIIOJIb30BAaHUEM pa3aTOYHOrO0 MaTepuaja IpH MPOBEIEHUU KOPOTKHX JHUCKYCCHUIl 00
0COOEHHOCTSX MPUMEHEHUS OTJENBHBIX TEMATHK M0 JUCIUTUINHE.

CTpyKTypa MNpeIoCTaBieHUs JEKIMOHHOTO Marepuana NOPEJCTaBICH M0 CCHUIKE:
https://pro.guap.ru/inside#subjects/2403316

— N3noxenue NEeKIMOHHOTO MaTepHaa;

— IlpeacraBnenune TeOPETUUECKOTO MaTEpHaIa MPEMOAABATEIIEM B BUJIE CIIANJIOB;
— OcBO€HHE TEOPETHYECKOT0 MaTeprala Mo MPAaKTUYECKUM BOIIPOCAM;

— Cnmcok BOIIPOCOB IO TEME Il CAMOCTOSTENIbHOW PabOThI CTYAECHTA

11.2. MeToau4ieckue yka3zaHus JIsl 00yYalOMUXCs 10 YIaCTHIO B CEMHHApaX - V4eOHbIM
NAAHOM He NpedyCMOMPEHO

11.3. Meroauueckue yka3aHus ISl OOyYaroIIUXCS 10 MPOXOXKICHHIO TPAKTHYECKUX
3aHATUH - YYeOHbIM NAAHOM He NPeOdYCMOMPEHO



https://pro.guap.ru/inside#subjects/2403316

11.4. Metoauyeckue yKa3aHus s 00y4JalOIUXCs 10 BBITIOJIHEHHIO JTA00PaTOPHBIX

B xozme BeImOMHEHHS J1a0OpPaTOPHBIX paboT oOOy4aromMiCsS [OJDKEH YIrIyOuTh U
3aKpeNuTh 3HAHUS, NMPAKTUYECKUE HABBIKM, OBJAJETh COBPEMEHHOM METOIMKON M TEXHUKON
HKCIEPUMEHTAa B COOTBETCTBHUH C KBATU(HUKAIMOHHONW XapaKTEPUCTHKONW OO0YyJaromerocs.
Brimonnenue 1abopaTtopHbIX pabOT COCTOUT M3 IKCHEPUMEHTAIbHO-TPAKTUYECKOM, pacuyeTHO-
AQHAJIMTUYECKON YaCTeH U KOHTPOJIBHBIX MEPOIIPUATU.

Broimmonnenue nabopaTopHbIX pabOT 00ydaroIIMMCS SIBJISETCS HEOTHEMIIEMOM YacThIO
U3yYeHHs] JTUCHMIUIMHBIL, OIpeNensieMoil y4eOHbIM IUTAaHOM, M OTHOCHUTCS K CpEICTBaM,
o0ecrevynBaroIIUM pPelIeHre CIEAYIONUX OCHOBHBIX 33/1a4 00y4YaroLIerocs:

— T[pHOOpeTeHHE HAaBBIKOB HCCIENOBAaHHMS MPOIECCOB, SBICHUH H  OOBEKTOB,
M3Yy4aeMbIX B paMKax JJaHHOW TUCIUILINHBI,

— 3aKpeIUICeHHE, Pa3BUTHE U JIETATU3alUs TEOPETHMUYECKHX 3HAHHM, MOIY4YEHHBIX Ha
JCKIHSIX;

— TOJy4YeHHe HOBOM MH(OpPMALIMK 110 U3y4aeMON AUCIHUILTUHE;

— TnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATEIbHOW  paboThl ¢ J1a00paTOpHBIM
o0opysoBaHHEM U pubopamu.

3ajlaHue u TDe6OBaHI/I${ K IIPOBCACHHUTIO J'Ia6ODaTODHLIX Da6OT

JIABOPATOPHAS PABOTA Nel «Mcnonb30BaHue CKPBITBIX KAHAJOB M0 MAMSATH»
Lean 1adopaTopHoii padoTbl: Peanuzanus anropuTMOB COKPBITHS MH(DOPMAIMK B TEKCTOBBIX (aiiiax
ITyT€M U3MEHEHMsI HHTEPBAJIa MEXKIY CIOBAMU

3ananue k JjadopaTopHoii padore Nel:
1) W3y4uTh aqrOpUTMBI COKPBITUS M U3BJICUCHUS HH(MOPMAIIUU B TEKCTOBBIX (haiinax

2) Peanm3oBaTh aNrOpPUTMBI COKPBITHS U M3BICUCHUS HMH(POPMAIK B TEKCTOBBIX (haiimax B cpemax
nporpammupoBanus (C#, C++, Python), wucnoms3ys NOpoTOTUI peEIICHHS B Cpeie
moaenupoBanus (MatLab)

3) IlpoBecTH aHa M3 HAJIMYHS CTETOTPAaMM B TEKCTOBOM (haiiie.

4)  OdopmHTB OTYET 110 Ta0OPaTOPHOI padboTe

Xox nabopaTopHoli paboThbl, CTPYKTYpa M dopma oTyera O JiabopaTopHOMl pabore H
TpeOoBauusg K OGOPMIECHHUIO OT4YeTa O JiabopaTropHOil paboTe MpPeACTaBIIEHBI I10 CCBUIKE
https://pro.quap.ru/get-task/96a53b5a16b9b66c7388e84db1d57f83

JIABOPATOPHASA PABOTA Ne2 «lcnonb30BaHME PACTPOBBIX H300paKeHUH JUis
COKPBITHSI HTHPOpMAIUI»

Leas n1adopaTopHoii padoThl: Peanmuzanust alropuTMOB COKpBITHS HMH(OpManuu B
PacTpOBBIX U300PAKEHUSIX C UCIIOIH30BAHUEM CTETOKITFOYEH

3aganue K 1adopaTopHoii padore Ne2:

1) V3yuuTh anropuTMbl COKPBITUS U HM3BJIEUYEHUsS HHPOpMaAIMU B Qailnax pacTpoBoit
rpaduxu

2) Pa3zpaboTraTh BU3yallbHBII HUHTEpdEiic 1isi B3aUMOJIEHCTBUS C pacTPOBBIMU (halIaMH.
BusyanbHble KOMIOHEHTHI MHTepdeiica JAoKHBI 00ecleunBaTh UAIOTOBbIE PEXHUMBI BBOJA
CTETOKJII04a, BbIOOpa (ailyioB MpH UX 3arpy3Ke U COXpaHEHHH, 00ecTieynBaTh PEKUM IPOCMOTpa
(aiinoB ¢ BeIIENIEHUEM MO3UIMN, B KOTOPBIX pa3MEIEHO CTEroco00IeHHeE.

3) PeanuzoBaTh anropuTMbl COKPBHITHS M U3BJI€UEHU UH(QOPMAIMK B PacTPOBBIX (aiiiax
B cpenax mnporpammupoBanus (C#, C++, Python), ucnonb3ys mporoTun peuieHus B cpene
moxaenupoBanus (MatlLab). Ilpu »3TOoM gomkHa OBITH oOOecmiedeHa cxemMa 3 ypOBHS
3alUIIEHHOCTH (pachpesieNieHHe CTerocOOOIIEeHUsI 10 KOHTEHHepy, 3aJaBaeMoe HEKOTOpOH
(GyHKIMH, apryMEeHTOM KOTOPOM SBIISIETCS CTETOKIIOY).


https://pro.guap.ru/get-task/96a53b5a16b9b66c7388e84db1d57f83

4) IlpoBecTr aHAIN3 HAJIMYUS CTETOIPAaMM B PacTpOBOM (haiie.

4) OpopMUTH OTYET 1O JaOOPATOPHOI paboTe

Xoxa nabGoparopHoii paboThl, CTPYKTypa ¥ ¢dopMa OT4eTra O JIabopaTOpHOU paboTe u
TpeOoBaHus K 0)HOPMIICHUIO 0TYETa O JTa00PATOPHOM PabOTe MPEACTABICHBI IO CChIIKE

https://pro.guap.ru/get-task/d5222364c1b1763b26fcd7d73a97dfbf

JlabopaTopuas padora Ne3 «Cokpoitue [I1B3 Mmerogom Koxa-XKao»

Ilexb 1aGopaTopHoii paboThl: peanusoBath cokpbitie DANIIOB B yacToTHOI 061acTH
pactpoBoro nzobpaxenus merogom Koxa->Xao

3ananue k jadboparopHoii padore Ne3:

1) U3yuuTh airopuTMbl COKPBITHS HH()OPMAIMM B YaCTOTHBIX 0OJACTAX pPacTPOBOM
rpaduKu ¢ UCIOJIb30BAHUEM JAUCKPETHOTO KOCUHYCHOT'O ITPeoOpa3oBaHus

2) K mnpoekty, peamuzoBaHHOMY B JnaboparopHoii pabore No2 1m0o6aBUTH (GOpMBI
BU3YalbHOrO MHTep(delica s B3aUMOACUCTBUS C YaCTOTHBIMH OOJIACTSIMU PACTPOBBIX (haiIoB.
BusyanbHbie KOMIOHEHTHI HHTepdeiica TOMKHBI 00ECNeunBaTh IHAIOTOBBIE PEKHUMBI BBOJIA
CTErOKJII0Ya, BEIOOpA MapaMeTpa KayecTBa CTETOKOIMPOBAaHUS, BEIOOpa (PaiiyioB MpHU UX 3arpy3ke
U COXPAaHCHUHU, 00ECIICUNBATh PEKHUM IMPOCMOTPA (DAMIIOB C BBIICICHUEM IMO3UIUH, B KOTOPBIX
pa3MeIIeHO CTeroCOO0IICHHE.

3) PeanmuzoBarh aqroOpUTMBI COKPBITHS MHPOPMAIIMM B YaCTOHBIX O0JACTSIX PACTPOBBIX
daitnax B cpenax mporpammupoBanus (C#, C++, Python), ucnons3ys mpoToTun pemieHusi B
cpene monenupoBanus (MatLab), ocHoBanHbIid Ha ceTone Koxs-XKao. I[Ipu 3TOM fq0omkHA OBITH
oOecrnieueHa cxema 3 ypOBHS 3alUIICHHOCTH (pacipe/esieHne CTEroco00IeHus [0 KOHTEHHEPY,
3a/1aBa€MO€ HEKOTOPO# (PYHKIIMNA, apryMEHTOM KOTOPOH SIBJISIETCSA CTETOKITIOY).

4) [IpoBecTy aHAIU3 HATMYHS CTETOIPaMM B pacTpoBOM (haiiie.

4) OdopMHTB OTYET 110 Ja0OPaTOPHOIL padoTe

Xoa naGoparopHoii pabGoThl, CTPYKTypa u ¢dopMa oTdera O J1aboparopHOW pabore u
TpeOoBaHuUs K 0)OPMIICHHUIO OTYETA O JTA00PATOPHOM PabOTE MPEACTABICHBI IO CCHIIKE

https://pro.guap.ru/get-task/ed8a909b1b37578f56 7fbe711196c5bc

JlabopaTopuas pa6ora Ned «3Bneuenue [IB3 u3 JPEG-konteitnepa metonom Koxa-
Kao»

Ilesib s1aGopaTopHoOii paboThl: peamn3oBaTh u3piedenne GAMIIOB u3 wacTOTHOI
o0JyacTu pacTpoBOro U300paXkeHUs!, COKPHIThIX MeTo oM Koxa-XKao

3ananue Kk jadoparopHoii padore Ne4:

1) M3yuuTh anropuT™Mbl H3BIEYEHUS MH(OpPMAIMU B YACTOTHBIX OOJACTAX PacTPOBOU
rpaduKu ¢ UCITOJIb30BAHUEM JUCKPETHOTO KOCHHYCHOT'O TTPe00Opa3OBaHuUs

2) K mpoekty, peannzoBaHHOMY B JabopartopHoit pabore Ne3 no0aBUTH 3IIEMEHTHI
BU3YyaIlbHOTO WHTepdelica Ui pean3aiyy JICKOIUPOBAHUS CTETOKOHTEHHEpAa M3 YaCTOTHBIX
obnacrteii pacTpoBbIX (hailioB. BusyallbHble KOMIIOHEHTHI UHTEpdeiica JOKHBI 00ecreunBaTh
JTMAJIOTOBBIC PEXUMBI BBOJIa CTETOKJIIOYA, BBIOOpA TMapaMerpa KadecTBa CTETOKOIUPOBAHUS,
BbIOOpa (ailyioB Mpu UX 3arpy3Ke U COXpaHEHHH, OOECIeUrBaTh PEXUM MPOCMOTpa (ailioB ¢
BBIJICJICHUEM ITO3UIINH, B KOTOPBIX pPa3MEIICHO CTErOCOOOICHHE.

3) PeanuzoBaTh anropuTMbI U3BICYCHHS] HHGOPMAIIUU B YACTOHBIX 00JACTSIX PACTPOBBIX
daiinax B cpenax nporpammupoBanus (C#, C++, Python), ucnons3ys mpoToTHUN perieHusi B
cpene moxenupoBanus (MatLab), ocHoBanHbli MeTogoM Koxs-XKao. [Ipu 3ToM nomkHa OBITH
obecrieueHa cxeMa 3 ypOBHsI 3alIUIIIEHHOCTH (pacrpeiesieHne CTerOCOO0IIEeHHS TT0 KOHTEHHEDY,
3a/laBaeéMO€e HEKOTOPOI (PYHKIIHIA, apryMEHTOM KOTOPOU SIBISIETCS CTETOKIIIOY).

4) TlpoBecTy aHaIU3 HATUYKS CTETOTPAMM B pacTpoBOM aiiie.

4) OdopmuTh OTUET 1O JaOOpaTOpHOIL padoTte

Xona maboparopHoil paboThl, CTPYKTypa W ¢opMa oTuera O J1abopaTopHOM padboTe u
TpeOoBaHUs K 0)OPMIICHHIO 0TYETa O J1a00paTOPHOUN paboTe MPECTABICHBI M0 CCHUIKE



https://pro.guap.ru/get-task/d5222364c1b1763b26fcd7d73a97dfbf
https://pro.guap.ru/get-task/ed8a909b1b37578f567fbe711196c5bc

https://pro.quap.ru/get-task/b3a16538f93fae4825d2f2edfe8da3e0

JladopaTopuasi pabora Ne5 «Cxkpriteie kaHansl B TCP/IP-ceTsx»

eab JgadopaTopHoil padoThl: Vicronb30BaHUE HETJIACHBIX BO3MOXKHOCTH IPOTOKOJIOB
TCP/IP, koTOpBIE MOTYT OBITH HCIIOJIB30BAHBI JJISl IOCTPOCHUS CKPBITHIX KaHAJIOB

3ananue k jaboparopHoii padore NeS:

1) N3yunth npuHIUIEL paboThl TpoToKonoB TCP/IP

2) W3yunTh Ha3HAYCHHWE W BO3MOXXHOCTh MOIU(UKAIMH 3arojoBKOB [P-makeTtoB u
TCP-6110k0B (CETMEHTOB)

3) Pa3paboTaTh KIMEHT-CEPBEPHYIO peaM3alUI0 COKphiTHA uH(popMmarmu B [P-
HaKeTax, pACCMOTPEHHYIO B JIEKLIUH 9.

4) Pa3paboraTh CepBEepHYIO YacTh MPOEKTA, PEATH3YIONIYI0 «CHU(MOUHT» KaHAJIOB
nepenaun nadopmanuu o nporokosiaM TCP/IP u BeieneHne nepejaHHoro CTeraHoCOO0IEeHNUS

5) Pa3zpaboTaTh KIMEHTCKYI) 4YacTh NPOCKTa, peau3yrolnyr ¢GopmupoBanus [P-

MAKEeTOB C WHKAICYJIMPOBAHHBIM CTETAaHOCOOOIICHHEM B 3aJlaHHBIX [0 HWHIUBUIYATHbHOMY
BapuaHTy noJisiM IP=3arosoBka.

6) Ornpenenutb MPONyCKHYIO CITIOCOOHOCTH CKPBITOTO KaHaia

7) Odopmuts otueT no 1adbopaTopHOit padboTe

Xoj_nmaGoparopHoii paboThl, CTPYKTYpa M ¢opMa oTdera O J1adopaTOpHOW paboTe u
TpeOoBaHUs K 0(hOPMIIEHUIO OTYETA O Ja00PATOPHOM padoOTe IMPEACTABICHEI IO CCHLIKE

https://pro.guap.ru/get-task/3529e9d0d3ed105a685d85657f47d4f0

115. Meroanyeckne yKazaHUS I OOy4aroIIUXCS 110 TPOXOXKACHUIO KypCOBOTO
HPOEKTHPOBAHNUS/BBINOIHEHUS KypCOBOU PabOTHI
KypcoBoii mpoekT/ pabota mpoBOIUTCS C HETbI0 (POPMUPOBAHUS Y O0YUAIOIIUXCS OIBITA
KOMIIJIEKCHOT'O PELICHUs] KOHKPETHBIX 33/1au MPO(PEeCCUOHANBHOM NesTeIbHOCTH.
B kypcoBoii paboTe TOKHBI OBITH PEIICHBI CIEAYIONINE 3aJauu:
1) Ouenka akTyanbHOCTH pa3pabarbiBacMoil HH(OPMAIIMOHHOH CHCTEMbI
2) Tocrpoenne mmarpammbl IDEF0O, DFD OusHec-mipoiieccoB pa3zpabarbiBaeMoOit
cucTeMbl. BbIsBIeHHE CKPBITHIX KaHAJIOB Nepeaayl HH(HOpMAIIHH.
3) IIpoekTHpoBaHHE AapPXUTEKTYpbl WHGOPMAIMOHHON CHCTEMbI W  CHCTEMBI
MOHHUTOPHHTA CKPBITBIX KaHAJIOB Nepeauu HH(pOopMaIuu
4) Pa3paboTka CepBEepHOIl U KIIMEHTCKUX YacTei pa3pabaThiBaeMOi CUCTEMBI
5) Ananmu3z  ys3BUMOCTeii M yrpo3  HMH(POPMALMOHHOW  OE30MacHOCTH
pa3pabaThIBAEMOI CUCTEMBI
CTpyKTypa NOSICHUTEIbHOW 3aIMCKU KYPCOBOTO NMPOEKTa/ pabOThI
1) Bsenenue
2) OmeHKa aKTyalbHOCTH  pa3pabarbiBacMOil  HWH(OPMALMOHHOW  CHCTEMBI.
AHanutuyeckuit 0030p MPOTOTUIIOB pa3padaThIBAEMOI CHCTEMBI
3) Undonornveckoe  MOJCIMPOBAHUE  pa3padaThiBaeMOil  MH(POPMALUOHHON
CHCTEeMBl. BBIABICHHE aKTHBOB W KPUTHYECKHUX ODIIEMEHTOB MPOCKTHPYEMOU
CHCTEMBI
4) TIpoekTHpOBaHHE apPXUTEKTYPhI HHHOPMAIIMOHHON CUCTEMBI
5) IIpoexTupoBaHHe KIMEHT-CepBEepHOil 0a3bl naHHbIX (ER-muarpamma)
6) IlpoekTHpoBaHHE TPWIOKCHUS JOCTyNa K JAaHHBIM. Pe3ynbTaThl TECTUPOBAHUS
MIPOrPaAaMMHOTO MPHIIOKEHHS
7) OreHka pUCKOB 3KCILTyaTallMi HHPOPMAIIMOHHON CHCTEMBI
8) 3akiroueHue.
9) Cnucok auTeparypsl
10) [MpunosxeHue (JJMCTUHTH UCXOTHBIX IIPOTPAMMHBIX KOJIOB)



https://pro.guap.ru/get-task/b3a16538f93fae4825d2f2edfe8da3e0
https://pro.guap.ru/get-task/3529e9d0d3ed105a685d85657f47d4f0

11.6. Meroauyeckue ykazaHus sl O0y4JaIOIMUXCS MO MPOXOKICHUIO CaMOCTOSTEIbHOMN
paboThI

B Xoze BBITIOJIHEHUSI CaMOCTOSITEIIbHON PabOThI, OOYYAIONIUIICS BBIMOJIHAET PadOTy IO
3aJJaHUI0 ¥ TIPU METOJUYECKOM PYKOBOJCTBE IMPEIoaaBaTelis, HO 0e3 ero HermocpeJICTBEHHOIO
YUYaCTHS.

s oOydarommxcsi 1Mo 3a04HOM (opMe OOy4eHHs, CaMOCTOSTENbHAsi padoTa MOXKET
BKJTIOYATh B Ce0s1 KOHTPOJIBHYIO paboTy.

B mporecce BBIMOTHEHHSI CaMOCTOSITEIBHON paboThl, y oOydaromierocs (Gopmupyercs
nenecoo0pa3Hoe MIaHUPOBaHUEe pabouero BpeMEeHH, KOTOPOE MO3BOJISIET UM pa3BUBATh YMCHUS
N HABBIKM B YCBOCHHMU W CHCTCMATHU3ALIUH HpI/IOGpeTaeMBIX 3HaHI/If/'I, 06CCHe‘II/IBaeT BBICOKHUH
YPOBEHb YCIIEBAEMOCTH B TIEpUOJ OOYUYCHHs, IIOMOTAeT IIOJYYUTh HABBIKH TTOBBINICHHUS
po(hecCHOHATLHOTO YPOBHSL.

MeroauyeckiMH ~ MaTepuallaMH,  HaNpaBJSIONIMMU  CAMOCTOSITENIbHYIO — paboTy
00y4aroUuX CSASBIISIOTCS:

—  y4eOHO-METOJIMYECKUN MaTepHall 10 TUCIUILIHHE;

—  METOJMYECKHE YKa3aHHS 10 BBHITIOJHCHHIO KOHTPOJIBHBIX PadOT (U1 00yJaroIIuXcst
10 32049HOM (hopMe 0O0ydeHus).

11.7. MeTtoauueckre yKazaHusl [UIsl OOYyYaroIIMXCS IO MPOXOXKACHHUIO TEKYIIEro
KOHTPOJISI YCIIEBAEMOCTH.

Texkymuil KOHTpPOJIb YCIEBAEMOCTH IIPEIYCMaTpPUBAET KOHTPOJIb KayecTBa 3HAHUU
00y4aroIuxcsl, OCYLIECTBISEMOI0 B TEYEHUE CeMecTpa C LIEeJbI0 OLCHMBAHUS X0Jla OCBOEHUS
JUCLUIUINHBI.

11.8. Meroauueckue ykazaHus i OOY4arOLIUXCs MO MPOXOXKAECHUIO MPOMEXYTOUYHOM
aTTeCTalUN.

IIpomexxyrounass  arrectanuss  oOyyarolIMXCsl — HpeJycMaTpuBaeT  OLIEHUBaHME
MIPOMEXKYTOUHBIX U OKOHYATEIbHBIX PE3Yy/IbTaTOB 00ydeHMs MO auciuruinHe. OHa BKIIIOYAET B
ceost:

— D9JK3aMeH — (opma OLEHKM 3HaHUM, MOJYyYEHHBIX OOydYaloIIMMCi B Ipolecce
M3YYEHHUS BCEW NUCLUIUIMHBI WM €€ YaCTH, HaBBIKOB CAMOCTOSATEIbHOU paboThl, CHOCOOHOCTH
IPUMEHATh MX Ul PEIICHHs NPAKTUYECKUX 3ahad. ODK3aMeH, Kak IPaBUJIO, MPOBOIUTCS B
MIEPUOJ HK3aMEHALlMOHHOM CECCHMM W 3aBEpIIACTCS aTTECTAllMOHHOM OLIEHKOM «OTIIMYHO,
«XOpOILO0Y», «YAOBIETBOPUTEIBHO», «HEYAOBIETBOPUTEIBHOY.

— 3a4eT — 3To (opMa OLIEHKH 3HAHUH, MOJYYEHHBIX OOYyYaloIIUMCS B XO/€ U3yUCHUS
y4eOHOW TMCUUIUIMHBI B LIEJIOM WM IPOMEXYTOUHas (110 OKOHYaHWU CEMECTpa) OlleHKa 3HaHUH
00y4aromuMcsl 0 OTAEIbHBIM pazfiesiaM AMCLUUIUIMHBI ¢ aTTECTAl[MOHHON OLIEHKOM «3a4TeHO»
WJIN «HE 3a4TEHO».

— 1uddepeHIpOBaHHbIM 3aueT — 93T0 (opMa OLEHKH 3HaHUM, IOJyuYeHHBIX
00y4aromuMcs pU U3Y4EeHUHU TUCHUILUIMHBI, IPU BBIMOJHEHUH KYPCOBBIX MPOEKTOB, KYPCOBBIX
paboT, Hay4dHO-HUCCIIEI0BATENbCKUX PA00OT U MPOXOKICHUH MPAKTUK C aTTECTAllMOHHON OLIEHKON
COTJIMYHOY, «XOPOLIO», «yIOBIETBOPUTEIBHOY, «HEYI0BIETBOPUTEIBLHO.

Cucrema OLEHOK IpU IPOBEIECHUU IPOMEKYTOUHON aTTeCTAllMU OCYLIECTBIIAETCS B

COOTBETCTBUU ¢ TpeboBanusMu [lonoxkeHnit «O TekymeM KOHTPOJE YCIEeBAEMOCTH U
MPOMEXKYTOUHOM arrectaruu cryaeHToB ['YAII, oOywarommxcs Mo mporpaMmaM BBICIIETO
obpazoBanus» U «O MOIYTBHO-PEUTHHTOBOM CHCTEME OIICHKH KadecTBa y4eOHOW paboThI
cTyneHToB B ['YAIDy.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




