MUHUCTEPCTBO HAYKH 1 BBICILIEI'O OBPA3OBAHMS POCCUNCKOM ®EJIEPALINA
(benepanbHOE rOCYIapCTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE YUPEKACHUE BBICIIET0 00pa30BaHUs
"CAHKT-IIETEPBYPT'CKHI I'OCY JAPCTBEHHBIN YHUBEPCUTET
ADPOKOCMMYECKOI'O ITPUBOPOCTPOEHUA"

Kadenpa Ne 33

YTBEPXIAIO
PykxoBonuTens HalpaBiieHUs

pod.,1.T.H.,JI0II.

(IOIDKHOCTB, y4. CTEIEHb, 3BaHUE)

C.B. be33areesn

(MHHUIHAIB, (HaMHITIS)

(mozrvcs)

«26» masx 2022 ¢

PABOYAS [TPOTPAMMA JUCHUTIJIMHBI

«TeopeTI/I‘leCKI/IC OCHOBBI KOMHLIOTCpHOﬁ 0€30I1aCHOCTH»
(HanmeHoBaHMe JUCIUILINHEI)

Kon nampaBienust moaroroBku/
CIIELIMATIbHOCTHU

10.04.01

HanmenoBanme HaIpaBJICHUA

HNupopmanronHas 6e30macHOCTb
MOJIFOTOBKH/ CHEMAIbHOCTH

WuTennexryanbHble cpecTBa o0ecnedeHnst 0€30MacHOCTH

HaI/IMeHOBaHI/IG HaHpaBJ’ICHHOCTI/I
00BEKTOB

®opma 00yueHus ouHas

Cankr-IlerepOypr— 2022




Jluct cornacoBanust pabodeit mporpaMMbl JUCITUTITHHBI

ITporpammy coctaBui (a)

I.T.H.,JIOLL. e 26.05.22 C.B. Bessarees

(IOIXHOCTD, Y. CTENICHb, 3BAHNUE) (moanuck, nara) (MHUIMANBI, (haMUITHA)

[Tporpamma oobpeHa Ha 3acenanuu kadeapsr Ne 33

«27» mag 2021 r, mpotokon Ne 10

3aeayrommii kadempoit Ne 33

J.T.H.,JIOLL. e 26.05.22 C.B. Beszarees

(y4. cTeneHs, 3BaHUE) (moanwuck, gara) (MHUIMATEL, (haMUITHs)

OteerctBennblit 32 OIT BO 10.04.01(01)

7z

JIO01I.,K.T.H.,JO1I. 26.05.22 B.A. MBUILHUKOB

(OIDKHOCTB, Y4. CTCTICHB, 3BaHUE) (moamucs, nara) (MHUIMATEL, GaMuITHs)

3amecTuTeNnb TUpeKTopa HHCTUTYTa Ne3 1o MeToanueckoit pabore

26.05.22 H.B. Pemernukosa

(OJDKHOCTB, y4. CTEIICHb, 3BaHUE) (moamuce, nara) (vHULMATEL, GaMuIIHs)



AHHOTaIU

Hucununnuna «TeopeTnyeckue OCHOBBI  KOMIBIOTEPHOM — 0€30MacHOCTH»  BXOJUT B
00pa3oBaTeNbHYIO IPOrPaMMY BBICIIETO 00pa30BaHUs — MPOTPaMMy MAarucTpaTyphl IO HAPABICHUIO
nonroroBku/ cnermansHoctd  10.04.01  «MHDOpManmonHas 0€30MacCHOCTBY HAMPABICHHOCTH
«HTemieKkTyanbHble cpecTBa obecreueHus: 0e30MacHOCTH OOBEKTOBY». JlUCHUIUIMHA peann3yercs
Kapeapoii «Ne33».

JlucuuniuuHa HalejaeHa Ha GOpMUPOBAHKE Y BHITYCKHUKA CIIETYIOIIUX KOMITETEHIUI:

[1K-4 «Crnocoben pa3pabaThiBaTh CpPEICTBA M CHUCTEMBI 3aIIUTHI CETEH SJIEKTPOCBS3H OT
HECAaHKI[MOHUPOBAHHOIO JOCTYIIA, @ TAKKE 3aIIUIIEHHBIX TEIEKOMMYHUKAIIMOHHBIX CUCTEM

[IK-7 «CnocoGeH NpOBOAMTH aHAIW3 yrpo3 HH(GOPMAIMOHHON O€30IMacHOCTH B CETSIX
3JIEKTPOCBS3U
CopepxaHue AMCLMIIIMHBI OXBAaThIBAET KPYI BOIPOCOB, CBSI3aHHBIX C U3yUYEHUEM TEOPETUUYECKUX
BOIPOCOB KOMITBIOTEPHOM 0€30IaCHOCTH.

[IpenoaBanye TUCHMIUIMHBI TPEAYCMAaTpPHBAET cienyromue ¢GopMbl OpraHU3aluu  y4eOHOTO
mpolecca: JIeKIHH, JJabopaTopHbIe paboThl, CAMOCTOSTEIbHAsI paboTa CTy/ACHTA.

IIporpaMMOil JUCHHUILIMHBI MPEAYCMOTPEHBI CIEAYIOIINUE BUIbI KOHTPOJIA: TEKYIIUH KOHTPOJIb
yCIIeBaeMOCTH, POMEKYTOUYHAs aTTecTanus B hopMe IK3aMeHa.

OO0mast TpyA0€MKOCTh OCBOCHHMS JUCIHUIUIMHBI COCTABIISIET 4 3a4eTHBIX eAuHUIbI, 144

yaca.

S3b1K 00yUYEHUS TI0 JUCIUTIINHE «PYCCKUN »



1. TIlepedeHb MIaHUPYEMBIX PE3YJIbTATOB O0YUYEHUS MO AUCLHUILIMHE

1.1. Tlenu npenogaBaHusi JUCIUTUTMHBI

Ilenp mpenojnaBaHus JUCHMILUIMHBI — 3aKJIIOYAETCS B O3HAKOMIIGHMHM  OOydaromuxcs C
TEOPETUYECKHMHU BOIIPOCAMH KOMITBIOTEPHOM O€301acHOCTH.

1.2. JlucuumiauHa BXOAMUT B COCTAB YacTH, (popMHupyeMoOl yuacTHUKaMU
00pa3oBaTeNbHBIX OTHOIIEHUH, 00pa30BaTEIbHON IPOTPaMMBbI BBICILIETO 00pa3oBaHus (anee —
OIl BO).

1.3. TIlepeueHp muaHUpPyEeMBbIX PE3yIbTATOB OOYUEHUS MO AUCIUILIUHE, COOTHECEHHBIX C
IJIaHupyeMbIMU pe3ysibTaTamMu ocBoeHust OI1 BO.

B pesymprate wu3y4yeHHMs JAWCHUIUIMHBI OOydYaIOUIMCA JOJDKEH O007aJaTh  CIETYIOUUMH

KOMIETCHIMSIMH WJIM UX 4acTsMu. KoMmeTeHUnn W MHAMKATOPBl UX JOCTH)KEHHUS MPHUBEACHBI B

tabnuie 1.

Tabnuna 1 — [lepeueHb KOMIETEHUUH U UHIUKATOPOB UX JOCTUKCHHUS

Kareropus (rpynna) | Kox u HaumeHoBaHue Konx n HaumeHoBaHne MHAMKATOpa
KOMIIETEHIINH KOMIIETCHIINH JIOCTHKEHUS] KOMITETEHIIUU

[1K-4.3.1 3HaeT MEeTO/IbI, CIIOCOOBI, CPENICTBA,

MOCIIE0BATEIHLHOCT U COACPKAHKE STAIIOB

[pa3pabOTKU CPEJICTB U CUCTEM 3aLIUTHI CETEN

ot HC/I, 3amuménHpIx

TEJIEKOMMYHUKALMOHHBIX CUCTEM

[1K-4.Y.1 ymeeT pa3pabatbIiBaTh NPOECKTHI,

TEXHUYECKUE 3aJ]aHusl, IUIaHbl U TPaPuKU

[1K-4 Criocoben
[pa3pabaThIBaTh CPEICTBA U
CHCTEMBI 3allUThI CETEH
DIICKTPOCBSI3H OT

[TpodeccrnonansHbIC npoBefeHus padot no 3amute cereit or HCJJ
HECaHKIIMOHUPOBAHHOTO
KOMITETEHIIHH 1 HCOOXOMMYIO TEXHUYECKYFO
TOCTYTIA, a TAKXKE
N TOKYMEHTAIUIO
BAlUIIEHHBIX .
[1K-4.B.1 Bnageet pa3paboTkoi
TEJICKOMMYHUKAIIMOHHBIX . . .
HcTeM MPeUIOKEHUI U MTPAKTUIECKON pean3anueit
DIIEMEHTOB, CPEJICTB U CUCTEM 3aIlUTHI CeTeH
ot HCJI, a Taxke 3amuiéHHbIX
TEJICKOMMYHUKAITMOHHBIX CHCTEM, BKITFOUAS
a3paboOTKy MPOrpaMMHOT0 O0ecTieueHus!
[1K-7.3.1 3HaeT opranu3aiuoHHO-
TEXHUUYECKHUE MEPONPUSITUS 110 00ECTIEUSHUTO
3amuThl ceteil anexTpocBsasu oT HC/I u nx
A (HEeKTUBHOCTH
[1K-7.Y.1 ymeeT npoBOAUTH IPOBEPK
[1K-7 Ciocoben M POBOJ POBEPKY
paboTo-crnocoOHOCTH 1 3 (HEKTUBHOCTH
MPOBOAMTH aHAIIU3 YTPO3
[IpodeccruonansHbie HH(OPMALHOHHO MPUMEHIEMBIX POTPAMMHO-ANIapaTHBIX (B
KOMITCTCHITHH TOM YHUCJI€ KPUTITOTPAPUUECKUX) U
0€30IMaCHOCTH B CETAX .
TEXHHUUYECKUX CPEJICTB 3aIIUTHI CETSH
DIICKTPOCBSI3H

piekTpocssazu oT HCJI

[1K-7.B.1 BnageeT BIpabOTKO#
MPEII0OKEHUH 110 IPEJOTBPAIIECHUIO U
HeriTpanu3anuu yrpo3 HCJI k cetsim
PIIEKTPOCBSI3H

2. Mecro nuctuIuinHb B cTpykType OI1
JuctunnnHa MokeT 06a3upoBaThCsl HA 3HAHUAX, paHee MPUOOPETEHHBIX 00yUYaIOUUMHUCIITIPH
M3y4EHUH COOTBETCTBYIOIIMX JUCIMUIUIMH TPOTrpaMMBbl OakajiaBprara.
3HaHus, TOJYYEHHbIE TPU U3YYCHUHN MaTepHalia JaHHON JAMCLUMIUIUHBI, UMEIOT KaKCaMOCTOSITEIbHOE
3HAYEHHE, TAaK U MOTYT MCIIOJIb30BaThCS IPU U3YUEHUU APYTUX JUCLHUILINH:
— «be3omacHocTh 0a3 JAHHBIXY,



— «3amuieHable HHGOPMAOHHBIE CUCTEMBD,
— «TexHonoruu obecrnieyeHuss MHPOPMALTMOHHOM OE30MACHOCTHY.

3. O0BeM U TPYIOEMKOCTh TUCIUILIMHBI
Jannble 006 o0meM o0beMe TUCHMILIMHBI, TPYJOEMKOCTH OTAENbHBIX BUJOB Y4eOHON paboThI 110
JUCLHUIUTMHE (M pacupeeNieHHe 3TOH TPYIOEMKOCTH IO CEMECTpaM) MpeICTaBIeHbI BTaOIHIE 2.

Tabmuua 2 — O6beM U TPYyJOEMKOCTb TUCIUTIIMHBI

TpynoeMKocTh 1o
By yueOHol paboThl Bcero ceMecTpam
Nel

1 2 3
Oowan mpyooemKocma oucyunaunbl, 4/ 144 4/ 144
3E/ (uac)
U3 Hux yacoe npakxmuueckoi n0020moeKu 51 51
Ayoumopmsle 3anamus, BCEro 4ac. 68 68
B TOM YHCIIC:
mexmuu (JI), (dac) 17 17
npakTuyeckue/cemunapckue 3ansatus (113),
(dac)
nmabopaTtopubie padoTs (JIP), (yac) 34 34
KypcoBoii mpoekT (pabota) (KII, KP), (uac) 17 17
pK3aMeH, (Jac) 36 36
Camocmoamenvnan paboma, Bcero (4ac) 40 40
Buo npomesxcymounoii ammecmayuu’ 3a4er,
mudd. 3auet, sk3amen (3auer, Audd. 3a4,0x3.%*) | Dk3. OK3.

Kk
IIpumedanue: kaHIUAATCKHUIA SK3aMeH

4. CopeprkaHue AUCITUTUTHHBI
4.1. PacnpenencHue TPYIOCMKOCTH JUCIUILTAHBI IO pa3/eiiaM U BUIaM 3aHSITHIMA.
Paznensl, TeMbl AUCHUIUIMHBI M UX TPYIOEMKOCTh MPUBECHBI B TabmuIle 3.

Ta6n1/1ua 3- Pa3,[[eJ'IBI, TCMbI JUCHUIUINHBI, UX TDYAOCMKOCTbH

Pa3nensl, TEMBI JUCIIATUTHHEL Jlexian 13 (C3) P KII CPC
’ (qac) (dac) (gac)  |(gac) (qac)
Cemectp 1
Paznen 1. OcHOBHBIE ONpe/IeIEHUSIKOMIIBIOTEPHOM 2 12
0€3011aCHOCTH.
Paznen 2. 3amaun obecrieueHysi KOMITBIOTEPHOH 8 16 12
0€30I1aCHOCTH
Pasnen 3. CepBuch 6€301IaCHOCTH Ha OCHOBEMO/IEIN 7 16 12
OSI (mo 1SO 7498-2).
Tekymmiit KOHTPOITb 2 4
BrInoiHeHIE KypCOBOii paboThI 17
Htoro B cemecTpe: 17 34 17 40
Htoro 17 0 34 17 40

[TpakTHyeckas MOATOTOBKA 3aKJIIOYAETCSI B HEMOCPEACTBEHHOM BBIMIOJIHEHUU OO0YyYarOIIMMHUCS
OTIpeIeIEHHBIX TPYAOBBIX (DYHKIUH, CBSI3aHHBIX ¢ OyayIei npohecCHoHalIbHON AEATENbHOCTHIO.



4.2. ConeprxaHHe pa3/eioB M TEM JICKIIMOHHBIX 3aHITHH.
CopepxaHue pa3ielioB ¥ TeM JICKITHOHHBIX 3aHATUN IPUBEICHO B TabiuIe 4.

Ta6muma 4 — ConepskaHue pa3/IesioB U TEM JICKITMOHHOTO ITUKJIa

Howmep paznena

HazBanwue u COACPIKAHUE pa3aCIOB U TEM JICKIITMOHHBIX 3aHATHH

1

Paznen 1. OcHOBHBIE OnpeieTIeHUsT KOMITBIOTEPHON
0€30MaCHOCTH.

Tema 1.1. OObEKTHO-OPUEHTUPOBAHHBIN MTOAXO0]] KOMIILIOTEPHOM
0€30MaCHOCTH.

CyTb 00bEKTHO-OPHEHTUPOBAHHOT'O 10AX01a. KoMIiekcHOCTh
pemrenus. Co3znanue pyOexKei 3alIuThI.

Tema 1.2. Yrpo3bl KOMIBIOTEPHON 0€30IIaCHOCTH

KOH (U IEHIINAIbHOCTH.

Haubonee pacpocTpaHeHHbIE YTPO3bl KOH(DUIEHITUATBHOCTH,
L[EJIOCTHOCTH, IOCTYITHOCTH.

Tema 1.3. Mogaenb HapyUIIUTENs.

Paznen 2. 3anaun obecriedeHrs: KOMIIbIOTEPHOM 0€3011acHOCTH.
Tema 2.1. YnpaBieHnue 10CTymnom.

(OCHOBBI JMCKPELIMOHHOIO YIIPABICHUS JOCTYIIOM. MaHjaTHoe
YIIpaBJIEHUE JOCTYIIOM.

Tema 2.2. MeTonbl ayTeHTU(PHUKALIMKA B KOMITBIOTEPHBIX
cucTeMax.

OnHO- U MHOTOGaKTOpHAas ayTeHTU(UKauus. TexHonorun
[pELICHHUS.

Tema 2.3. Metobpl oOecnieueHust KOH(UASHIUATbHOCTH.
Monenu mudpobanus. OCHOBHBIE THUIIBI KpUNTOAHAIN3A.

Paznen 3. CepBucsl 6e3omacHocTr Ha ocHoBe Moenu OSlI (1o 1SO
7498-2).

Tewma 3.1. IIpoTokombl, oOecnieunBaroIye peieHue 3aaad
MH(OPMAIIMOHHON O€30MacCHOCTH.

Tema 3.2. IIporpamMmmHo-amnmnapaTHble peieHus,
oOecTreunBarolye peleHue 3a1ad nH(HOpMaIMoOHHON
0€30I1aCHOCTH.

Tema 3.3. Cuctembl 0OHApYKEHUS BTOPKESHUH.

4.3. Tlpaktuyeckue (ceMUHAPCKUE) 3aHATUSL
TeMbl MPaKTHYECKUX 3aHATHIA U X TPYAOEMKOCTh TIPUBEICHBI B Ta0mHIIE 5.

Tabmuna 5 — [IpakTHueckue 3aHITUS U UX TPYAOEMKOCTh

N3 Hux Ne
Ne | Temb!l npakTudyecknx | @OpMbI NPAKTUYECKUX | TpyIOEMKOCTh, |IIPAaKTHYECKOM |pa3aena
/T 3aHATUN 3aHATUN (gac) MOATOTOBKH,  |[TUCITUII
(uac) ITUHBI

Y4eOHbIM MJIaHOM HE MPEAYyCMOTPEHO

|

Bcero

4.4. JlabopaTopHble 3aHATHS
Tembl 1a00paTOPHBIX 3aHATHIA U UX TPYAOEMKOCTh IPUBEACHbI B Tabnu1e 6.




Tabmuia 6 — JlabopaTopHbIe 3aHATHS U UX TPYAOEMKOCTh

N3 Hux No

e HaumeHoBanue 1abopaTopHbIX paboT TPyIOEMKOCTS, | NPAKTHYECKO  pasiena
/1 (dac) IIOJArOTOBKH, |[TUCIIMII

(dac) ITHHBI

Cemectp 1

1 |Peanmzanus JUCKPEMOHHOM MOJIEH IOCTya (8 8 2

2 |Peanm3anus MaHJATHOM MOJIEIH J0CTYIA 8 8 2

3 |O3HaKOMIJIEHHE C CETEBBIMU CKAHEPAMHU 8 8 3

4 |O3HaKoOMIICHHE C OpIHAMAYIPAMU 8 8 3

5 [Tekymwuii KOHTPOJIb 2 2 1-3

Bcero 34 34

4.5. KypcoBoe npoeKkTupoBaHue/ BEITIOTHEHHE KYPCOBOM pabOThI

Llenb KypcoBOi#t paboOTHI:
YacoB MpakTUYECKOM MOATOTOBKHU:

[TpumepHBIe TEMBI 3aJaHUI Ha KYpCOBYIO paboTy nmpuseneHs! B pa3zaene 10 PIT/I.

4.6. CamocrosTensHasi paboTa 00ydJaronuXcs
Bunbl camocTosiTenbHON pabOThI U €€ TPYA0EMKOCTh PUBEJCHBI B TAOIHIIE 7.

Tabmuua 7 — Bugsl caMoCTOsITETHHON pabOTHI B €€ TPYA0EMKOCTh

. Bcero, [Cemectp 1,

By caMmocTosiTenbHONM pabOThI
yac qac

1 2 3
M3y4yeHne TeopeTHUecKoro MaTepuania 16 16
mucturuael (TO)
KypcoBoe npoextuposanue (KII, KP)
PacuetHo-Tpaduueckue 3aganus (PI'3)
Brinonnenue pegepara (P)
[ToaroToBka K TEKyIIEMY KOHTPOJIIO 4 4
ycneBaemoctu (TKVY)
Jlomamiaee 3ampanue (/13) 20 |20
KonTpoibHbie paboThl 3a0uHNKOB (KP3)
[loaroroBka K MpOMEXYTOYHOU
attecranuu (ITA)

Bcero: 40 40

5. Ilepedenp yueOHO-METOAMYECKOTO OOECTIEUEeHNU s

JUTSL CAMOCTOSITENIBHOM paboThI 00yYaromMXCs O AUCHUILTHHE (MOJYIIIO)
Y4eOHO-MeTOIMYeCKHe MaTepHalibl Uil CaMOCTOSITEIbHOM paboThl 00y4aromMXCsl yKa3aHbl B

mar. 7-11.

6. IlepedeHp MEYaTHBIX U AIEKTPOHHBIX YICOHBIX M3IaHUI
[lepeyeHp meyaTHBIX U 3JIEKTPOHHBIX YUEOHBIX M3/IaHUM pUBEaeH B Tabiuie 8.

Tabmuua 8— IlepedeHp NeyaTHBIX U SJIEKTPOHHBIX YUEOHBIX U3aHUMI

HIudp/

bubauorpadguueckas ccruika
URL apec omuorpadudeckas cc

KomuecTBo 3K3eMILIApOB B
6ubnmoreke




(Kpome AIIEKTPOHHBIX
IK3EMILISPOB)

004/M 87-
604316-ED

Morirak H. H. 3amuIeHHkIe
MH(DOTEIIEKOM- MYyHHKAIUU. AHaIN3 U
CHUHTE3 [DnexTpoHHbIN pecypcl:
monorpadust / H. H. Momak; C.-Iletepd.
rOC. YH-T a3pOKOCM. NMPUOOPOCTPOEHUS. -
OnexTpoH. TekcToBble AaH. - CII6.: Uzn-

Bo 'VAII, 2014. - 197 c.

50

004
P 98

Psi6xo, b. SI. Kpunrorpadudeckue meTo s
BamuThl HGopManuu [Tekcr]: yueOHOE
rmocobue / b. 5. Ps6ko, A. H. ®uonos. - 2-
e u3n., crep. - M.: T'opsauas

imHug - Temexom, 2014, - 229 c.

10

004
M 48

MenwsuukoB, B. I1. 3ammura napopmanuu
[Tekcr]: yueOnuk / B. II. MensHUKOB, A.
. Kynpusnos, A. I'. Cxuptiaaze; pen.
B. II. MenpuukoB. - M.: Axaaemus,
2014. - 304 c.

10

004
[ 22

[Hanprun, B. @®. Wudopmanumonnas
0C30IaCHOCTh KOMITBIOTEPHBIX CHCTEM U
ceteil: yueOnoe mocobue ans CIIO / B. @.
[Hlagerun. - M.: @OPYM: UHDPA-

M, 2016. - 416 c.

10

http://znanium.com/
catalog.php?bookin
fo=474838

3amura nHpopmaruu: YuebHoe mocodue
A.ITl. XKyxk, E.Il. XKyk, O.M. JleneukuH,

A.N. Tumomkun. - 2-e m3m. - M.: UL

PUOP: HUL] MTH®PA-M, 2015. - 392 c.

http://znanium.com/
catalog.php?bookin
f0=423927

WupopmanroHHas 0e30macHOCTh
KOMITBIOTEPHBIX CUCTEM U ceTell: YuebHoe
mocobue / B.®. Ilawprun. - M.: U]JI
OOPYM: HULl NHOPA-M, 2014. -

416 c.

http://znanium.com/
catalog.php?bookin
fo=471787

OrneHnka OTHOCHUTEIILHOTO ymepoa
0€30MacCHOCTH MH(OpMaLOHHON
cucrembl: Monorpadust / E.A. Jlyounus,
@.b. TebyeBa, B.B. KonbiToB. - M.: UL|
PUOP: HUI] UTHOPA-M, 2014. - 192 c.

7. IlepeueHb IEKTPOHHBIX 00pa30BaTEIbHBIX PECYPCOB
MH(}OPMalMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTn « HTepHeT»

[lepeueHb AMEKTPOHHBIX 00PA30BATENBHBIX PECYPCOB HMH(OPMAIIMOHHO- TEIEKOMMYyHUKAITHOHHOM
cetn «MHTEpHETY», HEOOXOIUMBIX IS OCBOCHHUS TUCITUILIMHBI TPUBEACH B TadmIe 9.

Tabmuma 9 — llepedeHb DJIEKTPOHHBIX O0OPa30BATENBHBIX PECYpPCOB  MHGOPMAIMOHHO-
TEJIEeKOMMYHUKaMOHHOU ceTn «HTepHEeT»
URL anpec HaumeHnoBanue

http://www.is027000.ru/chitalnyi-zai/upravlenie-

informacionnoi-bezopasnostyu/praktika-

upravleniya-informacionnoi-bezopasnostyu

[IpakTuka ynpaBiieHnus HHPOPMAIIMOHHOM
0€30I1aCHOCTBIO

http://www.ict.edu.ru/catalog/index.php?a=nav&c=

DKypnain "3anura uHGopManum.

getForm&d=light&id res=1935&r=navDesc

Konduaent"



http://znanium.com/%0bcatalog.php?bookin%0bfo=474838
http://znanium.com/%0bcatalog.php?bookin%0bfo=474838
http://znanium.com/%0bcatalog.php?bookin%0bfo=474838
http://znanium.com/%0bcatalog.php?bookin%0bfo=423927
http://znanium.com/%0bcatalog.php?bookin%0bfo=423927
http://znanium.com/%0bcatalog.php?bookin%0bfo=423927
http://znanium.com/%0bcatalog.php?bookin%0bfo=471787
http://znanium.com/%0bcatalog.php?bookin%0bfo=471787
http://znanium.com/%0bcatalog.php?bookin%0bfo=471787
http://www.iso27000.ru/chitalnyi-zai/upravlenie-informacionnoi-bezopasnostyu/praktika-upravleniya-informacionnoi-bezopasnostyu
http://www.iso27000.ru/chitalnyi-zai/upravlenie-informacionnoi-bezopasnostyu/praktika-upravleniya-informacionnoi-bezopasnostyu
http://www.iso27000.ru/chitalnyi-zai/upravlenie-informacionnoi-bezopasnostyu/praktika-upravleniya-informacionnoi-bezopasnostyu
http://www.ict.edu.ru/catalog/index.php?a=nav&amp%3Bc=getForm&amp%3Bd=light&amp%3Bid_res=1935&amp%3Br=navDesc
http://www.ict.edu.ru/catalog/index.php?a=nav&amp%3Bc=getForm&amp%3Bd=light&amp%3Bid_res=1935&amp%3Br=navDesc

8. Ilepeuenp nHGOPMAITMOHHBIX TEXHOIOTHI
8.1. Ilepeuenp mporpaMMHOT0 00ECIEUEHHs, UCIIOIb3YEMOT0 MIPH OCYIIECTBICHUU
00pa3oBaTEeNBFHOrO MPOIIEcca M0 TUCIHITIIHHE.
[IepeueHp UCMONIB3YEMOT0 MPOrPaMMHOT0 oOecrieueHus npeacTasieH B Tadbmue 10.

Tabmuna 10— [1epeueHs mporpaMMHOTO 0OeCTIeYeHUS
No 11/t HanmenoBanmue

He npenycmorpeHo

8.2. IlepeueHp HH(POPMAIIMOHHO-CIIPABOYHBIX
OCYIIIECTBICHUH 00pa30BaTEIHHOIO MPOIIecca MO AUCIUILIINHE
[TepeueHn UCIOJIb3YEMBIX WH(POPMAIMOHHO-CIIPABOYHBIX CUCTEM IMPEJCTaBICH B
Tabymue 11.

CUCTEM,UCIIOJIB3YEMBIX IIpu

Tabmuna 11— Ilepederp HHPOPMAITMOHHO-CIIPABOYHBIX CUCTEM

Ne mi/m HaunmenoBanue
He npenycmoTrpeno
9. MarepuanbpHO-TeXHHYECKast Oa3a
CocraB MaTepHaIbHO-TEXHHUUECKOW  0a3bl, HEOOXOJMMOH Il  OCYIIECTBIICHUS

00pa3oBaTebHOIO MpoIiecca Mo JUCHUIIIMHE, MpeJCTaBIeH B Tabiuiel2.

Ta6muma 12 — CoctaB MaTepHaIbHO-TEXHUIECKOM 0a3bl

No HanmeHnoBaHue COCTaBHON YaCcTUMATEPHAIBHO-
M/ [TeXHUYECKOH 0a3bl

Howmep aynutopuu (npu
HEOO0XO0IIMOCTH )

1 VUlexunoHHast ayiuTOpUs

2 KommbroTepHBIH Ki1acc

10. OrmeHoYHBIE CpeICTBA IS TPOBEICHUS TIPOMEKYTOUHON aTTeCTAIUN
10.1. CoctaB OLIEHOUYHBIX CpPEACTBAJIA TPOBEIACHHS MPOMEXKYTOYHONH aTTeCcTalluu
oOyJaromuxcsi 1Mo JUCIUTUTHHE MTPUBEICH B Tadbmume 13.
Tabnuna 13 — CocTaB OIICHOYHBIX CPEACTB ISl IPOBEICHUS IPOMEKYTOUHOM aTTECTAIlNH

By npomMeXyTOUHOM aTTecTalyu [lepeueHb OLIEHOYHBIX CPEICTB

JK3aMeH Cnycok BONpPOCOB K SK3aMEHY;
TecTsl.

BrinonHeHnue KypcoBoi paboThl JKCIepTHas OIlEHKa Ha OCHOBE TpeOOBaHMM K
COJIEPKAHUIO KypCOBOM paboTbI 1o
TUCIUILINHE.

10.2. B kauecTBe KpUTEpUEB OLIEHKH YPOBHS CPOPMHPOBAHHOCTH (OCBOCHHS)
KOMITETEHIINI 00yJaromuMucs npuMensiercs S-0ayuibHas mKaiga OeHKH cOpMUPOBAHHOCTH
KOMIIETEHIINH, KOTopasi IpuBeieHa B Tabnune 14. B TeyeHne cemecTpa MOXKET UCTIOIb30BATHCS
100-6ammpHast mIKana MOIyIbHO-PEHTHHTOBOM CHUCTEMBI Y HUBEPCUTETA, MpaBHIIa
HCII0JIb30BAaHUsl KOTOPOH, YCTaHOBJIEHBI COOTBETCTBYIOIIUM JIOKaJIbHBIM HOPMAaTUBHBIM aKTOM
I'VAIL

Ta6mmma 14 —Kpurepuu onieHKH ypoBHS C(HOPMUPOBAHHOCTH KOMIIETEHITUH
OneHka KOMIIETEHIIMH
S-0asutbHas IKasa

XapakreprcTrka c(hOpMUPOBAHHBIX KOMITETCHITHI




OreHKa KOMIIETEHIINUT

5-0aruibHad mKaia

XapakTtepucTuka c(h)OpMUPOBAHHBIX KOMITETEHIINN

COTJIMYHO»
«3a4YTCHO»

— oOyyaromuiicss TIyOOKO M BCECTOPOHHE YCBOWI IPOTPAMMHBIN
MaTepua;

— YBEPEHHO, JIOTHYHO, ITOCIIC0BATEIHLHO U TPAMOTHO €0 U3JIaracT;

— ONMMpasiCh Ha 3HAHUS OCHOBHOH W JIONOJHHUTEIBHOM JHTEpaTyphl,
TECHO MPUBS3bIBACT YCBOCHHBIC HAYYHBIC MMOJOKEHUS C MPAKTUYECKOM
JESITEIIbHOCTHIO HATPABIICHUS;

— yMeno 000CHOBBIBAET U ApPTYMEHTUPYET BBIJBUTACMBIE HM UJICH;

— JleJIaeT BBIBOALI M 0000IIEHNS;

— cBOOOJIHO BJIAJICET CUCTEMOM CIICIIUATM3UPOBAHHBIX TIOHATHH.

«XOpOouIo»
KGAYTCHO»

— 00yJaromUics TBEPIO YCBOMII MPOTrPaMMHBIA MaTepHall, TpaMOTHO U
[0 CYIIECTBY M3JIaraeT €ro, OIUpasCh Ha 3HAaHUA OCHOBHOM
JTUTEPATYPHI;

— HE JIOMYCKAaeT CYNIECTBEHHBIX HETOYHOCTEH;

— YBSI3BIBAET YCBOCHHBIC 3HAHHS C MPAKTUYCCKOH JEATEIBHOCTHIO
HaIPaBJICHUS;

— apryMEHTUPYET HAYIHBIC TIOJIOKEHUS;

— JleJ1aeT BBIBOALI M 0000IIEHNS;

— BJIQJICET CHCTEMOM CIIeMATM3UPOBAHHBIX TTOHSTHH.

«YZOBJIETBOPUTEIILHO
«3a4TCHO»

— o0yy4aromuiicss yCBOMJI TOJBKO OCHOBHOW IpPOrpaMMHBIN MaTepual,
[0 CYUIECTBY M3JIaraeT €ro, OMUpasCh Ha 3HAHUS TOJIBKO OCHOBHOM
JUTEPaATYpPhL;

— JIOIIyCKAeT HeCYLIECTBEHHbIE OLUMOKM U HETOUHOCTH;

— UCIIBITBIBAET 3aTPYJHEHUS B IPAKTHUYECKOM NPUMEHEHUH 3HAHUUN
HallpaBJICHUS;

— cJ1ab0 apryMEeHTUPYET Hay4YHbIE MOJIOKEHHUS,

— 3aTpyaHsAETCs B OPMYITHPOBAHUH BBIBOJIOB U 0000IICHNUH;

— YaCTUYHO BJIAJICET CUCTEMOM CIIENNaIN3UPOBAHHBIX TOHATHH.

HCYOOBJICTBOPUTCIIEHO
«HC 3a4TCHO»

— o0yyaronuiicss He yCBOUJ 3HAYMTEIbHOMN YacTHU MPOTPaMMHOTO
MaTepuana;

— IONyCKaeT  CYIIECTBEHHbIE  OIMMOKM W  HETOYHOCTH  IpHU
paccMOTpeHHH po0sIeM B KOHKPETHOM HaIlpaBICHHUH;

— UCIBITBIBAECT TPYIHOCTH B IIPAKTUYECKOM IIPUMEHEHUHN 3HAHUI;

— HE MOKET apryMEHTHPOBATh HAyYHBIE TI0JIOKECHUS;

— He (opMyIHpYET BHIBOJOB U 00OOIICHHH.

10.3. TunoBbie KOHTPOJILHBIC 33/IaHUS MJIM HHBIE MaTCPHAIIBL.
Bompocsr (3amaun) nmst sKx3amMeHa mpeIcTaBlIeHbl B Tadiumie 15.

Tabnuna 15 — Bonpocs! (3agaun) 11t 9K3aMeHa

Kon
Ne n/mt [Tepeuens BompocoB (3a7a4) it IK3aMeHa HHKaTOpa
1 OOBEKTHO-OpPUEHTHUPOBAHHBIN MOX0 B MHpopMmanuonHoit  [[1K-4.3.1
0€30MaCHOCTH. [1K-4.V.1
2 YTpo3bl KOHPUACHITNATBHOCTH. [1K-4.B.1
3 YTpOo3bl LIETOCTHOCTH. [1K-7.3.1
4 YTpo3bl TOCTYITHOCTH. [1K-7.V.1
5 Mozenb HapyluTens [1K-7.B.1
6 JIVMCKpEIIMOHHOE YIIPABICHUS JOCTYITOM.
7 basosas momens 3ammtel OC UNIX.
8 Basosas moznens 3ammTel Windows.
9 OcHosbl X.500.
10 OcnoBsl LDAP.
11 OnuodakropHas ayTeHTH(QUKALUS.
12 MuorodakTopHast ayTeHTHOUKAIHS.




13
14
15
16
17
18
19
20
21

22
23
24
25
26
27
28
29
30
31
32

33

34

35

36

37

38

[TpOTOKOJIBI ayTEHTH(PHUKALIHH.

MaHnnaTHOE yIpaBiIeHUE TOCTYIIOM.

[TaposbHast ayTeHTHPUKALNA.

OnHOpa30BBIE NAPOIIH.

Cxema Mo (UKaLIMU OJHOPA30BBIX MAPOJICH.

Cuctema Kerberos.

buomerpuueckas ayTeHTU(UKALUS.

(OCHOBHBIE THUIIBI KPUIITOAHAIN3A.

[ [pyHLIMI pacnipenencHus KII0YEH IPU TPaIULUOHHOM
G pOBaHUH.

X31IMpOBaHUE COOOLIECHU.

[TpuHIUIBI KpUNITOrPadUU C OTKPHITHIM KITFOYOM.
OCHOBBI IU(POBBIX MOJIUCH U CEPTUDUKATOB.
KpunroryHuenu.

[Iporokon IPsec.

MerkceTeBbIe DKPaHbl.

(CXeMBI TOAKIIIOUEHUS MEKCETEBBIX IKPAHOB.
Apxurtektypa mporokona SSL.

[Tpuniune! paboTs! npotokona PGP. Apxurekrypa
CHCTEMbl OOHAPYKEHUS BTOP>KEHUH.

Cuctembl 0OHapyKEHUSI BTOP>KEHHI, OCHOBaHHBIE Ha
CTaTUCTUYECKUX METOAAX.

MOHUTOPHUHIOBBIE CPEACTBA KOHTPOJISI KOMIIBIOTEPHOU
0€30MaCHOCTH.

[TonnTrka MTHPOPMALTMOHHOM O6€30IIaCHOCTH U €€ POJIb B
00€CTIeUeHUNKOMIBIOTEPHON 0€301macHOCTH MeXaHU3MBbI
1 TEXHOJIOTUU o0ecrieueHns 0e30MacHOCTUXPAaHEHUS
MH(pOpMaLIUH.

MexaHU3MBbl 1 TEXHOJIOTUHU obecrieueHus: 0e30MacHOCTH
nepenayy nHGOpMaluu.

MexaHU3MBbl U TEXHOJIOTHH 00ecrieueHns Oe301MacHOCTH
00paboTKK MHPOPMALIUH.

Mopneib 1 )KU3HEHHBIM LIUKJI KOMIIBIOTEPHOU aTaKu.

Bomnpocs! (3agaun) mis 3adera / qudd. 3auera mpeacTaBiacHbl B Tadmuie 16.
Tabmuna 16 — Borpocs! (3agaun) myist 3adeta / mudd. 3auera

Ko
Ne /it [Tepedyenb BompocoB (3anay) s 3auera / audd. 3auera ﬂ
WH/IKATOpa
Y4eOHBIM MJIAHOM HE MPEAYCMOTPEHO
[Tepeuenn TeM JUIsI KYpCOBOI'O MPOEKTHPOBAHUS/BBIMOIHEHUSI KYpPCOBOM palOTHI

MpeICTaBICHBI B TaOymie 17.
Tabnuna 17 — IlepedeHsb TeM AJisi KypCOBOTO MPOSKTHPOBAHUS/BBITIOTHEHHS KypCOBOM pabOThHI

No 11/ [TpumepHBIii IepeueHb TeM IS KYPCOBOTO MIPOEKTUPOBAHMSI/BBITIOTHEHUS
KypCcOBOH paboOThI

1 ABTOMAaTH3UpOBaHHAs cuctemMa o0paboTku mHpopManuu. [IpencraBnenue
nHpopmanuu B AC Knaccudukainus BO3MOXKHBIX yrpo3 WH()OPMAIMOHHOM
6e3onacHoctu AC. BaxkHble cBOMCTBA HH(POPMAIIUHU U CUCTEM €€ 00paObOTKH.

2 YpoBHU gocTyna K uHGopMaIuu. AHaau3 yrpo3 nHpopMarmoHHON
6e3onacHocty.ba3zoBas 3TanoHHas MOJIEb B3aUMOJICHCTBUS OTKPBITHIX
CHCTEM

3 [TpoTokoi. CeTb Kak HAOOp MPOTOKOJIOB




4 Crex iporokosnioB TCP/IP. CootBercTBre ypoBHEi cteka TCP/IP ypoBHsM
Monenu OSI. IP anpecauus. Kinaccsl [P cereii. Xapakrepuctuku kiaaccos [P-
anpecoB. Beinenennsie IP-ampeca.
1110361 1 MOCTBL. Macka nozcetu. [lonceTu - nepBbiil 6ACTHOH 3aIIUTHI.
6 WuTepHer npoTtokousl: [IpoTokon nepecsuiku ¢aiinos FTP; IIporokon
Telnet; I[Iporokon SNMP; IIpotokon SMTP; Ceresast ¢aiinoBas cucrema
NFS; IIporokon nepexaun runeprexcta(HTTP); Cepsuc DNS.
CxeMa MHKAICYJISIIUU JaHHBIX B cTeke mpoTokoioB TCP/IP. ARP-rabnuua.
8 [Ipo6aembr 6e3omacHocTu IP-ceteit. Yrpo3sl 6e3omacHocTH |P-cerei.
AHaJN3 yrpo3 CETEBOW 0€30MaCHOCTH.

9 CxeMBI ceTeBOI 3amuThl Ha 0aze MD.
10 DopMHUpOBaHUE MTOJIUTUKU MEXKCETEBOT0 B3auMoAeUCcTBUS. OCHOBHBIE
CXEMBbI MOAKII0UeHUs MD.
11 [lepconanbHbIe U paclpeeieHHbIE CETEBbIC IKPAHBI.
12 Bupryanbshbie 3anunieHsbie cetu (VPN).

(6]

\l

Bormpockl 1 ipoBeACHUS TIPOMEKYTOYHOW aTTECTAIMA B BHUJIC TECTHPOBAHUS NPEICTABICHBI B
Tabimue 18.

Tabmuna 18 — [IpumMepHbIii IepeYeHb BOIIPOCOB /IS TECTOB

Kon

Ne ii/m [TpumepHBIii IepedeHb BOMPOCOB IS TECTOB
WHJUKaTOpa

He npenycmorpeHno

[lepeyeHb TeM KOHTPOJBHBIX PabOT MO AMCHUHUIUIMHE OOydaroummxcs 3a04HOil (Hopmbl 00ydeHHs,
npeJICTaBICHBI B Ta0mie 19.

Tabmuua 19 — [lepeueHb KOHTPOJIBHBIX padoT
Ne /it [TepedyeHb KOHTPOIBHBIX PabOT
He nmpenycMoTpeHo

10.4. Meroanyueckue MaTepratbl, ONpeAeISIONINe PO yPhl OLEHHBAHUS
MH/IMKATOPOB, XapaKTepU3YIOIUX dTanbl (OPMUPOBAHUS KOMIIETEHLIUH, cojlepKaTcs B
JIOKaJIbHBIX HOpMAaTUBHBIX akTax ['YAIl pernmameHTHpYyOIMMX MOPSAIOK U IPOLENYPY
MIPOBE/ICHUS TEKYIEro KOHTPOJIs YCIIEBAEMOCTH M MTPOMEXYTOUHOM aTTecTalli 00yJaroIuxcst
I'VAIL

11. Meroandeckue yKazaHus Uit 00YJarOIIUXCs IO OCBOSHUIO JUCIUILTUHBI

11.1. Metoauveckue yKa3aHus sl 00yYarOMIMXCsl IO OCBOCHUIO JIEKIIMOHHOTO
Marepuaia.
OcHOBHOE Ha3HauU€HHUE JIEKIMOHHOTO MaTepHala — JIOTHUYECKU CTPOMHOE, CUCTEMHOE, TITy00Koe U
SICHOE M3JIOKEHUE yueOHOTO MaTtepuaia. HazHaueHne cCOBpeMEHHOM JIEKIIMHA B PaMKax JUCITUTITHHBI
HE B TOM, YTOOBI IOTYYUTH BCIO HH(OPMAIIHIO TIO TeME, a B OCBOCHUU (PyHIAMEHTAIBHBIX MPOOIeM
JTUCIUTIIIMHBI, METOJI0OB HAYYHOTO TO3HAHUS, HOBEUIITUX JOCTIKEHUI HAydYHOU MBICTH. B ydueOHOM
Ipolecce JEKIHUs BBIMOIHIET METOJIOJIOTHUECKYI0, OPTaHMU3AlMOHHYI U WH(GOPMAIMOHHYIO
byHkun. JIeKus packpbIBaeT MOHATHHHBIN anmnapat KOHKPETHON 00J1IacTH 3HaHUs, €€ MpOoOJIeMbl,
JIaeT LEeJNbHOE MPEJCTaBICHUE O TUCLIUIUIMHE, TOKa3bIBAET B3aUMOCBSI3b C JPYTUMU AUCIUIIIINHAMHU.

IrapnupyeMble pe3yaAbTAThl IPU OCBOCHHUM 00YYaIOIMMUCS JESKIIMOHHOI0 MaTepraa.
— TIOJIy4YEeHHUE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBS3aHHBIX 3HAHUW, YPOBEHb

KOTOPBIX ONPEEAEeTCS UEIEBOM YCTAHOBKOW K KOKI0W KOHKPETHOU TeEME;




—  TIOJIyYEHHE OTBITa TBOPUYECKOI pabOThI COBMECTHO C MPETIOIaBaTEIIEM;

— pa3BuTHE NPOPECCHOHAIBHO-IEIOBBIX  KAuecTB, JIIOOBHM K  MpeaMery |
CaMOCTOSITEIILHOT'O TBOPYECKOTO MBIIUICHUSI.

— TIOSIBJICHHE HEOOXOAMMOr0 MHTEpeca, HEOOXOIUMOTO JIJISl CAMOCTOATEIHLHOU PaboThI;

— TIONy4YeHWE 3HAHUH O COBPEMEHHOM YpPOBHE DAa3BUTUS HAYKHM M TEXHUKH H O
MIPOTHO3€ WX Pa3BUTHsI HA OJIVDKAKIINE TOJIBI;

— Hay4YyuTbhCS METOJUYECKH oOpadaThiBaTh MaTepuan (BBIACIATH TJABHBIC MBICIHA WU
MOJIOKCHHSI, TIPUXOJUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATH HMX B  Pa3IUYHBIX
hopmyIUpoBKax);

— TIONy4YeHHE TOYHOTO TOHUMAaHUS BCEX HEOOXOIMMBIX TEPMUHOB M TOHSATHIA.
JIeKIIMOHHBI MaTepral MOXET COMPOBOXIATHCS JIEMOHCTPALMEH CIIAiiIoB W HUCIOJIb30BaHUEM
pa3gaToOYHOro MaTepuana MpH MPOBEIECHUM KOPOTKHX JUCKYCCUH 00 OCOOCHHOCTSX MPUMEHCHHS
OTJENIbHBIX TEMATHK 110 JUCIUTUIHHE.

CTpyKTypa npeloCTaBICHUS JICKIIMOHHOTO MaTepraia;

Paznen 1. OcHOBHBIE ONpeieTICHUs KOMITBEOTEPHOI 0€30MacHOCTH.

Tema 1.1. OOBEKTHO-OPUCHTHPOBAHHBIN TIOIX0]] KOMITBIOTepHOU Oe3onacHocTH. Tema 1.2.
YTpO3bl KOMITBIOTEPHO O€30MACHOCTH

Tema 1.3. Mopenb HapyIIUTEIIS.

Paznen 2. 3agaun obecnieueHus: KOMIBbIOTEpHOU Oe3onacHocTH. Tema 2.1.

VYrpasieHue JOCTYIIOM.

Tema 2.2. Metoibl ayTeHTU(UKAIIMKA B KOMIIBIOTEPHBIX crcTeMax. Tema 2.3.

Metobl obecriedeHusI KOHPUICHITUATBHOCTH.

Pasnen 3. Cepsucel 6e3omacuoct Ha ocHoBe Mojean OSI (o 1ISO 7498-2).

Tema 3.1. IIpoTokosl, o0ecrieynBamIIMe  pemieHue  3agad  MH()OPMAIMOHHOM
0e30MacHOCTH.
Tema 3.2. [IporpaMMHoO-anmapaTHbIe pemieHus, oOecnevyuBaroIlIMe pelleHrne 3ajaad

MH(POPMALIMOHHOM 0€30MacHOCTH.
Tema 3.3. CucteMbl 0OHAPYKEHUST BTOPIKEHUIA.

CrtpyKTypa npenocTaBIeHHs MaTepraiia KaX 101 JEKIIUU COCTOUT U3:

— BCTyIUIeHMs (BBeAEHUs), TJe OIpelensercs Tema, IUIaH W Ledb JIEKIHH.
OOocHOBBIBaeTCS TpeAMET JEKIUMM M €€ aKTyaJbHOCTh, OCHOBHas wuzaed (mpoOiema,
LEHTPAJIBHBIA BOIIPOC), CBSA3b C MPEABIAYIIUMU U MOCIEAYIOUMMHU 3aHATUSIMH, OCHOBHBIE
BOIIPOCHI JIEKIUH. ;

—  W3JIOKEHUS COAEPIKaHUs, IIe PeaIn3yeTcsl HAy4HOE CO/IEPKaHUE TEMBI, BCE T1aBHBIC
BOIPOCHI, IPUBOJUTCA CUCTEMA JOKA3aTeIbCTB C MCIIOJIb30BaHHEM HamOoiee Les1eco00pasHbIX
METOAMYECKUX MpPUEMOB. B Xo/e M310KeHus1 MPUMEHSIOTCS BCe (DOPMBI U CIIOCOOBI CYXJIEHUS,
apryMeHTallud M JOKa3aTenbcTBa. Bce mokazarenbcTBa M pa3bsCHEHUs HampaBieHbl Ha
JOCTUKEHHE TIIOCTaBICHHOM LEJIH, PACKPBITUE OCHOBHOM MWJIEW, COJEpXKaHUS M HayYHBIX
BbIBOJIOB. Kaknplii ydeOHBI BONpPOC 3aKaHYMBAETCS KpPAaTKUMM BBIBOJIAMH, JIOTUYECKU
MOJIBOJAIIMMHU CTYAEHTOB K CIIEAYIOIIEMY BONpPOCY JEeKIUU. KonMuecTBO BONPOCOB B JIEKIINH,
KaK MpaBUJIO, OT JBYX JO YETHIPEX;

—  3aKJIIOYEHUs, IJe 0000MmaTCs B KpaTKUX (hOPMYyITUPOBKAX OCHOBHBIE UJEH JICKLIUH,
JIOTUYECKH 3aBepIlIasl €€ KaK LENOCTHOE U3yUeHHE TEMbl. B HEM MOTryT 1aBaThbcs peKOMEHAANH
0 MOPsIJIKE TaTbHEUIIEro N3y4eHrs OCHOBHBIX BOIIPOCOB JIEKIIMH CAMOCTOSATEIBHO M0 YKa3aHHOU
JUTEpaType.

11.2. Meroauueckue yka3aHHus uis OOy4yaroIIMXCsl MO BBIMOJHEHHUIO JIaOOPaTOPHBIX
pabor
B xoxe BwimogHEHUs1 1a0OpaTOpHBIX padbOT OOyYaroONIUiCS JOJDKEH YriayOuTh W
3aKpENUTh 3HAHUS, IPAKTUYECKUE HABBIKU, OBJIAJIETh COBPEMEHHOW METOAUKONW U TEXHUKOU
9KCIIEPUMEHTA B COOTBETCTBUHU C KBATU(UKAIIMOHHOW XapaKTePUCTUKON 00y4aroIIerocs.



Beinonnenne nabopaTopHbIX pabOT COCTOMT U3 SKCHEPUMEHTAIbHO-IPAKTUYECKOH, pacueTHO-
AQHAJIMTUYECKOMN YacTel U KOHTPOJIBHBIX MEPOIIPUATUH.
Beinonnenne nabopaTopHbIX paboT OO0y4aroIMMCS SIBJISETCS HEOTHEMIIEMOW 4YaCThIO H3y4YCHMS
JUCHUTUIMHBL, OINpenessieMOld y4eOHBIM IJIAHOM, MU OTHOCUTCSI K CPEICTBaM, 00ECIEUMBAIOLINM
pelLeHHe CIEAYIOIIMX OCHOBHBIX 3ajad 00Yy4aromerocs:
— IpUOOpeTeHHE HABBIKOB HCCIEIOBaHMSA IPOLECCOB, SBICHUH M  OOBEKTOB,
U3Y4aeMbIX B paMKax JaHHOM ITUCLUILINHEI,
— 3aKpeIuIeHHE, pa3BUTHUE U JETaIu3alusl TEOPETUUECKUX 3HAHUMN, ITOJIyYEHHBIX Ha
JEKLHUAX;
— MOJIy4YeHHE HOBOH MH(OpMAIMK MO U3y4aeMOil TUCIUILIIHHE;
— T[pHOOpETeHHWE  HABBIKOB  CAMOCTOSITEIBHOM  paboThl ¢ 1a0opaToOpHBIM
o0opyIoBaHHEM U TPUOOpPaMHU.

3ananue ¥ TpeOOBAHUS K IPOBEJICHHUIO Ja00PATOPHBIX PaboOT

Bapuant 3amanus mo xkaxmaon gabopaTopHON paboTe OO0y4arOIIUKCS MOTYy4YaeT B COOTBETCTBHH C
HOMEPOM B CHHCKe Tpymibl. [lepen mpoBeneHreM J1abopaTopHOi pabOThl 00YYAIOMEMYCS CIEAYET
BHUMATCJIbHO O3HAKOMUTLCA C MECTOAUYCCKUMH YKA3aHUAMU 110 €€ BBIITOJIHCHHIO. B cootBercTBUM
C 3aJaHueM OOyYaroIIUHCS JIOJDKCH IOATOTOBHTh HEOOXOJHMMBIC JIaHHBIC, TOJIYYUTh OT
mpernojaBareliss JIONYCK K  BBIMIOJHEHUIO JIA0OpaTOpPHOU pPabOTHI, BBIMOJHUTh YKA3aHHYIO
MIOCJICIOBATEIBHOCTD JICHCTBUM, TIOJIYYUTh TpeOyeMble pe3yibTaThl, O(OPMUThH U 3AIMUTHTH OTYET
o 1aboparopHoi padore.

Crpykrypa 1 hopMa ordeTa 0 JabopaTopHOi padbore

Otuer 0 nabopaTOpHON pPabOTe MODKEH BKJIOYATh B CeOS: TUTYJIBHBIA JIHCT, (HOPMYITHPOBKY
3aJjaHMsI, TEOPETHUUECKUE IMOJIOKEHHSI, MCIIOJIb3yeMble MpPU BBIOJHEHUU J1TAOOpaTOpHOU paboThI,
OIKCaHKE MPOIIECcCa BHIOTHEHHS J1a00PATOPHOM PadOThI, IOJTYYCHHBIC PE3YJIbTATHI U BBIBOJIBI.

Tpeb6oBanus k oopMIIEHUIO OTYETa O JJabOpaTOPHOH paboTe

I[To xaxxs10i1 1abopaTopHO pabOTE BBHIMOIHAETCS OTACNIbHBIN OTYET. TUTYIBHBINA JTUCT OQOpMIISETCS
B COOTBETCTBUHU C 11a0JI0HOM (00pa31ioM) npuBeeHHbIM Ha caiite 'Y AIl (www.guap.ru) B paszene
«CeKTop HOpMaTHBHOHM JOKYMEHTAIMW». TeKCTOBbIE U rpadudeckue MaTepuanbl oGopMIISIIOTCS B
coorBercTBUM C aeicTByrommMu ['OCTamu u TpeOoBaHMAMHU, NpUBEAeHHbBIMU Ha caiite ['YAII
(www.guap.ru) B pazzene «CekTop HOpMATUBHOM TOKYMEHTAILIUNY.

Meroanyeckne ykazaHHs 10 IPOXOXKJICHUIO J1a00paTOPHBIX paboT:

1. [udp [004.056(075) T 33] Teopus nHGOpPMAIMOHHON OE30MTACHOCTH U
METOA0JIOT U 3alIUThl HH(OPMAIIMU: METOANYECKHE YKa3aHHs K BBITOJIHEHUIO JJaOOPaTOPHBIX
pabot Ne 1 - 4/ C. B. beszarees, E. M. Jlunckuii, A. [I. ®omus. C.-Ilerep0. roc. yH-T a3poKocM.
npubopoctpoenus; coct. - CI16.: 'OV BIIO "CII6I'YAIT", 2007. - 35 ¢. Kon-Bo 9k3. B 6u0mI. -
88.

2. ludp [519.7 M 34] U. JI. Epomr, M. 1O. JIuteunos, H. B. ConoBbes.
MaremaTiudeckie OCHOBBI 3alIUTHl HH()OpMALIUU: METOANYECKUE YKa3aHHs K BBIIOJTHEHHIO
nmaboparopubeix padot. CI16.: TOY BIIO "CII6I'YAIT", 2008. - 31 c.. Kon-Bo 3k3. B Ou6II. — 74.

11.3. Meroauueckue yka3aHus A 00YYaIOUIMXCS MO MPOXOXKIECHUIO KYpCOBOTO
MIPOEKTUPOBAHHUSI/BBITTOJIIHEHUSI KYPCOBOM pabOTHI
KypcoBoii npoext/ paboTa IpoBOAUTCS € LENbI0 (GOPMUPOBAHHS Y 00yHarOIUXCs ONbITa
KOMILIEKCHOTO PEIICHUsI KOHKPETHBIX 3a71a4d MPO(eCCHOHANBHON e TETbHOCTH.
KypcoBoii npoekt/ paboTa 1mo3BosisieT 00ydaromemycs:
— CHCTEeMaTHU3WpOBaTh W 3aKPENHUTh TMOJIYYCHHBIE TEOPETHUECKUE 3HAHHUS H
MPAKTUYECKHE YMEHHS 1O MPO(eCcCHOHATBHBIM YU€OHBIM AUCUUIUINHAM U MOIYJISIM B



COOTBETCTBUU C TPEOOBAaHUSIMHU K YPOBHIO NMOATOTOBKH, YCTAHOBJICHHBIMU MPOTpaMMON yueOHOU
JTUCITUTUIMHBL, TPOTPaMMO# MOJTOTOBKH CIIEIIHATNCTa COOTBETCTBYIOIIETO YPOBHS, KB (DUKAIIHH;
— TPUMCHHUTH TOJYYCHHBIC 3HAHUS, YMECHUS WM TMPAKTUYCCKUU OMBIT MPHU PEIICHUU
KOMIUICKCHBIX 33J1a4, B COOTBETCTBHH C OCHOBHBIMH BHJIaMU MPO(eCcCHOHAILHON NesTeIIbHOCTH
10 HAIMPaBJICHUIO/ CTIEIMATbHOCTH/ IPOTpaMMe;
—  yrIyOUTh TEOPETUUYECKUE 3HAHUS B COOTBETCTBHH C 33JJaHHON TEMOM;
— cdopMupOBaTh YMEHHSA TMPUMEHATH TEOPETUYECKUE 3HAHUS MPH PEUICHUU
HECTaHJapTHBIX 33/1a4;
— TOpuOoOpecTH ONBIT AHATUTHYECKOH, pacuéTHOM, KOHCTPYKTOPCKOM paboThl U
chOopMHUPOBATH COOTBETCTBYIOIINE YMEHHUS;
—  cdhopMupoBaTh YMEHUsS paObOTHI CO CIICUATBHON JIUTEPATYPOH, CIIPABOYHOM,
HOPMAaTUBHOI U TPaBOBOM JOKYMEHTAlMEH U MHBIMU UH(GOPMAIIMOHHBIMH UCTOYHUKAMU;
— cdopMupoBath yMeHHUS (OPMYIUPOBATH JIOTUYECKH OOOCHOBAaHHBIC BBIBOJIBI,
MIPEITIOKEHUS M PEKOMEH/IAIUHN TI0 PE3YJbTaTaM BBITOJIHCHUS PabOTHI;
—  Pa3BUTh NPO(PECCHOHANBHYIO TUCHbMEHHYIO U YCTHYIO pedb 00yYaroIerocs;
—  Pa3BUTh CUCTEMHOE MBIIIJICHHE, TBOPUSCKYIO WHUIMATUBY, CAMOCTOSATEIHLHOCTb,
OpPraHU30BAHHOCTH M OTBETCTBEHHOCTH 33 IPHHUMAEMBIC PEIIICHUS;
— cdopMUpOBaTh HaBBIKM I[JJAHOMEPHOW pEryasipHONM paboThl HaJ pElIeHHEM
MOCTABJICHHBIX 3a/1a4.

CTpyKTypa NOSICHUTENILHOM 3alMCKU KYPCOBOTO MPOeKTa/ paboThl
TeKkcTOBBIN JOKYMEHT JOJKEH BKJIIOYATh B YKa3aHHOM HIKE MOCIIEeI0BATEIbHOCTH:
1. 3amanue Ha KypcoBYyIO paboTy;
2. coJlep)KaHHE;
3. BBEJCHHE, B KOTOPOM PACKPBIBAIOTCS aKTyaJbHOCTh M 3HAUYCHHE TEMBI, BHITIOTHICTCS
KpaTKHUi aHaIMTHYECKUil 0030p, HopMyIHpyeTcs 1eNb;
4. OCHOBHYIO YaCTh, CTPYKTYpa U COJIEpKaHNEe KOTOPO 3aBUCUT OT XapakTepa paboThl;
5. 3aKJI0YeHHe, B KOTOPOM COJEPKaTCs BBIBOJIBI U PEKOMEHJALUU OTHOCUTEIHHO
BO3MOXKHOCTEH MCII0Ib30BaHMS MaTEPUAIIOB pabOTHI;
6. CHHCOK HCIOJIb30BaHHBIX HCTOYHHUKOB;
7. TIpUIIOXKEHMs], COAepKallhe MaTephabl WIIIOCTPAaTUBHOIO U BCIIOMOTATEILHOTO
XapakTepa;

OcHoBHas YacTh TOSICHUTENbHOM 3alHMCKH KYypCOBOTO IPOEKTa, CBA3aHHOIO C
pa3paboTKO¥ MPOrpaMMHOTO OOeCTIeYeHUs], BKIIIOUAET B CEOs:
—  TeopeTHYEeCKHe OCHOBBI pa3pabaThiBa€MON TEMBI;
—  aHaNW3 3aJ]1a4H;
— 0o0ocHOBaHHE BbIOOpA AITOPUTMA JUIsl peIlIEHHsI TOCTABJICHHOM 3a/1aul U3 U3BECTHBIX
AJITOPUTMOB UJIK CO3AaHHUEC OPUTMHAJIBHOI'O aJiIrOpUuTMa ¢ OITMCAHHUEM €I'0 IIPaBHUJIBHOCTHU,
—  1oApoOHOE ONMHUCAHUE alITOPUTMA;
— o0ocHOBaHHKE BbIOOpA S3bIKa MPOrPaMMHUPOBAHUS (€CIIM OH HE 3aJIaH);
— 000CHOBaHHS BBHIOOpA CTPYKTYpP JAHHBIX IJISI MPEJCTABICHUS HCXOIHBIX JTaHHBIX,
Pe3yIbTATOB U MPOMEKYTOUHBIX BBIYMCICHHA;
— PYKOBOJCTBO JJIsi TIOJB30BATEIs, B KOTOPOM OINKCHIBACTCS, KaK MPUMEHSTH
CO3JIaHHYIO TIPOTPAMMY;
—  OIMCaHHE TECTUPOBAHUSA NIPOTrPaMMBI;
—  pe3ynabTaThl IPUMEHEHHs IPOTPaMMBbI [T PELIeHHUs TOCTaBICHHON 3a1a4H;
—  JIUCTHUHIH pa3pabOTaHHbIX IPOTrpaMM, OMENAeMble OOBIYHO B MIPUIIOKEHUS

TpeboBaunsa Kk 0hOPMIIEHHIO HOSICHUTEIbHON 3aIIMCKH KYPCOBOTO IIPOEKTA/ pa0OTEI




[Tpu opopmiieHNH MOSCHUTEIHLHOM 3aIMUCKU K KypCOBOM paboTe cienyet nmoib3oBaThest [OCT 7.32-
2001.

[TpaBuna odopmieHust TekctoBbix nokymMeHTOB 1o ['OCT 7.32-2001, a Takke TUTYJIBHBIC JIUCThI
KypCcOBBIX paboT mpexacraniensl Ha caiite I'YAII (www.guap.ru) B pazaene «CeKTop HOpMaTUBHOM
JIOKYMEHTAIUN.

11.4. Meroauueckue ykazaHus Al 00y4aroLIMXCsl 0 MPOXOKACHUIO CAMOCTOSTEIbHON
paboThI
B xoze BBINOMHEHHS CaMOCTOSTENIbHON pabOThl, 00y4YaroUUiics BBITOIHAET paboTy MO 3aJaHUI0 U
IIPU METOAMYECKOM PYKOBOJCTBE IPEnoaBaressi, Ho 0e3 ero HemoCPECTBEHHOTO YUacCTHs.
Jis obydaromuxcs mo 3a04Hoil opMe 0OydeHus, caMOCTOsATENIbHAs paboTa MOXET BKJIKOYaTh B
ce0st KOHTPOJIBHYIO paboTy.
B mpomecce BBINOJNHEHHS CaMOCTOSITENbHOM paboThl, y oOydaromierocs (opMupyercs
nenecooOpasHoe TIaHUPOBaHKWE PadOYEero BPEMEHHU, KOTOPOE MO3BOJSET UM Pa3BUBATh yMEHUS H
HaBBIKM B YCBOCHMU M CHUCTEMATU3aLUU IPUOOpETaeMbIX 3HAHUM, 0OecrieunBaeT BEICOKUI YPOBEHb
YCIIEBaEMOCTH B NIEPHOJ OOYUEHUS, IOMOTAET MOJYyYUTh HABBIKH MOBBIIICHHU TPO(ECCHOHATBHOTO
YPOBHH.
MeToauyecKUMH MaTepuaiaMy, HAMpaBISIOMUMH CAMOCTOSTEIBHYI0 paboTy 0Oydarommxcs
ABJISIeTCSA y4eOHO-METOUUECKUI MaTepual Mo JUCIUIUIHHE.
Jlis pa3sBUTHSL y CTYJEHTOB HaBBIKOB CaMOCTOATEIBHOTO OBJIA/IEHUS TEOPETUUYECKUM MaTepHalloM
psl TeM JAMCUUIUIMHBL Ha JIEKIMOHHBIX 3aHATUSAX Jaercs OO030pHO, YTO IMpeanojaraer Hx
CaMOCTOSITENILHOE JIETAIbHOE U3yYEHHE.
[lepeueHb TeM AJis CaMOCTOSITEIbHOIO U3YUCHHUS:
—  OOBEKTHO-OPUEHTHPOBAHHBIN MOJIX0/1 KOMITBIOTEPHOU 0€30MacCHOCTH.
— Mopgenb HapymuTens.
— IIporoxomsl, obecneunBarolye peleHne 3a1a4 HHHOpMaIMOHHON 0€30IacHOCTH.
— IlporpammHo-anmapaTHele  pellleHHs,  OOecleuMBaIOLIMe  pelIeHue  3ajgad
MH(OPMALIMOHHON OE€30MaCHOCTH.
—  Cucrembl 00HapYyXEHUSI BTOPKEHHH.

11.5. Meroauueckue yka3aHus A 00y4aroUuXxcs 0 IPOX0XKICHUIO TEKYIETO
KOHTPOJISI YCIIEBAEMOCTH.
Texkymmii KOHTPOJIb YCIIEBAEMOCTH IMpPEIyCMaTpUBAET KOHTPOJb KauecTBa 3HAHHUM 00ydarommxcs,
OCYIIIECTBIIIEMOT0 B TE€YEHHE CEMECTpPA C LIEJIbI0 OLIEHUBAHUS X0J]a OCBOCHUS AUCUUIUIMHBI. Dopma
MPOBE/IEHUS TEKYILEro KOHTPOJISI — 3alllUTa OTYETOB 10 J1Ta0OpaTOpHBIM paboTam.
Pe3ynbTaThl TEKylIero KOHTPOJIS YYUTHIBAIOTCS MPH MPOBEIECHUU MPOMEKYTOUHON aTTeCTalluu B
coorBercTBUM c TpeboBanusmMu CTO I'VAIL. CMK 3.76 «llonoxeHune o TeKyIleM KOHTpOJe
yCIIEBAaEMOCTH U IPOMEKYTOUHOM aTTecTalluu CTyAeHTOB U acriupanToB ['YAIl, obyuaromuxcs mno
00pa3oBaTebHBIM MPOrPaMMaM BBICIIETO 00pa30BaHUI.

11.6. Metoauueckue ykazaHus sl 00y4arOIMXCs 110 MPOXOXKACHUIO IPOMEXYTOUHOMN
aTTecTaluu.

[TpomexxyTouHas arrectanusi OOy4aloIUXCsS NpPeAycMaTpUBaeT OLIEHWBAHHE IMPOMEXKYTOUHBIX H
OKOHYATEJIbHBIX PE3YJIbTAaTOB 00yUeHHUs 10 AucuuIuinHe. OHa BKIIIOYaeT B ce0s IK3aMEH.
Ok3aMeH — (opMa OIEHKM 3HaHHM, MOJydyeHHBIX OOYyJaloIUMCs B Ipolecce HM3y4deHHs Bceil
JTUCIUIUIMHBI UM €€ YaCTH, HaBBIKOB CAMOCTOSITETbHOM padOThl, CIIOCOOHOCTH MPUMEHATh UX IS
pelIeHUs] MPAaKTUYECKUX 3a4ad. DK3aMeH, KaK MPaBUJIO, TPOBOJUTCS B MEPHUOJ IK3aMEHALMOHHON
CECCHM M 3aBepILIaeTCs] aTTECTAllMOHHOM OIIEHKOW «OTIMYHO», «XOPOLIO»,
«YAOBIIETBOPUTENBHO», «HEYAOBIETBOPUTEIBHOY.



CucreMa OLICHOK IIPU ITPOBEJCHUH NMPOMEKYTOYHON aTTECTALUU OCYILECTBISIETCS B COOTBETCTBUH
¢ TpeboBaHusMu llonoxkenuit «O TeKylleM KOHTPOJE YCIIEBAEMOCTH M IPOMEKYTOUHOM
arrectanuu cryaeHToB ['YAII, oOydarommxcsi mo mporpaMmam BbICHIEro oOpazoBaHus» U «O
MOJyJIbHO-PEHTHHIOBOI CHCTEME OLIEHKH KadecTBa y4eOHOU paboThl cTyAeHTOB B ['Y Ally.



Jluct BHeceHUs: U3MEHEHUH B pabouyio MporpaMmy AUCHUILTAHBI

JlaTta BHECEeHUS
N3MEHCHHI 1
JIOTIOJTHCHUH.

Iloamnmce BHECHIETO
W3MCHCHHS

ConepskaHue U3BMEHEHHUM U JOTIOTHEHHIMA

Jlata u Ne
[IPOTOKOJIA
BacemaHus
Kadeapsl

Ionmuce
3aB.

kadeapoit




