MUHUCTEPCTBO HAYKH 1 BBICILIEI'O OBPA3OBAHMS POCCUNCKOM ®EJIEPALINA
(benepanbHOE rOCYAapCTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE YUPEKACHUE BBICIIET0 00pa3oBaHUs
"CAHKT-IIETEPBYPT'CKHI I'OCY JAPCTBEHHbBIN YHUBEPCUTET
ADPOKOCMMYECKOI'O ITPUBOPOCTPOEHUA"

Kadenpa Ne 33

YTBEPXIAIO
PykxoBonuTens HalpaBiieHUs

pod.,1.T.H.,JI0II.

(IOIDKHOCTB, y4. CTEIEHb, 3BaHUE)

C.B. be33areesn

(MHHUIHAIB, (HaMHITIS)

i

(moxnuce)

«27» maz 2022 ¢

PABOYAS ITPOTPAMMA JJUCITUTIJIMHBI

((BI/IpTyaJII)HI)Ie YAaCTHBIC CCTU»
(HaumeHOBaHUE JUCIUIUINHBI)

KO,I[ HaITpaBJICHUA HO,[[I‘OTOBKI/I/
CIICHUaJIbHOCTHU

10.04.01

HanmenoBanue HaITpaBJICHU

WNudopmannonHas 6€300acHOCTb
MOJITOTOBKH/ CHIETIHATIbHOCTH

HHTGJ’IJ’IGKTyaJ'ILHHC cCpeacTBa obOecnieueHUs 0€30MACHOCTH

HaumeHnoBaHue HarpaBlIeHHOCTH
00BEKTOB

®dopma 00yueHus O4Has

Cankr-IlerepOypr— 2022




Jluct cornacoBanust pabodeit mporpaMMbl JUCITUTITHHBI

ITporpammy coctaBui (a)

JIOo1I.,K.T.H. . 27.05.22 B.C. Kosomoiines

(OMKHOCTB, Y4. CTETICHB, 3BAaHUE) (mmoamucsk, nara) (MHUIHATEL, (aMHITHs)

[Tporpamma oobpeHa Ha 3acenanuu kadeapsr Ne 33

«27» mas 2022 r, mpotokon Ne 10

3aBeayrommii kadenpoit Ne 33

JI.T.H.,JI0L. / 27.05.22 C.B. Bessarees

(y4. cremieHb, 3BaHue) (moanwuce, nara) (MHUIMATEL, (haMUITHs)

OteerctBenHsblit 3a OIT BO 10.04.01(01)

5l

JIO1I.,K.T.H.,JO1I. 27.05.22 B.A. MBUILHUKOB

(OIKHOCTB, Y4. CTCTICHB, 3BAaHUE) (moamucek, nara) (MHUIMATEL, GaMuITHs)

3amecTuTeNb JUpeKTOpa MHCTUTYTA Ne3 1o Meronndeckoit pabote

27.05.22 H.B. Pemernukosa

(OJDKHOCTB, y4. CTEIICHb, 3BaHUE) (moamucek, nara) (vHULMATEL, GaMuIIHs)



AHHOTaIU

HucuummuHa «BupTyanpHBIE YacTHBIE CETH» BXOAUT B 00pa30BATENBHYI) IMPOTPAMMY
BbICIIEr0 00pa3oBaHUsl — MPOTrpaMMy MarucTpaTyphl [0 HAMpaBIECHUIO MOATOTOBKU/ CIEUATbHOCTH
10.04.01 «Mudopmannonnas O€30MaCHOCTB» HANpaBIeHHOCTH «VHTEIIEKTyalbHbIE CpPEICTBA
obecrieueHus 6€30MacHOCTH 00bEeKTOBY. JlucuIuinHa peanusyercs kadeapoi «Ne33».

JlucuuiuinHa HaresieHa Ha () OPMHUPOBAHKE Y BBITYCKHHUKA CIEIYIONIMX KOMITCTCHIINIA:

[IK-4 «CmnocobGeH pa3pabaTbiBaTh CpPEACTBA M CHCTEMBI 3alIUTHI CETEH AJICKTPOCBS3H OT
HECaHKLMOHMPOBAHHOIO JOCTYIIA, @ TAK)KE 3ALUIIEHHBIX TEIEKOMMYHUKALOHHBIX CUCTEM»
CoaepxaHve OUCUUIUIMHBI OXBAaThIBAET KPYI BOIPOCOB, CBA3AHHBIX C H3YYEHUEM TEXHOJIOTUHI
3alUTHI Teperayd HHPOPMALUU 10 OTKPBITHIM KaHalaM CBSI3HM Ha OCHOBE CO3aHMS 3aIIUIICHHBIX
BUPTYaJIbHBIX CETEH.

[IpenoaBanre TUCHMIUIMHBI TpPEAyCMAaTpUBAaeT cienyromue ¢GopMbl OpraHU3aluu  y4eOHOTO
mporecca: 1abopaTopHbie paboThl, CaMOCTOsTENNbHAs paboTa CTyACHTA.

[IporpamMmmoil AUCHUIUIMHBI MPETYCMOTPEHBI CIIEAYIOUIUE BUJIBI KOHTPOJS: TEKYIIUNA KOHTPOIb
yCIIeBaeMOCTH, MPOMEXyTouHas arrecranusi B (opme nuddepennupoBanHoro 3auera. OOmas
TPYAOEMKOCTh OCBOCHHUS JUCHUIUIMHBI COCTaBIsIET 2 3a4E€THBIX CIUHHIIBI, 72

yaca.

S3b1K 00yUYEHUS TI0 JUCIUTIIINHE «PYCCKUN »



1. TlepedeHp MIIAHUPYEMBIX PE3YJIbTATOB 00YUEHUS 10 JUCIUILUINHE
1.1. TIlenu npenopaBaHusl JUCIUTUIMHBI
Llens mpenomaBaHWs AUCIHUIUIMHBI COCTOMT B HW3YYCHUH TEXHOJOTHM 3aIlMThl Iepeaadn
uH(OpPMAIIMKM TIO OTKPBITHIM KaHAJIaM CBS3M HA OCHOBE CO3/IAaHUS 3alIUIICHHBIX BUPTYaIbHBIX
cereil.

1.2. JlucumrinHa BXOAMT B COCTAB YacTH, (popMHUpyeMOl ydacTHUKAMU
00pa3oBaTeNbHBIX OTHOIICHHH, 00pa30BaTEILHOM MPOTPaMMBI BBICIIIET0 00pa3oBaHus (fajiee —
OII1 BO).

1.3. TlepeueHs muaHUpyeMbIX pe3yabTaTOB OOYYCHHS MO TUCIUILINHE, COOTHECEHHBIX C
IUIaHUPYEMbIMU pe3ynbTaramMu ocBoeHust OI1 BO.

B pesynpraTe wW3ydeHHS OUCHMIUIMHBI OOYYAIOIIMKICS JODKEH 00JIaaTh  CICAYIOIUMHA
KOMIETCHIIMSIMA HFJIM UX 4YacTsAMHU. KOMIETeHIIMM W WHAMKATOPBI WX JOCTHIKCHUS MPHUBEIACHBI B
Tabymue 1.

Tabmuna 1 — [lepeueHb KOMIETEHIIUN U HHIUKATOPOB MX JOCTHUKCHHS

Kareropus (rpynmna) | Kon u HaumeHoBaHUe Kon n HaumeHnoBaHue WHIUKAaTOpa
KOMIICTCHIINN KOMIICTCHIINN JOCTHUXKCHHUA KOMIICTCHIITNU
[1K-4.3.1 3HaeT MEeTOIbI, CTIOCOOBI, CPENICTBA,
[1K-4 Crocoben MOCJICIOBATEILHOCTh M COJIEPIKAHKE ITAIIOB

pa3pabaTbIBaTh CPEACTBA U [pa3pabOTKK CPEJCTB U CHCTEM 3allUThI CETCH
cucteMbl 3amuThl cereir ot HCJI, 3amuiméHHbIX

DIIEKTPOCBSI3H OT TEJIEKOMMYHUKAMOHHBIX CUCTEM
[Ipodeccuonansubie N

HecaHKIMoHupoBaHHoro  [[IK-4.B.1 Bmaxeer pa3paboTkoit
KOMIIETCHIIUU M . .

TOCTYIIA,  TAaKXKe [PEUI0KEHUHN U MTPAKTUYECKON peanu3anuei

BAIUIIEHHBIX 3JIEMEHTOB, CPEJCTB U CUCTEM 3allUTHI CETEH

TeJIeKOMMYHUKAMOHHBIX (0T HC/I, a Taxke 3anuiméHHbIx

CHUCTEM TEJIEKOMMYHUKAIIMOHHBIX CUCTEM, BKJIFOUAs

[pa3paboTKy IPOrpaMMHOI0 00ecieueHus

2.  Mecro mucuuriuHbl B cTpykType OI1

JucuumirHa MokeT 0a3MpoBaThCS Ha 3HAHMAX, paHee NPUOOPETEHHBIX OOYJAIOIUMUCS IPH
M3YYEHUH CIEYIOIMMX AUCIUILINH:

— «Kontpons u obecnieuenue 6ezonacuoctu OCy,

— «YmnpasieHue nHPOpMaMOHHOH 0€30MaCHOCTHION.
3HaHMs, TIONyYeHHbIE TIPU U3YYEHHU MaTepuana JaHHOM JHUCHUIUIMHBIL, HMEIOT Kak
CaMOCTOSITENIBHOE 3HA4€HHWE, TaK M MOTYT HCIIOJIB30BAaTbCAd IPU HANMCAHWM  BBITYCKHOM
KBaJIM(UKAIIMOHHOW pabOThl Marucrpa.

3. O0beM U TPYAOEMKOCTh AUCIUTIITNHBI
Jaunbie 006 oOmeM o0beMe TUCHUIUIAHBI, TPYJOEMKOCTH OTACIBHBIX BHIOB y4e€OHOW paboOTHI MO
JTUCITUILIMHE (M pacTpeaesieHue 3TOM TPYI0EMKOCTH M0 CEMECTpaM) MpeICTaBIeHbI BTabmuIe 2.

Tabmumna 2 — O0beM U TPYJTOEMKOCTD JTUCITUTUIAHBI

TpynoemMkocTs 1o
Bun yuebHoi paboThl Bcero ceMecTpam
Ne3
1 2 3
Oowan mpyooemKkocma oucyununbl, 2/ 72 2/ 72
3E/ (uac)
U3 nux uacoe npakmuueckoii n0020moeKu 17 17
Ayoumopnusle 3auamus, BCETO 4ac. 34 34
B TOM YHCIIE:
nexuuu (JI), (qac) 17 17
npakTuyeckue/cemuHapckue 3ansatus (I113),
(dac)
nmaboparopusie padbots (JIP), (dac) 17 17




KypcoBoii mpoekT (padota) (KII, KP), (dac)
PK3aMeH, (Jac)

Camocmosamenvnasn paboma, Bcero (4ac) 38 38
Buo npomexcymounoii ammecmayuu’ 3ayer, b
mud¢. 3auet, sxk3amer (3auer, Judd. 3a4,9x3.%*) oy, ' Hudd. 3au.

Exd
IIpumedanue: xanmupaTCKuil SK3aMeH

4. ConepxaHue JUCIUTUTHHBI
4.1. Pacmpezenenue TpyI0€MKOCTH JTUCUUILIMHEI 1O pa3jeiaM v BUAaM 3aHATHH.
Paznenbl, TeMbl TUCIUTIIIMHBI U UX TPYAOEMKOCTh IIPUBEACHBI B TAOIHIIE 3.

Ta6mmma 3 — Pa3aensl, TeMbl AUCITUTUIMHBI, UX TPYAO0EMKOCTh

Jekiuu 113 (C3) JIP KT CPC

Paznensl, TEMbI JUCLUIUTMHEI (ac) (aac) (sac) |(uac) (aac)

Cemectp 3

Paznen 1. Beenenne B BUPTyanbHBIE YACTHBIE CETH
(BUC).

Tema 1.1. [lonsarue BUC.

Tema 1.2. Cioco6s1 co3nanus 3amumieHHsix BUC.
Tema 1.3. O630p nmpotokosnoB BUC

Tema 1.4. AnMUHICTpATHBHBIE MEPHI 3AIHTHI.

Paznen 2. TyHHenMpOBaHNE Ha KAHAJILHOM YPOBHE.
Tema 2.1. IIporoxon PPTP.

Tema 2.2. [Iporoxon L2F.

Tema 2.3. OcobenHoctu nporokoya L2TP.

Paznen 3. 3amuTa BUPTYaIbHBIX KAHAIOB HA CETEBOM
[YPOBHE.

Tema 3.1. ApxurekTypa cpeaCcTB 0€30MacHOCTH
IPSec.

Tema 3.2. [IpoTOKOI ay TEHTU(DUIUPYIOLIETO 3 3 8
3aroJI0BKa.

Tema 3.3. IIpoTOKOI MHKATICYIUPYIOIIEH 3aIIUThI
COJIEP’KUMOTO.

Tema 3.4. YpapiieHUE 3alUIICHHBIM TYHHEJIEM.

Paznen 4. [locTpoenue 3alMIeHHBIX BUPTYaJIbHBIX
ceTeliHa CEaHCOBOM YpPOBHE.

Tema 4.1. OcoOeHHOCTH TYHHETUPOBAHUS Ha 4 4 8
CEeaHCOBOMYPOBHE.

Tewma 4.2 ITpotokon SSL.
Tema 4.3. [Iporoxon SOCKS.

Paznen 5. O030p CPeACTB MOCTPOCHUS 3aLTUIIEHHBIX
BUPTYAJIBHBIX CETEH.

Tema 5.1. [locTpoeHne 3alIMIIEHHBIX BUPTYalbHBIX
ceTeifHa 6a3e MapIIpyTH3aTOPOB.

Tema 5.2. Co3nanue 3aniuieHHBIX TYHHEIeH ¢
[TOMOIIBIOMEKCETEBBIX 3KPAHOB. 4 4 10
Tewma 5.3. [TocTpoeHne 3aMUINEHHBIX BUPTYaTbHBIX
CETeiHa OCHOBE CIIEIMATN3UPOBAHHOTO
MPOTPaMMHOI0 00ECIICUEHHS.

Tema 5.4. TyHHENMUpOBaHKE HA OCHOBE
CHEMATN3NPOBAHHBIX MPOTPaMMHO-aIIIapaTHBIX
CPEJCTB.

roro B cemectpe: 17 17 38

Hroro 17 0 17 0 38

[IpakTyeckas MOATOTOBKA 3aKJIIOYAETCs B HEMOCPEICTBEHHOM BBIOJHEHHH OO0YYaIOIUMHCS
OTIpeNIeIEHHBIX TPYAOBBIX (PYHKIUH, CBSI3aHHBIX ¢ OyayIei npodhecCHoHaNIbHON AEATENbHOCTHIO.



4.2. CopnepxaHue pa3/ieioB U T€M JICKIIMOHHBIX 3aHITHH.
Copneprxanue pa3/ienoB U TeM JIEKIIMOHHBIX 3aHIATUH MpUBEIEeHO B Tabnuie 4.

Ta6muma 4 — ConepskaHue pa3aesioB U TEM JICKITMOHHOTO ITUKJIa

Howmep paznena

HazBanwue u COACPNKAHUE Pa3aCIOB U TEM JICKIIUOHHBIX 3aHATUH

1

Beenenue B BupTyanbHblie gactHbie cetr (BUC).
Tema 1.1. [Torstue BUC.

Tema 1.2. Crioco0sI co3nanus 3amuiieHusrx BUC.
Tema 1.3. O630p npotokonos BUC

Tema 1.4. ATMUHUACTPATHBHBIC MEPHI 3aITUTHI.

TyHHEeTMpOBaHHE HA KAaHAJILHOM YPOBHE.
Tema 2.1. IIporokoa PPTP.

Tema 2.2. [Ipotokon L2F.
Tema 2.3. Ocobennoctu nporokoia L2TP.

3aiuTa BUPTYaJIbHBIX KAHAJIIOB HA CETEBOM YPOBHE.

Tema 3.1. Apxutekrypa cpencts 6ezonacuoctu [PSec.

Tema 3.2. [IpoTokoa ayTEeHTU(UITUPYIOIIETO 3ar0jI0BKa.

Tema 3.3. IIpoTOKOJ MHKANCYIUPYIOLIECH 3aIUTBI COIEPKUMOTO.
Tewma 3.4. YpapneHne 3aliieHHBIM TYHHEIIEM.

[TocTpoeHue 3aLIUIEHHBIX BUPTYAIbHBIX CETEH Ha CEAHCOBOM YPOBHE.
Tema 4.1. OcoGeHHOCTH TYHHETUPOBAHUS HA CEAHCOBOM YPOBHE.
Tema 4.2.1Tporokon SSL.

Tewma 4.3. I[Iporokon SOCKS.

00630p cpeacTB MOCTPOSHHUSI 3alMIICHHBIX BUPTYaJIbHBIX CETEH.

Tewma 5.1. [locTpoeHne 3amuIeHHBIX BUPTYAIBHBIX CETEH Ha 0aze
MapIIpyTH3aTOPOB.

Tema 5.2. Co3gaHue 3alIMILEHHBIX TYHHEJIEH ¢ TOMOLIBIOMEKCETEBbIX
PKpaHOB.

Tema 5.3. [locTpoeHue 3alIMIIEHHBIX BUPTYaJIbHBIX CETEH HA OCHOBE
CTEIMATN3UPOBAHHOTO IIPOTPAMMHOTO 00ecTIeYeHusI.

Tema 5.4. TynHenrpoBaHre HA OCHOBE CTICIIMATTU3UPOBAHHBIX

MPOrpaMMHO-aIIapaTHbIX CPCACTB.

4.3. Tlpaktuyeckue (ceMUHAPCKUE) 3aHATUSL

Tembl IPaKTUUECKUX 3aHATUH U UX TPYIOEMKOCTh NPUBEACHBI B TAOIHIIE 5.

Ta6n1/1ua 5- HpaKTI/I‘leCKI/IC 3aHATUSA U UX TPYAOCMKOCTDb

No
/11

Templ mpakTHYEeCKUX
3aHATHI

N3 Hux Ne
@opMBI IPAKTUYECKUX | TPyIOEeMKOCTb, |IIPAaKTHYECKOM |pa3aena
3aHATUN (gac) [MOATOTOBKH, |[TUCLIUII

(dac) UITUHBI

Y4eOHBIM MJIaHOM HE MPEAYCMOTPEHO

|

Bcero

4.4. JlabopaTopHble 3aHATHS
Tembl 1a00paTOPHBIX 3aHATHIA U UX TPYAOEMKOCTh IPUBEACHBI B TabiH1Ie 6.

Tabnuua 6 — JlabopaTtopHble 3aHATHS U UX TPYJOEMKOCTh

Ne
/1

HanmMeHnoBanue 1ab0opaTopHBIX paboT

N3 Hux No
Tpy10eMKOCTb, |TpaKTHYECKOH [pa3mena
(uac) HNOJATOTOBKH, |[TUCIUI

(gac) UITHHBI

Cemectp 3




1 [PazBepreiBanue VPN 6azoBeiMu cpencteamu OC - 4 4 4
Linux ¢ ucnons3oBanuem L2TP.

2 |Opranusanus TyHHeJeH ¢ ucrojib3oBanuem SSH. 4 4 4

3 [Hactpoiika U HCIIOIb30BaHUE BCTPOSHHOTO 2 2 3
makeTHOro (rsTpa OC Linux .

4 |Hactpoiika 1 UCTIONIB30BAHUE IPOKCU-CEPBEPA 3 3 2
SQUID.

5 |PasBepteiBanue VPN c ucnonb3oBannem IPSEC 4 4 4

Bcero (17 17

4.5. KypcoBoe npoeKkTupoBaHue/ BEITIOTHEHHE KYPCOBOM pabOThI
VY4eOHBIM IJTAHOM HE TPETYCMOTPEHO

4.6. CamocrosaTenbHas paboTa 00yJaronxcs
Busl camocTosTenbHOM paboThI U €€ TPYIOEMKOCTh IPUBE/ICHBI B TAOIHIE 7.

Tabnuna 7 — Bunsl caMocTosTENbHON pabOThI U €€ TPYI0EMKOCTh

By caMmocTosITeIbHONM paObOThI

Bcero, |Cemectp 3,

ycneBaemocTtH (TKY)

gac qac

1 2 3

3yueHne TeOpeTHIecKOro Marepuasia 20 1o

mucturuael (TO)

KypcoBoe npoextupoBanue (KII, KP)

PacuerHo-Tpaduueckue 3amanus (PI'3)

Brinonnenue pegepara (P)

[TonroToBka K TEKyIIEeMY KOHTPOJIEO s B

Jlomamiaee 3amanue (/13) 10 |10

KontposnbHble paboTsl 3a04HUKOB (KP3)

[loAroToBKa K MPOMEKYTOUHOU
attectanuu (ITA)

Bcero: | 38 38

ma. 7-11.

5. IlepeueHb yueOHO-METOINYECKOTO 0OECIeUeHUS
JUISL CAMOCTOSITETTbHOM pabOThI 00YUAIOMIUXCS IO TUCIUIUTAHE (MOJIYIIIO)
Y4eOHO-MeToInYeCKHe MaTepualibl Ul CaMOCTOSITEIbHONM paboThl 00y4yaromMXCsl yKa3aHbl B

6. IlepedeHp EUaTHBIX U AIEKTPOHHBIX YICOHBIX M3/IAaHHHA
[TepeueHp nmeyaTHBIX M AIEKTPOHHBIX YU€OHBIX M3JaHUN MPUBEACH B Ta0iuIe 8.
Tabmuma 8— [lepedeHb NeUaTHBIX U SJICKTPOHHBIX YICOHBIX H3IaHHHA

KomaectBo 9K3CMIUISIPOB B

[DnexTpoHHBIA pecypc]: moHorpadwus / H.
H. Momak. - DneKTpOH. TEKCTOBBIE JIaH. -

CII6.: U3n-Bo I'YAIL 2014. - 197 c.

Mudp/ O6ubanoreke
bubnuorpaduyeckas ccbuika
URL anpec (KpoMe IIEeKTPOHHBIX
9K3EMILISPOB)
004/M 87- Momak H.H. 3ammiiennasie uHpOTEIEKOM- 50
604316-ED MYHHUKAITAH. AHnanus u CUHTE3




004.7 AZIMMUHHCTPUPOBaHKNE B MH(POPMAIIMOHHBIX 10
b 43 cucreMax: yueOHoe mocooue/M. H.

benenbkas, C. T. Mamunosckuii, H. B.

AxkoBenko. - M.: ['opsiuast auHus -

Temexom, 2011. - 399 c.
004 [Teckora, C. A. CeTu U TeIEKOMMYyHHKAITTH 5
128 [Tekcr]: yueonuk /C. A. Ileckopa, A. B.

Ky3un. - 5-e u3z. nepepad. - M. :

Axanmemus, 2014. - 320 c.
004 ['ycena, A. W. BerauciurenbHble 40
I 96 CHUCTEMBI, CETH U TEJICKOMMYHHUKAIUU

[Tekcr]: yueonuk / A. U. I'yceBa, B. C.

Kupees. - M.: Akagemus, 2014. - 288 c.
004 Omudep, B. I'. KommberorepHsie cetu: 15
0-54 [ [puHIUIIBI, TEXHOJIOTHH, MPOTOKOJIbI

[Tekcr] : yuebnoe mocobwe / B. T.

Onudep, H. A. Onudep. - 4-e uzn. -

CIIO6.: ITNTEP, 2015. - 944 c.
519.6./8 TropnukoB A. M. Metoasl ciy4aitHOTO 30
T 98 MHO>KECTBEHHOTO JIOCTYIa: MOHOrpadus

A. M. Tropnukos; C.-Iletep6. roc. yH-T

aspokocMm. npubopoctpoenus. - CIIO.:

Ws3n-so I'VAII, 2014. - 300 c.
http://znanium.com/ [[IporpammHo-anmaparHast 3ammra
catalog.php?bookin  mudopmanun: Yuebnoe nocobue / IIB.
fo=489084 XopeB. - 2-e w34, uchnp. ¥ A0 - M.:

dopym: HUL] UHD®PA-M, 2015. - 352 c.:
http://znanium.com/ [KomrutekcHast 3amuTa WHQOpMAIMU B
catalog.php?bookin  kopmoparuBHbIX  cucTemax:  YdeGHOE
f0=402686 nocooue / B.®. Illansrun. - M.: UJI

dOPYM: HUIT UHO®PA-M, 2013. - 592

C.
https://e.lanbook.com/Bacun, H. H. MonenupoBanue
book/255623 BUPTyaJIbHBIX YacTHBIX ceTeil VPN :

MeTonudeckue ykazanus / H. H. Bacun, E.

M. Anennukos, A. 1O. Cyb6otrckas. —

Camapa : [II'YTH, 2020. — 30 c. — Texker

: DJIEKTPOHHBIN
004.056 Konomoiines B.C. [IpoexktupoBanue 30
K61 BAIUIIEHHON BUPTYaabHOM CETH Ha 6a3e

nponykra ViPNet: yueb.-metos1. mocobue /
B. C. Komomotires. — CI16.: I'YAII 2023. —
112 ¢

7. IlepeueHb IEKTPOHHBIX 00pa30BaTEIbHBIX PECYPCOB
UH(POPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHON ceTn «/HTepHeT»
[lepeueHb AMEKTPOHHBIX OOpa30BATENBHBIX PECYPCOB MH(POPMAIIMOHHO- TEIEKOMMYHUKAIIMOHHOMN

CETHU «I/IHTCpHCT», HGO6XOI[I/IMBIX IJI1 OCBOCHHA NUCHUIIMHBI ITIPUBCICH B Ta6JII/II_IC 9.

Taobnuma

9 - [IlepeueHp DJIEKTPOHHBIX O0pa30BATENBHBIX PECYPCOB

TCHCKOMMYHHKaHHOHHOﬁ CETHU ((I/IHTepHeT»

nH(}OpPMAaLIMOHHO-

URL anpec

Haunmenosanue

https://infotecs.ru/

OdurmanbHbiil cailT komnanun «Infotecs»

https://www.securitycod

e.ru/

Odunmanbapiii callT komnanuu «Kox 6e3omacHoCTHY



http://znanium.com/%0bcatalog.php?bookin%0bfo=4
http://znanium.com/%0bcatalog.php?bookin%0bfo=4
http://znanium.com/%0bcatalog.php?bookin%0bfo=4
http://znanium.com/%0bcatalog.php?bookin%0bfo=4
http://znanium.com/%0bcatalog.php?bookin%0bfo=402686
http://znanium.com/%0bcatalog.php?bookin%0bfo=402686
http://znanium.com/%0bcatalog.php?bookin%0bfo=402686
https://e.lanbook.com/book/255623
https://e.lanbook.com/book/255623

http://ypn.ru/ WupopmannoHHO-00pa3oBaTenbHbIN HHTEpHET-pecypc «Jlaboparopus
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8. Ilepeuenb HHMOPMAITIOHHBIX TEXHOJIOTHI
8.1. IlepeyeHp TPOrpaMMHOTO OOECICUCHHS, HCIOIB3YEMOTO IIPH OCYLIECTBICHUH
00pa30BaTENBHOIO MPOLECCca O AUCLUILINHE.
[lepeuenp UCTIONB3yEMOT0 MPOrPaMMHOTO OOecneueHus peacTaBieH B Tadmune 10.

Tabmuna 10— [TepeueHs mporpaMMHOTO 0OeCTIeYeHUS

Ne i/t Haumenosanue

1 OC Linux

2 OC Windows

3 VuebHo-meroauueckuii komriekce ViPNet "3amura 0T HeCaHKIIMOHUPOBAHHOTO
noctyna'

8.2. [lepeuenn MH(OPMALIMOHHO-CIIPABOYHBIX ~ CHCTEM, UCIIOJIB3YEMBIX  IIpU
OCYILECTBICHUH 00pa30BaTEJILHOrO MpoLecca Mo AUCHUIINHE
[Tepeuenp ucnonb3yemMbIx HH(HOPMALIMOHHO-CIIPABOYHBIX CUCTEM IpecTaBieH B Tadbuune 11.

Tabmuua 11— ITepeuers nHOOPMAIIIOHHO-CIIPABOYHBIX CUCTEM

Ne i/t HaumenoBanue

He npenycMoTpeno

9. MarepuanbpHO-TeXHUYeCKas 0a3a
CoctaB MaTepualbHO-TEXHUYECKOM 0a3bl, HEOOXOIUMOM JIJIsl OCYIIECTBIEHUS 00Pa30BaTEILHOTO
rpoliecca 1o AUCIUIUIMHE, peCcTaBieH B Tabaumel2.

Tabnuna 12 — CoctaB MaTepUaIbHO-TEXHUUECKOM 0a3bl

Ne HanmeHnoBaHne cOCTaBHON YaCTUMAaTEpUaAIbHO- Howmep aynutopuu (npu
M/ [TEXHUYECKOH 0a3bl HE00X0JMMOCTH )

1 VUlexunoHHast ayAUTOpUS

KoMIIbIOTEpHBIN Ki1acce

10. OmeHo4HBIE CpeICTBA IS MPOBEICHUS IPOMEKYTOUYHOM aTTECTAIIHH
10.1. CoctaB OILIEHOYHBIX CpPEACTB JJsi MPOBEACHUS MPOMEKYTOUHOM aTTecTaluu
oOyJaromuxcs 1Mo JUCIUTUTHHE MTPUBEICH B Tabmuie 13.

Tabmuua 13 — CocTaB OLIEHOYHBIX CPEJICTB JUIsSl TPOBEIECHUS IPOMEKYTOUHOMN aTTeCTalluu

Bug HpOMe)KYTOIIHOﬁ aTrTeCTaluun Hepequb OIICHOYHLIX CPCACTB

JlndpdepeHunpoBaHHbIN 3a4€T Cnucok BOIpPOCOB.

10.2. B kayectBe KpuUTEpHUEB OLEHKH YPOBHSI CGHOPMHPOBAHHOCTH (OCBOCHMS)
KOMITETCHIIMI 00yJaronuMucs TMpUMeHseTcs S-0ajuthbHasi MIKajla OIEHKH CPOPMUPOBAHHOCTH
KOMIIETEHINH, KoTopas npuBejeHa B Tabuune 14. B TeueHne cemecTpa MOXKET HCIIOJIB30BAThCS
100-6ammpHast ~ mIKajga  MOAYJIBHO-PEUTHHTOBOW  CHUCTEMBI  YHHUBEPCUTETA, IpaBuia
UCIOJIb30BAHUS KOTOPOM, YCTAHOBJIEHBI COOTBETCTBYIOIIMM JIOKAIbHBIM HOPMAaTHBHBIM aKTOM
'YAIL

Tabnuna 14 —Kpurtepuu orieHKH ypoBHs ¢(hOPMUPOBAHHOCTH KOMIETEHIHIHA

OLIeHKA KOMITETEHLINA
5-0auibHAd Kaia

XapakreprcTrka chOpMUPOBAHHBIX KOMITETEHITHI




CKOTIIUYIHO»
«3a4YTCHO»

— oOyyJaronuiics TIyOOKO W BCECTOPOHHE YCBOWJI TMPOTPAMMHBIN
MaTepua;

— YBEpPEHHO, JIOTHYHO, ITOCIIE0BATEIHHO U TPAMOTHO €TI0 U3JIaraeT;

— ONUPAsCh HA 3HAHUS OCHOBHOW M JIOTIOJIHUTEIHHOW JIMTEPATYPHI,
TECHO MPHBS3bIBACT YCBOCHHBIC HAYYHBIC MTOJIOKEHHSI C TPAKTUICCKOM
JeSITeITbHOCTHIO HAIIPABJICHHUS;

— yMeno 000CHOBBIBAET U ApTYMEHTUPYET BBIJIBUTACMBIE HM UJICH;

— JIeJIaeT BBIBOJIBI U 0000IICHHUS;

— cBOOOJIHO BJIAJICET CUCTEMOM CIICIIUATM3UPOBAHHBIX TIOHSATHH.

«XOpOouIo»
«3a4YTCHO»

— 00yJaromuics TBEPI0 YCBOWII MPOTPaMMHBINA MaTepuall, TPaMOTHO U
M0 CYIIECTBY W3JIaraeT ero, ONUpasCh Ha 3HAaHUS OCHOBHOM
JUTEPATYPHI;

— HE JIOMYCKAaeT CYNICCTBEHHBIX HETOYHOCTEH;

— YBSI3bIBACT YCBOCHHBIC 3HAHUS C MPAKTUYCCKOU JEATEIBHOCTHIO
HATPaBIICHUS;

— apryMEHTUPYET HAYYHBIC TIOJIOKEHUS;

— JleJIaeT BBIBOALI M 0000IIEHNS;

— BJIQJICET CHCTEMOM CIIeNUaTM3UPOBAHHBIX TOHITHH.

«3a4TCHO»

«YHAOBJICTBOPUTCIIBHO»

— o0yyaroluiicss YCBOMJI TOJBKO OCHOBHOW IpPOrpaMMHBIN MaTepual,
[0 CYHIECTBY M3JIaraeT €ro, OMupasch Ha 3HAHUS TOJBKO OCHOBHOM
JTUTEPaTypHI,

— JIOIYyCKaeT HeCYIIECTBEHHbIC OIIMOKU 1 HETOUHOCTH;

— UCIIBITBIBACT 3aTPYJHEHUS B MPAKTHUYECKOM TNPUMEHEHHH 3HAHUUN
HAIPaBIICHUS;

— cJ1a00 apryMEeHTUPYET Hay4YHbIE [TOJIOKEHHUS,

— 3aTpyAHsieTcs B (OopMyIUpOBaHUU BBIBOJOB U 0000IIIEHUI;

— YaCTUYHO BJIAJICET CUCTEMOM ClielnaIn3uPOBAHHBIX TOHATUH.

«HE 3a4YTCHO»

«HCYHAOBJICTBOPUTCIIEHO

— 00y4YaroNuiicsi HE YCBOUJ 3HAYMTEIBHON YaCTH MPOTPAMMHOTO
Marepuaa,

— JIONTyCKaeT  CYIICCTBCHHBIE  OIMMOKA W  HETOYHOCTH  TIPHU
paccMOTpEeHHH MPOOJIeM B KOHKPETHOM HAIIPABIICHUH;

— UCTIBITHIBAET TPYAHOCTH B MPAKTUUECKOM MPUMEHEHUH 3HAHMUIA;

— HE MOKET apryMEHTUPOBATh HAYYHBIE MMOJOKECHHS,

— He popMyIHpYeT BHIBOJOB U 00OOIICHHUIA.

10.3. TunoBble KOHTPOJILHBIE 3a/IaHUs WM UHbIE MaTEepPHAIIbI.
Bonpocs! (3agaun) s 9K3aMeHa IpecTaBieHbl B Tadbnuie 15.

Tabnuna 15 — Bonpocs! (3agaun) 11t 9K3aMeHa

Ne n/nt [Tepeuens BompocoB (3a7au) Ui IK3aMeHa Koz
UHAUKATOpa
'Y4eOHBIM MJIAaHOM HE MPETyCMOTPEHO
Bompocs! (3agaun) mist 3adera / qud¢. 3auera npeacrapieHsl B Taduie 16.
Tabmuna 16 — Borpocs! (3agaun) uist 3adera / nudd. 3agera
Kon
Ne i/ | [epeuens BompocoB (3agay) s 3auera / qudd. 3auera HHIKATOPA
1 Buptyanbnasie yactHbie cetu. KoHnenuus, Ha3HaYe€HUEe,apXUTEKTYPHbBIE I1K-4.3.1
pelIeHus.
2 Cnioco6s1 coznanust BUC. I1K-4.3.1
3 Opranu3zanus 3auutsl HtHGopmauu B BUC Ha npumepe tunosoit komnanuu | [1K-4.B.1
C HECKOJIbKUMHU oducami (uauanamu).
4 [Iporoxonsr BUC. I1K-4.3.1
5 Xapaktepuctuka nporokosa PPTP. IIpotokon L2F. Ocobennoctu npotokona | [TK-4.3.1
L2TP, naznauenue, ¢popmar.
6 Konnenryansabie ocHOBEI IPSeC. I1K-4.3.1
7 [TonsTre nHKancynsauuy, npuMmepsl. [IpoTokon I1K-4.3.1
ayTeHTU()UITUPYIOIIETO 3ar0J0BKa.
8 [IpoTOKO MHKANCYIUPYIOIIEN 3aIMUTHI COAECPAKUMOrO. Y IPABIICHHUE [1K-4.3.1
3alIMIIEHHBIM TyHHeneM. HacTpoiika mpaBuil 1 mapamMeTpoB paboThI I1K-4.B.1




TYHHEJIA.

9 Oco0eHHOCTH TYHHEJIMPOBAaHMsI HA CEAHCOBOM YPOBHE. [1K-4.3.1
Onucanne nporokosia SSL.

10 Omnucanue nporokona SOCKS. MapuipyTuzaropsl, [1K-4.3.1
MIPOTOKOJIbI MAPIIPYTU3ALIU

11 CxeMbl MOCTpPOEHUS 3AlUIICHHBIX BUPTYaJbHBIX ceTel Ha 0ase [1K-4.3.1
MapuipyTu3aropos. [locTpoeHne BUPTyaabHON YaCTHOM CETH C I1K-4.B.1
HCIIOJIb30BaHUEM MapUIpPyTH3aTOPOB.

12 Co3nanue 3alUIIEHHBIX TYHHEJIEH C MOMOIIBI0O MEXKCETEBBIX HKPAHOB. I1K-4.B.1

13 [TocTpoeHue 3alMILIEHHBIX BUPTYaIbHBIX CETEN HA OCHOBE [1K-4.B.1

CTEeLUANTM3UPOBAHHOTO IPOTpaMMHOT0 odecriedenus. Beibop Hanboee
3¢ HeKTHBHBIX TPOrPAMMHBIX PELICHHH [UIs TOCTPOCHHUS 3aLIHUIIICHHBIX
BUPTYAJIbHBIX YACTHBIX CETEH.

14 TyHHeNnupoBaHUE HA OCHOBE CIIELMAIIM3UPOBAHHBIX ITPOTrPAMMHO- [1K-4.3.1

anmapaTtHbIX cpeacTB. Co3aanue TyHHEIS MeKIy 1ByMs oobekTamu BUC. [1K-4.B.1
15 Kpunrorynnenu. [IpoTokosibl opranuzanny KpUnToTyHHEIEH. [1K-4.3.1
16 IIpoTOKOJIBI MPOrpaMMHUPOBAHUS CUCTEM AJIMUHUCTPUPOBAHUSA. I1K-4.3.1

AnmunuctpupoBanue BUC. Hactpoiika nonutuku padotsl noibs3oBatenei 1 | [TIK-4.B.1
y3:10B BUC B oniepaniioHHON cUCTEME.

17 CewmelicTBo nporpamMMHo-anmnapaTHbix pemenuii «ViPNet». Hasnauenue u I1K-4.3.1
npuHIUN paboThl. MOIYJIH U CHCTEMBI.
18 Opranu3zanys 3aIMIIeHHON BUPTYyaTbHOU HHPPACTPYKTYphI Ha 6a3e [1K-4.B.1

ceMeiicTBa mporpaMMHoO-ammapatHsix pemennii «ViPNety. Hactpoiika
B3aUMHOT'O MTOAKIIOYEHUS JIIEMEHTOB CUCTEMBI.

19 AJIMAHHCTpUPOBAHUE CEMENCTBA IIPOrPaMMHO-ANIIAPATHBIX PEIICHUN [1K-4.B.1
«ViPNet». Co3ganue nons3osaresneil B cucteMe. Co31aHie KaHAJIOB CBA3EH.
Pemennie HCKITIOUUTENBHBIX CUTYallUi B X0J1€ paOOThI CUCTEMBI.

20 ATtaxu Ha BUC. Crioco0Obl ¥ METO/IbI CHUKEHHUSI BEPOSITHOCTH pealn3aluu I1K-4.3.1
TunoBeIX arak Ha BUC.

[lepeueHs TeM ISl KypCOBOTO MPOEKTUPOBAHMS/BBIIIONIHEHNS KYPCOBOW pabOTHI MPEACTABICHBI B
Tabnuie 17.
Tabnuna 17 — IlepedeHsb TeM AJisi KypCOBOTO MPOSKTHPOBAHUS/BBITIOTHEHHUS KypCOBOM pabOThI

Ne /i [TpuMepHBIii nepedeHb TeM AJIsi KypCOBOTO MPOSKTUPOBAHUS/BBITIOTHEHUS
h KypCOBOI1 pabOThI

'Y4eOHBIM MJIAHOM HE MPEAYCMOTPEHO

Bormpockr [1si MpoBeIeHUs MTPOMEKYTOYHOM aTTeCTal[ii B BUJIEC TECTHPOBAHHS IPEICTABICHBI B
Tabimue 18.

Tabmuua 18 — IIpumepHsIil mepeyeHb BOIPOCOB /ISl TECTOB

Kon

Ne i/t [IpuMepHBIil mepeyeHb BOIPOCOB ISl TECTOB
WHJMKaTOpa

He npenycmotpeno

[TepeueHb T€M KOHTPOIBHBIX PA0OT MO IUCIUIUTMHE 00yJarOIIUXCs 3209HON POPMBIOOYUECHHUS,
npeJICTaBICHBI B Ta0wie 19.

Tabmuua 19 — IlepeueHb KOHTPOJIBHBIX padoT

No 11/t [Tepedyerr KOHTPOIBHBIX PabOT

He npenycMoTpeHo

10.4. Meroguueckue  MarepHaibl,  ONPEICISIONINEe  NMPOUEAYPhl  OICHHBAHUS
MHMKATOPOB, XapaKTEepPU3YIOIIMX JTanbl (OPMHUPOBAHUS KOMIETEHIUH, coaepkaTcs B
JOK&IbHBIX HOpMaTuBHbIX akTax ['YAII, pernmameHTHpyIOIMX TOPAAOK U HPOLEAYPY



MIPOBEJICHUS TEKYLIEr0 KOHTPOJIS YCIIEBAEMOCTH M MPOMEXKYTOYHON aTTecTallii O0y4YaroluXcst
I'VAIL

11. Meroauveckue yka3aHus 1 00y4YarOIMUXCs 10 OCBOSHUIO TUCIIMILIMHBI

11.1. Meroauyeckue yKazaHus I OOYYArONIUXCS IO OCBOCHHIO JICKIIMOHHOTO
MaTepuaa.

OcHOBHOE Ha3Ha4yeHHUE JIEKIIMOHHOTO MaTepHuaja — JIOTUYECKU CTPOMHOE, CUCTEMHOE, IIyOOKoe U
SCHOE M3JIOXKEeHHE yuyeOHoro Marepuana. HasHaueHre COBpeMEHHOH JIGKIIMU B PAMKaX TUCIUILIIHbI
HE B TOM, 4TOOBI [TOJIy4YUTh BCIO MH(OPMALIUIO IO TEME, & B OCBOEHHH (DyHJaMEHTAJIBbHBIX IPOOIIEM
JUCLUIUIMHBI, METOJI0OB HAYYHOI'O IIO3HAHMS, HOBEHIINX JOCTUKEHUM HaydyHOU MbIciau. B yueOHOM
nporecce JIEKIUS BBINOIHAET METOJOJOTMYECKYl0, OpPraHU3alMOHHYI0 U HMH(OPMAIOHHYIO
¢ynkuuu. Jlekuus packpbIBaeT MOHATUHHBIN anmapaT KOHKPETHOW 00JIacTH 3HAHUS, €€ MPOOIeMBI,
JIaeT LIEJIbHOE MIPEICTABICHUE O JUCLUIIIIMHE, TOKA3bIBAET B3aUMOCBS3b C APYTUMHU AUCLUILIMHAMM.
[InaHupyeMble pe3ysbTaThl IPU OCBOCHUH 00YYarOIUMHUCS JEKIIMOHHOIO MaTepraa;

— TIOJYy4YEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aMMOCBA3aHHBIX 3HAaHUH, YPOBEHb
KOTOPBIX ONpPEAEIAETCS LEJIEBOM YCTAHOBKOM K KaX10M KOHKPETHOH TEME;

— TIOJIyY€HHE OIbITa TBOPUECKOH pabOThl COBMECTHO C NMPEMNOABATEIEM;

— pa3BuTHEe HOPOPECCHOHATIBHO-/IENOBBIX  KauyecTB, JIIOOBM K  HOpeaMeTy |
CaMOCTOSITEJIbHOTO TBOPYECKOI'O MBILLITICHHUS.

— TOsIBJIEHHE HEOOXOAMMOTO HHTEepeca, HEOOXOIUMOTO JIJIsl CAMOCTOSITEIBHON paboTHI;

— TIOJy4YyeHHE 3HAHUH O COBPEMEHHOM YDOBHE DAa3BUTUS HAyKM M TEXHUKH U O
IIPOTHO3€ UX pa3BUTHs Ha OJMIKaIINe roJibl;

— HAY4YUTbCSl METOAMYECKH 00pabaThiBaTh MarepHall (BBIIEIATH TJaBHBIE MBICIH U
MOJIOKEHUS, MPUXOJUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSTH MX B  PA3IUYHBIX
(bopMyIHUpOBKax);

— [OJIyu€HHE TOYHOI'O TOHUMAaHHUs BCEX HEOOXOIMMBIX TEPMUHOB U TOHATHH.
JlekuMOHHBI MaTepuan MOXKET CONPOBOXKAATHCSA JIEMOHCTpAlMEd CIAaiOB M MCIOJIb30BAHUEM
pa31aToOYHOro Marepuaia Mpu MPOBEICHUHM KOPOTKHUX TUCKYCCHH 00 OCOOEHHOCTSX MPHUMEHEHHS
OTJIEIbHBIX TEMATUK MO JUCIUILINHE.

CrpyKTypa Ipe1oCcTaBIeHNs JEKIMOHHOTO MaTepraia:

Pasznen 1. Beenenue B Buptyanbuble yactHble cetd (BUC). Tema 1.1.
[Tonsitue BUC.

Tema 1.2. Cioco0OsI co3manus 3anumesasix BUC. Tema 1.3.

0630p mpotokonos BUC

Tema 1.4. AnMuHHCTpaTUBHBIE MEPHI 3alIUTHI. Pa3aen 2.
TyHHenupoBaHue Ha kaHaabHOM ypoBHeE. Tema 2.1. IIpoTokon

PPTP.

Tema 2.2. Ilporokon L2F.

Tema 2.3. Ocobernoctu npotokona L2TP.

Paznien 3. 3ammra BUpTYyaIbHBIX KaHAIOB Ha ceTeBoM ypoBHe. Tema 3.1.
ApxuTekTypa cpeacts 6e3omacHocTu IPSec.

Tema 3.2. IIpoTokos ayTeHTU(DUITUPYIOLIETO 3aroJI0BKa.

Tema 3.3. IIpoTOKOJ MHKATICYIUPYIOMICH 3aIUThI cogepxkumoro. Tema 3.4.
VYpasieHne 3alUIIEHHBIM TYHHEIEM.

Paznen 4. [locTpoeHue 3aluIIeHHBIX BUPTYaIbHBIX CETEH HA CEaHCOBOM YPOBHE.

Tema 4.1. Oco6eHHOCTH TYHHEJIMPOBAHMSI Ha CEAaHCOBOM ypoBHe. Tema

4.2 ITporoxon SSL.

Tema 4.3. TIpotokon SOCKS.

Paznien 5. O030p cpeAcTB MOCTPOCHUSI 3ALTUIIIEHHBIX BUPTYaJIbHBIX CETEH.

Tema 5.1. TlocTpoeHne 3aIMIIEHHBIX BUPTYAIBHBIX ceTeil Ha 0aze MapmpyTu3aTopoB.Tema 5.2.
Cozianue 3alMIEHHBIX TYHHEJIEH C IIOMOIIBIO MEKCETEBBIX IKPAHOB.

Tema 5.3. [TocTtpoeHne  3alIMINEHHBIX  BUPTYaJIbHBIX  CE€TEd  HAa  OCHOBE
CHELHATU3UPOBAHHOTO MTPOTPAMMHOTO 0OecTieueHHsl.

Tema 5.4. TyHHenupoBaHHe Ha OCHOBE CHELMAIM3UPOBAHHBIX IPOrPaMMHO-aIIapaTHBIXCPEICTB.



11.2. MeTtoauveckue yka3zaHusi s OOYYalOIIUXCS TIO BBHIMOTHEHHIO JIA0OPATOPHBIX padoOT

B xoxe BeimoHeHUs 1a00paTOPHBIX pabOT 00yUYaOIIUIACS TOJDKEH YIIyOUTh U
3aKpENUTh 3HAHUSA, NPAKTUYECKHE HABBIKH, OBJIAJECTh COBPEMEHHOM METOAMKOM M TEXHUKOU
9KCIIEPUMEHTa B COOTBETCTBUM C KBAJIM(UKAIMOHHOM XapaKTEpUCTUKON 0Oydaromierocs.
Brimonnenne 1mabopaTopHBIX pabOT COCTOMT W3 SKCIEPUMEHTATBHO-TPAKTUYECKOH, pacyeTHO-
AHAJIMTUYECKON YaCTe U KOHTPOJIbHBIX MEPOIIPUSITHH.
Brimonnenue nabopaTopHbIX paboT 00y4aromMMCs SIBISETCS HEOTHEMIIEMOW YaCThIO0 H3yYCHHS
JTUCIUIUIMHBI, ONpeAensseMoil y4eOHbIM IUIAHOM, M OTHOCUTCS K CpeACTBaM, 00eCHeqHMBArOIINM
pellIeHne CIEAYIOINX OCHOBHBIX 3aja4 00y4aroerocs:
— mnpuoOpeTeHHe HaBBIKOB HCCIEAOBAaHUS IMPOLIECCOB, SBIEHUH UM OOBEKTOB,
M3Yy4aeMbIX B paMKax JaHHOM TUCIUILINHBI,
— 3aKpeIuieHue, pa3BUTHUE U JETaIu3alusl TCOPETUUECKUX 3HAHUN, TOyYEHHBIX Ha
JEKUHUAX;
— MOJIy4YeHHE HOBOH MH(OpMAIMH 1O U3y4aeMOil TUCIIUILIINHE;
— TmnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATENIbHOW  paboTel ¢ J1abOpaTOpHBIM
000pynOBaHUEM U IPUOOPAMH.

3ajilaHue ¥ TpeOOBaHUs K IPOBEACHUIO JJAOOPATOPHBIX paboT

Bapuant 3amaHus 1mo Kaxaod 1a0opaTopHOil paboTe oOydaromuiics MoiydaeT B COOTBETCTBUH C
HOMEpPOM B crucke rpymisl. [lepen mpoBeneHneM 1abopatopHoOi pabOThl 00YJarOMEMYCsl CIIeTyeT
BHUMATEIbHO O3HAKOMUTBHCS C METOJMUECKHMHU YKAa3aHUSMH ITI0 €€ BBIIIOJHEHHUIO, a TAaKKe C
COJICPKAHUEM COOTBETCTBYIOIIETO JICKIIMOHHOTO Kypca, NpHU HEOOXOAMMOCTH — HU3YYUTh
CaMOCTOSATENIFHO JONOJHUTEIbHYIO JUTEpaTypy. B COOTBETCTBHHM ¢ 3aJaHHeM OOYYaroIUCs
JOJDKEH TIOATOTOBUTH HEOOXOJMMBIC JaHHBIC, BBIIOJIHHUTH 3aJaHue JabopaTOpHON paboTHI,
HOJIYYUTh TpeOyeMbIe pe3yabTaThl, OPOPMHUTH U 3ALIUTUTH OTYET I10 JIabopaTopHOH padore.

Crpykrypa ¥ hopMa OTU€ETa 0 JabOpaTOPHOM padboTe

Otuer o nabopartopHoil paboTe MOKEH BKJIKOYATh B C€Osl: TUTYJIbHBIM JIUCT, (HOPMYIHUPOBKY
3a/laHusl, TEOPETUYECKUE TOJIOKEHHsI, UCTIOIb3yeMble MPHU BBIMOJIHEHUU J1a0OpaTOpHOU paboTHI,
OTIMCAHUE TIPOIIECCA BBITIOJIHEHUS JTA00PATOPHOU PAOOTHI, MTOTYICHHBIE PE3yIbTAThl M BBIBOJIBL.

TpeboBanus k oopMIIEHHUIO OTYETa O JabOpaTOPHOH paboTe

ITo kaxmoit mabopaTopHOI pabOTe BBHINOIHIETCS OTAEIBHBIN O0TUET. TUTYIBHBIN JTUCT 0popMIIseTCs
B COOTBETCTBUH C 11a07I0HOM (00pa3iiom) npuBeneHHbIM Ha caiite 'Y AIl (www.guap.ru) B pasaene
«CeKTop HOPMaTHBHOM JOKYMEHTAllMU». TeKCTOBbIe U rpaduyeckue Marepuansl opopMIIsIOTCs B
cootBercTBUU ¢ AeiictByromuMu ['OCTamu u TpeboBaHusAMH, NpuBeAeHHbIMU Ha caiite ['YAII
(Www.quap.ru) B pazzaeine «CeKTop HOPMATHBHOW TOKYMEHTAIHNY.

MeTtoinyeckue yKa3aHusl K BBINOJTHEHUIO Ja00PAaTOPHBIX paboT:

Mormrak H.H. BupryanbHble 4acTHBIE CETH: METOAMUYECKUE YKa3aHUS K BBIIOJIHEHUIOIA00paTOPHBIX
paboT. — DNEeKTPOHHBIN pecypc kKad. S1.

Konomotinies B.C. [IpoekTrpoBanue 3allMINEHHOW BUPTyalbHOW ceTH Ha 0a3e mpoaykra ViPNet:
yuae0.-meto. mocodue / B. C. Komomoiinies. — CI16.: 'YAII, 2023. - 112 ¢

11.3. Mertoauueckue ykazaHus sl OOYYaIONIMXCS 110 MPOXOKACHUIO CAMOCTOSTETLHON
paboThI

B Xo/e BBINIOIHEHUSI CAaMOCTOATEIbHOW padOThl, 00yJaromuiics BHIMIOIHIET paboTy MO 33/JaHUI0 U
IIPU METOAMYECKOM PYKOBOJCTBE MperoiaBaresi, Ho 0e3 ero HemoCPeCTBEHHOTO YUacTHsL.
Jnst obyuarommxcs 1Mo 3a04HOM Gopme 00ydeHHs, CaMOCTOATENbHAsT padoTa MOXKET BKIIOYATh B
ce0s1 KOHTPOJIBHYIO paboTy.
B 1mpomecce BBIMOMHEHUS CaMOCTOATENBLHONW palboThl, Yy oOydaromerocs (opmupyercs
nesnecooOpasHoe MIaHUPOBaHKWE pabOYero BPEMEHHU, KOTOPOE MO3BOJISET UM Pa3BUBATh YMEHUS U
HaBBIKH B YCBOCHHH M CHCTEMAaTH3AIUU MTPHOOPETaeMBIX 3HaHUH, 00ECIIEeYNBaET BEICOKUN YPOBEHb
yCIIEBaEMOCTH B NEPUOJ 00YUEHUS, IOMOTAET MOJYYUTh HABBIKM MOBBIIICHU TPO(ECCHOHAIBHOTO
YPOBHH.
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MeToauueckuMl MaTepuaiamMH, HampaBiISIOUMMH CaMOCTOSTENIbHYI0 paboTy oOydaromuxcs
SBIISIOTCS Y4€OHO-METOIMYECKUN MaTepUal MO TUCITUTUIHHE.
s pa3BUTHS y CTYI€HTOB HaBBIKOB CaMOCTOATENIBHOI'O OBJIAJICHUS TEOPETUYECKUM MaTepHaloM
psAA TeM JUCHUIUIMHBI Ha JIEKIMOHHBIX 3aHATUSX JaeTcs O030pHO, YTO TPEAnojiaraeT ux
CaMOCTOATENIbHOE JETAIIBHOE N3yUYEHUE.
IIpuMepHbI€ TEMBI /U1 CAMOCTOSITEIbHOTO U3YYEHHUS:

—  TynHenupoBaHHe Ha KAaHAJILHOM YPOBHE.

— 3ammTa BUPTyaJlbHbIX KAHAJIOB HA CETEBOM YPOBHE.

— IlocTpoeHue 3alMIIEHHBIX BUPTYaIbHBIX CETEH HA CEAHCOBOM YPOBHE.

— IMoctpoeHue 3anuIIeHHBIX BUPTYAIbHBIX ceTel Ha 6a3ze MapLIpyTH3aTOPOB.

— Co3paHue 3aUMIICHHBIX TYHHEJEH C TIOMOIIBIO MEXKCETEBBIX IKPAHOB.

— IlocTpoenue 3amMIlEHHBIX BUPTYaJIbHBIX CETE€ HAa OCHOBE CIELUATU3HUPOBAHHOIO

MIPOrPaMMHOT0 00ECTICUCHHUSI U CTICIIMAIM3UPOBAHHBIX IPOTrPAMMHO-AIIAPATHBIX CPEACTB.

11.4. Metoauyeckue YyKa3aHUS i1 OOYYalOIIUXCS 110 IPOXOXKICHHUIO TEKYIIETO
KOHTPOJISI YCIIEBAEMOCTH.

Texkymuii KOHTPOJIb YCIIEBAEMOCTH IMPEIyCMaTpUBACT KOHTPOJb KauecTBa 3HAHHUM 00ydarommxcs,
OCYIIIECTBIISIEMOr'0 B TEUEHUE CEMECTPA C LEJIbIO OLIEHUBAHUS X0/1a OCBOCHHUS IUCLIUIUINHBI.
Texkymuii KOHTPOJIb YCIIEBAEMOCTH MpPEIyCMaTpUBACT KOHTPOJb KauecTBa 3HAHHUM 00ydarommxcs,
OCYIIIECTBIIIEMOT0 B TEUEHHE CEMECTpPA C LIEJIbIO0 OLIEHUBAHUS X0/J]a OCBOECHUS AUCUUILIMHBL. Dopma
IPOBE/IEHUS] TEKYIIEro KOHTPOJS — 3aluTa OTYETOB IO JIabopaTopHbIM palboTaMm. Pe3ynbTatrhl
TEKYIIEro KOHTPOJISI YUUTHIBAIOTCS MPU MPOBEIEHUU NIPOMEKYTOUHON aTTECTAlluU B COOTBETCTBUU
¢ tpeboBanusiMu CTO I'VAIL. CMK 3.76 «IlonoxkeHue 0 TEKyIIeM KOHTpPOJIE YCIIEBA€MOCTH U
IPOMEXYTOUHOM  arrecTauuu  cTyaeHToB U acnupaHTtoB ['YAII, oOydaromuxcs 1o
00pa3oBaTesIbHBIM POrpaMMaM BBICILIET0 00pa30BaHU.

11.5. Meroanueckue yKa3zaHHs JUIS OO0YYaIOIIMXCS 10 MPOXOXKICHHIO IPOMEKYTOUHON
aTTeCTaINH.

[TpomexxyTouHas arrectanusi OO0y4aloOIUXCsS MpPeAyCMaTpUBaeT OLIEHMBAHHE MPOMEXYTOUHBIX U
OKOHYATENBbHBIX  pE3yNbTaTOB o00ydeHUss 1o aucuuiuimHe. OHa  BKIIOWaeT B cels
TuQhepeHIIMPOBAHHBIN 3a4eT.
JuddepeHurpoBanHbil 3a4eT — 3TO (GopMa OLEHKH 3HAHUH, IOJyYEHHBIX OOYYaroUIMMCs IMpH
U3y4eHUM JUCLUIUIMHBIL, TPU BBIIOJIHEHUH KYPCOBBIX IPOEKTOB, KYpCOBBIX paboT, Hay4HO-
HCCIIEIOBATEILCKUX pabOT M TPOXOKICHWU MPAKTUK C aTTECTAlMOHHOW OIEHKOW «OTIMYHOY,
«XOPOUIO», «yJIOBJIETBOPUTEIEHOY, «HEYIOBIECTBOPUTEIHHOY.

CucreMa OLIEHOK IIPpU MPOBEJCHUHN MPOMEKYTOUHON aTTECTALUU OCYIIECTBISETCS B COOTBETCTBUU
¢ TpeboBanusmMu Ilonmoxkenuit «O TeKyleM KOHTpOJE YCIEBAEMOCTH U IMPOMEXYTOUHOM
atrecrauun cryaeHToB ['YAII, oOyuwaromuxcst mo mporpaMMaM BbICIIEro oOpa3oBaHus» u «O
MOJyJIbHO-PEHTHHIOBOI CHCTEME OLIEHKH KayecTBa y4eOHOU paboThl cTyAeHTOB B ['Y Ally.
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