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AHHOTaIU

JlucuuiuimHa «AHaIU3 3alUIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM» BXOIUT B 00pa30BaTEIbHYIO
IpOrpaMMy BBICIIETO OOpa30BaHUA — MPOTPaMMy MArucTpaTypbl MO HANpPaBIECHUIO MOATOTOBKH/
cnenuanbHocT 10.04.01 «MHbopManonHas 0e30MacHOCTh» HANPaBICHHOCTH «VHTEIeKTyalbHbIe
cpencTBa obecrieueHus 6e30macHOCTH 00beKTOBY. Jucuuruinna peanusyetcs kadeapoit «Ne33».

JlucuuiuinHa HaresieHa Ha () OPMHUPOBAHKE Y BBITYCKHHUKA CIEIYIONIMX KOMITCTCHIINIA:

IIK-5 «Cmnocoben pa3pabareiBaTh TpeOOBaHUS MO 3amure U (HOPMUPOBATH MOJUTUKU
0€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM U CETEW»

CopnepxaHue TUCIHMUILUIMHBI OXBaThIBA€T KPYr BOIPOCOB, CBSI3aHHBIX H3yYEHUEM TEPMHHOJIOTHH,
NOHATUIHOTO ammapara ¥ OOIMX MOAXOA0B K OOecredYeHHuto WH(POPMAIMOHHOW Oe30MacHOCTH
ABTOMATU3UPOBAHHBIX CUCTEM.

[IpenoaBanre TUCHMIUIMHBI TpPEAyCMAaTpUBAaeT cienyromue ¢GopMbl OpraHU3aluu  y4eOHOTO
mpolecca: JIeKIuu, 1adopaTopHbie paboThl, CaMOCTOsITeNIbHAs Pad0Ta CTYIeHTa, KOHCYJIbTALIUU.
[TporpaMMoil AMCUMIUIMHBI IPETyCMOTPEHBI CIENYIOIIME BUABI KOHTPOJSA: TEKYLUIMH KOHTpPOJb
yCIIEBAEMOCTH, IPOMEKYTOUYHAs aTTecTalus B popMe IK3aMeHa.

OO0mmas TpyA0eMKOCTh OCBOSHUS JUCIUILIMHBI COCTaBISET 3 3a4CTHBIX enuHUIbl, 108

YacoB.

S3b1K 00yUYeHUS IO AUCIUTIINHE «PYCCKUUN »



1. [lepedeHp IAHUPYEMBIX PE3YIHTATOB OOYUCHHSI IO JUCITUTIIIMHE
1.1. Ilenu npenoaaBaHusl JUCIUTUIMHBI
Llenpro mpenogaBanusl JUCIUTUTMHBI «AHAIU3 3alIAIICHHOCTH KOMITBIOTEPHBIX CHCTEMY SIBIISETCS
U3Y4YCHHE TEPMHUHOJIOTHH, TIOHATHHHOrO ammapata ¥ OOMIMX TMOAXOJOB K OOECHEYEHHUI0
nH(pOpMaIMOHHOM 0€30MaCHOCTH aBTOMAaTH3UPOBAHHBIX CUCTEM M aHAJIU3Y UX 3aIUIIEHHCTH.

1.2. JlucumrinHa BXOAMT B COCTAB YacTH, (popMupyeMOl ydacTHUKAMHU
00pa3oBaTeNbHBIX OTHOIICHHH, 00pa30BaTEIHLHOM MPOTPaMMBI BBICIIIET0 00pa3oBaHus (faiee —
OI1 BO).

1.3. TlepeueHb muaHUpPyEeMbIX pe3yJbTaTOB 00YYCHHS MO TUCIUILIMHE, COOTHECEHHBIX C
IUIaHUPYEMbIMU pe3ynbTaramu ocBoeHust OI1 BO.

B pesynpraTe wW3ydeHHS AUCHMIUIMHBI OOYYAIOIIMKICS JODKEH 00J1aaTh  CICAYIOIUMHU
KOMIETCHIMSIMA WJIM UX 4YacTsAMU. KOMIETeHIIMM W WHAMKATOPBI UX JOCTHIKCHUS IMPHUBEICHBI B
Tabymue 1.

Tabmuma 1 — [epeyeHh KOMITIETEHIIUN ¥ HHIUKATOPOB UX JOCTHKCHUS

Kon u
Kareropus (rpymnma) Kon 1 HanMeHOBaHWE WHIUKATOPA JOCTHKCHHUS
HaMMEHOBaHHUE
KOMIIETEHIINH KOMIIETEHIUU
KOMIICTEHIIUHU
[1K-5 Crnocoben
a3pabaThIBaTh
pasp I1K-5.3.1 3HaeT BUABI TOJIUTUK 0€30I1aCHOCTH
TpeOOBaHUS 110 .
saumTe KOMITBIOTEPHBIX CHCTEM M CeTek
[TpodeccronanbHbIe (OpMUPOBATE [1K-5.Y.1 ymeer hopMynupoBaTh 3a1aHUsI 11O
KOMIIETEHIHU PMHP 0€30IMaCHOCTH KOMITBIOTEPHBIX CUCTEM
[TOJTUTUKHU o .
I1K-5.B.1 Bnageer pa3paboTkoii mpoduieit
0e30IacHOCTH .
3aIUTHI ¥ 3aJaHUH 110 0€3011aCHOCTH
KOMITBIOTEPHBIX
CHCTEM U CeTel

2. Mecto nucuumuinssl B ctpykrype Ol

JucnumimHa MoxeT 0a3upoBaThCsl HA 3HAHUAX, paHee NPUOOPETEHHBIX OOydYaroIIMMUCS MPH
U3Y4YEHUU CIEAYIOINX JUCIUIUIVH:

— «Teopernyeckne OCHOBbI KOMITBIOTEPHOM O€30MacHOCTH,

— « Teopwust cuCTEM U CUCTEMHBIN aHAJIU3».
3HaHMs, TIOJyYEHHBIE NIPM UW3YYEHHU MaTepuaja JaHHOM JUCUUIUIMHBIL, HMEKT Kak
CaMOCTOATENIBHOE 3HAY€HWEe, TaK M MOTYT HCIOJb30BAThCS IPU HANKMCAHMM BBITYCKHOM
KBAJTM(PHUKAIIMOHHON paboThl MarucTpa.

3. OO0beM U TPYIOEMKOCTb TUCHUTIIMHBI
Jlannbie 06 o6memM o0beMe TUCHMITIIMHBI, TPYJOEMKOCTH OT/AENbHBIX BUJOB Y4eOHON paboOTHI IO
JTUCIUATUTHHE (M pactpeieNieHHe ATOH TPYJOEMKOCTH IO CEMECTPaM) MPEICTaBICHBI BTAOIHIIE 2.

Tabnuna 2 — O0beM U TPYA0EMKOCTb AUCHUTUINHBI

TpynoeMKocTh O
Bux yaebnoit paboThl Bcero ceMecTpam
Ne3

1 2 3
Oowaa mpyooemkocmop OUCYUNIUHDL, 3/ 108 3/ 108
3E/ (1ac)
U3 nux yacoe npakxmuueckoi no020moeKu 34 34
Ayoumopnsle 3auamus, BCETO 4ac. 51 51
B TOM YHCIIC:
nexuuu (JI), (qac) 17 17
nmpakTuueckue/cemunapckue 3anstus (I13),
(uac)
maboparopusie padbotsl (JIP), (uac) 17 17
KypcoBoii mpoekT (pabota) (KII, KP), (uac) 17 17
PK3aMeH, (Jac) 36 36




Camocmosmenvnas paboma, Bcero (dac) 21 21

DJK3.%*)

Buo npomesxcymounoit ammecmayuu’ 3a4er,
mudd. 3auet, sx3amen (3auer, Hudd. 3aq, OK3. OK3.

Exd
IIpuMmeuyaHue: KaHIUAATCKUI SK3aMEeH

4, Conepxanue TUCIUTIIIUHBI
4.1. Pacmpezenenne TPyI0€MKOCTH JTUCUUIUIMHEI 10 pa3jieiaM 1 BUAaM 3aHATHH.
Paznenbl, TeMbl TUCIUTIIIMHBI U UX TPYAOEMKOCTh IIPUBEACHBI B TAOIHIIE 3.

Tabnuma 3 — Paznensl, TeMbl TUCHUIUIUHBL, UX TPYI0EMKOCTb
Pa3zenbl, TeMbI IUCIUTUINHEL Jlewwmn [13 (C3) | JIP KT CPC
ACTIEL, et (qac) (qac) (wac)  |(gac) (qac)
Cemectp 3
Pasnen 1.YnpaBinenue pucKamu. 5 4 10
Paznen 2. MeToauKu OCTPOCHUSI CUCTEM 3alLUTHI 4 4 8
WHpOpMALIUH.
Paznen 3. MeToauKy 1 MpOrpaMMHBIE TTPOAYKTHI IS 4 4 10
OLICHKH PUCKOB.
Pasnen 4. PazpaGoTka peKOMEHIAIMI [0 CHIKEHHIO 4 5 10
[PHCKOB HapyIIeHHs1 0€30MaCHOCTH 3aIUIICHHON
MH(OPMAITMOHHOMN CHCTEMBI.
BrInoiHeHHE KypCOBO# pabOThI 17
Hroro B cemectpe: 17 17 17 21
HUroro 17 0 17 17 21

[TpakTHdeckass MOJATOTOBKA 3aKIIOYACTCS B HEMOCPEJACTBEHHOM BBITIOJIHCHUH OO0YYarOIIHMHUCS
OTIPEIETICHHBIX TPYIOBBIX (PYHKIUH, CBA3AHHBIX C OyayIIeH mpodecCuoHaIbHOM 1eITeTbHOCTHIO.

4.2. CopaepxaHue pas/ieloB U TeM JEKIIMOHHBIX 3aHATHIA.
ConeprkaHue pa3iesioB U TEM JICKITMOHHBIX 3aHITHI MPUBEICHO B Tabwuiie 4.

Tab6numa 4 — ConepxaHue pas3esioB U TEM JICKIIMOHHOTO ITUKJIa

Howmep pasnena

HazBanue u COACPIKAHUC PA3JACIIOB U TEM JICKIITUOHHBIX 3aHATHH

1

Tema 1.1. Mogenb 6€30aCHOCTH € IOJHBIM NEPEKPHITHEM.

Tema 1.2. CrangapTel B 0651acTH HHPOPMAITMOHHOMN
0€30MMaCHOCTH, UCIIOJIb3YIOIME KOHIIETIIINIO YIIPABJIEHNE PUCKAMU
ISO/IEC 15408.

Tema 1.3. Kputepuu onenku 0e30nacHOCTH HHPOPMAIIMOHHBIX
TEXHOJIOTHH.

Tema 1.4. Cranmaptsr ISO/IEC 17799/27002 u 27001

Tema 2.1. Mozaens MHOTOYpOBHEBOM 3alLIUTHI.

Tema 2.2. AHanu3 CyIIeCTBYIOIUX MOJIX0A0B OCTPOCHUSICHCTEM
3alIUTHl HH(OPMAIIHH.

Tema 2.3. TexHuueckue MEpONPHUATHS 1O CHIXKEHUIO YPOBHS
[pUCKa.

Tema 3.1. Metonuka CRAMM.
Tema 3.2. Meronuka FRAP. Tema
3.3. Meronuka OCTAVE.

Tema 3.4. Metonuka RiskWatch.




4 Tema 4.1. Unentudukanus u ayTeHTUDUKAIIHS.

Tema 4.2. ITpotokon Kerberos.

Tema 4.3. UHdpacTpykTypa OTKpBITHIX Kiatouel. [{udpoBbie
CepTH(HKATHI.

Tewma 4.4. IIpoTokosn 3amuThl A1eKTpoHHOU TouThl S/MIME.
Tewma 4.5. IIpoToxos IPSec.

4.3. Tlpaktuueckue (CeMUHAPCKUE) 3aHATHS
TeMbl MPaKTHYECKUX 3aHATHIA U UX TPYAOEMKOCTh IPUBEACHBI B Ta0IHIIE 5.

Tabmuua 5 — [IpakTuyeckue 3aHATHA U UX TPYJOEMKOCTb

N3 Hux Ne
Ne | Tembl npaktudyeckux | QOpMBI IPAKTUYECKUX | TPyLOEMKOCTD, |IIPAaKTHUYECKOM |pasaena
/11 3aHATHHI 3aHATUN (dac) MOJATOTOBKM,  |[TMCIIUI
(uac) ITMHBI
Y4eOHBIM IJIAHOM HE TPETYCMOTPEHO
| |
Bcero
4.4. JlabopaTopHble 3aHATHS
Tewmbl 1a00paTOPHBIX 3aHATUHN U UX TPYJOEMKOCTh MIPUBEACHBI B Tabnuiie 6.
Tabnuna 6 — JIabopaTopHbIe 3aHITUS U UX TPYAOEMKOCTh
N3 Hux INe
Ne HaumenoBanue 1abopatopHbIX paboT TPyNOEMKOCTS, | IPAKTHYCCKOI  pasiea
/o (dac) IIOATOTOBKH, |TMCIIHII
(dac) ITHHBI
Cemectp 3
1 [MeToauku MOCTPOEHUS CUCTEM 3AIUTHI 2 2 1
Nudopmaruu Lifecycle Security
2 |Meroauka ynpaBiaeHHs PUCKaMH, Ipejiaraemast 2 2 2
Microsoft
3 |Kputepuu oneHKH O6E30MACHOCTH 2 2 1
MH(OPMAIMOHHBIX TEXHOJIOTHH.
4 [Uccnengosanne metoanku CRAMM noctpoeHust 2 2 2,3
CHCTEM 3aIUThl HH)OPMAIHN
5 [Uccnenosanue metoauku OCTAVE nocrpoenus |2 2 2,3
CHCTEM 3aIUThl HHPOPMAIIH
6 [Uccnenosanue meroauku RiskWatch mocrpoenust 2 2 2,3
CucTeM 3aiuThl HTHQOpMAIUK
7 |Pa3paboTka MOJETIM MHOTOYPOBHEBOM 3aIl[UTHI 2 2 2
8 |Pa3paboTka peKOMEHAIINiT 10 CHIKSHHUIO PUCKOB |2 2 2
HapylIeHHs: 0€30MaCHOCTH 3aIUIICHHON
MHQOPMAITMOHHON CUCTEMBI
9 [MudpactpykTypa OTKpBITHIX Kitoueil. [lupposeie (1 1 4
CepTHU(HKATEL
Bcero |17 17

4.5. KypcoBoe nmpoekTrpoBaHue/ BBIIOIHEHHE KYpCOBOIl pabOThI
[{ens KypcoBoi pabOTHI: OCBOCHHE METOJIOB M CPEJICTB 3alIUTHl HH(MOopMaruu. Yacos
IIPAKTUYECKON NOAroTOBKHU: 17.
[TpumepHBIE TEMBI 3a/1aHII Ha KypcCOBYIO paboTy npuBeaeHs! B paznene 10 PI1/I.

4.6. CamocrodaTenbHas paboTa 00yJaroUnxcs
Bunbr camocTosTensHOM pabOThI U €€ TPYJA0EMKOCTh IPUBEACHBI B Ta0IHIIE 7.



Tabnuna 7 — Bumsl caMoCTOSITENBHON pabOTHI U €€ TPYIOEMKOCTh

By caMmocTosiTeIbHOM paOdOThI

Bcero, |Cemectp 3,

ycneBaemoctu (TKY)

qac qac
1 2 8

3yueHne TeOpeTHIecKoro Marepuasia 8 B

mucturuael (TO)

KypcoBoe npoextuposanue (KII, KP)

Pacuetno-rpaduueckue 3aganus (PI'3)

Brimonnenue pedepara (P)

[ToaroToBKa K TEKyIIeMy KOHTPOJIIO 4

Jlomamaee 3ananue (/13) 9 9

KoHnTposibHble paboThl 3a04uHUKOB (KP3)

[TonroToBka K MpOMEKyTOUHOM
atrecranuu (I1A)

Bcero: 21 21

5.

HepequL y‘IC6HO-MeTOI[I/I‘IeCKOFO obecnieueHus

JUISL CAMOCTOSITEIIbHOM pabOThI 00YUAIOIUXCS IO TUCHUILTAHE (MOJIYIIIO)
Y4eOHO-METOIUYECKUE MAaTepPHalIbl Ui CAMOCTOSATEIBHON paboThl O0YYarOIIUXCs YKa3aHbl B

ma. 7-11.

6.

AIEKTPOHHBIX y4eOHBIX W3/IaHUM MpUBEEH B Tabnuie 8.

Tabnuna 8— [lepeueHp nevaTHBIX U JIEKTPOHHBIX YYEOHBIX U3AaHUN

[lepeueHp nevaTHbIX U 3JIEKTPOHHBIX y4eOHBIX U3AaHul [lepeueHb nevyaTHbIX U

KomuecTBo 3Kk3eMILIIpOB B
[udp/ URL 5 o6ubnuoreke
nbnuorpapuyeckas ccbuika
aapec (KpoMme 2IEKTPOHHBIX
HK3EMILISIPOB)

004 bypakos, M. B. ba3el nannbix u s3eix SQL 50
b 91 [Texcr]: yweOHoe mocobue / M. B.

bypakos, P. P. Jlaremona; C.-Iletep®.

rOC. YH-T a3pOKOCM. IPUOOPOCTPOCHHUS. -

CII6.: U3n-Bo I'VAIIL 2014. - 120 c.
004.4 Maxmapaua, b. PHP u  MySQL. 30
M 15 VcuepnpiBaro-1iee pykoBoACTBO [Tekcr]

= PHP & MySQL. The missing manual

b. Maxnadaun. - 2-e uzg. - CIIO.:

[MTUTEP, 2014. - 544 c.
004 Momak H. H. Opranusanus 6e30macHoro 40
M 87 mocTyna K MH(QOpMalMOHHBIM pecypcam

[Tekcr]: yuebnoe mocodbue / H. H. Momak,

T. M. Tarapauxosa. - CI10.: U31- BO

['YAIL

2014. - 121 c.
004 Kosanenko, B. B. IIpoekTupoBanue 10
K 56 uHpopMallMOHHBIX  cucteM  [Tekcr]:

yaeOHoe nocobue / B. B. KoBanenko. -

M.: DOPYM: UHOPA-M, 2015. - 320 c.
004.4 Komucamuenko, J[. H. PHP u MySQL. 5
K 60 Paspabotka BeO-nipunoxenuit [Texer] / 1.

H. Konucuuyenko. -5-e uzz. - CIIO. :

bXB - [lerepOypr, 2015. - 592 c.




004 Kosanenko, B. B. IIpoekTupoBanue 10
K 56 MH(pOpMa- ILHMOHHBIX CHCTEM: YdeOHOe
rmocodue / B. B. Koasienko. - M.
OOPYM: UHOPA-M, 2015. -320 c.

004 Mormiak H.H. beszonacHocTh 40
MS87 MH(pOPMaITMOHHBIX CUCTEM: VYueO.
mocooue/ H.H.Momak — CII6.: T'YAIIL
2019. — 169 c. ISBN 978-5-8088-1414-1

004 Morrak H.H. be3onacHocTh 30
MS87 MH(POPMAIIMOHHBIX CHUCTEM: y4el. -MEeTOI.

mocooue/ H.H.Momak — CII6.: T'YAIIL

2020. — 73 c.
004 Momak H.H. 3amura mHOpMannoHHBIX 30
MS87 cucrem:  y4eb.  -meton.  mocobue/

H.H.Momax — CII6.: ['YAIIL 2020. — 154

C.
004 Momak  H.H. OcHoBbl  ympaBieHus 40
M87 MH(POPMAIIMOHHON 0e30MacHOCThIO: Yueo.

nocoobue/ H.H.Momak; mnox pex. B.B.
OpumnnukoBa. — CII0.: T'YAIL, 2022. —
141 c. ISBN 978-5-8088-1711-1

http://znanium.com/ |be3omacHOCTh U yIpaBlIEHHUE JOCTYIIOM B
catalog.php?bookin [MHGOPMAIIMOHHBIX cHUcTEeMax: YueOHoe
fo=405313 mocoone / A.B. Bacmiskos, MH.A.
Bacunpkos. - M.: ®opym: HHUIL]
NHOPA-M, 2013. - 368 c.

7. [lepeueHb 351eKTPOHHBIX 00PAa30BaTENLHBIX PECYPCOB HHPOPMALMOHHO-
TEJIEKOMMYHUKAIIMOHHOMU ceTn «HTepHeT»
[TepedeHb 37IEKTPOHHBIX 00pa30BaTEIbHBIX PECYPCOB MH(POPMALMOHHO- TEJIEKOMMYHUKAMOHHOM
cetn «MIHTEpHET», HEOOXOIUMBIX JUISI OCBOCHHS JUCIUTUIMHBI TpUBECH B Tabmwmie 9.

Tabmuma 9 — IlepedeHb DSIEKTPOHHBIX 00pPa30BATENBHBIX PECYPCOB  HMH(OPMALMOHHO-
TEJIEKOMMYHHUKAIIMOHHOHU ceTH «HTepHeT»
URL agpec HanmenoBanune

http://e.lanbook.com/view/book/1121/ [be3onacuocts Oracle rimazamu aynuTopa: HamajaeHUE U
sanuta/A.M. Tlonskos JIMK Ilpecc, 2010, 336 c.

http://e.lanbook.com/view/book/1122/ [Bamura kommbioTepHo# nHpopmanuu/B.®. llanpruH. -
JIMK TIlpecc, 2010. 544 c.

http://www.znanium.com/bookread.ph  |[KomruiekcHast cuctema 3anmuThl HHGOPMAIMK Ha

p?book=175658 npeanpustTuu: yueonoe nocodue/H.B. I'pumnna. - M.
dopym, 2009, 240 c.

http://e.lanbook.com/view/book/1919/ (O6ecneuenue 6€30MaCHOCTH OpraHU3aINi 1
MPOU3BOJICTBEHHBIX 00bEKTOB: [IpakTHyeckoe mocodue

U1 PYKOBOAMTENEH U paOOTHUKOB NPEANPHUATUN U
opranu3zaiuii/Ilerpos C.B. OHAC, 2007, 224 c.

8. [lepeueHb MHPOPMAITMOHHBIX TEXHOJIOTHHA
8.1. I[lepeueHb mporpaMMHOTO OOeCIIeYeHus!, UCIIOIb3YEMOTO MPH OCYIIECTBICHUH
00pa30oBaTeNbHOrO MPOLIEcca 10 TUCLMITIMHE.
[TepedeHp MCIIONB3YEeMOTO TIPOTPaMMHOTO o0OecTiedeHns mpeacTaBieH B Tadmme 10.

Tabnuua 10— Ilepedens nporpaMMHOro oOecreyeHHsI

Ne i/ HaumeHnoBanue

1 OneparnronHas cuctema MS Windows

2 TTaker MS Office

3 VMware ESXi



http://znanium.com/%0bcatalog.php?bookin%0bfo=405313
http://znanium.com/%0bcatalog.php?bookin%0bfo=405313
http://znanium.com/%0bcatalog.php?bookin%0bfo=405313
http://e.lanbook.com/view/book/1121/
http://e.lanbook.com/view/book/1122/
http://www.znanium.com/bookread.php?book=175658
http://www.znanium.com/bookread.php?book=175658
http://e.lanbook.com/view/book/1919/

8.2. IlepeyeHp MHGOPMALIMOHHO-CITPABOYHBIX CHCTEM,HCIIONB3YEMbIX IPU
OCYIIECTBJICHUN 00pa30BaTEIbHOTO MIPOIIECCa O AUCIUILINHE
[lepeuenp uCToNb3yeMbIX HHPOPMAIIHOHHO-CIIPABOYHBIX CUCTEM IIpecTaBiIeH BTadmuie 11.

Ta6mmma 11— Iepedyenp nHGOPMAITMOHHO-CITPABOYHBIX CUCTEM

Ne /1t Haumenosanue

He npenycmoTpeno

9. MarepuanbHO-TeXHHUECKas 0a3a
CocrtaB MaTepHaIbHO-TEXHUYECKOM 0a3pl, HEOOXOMUMOW I  OCYIIECTBIICHHS
00pa30BaTeNLHOTO MpoIiecca Mo TUCIUIUINHE, TPeCcTaBlieH B Tabmumel 2.

Ta6mmma 12 — CoctaB MaTepuaibHO-TEXHUIECKON Oa3bl

Ne HanmeHnoBaHue cOCTaBHON YaCTUMAaTEPUAIbHO- Howmep aynutopuu (npu
/0 [TeXHUYECKOH Oa3bl HEO0OXOMMOCTH )

UlexunonHast ayaiutopus

KomnbroTepHbIil Ki1acce

10. OreHouHBIE CpeACTBa /IS IPOBEJCHUS IPOMEKYTOUHON aTTeCTalluu
10.1. CocraB OIEHOYHBIX CPEACTB IJIsl MPOBEICHHS MPOMEXKYTOYHOM aTTeCTaIllH
oOyJaromuxcs 1o JUCHUTUTHHE MTPUBEICH B Tabmume 13.
Tabmuua 13 — CocTaB OIIEHOUHBIX CPEICTB JJIs IPOBEACHUS IPOMEKYTOUHON aTTeCTalluu

By npomMexyTo4HON aTTecTanuu [IepedeHb OLIECHOYHBIX CPENICTB

OJK3aMEH CHHCOK BOIIPOCOB K 9K3aMEHY.

BrinonHenue KypcoBoi paboTsl JKcIiepTHasl OIIEHKAa Ha OCHOBE TPeOOBAaHUHU K
COJIEPIKAHUIO KYpPCOBOM paboTHI o
JICLIUATIIINHE.

10.2. B xauecTBe KpUTEpUEB OLEHKU YPOBHS CPOPMHUPOBAHHOCTHU (OCBOEHHUS)
KOMIIETEHIMH 00yJaroIIMMUCs IPUMEHSETCS S-0aTpHas IKaxa OeHKA COPMHPOBAHHOCTH
KOMIIETEHIMH, KOTopasi npuBeeHa B Tabuuie 14. B TeueHne cemecTpa MOXKET UCIOIb30BATHCS
100-6ammpHast mIKana MOIyIbHO-PEHTHHTOBOI CUCTEMBI Y HUBEPCUTETA, MpaBHIIa
HCIOJIb30BAHUS KOTOPO, YCTAHOBJIEHBI COOTBETCTBYIOIINM JIOKAJIbHBIM HOPMATUBHBIM aKTOM
'YAIL

Tabmuna 14 —Kpurtepuu onieHKH ypoBHs ¢(hOPMUPOBAHHOCTH KOMIETEHINH

Or11eHKa KOMIIETEHIINHT
5-0ayupHad mKkana

XapakTeprcTuka c(hopMHUPOBAHHBIX KOMITETEHITHI

— oOyyaromuiicss TiayOOKO M BCECTOPOHHE YCBOWJI IPOTPAMMHBIN
MaTepHai;

— YBEPEHHO, JIOTUYHO, TTOCIIeI0BATEILHO M TPAMOTHO €T0 M3JIaraeT;

— ONHUPAsACh HA 3HAHUS OCHOBHOW M JIOTIOJIHUTENHHOW JUTEPaTyphl,

«OTIIAYHO ¥
TECHO TPUBS3bIBACT YCBOCHHBIC HAYYHBIC MOJOXKEHHUS C MPAKTUYECKOM
(3AUTCHO» JIESITSIIBHOCTRIO HAIPABIICHUS;
— yMeJi0 000CHOBBIBAET U ApTYMEHTUPYET BBIJIBUTACMBIC HM HJICH;
— JIeJIaeT BBIBOALI M 0000IIEHNS,;
— cBOOOJTHO BJIAJICET CHCTEMOM CITCITUATM3UPOBAHHBIX TIOHSTHH.
OlieHKa KOMITETEHITUHI

XapakreprcTrka chOpMUPOBAHHBIX KOMITETEHITHI

5-0auibHAd Kaia




«KXOPOULIO»
«3a4YTCHO»

— o0yJaromuics TBEPIO YCBOWII MPOTPaMMHBIA MaTepHall, TpPaMOTHO U
M0 CYIIECTBY W3JIaraeT ero, ONUpasCh Ha 3HAaHUS OCHOBHOM
JUTEPATYPHI;

— HE JIOMYCKAeT CYNICCTBEHHBIX HETOYHOCTEH;

— YBSI3bIBACT YCBOCHHBIC 3HAHHUS C MPAKTHYCCKOU JIEATCIBHOCTHIO
HATPaBIICHUS;

— apryMEHTUPYET HAYYHBIC TIOJIOKEHUS;

— JleJIaeT BBIBOALI M 0000IIEHNS;

— BJIJICET CUCTEMOM CIIeUaTH3UPOBAHHBIX TTOHSITHH.

«YZOBJIETBOPUTEIILHO
«3a4TCHO»

— o0yyJarouuics yCBOWJI TOJIBKO OCHOBHOW MPOTPaMMHBIA MaTepual,
M0 CYIIECTBY H3J1araeT €ro, ONMpasiCh Ha 3HAHHUS TOJBKO OCHOBHOM
JIUTEPATYPBHI;

— JIOMyCKaeT HECYIIECTBEHHBIC OMMOKN M HETOYHOCTH;

— WCOBITHIBAET 3aTPYAHEHHS B IMPAKTUYECKOM NPUMEHEHUM 3HAHUU
HaIpaBJICHUS;

— c1abo apryMeHTHUPYET HayIHbIC MTOJIOKEHHS,

— 3aTpynHsieTcs B GOpPMYJIUPOBAHUHN BBIBOJAOB M 000OIICHUH;

— YaCTUYHO BJIAJEET CUCTEMOM CIIELMATIM3UPOBAHHBIX IMOHITHH.

HCYOAOBJICTBOPUTCIIEHO
«HEC 3a4YTCHO»

— oOyyaromuiics He yCBOWJI 3HAYUTEIBHOW YaCTH MPOTPAMMHOTO
Marepuana;

— JIOIYCKaeT  CyIIECTBEHHBIE  OMMOKM W  HETOYHOCTH  NpHU
paccMOTpeHHH po0IeM B KOHKPETHOM HaIlPaBIICHHH;

— MCTIBITHIBACT TPYIHOCTH B MPAKTHYECKOM IPUMEHEHNUHN 3HAHUI;

— HE MOKET apryMEHTUPOBATh Hay4YHbIEC TIOJT0XKEHHS;

— He (HOPMYIHPYET BHIBOJOB M 0000IICHUH.

10.3. TunoBbie KOHTPOJILHBIC 3a/IaHUS WIH WHBIC MAaTECPHAIBI.
Bormpocsl (3agaun) u1s 9K3aMeHa npecTaBieHbl B Tadauie 15.

Ta6mmma 15 — Borpocs! (3agaun) 11 95K3aMeHa

Mosenb HapymuTeNs.

OrneHka HH(POPMAIIMOHHBIX PUCKOB.

O6paboTka HHOOPMAITMOHHBIX PUCKOB.

YpaBiieHuEe pUCKaMH.

Ta0GnuuHble METO/IBI OLIEHKH PUCKOB.

ApPXUTEKTYpa HHHOPMAITMOHHON CHCTEMBI

CoBpeMeHHbIE CTaHAapPThl B 00J1acTH MH(GOPMALIMOHHON
0€3011aCHOCTH,UCIIOJIb3YIONME KOHLENIUIO YIpaBlIeHUE
puckamu ISO/IEC 15408.

OueHounsle cTannaptsl 1b.

[{ennocth pecypcos HUC.

KpuTepuu orieHkr 6€30MacHOCTH HHPOPMAIIMOHHBIX CHCTEM.
Cranpaptsl ynpasienus b

Mopeslb MHOTOYPOBHEBOM 3aILUTHI.

AHaJIN3 CYIIECTBYIOLIUX MOJIX0I0B TOCTPOCHHS CUCTEM
3aIUTHl THPOPMAIUH.

TexHuyecKkne MeponpuUsaTUs 0 CHUKEHHUIO YPOBHS PHCKA.

Ko
Ne ni/mt [Tepedens BompocoB (3a1a4) A1 SK3aMEeHa A
WH/IAKATOpa
1 Moens 6€301aCHOCTH C MOJHBIM EPEKPHITHEM. [1K-5.3.1




CpaBHUTENBHBIE XapaKTEPUCTHKU METOJOB aHAIIN3a PUCKOB.
Meronnka CRAMM. Henocrarku.

Mertonnka CRAMM., Cranuu ucciieoBaHus.

Metoanka FRAP. Drtamnbl olieHKH PUCKOB.

Metoanka FRAP. [Toctpoenue MaTpuIlsl pucKOB.
Metoanka OCTAVE. ®a3bl aHanu3a puckos.

Metoauka OCTAVE. IToctpoenue npoduiist yrpo3sl.
Metonuka RiskWatch. Kpurepun onenku.

Meroauka RiskWatch. Xapakrepuctrka nporpaMMHOTroO
poaykTa. DPGhEeKT OT BHEIPCHUSI.

N nentudukanys u ayrTeHTHGUKAITH.

[Tporoxoxn Kerberos.

HdpacTpyKTypa OTKpBITHIX Kimtoueil. [{uppossie
cepTU(HUKATHI.

3amuTa 3J€KTPOHHOM MOYTHI.

[Tporoxon S/MIME.

[TpoTokou IPSec.

OpranuzanroHHbIe MEPONPUSTUS T10 3aIIKUTe HHGOPMAIUHU B
1C

[1K-5.V.1

[TporpamMma renepupyeT N-CUMBOJIBHBIC TTAPOJIH CIICTYFOIIHM
00pa30M: B KaUECTBE CUMBOJIOB UCIIOJIB3YIOTCS JICCATHUHBIC
U(PBI, @ TAKKE CTPOYHBIE M IMPOIMCHBIE IATUHCKHE OYKBHI B
m000M Topsizike (B JaTUHCKOM ajihaBuTe 26 3HaKoB). Bee
CUMBOJIBI KOJIUPYIOTCS OJTHUM U TEM K€ MHHHUMAIILHO
BO3MOYKHBIM KOJMYECTBOM OUT M 3aIKCHIBAIOTCS HA JHCK.
[Tporpamma crenepupoBaia 128 maposeii u 3anmucana ux B (aiin
opsi/l, 0€3 JOMOJTHUTEIBHBIX CUMBOJIOB. Pa3mep mosryueHHOTO
¢aiina cocrapmi 1,5 Kbaiita. Kakosa qimna naposs (N)?

Jlanubie 00beMoM 16 MOaiT mocTynaroT Ha KOMITBIOTED 10
JIMHUN CO CKOPOCTBIO Mepenaun AaHHbIX 32 Mourt/cek. [Tocne
nosiyueHus: 4 MOaiT KOMIIbIOTEp HAUMHAET OJHOBPEMEHHO
repesaBaTh 3TH JaHHBIE TI0 JPYTOH JINHUU CBSI3H CO CKOPOCTBIO
4 MowuT/cex. CKOJIBKO CEKYH/]T TPOMIET OT Havaja mprema
TAaHHBIX 110 BBICOKOCKOPOCTHOMY KaHaJly JI0 IOJIHOM Nepefadn
MX 110 HU3KOCKOPOCTHOMY KaHay?

[1K-5.B.1

Bompocs! (3amaun) amst 3aueta / qud¢. 3auera npescrapiaeHsl B Tabnuie 16.
Tabmuua 16 — Borpocs! (3agaun) u1st 3auera / aud . 3auera

No /1t

[Tepeuenn Bompocos (3ama4) 1is 3adera / qudd. 3auera

Kon
WHIUKATOPA

'Y4eOHBIM MJIAHOM HE MPETyCMOTPEHO

[Tepedens TeM aJist KypCOBOTO MPOSKTHPOBAHMSI/BBITIONHEHUSI KyPCOBOM paOOTHINIPEICTABICHBI B

Tabaure 17.

Tabnuna 17 — Ilepedenpb TeM AJisi KypCOBOTO MPOEKTHPOBAHUS/BINOIHEHHSI KypCOBOM pabOThI

Ne i/t

KYpCOBOil pabOThI

[TpumepHBIii TepeueHb TeM JUIsl KYpCOBOT'O MPOEKTUPOBAHUS/BBITTOIIHEHUS




VcTouHuKH, pUCKH U (DOPMBI aTaK Ha KOMITBIOTEPHBIE CHCTEMBI
Monenu 6e30macHOCTH HH(OPMAIIMOHHBIX CHCTEM

3amuTa nHGOPMaIUKA B COBPEMEHHBIX OIEPAIlMOHHBIX CUCTEMAaX
3amuTa HHPOPMALIUU B CETH

Bu bl moymMTUK HHGOPMAITMOHHONW 0€3011aCHOCTH
MatemaTtudeckre Moaesu HH(pOpPMAIIMOHHOM 6€30MTacHOCTH
TexHomoruu ayreHTU(UKAITUN

3amuTa HHPOPMAIUHN HA TPUKIIATHOM YPOBHE

CucreMa OTCleKUBaHUS BTOPKEHUN

O©COoONOOTS WN P

Bormpocs! 1151 mpoBeieHUs TPOMEKYTOYHOM aTTeCTAIluU B BUAC TECTHPOBAHUSITIPEICTABICHBI B
Tabymue 18.

Ta6mmma 18 — [IpumepHsIii TepeyeHb BOMPOCOB JJISI TECTOB

* perucTpanuu coObITUil 6€30MacCHOCTH

* BBISIBJICHUS TIOTIBITOK HECAHKIIMOHUPOBAHHOTO JI0CTyIa

- obecrieueHus HeJIOCTHOCTH TaHHbIX

* JUIsL OTPAHUYEHUS JOCTYIA CIIy4aifHbIX U HE3aKOHHBIX CYOBEKTOB
MH(POPMALIMOHHON CUCTEMBI K €€ 00beKTaM

AHaJIM3 HAaKOIUIEHHOM MH(pOpMaLny, IPOBOJAUMBIN ONEPAaTUBHO, B
peaIbHOM BPEMEHM WIIM NEPUOINYECKH Ha3bIBACTCS — ...

- Aynur

AHaJIM3 HaKOIUIEHHOW MH(pOpMalny, IPOBOJAUMBIN ONEPAaTUBHO, B
peasbHOM BPEMEHH WM NEPUOINYECKH HA3bIBAETCH ...

© ayauT

* HICHTU(UKALINS

* ayTeHTU(UKALIH

- mudpoBaHue

OnepaTuBHBIN ayAUT ¢ aBTOMATUYECKUM pearipoOBaHUEM Ha BbISIBJICHHbBIC
HEIITaTHbIE CUTYallUH Ha3bIBAETCH ...

* aKTUBHBIM

OnepaTuBHBIN ayAUT C aBTOMATUYECKUM pearipoOBaHUEM Ha BbISIBJICHHbBIE
HEIITaTHbIE CUTYallUH Ha3bIBAETCH ...

* aKTUBHBIM

* OIEpPaTUBHBIM

" HEOTJIOXKHBIM

* aBTOMaTH4YECKUM

'YrpaBieHre AOCTYIIOM, NpeACTaBIstolee OO0l pa3rpaHUYeHHE JOCTYTa
MEX/Ty TOUMEHOBAaHHBIMU CYOBEKTaMH U IOUMEHOBAaHHBIMH 0OBEKTaMH,
HA3bIBACTCH ...

* IUCKPETHOE

" MaHJIaTHOE

* IPUHYIUTENbHOE

* CTaTUCTUYECKOE

AyTeHTH(pHKAIM, KOTOpas 00ecTednBaeT 3aIIUTy TOJIBKO OT
HECAaHKI[MOHNPOBAHHBIX JIEHCTBUI

B CUCTEMaXx, IJIe HApYIIUTEIb HE MOKET BO BpeMsi ceaHca paboThl
MPOYNTATh ayTeHTHU(PUKAIMOHHYIO MH(OpPMAIINIO, HA3bIBAETC ...

* CTAaTU4ECKOMN

* YCTOMYHBOM

* IIOCTOSIHHOM

" IEPEMEHHOU

[Tprimepom cpencTBa ... ayTeHTU(UKAINY SBIISIOTCS TPaJIULMOHHbIE
[IOCTOSTHHBIE MTAPOJIH.

* CTaTUYECKOU

* YCTOMYHUBOM

y Koz
Ne /it [IpuMepHBIil IepeYeHb BOIIPOCOB ISl TECTOB
WH/IAKATOpa
Wnentndukanus u ayreHTH(GUKAIUN TPUMEHSIOTCS JUIS ... [MK-5.V.1




* IIOCTOSIHHOM

* IEPEMEHHOM

AyTeHTH(HKAIN, KOTOpask UCIIOJIb3YeT JUHAMUYECKHE TaHHbIC
ayTeHTH(UKAITIN, MEHSIOIINECS ¢ KaKIbIM CEaHCOM paldOoThl, HA3bIBACTCS

* YCTOMYHUBOM

- CTaTUYECKOU

- HOCTOSTHHOH

* IEPEMEHHOU

Peanuzanusamu ... ayTeHTU(UKAIIUY SBIISFOTCS CUCTEMBI, UCITOJIB3YIOIITUE
OHOPA30BbIC MTAPOJIM U JIEKTPOHHBIE MTOAIMUCH.

* YCTOMYHUBOM

- CTaTUYECKOU

- HOCTOSSHHOH

" IEPEMEHHOU

[TepedeHb TeM KOHTPOJIBHBIX PpadOT MO JUCHUIUIMHE 00Y4aroLMXCsl 3204HON (hOpMBIOOYUEHMS,
npezcTaBieHsl B Tadmuie 19.

Ta6muma 19 — [lepedeHb KOHTPOIBHBIX PabOT

Ne ii/m [lepeueHb KOHTPOJIBHBIX PabOT

He npenycMoTpeno

10.4. Metoauueckue MaTepuabl, ONpeAessIoIIre NPoLeaypbl OLEHUBAHUS
WH/IUKATOPOB, XapaKTEPU3YIOIIUX dTAIbl (OPMUPOBAHUS KOMIIETCHIIUH, COJIEPKATCS B
JIOKQJIBHBIX HOpMAaTUBHBIX akTax ['YAII, pernmaMeHTUPYIONIUX NOPIOK U POLENYPY
IIPOBEJICHUS TEKYILIEr0 KOHTPOJI YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTeCTalluy O0yJarouxcs
I'VAIL

11. MeTtoauyeckue yka3aHus J1js 00y4aronuxcs M0 OCBOCHHUIO AUCHIUTIIMHBI

11.1. MeToauueckue yKa3aHus JUisl 00y4YaroIIMXCsl IO OCBOCHUIO JIEKIIMOHHOTO
Marepuaa.
OcHOBHOE Ha3Hau€HHUE JIEKIMOHHOTO MaTepHala — JIOTHUECKU CTPOMHOE, CUCTEMHOE, TITyOOKoe U
SICHOE U3JIOKEHUE yueOHOTro Martepuaia. HazHaueHne cCOBpeMEHHOM JIEKIIMKA B paMKax JUCITUTITMHBI
HE B TOM, YTOOBI MOJYYUTH BCIO HH(POPMAIIHIO TIO TeME, a B OCBOCHUHU (PyHIAMEHTAIBHBIX MPOOIeM
JTUCIUTIITMHBI, METOJIOB HAYYHOTO MO3HAHUS, HOBEUIITUX JOCTHXKEHUN HAydyHOU MbICTU. B yueOHOM
Mpolecce JEKIHUs BBIMOIHIET METOJIOJIOTHYECKYI0, OPTaHU3AlMOHHYI0 U WH(GOPMAIMOHHYIO
byakuun. JIeKus packpbiBaeT MOHATHHHBIN anmnapaT KOHKPETHOW 00J1acTy 3HaHUsI, €€ MPOOJIeMBl,
JIaeT LENbHOE MPEJCTABICHUE O TUCLIUIUINHE, TOKAa3bIBAET B3aUMOCBS3b C JPYTUMU AUCIUIIIIMHAMHU.
ILrapupyeMble pe3yAbTaTEl IPU OCBOCHHMM 00YYAIOIMMUCS JSKIIMOHHOI0 MaTepyaa.
— TIOJIyYEHUE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBS3aHHBIX 3HAaHUW, YPOBEHb
KOTOPBIX OINPEIENSIETCS LENEBOM YCTAHOBKON K KaXX0M KOHKPETHOU TEME;
— TIONy4YeHHE OMBITa TBOPUYECKOM PabOThI COBMECTHO C MpemnojaBaTesieM;
— pa3BuUTHE MNPOQPECCHOHAIBHO-IETOBBIX  KAauecTB, JIIOOBH K  MpeaMeTy
CaMOCTOSITEJIBHOTO TBOPYECKOTO MBIIIICHHUSI.
— TIOSIBJIEHHE HEOOXOAMMOTO HHTEpeca, HEOOXOAMMOTO JIJIsi CAMOCTOSTEIbHON PabOTHI;
— TMOJy4YeHUE 3HAaHUH O COBPEMEHHOM YpPOBHE pa3BUTUS HAYKHU M TEXHUKA U O
MIPOTHO3€ UX Pa3BUTHS HA OIFDKAUIIINIE TOMBI;
— Hay4HdThCS METOJMYECKH 0OpabaThiBaTh Marepuai (BBIICTATH TJIABHBIE MBICIH H
MOJIOKEHUs, TPUXOJUTh K KOHKPETHBIM BBIBOJAM, TOBTOPATh WX B  PA3IUIHBIX
(bopMyIHpOBKax);

—  TIOJy4eHHE TOYHOTO MOHMUMAaHUS BCEX HEOOXOAMMBIX TEPMHUHOB U MTOHSATHH.
JIeKUMOHHBIA MaTepual MOXET COMPOBOXKIATHCS IEMOHCTPALMEN CIIANAOB M HCIOJIb30BAHHEM
pa3gaToOYHOro MaTepuana MpH MPOBEIECHUM KOPOTKHX JUCKYCCHUH 00 OCOOEHHOCTSX MPUMEHEHHS
OTJICIBHBIX TEMATHK 110 JUCIIHILIINHE.

CTpyKTypa IpeaoCTaBICHUS ISKIIMOHHOTO MaTepHaa;




Paznen 1.Ynpasnenue puckamu.

Tema 1.1. Mogenb 6€30IaCHOCTH C MOJIHBIM MEPEKPBITHEM.

Tema 1.2. Cranmaptel B 00jacTu WH(MDOPMAIMOHHOW O€30MMaCHOCTH, WCIIOJIB3YIONINE KOHIICTIIIHIO
ynpaeienue puckamu ISO/IEC 15408.

Tewma 1.3. Kputepuu onieHKu 6€30macHOCTH HH(POPMAIIMOHHBIX TexHoorwii. Tema 1.4,

Crangaptel ISO/IEC 17799/27002 u 27001.

Paznen 2. Meroauku mocTpoeHust CUCTeM 3aiuThl nHpopmanuu. Tema 2.1.

Mojenp MHOTOYpPOBHEBOW 3aLUTHI.

Tema 2.2. AHanu3  CyHIECTBYIOIIUX IOAXOJOB IOCTPOCHUS CHUCTEM  3aIlIUThI
uHpOpMaLnH.

Tema 2.3. Texuuueckue MEpONPUATUS IO CHUKEHUIO YPOBHS pucka. Pazaen 3.

MeTtonuku 1 IporpaMMHBIE TPOIYKTHI AJIs OLleHKH puckoB.Tema 3.1. MeTtoauka

CRAMM.

Tema 3.2. Meroauka FRAP. Tema 3.3.

Meromnka OCTAVE. Tema 3.4. Meroanka

RiskWatch.

Pasnen 4. PazpaboTka pekoMeHIaIMil MO0 CHUYKEHUIO PUCKOB HapyllIeHUs 0€30MacHOCTH
3alUIIEHHON HH()OPMAITMOHHONW CUCTEMBI.

Tema 4.1. Unentuduxanus u ayrentuduxanus. Tema 4.2,

ITporoxon Kerberos.

Tema 4.3. UndpactpykTypa oTKpbITHIX Kitoueil. [{udpossie cepruduxarel. Tema 4.4.
[Iporoko:n 3amuThl 31eKTpoHHOM nouTel S/MIME.

Tema 4.5. IIpotokon IPSec..

11.2. Meroauyueckue yka3aHus Ui OOyYaroIIMXCsl IO BBIMOJHEHUIO JIAOOPaTOPHBIX
pabort
B xozxe BbImonHEHMs J1a0OpaTOpHBIX pabOT OOydaroLUiics AOIKEH YIIIyOUTh MU
3aKpenuTh 3HAHUS, MPAKTUYECKHE HAaBBIKH, OBJIAJETh COBPEMEHHOM METOJMKON U TEXHUKOU
HKCIEpPUMEHTa B COOTBETCTBUM C KBWIM(UKALMOHHOM XapaKTEepUCTUKONH OO0Yy4aromerocs.
Boinonnenue mabopaTOpHBIX pPabOT COCTOUT U3 3KCHEPUMEHTAIbHO-TPAKTUYECKOM, pacdeTHo-
AHAINTUYECKON YaCTeW U KOHTPOJIBHBIX MEPOIIPUATHIA.
BoinonHenue 1abopaTOpHBIX pabOT 00ydaroIIMMCS SBISETCS HEOTHEMJIEMON 4YaCThIO HU3YUYEHHS
JUCLUIUIMHBL, OIpenesnseMold y4eOHbIM IJIAHOM, MU OTHOCUTCS K CpPEICTBaM, 00€CHeuHBaOLINM
pelleHe CIeayOINX OCHOBHBIX 3a/1a4 00y4YaroIerocs:
— TIpHOOpeTeHHWEe HaBBIKOB HCCIEIOBaHMA IMPOIECCOB, SBICHUH M OOBEKTOB,
M3Y4aeMbIX B paMKax JIaHHOM ITUCLUILIVHBI,
— 3aKpeIUICHHE, Pa3BUTHUE U AETaIN3aLUs TEOPETUUECKUX 3HAHUMN, IIOJyYEHHBIX Ha
JEKUUSAX;
— TOJy4YeHHe HOBOM MH(OPMALINU IO U3Y4aeMOH TUCHHUILINHE;
— TIpHOOpeTeHHWEe  HaBBIKOB  CAMOCTOSITEIbHOM  paboThl ¢ J1a0opaTOpHBIM
000opyZ0BaHUEM U PUOOPaMHU.

3ajianue ¥ TpeOoBaHUs K IPOBEACHUIO JJAOOPATOPHBIX paboT

BapuanT 3amanus mo kaxaoi nmadoparopHoil paboTe 0OyyaromMHCs MOJIy4yaeT B COOTBETCTBHHU C
HOMEPOM B CIMcKe rpymnmbl. [lepen mpoBeneHneM 1abopaTopHON pabOThl 00yYarOmEMyCsl CIeayeT
BHUMATEJIHHO O3HAKOMUTHCS C METOJMUYECKUMHU yKa3aHUSMHU TI0 €€ BBIMOIHEHUI0. B cooTBeTCTBUM
C 3aJaHueM OOYyYaroIIWHCS JIOJDKEH IIOATOTOBHTH HEOOXOAWMBIC JaHHBIE, TOIY4YUTh OT
mpernojaBaTenss JONYyCK K BBIMOJHEHUIO J1A0OpaTOpHOUM pPabOTHI, BBIMOIHUTh YKa3aHHYIO
MOCJIE0BATENbHOCTh JEHCTBUM, MOTYYUTh TpeOyeMble pe3ynbTaThl, OQOPMUTH U 3AIUTHUTH OTYET
no nabopatopHoi padore.

Crpykrypa u hopma oTyeTa 0 J1abopaTopHoii paboTe

Otuer o nabopaTopHON paboTe JOHKEH BKIIOYATh B CEOSl: TUTYJIBHBIM JHUCT, (HOPMYIUPOBKY
3aJaHMsI, TEOPETHUECKUE MOJIOKEHHSI, MCIIOJIb3yeMble MpPU BBIOJHEHUU J1aOOpaTOpHON pabdoThI,
OIHCaHKE MPOIIeCcca BHITOTHEHHS J1a00PATOPHOM PadOThI, IOJTYYECHHBIC PE3YIbTATHI U BBIBOJIBI.




TpeGoBanust k 0hopMIIEHUIO OTUYETA O JIAOOpaTOPHOU paboTe
ITo xaxxaoi 1abopaTopHON PabOTE BBHITOIHAETCS OTACIBHBIN OTUeT. TUTYIBHBIN JTUCT OpopMIseTcs
B COOTBETCTBUU C 11ab10HOM (00pa3ioM) npuBeneHHbIM Ha caiite ['Y AIT (www.guap.ru) B pasjerne
«CeKTop HOpPMAaTUBHOM JOKyMeHTaluu». TeKCToBble U Tpadudeckue MaTepHuaibl 0QOpMIISIOTCS B
coorBercTBUM C aedctBytommmu ['OCTamu u TpeboBaHusAMHU, puBeAeHHbBIMH Ha caiite ['YAII
(www.guap.ru) B pazaene «CeKTop HOPMAaTHBHOMN TOKYMEHTAIIUNY.
MeTtoauueckue yKa3aHus 1o MPOX0KICHUIO JIaOopaTOPHBIX PaboT:
1. [004.056(075) T 33] beszarees C. B. Teopust unpopManrioHHOM 0€30IaCHOCTH H
METO/I0JIOTHS 3Tl HH()OPMALIUU: METOINYECKUE YKa3aHUsl K BBIIOJIHEHUIO TAOOPaTOPHBIX
pabot Ne 1. - CII6.: TOY BIIO "CII6I'YAII", 2007. Kon-Bo 3k3. B 6u6i. — 88.




2. [519.7 M 34] N. JI. Epom, M. 1O. JIuteunog, H. B. ConoBreB. MaremaTuieckue
OCHOBBI 3aIIUTHI HH(OPMALIMH: METOIMYECKUE YKa3aHUS K BHIMOJHEHUIO Ta00PaTOPHBIX paboT.
CIIo.: 'OV BIIO "CII6I'YAIT", 2008. - 31 c. Koi-Bo 3k3. B 0u0i1. — 74.

11.3. Meroauyeckue yka3aHus JUisl 00 yJaroIuXcs IO MPOX0KICHUIO KYpPCOBOTO

MIPOEKTHUPOBAHNUS/BBITIOIHEHUS KypCOBOM PabOTHI
KypcoBoii mpoekt/ pabota mnpoBOAMTCA C LENbl0 (GOPMHUPOBAHUS y OOYYArOIIMXCS OIBITA
KOMIIJIEKCHOTO PELICHUsI KOHKPETHBIX 3a7ad MPO(PeCCHOHANIBHOMN NeSTETbHOCTH.
KypcoBoii npoekt/ paboTa mo3BoJjisieT 00yqaroIiemMycs:

— CHCTeMaTHU3MpOBaTh U 3aKPENUTh IMOJyYEHHBIE TEOPETUYECKUE 3HAHHUS U
MPAKTUYECKHE YMEHUS MO MNPOPECCHOHATbHBIM YUYEOHBIM JUCHUIUIMHAM W MOJYISAM B
COOTBETCTBHUH C TPEOOBAHUSAMH K YPOBHIO MOJITOTOBKH, YCTAaHOBJICHHBIMH ITPOrpaMMOi ydeOHOU
JUCHUIUIMHBL,  MPOrpaMMON  TMOATOTOBKM  CHEIMAIMCTAa  COOTBETCTBYIOIIETO  YpPOBHS,
KBaJIM(DUKAIIHH;

— MOPUMEHUTH TOJYYCHHbIC 3HAHUS, YMEHUS M TMPAKTUYECKUN OMBIT MPU PEIICHUU
KOMIUIEKCHBIX 33]1a4, B COOTBETCTBHH C OCHOBHBIMH BHIaMH MPO(ECCHOHATLHON e TeIbHOCTH
10 HAPABJICHUIO/ CHIEIMATBHOCTH/ IPOTPAMME;

—  yrayOuTh TEOPETHUYECKHE 3HAHUSI B COOTBETCTBUU C 33JJaHHOH TEMOIA;

— cdopMupoBaTh YMEHHSA TMPUMEHATH TEOPETUYECKUE 3HAHUS TPU PEUICHUU
HECTaH/IapPTHBIX 3a/1a4;

— TPHUOOPECTH OIBIT AHAIUTUYECKOH, pacu€THON, KOHCTPYKTOPCKOW pabOTHI H
chOopMHUPOBATH COOTBETCTBYIOIINE YMEHHUS;

— cdopMupoBaTh yMeHUs1 pabOTHI CO CIIEUaTbHON JTUTEPATYPOl, CIIPABOYHOM,
HOPMAaTUBHOI U TPABOBOM JTOKyMEHTAlMEH U MHBIMU UH(GOPMAITMOHHBIMU HCTOYHUKAMH,

— chopmupoBaTh yMmMeHHS (HOPMYIHPOBATH JIOTMYECKH OOOCHOBAaHHBIC BBIBOJIBL,
MIPEIOKEHUS U PEKOMEHIALUU M0 PE3yIbTaTaM BBIIIOJIHEHUS PaOOThI;

—  Pa3BUTh NPO(PECCHOHANBHYIO TUCHbMEHHYIO U YCTHYIO pedb 00YyJaromerocs;

—  Ppa3BUTh CUCTEMHOE MBIIUIEHUE, TBOPUECKYIO MHULIUATHBY,

—  CaMOCTOSIT€IBHOCTh, OPTaHH30BAHHOCTh U OTBETCTBEHHOCTH 33 IPUHUMACMBbIC
pereHws;

— chopMupoBaTh HaBBIKM IUIAHOMEPHOW pErylsapHOH pabOTBl Haa pelIeHHeM
MOCTABJICHHBIX 3a/1a4.

CTpyKkTypa MOSCHUTSILHON 3aIIMCKHM KYPCOBOI'0 IIPOEKTa/ paboThI
1. TIlocraHoBka 3amaun
2.  OcHoBHas 4acTb
3. PacuyeTrHast/aHaauTHYECKas YaCTh
4. BrBoabI

TpeGoBanus k 0HOpPMIIEHUIO TOSICHUTEIHHON 3alMCKH KYPCOBOTO MPOEKTa/ pabOThI

—  Odopmienue ¢ UCTOIb30BaHUEM CTUIIEH

— MS Word (OO Writer) nau TeX

— Hanuuue ornaBnenus

— Hanuuue ccpiiok Ha nutepatypy

— Hanuuue noanucei K KapTUHKAM
TutynbpHBIN THUCT 0QOPMIIIETCS B COOTBETCTBHH C IIa0JIOHOM (00pa3iioM) MPUBEACHHBIM Ha CalTe
I'VAIl (www.guap.ru) B pazgene «CeKkTop HOPMATHBHON JTOKyMEHTAIMW». TEeKCTOBBIE U
rpaduueckue Matepuanbl O(GOPMISIOTCS B COOTBETCTBUH ¢ AeiicTBytomumu ['OCTamu u
TpeboBaHUsAMH, pUBeACHHbIME Ha caiite ['Y ATl (Www.guap.ru) B paszuene «CeKTop HOpMAaTUBHOMN
JIOKYMEHTAIUN».




11.4. Metoauyeckue yKa3aHus 411 00yUYaIOMIUXCs TT0 TMPOXOKISHUIO CAaMOCTOSTEIHHOM
paboThI

B Xo0j1e BBINOTHEHHS CAMOCTOSITEIILHOW paOOThI, 00YYaIONIHIACS BBITOJIHIET PadOTy MO 3aJlaHUI0 U
IIPU METOAMYECKOM PYKOBOJCTBE MPEIoaBaTesi, Ho 0e3 ero HeMmoCPEACTBEHHOTO YUacCTHs.
Jns oOydarommxcst o 3a049HOM (hopMe 0OydeHUs, CaMOCTOsATENNbHAs pad0oTa MOXET BKJIIOYATh B
ce0s1 KOHTPOJIBHYIO padoTy.
B mporecce BBIMOJHEHHS CaMOCTOSITEIBHOH paboThl, y oOydaromerocs (opMupyercs
nenecooOpasHoe MIaHUPOBaHKUE padOYero BPEMEHHU, KOTOPOE MO3BOJISICT UM Pa3BUBATh yMEHUS H
HaBBIKH B YCBOCHHH M CHCTEMATU3alMU MPUOOPETaEMBbIX 3HAHUI, 00ECIICUNBaCT BHICOKUI YPOBEHb
YCIIEBAEMOCTH B MEPHOJ O0yUYEHUS], IOMOTAET MOJYYUTh HABBIKU MOBBIIIEHUS TPO(ECCHOHATIEHOTO
YPOBHHI.
MeTouYecKUMU  MaTepHuaiaMy, HaIpaBISIONUMU  CaMOCTOSITEIBHYI0 pa0oTy 00ydaromuxcs
SIBIIICTCSl y4€OHO-METOUYECKHII MaTeprall IO TUCITUTUIHHE.
Jis pa3BUTHS Y CTYJICHTOB HaBBIKOB CAMOCTOSTEIBHOTO OBJIAJICHUSI TEOPETUYCCKUM MaTepUAIOM
P TEM JMCIUIUIMHBI HAa JIGKIMOHHBIX 3aHATHSAX JaeTcs OO030pHO, YTO MpPEanojaraet Hx
CaMOCTOSITENIHOE JAETATBHOE U3yUCHHE.
[lepeveHb TeM i CaMOCTOSITEIbHOTO U3YUCHUS:

—  Mopenb 6€30MaCHOCTH C MOJIHBIM ITEPEKPHITUEM.

— Crangaptel B o0Oimacth  MHGOPMAIMOHHONH  OE30MAaCHOCTH,  HCIIOJb3YIOIIUE

KoHIenuuio yrnpasnenue puckamu [SO/IEC 15408.

—  Kpurepuu oneHkn 6€30mMacHOCTH HH()OPMAIIMOHHBIX TEXHOJIOTHH.
- Cranpmaptel ISO/IEC 17799/27002 u 27001.

—  TexHUYECKHE MEPOTIPHUSATHS 110 CHIDKEHUIO YPOBHS PUCKA.

—  Meroguka CRAMM.

— Meroauka FRAP.

—  Meroguka OCTAVE.

—  Meronuka RiskWatch.

—  TIpoToko: 3amuTel 3nektponHo# moutsl S/MIME.

11.5. Metoauueckue yka3aHust JUisl 00y4aroIuxcs Mo MPOX0KIEHUIO TEKYILEro
KOHTPOJISl YCIIEBAEMOCTH.

Texymmii KOHTPOJIb YCIIEBAEMOCTH MPEIyCMAaTPUBAET KOHTPOJIb KauecTBa 3HAHHM 00ydJarONIuXCs,
OCYILIECTBIIIEMOTO B TEUEHHE CEMECTPA C L1EJIbI0 OLIEHUBAHUS X0/1a OCBOCHUS TUCIUIUIMHBI.
Texymmii KOHTPOJIb YCIIEBAEMOCTH MPEIyCMAaTPUBAET KOHTPOJIb KauecTBa 3HAHHMH 0OydJarONIMXCs,
OCYILIECTBIIIEMOTO B TE€UEHHE CEMECTPA C LEJIbI0 OI[EHUBAHUS X0/1a OCBOEHUS JUCHUIUIMHBEL. Popma
NIPOBE/ICHUSI TEKYIIETO KOHTPOJS — 3alliTa OTYETOB IO JIA0OpaTOpHBIM paboTaMm. Pe3ynbTarhl
TEKYILLEro KOHTPOJIS YUUTBIBAIOTCS MPH MPOBEIEHUH MPOMEKYTOUHON aTTECTallud B COOTBETCTBUU
¢ tpebdoBanusimu CTO I'VAIL. CMK 3.76 «IlonoxxeHue o TeKylmieM KOHTpPOJE YCIEBA€MOCTHU U
IPOMEXYTOUHOW  aTTecTallMu  CTyAeHTOB W acnupaHToB ['YAIL,  oOydarommxcs 1o
00pa3oBaTeNbHBIM POTPAMMaM BBICIIIET0 00pa30BAHHUSI.

11.6. Mertoanyeckue ykazaHus sl 00YJaOUIHXCS TI0 TIPOXOKACHUIO TIPOMEKYTOUHON
aTTeCTallUu.

[TpomexyTouHas aTTecTalys OOYYaIOIIMXCS MPEIyCMaTPUBAET OLEHHUBAHUE MPOMEXKYTOUHBIX U
OKOHYATEJbHBIX Pe3yJIbTaTOB 00y4YeHHs Mo AucuuIuinHe. OHa BKIIIOYAeT B ce0sl IK3aMeEH.
Ok3aMeH — (Qopma OIEHKM 3HaHWM, MOJIYYEHHBIX OOydaloIlMMcs B Tpoliecce M3y4dyeHHUs Bceil
JUCLUIUIMHBI WM €€ 4acTH, HaBBIKOB CAMOCTOSITEILHON pabOoThl, CIIOCOOHOCTH MPUMEHATh UX IS
pelieHuss  MpakTUYeCKUX  3aJad. OK3aMeH, Kak [paBWIO, TPOBOJUTCA B  IEPHOJ
HK3aMEHALIMOHHONW CECCUU U 3aBEPIIACTCS ATTECTALMOHHON OLIEHKOW «OTIMYHO», «XOPOILIO»,
«YAOBIIETBOPUTEIHHOY, «HEYIOBIETBOPUTEIHHOY.
CucreMa OLIEHOK IIPU ITPOBEJEHUM NMPOMEKYTOYHON aTTECTALUN OCYIIECTBISETCS B COOTBETCTBUH
¢ TpeboBanusMu Ilonmoxkenuit «O TeKylleM KOHTPOJE YCIEBAEMOCTH M IPOMEKYTOUHOM
arrectauuu ctyaeHtoB ['YAIIL, oOyuarommxcsi mo mporpaMMam BeIciIero obpasoBanusi» U «O
MOAYJIbHO-PEUTUHTOBOM CHCTEME OLICHKH KauecTBa yueOHOM paboThl cTyneHToB B ['Y All».



Jluct BHeceHus: U3MEHEHUH B pabouyio MporpaMmy AUCHUILTUHBI

JlaTta BHECEeHUS
N3MEHCHHI 1
JIOTIOJTHCHUH.

Iloamnmce BHECHIETO
W3MCHCHHS

ConepskaHue U3BMEHEHHUM U JTOTIOTHEHUM

Jlata u Ne
[IPOTOKOJIA
3acemaHus
kadeapst

Iommuce
3aB.
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