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AHHOTaNINA

HucuumnnuHa «3amuTra  ceTeil OT HECAaHKIMOHUPOBAHHOTO JOCTYMHa» BXOJUT B
o0pa3oBaTeNbHYI0 MPOrpPaMMy BBICIIETO OOpa30BaHHUS — TMPOTPaAMMy MAarHUCTPaTyphl TIO
HarpaBjeHu0 moaAroToBky/ cneruaibHocTH 11.04.02 «MHDOKOMMYHUKAITMOHHBIC TEXHOJIOTHU
U CHCTEMBI CBSI3W» HAIMPABICHHOCTH «3alIUIICHHBIE WH()OKOMMYHHKAIIMOHHBIC CHCTEMBIY.
Hucnurnmuna peanusyercs kadenpoit «Ne25y.

JlucummiimHa  HE  ABISETCS  OO0sI3aTENIbHOM  TpPW  OCBOGHUW  O00ydYaromuMcs
o0pa3oBaTeNbHOIl MpOrpaMMbl U HalpaBiieHa Ha YriayOleHHoe (OpMHpOBAHHE CIETYIOIINX
KOMIIETCHIIUH:

[IK-4 «Cnocoben k obOecneueHn0 HWHGOPMAIMOHHONW O€30MacHOCTH CHUCTEMHOTO
MPOrPaMMHOTO o0ecTieueHus THPOKOMMYHUKAIIMOHHOW CUCTEMBI OPTaHU3AIHI

CopepxaHue IUCHUUIUIMHBI OXBaThIBA€T KpPYI BOIIPOCOB, CBSI3AHHBIX C H3YUYEHUEM
TEOPETUYECKMX U TPAKTHYECKUX OCHOB oOecreueHuss WHQPOPMAIMOHHON 0e30macHOCTH B
MAKETHBIX MYJIBTUCEPBUCHBIX ceTsX Ha TexHosoruu IP-QoS.

[IpenogaBanue IUCHUILIMHBI TPEAyCMaTpUBACT clieaytone (GopMbl OpraHu3aIun
y4eOHOro mpoiiecca: JEKIMH, CaMOCTOsATeIbHAas paboTa CTyAeHTA.

[IporpaMMo#i NUCHUTUIMHBI TPETYCMOTPEHBI CIEAYIONUE BHUABI KOHTPOJS: TEKYIIHMA
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHAs aTTecTaus B opMe 3a4era.

OOmast TpyT0EMKOCTh OCBOCHHSI JUCIMIUIMHBI COCTaBISCT 2 3a4ETHBIX CJIMHHIBI, /2
qaca.

SA3bIK 00yUYeHHUS 110 AUCIHHUIUINHE «PYCCKUH »



1. IlepeudeHb MIaHUPYEMBIX PE3YJIHTATOB O0YUEHUS MO AUCLUILITHHE
1.1. Tlenu npenogaBaHusi JUCIUTUTUHBI
enpro kypca "3ammra ceTeid OT HECAHKIIMOHHUPOBAHHOTO JOCTyNa'" SBISETCS HU3Y4YCHHE
TEOPETUYECKNX U TIPAKTUYECKUX OCHOB oOOecredeHus WHQPOPMAIIMOHHOW O0e30MacHOCTH B
MaKeTHBIX MYJBTUCEPBUCHBIX ceTsX Ha TexHosnoruu IP-QoS.

1.2. JucumnnunHa sBisercs (aKyJIbTaTUBHOW AMCUUIUIMHOW TIO  HANpaBJICHHUIO
00pasoBatenbHO MTporpamMMsl Beiciiero oopasoanus (panee — OI1 BO).

1.3. TlepeueHb IUTAHUPYEMBIX PE3YIHTATOB OOYUCHUS 110 AUCIUILTUHE, COOTHECEHHBIX C
IJIaHUpyeMbIMU pe3ysibTaTaMu ocBoeHus: OI1 BO.

B pesynbrare m3ydeHus AMCHUILIMHBI OOYYAIONIUICS JOJDKEH 001alaTh CIEAYIOIUMU
KOMIETCHIMSIMH WM WX YacTaMU. KoMIeTeHIIMy U MHAMKATOPhI X JOCTHXKEHUS MPUBEICHBI B
tabnuue 1.

Tabmuna 1 — [lepeueHp KOMIETEHIMN U UHAUKATOPOB UX JIOCTHXKEHUS

Kareropus (rpynmna) Kon u HaumenoBanue Koxa u HaumeHoBaHMe HHAMKATOPA
KOMITETCHIHT KOMIIETCHIIMHT JOCTHXKEHHS] KOMIIETEHITUU

T1K-4.3.1 3HaTh OCHOBEI 00€ECIICUEHUS
nH(GOPMAIMOHHOK 0€3011aCHOCTH,
HOPMATHBHBIC IPABOBBIC aKThl B 00J1aCTH

[1K-4 CniocobeHn k N
nH(GOPMAIMOHHOK 0€3011aCHOCTH,

00ecrneveHuno
. CUCTEMHOE MporpaMMHOe oOecIriedeHue,
MH(}OpMaLOHHON
BKJIFOYAs 3HAHUSI O TU-TIOBBIX YSI3BUMOCTSX
Oe3omacHoCTH
[Tpodeccuonanpubie CHCTEMHOLO [1K-4.3.2 3HaTh pernamMeHTbl o0ecreueHus
KOMITETCHIINH UH(GOPMAIMOHHOK 0€3011acCHOCTH
IPOrPaMMHOTO
CUCTEMHOT'0 IPOrpaMMHOT0 0OecTeueHus
obecrnieueHus

MH(POKOMMYHUKAITIOHHON CHCTEMBI
OpraHu3aIuu

[1K-4.3.3 3HaTh NPUHIMIBI TOCTPOEHUS
IIPOrpaMMHO-aINAPaTHBIX CPEJICTB 3ALUTHI
uHdopmanuu

MH(OKOMMYHUKAIIMOHHOU
CHUCTEMBbI OpraHU3alUN

2. Mecrto nucuumminHb B cTpykType OI1
JucuumnirHa MokeT 6a3upoBaThCsl Ha 3HAHUAX, paHee MPUOOPETEHHBIX 00YYarOIIUMUCS
IPU U3YUYEHHUH CIETYIOUINX AUCIUILINH:
— JIucuurumaa 1 cemectpa
3HaHMs, TIOJYYEHHBbIE NPU M3YYEHHH MaTepuana JaHHOW JMCLUIUIMHBI, MUMEIOT Kak
CaMOCTOSITENIbHOE 3HAUE€HUE, TAK U MOTYT HCIIOJIb30BaThCs MPU U3YUYEHUU IPYTUX JTUCIUIUINH!
— «IIpou3BoAcCTBEHHAs MTpaKTHKa HAyYHO-UCCIIE0BAaTeNbCKas paboTay

3. OO0BEM | TPYJTOEMKOCTh JUCIIUILTAHBI
JlanHple 00 o0meM o0beMe AUCHUILUIMHBI, TPYIOEMKOCTH OTAEIbHBIX BHJOB Y4eOHOMH
paboThI MO TUCHUIUIMHE (M pacnpeielieHne 3TOW TPYJOEMKOCTH IO CEMECTpaMm) Mpe/ICTaBICHbI B
Tabnure 2.

Ta6mmma 2 — O0beM U TPYJ0EMKOCTh JUCITUTITUHBI

TpynoeMKoCTh 1o
Bunx yuebnoi paboThl Bcero ceMecTpam
Nel
1 2 3
Oowan mpyooemkocmp OUCUUNTUHDL, 2/ 79 2/ 72
3E/ (uac)
U3 nux uacoe npakmuueckoi no020moeKu
Ayoumopnuie 3anamus, BCEro vac. 17 17




B TOM YMCJIC:

nexkuuu (JI), (gac) 17 17

npaktuyeckue/cemunapckue 3aastus  (113),
(dac)

naboparopusie padbotsl (JIP), (dac)

KypcoBoii nmpoekT (padota) (KII, KP), (uac)

9K3aMeH, (Jac)

CamocmosamenvHas paboma, Bcero (dac) 55 55
Buo npomesicymounoit ammecmayuu: 3ayer,

madd. 3auger, sx3amed (3auer, Judd. 3ag, | Bauer 3auer
DK3.*%*)

*x “
HpI/IMeanI/Ie: KaHAUJIATCKHUU 3K3aMCH

4. ConepxaHue JUCITUTUTHHBI
4.1. Pacnpeznenenue TpyI0€MKOCTH JTUCHUILIMHEI 110 pa3eiaM U BUAAM 3aHATHMN.
Pa3nenpl, TeMbl AUCHUILIMHBI U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Tabmuua 3 — Pazesnbl, TeMbl TMCIMILINHBI, UX TPYA0EMKOCTh

Pazgenpl, TeMbI JUCITUTIIMHEI Jexunn | 113 (C3) P KII CPC
(dac) (dac) (gac) (dac) (qac)
Cewmectp 1
Paznen 1. IlocTpoeHue MONMUTHKA 5 20
UH(POPMALIMOHHOM O€30MTaCHOCTH MAaKETHON
MYJIbTUCEPBUCHOMN CETH
Paznen 2. TpeboBanust nHGOPMAITMOHHOH 6 15
0€30MacHOCTH MAKETHON MYJIbTUCEPBUCHOM CeTH
Paznen 3. Oprann3aiimoHHO-TEXHUYECKUE MEPBI TT0| 6 20
peanu3aiuyu OCHOBHBIX TpeOOBaHHM U TOCTPOCHUIO
cucTeMbl HTHGHOPMAITMOHHON 0€30MaCHOCTH
HUroro B cemecTpe: 17 55
Hroro 17 0 0 0 55

[IpakTnueckass MOATOTOBKA 3aKJIIOYaeTcs B  HEMOCPEJICTBEHHOM  BBIIIOJHEHUU
Oo0yyarolMMHUCS  OMNpENEeNEeHHBIX  TPYNOBBIX  (GYHKIMHA,  CBA3aHHBIX C  Oyaymiel
pohecCuOHATIBHON e TENbHOCTHIO.

4.2. CopnepxaHue pa3/ieJoB U TEM JIEKIIMOHHBIX 3aHSATHI.
Coneprxanne pa3iesIoB U TEM JICKITMOHHBIX 3aHATHI MPUBEACHO B Ta0IHIE 4.

Ta6muma 4 — ConepxaHue pa3aesioB U TeM JEKIIMOHHOTO UK

HOMCp pasaciia HazBanue u COACPIKAaHUC PA3CJIOB U TCM JICKITUOHHBIX 3aHATUH

1 Tema 1.1. MynbtucepBucHsie cetu Ha TexHonorusx [P-QoS u ux
OCHOBHBIE (PYHKIIMOHAJIbHBIE ANIeMeHThl. OrpeieeHne OCHOBHBIX
IPUOPUTETOB MH(POPMAITMOHHON GE30MaCHOCTH.

Tema 1.2. Mojenu HapyIIuTess U yrpos.

2 Tema 2.1. OOmue TpeOGoOBaHHUS TOCTPOEHUS 3AIIUIIEHHON
MaKeTHOM MynbTUCEepBUCHOW ceTu. TpeboBaHUsS K MOJCUCTEME
obecrieueHns: 6€30MaCHOCTH CETEBOI0 B3aUMOICHCTBHSL.

Tema 2.2. TpeboBaHus K mojacucTeMEe ayTeHTU(GUKALUU U
YIPaABJICHUS IOCTYIIOM.




Tema 2.3. TpeOGoBaHus K MOACHCTEMaM KpPUOTOTrpapuuecKoi
3alIMThl UHPOPMAIIMY ¥ aHTUBUPYCHOM 3alUTHI.

Tema 2.4, TpebGoBanus K noJICCTEMaM
pE3epBUPOBAHUS/BOCCTAHOBIICHNAS ~ MH()OPMAIUK,  KOHTPOJIS
ATAJIOHHOTO COCTOSIHMA uHGpopMamu U  paboueil  cpenpl,
yIpaBiieHus: 0€30IacCHOCTHIO.

Tema 2.5. TpeGoBaHUS K CpeICTBaM MOCTPOSHUS 3aIIUIICHHBIX
BUpTyaIbHBIX ceTeit (VPN).

[TIpoTokon  ¢opMHpOBaHMS  3AIIMIICHHOTO  TYHHENIs  Ha
kaHanpHOM ypoBHe PPTP (Point-to-Point Tunneling Protocol).
[TpoTokon  ¢opMHUpOBaHWS  3AIIMLICHHOTO  TYHHENA  Ha
kananpHoM ypoBue L2F (Layer-2 Forwarding). IIportokon
(dbopMHpOBaHUS 3aIIUIIEHHOTO TYHHENS Ha KaHAJIbHOM YPOBHE
L2TP (Layer-2 Tunneling Protocol). O6miee omucanume crteka
MPOTOKOJIOB 3aIIUThl MexcereBoro ypoBHs [Psec (Internet
Protocol Security)..ITpoTtokon o6MeHa Kio4eBOi HH(pOpMAIHei
IKE (Internet Key Exchange). IIpoTokos ayTeHTUDHIUPYIOIIETO
sarooBka  (Authentication  Header, = AH).  IIportokon
UHKaTCyIupyromed  3amutel  copepkumoro  (Encapsulating
Security Payload, ESP).

3 Tema 3.1. Texuuueckue pewenus mno 3aumre ot HCJ
MEXCETEBOI0 B3aUMOJICHCTBUSA U Nepeiaud HHPOPMALIUH.

Tema 3.2. Texuuueckue peweHuss mno 3ammre ot HCJ
KOMIIBIOTEPHBIX PECYpPCOB HAa YpPOBHE CEpPBEPOB U pabouux
craniuii JIBC u peanuzanuu nojacucteMsl ayTEeHTU(DUKALMU U
UJIEeHTU(DHUKAITIN

4.3. Tlpaktudeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHIA U UX TPYJOEMKOCTb IPUBE/CHBI B TAOIUIE 5.

Tabauna 5 — [IpakTuueckue 3aHsITHs U UX TPYJI0EMKOCTh

N3 aux Ne
Ne | Tewmsbl npaktudeckux | @opmel npakTU4eCKuX | TpyloeMKOCTb, |MIPAKTHYECKOM |pasnena
/1 3aHATHI 3aHATHI (gac) MMOATOTOBKH, | AUCIIHAIL

(gac) JIUHBI

VY4eOHbBIM MJIaHOM HE IPEAYCMOTPEHO

Bcero

4.4. JlaGopaTopHbI€ 3aHATHS
Tembl 1a00paTOPHBIX 3aHATHIA U UX TPYTOEMKOCTh TPUBEICHBI B TaOIHIIE 6.

Tabnuua 6 — JIabopaTopHbIe 3aHATHS U UX TPYJIOEMKOCTb

N3 Hux No
No TpynoeMKoCTb, | TPaKTUYECKOW | pa3aena
HaunmenoBanue nabopatopHbix paboT Py - [ 1P pasit
n/m (uac) MTOATOTOBKH, | JUCIIHII
(gac) JIMHBI

VY4eOHbIM MJIaHOM HE MPEaYyCMOTPEHO

Bcero




4.5. KypcoBoe nMpoeKTUpoBaHUE/ BHITOTHEHUE KyPCOBOH PabOThI
VY4eOHBIM [JITaHOM HE MPEAYCMOTPEHO

4.6. CamocrosTenpHas paboTa 00yJaronuxcs
Bunbl caMmocTosiTenbHON pabOTHI M €€ TPYA0EMKOCTh IPUBEICHBI B TA0IHUIIE 7.

Tabmuua 7 — Buasl caMoCTOSTeNIbHOW PabOTHI U €€ TPYI0EMKOCTb

. Bcero, | Cemectp 8,
Bun camocrosiTensHO#M paboThI
Jac Jac
1 2 3
N3ydeHue TeopeTnyeckoro marepuana
35 35
nucuuriniel (TO)
[ToaroroBka K TEKyIIeMy KOHTPOIIIO 10 10
ycneBaemoctu (TKY)
IToaroroBka K MpoMeXyTOUHOU 10 10
atrecrauuu (ITA)
Bcero: 55 55

5. IlepeyeHnb y4eOHO-METOAMYECKOTO OOSCTICUCHUS
JUISL CAMOCTOSITEIIbHOU Pa0OThI 00YUYAIOIIUXCS IO TUCIUIUTHHE (MOJIYIIIO)

Y4eOHO-METOIMUECKUE MAaTEPHAIbI JIJISI CAMOCTOSITEIIBHONH PabOThl OOYYArOIIMXCSl YKa3aHBI B
ma. 7-11.

6. IlepeueHb MeYaTHBIX U ANEKTPOHHBIX YUEOHBIX U3JaHUN
[lepedyeHb neYaTHBIX U DJIEKTPOHHBIX YUEOHBIX M3/IaHUI MPUBEIeH B TaOIUIE 8.
Tabnuua 8— [lepeyeHb NevaTHBIX U JIEKTPOHHBIX YUEOHBIX U3AaHUHN

Kommuectso
Iudp/ 9K3EMILTSIPOB B
URL bubnuorpaduueckas ccpiika Oubmorexe
azpec (KpoMe AIIeKTPOHHBIX
HK3EMILISIPOB)

https://lib.quap.ru/jirbis2/components/com irbis/pdf view/?869996
OcCHOBBI yITpaBieHUs: HHOOPMAIIMOHHOM 0€30IaCHOCTBIO | yueOHOe

nocobue / H. H. Momak ; pen. B. B. OBunnnuxos ; C.-Iletep6. roc.
YH-T @3pOKOCM. IPHOOPOCTPOCHUSL. - DIEKTPOH. TEKCTOBBIE /IaH. -
Cankr-IletepOypr : U3n-Bo 'YAIL 2022. - 141 c.

https://lib.quap.ru/jirbis2/components/com_irbis/pdf view/?164521
BeszomnacHocTs MHPOPMAIIMOHHBIX CUCTEM : [ DIIEKTPOHHBIN pecypc]
: yaebHoe nocobue / H. H. Momak ; C.-Iletep6. roc. yH-T
A’POKOCM. TIPHOOPOCTPOCHUS. - DIEKTPOH. TEKCTOBBIC JaH. -
Cankr-Iletepbypr : M3a-Bo 'YAIL 2019. - 169 c.

https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?268708
Opranun3zanyst 6e30MacHOro JOCTyNa K HHPOPMAaIHOHHBIM
pecypcam : [ DiekTpoHHbIH pecype] : yueOHoe mocodue / H. H.
Momak, T. M. Tatapuukosa ; C.-IleTep0. roc. yH-T a9pOKOCM.
npuOOPOCTpOEHHS. - DIEKTPOH. TeKCToBbIE AaH. - CIIO. : U3a-Bo
'VAIL 2014. - 121 c.

https://lib.quap.ru/jirbis2/components/com irbis/pdf view/?850495
3aIJ_II/II_LIeHHBIe I/IH(l)OTeJ'IeKOMMYHI/IKaL[I/II/I. AHaJ’II/IS N CUHTEC3 [
DnexTpoHHbIH pecypc] : Mmonorpadus / H. H. Momax ; C.-Iletep0.



https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?869996
https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?164521
https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?268708
https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?850495

roC. YH-T a9pPOKOCM. MTPHOOPOCTPOCHUS. - DICKTPOH. TEKCTOBBIC
nad. - CIIo. : M3a-so I'YAII 2014. - 197 c.

http://znanium.com/catalog.php?bookinfo=402686

KOMHJ‘IGKCHaH 3amuTa I/IH(I)OpMaHI/II/I B KOPIIOPATHUBHLBIX CUCTEMAX!:
YuebHoe mocodue / B.®. [llansrun. - M.: 11 ®OPYM: HUIL]
HNH®PA-M, 2013. - 592 c.

https://e.lanbook.com/book/4925#book_name
[Tymkapés, B.B. 3amura napOpMaIMOHHBIX MTPOIIECCOB B

KOMITBIOTEPHBIX CUCTeMaX. [ D1eKTpoHHEIH pecypc] / B.B.
[Tymkapés, B.I1L. [Tymkapés. — Dnextpon. nan. — M.: TYCVYP,
2012. — 131 c.

7. IlepedeHs 371€KTPOHHBIX 00Pa30BATEIBHBIX PECYPCOB
UH(POPMALMOHHO-TEIEKOMMYHUKAIMOHHON ceTn «HTepHeT»

[Tepeuenn AIIEKTPOHHBIX 00pa3oBaTeNbHBIX pecypcos UH()OPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHONH cetn «VHTepHeT», HEOOXOMUMBIX JUISI OCBOCHHUS TUCIHMILIHHBI
npuBe/ieH B Tadymie 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX OOpPa30BATEIBHBIX PECYPCOB HH(POPMALMOHHO-
TEJICKOMMYHHUKAIIMOHHOHU ceTH «/HTepHeT»

URL aapec HaumenoBanue

https://e.lanbook.com/ DJIeKTpOHHAs: OMOJIMOTEYHAST CHCTEMA

https://znanium.com/ DyeKTpoHHasi OMOIMOTEYHAs CHCTEMA

https://lib.guap.ru/jirbis2/ | bubnmuorexa I'V AIT

8. Ilepeuenr HHPOPMAITMOHHBIX TEXHOJIOTUI
8.1. [lepeyeHnp mHpPOrpaMMHOTO 0OECHEUEHUs, HCIOJIb3YEMOI0 MpH OCYLIECTBICHUU
00pa3oBaTENILHOTO MpoIiecca M0 JUCIUIIIHHE.
[lepeuyeHp ucnonbp3yeMoro NporpaMMHOro odbecnedeHus npejacrasieH B Taduuue 10.

Tabmuna 10— [TepeueHs mporpaMMHOT0 00€CIICUCHIS

Ne m/m HanmenoBanue

1 OC Windows Bepcuu He panee XP

8.2. IlepeucHb MH()OPMAITMOHHO-CITPABOYHBIX CUCTEM,HCIT0JIb3yEMBIX npu
OCYIIECTBIEHUU 00Pa30BaTEIHLHOTO MpoIiecca MO JUCIUILTNHE

[lepeuens WCTHONB3yeMBIX HH(DOPMAIIMOHHO-CIIPABOYHBIX CHCTEM IIPEICTABICH B
Tabmmite 11.

Tabnuna 11— Iepeuenb nHGOPMAIIMOHHO-CIIPABOYHBIX CUCTEM

Ne i/ HanmeHnoBanue

He npenycmorpeno

9. MarepuanbHO-TeXHUYECKast 6a3a
CocrtaB MaTepHaTbHO-TEXHUYECKOW 0a3pl, HEOOXOAMMOW IS  OCYIIECTBIICHHS
00pa3oBaTeNbpHOTO Mpoliecca Mo TUCIUIUIMHE, TPECTaBiIeH B Tabmuiel 2.

Tabmuna 12 — CocTaB MaTepHaIbHO-TEXHUIECKON 0a3bl

Ne HanmeHnoBaHMe cOCTaBHON 4acTH Howmep aynutopun
n/m MaTepHUaTbHO-TEXHIUUECKOH 0a3bl (TIpu HEOOXOMMOCTH )



http://znanium.com/catalog.php?bookinfo=402686

1 ®ounn ayautopuit ['YAII ans npoBeaeHus: 3aHsATHI
JIEKITMIOHHOTO U CEMHHAPCKOTO (ITPAaKTUYECKOT0) TUTIA,
rPYNIOBBIX U UHAUBUIYAJIbHBIX KOHCYJIbTALMMI, TEKYLIETO
KOHTPOJIA U MPOMEKYTOYHOM aTTEeCTALNH.
Crienanu3upoBaHHas MeOelb; TEXHUYECKHUE CPE/ICTBA O0yUCHHMS,
CITy’Kalllue IS TIpeICTaBiIeHus yueObHoi nHdopmalnu O0IbIon
ayJIUTOPUH; IEPEHOCHON HAOOP JEMOHCTPAIIHOHHOTO 000y TOBAHUS

10. Onenounble cpencTBa sl MPOBEACHHS POMEKYTOUYHOMN aTTeCTallN
10.1. CocTaB OIICHOYHBIX CPEICTBAJS IPOBEACHUS IPOMEKYTOUYHOH aTTECTAllUU
00yyJaronuxcs no IUCIUILIMHE TTpUBeIeH B Tabnwuie 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEJCTB JIJIsl MPOBEACHHUSI IPOMEKYTOYHON aTTeCTalluU

Bun npoMexxyTOUHOM aTTecTaluu [IepeueHb OLICHOYHBIX CPEJICTB

3auer Crincox BONpocoB

10.2. B kauecTBe KpUTEpPHEB OICHKM YPOBHS C(HOPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIINI OOYYalOMMMHCS MPUMEHSETCS S-0ajuibHasi MIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIICTEHIIHI, KOTopas puBecHa B Tadumie 14. B TeueHne cemecTpa MOXKET MCIOIB30BAThCS
100-0annpHast ~ mKama ~ MOXIYJIbHO-PEUTMHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIA
UCTIOJI30BaHUSI KOTOPOM, YCTAaHOBJICHBI COOTBETCTBYIOIIUM JIOKAJIbHBIM HOPMATUBHBIM aKTOM
['YAIL
Tabnuua 14 —Kpurepuu olieHKH YPOBHS CPOPMHUPOBAHHOCTH KOMIIETCHITHI

Or11eHKa KOMITETEHIUI

Xapakrepuctrka chOpMUPOBAHHBIX KOMIIETCHIIN
5-0ayuipHad mIKama paKTep (bopnmp

— oOyuaromuiicss TayOOKO M BCECTOPOHHE YCBOWJI IPOTPAMMHBIN
MaTepHal;

— YBEPEHHO, JIOTUYHO, I10CIIEI0BAaTEIbHO U TPAMOTHO €0 U3J1araer;

— OMUPAsACh HA 3HAHUS OCHOBHON W JIOTIOJHHUTENBHOH JHUTEPATYPHI,
TECHO MPHBS3BIBAET YCBOCHHBIC HAYYHBIE MOJIOKEHHS C IPAKTUIECKOM
JeSITeIbHOCTBIO HAaIlPABICHMUS;

— yMeJl0 000CHOBBIBAET M ApTyMEHTUPYET BbIIBUTaeMbIE€ UM UJIEH;

— JIeJaeT BBIBOJBI M 0000IIEHHS;

— CBOOOIHO BJIAJICET CHCTEMOH CTIENMAIM3UPOBAHHBIX MMOHSITHH.

COTIIMYHO»
GavTCHO»

— oOyuJaroIuiicss TBEPI0 YCBOMIJI MPOTPaMMHBINA MaTepuan, TpaMOTHO U
M0 CYILIECTBY WM3JlaraeéT €ro, ONWUpasCh Ha 3HAHUS OCHOBHOM
JTUTEPATYPHI,

— HE JIOMYCKAeT CYIIECTBEHHBIX HETOYHOCTEI;

— YBSI3BIBAET YCBOCHHBIE 3HAHUS C MPAKTHUYECKOW JI€ATEbHOCTHIO
HallpaBJICHUS;

— apTyYMEHTUPYET Hay4YHBIC MTOJIOKECHHUS;

— JIeJIaeT BBIBOALI M 00OOIICHHS;

— BJIQJICET CUCTEMOM CIIEIMaTN3UPOBAHHBIX OHSITHM.

«XOpOoLIO»
GavTCHO»

— 00yyJaromuiicss yCBOMJI TOJBKO OCHOBHOHM NMPOrpaMMHBIM MaTepual,
[0 CYIIECTBY M3JaraeT €ro, Onupasch Ha 3HAHUS TOJBKO OCHOBHOM
JUTEPaTypHI;

— JIONyCKaeT HECYIIECTBEHHbBIE OMIMOKN U HETOYHOCTH;

— HCTIBITBIBACT 3aTPYJHEHHUS B TNPAKTHUYECKOM NPUMEHEHHWU 3HAHUUN
HaIpaBJICHUS;

— cJ1abo0 apryMeHTHPYET HayuHbIE MOJI0KEHHUS,

— 3aTpyIHsAeTCA B (POPMYIMPOBAHUN BBIBOJOB M 0000IICHUI;

— YaCTUYHO BJIAJIE€T CUCTEMOH CIIENIMAIN3UPOBAHHBIX NOHITHM.

«YHAOBJICTBOPUTCIIEHO»
GauTCHO»




Or11eHKa KOMITETEHITUH

5-0ayubHas mKana

XapakreprcTrka ChOpMUPOBAHHBIX KOMITCTCHITHIA

«HEY/IOBJIETBOPUTEILHO
«HE 3a4TEHO»

— oOyyJaromuiicss HE YCBOWJI 3HAYUTEIBHOM 4YacTH TMPOrPaMMHOTO
Marepuana;

— JIONMyCKaeT  CYIICCTBCHHBIE  OIMMMOKA W  HETOYHOCTH  MPH
PacCMOTPEHHH MPOOJIEM B KOHKPETHOM HAIPaBIICHUH;

— UCIIBITBIBACT TPYAHOCTH B MPAKTHUESCKOM MPUMECHECHHUH 3HAHU;

— HE MOXXET apryMEHTHPOBATh HAyYHbIE MTOJIOKEHNUS;

— He (hOPMYJIUPYET BBIBOJOB M 000OIICHHUH.

10.3. TunoBble KOHTPOJILHBIC 3a/IaHUS WM UHBIC MaTEPHAIIBI.
Bompocsr (3amaun) nis sK3aMeHa peIcTaBlIeHbl B Tadsmie 15.

Tabmuna 15 — Bonpocs! (3agaun) 1s 9K3aMeHa

Ne /i [Tepeuyens BonmpocoB (3a1a4) 1S IK3aMeHa Koz
UHIMKaTopa
Y4eOHBIM IJIAHOM HE IPELYCMOTPEHO
Bompocsr (3amaun) aiist 3aueta / mudd. 3auera npepcraBieHsl B Tabmuie 16.
Tabnuna 16 — Bonpocs! (3agaun) ans 3adera / audd. 3ayera
Kon
Ne i/ [Tepeuens BompocoB (3ana4) ais 3adera / qudd. 3adera HHIKATOPA
1. QOYHKINOHAIBHO-CTPYKTYpPHAsI OpraHu3alus [1K-4.3.1
MYJBTHCEPBUCHOM ceT Ha TexHozioruu IntServ u DiffServ [1K-4.3.2
2. CepBHCHI 0€30MIACHOCTH M MX PeaTM3alns [1K-4.3.3
3. Omnpenenenne 0OCHOBHBIX IPUOPUTETOB HHGOPMAITHOHHOK
0€30I1aCHOCTH B MYJIbTHUCEPBUCHOM CETH
4. Mopenu HapyImmTels B MyJIbTUCEPBUCHON CETH
5. 3Ha4yMMble YTPO3bl B MyJIbTUCEPBUCHOM CETH
6. OO6mue TpeboBaHUs MMOCTPOSHUS 3aIIUIIIEHHON
MYJIbTHCEPBUCHOM CeTH
7. O6mue TpeboBaHUs K MOACHCTEME 00eCTIeUeHUS
0€e30IMacCHOCTH CETEBOI'O B3aNMOIEHCTBHS
8. TpeboBanus K MojcucTeMe ayTeHTU(UKALUN U YIIPABICHHS
JOCTYTIOM
9. TpeboBanus Kk MojcUCTEME KPUNITOrpahuUecKOi 3aluThl
uHdopmanuu
10. TpeboBaHusl K MOICUCTEME AHTUBUPYCHOH 3alLIUTHI
11. TpeboBaHust kK moJcUCTEME PE3EPBUPOBAHUS U
BOCCTAaHOBJICHUs HH(POPMALIUU
12. TpeboBanust k mojcucTeMe KOHTPOJISI 3TaIOHHOTO COCTOSIHUSA
uHpopManuu 1 paboueit cpeibl
13. TpeGoBaHUsI K TOJICHCTEME YITPaBJICHHUST 0€301aCHOCTHIO
14. TpeboBanust kK cpeAcTBaM MOCTPOESHUS 3AIIUIEHHBIX
BUpTyanbHbIX cetel (VPN)
15. Texunueckue pemenus no 3anmre ot HCJI mexcereBoro
B3aMMOJICHCTBHSI U TiepeiaBaeMoi HHPOpPMaLIUU
16. [Iporokoin hopMupoBaHUs 3aIUIIEHHOTO TYHHENS Ha
kaHanpHOM ypoBHe PPTP (Point-to-Point Tunneling Protocol)
17. [Iporokoin hopMupoBaHUs 3aIUIIEHHOTO TYHHENS Ha
kaHasbHOM ypoBHe L2F (Layer-2 Forwarding)
18. [Iporokoin hopMupoBaHMs 3aIIUIIEHHOTO TYHHENS Ha
kaHaspHOM ypoBHe L2TP (Layer-2 Tunneling Protocol)
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19. Oo1m1ee onucaHne cTeKa MPOTOKOJIOB 3aLTUTH MEKCETEBOTO
ypoBHsl [Psec (Internet Protocol Security).

20. [IpoTokon oOmena kimtoveBoit nudopmarnueii IKE (Internet
Key Exchange)

21. [Mporokon ayreHTuduumpyroero 3aronoka (Authentication
Header, AH)

22. [IpoTOKOJ MHKANCYTUPYIOIIEH 3aIUTHI COAEPKUMOTO
(Encapsulating Security Payload, ESP).

23. Texnunueckue pemenus o 3amure or HCJ[ komnbroTepHbIX
pEeCypcoB Ha ypOBHE cepBepoB U pabounx cranumii JIBC

24. TexHuueckue pemeHus 1o peaanu3aiy MoICUCTEMBI
ayTeHTU(UKAMU U UACHTU(DUKALINH

[lepeuenr TeM sl KypCOBOTO TPOCKTHUPOBAHUS/BBIIIOIHEHUS KYpPCOBOW pabOTHI
MpeCTaBICHBI B Ta0wmIe 17.
Tabmuna 17 — IlepedeHp TeM JUIsi KYPCOBOT'O TPOSKTHPOBAHHSI/BBIIIOJIHCHUSI KYPCOBOM paOOTHI

No /i [TpuMepHBIii IepedeHb TeM Ui KypCOBOI'O MPOEKTUPOBAHUS/BBIIOIHEHHS
B KYpCOBOi1 pabOThI

Y4eOHBIM MJIaHOM HE MPEAYCMOTPEHO

Bompocel st mpoBeneHUsT TPOMEXYTOUHOM aTTecTallid B BHJE TECTUPOBAHMUS
IpeJICTaBICHBI B Ta0nwmie 18.

Tabmuua 18 — IIpumepHBbIi epeueHb BOIIPOCOB ISl TECTOB

Kon

Ne ni/m [TpumepHBIii IepeueHb BOMPOCOB ISl TECTOB
WHJIUKATOpa

He mpeaycmorpeno

[lepeueHb TeM KOHTPOJBHBIX PabOT MO NUCHUIUIMHE OOYYAIOIIMXCS 3a09HOU (hOPMBI
00ydeHus1, Ipe/ICTaBICHbI B Ta0mie 19.

Tabmuua 19 — IlepeueHb KOHTPOJIBHBIX paboOT

Ne n/m [lepeyeHb KOHTPOJIBHBIX PabOT

He npenycmorpeno

10.4. Meroguueckue  Marepuaibl,  ONPEACHSAIONIMEe  TPOIEIyphl  OICHUBAHUS
UH/IMKAaTOpPOB, XapaKTepU3YIOIIMX dTanmbl (HOPMUPOBAHMS KOMIIETEHLMH, COAepKarcs B
JOKaJbHBIX HOpMaTuBHBIX akTax [VYAIIL, peraMeHTHpYOmUX MOPSIAOK W IHpOLEAypy
IPOBEIEHUS TEKYIIEro KOHTPOJIS YCIIEBAaEMOCTH U MPOMEKYTOUHOM aTTecTaluu 00y4yaromuxcs
I'VAIL

11. Meroandeckue yKazaHus i 00YJarOIIUXCs IO OCBOSHUIO JUCIIUILTAHBI

11.1. MeTtoauueckne yKa3zaHUs [ OOYYArOMIMXCS 10 OCBOCHHIO JICKIIMOHHOTO
MaTepuaa.

OcHOBHOE Ha3HAYEHHE JIEKIIMOHHOTO MaTepuaja — JIOTUYECKH CTPOWHOE, CUCTEMHOE,
nIyOOKOE W SICHOE HW3JIOKEeHWEe ydeOHoro marepuana. HasHaueHWe COBPEMEHHOM JICKITUH B
paMKax JUCIHIUIMHBI HE B TOM, YTOOBI MOJYYUTh BCIO MH(OPMAIMIO 1O TeMe, a B OCBOCHHH
(GyHIaMEHTAIBHBIX TPOOJEM JUCIHMIUIMHBI, METOJOB HAYYHOTO IIO3HAHUS, HOBEHIIMX
JTOCTHIKEHUI HaydHOW MbICTU. B yueOHOM mporiecce JEKIUS BBIMOIHSIET METOA0JIOTHYECKYIO,
OpTaHM3AIMOHHYI0 U WHPOPMAITMOHHYIO (DyHKIMHU. JIKIHs pacKphiBaeT MOHATHHHBIN ammapat
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KOHKpETHON oOjacTu 3HaHUs, €€ MpoOJeMbl, AAaeT LEeNbHOE MNPECTaBICHHWE O TUCIUILINHE,
MOKa3bIBAECT B3aUMOCBS3b C IPYTUMHU JTACLUIUTMHAMH.

[InaHupyemble pe3yibTaThl IPU OCBOSHUHU 00YYaIOUIMMUCS JIEKIIMOHHOTO MaTepuana;

— TIIOJIyYEHUE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBS3aHHBIX 3HAaHUW, YpPOBEHb
KOTOPBIX ONPEIEISIETCS 1EJIEBOM YCTAHOBKOM K KaXK/10M KOHKPETHOU TEME;

— TIOJy4Y€HHE OIBITa TBOPUYECKOM pabOThl COBMECTHO C MPEIMO/IaBaATEIIEM;

— pa3BuTHEe MNpOo(ecCHOHATBHO-/IEIOBBIX  KAauyecTB, JIOOBU K  NpeaMeTy |
CaMOCTOATEIBHOIO TBOPYECKOTO MBIILIJICHUS.

— TOsBJIEHHE HEOOXOIMMOT0 HHTEpEeca, HEOOXOAUMOTO I CAMOCTOSATEILHOM PadOTHI;

— MOJIyYEHHWE 3HAHUKA O COBPEMEHHOM YPOBHE pPa3BUTHUS HAYKM U TEXHUKH U O
MIPOTHO3€ UX Pa3BUTHS Ha ONMKaiIIne Tofbl;

— HAY4YUThCS METOAUYECKH 00pabaThiBaTh MaTepual (BBIACISTH TIJIaBHbIE MBICIU U
MOJOKEHUSA, NPUXOJUTh K KOHKPETHBIM  BBIBOJAM, HOBTOPATH KX B  PAa3JIUYHBIX
(bopMyITUPOBKax);

— TOJy4YeHHE TOYHOTO MOHMMaHUsS BCEX HEOOXOIMMBIX TEPMUHOB U TIOHSATHUH.

JlekUMOHHBI MaTepualnm MOXET CONPOBOXKIAThCA JIEMOHCTpauuend CclaioB U
UCIIOJIb30BAaHUEM pa3laTOYHOrO0 MaTepuajga IpU IPOBEIEHUU KOPOTKMX JAHMCKyccud 00
OCOOCHHOCTSIX MPUMEHEHHSI OT/ACTbHBIX TEMATHK I10 IUCHUIUIMHE.

CrpyKTypa npeaocTaBieHusl JEKIIMOHHOIO MaTepuaia:

Pasmen 1. [Iloctpoenune mONUTHKKM HMHPOPMALMOHHONW OE30MACHOCTH  MAKETHOM
MYJIbTUCEPBUCHOM CETH.

Paznen 2. TpeGoBanus uHPOPMAIMOHHON O€30MACHOCTH MAKETHOM MYIbTUCEPBUCHON
CeTH.

Paznen 3. Opranu3alinOHHO-TEXHUYECKUE MEPBI 10 peann3allii OCHOBHBIX TPeOOBaHUI U
MOCTPOCHUIO CUCTEMBI HH()OPMALIMOHHOW OE30MTaCHOCTH.

11.2. Metoauueckue yKa3aHus ISl OOYYArOMIUXCS 0 MPOXO0KACHUIO CAaMOCTOSATEIHHON
paboTsl

B Xoae BBIOTHEHHUS CaMOCTOSATENbHOU pabOThI, OOYUYaAIOLIUICS BBIMOIHSAET paboTy MO
3aJJaHUI0 ¥ TIPU METOJUYECKOM PYKOBOJCTBE IPEIOaBaTelisi, HO 0e3 ero HemoCpeICTBEHHOTO
y4acTusl.

st oOyvaronuxcst o 3a04HOM ¢opme OOy4eHHs, CaMOCTOSATENbHas paboTa MOXKET
BKJIIOUATh B ce0s KOHTPOIBHYIO paboTy.

B mporiecce BBITTOTHEHUSI CaMOCTOSITEILHON pabOTHI, y O0ydaromerocss GopMUpPYyeETCs
1enecoo0pa3Hoe IIaHUPOBaHUE Pabodero BpeMeHHU, KOTOPOe MO3BOJSET UM Pa3BUBATh YMEHUs
N HAaBBIKM B YCBOCHHH W CHCTCMATH3AllUH HpI/IO6p€TaeMI)IX 3HaHI/II>’I, o0ecrieunBaeT BBICOKHUHA
YPOBEHb YCIEBAEMOCTH B TMEPHOJ OOY4YEHHs, MOMOTaeT NOMYyYUTh HAaBBIKA TOBBIIICHUS
po(hecCHOHATBHOTO YPOBHSL.

MeTtoauyeckumMi ~ MaTepuaiaMH,  HAMNpaBiSIONIUMH  CaAMOCTOSITENIbBHYI0  paboTy
00yJarONTUXCSASBIISIOTCS:

—  y4e0HO-MEeTOJIMYECKUI MaTepual Mo AUCHUIUIMHE.

11.3. MeTtoauueckre yKa3aHusl [UIsl OOYYAarOMIMXCS TIO MPOXOXKICHHIO TEKYIIEro
KOHTPOJIS YCIIEBAEMOCTH.

Texkynuil KOHTPOJIb YCHEBAEMOCTH NPEAyCMaTpUBAECT KOHTPOJb KAadyecTBAa 3HAHMIM
00y4aromunXxcsi, OCYIIECTBIIEMOTO B TEUEHHE CEMECTpa C IIeNbI0 OICHUBAHMS XO0Jla OCBOCHUS
JMCITHATIINHEL

Pe3ynbrarhl TEKyHIEro KOHTPOJIS YUYUTHIBAIOTCA MPU MPOBEACHUU MPOMEKYTOUHOU
arrectanuu B cootBeTcTBUU ¢ TpeboBanusmu CTO I'VAIL CMK 3.76 «Ilonoxenune o TeKymem
KOHTPOJIE YCIIEBAEMOCTH W MPOMEKYTOUHOM aTTeCTallud CTYJIEHTOB M acnupaHTtoB ['YAIIL,
00ydJaronuxcs mo 00pa3oBaTEIHFHBIM MPOTPAMMaM BBICIIIETO 00pa30BaAHUS.
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11.4. Metoauyeckue yKazaHusl IJisi OOyYaronIuXcsl MO MPOXO0KICHHUIO TPOMEKYTOUHOM
aTTECTALIUU.

IIpomexxyTounass  artecranuss  oOyyarolIMXcs — IpeAycMaTpuBaeT  OLEHHBAHUE
IIPOMEXYTOUHBIX U OKOHYATEIbHBIX PE3YyJIbTAaTOB 00y4YeHMs MO aucuuiuiiHe. OHa BKIIIOYAET B
ceos:

— 3auyeT — 3To (hopMa OLEHKU 3HAHUM, MOJyYEeHHBIX OOyYarOUIMMCS B XOJl€ U3yUYeHHUs
y4eOHOI IUCHUILIMHBI B LEJIIOM MJIM IPOMEXYTOUYHasl (110 OKOHYAHUM CeMecTpa) OLICHKA 3HaHHUH
00y4aromuMcs 10 OTJAEIbHBIM pa3fiellaM TUCLUIUIMHBI C aTTECTAllMOHHON OLIEHKOW «3aYyTEHO»
VI «HE 3a4TEHOY.

Cucrema OLEHOK IpU IPOBENECHUU IMPOMEKYTOYHOW aTTECTALMU OCYIIECTBIISIETCS B
cooTBeTCTBUM C TpeboBaHusMH Ilonoxkenuit «O TekyleM KOHTpOJE YCIEBAEMOCTH U
IIPOMEXYTOUHON arrectanuu cryaeHToB ['YAII, oOyuaromuxcs Mo mporpammam BBICHIETO
oOpazoBaHusi» U «O MOAYJIBHO-PEUTUHIOBONM CHCTEME OLIEHKM KauyecTBa y4yeOHOH paboThI
cryaentoB B I'YAID». 3auer npoBoautcs B ycTHOM (popme. 3ayeT 0Oyqaronuxcsi mpoBOIUTCS,
Kak IpaBUJIO, B TEUEHUE HEJENIU, IPEALIECTBYIOIIEH Hadaly 3K3aMeHallMOHHOM ceccuu, 1100 Ha
MOCJICTHEM 3aHSATUU B CEMECTPE IO JUCHUILIHHE (MOayii0). Eciin co cTOpoHBI 00y4aronierocs
BO BpeMs 3aueTa JIONYUIEHbl HapylmeHus Yy4eOHOW  TUCLMIUIMHBI  (CIIMCBIBAaHUE,
HECaHKI[MOHMPOBAHHOE HCIIOIb30BAaHUE CPEICTB MOOMIIBHON CBSA3M, ayAHO—TIEHEPOB U IPYrUX
TEXHUUYECKUX YCTPOWCTB), HApYyILIEHUs MpaBuil BHyTpeHHero pacnopsaka I'YAIL npennpunsTa
HOMBITKA TOJUIOra JOKYMEHTOB, IPENoJaBaTesb BIpaBe yNAIUTh OOydarollerocs C 3adera ¢
3aHECEHHEM B BEJIOMOCTb OLIEHKH «HE 3auTeHo». [lo pe3ynbraraM 3adera «3auT€HO» 3aHOCHUTCS
IpernoaBaTeieM B BEJIOMOCTh U 3a4ETHYIO KHIKKY. OTpulaTesbHas OLCHKA («HE 3a4TCHON)
3aHOCUTCSI TOJBKO B BenoMocTh. HesBka oOyuarolierocss Ha 3a4eT OTMEYAeTCsi B BEIOMOCTU
CJIOBAaMM «HE SIBWICS», JHUOO «H/A». JIMPEKTOpP MHCTUTYTa Ha OCHOBE BEJOMOCTU BBICHSET
IPUYMHY OTCYTCTBHUSA OOydYarollerocs Ha 3ayeTe M MPUHUMAET pEUIeHHE O MOpsIKe
NOCIIEAYIOLEN CauH.
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Jluct BHeceHUs U3MEHEHUH B pabouyto IporpaMMy JTUCIUILINHBI

JlaTta BHECeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
W3MEHEHHUS

ConeprxaHne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOJIA
3aceaHusl
Kadeapsl

Iommuce
3aB.

kadempoit
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