MHWHHUCTEPCTBO HAYKHU U BBICIIIEI'O OBPA30OBAHU ST POCCUHCKOM
OEAEPALINN
(benepanbHOE TOCYAAPCTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE YUPEIKICHNUE BBICIIETO
00paszoBaHUs
"CAHKT-IIETEPBYPI'CKUI1 TOCYJIAPCTBEHHbBI YHUBEPCUTET
ADPOKOCMMYECKOTI'O [TPUBOPOCTPOEHUA"

Kadenpa Ne 33

YTBEPXIAIO
PykoBonuTens HanpaBiieHUS

I.T.H.,1ipod.

(IOIDKHOCTB, y4. CTEICHb, 3BAaHUE)

AM. TropnukoB

(VHMIMAIBI, (aMUITIS)

>
o d
rri

(moxnuck)

«22» urons 2023 r

PABOYAS ITPOTPAMMA JJUCLTATTJIMHBI

((KOpHOpaTI/IBHaﬂ 3a1uTa OT BHYTPCHHUX YI'pO3 HH(l)OpMaIlI/IOHHOI;'I 0€30I1aCHOCTH »
(HaumeHOBaHME JUCLMILUIMHbI)

KO,Z[ HaIlpaBJICHU A HO,I[FOTOBKI/I/
CIICHMaJIbHOCTHU

11.03.02

HaumenoBanue HaITpaBJICHU

I/IH(bOKOMMyHI/IKaHI/IOHHBIe TEXHOJIOTHUHN U CUCTEMBI CBA3U
HOHFOTOBKI/I/ CIICOUaJIbHOCTH

Haumenosanne [IporpammHuo-3anuieHHbie MHPOKOMMYHUKAITUN
HaIpaBJICHHOCTH porp yH
®dopma 00yueHus OYHas

Cankr-IlerepOypr— 2023




Jluct cornmacoBanus paboueil mporpaMMbl AUCHUTUTAHBI

[Iporpammy cocraBui (a)

/

noteHt kad. 33, K.T.H. ~/ 25.05.23 Komnowmoiines B.C.

(IOMKHOCTB, y4. CTEIICHb, 3BaHKE) (moanuce, nara) (uHUIMANEI, (aMUIHs)

[Iporpamma ono6pena Ha 3acenanuu kadenpor Ne 33

«25» mas 2023 r, mpotokosa Ne 10

3aBenytomuii kadeapoit Ne 33

JI.T.H.,J01I. C -é;éé./f25.05.23 C.B. beszareen

(y4. cTeneHs, 3BaHue) (moamuce, nara) (MHUIHATEL, (aMHITHs)

OteercrBennbii 3a OIT BO 11.03.02(03)

-~

IIOII.,K.T.H.,IOII. 25.05.23 H.B. MapkoBckast

(IOMMKHOCTB, y4. CTETICHb, 3BaHKE) (moanwuck, gara) (MHUIMANTEL, (aMUITHs)

3amecTuTeNnb TUpPEeKTOpa HHCTUTYTa Ne2 1o MeTOANYecKoi pabore

IIOII.,K.T.H.,JIOII. %%2505.23 O.J1. BansimreBa

(TOMKHOCTB, y4. CTETICHb, 3BaHKE) (moamuce, naTa) (MHUTIHANTEL, (haMUITHS)



AHHOTaUs

Hucuunnuna «KopropaTuBHash 3amura OT BHYTPEHHHX Yrpo3 HHGOpMalUOHHOU
0e30MacHOCTH» BXOJUT B 00pa30oBaTEIbHYIO MPOrpaMMy BBICIIETO 0Opa30BaHUs — MPOrpaMmy
OakanaBpuaTa o HaIpaBJICHUIO IIOATOTOBKU/ CHEeNHUaJIbHOCTU 11.03.02
«MHPOKOMMYHHUKAITMOHHBIE TEXHOJIOTHU U CHCTEMBI CBS3W» HampaBlieHHOCTH «lIporpammHO-
3amuIeHHbIe THHOKOMMYHUKAMKy. JluciuminHa peanusyercs kadeapoi «Ne33».

JlucuurinHa HareleHa Ha (GOPMHUPOBAHKE Y BBITYCKHUKA CIICTYIOIINX KOMITCTESHITUH:

[1IK-7 «KopmnopaTuBHas 3amuTa OT BHYTPEHHUX YIp0o3 HHPOPMAIIMOHHON 0€30MacHOCTHY

Copepxanue TUCIUILIMHBI OXBATHIBAET KPYT BOIPOCOB, CBSA3AHHBIX C BEIOOPOM pEIICHUN
M0 HCIIOJIb30BAHUIO CHUCTEM 3aIluThl HHPOpMAIMU OT BHYTpeHHHUX yrpo3 DLP IWTM.
[IpenogaBanue MUCHUIUIMHBI TPEIyCMaTpPUBAET cleayronpe (GopMbl OpraHU3alUuu y4eOHOTO
mpolecca: JIeKIHUH, J1adopaTopHble paboThl, CAMOCTOATEIbHAS paboTa 00yyaroerocs.

[IporpamMmmMoit AMCHUIUIMHBI MPEAYCMOTPEHBI CIEAYIONIME BHUIbI KOHTPOJIS: TEKYIIHI
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAsI aTTecTalus B (hopMe IK3aMeHa.

OO0mast TpyA0eMKOCTh OCBOSHUS JAMCIMILIUHBI COCTaBIsAeT 3 3adeTHhIX eawHmibl, 108
YacoB.

S3bIK 00yUYeHUs 10 AUCIHUILUINHE «PYCCKUH »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHUS 1O JUCIUTIINHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI
Lenpro peanvzanuu MPOrpaMMBbl SIBJISIETCS. COBEPLICHCTBOBAHME W (WMJIM) MOJYYEHHUE HOBOMU
KOMIIETEHIIMH, HEOOXOAUMOMN JIsi MPOPECCUOHATBHON AEATEIbHOCTH, C YUYETOM CHelH(PUKAIUU
cramapta Bopnackmwuic mo xommereHnun «KopropaTuBHas 3amuTa OT BHYTPEHHHX Yrpo3
nH(pOpMaIMOHHOM 0€30IMaCHOCTH ..

1.2. JlucuumimHa  BXOOUT B  COCTaB  4YacTH, (OPMUPYEMOH  y4aCTHHKAMHU
00pa3oBaTeNbHbIX OTHOIICHUH, 00pa30BaTEeNIbHOI MpOrpaMMbl BHICIIEr0 00pazoBaHus (nanee —
OIl1 BO).

1.3. IlepeueHb MIaHUPYEMBIX PE3YJITATOB OOYUEHUS MO AUCLUHUIIIMHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMU pe3ynbratamu ocBoeHus OIT BO.

B pesynbrare u3yueHus AMCHUILIMHBI OOYUYaIOLIUICS JOJDKEH 00JaiaTh CIlEYIOIIUMHU
KOMIIETCHIIMSIMY WM WX 9acTaMu. KOMIETeHIINY U WHAUKATOPHI MX JTOCTHXKEHUS TIPUBEICHBI B
Tabymue 1.

Tabmuna 1 — [lepeueHs KOMNETEHIINI ¥ UHAUKATOPOB UX JTOCTHKEHUS

Kon u
Kareropus (rpynna) Kon u HauMeHoBaHuE MHIUKATOPA JOCTUKEHUS
HanNMEHOBaHUE

KOMIICTCHIIUN KOMIICTCHIIU
KOMIICTCHIIUHU

[1IK-7.3.1 3HaTh NpUHLMIBI TPOSKTUPOBAHUS
CUCTEMBI KOPIIOPATUBHOM 3aIUTHI OT
BHYTPEHHUX YIpO3

[1K-7.3.2 3HaTh OCHOBHBIE (DYHKITUN CHCTEMBI
DLP IWTM

[1K-7.3.3 3HaTh TEXHOJOTHH aHaIu3a Tpaduka
pH paboTe NOIUTHUKAMHU UH(POPMAIIHOHHOM
[K-7 0€301aCHOCTH B CUCTEME KOPIIOPATUBHOM
Kopnoparusnas 3aIuThl HH(QOPMALIUN

[TpodeccuonanpHple | 3amuTa OT [1K-7.Y.1 ymeTs pa3pabaTbIBaTh MOJTUTHKH
KOMIIETEHILIUH BHYTPEHHHUX YIpO3 JETEKTUPOBAHUS 1 OJIOKHPOBKU YTEUYEK C
MH(pOpMaLIOHHON ncrnons3zoBanueM DLP-cucrem

0e30macHOCTH [1K-7.Y.2 ymets pabotats B DLP-cucreme ¢
COOBITHUSIMHU, 3aIIPOCAMHU, OOBEKTAMU 3aIUTHI,
MIOJINTUKAMH, CBOJIKAMM, BUJDKETaMH, IIEPCOHAMH
[TIK-7.B.1 BnageTh HaBbIKaMU YCTAaHOBKU U
KoHurypuposanus cucreM DLP IWTM
[1K-7.B.2 BnaseTh HaBbIKaMU cO3/1aHus (PUIBTPOB
JUIS aHaJIM3a IepexBaueHHOro Tpaduka u
BBISIBJICHHBIX MHIUJICHTOB

2. Mecro nuctutuinHbEL B cTpykType OI1
JucuunimHa MokeT 0a3upoBaThCS HAa 3HAHUSX, paHee MPUOOPETEHHBIX 00yUYaIOITUMUCS
MIPY U3YYECHUH CIEAYIONIUX JUCUUTUINH:
«OcHOBBI HHPOPMAITOHHOW 0€30MaCHOCTI,
3HaHUs, NOJYYEHHBIE TPU U3YYECHUHU MaTepurala JaHHOW TUCIUILIMHBI, UMEIOT CAMOCTOATEIIbHOE
3HAaYEHUE

3. O0beM U TPYJA0EeMKOCTb JUCIUIUIUHBI
Jlanable 00 o0meM oO0beMe TUCIUIUIMHBI, TPYJOEMKOCTH OTAENbHBIX BHUJIOB yueOHOMU
paboThI 1O TUCIUIINHE (M paclpeielieHue 3TOH TPYA0EMKOCTH 110 CeMecTpaMm) MpeACTaBICHbI B
tabnure 2.

Tabmuua 2 — O6beM U TPYL0EMKOCTh TUCIUITITUHbI




TpynoeMKocTh 1o
Bun yuebHo# paboThI Bcero ceMecTpam
Ne4
1 2 3
Oobwan mpyooemKocmp OuCyuUnIUHLL, 3/ 108 3/ 108
3E/ (uac)
U3 Hux uacoe npakmuueckoi no020moeKu 34 34
AyoumopHhuie 3anamus, BCETO vac. 51 51
B TOM YHCIJIE:
nexuu (JI), (gac) 17 17
npaktuyeckue/cemunapckue 3aastus  (113),
(gac)
naboparopusie padbotsl (JIP), (dac) 34 34
KypcoBoii poekT (padota) (KII, KP), (uac)
9K3aMeH, (Jac) 27 27
Camocmosmenvnas paboma, Bcero (dac) 30 30
Buo npomesxcymounoi ammecmayuu: 3auer,
madd. 3ager, sk3amed (3auer, Judd. 3auq, OK3. JK3.
DK3.%*%*)

4. CopepxaHue JUCIUTUTHHBI
4.1. PacnpenesneHue TPYJOEMKOCTH JUCIUIUIMHBI TIO Pa3/ieiaM ¥ BHAaM 3aHSITHH.
Paznensl, TeMBI JUCIUTIIMHBI U MX TPYAOEMKOCTh TIPUBEICHBI B TAOIHUIIE 3.

Tabnuna 3 — Pa3ensl, TeMbl AUCHUILTUHBL, UX TPYJOEMKOCTh

Paznensl, TeMbl TUCTIMITITIHBL Jlexuma | 113 (C3) - JIP KII CPC
’ (dac) (qac) (qac) (dac) (qac)
Cemectp 4

Monyns 1. Cranmaptsl Bopaackumic u
crieruQuKaIys cTaHaapToB Bopnackuic mo
komreTeHuu «KoproparusHas 3amira ot 1
BHYTPEHHHX YIP03 HHPOPMAIIMOHHON 0€3011aCHOCTI.
Pasnensl cienudukanum

Mopnyie 2. TpeboBaHUs OXpaHbI TPyAa U TEXHUKA 1

Ge3onacHocTu

Mopnyins 3. CoBpeMEHHBIE TEXHOJIOTHH B

npodeccuonanbHoi cdepe. OCHOBBI 3aIUTHI 2 2 2

WHQOPMAIUK OT BHYTPEHHHUX YTPO3
WH(GOPMAITMOHHOW 0€301MacHOCTH

Monyib 4. OcHOBBI 1IH(DPOBOIT THTHEHBI 2 4 2
Moaynb 5. YcraHoBka, KOHGUTYpHpPOBaHUE U
yCTpaHEHHE HEeHCIIPaBHOCTEH B CHCTEME 2 6 3

KOpPIIOPATHBHOM 3aIUTHI OT BHYTPEHHHUX YIPO3

Mogynp 6. TeXHOJOTUU areHTCKOTO MOHUTOPUHTa

Mouyis 7. Pa3paOoTka MONMUTUK O€30MMaCHOCTH,
aHaJIN3 BBISIBJICHHBIX HHIUACHTOB

Monyib 8. O6cnenoBanue (ayIuT) OpraHu3aliu ¢

LEJIBIO 3AIIUTHI OT YIPO3 HHPOPMAIMOHHOM 3 8 5
0e30macHOCTH
Hroro B cemectpe: 17 34 30

Hroro 17 0 34 0 30




[IpakTudeckass MOATOTOBKA 3aKIIOYaeTCs B  HEMOCPEJACTBEHHOM  BBHITIOJTHEHUU
oOydJalolmuMuUCs  OMNpelNeleHHbIX  TPYAOBBIX  (YHKIMH,  CBSI3aHHBIX ¢  Oya;yuleit
npodeCCHOHATIBHOMN 1S TETbHOCTBHIO.

4.2. CopnepskaHue pa3/ieioB U TeM JICKIIMOHHBIX 3aHITHH.
Copep:xanue pa3elioB M TeM JICKIIMOHHBIX 3aHITHI MIPUBEICHO B Ta0NHIIE 4.

Tabmuua 4 — CopeprkaHue pa3esioB U TEM JICKIIMOHHOTO IHKJIA

Howmep paznena HaszBanue u conep:xkanue pas3iesioB U TEM JICKLIMOHHBIX 3aHATHI

1 Monyns 1. Crangaptel Bopnackuic u cnenudukanus
ctangapToB Bopnackusic o komnereHuun «KoprnopaTuBHast
3alIMTa OT BHYTPEHHHUX yrpo3 HH(POPMAITMOHHON
Oe3onacHocTuy». Paznensl cnenudukanun

Tema 1.1 Cneuundukamus craniapra KOMIETCHINN
«KopnopatuBHas 3a1uTa OT BHyTPEHHUX YIpo3
MH(POPMALIMOHHOM 6e30MacHOCTHY (KOHKYPCHOE 33/1aHue,
TEXHUYECKOE ONMCaHue, UHPPACTPYKTYPHBIH JIUCT, CXeMa U
o0opyoBaHue pabouuX MECT, TPEOOBAHUS K TEXHHUKE
0€3011aCHOCTH, KPUTEPUHU OLICHUBAHHUS, KOJIEKC 3TUKU, OCHOBHBIE
TEPMUHBI)

2 Monynsb 2. TpeGoBaHus OXpaHbI TPYJa U TEXHUKU 0€30MacCHOCTH
Tema 2.1 KynbpTypa 6e30macHoro tpyza.

Tema 2.2 OcHoBBI 6e30macHOTO Tpya U 3P PeKTuBHAS
opranu3zaiys pabodero Mecta B COOTBETCTBHHU CO CTaHIapTaMH
Bopanckuiic u cnenudukanueit cranaapToB Bopiackumnic mo
KOMTICTCHITHH

3 Monyns 3. CoBpeMeHHbIE TEXHOJIOIHU B IPOPeCcCHOHATBHON
cdepe. OCHOBBI 3aIIKTHI UHPOPMALIUU OT BHYTPEHHUX yrpo3
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

Tema 3.1 OcHOBBI 3aLIUTHI KOPIIOPATUBHON UH(POPMAIUU
Tema 3.2 Lenu, 3agaum, CUCTEMBI, METO/bI U CPEJICTBA 3AIUTHI
Tema 3.3 [IpaBoBble 0cHOBBI. KitoueBbie aaropuT™Mbl U CUCTEMBI.
OcHoBHBbIe TIOHATHS. be3onacHOCTh HHPOPMALIMOHHBIX CHCTEM.
Yrpo3sl nuaopmalnonHoi 6e3omacHocTu. cTOUHUKHN yrpo3.
VazBumoctu. Pucku. Ataku.

Tema 3.4 3amurta nHGOpPMAIIUU OT BHYTPEHHUX yIPO3
MH(POPMALIMOHHOM Oe30macHOCTH. BrisBeHe yTedek ¢
ucnoib3oBaHueM TexHosoruu Data Leakage Prevention (DLP).
Teopus u npakruka npumeHenuss DLP-cucreM.

4 Monynb 4. OcHOBBI IU(POBON TUTUEHBI

Tema 4.1 Hudposas ruruena. Kudepyrpossl. Bunel kubepyrpos.
WuTepHet yrpo3bl. BHeninne (Bpe1oOHOCHBINH TPOrpaMMHBIN KO/,
crnam, (UILNHT, CETEeBbIE aTaKH, B3JIOM YCTPOHCTBA, B3JIOM
AKKAayHTOB H T.JI.) U BHYTPEHHUE (MHTEPHET 3aBUCUMOCTD,
MHTEPHET NPOKPACTUHALINS) UHTEPHET YTPO3bI.
KoMMyHHKaIIMOHHBIE W TEXHOJOTHUECKUE HHTEPHET YTPO3HI.
Tema 4.2 [IpaBuna Ge3omacHoro noeaeHus B ceTu VHTEpHeT.
Pa3zmMenienue u nCONb30BaHUE MTEPCOHATBHBIX U JIMYHBIX
naHHbIX. be3onacHble mapoiu. HacTpoiiku npuBaTHOCTH B
COLMANTBHBIX CeTsX. Pe3epBHOE KOMTMpOBaHHE.

Tema 4.3 [Iporpammsbl 3aIIUTHI OT BPEJOHOCHOTO NTPOIPAMMHOTO
kona. I[Iporpammel poaurensckoro KoHTpoisi. Cpencraa




mupoBanus qaHHBIX. CpeacTBa OJIOKHPOBAHUS
HEKEIIaTeIbHOTO KOHTEHTA.

Monyns 5. YcTaHoBKa, KOHQUTYPUPOBAHKE U YCTPAaHEHHE
HEHCIIPAaBHOCTEN B CUCTEME KOPIIOPATUBHOM 3aILUTHI OT
BHYTPEHHUX yIpO3.

Tema 5.1 YcranoBka DLP IWTM B BUpTYaibHOM OKPY>KEHUHU.
PesxuMbr port mirroring u proxy.

Tema 5.2 Kondurypuposanue DLP IWTM

Tema 5.3 McnpaBiieHne TUIIOBBIX HEUCIIPABHOCTEM.

Monyinb 6. TeXHONIOIMM areHTCKOro MOHUTOPUHT A

Tema 6.1 Ha3zHaueHne areHTCKOro MOHUTOPUHTA. Y CTAHOBKA U
HACTPOMKa areHTCKOro MoHuTOopuHra. MaTepdeiic koncomu DLP
IWDM. Pa6oTa B KOHCOJIH YIIpaBICHUS ar€HTOM

Tema 6.2 [ToTUTHKY areHTCKOTO MOHUTOPUHTA, OCOOEHHOCTH UX
HacTpoiiku. Co3ianue u npoepka noauTuk. Co3gaHue NOJUTUK
3alUThl Ha areHTax; @unbTpanus coosituii; Hactpoiika
COBMECTHBIX COOBITHII areHTCKOTO U CETEBOT0 MOHUTOPHUHTA;
Pabora ¢ HOCuTENIsIME 1 ycTporicTBaMu; Pabora ¢ daitramus;
KonTpons npunoxennii; Vckimouenne u3 coObITUI nepexnBaTa

Monynsb 7. Pa3paboTka monutuk 0€30macHOCTH, aHAIN3
BBISIBJICHHBIX HHIIAJCHTOB

Tema 7.1 Pa3paboTka u TecTupoBaHHE MOJUTHK B cucteme DLP
IWTM. Pabota ¢ pa3ienoM TeXHOJIOTHH CHCTEMBI
KOPIIOPATHBHOM 3alIUTHI: KATETOPHH U TCPMHUHBI, TCKCTOBBIC
00bekThI; PaboTa ¢ cCOOBITHSAMU, 3aMPOCHI, 00BEKTHI ITEpEXBaTa,
uAeHTU(UKAINSI KOHTAKTOB B coObITUH; PaboTa co cBoaKamuy,
BUJKeTaMu, cBojikamu; Pabota ¢ mepconamu; PaGoTa ¢
o0BekTaMu 3aiuThl; [IpoBecTH UMHUTALINIO TTPOLIecca YTEUKU
KoH(uaeHIManbHO nHpopmanuu B cucteme; Co3aarhb
HENIPOTUBOPEUYMBBIC TTOJUTHUKH, COOTBETCTBYIONTHE HOPMATHBHON
0a3e ¥ 3aKOHOJIATENBCTBY; 3aJOKYMEHTHPOBATh CO3aHHBIC
MOJIUTUKU UCTIONB3YS B COOTBETCTBHH C TPEOOBAHUSIMHU
COBpPEMEHHBIX CTaH/IapTOB B 00JaCTH 3alIUThHI HH()OPMALIUH.
Pabora c kaTeropusmu u TepmMuHamu; Mcnons3oBanue
pEryIspHBIX BeIpakeHuii; Mcmonb3oBanne MOphoIornieckoro
noucka; * Pabora c rpa¢puueckumu oobekramu; Pabora ¢
BBITpy3Kamu U 06a3 gaHHbIX; PaboTa ¢ meuatsmu u O1aHKaMu;
Pabota c daitnoBsiMu THUTIAMU,

Tema 7.2 MonuTopuHr Tpaduka. [IpoBepka npuMeHeHMs
MOJIUTHK 4-X BUIOB: TpaduK, IepcoHbl, Oydep oOMeHa,
nBrkeHne (aiinos. Paborta ¢ kpaynepom.

Monyns 8. O6cnenoBanue (ayIuT) OpraHU3aINHU C IIETBIO
3aIUTHI OT YTPO3 HHPOPMAIIMOHHOW 0€30MaCHOCTH

Tema 8.1 [lonsTue aynura uHGOpMalnOHHON OE€30MIaCHOCTH.
Teopust u npakTrkKa 00CIeAOBaHUS OPTraHU3AINH C [IEITHIO
3aIUTHI OT YTpo3 HHPOPMAIIMOHHOM 0€301acHOCTH

Tema 8.2 3aK0HOIATENHCTBO B 0O0JIACTH 3AIUTEI




Kommepueckas TaliHa.

KoH(puaeHMabHON nHpOopMaruu. Bunbr nadopmarim
OTpaHUYEHHOrO0 Aoctymna. [lepconanbHble JaHHBIE.

4.3. Tlpaktuyeckue (CEMUHAPCKUE) 3aHSITHS

Tembl NpakTUUECKUX 3aHATHI U UX TPYJOEMKOCTh IPUBEICHBI B Ta0IHUILIE 5.

Tabmuua 5 — [IpakTuyeckue 3aHATHS U UX TPYJIOEMKOCTh

N3 Hux Ne
Ne | Tewmsl npaktudyeckux | @opmel IpakTU4EeCKUX | TpynoeMKOCTh, |IPAaKTHUYECKOM |pasnena
/o 3aHATHI 3aHATHAI (dac) IIOJTOTOBKH, | TMCLIMII
(dac) JIUHBI
VY4eOHbIM MJIaHOM HE IPEAYCMOTPEHO
|
Bcero
4.4, JlabopaTopHbIC 3aHATHS
Tembl 1a00paTOPHBIX 3aHATHIA U UX TPYJOEMKOCTbh ITPUBEICHBI B TAOIUIIE 6.
Tabnuua 6 — JIaGopaTopHble 3aHATHUS U UX TPYJIOEMKOCTb
N3 Hux Ne
X | Homveronaune naGoparoprs pagor | TPYAOMKOSTE: | IPUCHSGCKOf | puszer
(dac) JINHBI
Cemectp 4
1 | HacTpoiiku mprBaTHOCTH B COIIMAIIBHBIX 6 6 3,4
ceTsax
2 | YcraHOBKa U KOH(pUTYpUpOBaHUE 9 9 5-8
KoMInoHeHTOB DLP cucremst
3 | TexHONOTHHU areHTCKOTO MOHUTOPHHTA 9 9 5-8
4 | Pa3paboTKa U IPUMEHEHUE TOJIUTHK, AaHAIIN3 10 10 5-8
BBISIBIICHHBIX WHIMICHTOB
Bcero 34 34

4.5. KypcoBoe npoeKkTupoBaHue/ BBIIIOJIHEHUE KYPCOBOU PabOTHI

Y4eOHBIM MJIaHOM HE IPETyCMOTPEHO

4.6. CamocrodTenbHas paboTa 00yJarouxcs
Buapl camocTosiTenbHON paboThI B €€ TPYI0EMKOCTh MPUBEICHBI B Ta0HIIE /.

Tabnuna 7 — Bunbl caMmocTosTenbHON paboThI M €€ TPYAO0EMKOCTh

N Bcero, | Cemectp 4,
Bun camocrosiTensHO# paboTh
qac qac
1 2 3
M3y4eHne TeopeTHIeCcKOro MaTepraia
10 10
qucuuriaHbl (TO)




Kypcosoe npoektuposanue (KII, KP)

PacuerHo-rpaduueckue 3ananus (PI'3)

Brimonaenue pedepara (P)

[ToaroToBka K TeKyIeMy KOHTPOJIIO

ycnepaemocTu (TKY) 10 10

Jomamnee 3aganue (/13)

KonTtposbabie paboTsl 3a0unnkoB (KP3)

[ToaroroBka K MpOMEXKYTOUHOM

arrecrauuu (I1A) 10 10

Bceero: 30 30

5. IlepeueHnb y4eOHO-METOAMYECKOTO OOECTICUCHUS
JUTISL CAMOCTOSTEIILHON PabOThI 00YUAIONMIUXCS TT0 TUCIUIUIMHE (MOIYITIO)

Y4eOHO-METOIMUECKNE MaTePHAIbl JIII CAMOCTOSITEIIbHONH pabOThl OOYYArOIIMXCSl YKa3aHbI B
ma. 7-11.

6. IlepeueHb MeUaTHBIX U PIEKTPOHHBIX YUEOHBIX U3TaHUI
[TepeueHs eYaTHBIX U 3JEKTPOHHBIX YIEOHBIX U3IaHUH TIpUBEIeH B Tabuie 8.
Tabnuna 8— [lepedeHb MeYaTHBIX U AJIEKTPOHHBIX YUEOHBIX U3TAHHIMA

Komiuectso 3x3eMIusipoB
Iudp/ B OHOIHOTEKE
URL azpec bubnuorpaduueckas ccpiika (KpOME ICKTPOHHBIX
AK3EMILTSPOB)

https://kb.infowatch.com/ TexHueckast TOKYMEHTAIIUS 110
pages/viewpage.action? pemennio InfoWatch Traffic Monitor
pageld=32079878 4.1 [aneKTpoHHBIH pecypc]
https://bit.mephi.ru/ A.C. Baiinies, A.A. Maiiok,
index.php/bit/article/ Paspabotka knaccuduranuu
view/14/22 BHYTPEHHUX YTPO3

nH(}OPMALIMOHHON 6€30MacHOCTH

MOCPEIICTBOM KJIacCU(UKAIIUU

MHIUAEHTOB, MockBa, )kypHain bUT

No 3 2016 r. [a51eKTpOHHBIN pecypc]
https://www.twirpx.com/ [Mapteika T.J1., TToro 1. 1.
file/185060/ Hudopmanronnas 6€30macHOCTbD,

yaeOHoe mocodue. 5-¢ u3., mepepao.

u goi. - M.: ®DOPYM, 2012. - 432 c.
https://worldskills.ru/nashi- [TonoxxeHune 00 opraHu3aIyu u
proektyi/demonstraczionnyij- | npoBeaeHUU 1EMOHCTPAIHOHHOTO
ekzamen/documents 9K3aMeHa 0 CTaHIapTaM

WorldSkills Coroza «Monozsie

po¢eCCUOHANBI», dTCKTPOHHAS

myOJIUKaIus
https://worldskills.ru/nashi- | ITonoxxeHune 06 opraHu3anuu u
proektyi/demonstraczionnyij- | mpoBeJcHUN TEMOHCTPAIMOHHOTO
ekzamen/documents/ 9K3aMeHa Mo CTaHJaapTaM

WorldSkills Coroza «Momnossie




npodeccroHably, SEKTPOHHAS

myOrKaIus
http://padabum.com/ Ckuba B.1O., Kypbaros B.A.
d.php?id=27762 PyKOBOICTBO 110 3aIIUTE OT

BHYTPEHHHUX YIPO3
nH(pOpPMaMOHHOM 6€301MacHOCTH. —
CII6.: ITutep, 2008. — 320 c.

X404.3M 48 Nudopmannonnas 6e3onacHocTh U | 25
3amuTa HHGOpMaIHn: yaeOHOe
rmocobue/ B. I1. Measuukos, C. A.
Kuneiimenos, A. M. Ilerpakos; pex.
C. A KieiimeHOB. - 5-¢ u3., cTep. -
M.: Akagemus, 2011. - 331 c.

004 Momak H. H. Opranuzanus 40
M 87 06e30macHOTo A0CTyMa K
MH(POPMAIIMOHHBIM pecypcam
[Texcr]: yuebnoe mocodbue / H. H.
Momak, T. M. Tarapaukosa.
npudopoctpoenus. - CII16.: U3x- Bo
I'VAIL 2014. - 121 c.

004 M Momax H.H. 3amumieaasie 40
87-604316-ED UH(}OTEIEKOM-MyHUKAIIMHA. AHAIHU3
Y CHUHTE3 [ DJIEKTPOHHBIN pecypc]:
monorpadust/H.H. Momak. —
OnextpoH. Tekcrobie nan. — CIIO.:
Wzn-so I'VAIL 2014. — 197 c.

7. TlepedyeHb HIMEKTPOHHBIX 00OpPa30BaATEIBHBIX PECYPCOB
nH(}OPMaIMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTu « IHTepHeT»
[lepeuens AIIEKTPOHHBIX o0pa30BaTeNbHBIX pecypcoB MH(pOpPMaLOHHO-
TEJIEeKOMMYHUKAaIMOHHONW ceTu «HTepHeT», HEOOXOAMMBIX I OCBOCHHS TUCIUILIAHBI
npuBezieH B Tabnmue 9.

Tabmuua 9 — IlepedyeHb 3IEKTPOHHBIX O0pa30BaTEIbHBIX PECYpPCcOB HH(POPMALUOHHO-
TEJIEKOMMYHUKAIIMOHHON ceTn «HTepHEeT»

URL anpec HaumenoBanue
https://worldskills.ru Ocuosnoii moptan Coro3a «Mosoibie mpoheCCHOHAIBI

(Bopnnckumic Poccus)

https://kb.infowatch.com | baza 3nanuii mo npoaykram u peuienusM InfoWatch

8. Ilepeuens MHGOPMAITMOHHBIX TEXHOIOTHMA
8.1. [lepevyeHp MPOrpaMMHOTO OOECIICYCHHSI, HCIIOB3yeMOTO TIPH OCYIIECTBICHUH
00pa30BaTeNbHOTO MpoIiecca Mo TUCITUTUINHE.
[TepedeHs UCTIOIB3YEMOT0 TPOTPAMMHOTO OOECTICUeHHs TTpeicTaBieH B Tadymire 10.

Tabmuna 10— Ilepedens nporpaMMHOro o0ecrieyeH s

Ne i/ HaumeHnoBanue

1 Adobe Reader




N

Bbpayzep Google Chrome mm Yandex

I'unepsusop Oracle VirtualBox Bepcuu ve Hike 5.1.14 mnmu VM Ware Workstation He
Huxe 12

InfoWatch Traffic Monitor

InfoWatch Device Monitor

Bupryansnas mammnaa ¢ OC RedHat

~Nlo| o b~

Bupryansnas mammnaa ¢ OC Windows

8.2. Ilepeuenn MH(POPMALMOHHO-CITPABOYHBIX CUCTEM,UCII0JIb3yEMBbIX pu
OCYIIECTBJICHUH 00pa30BaTEILHOTO MpoIiecca Mo AUCIUITITHHE

[lepeyeHp HCMONB3yeMbIX HH(POPMALMOHHO-CIIPABOYHBIX CHCTEM MPEJCTAaBICH B
Tabymue 11.

Tabmuna 11— Ilepedyens HHPOPMALIMOHHO-CITPABOYHBIX CHCTEM

Ne i/t HaumenoBanue

He npenycmorpeno

9. MarepuanbpHO-TeXHHYECKast 6a3a
CoctaB  MaTepUAIbHO-TEXHUYECKOH 0a3bl, HEOOXOMUMOW Ui  OCYIIECTBIICHUS
00pa30BaTeILHOTO MpoIiecca MO TUCIUIUTHHE, IPEICTaBICH B Tabmuiel 2.

Ta6mmma 12 — CoctaB MaTepualibHO-TEXHHUECKOM 0a3bl

Ne HanmenoBanue coctaBHOM 4acTu Howmep aynuropun
/T MaTepuaIbHO-TEXHUYECKON Oa3bl (Ipu HEOOXOTUMOCTH )

1 | MynpTuMenuiiHas JeKIUOHHAS Ay TUTOPUS

N

Komnbrotepnsiii k1acc (He MmeHee 10 KOMIIBIOTEPOB)

w

[Iporpammuoe DLP st 00pb0bI ¢ BHYyTPEHHUMH yTEUKaMHU
nHpopManuu 1 odbecreyeHust KOpInopaTuBHON 0€301acHOCTH

Bupryanbsnas mamuna (cepsep DLP)

BupryanpHas mamuHa (KOHTpOJUIEp JOMEHA)

BupryanpHas mamuHa (cepsep)

~N| o) o B~

BuptyaneHas MammHa (KJIHEHT)

10. Onenounble cpeacTBa AJs MPOBEIEHUS TPOMEXKYTOUHOM aTTecTaIllu
10.1. CocTaB OIICHOYHBIX CPEIACTBAJS TPOBEACHUS TPOMEKYTOYHOH aTTeCTAI[UH
o0yyaroImuxcst o JUCUUIUIMHE IpuBeAeH B Tabnuue 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPECTB Il IPOBEICHHS POMEKYTOYHOH aTTECTAIIUU

Bug HpOMe)KYTOQHOﬁ aTTeCTallun Hepequb OILICHOYHLIX CPCACTB

DK3aMeH KoMIuieKkTsl O11eHOUHOM JOKYMEHTALIMHI
3amaun

10.2. B kadyecTBe KpUTEpUEB OICHKH YpOBHSA C(HOpPMHUPOBAHHOCTH (OCBOCHUS)
KOMITETCHIIMN OOYyJaronuMucs NMPUMEHSETCs S5-0ayuibHasi MIKajga OIEeHKH CHOPMHPOBAHHOCTH
KOMIIETEHIIN, KoTopas mpuBejeHa B Tabuune 14. B TeueHne cemecTpa MOXKET UCIOIB30BaThCS
100-6amnpHast ~ mIKama ~ MOIYJBHO-PEUTHHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIA
MCIIOJIb30BaHUsl KOTOPOW, YCTaHOBIJIEHBI COOTBETCTBYIOIIUM JIOKaJIbHBIM HOPMAaTHUBHBIM aKTOM
['VAIL




Tabmuua 14 —Kpurepuu onieHKH ypoBHS c(hOPMHUPOBAHHOCTH KOMIETEHITHIH

Or1eHKa KOMITETEHITUI

XapakreprucTika chOpMUPOBAHHBIX KOMIIETEHIIMIA
5-0ayubHas mKana PAKTCp (bopmp

— oOyyaromuicss TIyOOKO M BCECTOPOHHE YCBOWJI IPOTPAMMHBIN
MaTepua;

— YBEpPEHHO, JIOTHYHO, ITOCIIEI0BATEIHLHO U TPAMOTHO €T0 M3JIaracr;

— ONMHpasCh Ha 3HAHWS OCHOBHOM W JOMOJHUTEIBHOW JIUTEPATYpPHI,
TECHO NPHBS3bIBACT YCBOCHHBIC HAYYHBIC ITOJIOKCHHS C MPAKTHICCKON
JESITEIIbHOCTHIO HAIPABIICHHS;

— yMeno 000CHOBBIBAET U ApTYMEHTUPYET BBIJIBUTACMBIE UM HJICH;

— JIeJIaeT BBIBOALI U 000OIICHHUS;

— cBOOOJIHO BJIaJICET CHCTEMOM CIIeNUaTM3UPOBAHHBIX TOHITHH.

«OTJIIMYHO»
(Ga4uTCHO»

— 00yJaromMiCcs TBEPIO YCBOWII MPOrPAaMMHBINA MaTepHajl, IPaMOTHO H
M0 CYIIECTBY U3JIaraeT €ro, ONupasch Ha 3HAHWS OCHOBHOMU
JTUTEPATYPBI;

— HE JIOMYCKAeT CYIMECTBEHHBIX HETOYHOCTECH;

— YBSI3bIBACT YCBOCHHBIC 3HAHUSA C NPAKTHYECKOH JESITEIbHOCTHIO
HAIPABIICHUS;

— apryMEHTUPYET HAYIHBIC TTOJIOKEHUS;

— JIeJIaeT BBIBOALI H 000OIIECHHUS;

— BJIQJICET CHCTEMOMH CIIeIMAaTN3UPOBAHHBIX TTOHSITHH.

«XOpOoHIO»
(Ga4YTCHO»

— oOyyaroluiicss yCBOMJI TOJbKO OCHOBHOW IPOrpaMMHBIA MaTepua,
II0 CYIIECTBY M3JIaraeT €ro, ONMpasChb HAa 3HAHUSA TOJBKO OCHOBHOM
JIUTEPATYPBI;

— JIONyCKaeT HeCYIIECTBEHHbIE OIINOKU U HETOYHOCTH;

— UCIIBITBIBACT 3aTPYAHEHUs B IIPAKTHUYECKOM IIPUMEHEHUN 3HAHUHI
HallpaBJICHUS,

— ci1ab0 apryMeHTUpPYeT Hay4dHbIE MTOJIOKEHMS,;

— 3aTpyaHseTcs B GOpMYJIMPOBAHUN BBIBOAOB M 000OLICHUIH;

— 9YaCTUYHO BIAJCET CUCTEMON CIIENMAIN3UPOBAHHBIX OHITH.

«yZI0BJIETBOPUTEIILHOY
«GAUTEHO

— o0ydJaromuiics He YCBOWJI 3HAYUTEIHHOH YacTH MPOrpaMMHOTO
Marepuana;

— JIOMMYCKaeT  CYLIECTBEHHbIE  OMMOKM W  HETOYHOCTH  IpHU
paccMOTpeHHH Ipo0JIeM B KOHKPETHOM HallpaBIICHUH,

— MCTIBITBIBAET TPYIHOCTH B MPAKTHYECKOM IPUMEHEHNUN 3HAHH;

— HEe MOXKET apryMEeHTHPOBATh HAY4YHbIE MTOJIOKECHMUS;

— He (JOpMYIHPYET BBIBOJAOB U 0000IICHHH.

«HEY/IOBJICTBOPHTEIIHHO»
«HE 3aUTCHO»

10.3. TunoBble KOHTPOJIbHBIE 3a/1aHUS WM UHBIE MaTEPHAIIBI.
Bomnpocsr (3agaun) asns sK3aMeHa mpeIcTaBiIeHb! B Tabiuie 15.

Tabnuna 15 — Bonpocs! (3agaun) 11 9K3aMeHa

Ko
No /it [Tepedens BOmpoCOB (3a71a4) TSl SK3aMeHa A
WHAMKATOpa
1 [TpoBecTn KOHUrypannio ceTeBON HHPPACTPYKTYPHI: [IK-7.3.1

HaCTPOUTH XOCT MAIIMHY, CETEBOE OKPYKEHUE, BUPTYaAJIbHbIE
MAalllUHBbI, U T. I1.;

* YCTaHOBUTH M HACTPOUTH CUCTEMY KOPIIOPATUBHOM 3aIIUTHI
OT BHYTPEHHHUX yIPO3;

* 3aIyCTUTh CUCTEMY, POBEPUTH (PYHKIIMOHATILHOCTD U
COOTBETCTBUE HACTPOEK LI€JIEBOM ceTeBOU HHPPACTPYKTYpe

* [IpoBecT HMHUTAIUIO TIPOIIECCA YTEUKH KOH(DUIEHITHAIBHON
uHpOpPMAIIUU B CUCTEME;

2 * YcTpaHuTh MpoOsIeMbl PU MOSIBIICHUY; [1K-7.3.2
* [IpogemMoHCTpHPOBATH PAOOTOCTIOCOOHOCTD CUCTEMBI
* [lonroroBUTH OTYET MO OIIEHKE PAOOTOCTTIOCOOHOCTH




CHCTEMBI,

[TpuMeHUTH TOTUTUKH HHPOPMAIIMOHHOM 0€301TaCHOCTH B
cHCTeMe, aBTOMAaTHYECKH BBIIOJIHUTH ITOUCK MHIUJICHTOB
UH(POPMALIMOHHOM 0€30MaCHOCTH, BHECEHHBIX YJICHAMH JKIOPH
(c ncronp3oBaHMEM cTeHa U [ eHepaTopa Tpaduka u
WHIIUJICHTOB).

* [IporemMoHCTpHUPOBATH 3HAaHWE MEXAaHU3MOB PaOOTHI
areHTCKOr0 MOHUTOPHHTA,

IIK-7.3.3

* Pa3paboTarh U NPUMEHUTH MTOJIMTHKU ar€HTCKOTO
MOHMTOPHHTA /7151 pa0OThI C HOCUTEISIMU U YCTPOICTBaMU;
* Pa3paboTarh U NPUMEHUTH MOJIUTHKU ar€HTCKOTO
MOHUTOPHHTA JUIs paboTHI ¢ (aitnamu;

* Pabora ¢ uCKIIOUEHUSIMH U3 IIepexBara;

[TIK-7.V.1

Pa3zpaborars monmuTHky HHGPOPMAITMOHHOK 0€3011aCHOCTH,
UCIIOJIb3Ysl THCTPYMEHTAapUl aBTOMAaTU3UPOBAHHON CUCTEMBI
IWTM 6 u ycnemHo ux NpuMeHUTb JUIs BBISIBICHUS W/UIH
OJIOKMPOBAaHUS MHIIUACHTOB Oe30macHocTu. Jliis co3nanus
WHIUJEHTOB U Apyrux coobituii B IWTM ucnomnsiyercs
CHelHalbHOE MporpaMMHoe o0ecrieueHre — crienuanbHbIN
['enepartop Tpaduka U UHIUICHTOB.

CryneHty He0OX0AUMO:

* Pa3paboTarh HOBBIE W/ MOTUPHUIIUPOBATH
CYIIECTBYIOIINE MOJUTUKUA OE30MMaCHOCTH, MEPEKPHIBAIOLINE
KaHaJbl IepeJaul JaHHBIX U BO3MOXKHbBIEC MHIIUIEHTHI
COTJIaCHO 3K3aMEHAIMOHHOMY 33JIaHHUIO;

* 3aHeCTH MONMTHUKH HH(DOpMaMOHHON Oe3omacHocT B DLP-
CHUCTEMY;

[IK-7.y .2

* Pa3zpabotarh nin/vi MOAHQPUITMPOBATE OOBEKTHI 3aIUTHI,
KaTeropuu, TeXHoJaoruu 3amutel B DLP-cucteme u T. 11.;

* [I[puMEHUTH MOMUTHKH JUTSI KOHTPOJIS TpaduKa, BEISBICHHUS
u/vau OJIOKUPOBAHUS MHIIUIEHTOB 0€30MacHOCTH,
CO3/1aBacMbIX BHEITHUM [ eHeparopom Tpaduka u
WHIUCHTOB. MaKCUMH3UPOBATh YHCIIO BBISIBICHHBIX
HHIMIEHTOB 0€30I1aCcHOCTH;

* [IponeMoHCTpUpPOBATH BIaICHNE TEXHOJIOTUSIMH U YMEHUE
pabotath ¢ uHTEp(PEcOM yIpaBICHHUS CUCTEMBI
KopropaTUBHOH 3amuTsl HHGopmarun IWTM.

YyacTHUKY HEOOXOAMMO MPUMEHUTD MOTUTHKA
uH(popMannoHHOK 6e3omacHocTy B cucteme IWTM,
ABTOMATHYECKHU BBITIOJTHUTH IOUCK WHITUICHTOB
nH(GOPMaIIMOHHON 0€30MaCHOCTH, BHECEHHBIX YWICHAMU KIOPH
(c ucronmb30BaHMeM cTeHa U [ eHeparopa Tpaduka u
UHIUACHTOB). [TonuTHKKM MOKHO MOIU(DUIIUPOBATH, C €TI0
BBISIBJICHHUSI MAKCHMAJILHOTO YMCJIa MHIUICHTOB U yTEYCK.
Heob6xonuMo ucmonp30BaTh BeCh HAOOP TEXHOJIOTHI TIOUCKA U
BBISBJIIEHUS YA3BUMOCTEH, JOCTYITHBIN B CUCTEME
KOPIOPATUBHOM 3alUThl. ITOTOBBIM BapUAHT MOTUTUK
JIOJI’KEH OBITh 3a)MKCUPOBAHBI B OTUETE.

[IK-7.B.1

B unciao uaIMaeHTOB MOTYT BXOIUTH, HAITPUMEP:

¢ rI€pcaada nNepCOHAIBHBIX JaHHBIX COTPYAHUKOB U
KOHTPArcHTOB I10 BHCKTPOHHOﬁ IIo4YTeE;

® rIepcaada 0a3bl KJIMEHTOB OpraHr3allii B apXHBE C

[IK-7.B.2




HCIIOJIb30BaHUEM (aillIoBBIX IPOTOKOJIOB;

* HEIIEH3YpHasl JICKCUKA COTPYJHUKOB B NIEPEIHUCKE C
KOHTpareHTaMu;

* epegada HHQGOpPMaIUH, COCTABIISAIONIEH KOMMEPUYECKYIO
TaHY U JIp.

* [I[puMeHUTH MEXaHU3MBI CO3/IaHUS QUIBTPOB JIJIS AHATTN3A
MePEeXBAYCHHOT0 TpauKa U BBISIBICHHBIX HHIIUJECHTOB;

* [lonroToBUTH I€TANTU3UPOBAHHBIE OTYETHI O HAPYIICHUAX

Bomnpocsr (3agaun) s 3aueta / qudd. 3auera npepcraBieHsl B Tadbnuie 16.
Ta6mmma 16 — Boripocs! (3amaun) mist 3aueta / audd. 3adera

Kon

Ne /i Ilepeuens BompocoB (3ama4) ajisd 3a4era / Iu . 3a4€Ta
P p ( A )H a (bq) HHIWKaTOopa

Y4eOHBIM IJIJAHOM HE IPESYCMOTPEHO

[lepeuenr TeM sl KypCOBOTO TPOCKTHUPOBAHUS/BBIIIOIHEHUS KYPCOBOW pabOTHI
MpeACTaBICHBI B Ta0mwmIe 17.
Tabmuna 17 — Ilepedern TeM JUIsi KypCOBOTO TPOSKTHPOBAHMSI/BBITIOJIHCHUST KYPCOBOM paOOTHI

No 1/ [TpuMepHBIii IepedeHb TeM il KypCOBOI'O IMPOEKTUPOBAHUS/BBIIOIHEHHS
B KypcOBO#l paboThI

Y4eOHBIM IUTIAaHOM HE MNpEaAYCMOTPCHO

Bompocer st mpoBeneHUsT TPOMEXKYTOYHOW aTTECTAllMM B BHJE TECTUPOBAHHUS
MpeACTaBICHBI B TaOnwuie 18.

Tabnuna 18 — [IpumepHbIil epeyeHb BOPOCOB JJIs TECTOB

Kon

Ne ni/m [TpumepHBIii IepeueHb BOMPOCOB IS TECTOB
WHAMKATOpa

[lepeueHp TeM KOHTPOJIBHBIX PabOT MO NUCHUIUIMHE OOYYarolUXCsl 3a09HON (OPMBI
oOydeHus1, IpecTaBieHbl B Tabnuie 19.

Tabmuna 19 — [lepedeHb KOHTPOJIBHBIX PadOT

Ne n/mt IlepeyeHb KOHTPOJIBHBIX PadOT

He npenycmorpeno

10.4. MeToquveckre  MaTepUaibl,  ONPEACISAIONIAE  TPOUEAYPHl  OICHUBAHUS
WHAUKATOPOB, XapaKTEpU3YIOIUX JdTanbl (OPMUPOBAHMUS KOMIIETCHIIUN, COAEpKaTcs B
JIOKaJbHBIX HOpPMATUBHBIX akTax [ YAIl, periaMeHTHpYIONIUX TOPSIOK U TPOIEAYPY
MPOBEJICHUS TEKYIIEr0 KOHTPOJIS yCIIEBAEMOCTH U MPOMEXYTOUHOM aTTeCTAIllMH O0YyJarolInXcs
I'VAIL

11. Meroauveckue yKazaHus i1 00y4JarOMUXCsl 0 OCBOCHUIO JUCITUTUTHHBI

11.1. Metonuueckre yka3zaHus [ OOYYalOIIMUXCS 10 OCBOCHMIO JIEKIMOHHOTO
MaTepuaia.

OcHOBHOE Ha3HAYEHHE JIEKIIMOHHOTO MaTepHana — JIOTUYECKH CTPOMHOE, CHUCTEMHOE,
riyOOKOe U SICHOE W3JIOKEeHHe yueOHoro marepuana. HasHadeHune COBpEMEHHOM JeKIUU B
pamMKax JUCIUIUIMHBI HE B TOM, YTOOBI MOJYYUTh BCIO MHQOpMAIMIO 10 TEME, a B OCBOCHUU
(dyHaaMEeHTaNbHBIX MpOOJeM JUCHMIUIMHBI, METOJOB HAayYyHOrO IIO3HAHMS, HOBEWUIIMX
JOCTHKEHUI HaydyHOM MbIcau. B yueOHOM mporiecce JIEKIHs BBIIOIHSET METO/I0JIOIMYECKYIO,




OpraHU3alMOHHYI0 U MHPOPMALMOHHYIO (YHKUMHU. JIEKIUs pacKpbIBaeT MOHATUHHBIN anmapar
KOHKPETHOH 0o0ylacTH 3HaHus, €€ mpoOsieMbl, AAaeT LEeIbHOE NPEACTaBIECHUE O AUCLUILIMHE,
[IOKAa3bIBAET B3aUMOCBS3b C IPYTUMU AUCLUIIIIMHAMH.

[InanupyemMsble pe3yabTaThl IPU OCBOEHUH 00y4YaromKUMUCS JIEKIIMOHHOTO MaTepuaa;

— TIOJyYEHUE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBSA3aHHBIX 3HAaHUN, YpPOBEHb
KOTOPBIX OIpeeNsAeTCs LIeJIeBOM YCTAaHOBKOM K KaX/10i1 KOHKPETHOM TeMe;

— TIOJIyY€HHE OTIBITa TBOPUECKOH pabOThl COBMECTHO C MPENOaBaTEIEM;

— pa3BuTHE NPO(PECCHOHANBLHO-IEIOBBIX  KAuecTB, JIIOOBU K  TOpeaIMeTy |
CaMOCTOSITEIbHOTO TBOPYECKOI'O MBIIITIEHHUS.

— MOsIBJIEHHE HEOOXOAMMOro UHTEpeca, HE0OXO0AUMOTO Il CAMOCTOSTENIbHON pabOThI;

— T[OJIyuyeHHE 3HAaHUH O COBPEMEHHOM YpPOBHE pa3BUTHSI HAYKH U TEXHUKH U O
IIPOTHO3€ UX Pa3BUTHs Ha OJMIKalIINe TObl;

— Hay4yuTbhCS METOJMYECKH 0OpadarbiBaTh MaTepuan (BBIACIATH TJIABHBIC MBICTH H
IIOJIOKEHUS, IPUXOAUTh K KOHKPETHBIM BBIBOJAM, IOBTOPSATh HUX B  Pa3jIM4YHBIX
(bopMyITUPOBKax);

— TOJIy4eHHE TOYHOTO TTOHUMAaHHUS BCEX HEOOXOIUMBIX TEPMUHOB U TIOHSTHA.

JIeKIIMOHHBI  MaTepua’d MOXKET COINpPOBOXKAATHCA JAEMOHCTpauuedl chnaiioB
HCIIOJIb30BAaHUEM pa3/laTOYHOIO MaTepuajga IpU IPOBEIEHUU KOPOTKMX JAMCKYCcCUH 00
0COOEHHOCTSX MPUMEHEHHUS OTJENIbHBIX TEMATHK 10 JUCLUIUINHE.

CrpyKTypa npeaocTaBieHHs JEKLIHOHHOIO MaTepuara:

Monyns 1. Cranaaptsl Bopiackwic u cneungukanus craniaproB Bopiackmic mo
KomrereHIH «KoprmopaTuBHas 3amuTa OT BHYTPEHHUX YIrpo3 HHPOPMALMOHHOM
6e3omacHocTw». Paznensl cnenudukanmuu

Tema 1.1 Cneuundukamnus crannapra komrnereHuuu «KoprnopaTuBHas 3ammra ot
BHYTPEHHUX yIpo3 HHPOPMALMOHHON 6€301acHOCTHY (KOHKYPCHOE 33a/1aHue, TEXHUYECKOe
onucaHue, MHPPaCTPYKTYpPHBIN JIUCT, CXeMa U 000pyoBaHHe paboYnX MecCT, TpeOOBaHMS K
TEXHHUKE 0€3011aCHOCTHU, KPUTEPUH OLIEHUBAHUS, KOJIEKC ITUKH, OCHOBHbIE TEPMHUHBI)
Monyns 2. TpeboBaHUs OXpaHbl TPyJa U TEXHUKU 0€30MaCHOCTH

Tema 2.1 KynbpTypa 6e30macHoro Tpyza.

Tema 2.2 OcHoBbI Oe30macHOro Tpyaa u 3¢ ekTuBHas opraHusaius padbouyero

MecTa B COOTBETCTBUHU CO cTaHAapTaMu Bopiackuiic u cnenudukanyeil CTaH1apToB
Bopaackuiic 1o KOMIETEHIUH.

Monynb 3. CoBpeMeHHbIE TEXHOJIOTHH B MpodeccuoHanbHOM cepe. OCHOBBI 3aIIUThI
UH(POPMALIMU OT BHYTPEHHHUX Yrpo3 MH()OPMAITMOHHON 6€30MaCHOCTH.

Tema 3.1 OcHOBBI 3aLIUTHI KOPIIOPATUBHON UH(POPMAIIU

Tema 3.2 [enu, 3a1a4u, CUCTEMBI, METOABI U CPEICTBA 3AILUTHI

Tewma 3.3 IIpaBOBBIE OCHOBHI.

KiroueBsle anroputMel U cuctemsl. OCHOBHBIE MOHATHUSA. be3onacHOCTh
MH(OPMALIMOHHBIX CUCTEM. YTPO3bl HHPOPMAIIMOHHOM Oe30nacHOCTH. VICTOUHUKH yTpo3.
Vassumoctu. Pucku. Ataku.

Tema 3.4 3amuTa HHPOpPMAIMK OT BHYTPEHHUX Yrpo3 HH(OPMALIMOHHON

6e3omacHOCTH. BrIsiBIeHHe yTedek ¢ ucnonb3oBanueM TexHosnoruu Data Leakage Prevention
(DLP). Teopus u npaxtuka npumenenuss DLP-cucrem.

Monynb 4. OcHOBBI IM(POBOIT TUTHEHBI

Tewma 4.1 ludposas ruruena. Kubepyrpossl. Bumasl kubepyrpos. UHTepHET yrpo3sl.
BHennue (Bpe1oHOCHBIN MPOTrpaMMHBIN KOJI, CTIaM, (PUILIMHT, CETEBbIE aTaKH, B3JIOM
YCTPOMCTBA, B3JIOM aKKayHTOB U T.JI.) U BHYTpPEHHUE (MHTEPHET 3aBUCUMOCTh, HHTEPHET
IIPOKPACTUHALMS ) UHTEPHET yrpo3bl. KOMMyHMKallMOHHBIE U TEXHOJIOTUYECKHE HHTEPHET
YTPO3BI.

Tema 4.2 [IpaBuna Ge3omacHoro noseaeHus B cetu Murepuer. Pasmenenne u
HCIOJIb30BaHNE NIEPCOHANIbHBIX U JINYHBIX TaHHBIX. bezonacuble maponu. Hactpoiiku
IIPUBATHOCTH B COLMAJIBHBIX CETAX. Pe3epBHOE KONMMpPOBaHUE.




Tema 4.3 IIporpaMMbl 3aIIUTHI OT BPEJOHOCHOTO IPOrpaMMHOTro kKozaa. ITporpammel
poauTenbekoro kKouTposst. Cpeactsa mudpoBanus qaHHbIX. CpeacTsa OJ0KHUpOBaHUS
HE)KEJIaTeJIbHOT0 KOHTEHTa
Monynsb 5. YcTaHoBka, KOHQUTypUpOBaHUE U YCTpaHEHUE HEUCTIPABHOCTEH B cUcTEME
KOPIIOPaTUBHOM 3allIUThl OT BHYTPEHHUX yIPO3.
Tema 5.1 YcranoBka DLP IWTM B BUpTyanbHOM OKpY>KeHUH. Pesxumbl port
mirroring u proxy.

Tewma 5.2 Kondurypuposanue DLP IWTM
Tema 5.3 McnpaBiieHue TUIOBBIX HEUCIIPABHOCTEM.
Monynb 6. TexHOJIOTMH areHTCKOT0O MOHUTOPUHTA
Tema 6.1 HazHaueHne areHTCKOro MOHUTOPUHTIA. Y CTAHOBKA U HACTpOiiKa
areHTcKoro Monutopunra. Matepdeiic koncomm DLP IWDM. Pa6oTta B KOHCON yrpaBieHUs
areHToOM
Tema 6.2 [ToUTHKY areHTCKOTO MOHUTOPUHTA, OCOOCHHOCTH UX HACTPOUKH.
Coznanue u nposepka noyutuk. CoziaHue NOJIMTUK 3aIIUThI Ha are’Tax; Ounprpanus
coObITuii; HacTpoiika COBMECTHBIX COOBITHI areHTCKOT'O U CETeBOIo MOHUTOpHHTA; PaboTa ¢
HOCUTEJSIMU U ycTpoiicTBamu; Padota ¢ ¢aitnamu; Kontpons npunoxenuit; ckitouenue us
coOBITHIA IepexBara.
Mogyns 7. PazpaboTka moauTUK 0€30MMaCHOCTH, aHAJIU3 BBISIBICHHBIX WHIIUICHTOB
Tema 7.1 Pa3paboTka u TectupoBanue noautuk B cucteme DLP IWTM. Pa6oTa ¢
pa3zenoM TEXHOJIOTUH CUCTEMbI KOPIIOPATUBHOM 3aIUThI: KATETOPUU U TEPMUHBI, TEKCTOBbIE
00BekThI; PaboTa ¢ coObITHSIMU, 3alIPOCHI, 0OBEKTHI IIepexBaTa, UACHTHU(PHUKAIUS KOHTAKTOB B
coObrTim; PaboTa co cBoKaMu, BUKETaMU, cBojKkaMu; Pabora ¢ mepconamu; PaGora ¢
oObexTaMu 3auuThl; [IpoBecTH UMHUTALINIO MTpoliecca YTeUKH KOHGUACHIINaIbHOU HH(pOpMaIUn
B cucreme; Co3/iaTh HEMPOTHBOPEUYMBBIE TIOJIMTUKH, COOTBETCTBYIOIINE HOPMATUBHOM 0a3e u
3aKOHOJATEIbCTBY; 3aI0KYMEHTUPOBATh CO3JJaHHbIC TTOJUTUKU UCTIOIb3YsI B COOTBETCTBHUHU C
TpeOOBaHUSMHI COBPEMEHHBIX CTAHIAPTOB B 007acTH 3amuThl HHPopMauu. Padora ¢
KaTeropusiMu U TepMuHaMu; Vcronb3oBaHue peryaspHbIX BeIpakeHuii; Microns3oBanue
Mopdororuueckoro moucka; * Padora ¢ rpapuueckumu oobekramu; Pabora ¢ BeIrpy3kamu u 6a3
naHHbIX; PaboTa ¢ meyarsmu u 6nankamu; Pabota ¢ daitnoBeIiMu TUIIaMu;
Tema 7.2 Monurtopunr tpaguka. [IpoBepka npuMeHeHUs MOJUTHK 4-X BUIOB:
Tpaduk, nepconsl, Oypep oOMeHa, aBrxkeHue ¢aitios. Pabora ¢ kpaynepom.
Mopyns 8. O6cnenoBanue (ayuT) OPraHU3alUU C 1ETbI0 3alIUTHI OT YIPO3
UH(POPMALIMOHHOM 6€30MacCHOCTH
Tewma 8.1 Ionsitue aynura napopmaninoHHo# O6e3omacHocTy. Teopus U mpakTUKa
o0cIieZIoBaHUs OpPraHU3alluy C LENbIO 3alUThI OT YTpo3 HH(POPMAILIMOHHON 0€30MacHOCTH
Tema 8.2 3aKoHOAATENBCTBO B 00JIACTH 3AIIUTHI KOH(PUIEHIMAIBHON HHPOPMAIIIH.
Bunas! nadopmariun orpanuyeHHoro pocrymna. [lepconansublie nannbie. Kommepueckas taitna.

11.2. Meroauueckue ykazaHus A OOyYaroIUXCs MO BBIIOJIHEHUIO J1a00paTOPHBIX
pabot

B xozme BbIMONHEHHsS J1a0OpaTOpHBIX paboT oOyyaromuics JOJKEeH YIriyOuTh H
3aKpenuTh 3HAHUS, NMPAKTUYECKUE HABBIKH, OBIIAJIETh COBPEMEHHOW METOIUKOW M TEXHUKOU
HKCIIEPUMEHTAa B COOTBETCTBUH C KBAJTU(HUKAIMOHHON XapaKTEPUCTHKONW OO0YyJaromerocs.
BrimonHenune 1abopaTopHbIX pabOT COCTOUT M3 3KCHEPUMEHTATbHO-TPAKTUYECKOM, pacueTHo-
AQHAJTUTUYECKON YacTe U KOHTPOJIBbHBIX MEPOIIPHUITUH.

Breimmonnenue nabopaTopHbIX pabOT 00ydaromUMCS SIBJISETCS HEOTHEMJIEMOW YacThIO
U3yYeHHs] JTUCLMIUIMHBI, OIpenenseMoil y4eOHbIM IUIAaHOM, U OTHOCHUTCS K CpEICTBaM,
o0ecIeunBarONINM PEHICHUE CIEAYIONNX OCHOBHBIX 3371a4 00yJaromerocs:

— TIpHOOpeTeHHEe HAaBBIKOB HCCIEIOBaHMS IMPOIECCOB, SBIEHUH U  OOBEKTOB,
U3y4aeMbIX B PaMKax JaHHOW JUCIUIUTHHBI;



— 3aKpeIUIeHHE, pa3BUTHE U JIETATU3allUsl TEOPETHMYECKMX 3HAHHM, MOJTYYEHHBIX Ha
JEKIMX;

— TOJIyueHHe HOBOM MH(OPMAINH 110 U3Y4aeMON AUCLIHUILINHE;

— T[pHOOpeTeHHe  HABBIKOB  CAMOCTOSITETIBHOM  paboThl ¢ J1a0OpaTOpHBIM
o0opyoBaHrEeM U pudopamu.

3ananue u TpeOoBaHMS K IPOBEICHUIO JIAOOPATOPHBIX paboT

Bapuant 3aganus no kaxaoi 1adbopatopHoil paboTe 00yJaromuiics MoayJaeT B
COOTBETCTBUH C HOMEPOM B CITUCKe rpynmsl. [lepen mpoBeneHneM 1abopaTopHoi paboThI
oOyuaroriemMycs ciaeayeT BHUMATEIbHO 03HAKOMUTBCS C METOAMYECKUMU yKa3aHUSMU IO ee
BBIINIOJIHEHUIO. B COOTBETCTBUMM € 3aJaHUEM 00YyYaroIIUICs TOJIKEH TOATOTOBUTH HEOOXOJUMbIE
JaHHbIE, MOJYYUTh OT MPENo/iaBaTesl JOMYCK K BHIIIOJIHEHUIO Ta00paToOpHOil paboThI,
BBITIOJIHUTH YKa3aHHYIO MOCIIEIOBATEIBHOCTD JCHCTBUH, TONyYUTh TpeOyeMble pe3ysIbTaThl,
0hOPMHTH | 3AIIUTUTH OTYET MO JabopaTOpHOH padoTe.
CrpykTypa u ¢popma oTueTa o 1abopaTopHO padboTe
Otuer He TpebyeTcs
11.3. Metoauueckue ykazaHus Juisi 00y4aroIuXcsl 0 MPOXOKACHUIO CAMOCTOSATEIbHON
paboThI
B x0/1¢ BHIMOTHEHHS CaMOCTOSTEIBHON Pa0OTHI, 00YJArOIIHIACS BBITIOTHSIET paboTy I10
3aJJaHUIO U MPU METOJMYECKOM PYKOBOJICTBE MpernoaBaTelis, HO 0e3 ero HermocpeACTBEHHOTO
y4acTusl.
B mporiecce BBINONMHEHUS CaMOCTOSTENbHOM paboThl, y o0yuaromierocs: popMupyercst
1enecoo0pa3Hoe MIaHUpPOBaHUE pabovyero BpeMEHHU, KOTOPOE MO3BOJISIET UM pa3BUBaTh YMEHUS
Y HaBBIKM B YCBOCHMH U CUCTEMATH3AIMH IPHOOPETAEMBIX 3HAHUH, 00eCIIeYnBaeT BHICOKUI
YPOBEHB yCIIEBAEMOCTH B MEPHUO/T 00yUSHHS, IOMOTAET MOJYyYUTh HABBIKH TTOBBIIICHUS
pohecCHOHANBLHOTO YPOBHSL.
MeTonnyeckuMu MaTepuallaMu, HalpaBJIsSOLIMMI CaMOCTOSTENbHYIO padoTy
00y4JarOIIUX CASBISIOTCS:
— y4eOHO-MEeTOMYECKUI MaTepral Mo JUCIUTUIAHE.

11.3. Mertoauueckue yKazaHus UIsi 0OYJaIOMIMXCS MO MPOXO0XKICHHIO CAMOCTOSITEITHHOM
paboTHI

B xone BbIMOMHEHUS] CaMOCTOSITEIBHOM PabOThI, 00yJarOUIUICs BBIMOIHAET paboOTy 1O
3aJJaHUI0 ¥ IPU METOJUUYECKOM PYKOBOJCTBE IperojaBaTelis, Ho 0e3 ero HernocpeiCTBEHHOIo
y4acTusl.

Jns oOyyaromuxcst mo 3aoyHoi (opme O00ydeHHs, caMoCTOsITeNbHas paboTa MOXKET
BKJIFOYATh B CEOSI KOHTPOIBHYIO paboTYy.

B mnpouecce BBIMOJHEHHUsSI CaMOCTOSITENbHONW paboThl, y oOydaromierocss (popMHpYyeTcs
1enecoo0pa3Hoe IIaHUPOBaHKUE pabovero BpeMEeHH, KOTOPOE MO3BOJISIET UM Pa3BUBAaTh YMEHUS
U HaBBIKM B YCBOGHHMU U CHUCTEMaTH3allMM MPUOOpETaeMbIX 3HAHUN, 0OECIeYMBAET BBICOKHIMA
YpOBEHb YCIEBAEMOCTH B TMEpPHOJ OOYy4YEeHMs, MOMOraeT IOJYyYUTh HAaBBIKM IOBBIIICHUS
npo¢eCcCHOHATBHOIO YPOBHS.

MetoauyeckumMi ~ MaTepuaiaMM,  HalpaBJSIIOIIMMHM  CAMOCTOSATEIBHYIO  paloTy
00y4aromuxcs SABISIOTCS:

— y4eOHO-METOAMYECKHUI MaTepHal Mo JUCIUILINHE;

— METOAMYECKHE YKa3aHWS IO BBHITOJHEHHUIO KOHTPOJIBHBIX padoT (1si 00ydarOImmXCs
1o 3a04HOU (hopme oOyueHus).

11.4. Metoauueckre yKazaHus [UIsi OOYyYaroIIMXCS TO MPOXOXKACHHUIO TEKYIIETro
KOHTPOJISI YCIIEBAEMOCTH.



Texkymuil KOHTPOJIb YCIEBAEMOCTH IIPEAYCMaTpPUBAET KOHTPOJIb KayeCcTBAa 3HAHUU
00y4aroIuXxcsl, OCYLIECTBISIEMOIO B TEYEHUE CEMECTpa C II€JIbI0 OLEHMBAHUS XO/a OCBOCHUS
JUCLUATIIINHBI.

11.5. Meroauyeckue ykazaHus Jjisi OOY4arOUIMXCs MO MPOXO0KIACHUIO MPOMEXYTOYHOM
aTTeCTallUU.

[Ipomexyrounass  arrectanus  OOydYaIOIMIMXCS  MPEAyCMaTpUBAeT  OICHUBAHHE
MIPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3Yy/IbTaTOB 00y4YeHMs MO aucuuiuiiHe. OHa BKIIIOYAeT B
cedst:

— D9K3aMeH — (opma OLEHKH 3HaHUM, MOJYyYEHHBIX OOYyYalIIUMCA B Ipolecce
W3YYCHUS BCEH TUCIUIUIMHBI WM €€ YaCTH, HABBIKOB CAMOCTOSATEIHHOU PaboThl, CIOCOOHOCTH
OPUMEHSTh MX JUIS PEHICHUS MPAKTUYECKUX 3aJay. ODK3aMeH, Kak IMpaBuio, MPOBOAMUTCS B
NepuoJi HK3aMEHAIIMOHHOM CECCHUM W 3aBEpIIAETCS aTTECTAIMOHHOM OIEHKOW «OTIUYHOY,
«XOPOILIOY», «YAOBIECTBOPUTEIHHOY, «HEYAOBIECTBOPUTEIHHOY.

— 3a4eT — 3To (opMa OLICHKH 3HAHUH, TOJYYCHHBIX OOYYAIOMIUMCS B XOJ€ M3yUCHUS
y4eOHOM TUCUHUILTMHBI B LIEJIOM WJIM MIPOMEKYTOUHas (110 OKOHYAHUU CEMECTpa) OIICHKA 3HAHUM
0o0y4aromuMcs 1Mo OTIEIbHBIM pa3fiesiaM TUCIUILUIMHBI C aTTECTAllMOHHON OIICHKOW «3aYTeHO»
WJIU «HE 3aU4TEHO».

— muddepeHunpoBaHHbIl  3aueT — 3T0 ¢dopMa ONEHKUM 3HAHHWH, MOJYyYECHHBIX
00y4JarmuMcsl TPU U3YYEHUH JUCIMILTUHBL, TIPU BBIMOIHEHUH KYPCOBBIX MPOEKTOB, KYPCOBBIX
paboT, HayYHO-UCCIIEAOBATEIIbCKUX Pa0OT U MPOXOKACHUHU MPAKTUK C aTTECTAIIMOHHOMN OLIEHKOM
«OTJIIMYHOY, «XOPOILIOY, «yIOBICTBOPUTEIHHOY, KHEYIOBICTBOPUTEIHLHO.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




