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AHHOTaUs

Hucuunnmuna  «[IporpammHo-anmnapatHas — 3amTa  MHGOpMalUUMW»  BXOJIUT B
0o0pa3oBaTeNbHYI0 TMPOTPaMMy BBICHIETO OOpa3oOBaHHs — MPOrpaMMy CHEIHMAIMTETa IO
HarpaBjeHuto mnoarotoBku/ crenuanbHocTH  10.05.05 «be3zonacHOCT,  MH(POPMAIMOHHBIX
TEXHOJIOTUI B NPaBOOXPAHUTENIBHONW cdepe» HampaBieHHOCTH «OpraHu3anus M TEXHOJOTHU
3amuThl HHGopMaluu (B MHPOPMAIIMOHHBIX cUCcTeMax )». J[ucuurminHa peanu3yercs kadeapoit
«Ne33».

JlucuuniuuHa HaleneHa Ha (GOpMHUPOBAHKE Y BHITYCKHUKA CIEIYIOIINX KOMIIETEHIIUH:

OIIK-5 «CrnocobeH mIaHMpPOBaTh MPOBEJACHHE paboOT MO0 KOMIUICKCHOW —3alluTe
nHpopMmanuu Ha 00beKTe HHPOPMATH3ALTUI

OIIK-7 «CrnocobeH NpUMEHSATh MPOTPaMMHBIE CPEICTBA CHUCTEMHOIO M IMPHUKIATHOTO
Ha3HAYCHMUsI, SI3bIKM, METO/Ibl 1 HHCTPYMEHTAJIbHbIE CPEICTBA MPOTPAMMHUPOBAHUS ISl PELICHUS
po(heCcCHOHANTBHBIX 3a1a9»

OIIK-8 «CmocoOeH peann30BbIBaTh KOMILIEKC MEp MO OO0ECTeUYeHHI0 0€30macHOCTH
uHpopManuu, odecrneunBaTh KOMIUIEKCHYIO 3alUTY UH(OPMAIMH U CBEJCHHI, COCTABISIONINX
rOCyIapCTBEHHYIO TaiHy, Ha oOBekTe HH(OpPMATHU3AIMK C Y4YETOM pelIaeMbIX 3afad U
CTPYKTYpbl 00beKTa HH(OPMATHU3ALMH, BHEITHUX BO3JCHCTBUI U BEPOATHBIX YTPO3»

OIIK-9 «Cnoco0eH NpUMEHATh TEXHOJOTHH TOJIY4YCHHs, HAKOIUICHHsS, XPaHEHUS,
00pabOTKM, WHTEPNpETalMd W MCIOJIB30BaHUS HH(pOpMamuu B XoAe NpodecCHOHATHHON
JESITEIIbHOCTH

OIIK-10 «CrocobeH OCYHIECTBIISATh AHATUTHUECKYIO NEATEIBHOCTh C TOCIETYIOUIHM
UCIOJIb30BaHUEM JIaHHBIX MIPU pPelIeHUuH MpodeCcCHOHATBHBIX 3a0au»

OIIK-11 «CrocobeH ncnoiap30BaTh aBTOMAaTH3NPOBAaHHbBIE HH()POPMAITMOHHBIE CUCTEMBI B
npohecCHOHANBEHOM e TEIILHOCTI

CopepxaHuve IUCUUIUIMHBI OXBaThIBAET KPYr BOIPOCOB, CBSI3aHHBIX C IPABOBBIMU U
MPOrpaMMHO-TEXHHYECKUMH  Tpo0JieMaMu  3allMThl  MH(OpPMAalMU TOCYJApPCTBEHHBIX U
HETOCY/IapCTBEHHBIX OpPTraHU3aMN U YIPEKICHHIA, OCYIIECTBISIONINX B3aUMOICHCTBUE 1 0OMEH
JAHHBIMU TTOCPEACTBOM JIEKTPOHHBIX KOMMYHHKAITHH.

[IperoaBanre MUCHMIUIMHBI TPEAYCMaTPUBAET CleAylomue (HOpMBI OpraHU3alUN
y4eOHOT0 npolecca: JeKIHH, JabopaTopHbIe pabOThl, cCaMOCTOSTENbHAsE pab0oTa 00yYaroIerocs.

[IporpamMMoil AMCHUIUIMHBI MPEAYCMOTPEHBI CIEAYIOIIME BUIbI KOHTPOJIS: TEKYIIUHI
KOHTPOJIb YCIIEBAEMOCTH, IPOMEXKYTOUHAs aTTeCcTalus B (hopMe dK3aMeHa.

OO6m1ast TpyAOEMKOCTh OCBOCHHS AUCITUIUIMHBI COCTaBJsieT 4 3a4eTHBIX €IUHUILI, 144
yaca.

S3pIK 00yueHus 0 JUCHUILIUHE «PYCCKUM »



1. TlepedeHb IIAHUPYEMBIX PE3YJILTATOB O0YUYCHHS MO JUCIUTUINHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

Lenpro AUCIUIUIMHBI SBISETCS TPUOOPETEHUE CTYACHTAMH 3HAaHUH, HABHIKOB U YMEHHUH,
CBS3aHHBIX C MPABOBBIMU U MPOTPAMMHO-TEXHUYECKUMH MpoOiieMaMy 3alluThl MHGOpMaLuu
TOCYJapCTBEHHBIX M HErOCYIApCTBEHHBIX OpPraHM3alUil M YYPEKICHHH, OCYIIECTBIISIOUINX
B3aMMO/IeiicTBHE U OOMEH JaHHBIMU MOCPEICTBOM JIEKTPOHHBIX KOMMYHHUKAIIHA.

OCHOBHBIMU 33/1a9aMU JUCIUTUINHBI SBISIOTCS:

® O03HaKOMHUTb OYIYyUIMX CHELHATUCTOB C MPOOJIEMHBIMH BOIPOCAaMH, DPEIIAEMBIMH B
00J1aCTH 3aIUTHl KOMITBIOTEPHOM HH(pOpMAIUU

® I0Ka3aTh POJIb COBPEMEHHBIX ITPOrPaMMHO-AMIMAPATHBIX CPEACTB 3alUThHI HH(OpPMALIUY B
o0ecreyeHnH ee eIOCTHOCTH KOH(PHUISHIUATbHOCTH U JOCTYITHOCTH

® [OKa3aTh HEOOXOIMMOCTb YCBOGHMS 3HAHMM O METOAaX U CPEACTBAX 3alIHUTHI
KOMITBIOTEPHON HH(pOpMAIIH

® OCBETUTh KPYI' BOIPOCOB KACAIOUIUXCS MEPCOHAIBHON OTBETCTBEHHOCTH JOJIKHOCTHBIX
Ul 3a obecrnedyeHre Oe30macHOCTH HMH(pOpMaluHU, 00padaThIBAEMON B COBPEMEHHBIX
KOMITHIOTEPHBIX CUCTEMaX

® Co3/1aTh YCJIOBHUS Ui KadeCTBEHHOTO OBJQJICHUA CTYACHTaMU TEOPETHUUYECKUMHU
3HAHUSAMU M TPAKTUYECKUMHU HABBIKAMHU MPU PEIICHUU TUIIOBBIX 3a/1a4 M0 00ECIIeUEHUIO
0e30MmacHOCTH HH(POPMAIIMOHHBIX TEXHOJIOTHI

® TIOJTOTOBUTH CTYACHTOB JIJISi CAMOCTOSITEIbHOTO HCIIOJIb30BAHUSA MOJIYYEHHBIX 3HAHUMN

JUISL TIPAaBUJIBHOTO BBIOOpA PEIICHUN MPH MPUMEHEHHH KOMILUIEKCHBIX CHCTEM 3allUThI

KOMITBIOTEPHOH HH(OpMAITIH.

1.2. JlucuumiuHa BXOJIUT B COCTaB 0053aTeNbHON YaCTH 00pa3oBaTEIbHON MPOrPaAMMBbI
BeIcIero oOpasoBanus (nanee — OIT BO).

1.3. IlepeuyeHb IIAHUPYEMBIX PE3YJILTATOB OOYUEHUS MO AUCLUHUILIINHE, COOTHECEHHBIX C
rIaHupyeMbIiMu pesynbratramu ocBoenust Ol BO.

B pesynbrate u3yueHUs AMCHUILIMHBI OOYYAIOUIUICS NOJDKEH O0JanaTh CIEAYIOUUMU
KOMIIETEHIIMSIMUA HITH WX 9acTsAMHU. KoMIeTeHIIMM ¥ WHAWKATOPBI MX JTOCTHIKECHUS TIPUBEICHBI B
Tabimue 1.

Tabmuna 1 — [lepeuenb KoMIeTEHIMI U UHAUKATOPOB UX JTOCTHIKEHUS

Kareropus (rpymnmna) Koz u HaumeHoBaHHE Kon u HanMeHoBaHHe HHIMKATOpA
KOMIICTCHIITNN KOMIICTCHIINN JTOCTHUIXKCHHUA KOMIICTCHIIN U
OIIK-5 Cnocoben
MJIAHUPOBATh

OIIK-5.3.3 3HaTh 0COOCHHOCTH
OpPTaHU3aI[MOHHBIX U TPOTPaMMHO-
afnmnapaTHbIX METOAMUK o0ecrieueHns
nH(OPMaIIMOHHON 06€30MacHOCTH

IpoBeJIeHNE paboT MO
KOMILJIEKCHOM 3aIlIuTe
uH(popMalnu Ha

Ob6menpodeccuonanbHbIe
KOMIICTCHIINU

00BEKTE
nH(pOpMaTH3alun
OIIK-7 Cnocoben OIIK-7.3.1 3HaTh COBpEMEHHBIE
MIPUMCHSITh WH(OPMAIMOHHBIC TEXHOJIOTUH U
MPOrpaMMHBIE MPOrpaMMHBIE CPE/ICTBA, B TOM YHCIIE
Cpe/ICTBa CUCTEMHOTO | OT€YECTBEHHOTO MTPOU3BOICTBA MPH
Y TIPUKIIATHOTO pelieHnu 3a1a4d npodeccuoHanbHOMI
Ha3HAYEHHUS, I3BIKH JIEITENHLHOCTH
Ob6menpodeccnoHanbHbIe ’ ’
B —— METOIbI OIIK-7.Y.1 ymeTh BBIOUPATh COBPEMEHHBIE
WHCTPYMCHTAJILHBIC WH(OPMAIMOHHBIC TEXHOJIIOTUU U
CpencTBa MPOrpaMMHBIE CPEJICTBA, B TOM YHCIIE
IPOTPaMMHUPOBAHUS OTEUYECTBEHHOTO ITPOU3BOJICTBA TIPH
JUTSL pEIICHUS pelieHnu 3a1a4d npodeccuoHanbHOMI

PO eCCHOHATBHBIX NEeATEIILHOCTH
3aJ1au OIIK-7.B.1 Bnanetsr HaBBIKAMH




MPUMEHEHHUS COBPEMEHHBIX
WH(OPMAIIMOHHBIX TEXHOJIOTUH U
MPOrPaMMHBIX CPEJCTB, B TOM YHUCIE
OTEUECTBEHHOTO MTPOU3BOJICTBA, MPU
pelieHnu 3aaa4d npodeccuoHanbHOM
JIESITEIIbHOCTH
OIIK-8 Cnocoben
pealln30BhIBATh
KOMIUIEKC Mep 10
o0ecreueHnuo
0€301acHOCTH
uHpopManuy,
o0ecrieunBarh OIIK-8.3.4 3HaTh MOPSAI0K BBOJA OOBEKTA
KOMIUICKCHYIO nH(OPMATU3AINN CUCTEMbBI TEXHUYECKOM
3auUTy HHGOpMauu | 3allUThl HH()OPMALIUK B HKCILTyaTaIHIo,
U CBEICHUIA MOPSIIOK TIPOBEACHUS KATETOPUPOBAHUS
Ob6menpodeccuonanbHble A ’ PAAOK HPOBCAL pHp
COCTaBIISIOLIUX TEXHUYECKUX CPEACTB U CUCTEM U
KOMIICTCHITHH
roCcyapCTBEHHYIO aTTecTanuu 00bEKTOB HH(OPMATH3AINH
TaiiHy, Ha 00BEKTE TpeOOBaHUAM OE30MACHOCTH MH(POPMAIIIH,
nH(pOpMATH3AINHN C MOPSIOK CEPTUDUKAINN TEXHUICCKUX
YUETOM peIIaeMbIX CPEICTB 3alUThl HHPOPMAITTT
3a71a4 U CTPYKTYPHI
00BbeKTa
uH(pOopMaTu3aluy,
BHEITHUX
BO3JECHCTBUM U
BEPOSATHBIX yTPO3
OIIK-9 Cnocoben
MPUMEHSITh
TEXHOJIOTHH
HONVUCHIS OIIK-9.VY.1 ymeTs mpoeKTUpOBaTh MOJIETU
Y1 ’ JAaHHBIX, CETH ¥ CHCTEMBI ITepeIadnl 1
HAKOTUICHHUS,
ObuenpodeccuoHanbHble | XpaHEHHs obpaborku urdopmarH
p P ’ OIIK-9.B.2 BnaneTs HaBEIKAMU
KOMIIETEHIIUU 00paboTKH,
000CHOBaHHOTO BHIOOpa COBPEMEHHBIX
WHTEPIIPETANU U
CHUCTEM YIpaBIIeHUs 0a3aMH JTAHHBIX U
HCTIOJIb30BaHUS
00paboTKH HHPOPMALIUU
uH(pOpMaIIUU B XO/1€
poQeCCHOHAIBLHON
JIESITEIbHOCTH
OIIK-10 Cnocoben
OCYIIECTBIISATh
AHATUTHYECK
yio OIIK-10.B.2 B1ageTs HaBBIKAMH
JESTEIBHOCTB C .
KPUTHUYECKON OIICHKH HaJIS)KHOCTH
O6menpodeccuoHaabHbIE | TOCIEIYIONTUM
HMCTOYHUKOB MHGPOPMAITUHN 1 pabOTHI C
KOMIIETSHIIH UCIIOJIb30BaHUEM . .
nH(pOpMaIHeH, MOTYICHHON U3 Pa3HBIX
JAHHBIX TTPU
HUCTOYHUKOB
pelieHnun
PO eCCHOHATBHBIX
3aaq
OIIK-11 Cnocoben OIIK-11.B.2 BrageTs HaBBIKAMH
Ob6menpodeccnoHanbHbIe
UCIIOJIb30BATh MCIIOJIb30BaHUsI TPOTPAMMHBIX
KOMIICTCHITHH
ABTOMATH3UPOBAHHBIC | KOMILJICKCOB JIJISl PEIICHHSI IPUKJIIATHBIX




nH(pOpMaIMOHHBIE 3a/1a4 B PO eCCHOHAILHON e TEIHhHOCTH
CHUCTEMEI B
npodeCCuOHATBLHON
JIESITEIIBHOCTH

2. Mecro nucuurnHbl B cTpykType OI1

JucuunimHaa MoxeT 6a3upoBaThCS Ha 3HAHUSX, paHee MPUOOPETEHHBIX 00yUYaIOUUMUCS
[IPY U3YYECHUH CIEAYIOIUX AUCUUIUINH:

— «HuadopMaTura,

— «3BIKM IPOrpaMMUPOBAHUSY,

3HaHUs, MOJYYECHHbIE NPU HU3YyYEHUHM Marepuala JaHHOM JMCLHMIUIMHBIL, MUMEKT Kak
CaMOCTOATENIbHOE 3HAYCHUE, TAK U MOTYT UCIIOJIb30BaThCS IPU U3YYEHUH IPYTUX TUCLUIUINH:

— «YnpasneHue nHGOOPMaIMOHHON 6E€30MaCHOCTHIOY,

— «lIpon3BoACTBEHHAs NPEAAUIIIOMHAS TPAKTUKAY

3. OO0BEM ¥ TPYTOEMKOCTh JUCITUTLIAHBI
JlanHbie 00 00IIEeM OO0BbeMe JUCIUILIMHBI, TPYJOSMKOCTH OT/AEIBHBIX BHUJOB Y4E€OHOMH
paboTHI IO TUCHIHUIUIHNHE (M paCIPeIeIICHIE 3TOW TPYIOSMKOCTH IO CEMECTpaM) MPEICTABICHBI B
Tadimue 2.

Tabmuna 2 — O0beM U TPYAOEMKOCTh JUCIUILTUHBI

TpynoemMKocTs 1o
Bun yuebnoit paboTbl Bcero ceMecTpam
Ne6
1 2 3
Oowan mpyooemKkocmup OuCyUnJIUHBL, 4/ 144 4/ 144
3E/ (uac)
U3 Hux uacoe npaKmuyecKkoil no020moeKu
AyoumopHuie 3aHamus, BCEro Jac. 68 68
B TOM YHCIIE:
nexiuu (JI), (dac) 34 34
npakTuyeckue/cemunapckue 3anstus  (113),
(dac)
naboparopusie pabotsl (JIP), (dac) 34 34
KypcoBoil npoekT (padota) (KII, KP), (yac)
9K3aMeH, (4Jac) 36 36
CamocmoamenvHnas paboma, Bcero (dac) 40 40
Buo npomesxcymounoit ammecmayuu:. 3a4er,
mudd. 3auer, sk3amen (3auer, dudd. 3ay, OK3. OK3.
JK3.**)

EX3

[IpuMeuaHue: kaHAWAATCKHI SK3aMEH

4. ConepxaHue JUCITUTUTHHBI
4.1. PacnpeneneHue TPyI0EMKOCTH TUCIUILTHHBI IO pa3eiaM U BUAAM 3aHITHIA.
Pazpgenpl, TeMBbI TUCITUTIITUHBI 1 UX TPYJAOEMKOCTh TTPUBEIEHBI B TabmuIIe 3.

Ta6J'II/II_Ia 3- Pa3;[em,1, TCMbI JUCHUIIJIMHBI, UX TPYAOCMKOCTb

Paznensl, TeMbl AUCHUITIIMHBL Jlexuma | 113 (C3) - JIP KII .
’ (gac) (gac) (dac) (gac) (dac)
Cemectp 6
Pasznen 1. IIporpaMMHo-anapaTHbIe CpeACTBa 8 8 10
pasrpaHU4eHus JOCTyNa K KOMIBIOTEPHOU




uHpOpMaIH

Pazgen 2. [IporpaMMHO-amnmapaTHbIe CPEACTBA 8 8 10

KpUnTorpaduiecKoi 3aluThl HTHQOpMAIIHH.

Pasnen 3. IIporpaMMHo-anapaTHbIe CpeACTBa

3aIIUTHI IPOrPAMMHOIO 00ECIIEYEHH S OT 8 8 10

KONNUPOBAHUSA U U3YUCHUA

Pasnen 4. IIporpaMMHo-anmnapartHas 3aImra

KOMIIBIOTEPHO! HH(MOPMALIHK OT Pa3pyIIAOIIHX 10 10 10

MPOTPaMMHBIX BO3JEHCTBUI

Uroro B cemectpe:

34 34 40

Hroro 34 0 34 0 40

[IpakTnueckas

MMOoATOTOBKA  3aKJIIO4YacTCA B HCHOCPCACTBCHHOM  BBLIIIOJIHCHHUU

OoOy4JarloIMMUCS  OMNpEeNeJeHHbIX  TPYAOBBIX  (YHKUIUH,  CBSI3aHHBIX ¢ Oya;yulei
npodeCCHOHATIBHOMN 1S TETbHOCTBIO.

4.2. CopnepxaHue pa3/ieJoB U TEM JIEKIIMOHHBIX 3aHSATHI.
Conepsxanue pa3iesioB U TEM JICKIIMOHHBIX 3aHSTHI MPUBEICHO B TaOuIle 4.

Tabmuna 4 — ConeprkaHue pa3esioB U TEM JICKIIMOHHOTO ITUKJIIA

Howmep paznena

HaszBanue u conep:xanue pas3ielioB U TEM JIEKIIMOHHBIX 3aHATHI

1

Tema 1.  Bseodenue.  Ilpocpammmno-annapamuvie  cpedcmea
pazepanudenust 00CMyna K KOMNbIOMepHotl UH@GopMayuu.

BBenenne. Llenmm u 3amaum  gucnuiidHbel. OCHOBHBIE MOHSTHS H
ompeAeNeHNs] B OONACTH 3allUTHl KOMIBIOTEPHOW HWH(OPMAIIHH.
CoBpeMeHHass CHUTyallsi B OOJAcTH  3allUThl  KOMIIBIOTEPHOM
nHpopMari. OCHOBBI 3alllUTHl KOMITBIOTEPHOH WHGOpPMAIMH OT
HECaHKIMOHUPOBaHHOTO  nmoctynma.  OCHOBHBIE  TEPMHUHBI |
ompeJieNieHUsi B 00JIacTH 3alllUThl KOMITBIOTEPHONH WHQOpPMAIUK OT
HC/I. OcHoBHble npuHIMNBI W HampasieHus 3amutbel ot HCI.
®dopmanbHbIe MOJIEIH yIpaBIeHU JOCTYTIOM. [Nonstue
UACHTUQUKAIMA W ayTeHTUPUKAIUU  CyOBbeKTa.  AJNTOPHUTMBI
ayTeHTU(UKAIMH TI0JTb30BaTEIICH.

CekperHast wuH(pOpMAaIusi, HUCHOJb3yeMas s KOHTPOJS JOCTYIIA:
KIIOYM W Tapoid. 3IOYMBINIUIGHHWK W Kiroun. Kiaccubukanms
CPEICTB XpaHEeHMs KIO4YeH W WACHTHQHUUIUpYomel uHopMamm.
MarautHele  JUCKM — TPSIMOTO  JIOCTyTa. MarautHele  H#
uHTesekryanbhble. Cpenctso TouchMemory.

Tema 2. Ilpocpammno-annapammusie cpedcmea Kpunmozpaguyeckou
3awumol UHGoOpMayuu.

Ponp 1 MecTo kpunTorpaguIeckux METOZ0B U CPEJICTB B 00ECIIEYCHUN
0e30macHOCTH KOMITbIOTepHOH uH(popManuu. OCHOBHBIE HOHSATHA U
MPOIIETyPhI TEXHOJIOTHH YIIPABICHUS KPHIITOIPAPUUECKIMU KITFOUaMH.
ArmnmapaTHble W TPOTPaMMHO-AINAPATHBIE CPEJCTBA KPHUITO3AIINTHI
naHHbIX. [locTpoeHme anmapaTHBIX KOMIIOHEHT KPHIITO3aIIUTHI
naHHbeIX, cneruanmsupoBanable CBUMC kak HocuTenw anropuTMma
mmdpoBaHust.  3ammuTa  aroputMa  MHQPOBAHWS,  MPUHIIMIT
YyBCTBUTEJILHON 00JIaCTH M MIPUHLMII IVIaBHOTO Kiroda. HeoOxoanmele
W JIOCTAaTOYHBIC (YHKIMH AamnmapaTHOrO CPEICTBA KPHUIITO3ALIUTHL
CekpeTHasi WHQOpMAIUS, HCIOIb3yeMas s KOHTPOJS JIOCTYIIA:
KJIFOUH Y TApOJIH.

Tema 3. Ipozpammno-annapamnule cpedcmea 3auumol
NPOCPAMMHO20 0becneyeHus Om KONUPOBAHUs U U3Y4EHUsL.
HecankimonnpoBanHoe komupoBaHue mporpamm kak Tum  HCJL




IOpunuueckue  acmekTbl  HECAHKIMOHUPOBAHHOTO  KOMMPOBAHMS
nporpamm. OOIriee MOHATHE 3alIUTHI OT KOMMPOBaHUs. Pa3HOBHIHOCTH
3agad 3amuTel OT KomupoBaHus. [lpusska [1O x ammapaTHOMY
OKPY>KEHHIO U (PU3MYECKMM HOCHUTENISM KaK €IMHCTBEHHOE CPEICTBO
amuTel oT KomupoBanms [1O. IlpuBszka mnporpaMMm K THOKHM
MarauTHeIM guckam (I'MJI). IlpuBsizka mporpaMM K IKECTKHM
MarauTHbIM quckam (JKM/JI). Ocobennoctu npusszku k XKMJI. Busst
metok Ha JKMJI. IIpuBsi3ka K OpPOYMM KOMIOHEHTaM IITaTHOI'O
obopymoBanuss [IOBM. IlpuBszka Kk BHeEmHWUM (HOOABISIEMBIM)
anemenTam [IOBM. IlpuBsska k nopToBeIM KimrouaM. lMcnosnb3oBanue
JIOTIOTHUTENBHBIX TUIAT paciiupeHus. MeToasl "BOJISHBIX 3HAKOB" U
MeTonsl "ormedarkoB manblieB". [loHATHE WM3y4eHHSs W OOpaTHOTO
npoektupoBanus [10. Henn n 3agaun nzydenuns padotsl [10. CriocoOsr
nzyuennss [1O: craTtuueckoe © JAWHAMHYECKoe u3ydeHue. Poib
MpOrpaMMHON ¥ anmapatHoW cpeasl. BpemeHHass HaleXHOCTb
(HEBO3MOXXKHOCTh ~ OOCCTICUCHUsT TapaHTHPOBAHHON  HAIACKHOCTH).
3ammra oT oTHanku. JAuHamudyeckoe npeodpasoBanue kona. [IpuHmmmn
JIOBYIIEK W M30BITOYHOrO KoJa. 3aliuTa OT AM3acceMOIMPOBaHHMS.
[Tpuanmn BHemrHe# 3arpy3ku (QaitnoB. JlmHaMudeckas MonupuKanys
MPOrpaMMBI. 3allIuTa OT TPACCUPOBKHU O MPEPHIBAHUSIM.

Tema 4  Ilpoecpammuo-annapamnas  3awuma  KOMHbIOMEPHOU
uHgopmayuu  om  paspyuarwyux — NPOSPAMMHBIX  8030€UCHBUIL
3axnouenue.

3ammra OT pa3pyuIalonuMX MPOrpaMMHBIX BO3ACUCTBHI. Bupychl kak
0COOBI  KJacc  pa3pyllalolIMX  NPOrPaMMHBIX  BO3JCHCTBHIA.
Heo0xonnmblie u JIOCTAaTOYHbIE YCIIOBHS HEJOMYLICHUS
paspyiaroiero Bosaeicreus. [loHATHE N30IMPOBAHHOM IIPOIPaMMHON
cpensl. [Iporpammubie cpeacTBa aHTUBHPYCHOM 3alllUThl: OCHOBHBIE
XapaKTEPUCTUKHU, IPUHLHUIBI IOCTPOCHUS U IPUMEHEHMUSL.

4.3. Tlpaktudeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHIA U UX TPYAOEMKOCTh IPUBECHBI B TAOIUIIE 5.

Tabmuna 5 — [IpakTuueckue 3aHATHS U UX TPYJOEMKOCTh

Ne
/o

Templ mpakTH4YEeCKUX
3aHATUI

3 aux No
@opMBI IPAKTUYECKUX | TpyrnOeMKOCTh, |IpPaKTUYECKOH |pa3zerna
3aHATHI (dac) MMOATOTOBKH, | AUCIIHAIL
(gac) JIUHBI

Y4eOHBIM MJIaHOM HE MPEAyCMOTPEHO

Bcero

4.4. JlaGopaTopHble 3aHATHS
Tembl 1a00paTOPHBIX 3aHATUN U UX TPYILOEMKOCTh PUBEICHBI B TaOIUIIE 6.

Tabnuua 6 — JIabopaTopHble 3aHATHS U UX TPYJOEMKOCTb

N3 aux Ne
lffn HanmMeHoBaHHe 1a60paTOPHEIX PaGoT pr’l?:;‘f;o“’” “rli’;‘;‘;gf;;fg” iﬁfiﬁ
(gac) JINHBI
Cemectp 6
1 | CpaBHHTENBHEIN aHATN3 MOHSATUHHBIX allllapaToB 3 1
Pa3IMYHBIX HCTOYHUKOB B 00JIACTH 3aIIHUTHI




HHPOPMALTUI.

2 | UccaenoBanue ocoOeHHOCTE
KpunTorpaduyeckoi 3anmThl HHOOPMAITUHN TPU
MMPUMEHEHUH KJIACCUYCCKHUX MU(POB 3aMEHBI

3 | 3ammra CD mimu DVD nuckoB 0T KOMUPOBaHUS C
MOMOIIBIO TIPOTPAMMHOTO CPEZICTBA
WildCDProtector

4 HpOBepKa IIOTCHLUAJIbHBIX MECT 3aIllUCHU
BPEIOHOCHOTO IPOTPaMMHOTO 00eCIICUeHHS B
CHCTEMHOM PEECTPE OMEPALUOHHON CUCTEMBI
Windows

10

Bcero

34

4.5. KypcoBoe npoeKTHpOBaHKEe/ BBHITIOTHEHNE KYPCOBOM pabOThHI

Y4eOHbIM MJIaHOM HE IPEIyCMOTPEHO

4.6. CamocrosrenbHas padoTa 00yJarouIuXxcs

Bunsl camoctosiTenbHON paboThI U €€ TPYA0EMKOCTh PUBEIEHBI B TabmuIe 7.

Tabmmna 7 — Bugsl caMocTosTeNnbHON PabOTHI M €€ TPYIOEMKOCTb

. Bcero, | Cemectp 6,
Bua camocrositensHOM paboThI
qac qac
1 2 3
M3yueHne TeopeTHyecKoro Marepuasia 20 20
nucuuruael (TO)
KypcoBoe npoextuposanue (KI1, KP)
Pacuerno-rpadpuueckue 3ananus (PI'3)
Beinonnenue pedepara (P)
IToaroToBKa K TEKyIIEMY KOHTPOJIIIO 10 10
ycneBaemoctu (TKVY)
Homamnee 3aganne (/13)
KonTponbubie pabotel 3a0uHnKOB (KP3)
IToaroroBka K mMpoMeXyTOYHOU 10 10
atrectauuu (I1A)
Bcero: 40 40

5. [lepedyenn yueOHO-METOIUYECKOTO 0OECTICUCHUS
JUIS CAMOCTOSITENIbHON paboThl 00yUaroImuXcs Mo JUCUUIUIHHE (MOJTYJIIO)
Y4eOHO-METOAMYECKNE MaTepHalibl Il CaMOCTOSITENIbHON paboThl 00YyYaroIIMXCsl yKa3aHbl B

ma. 7-11.

6. IlepeueHb MeYaTHBIX U AIEKTPOHHBIX YUEOHBIX U3TAHUIN
[lepeueHb nevaTHBIX U 3JIEKTPOHHBIX YUEOHBIX U3/IaHUM IIpUBENIeH B Tabuie 8.

Tabnuua 8— [lepeyeHb NMeYaTHBIX U JIEKTPOHHBIX YUEOHBIX M3TaHUI

HIudp/

Bbubmmnorpaduueckas ccpuika
URL anpec pag

Komuectso 3k3eMIuIsIpoB B
oubnmorexe
(KpoMe 2IIEKTPOHHBIX

9K3EMIUIIPOB)




004.065 ®Dydaes O.B. bazbl nannbIx: yuebHoe mocodue 3.- M: 60
Axanemus, 2008.

004.6(075) I'ananvaa B.A. Ba3bl JaHHBIX: BBEIEHHE B TEOPHUIO 64
pensumonHbIx  0a3  ganHeix. — CIB:I'OY  BIIO
«CIIBI'Y AIl»,2008

004.4(075)® | TlakeThl TPUKIATHBIX HpOrpaMM: ydeOHOe mocobue 60
96 s yupexaenndd CIIO/ 3. B. ®ydaes, JI. .
Oyddaesa. - 4-e uzg., crep.. - M.: Akanemus, 2008. -
352 ¢

http://e.lanbook.com/books/element.php?pll_id=511
7
benensbkas, M.H. AMUHHUCTpUPOBaHNE B
UH()OPMAIMOHHBIX CHCTeMax. [DIeKTpOHHBIN pecypc]
yueOHOoe mocoome / M.H. benenskas, C.T.
Manunosckuii, H.B. SIkoBeHko. — DnekTpoH. JaH. —
M. : I'opsiaast muanst-Tenexom, 2011. — 400 c.

004.65 144 | lmro, C.M. ba3sl HmaHHBIX: TPOCKTUPOBAHHE U 10
HCIIOJIb30BaHUE: y4eOHHK.-M.: DUHAHCH u
cratuctuka,2005.
681.518(075) | Muporos B.}O. NudopmaimoHnsie cucTeMbl U 0a3bl 15
I1 33 JAaHHBIX: OpraHu3alusi M M[OPOCKTUPOBAaHHE. —

CI16:bXB —IleTepOypr,2009.

http://e.lanbook.com/books/element.php?pll_id=2713
3unuenko, JILA. buonmueckne wH(MOPMAIMOHHBIC
CHUCTEMbI u Hux IMPAKTHUYCCKUC IIPUMCHCHUA
[Onextponnsiii pecype] : / JLLA. 3unuenko, B.M.
Kypeituuka, B.I'. Pegpko. — OnekTpoH. nan. — M. :
duzmaraur, 2011. — 286 c.

004.007(075) | ApxuTeKTypa BBIYHUCIHUTEIBHBIX CHUCTEM: YydeOHOE 10
M 69 nocooue/ B. I'. XopoieBckuid. - 2-¢ u3., nepepad. u
Jom.. - M.: I3g-so MI'TY um. H. O. baymana, 2008.

7. TlepedyeHb HIEKTPOHHBIX 00pa30BaATEIBHBIX PECYPCOB
nH(}OPMaIIMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTu « IHTepHeT»
[lepeuens AIIEKTPOHHBIX o0pa30BaTeNbHBIX pecypcoB MH(pOpPMaLOHHO-
TEJIeKOMMYHUKAaIMOHHONW ceTu «HTepHeT», HEOOXOAMMBIX MJii OCBOCHHS JUCIUILIAHBI
npuBesieH B Tabmuue 9.

Tabmuma 9 — IlepedeHp DIEKTPOHHBIX 00pPA30BATENBHBIX PECYpPCOB HH(OPMALMOHHO-
TEJIEKOMMYHUKAIIMOHHON ceTh «HTepHEeT»
URL anpec Haumenosanue

http://www.intuit.ru HanmoHanbHBIN OTKPBITHIN YHUBEPCUTET
NUHTYUT

http://citforum.ru/security/articles/ HudopmarnonHas 6e30MacHOCTS - CTAaTh,
0030pBbI, KHUTH

http://www.intuit.ru/studies/courses/3499/741/info | Texnonapk Mail.ru Group: ba3bel naHHBIX

8. Ilepeuenp HHPOPMALITMOHHBIX TEXHOJIOTUI
8.1. [lepeyeHp mporpaMMHOTO OOECTeUeHHs, HCIOJIB3YEeMOTO IIPH OCYIIECTBICHUU
00pa30oBaTeNLHOTO MpoIiecca MO AUCIUIIIUHE.
IlepedeHp ucnonbp3yeMoro NporpaMMHOro odecreueHus npejacrasieH B Tadbaure 10.

Tabmuua 10— Ilepedens nporpaMMHOro o0ecrieyeH s

Ne i/ HaumeHnoBanue

He npenycmotpeno




8.2. Ilepeuenp WH(pOPMaAITMOHHO-CIIPABOYHBIX CHCTEM,UCIIOTh3YEMBIX npu
OCYILIECTBIICHIMH 00pa30BaTEIbHOTO MPOLECcca MO AUCIUIUINHE

[lepeyeHp WCMONB3YeMbIX HH(POPMAIMOHHO-CIIPABOYHBIX CHUCTEM TIPEACTaBICH B
tabnuie 11.

Ta6mmma 11— [lepeyersr nHGOPMAITMOHHO-CITPABOYHBIX CUCTEM

Ne i/t Haumenosanue

He npenycmorpeno

9. MarepuanbpHO-TeXHUYECKast 6a3a
CoctaB  MaTepUAIbHO-TEXHUYECKOH 0a3bl, HEOOXOMUMOW Ui  OCYIIECTBIICHUS
00pa30BaTeNLHOTO MpoIiecca Mo TUCIUIUIHHE, IPEICTaBICH B Tabmuiel 2.

Ta6ymmma 12 — CoctaB MaTepuaibHO-TEXHHUECKOM 0a3bl

Ne HanmeHoBaHne cocTaBHOM YacTu Howmep aynutopun
n/n MaTepHATbHO-TEXHUYECKO 0a3bl (1pu HEOOXOAMMOCTH)

1 JlexuMOHHAS Ay AUTOPHUS

MynsTuMeanitHas TEKIMOHHAS ayAUTOPUS

10. OueHo4HBIE CpeICTBA TSI IPOBEICHUS TPOMEKYTOUHOM aTTECTAIMH
10.1. CoctaB OLEHOYHBIX CPEACTBAJS TMPOBEACHHUSI IPOMEKYTOUHOM AaTTecTaluu
00yJaromuxcs 1Mo JUCHUTUIMHE TPUBEACH B Tadymie 13.
Tabnuna 13 — CoctaB OIEHOYHBIX CPEACTB ISl IPOBECHHSI TPOMEKYTOUYHOM aTTeCTAIH

Buza npomexyTo4HON arTecTanuu [lepedyeHp OLICHOUYHBIX CPEACTB
OK3aMeH CnHcok BOIPOCOB K 9K3aMEHY;
DK3aMeHAaI[HOHHEIC OUIEThI,
3amaun;
TecTsl.

10.2. B kadecTBe KpUTEpUEB OICHKH YPOBHA C(OPMHUPOBAHHOCTH (OCBOCHH)
KOMIIETEHIIMH 00ydJarouMMHcs MpUMEHseTcsl 5-0ajuibHas IIKajla OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIIMH, KOTopas npuBeaeHa B Tabauie 14. B Teuenune cemectpa MOXKET MCIOJIB30BATHCS
100-0annpHast ~ mKaja ~ MOAYJIBHO-PEUTHMHTOBOM  CHUCTEMbl  YHUBEpCUTETa,  IpaBHiIa
HCIIOJIb30BaHUsl KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOLIUM JIOKAJIbHBIM HOPMAaTHUBHBIM aKTOM
I'VAIL
Tabmuna 14 —Kpurtepun onieHKH ypoBHS c()OPMHUPOBAHHOCTH KOMITETEHIIUI

Or11eHKa KOMITETEHITUH

Xapakreprucrrka chOpMUPOBAHHBIX KOMIIETEHIIAI
5-0ayutbHAs mIKaIa P P (bopmp

— oOyuaromuiicss TOyOOKO U BCECTOPOHHE YCBOHJI MPOTPaMMHBIH
MaTepHa;

— YBEpPEHHO, JIOTHYHO, ITOCIIC0BATEIFHO U TPAMOTHO €T'0 M3JIaracr;

— ONMUpasiCh Ha 3HAHWS OCHOBHOW W JOMOJHUTEIHHOU IUTEPATYpPHI,
TECHO TPUBS3LIBAECT YCBOSHHBIC HAYYHBIE MOJIOKESHHSI C MMPAKTUIECKON
JIESITSIIbHOCTHIO HAIPABJICHHS;

— yMeJ0 000CHOBBIBAET U apT'YMEHTHUPYET BBIJIBUTACMBIC M HJICH;

— JIeJIaeT BBIBOALI H 000OIIEHHUS;

— cBOOOJIHO BJIAJICET CUCTEMOM ClielnaIN3uPOBAHHBIX TOHSTUH.

«OTIIMYHO»
(Ga4uTCHO»




Or11eHKa KOMITETEHITUHN
XapakTeprcThKa C(hOPMUPOBAHHBIX KOMIIETEHIIA
5-0autbHas IIKasa PAKTEp bop
— o0yJaromuiics TBEPI0 YCBOWII MPOTPAMMHBIN MaTepua, TPaMOTHO U
M0 CYIIECTBY H3JaraeT €ro, ONUpPasCh Ha 3HAHUS OCHOBHOM
JIUTEPaTYPHI;
«XODOLLIOY — HE JIOITYCKAET CYIIECTBEHHBIX HETOUHOCTEM;
P — YBA3bIBAECT YCBOCHHBIC 3HAHUS C NPAKTHYECKOM JIESITEIBHOCTHIO
«BaYTEHO»
HaIpaBJICHUS;
— apryMEHTUPYET HayYHBIE TTOJIOKECHUS;
— JIeJIaeT BBIBOJIBI U 000O0IIEHMS;
— BJIAJICET CUCTEMOM CIIEILMATIM3UPOBAHHBIX OHSITUH.
— 00y4Jaromuiicss yCBOMII TOJIBKO OCHOBHOHM MPOrpaMMHBIM MaTepHal,
M0 CYILIECTBY H3JaraeT €ro, ONMpasCh Ha 3HAHHUS TOJBKO OCHOBHOM
JIUTEPaTYPHI;
— JIOTMyCKaeT HECYIIECTBEHHBIC OIMOKN M HETOYHOCTH;
«yJIOBJIETBOPUTEIILHO) N
— UCIIBITHIBACT 3aTPYAHEHUS B MPAKTUUYECKOM MPUMEHEHUW 3HAHHM
«3aYTCHOY
HaIpaBJICHUS;
— cJ1abo apryMeHTHPYET HayuHbIE MTOJI0KECHHUS,
— 3aTpyAHseTcs B (OpMYyITUPOBAHUN BBIBOJIOB M 000OIICHUI;
— YACTUYHO BJIAJICET CUCTEMOM CIEeIIMATU3UPOBAHHBIX MOHSATUH.
— oOyyaroluiicss He YCBOWJ 3HAYUTENIbHOM 4YacTh MPOrpaMMHOIO
Marepuaa;
— JIOTYCKAaeT  CYIIECTBEHHbIE  OMMUOKKM W  HETOYHOCTH  IIPH
«HEYIOBJIETBOPUTEIILHOY
«HE 3ATTCHON paccMOTpEeHHH MTPOOJIEM B KOHKPETHOM HaNPaBIICHUY;
— UCIIBITBIBAET TPYAHOCTU B IPAKTUYECKOM IIPUMEHEHUH 3HAHUM;
— HE MOXET apryMEHTUPOBATh HAy4YHbIE MTOJIOKEHNUS;
— He (HOpMYIHPYET BBIBOJAOB U 000OIICHHIA.

10.3. TunoBbie KOHTPOJIbHBIC 3aJIJaHUS UJIM UHBIC MAaTCPUAIIBI.
Bormpocs! (3amaun) ajis sKk3aMeHa mpeacTaBIeHbI B Ta0nwuie 15.

Ta6muma 15 — Borpocs! (3agaun) 11 2K3aMeHa

Kon

No /it [Tepedyens BompocoB (3a1ad) 115 IK3aMeHa
WHANKATOpa

1 1. OCHOBHEIE MOHATHS U OTIpeieleHns ] B 00JIaCTH 3aIIUuThI OIIK-5.3.3
KOMITBIOTEPHOH HH(OpMAITHH.

2. CoBpeMeHHas CUTyaIus B 00JIaCTH 3alTUThI KOMITBIOTEPHOMN
WHPOPMAIIUH.

3. TpeboBaHUs K CUCTEMaM 3aIIUTHl HH()OPMAITHH.

4. onsitue yrpo3bl 0€30MaCHOCTH KOMITBIOTEPHOM HH(OpMAIIUH.
MHTepBan noTeHIMaIbHOW OIIACHOCTH.

5. Knaccudukanms yrpo3 6€30macHOCTH KOMIIBIOTEPHOM
nH(pOpMAITHH.

2 6. UcTounuku, pucku v (JOpMbI aTak Ha HHOOPMAILIHUIO. OIIK-7.3.1
7. IlpuHIMTBL 3AIIUTHl KOMIBIOTEPHOH HHPOPMAITUH

8. Unentuduxanms cyobekTa, MOHATHE IPOTOKOJIA
WACHTHU(QHUKALNY, WACHTHPUIMpYomas nHPOPMAaIIUS;

9. OcHoBHBIE TOAXOIBI K 3amuTe qaHHbIX 0T HC/I (KoHTpOIb
JOCTYTIa U pa3srpaHUYeHNE AOCTYIA, HEPAPXUUECKUN TOCTYI K
¢aiiny).

10. ®opmaabpHBIE MOAETH YIIPABIECHHUS TOCTYIIOM.

11. Knaccugukanus cpeacTs 3aUThl KOMIBIOTEPHOH HHPOPMaITUH
ot HCJI

3 12. Ayrentudukanus monp3oBatesieii. OCHOBHBIEC aJTOPHTMBI OIIK-7.V.1
(TIpOoTOKOITBI) ayTEeHTU(UKAIIH.

13. AAMUHUCTPUPOBAHHUE CETEH B acleKTe O€30IaCHOCTH
nHpOpMaLUH




14. 3amura cereBoro QaiyioBoro pecypca, puKcanus JoCTymna K
(haiimam.

15. JocTyn K JaHHBIM CO CTOPOHBI MIPOIIecca, CIIOCO0bI (PUKcauu
(akra mocTyna.

OIIK-7.B.1

16. Hayies>kHOCTH cHCTEM OTpaHHYeHUs TOCTYIIA,
17. 3amura (haiaoB OT U3MCHCHHS,
18. DnexTponHas uudposas nognucs (DUID);

OIIK-8.3.4

19. Meronb! 1 CpeCTBa OTpaHUUEHUS TOCTyIa K KOMITOHEHTaM
OBM;

20. IIporpammHo-amnmapaTHbIe CpeIcTBa TTU(POBAHIS;

21. IlocTpoeHue anmapaTHBIX KOMIIOHEHT KPUIITO3AIIUTHI TAHHBIX;
22. 3ammTa aaropuT™Ma mudpoBaHus.

OIIK-9.V.1

23. IlpuHIUNI 9yBCTBUTENHHOM OOIACTH W IPHUHITUT TIIABHOTO
KITFOYa,

24, TTaponu ¥ KIIFOYH, OpTraHU3aIMs XPaHESHUS KITIOUeH;

25. HeobxoanMele 1 JOCTaTOYHBIE (DYHKITUH amIapaTHOTO CPEICTBA
KPHIITO3AIUTEI,

26. 3anuTa mporpaMm OT HECAaHKIIMOHUPOBAHHOTO KOMIMPOBAHUS;
27. 3aumTa nporpamMm OT U3Yy4YeHHS;

OIIK-9.B.2

28. 3ammra nporpamMm OT OTJAJKH, 3alIUTa OT
I3acceMOIMpPOBaHUS,

29. 3amyTa mporpaMm OT TPACCUPOBKH 10 TIPEPHIBAHUSIM;

30. 3ammTa OT pa3pymarouX IporpaMMHEIX Bo3zaeicTeuil (PIIB);
31. KommbroTepHbie BUPYCHI Kak 0co0bIi kimacc PIIB;

32. HeoOxomuMBbIe U IOCTATOYHBIC YCIOBHSI HEJOMYILICHUS
pa3pylIarIIero BO3AEUCTBUS

OIIK-
10.B.2

33. IlonsiTHEe U30JIUPOBAHHON MTPOTPAMMHOM CPEMBI.

34. O0miast xapaKTepUCTUKA U KIacCU(UKANINS BPETOHOCHBIX
MIporpamm.

35. KommbrotepHsie BUpychl. Kitaccudukarius KOMIBIOTEPHBIX
BUPYCOB.

36. OCHOBBI TEXHOJIOTUY aHAJIN3a 3ANTUIIICHHOCTH KOMIIBIOTEPHBIX
CHCTEM yIpaBiIeHUs U 00paboTKu HHPOPMAIIH.

37. MHOroypoBHEBas 3alllMTa KOPIOPATUBHBIX CETEH.

OIIK-
11.B.2

Bomnpocs! (3agaun) 1uis 3adera / tud¢. 3aueta npeacTaBieHsl B Tadbauie 16.

Tabmuia 16 — Boripocs! (3amaun) nist 3auera / qudd. 3auera

Ne /1t

[Tepeuens BompocoB (3amayu) myist 3adeta / nudd. 3auera

Kon
WHIAUKATOPA

Y4eOHbIM NJITAHOM HE IPEAYCMOTPEHO

IlepeueHp TeM Ui KypCOBOTO IPOEKTUPOBAHM/BBIIOJHEHNUS KypCOBOH paboThI
npeJcTaBiIeHbl B Tabnuie 17.
Tabmuua 17 — IlepeueHb TeM 7151 KYpCOBOTO MPOSKTUPOBAHUS/BBIIIOIHEHUS] KyPCOBOM pabOThI

[TpuMepHBIii TepeueHb TeM JUIsl KYpPCOBOTI'O TPOEKTUPOBAHMSI/BBITTOIHEHUS

Ne n/nn .
KypCOBOM pabOTHI
Y4eOHbIM MJIaHOM HE PEIYCMOTPEHO
BOHpOCBI AJi1 MPOBEACHHUA HpOMC)KyTO‘IHOfI arrecTallii B BHUAC TCCTUPOBAHHUA

MpeJICTaBIeHbI B Ta0nuie 18.

Tabnuua 18 — IIpumepHbIii epeueHb BOIIPOCOB JJIsi TECTOB

Ne /1t

IIpuMepHBIii epedeHs BOIPOCOB ISl TECTOB

Kon
HHJAKATOpa

TECT




no auctumnae «IIporpaMMHo-anmapaTHbIE CPEACTBA 3aIIUTHI HH)OPMAIIHN)
Bapuant Ne 1

YkazaHus:

3amaHus UIMEIOT pa3HOe KOJIMYECTBO BAPUAHTOB OTBETA, U3 KOTOPHIX
IIPaBUIBHBIMU MOT'YT OBITh KaK OJMH, TAK U HECKOJIBKO BapuaHTOB. B mucre
OTBETa [IPOCTABJIIOTCS. HOMEPA IIPABUIIBHBIX OTBETOB.

1. CKkonbKO ypOBHEH BO3MOKHOCTEN HApyIIUTENEH MPEJOCTABIEMBIX UM
mratHeIME cpeacTBamu KC mpeaycMoTpeHo kiaccudukanyeil B COOTBETCTBHN
c PATTK (®CTIK)?

1. Onun.

2. JIBa.

3. Tpm.

4. Yetnipe.

5. Iars.

6. Cemb.

2. CxeMsl pa3rpaHudeHust JOCTYIa B KOTOPHIX 3alUTHBIE MEXaHU3MBI
BCTPaUBAIOTCA B KOXKIBIH OOBEKT U OCYHIECTBIAIOT KOHTPOIb B COOTBETCTBUH
CO OTEKaMH J0CTYIa JaHHOTO O0BEKTa Ha3bIBAIOTCS:

1. «CrrcKoBBIe» CXEeMBI (IUCKPEINOHHBIA JOCTYII).

2. «MaHgaTHBIe» CXEeMBI (MAaHIATHBIN TOCTYII).

3. «IlonHOMOYHBIE)» CXEeMBbI (ITOJIHOMOYHBIHN JTOCTY).

3. Hokyment «Ciy>x0a TUpeKTopHii: 0030p KOHIIEIITHI, MOJIEIEH U CEPBHUCOBY
OTHOCHUTCS K:

1. O1leHOYHBIM CTaHAApTaM

2. TeXxHUYeCKUM CITeIUpUKAIISIM

3. PykoBogsmum nokymentam @CTIK

4. B xakom roxy 0wt npunsaT Cranmapt Mununctepcersa o6oponst CIIIA
«Kputepun orieHKH TOBEPEHHBIX KOMITBIOTEpHBIX cuctem» (Trusted Computer
System Evaliation Criteria, TCSEC)?

1. 1975

2. 1980

3. 1985
4.1990

5. Kakum crangaprom Op110 BBelleHO ToHATHE: «CeTeBast TOBEpeHHAs
BBIUHCIIUTENbHAS 6a3an?

1. Department of Defense Trusted Computer System Evaliation Criteria,
TCSEC

2. Trusted Network Interpretation

3. ISO/IEC 15408-99
4. TOCT/MCO M3K 15408:2002

6. Kakoit ctangapt Ha3biBatoT «OpaHKeBOH KHUTOMD)?

1. Cranpapt Munucrepcta 00oponsl CLHA «KpuTtepun olieHKH 10BEPEHHBIX
KOMITbIOTEPHBIX

cuctem» (Department of Defense Trusted Computer System Evaliation Criteria,
TCSEC)
2. 'apmonusupoBanHble Kputepuu EBponeiickux ctpan” [eBponeiickue
KpUTEpHUH |

3. Mexaynapoansiii crangapt ISO/IEC 15408-99 «Kputepuu oleHKH
0e30macHOCTH
nHpopmanmonusix TexHonoruin» (Evaluation criteria for IT security)

1. Kakoit ctagmapT cokpamieHHO Ha3bsBaroT «O0mumu kputepusmm (OK)?

1. Cranpapt Munucrepcta 00oponsl CLHA «KpuTtepun olieHKH J0BEPEHHBIX
KOMITBIOTEPHBIX

CUCTEM»
2. Mexnynaponausiii crangapt ISO/IEC 15408-99

3. bpuranckuii cranaapt BS 7799 «Ynpasnenue nHpopMamoHHOR
0€301aCHOCTBIO.




[IpakTuueckue mpaBuIa»

4. Kakoe u3 mepeunciIeHHBIX TOHATHH ObUTO BBeneHo B CTanaapTe
Munuctepcta o6opons! CIIIA

«Kpurepun oneHKH 1oBepeHHBIX KommbloTepHbIX cuctem» (Trusted Computer
System

Evaliation Criteria, TCSEC)?

1. CepBucsl 6€30MacHOCTH

2. [Nonutuka Ge30macHOCTH

3. Ouenounble ypoBHU goBepus - OY ][]

4. Mexnaynapoausiii crangapta ISO/IEC 15408-99 packpbiBaeT (OmuchIBaeT):
1. CucremaTnyeckuii MOAXO K BONPOCAM JIOCTYITHOCTH, (POPMHPOBAHHE
apXUTEKTYPHBIX IPUHLIUIIOB €€ 00eCIIeYeHusI.

2. Paznuune Mexxay cucteMaMu U IPOIyKTaMH WH(GOPMALMOHHBIX
TEXHOJIOTH, HO JUIs yHU(UKAIIMK TpeOOBaHNUN BBOAUTCS €UHOE ITOHATHE -
00BEKT OLIEHKH

3. Kpurepun oneHku 6€30MacHOCTH HHPOPMAITMOHHBIX TEXHOIOT I

5. Kak Ha3bIBaeTcsl JOKYMEHT, B KOTOPOM B LIEJISIX JJOOPOBOJIILHOTO
MHOTOKPaTHOTO

WCHOJb30BaHMs yCTAaHABIMBAIOTCS XapaKTEPUCTUKH NPOIYKINH, [IPABUIA
OCYIIECTBIICHUS M XapaKTEPUCTUKH MPOLECCOB MTPOU3BOJICTBA, IKCILTyaTaI|H,
XpaHEHUs, IEPEBO3KH, PeaTU3alliil U YTHIN3AINH, BEITIOIHEHHS PadoT WK
OKa3aHUs yciayr?

1. TexHu4eckue yciaoBus

2. Cnenudukanus

3. PermameHnTt

4. Crangapt

6. Llens co3nanust MOTUTUKY MH(DOPMAIIMOHHOM Oe30macHOCTH?

1. 17151 opraHu3alMOHHO-TEXHUYECKOW TOAJICPKKH MTOTUTUKH (POPMUPOBAHHS
1 MCIIOJIb30BAaHUS

WHPOPMALIMOHHBIX PECYPCOB MPH OCYIIECTBICHUH A0CTYyTa K HH(pOpMaIu
2. J1514 3a11UTHl OT BHEIIHUX J€CTPYKTUBHBIX BO3JEHCTBUI

3. JInst 3a|Thl OT HEAOOPOCOBECTHRIX pAOOTHUKOB (TIOJTB30BaTENEH)

7. COBOKYNTHOCTb IPUHLIUIIOB, IPABHUJI U PEKOMEHIALINI, OTIPEAeIISIOIINX
MOPSIIOK OpraHu3alluy 3aluThl HHpopMaIn, oopabaTeiBacMOil B KOHKPETHOM
KOMIIBIOTEPHON CUCTEME,

3a()MKCUPOBAaHHAS TOKYMEHTAIbHO HA3bIBACTCS:

1. TexHnueckoil MONUTHUKON 0€30MaCHOCTH KOMITBIOTEPHOM CHCTEMBI

2. [MonuTukoit nHHOPMAITMOHHOM 0€30MaCHOCTH KOMIIBIOTEPHOM CUCTEMBI
3. Crangapt 6€301acCHOCTH KOMITBIOTEPHON CHCTEMBI

8. ®opMynHMpOBKa IeJIei, KOTOpBIE MpecielyeT OpraHu3alus B 001acTH
0e30MacHOCTH MH(POPMAIIUH, OIPEIEIICHNE O0IIUX HAIIPABICHU B
JOCTHKEHHH 3THUX LIeJIeH SBISETCS] COCTaBHOM YacThIO:

1. Ilonutuky 6e30MacHOCTH BEPXHETo (IIPaBOBOTO M aIMUHUCTPATUBHOTO)
YPOBHS

2. [NonuTuky 6€30MacHOCTH CpeAHEro (PO yPHOT0) YPOBHS

3. IlonuTuky 6e30MaCHOCTH HUKHETO (IPOrpaMMHO-aNapaTHOr0) YPOBHS
4. Het npaBUILHOTO OTBETA

9. KoHTpOIIb Y4aCTHHKOB B3aMMO/ICHCTBHS SIBJISIETCS KITFOYEBBIM MOMEHTOM
MIPU COCTABICHUU

MOJUTUKY MH(POPMAIIMOHHON O€301acCHOCTH:

1. [NomuTrky 6€30NMacCHOCTH BEPXHETO (MPAaBOBOTO M aIMUHICTPATHBHOTO)
YPOBHS

2. [lonutuku 6e30MacHOCTH CpeAHEro (IPOLEeIyPHOT0) YPOBHS

3. [NomuTrku 6€30MaCHOCTH HUKHETO (IIPOTpaMMHO-AIIapaTHOTO) YPOBHS
4. Het npaBUILHOTO OTBETA

10. Ciucok MOTYMHEHHBIX TOJUTHK 0€30IaCHOCTH SIBISIETCSI OCHOBOM:

1. Acceptable use policies - AUP




2. KopHeBoii moauTuku 6€301macHOCTH

3. [Tonutuku hopMHUPOBAHHS M UCTIONH30BAHNS HH(POPMAIIMOHHBIX PECYPCOB
11. CoBokynHOCTH TpeOOBaHMH 1 IPaBUII IO HHPOPMAIIMOHHOM O€30MacHOCTH
111 00beKTa

nH(pOPMAITMOHHON 0€30TIaCHOCTH, BEIPA0OOTAHHBIX B COOTBETCTBHUH C
TpeOOBaHUAMHU

PYKOBOJSIIMX U HOPMATUBHBIX JOKYMEHTOB B IIEIISIX IPOTUBOCHCTBUS
3aJJaHHOMY MHOECTBY

yrpo3 HH(GOPMaIOHHOI 6€30I1aCHOCTH, ¢ YIETOM LIEHHOCTH 3allUIaeMOil
WHPOPMALTUOHHON

cdepbl ¥ CTOUMOCTH CUCTEMBI 00ecTieueHus] HHPOPMAaLlMOHHON 0€30IMacHOCTH
Ha3bIBACTCSL:

1. Cranmapt 6e30macHOCTH

2. [Nonutuka nHGOpMATMOHHON 6€30MaCHOCTH

3. [lomuTrka 6€30MacHOCTH BEPXHETO YPOBHSA

4. KopHeBast moauTHKa 0€30MacHOCTH

12. B kakoM JOKyMeHTe (pa3fielie) MOJUTUKN 0€30IacCHOCTH OTPayKaeTCsl OTBET
Ha BOIIPOC:

«CyILeCTBYIOT JIM OFPAaHUYEHUS HA ycTaHOBKY [10»?

1. Ceprudukare Ge3omacHOCTH

2. Acceptable use policies - AUPS

3. Incident response plan - IRP

4. Password policy

13. Kakoii foKkyMeHT BKJIIOYAeT B ce0sl e yIonne oApa3Aeibl: MOJIUTHKY
(hopMHUPOBaHUS U HCIIOIB30BaHUS HH(POPMALMOHHBIX PECYPCOB, IOJUTHKY
nHGOPMALMOHHON 0€30MaCHOCTH U TEXHUYECKYIO MTOJUTUKY?

1. Crangapt Oe30nacHOCTH

2. TexHudeckas crienupuKaIus

3. MadopmMarmoHHas TOIUTHKA

4. IMonuTrka HHPOPMAIIMOHHOMN 0€30MaCHOCTH

5. [NomuTHKa KCIIOJIb30BaHUS HH(DOPMAIIMOHHBIX PECYPCOB

14. B nonutrke 6e301macHOCTH KaKOTO YPOBHS ONHCHIBAETCS OTHOIIICHUE K
MEPEAOBBIM, HO €IIe HeIOCTATOUHO MPOBEPEHHBIM TEXHOIOT UM 3aIUThI
uHpopmMarumn?

1. IlpaBOBOTO ¥ 2IMUHUCTPATHBHOTO

2. IlpouenypHoro

3. AnmapaTHO-IpOrpaMMHOTO

15. Uto onpenensieT CUCTEeMHass HHPOPMAIIMOHHAS TTOJIUTHKA?

1. IlpuHUMIIBL, TOPSAAOK U NIPAaBUJIa MHTErPallMi HH(OPMALIMOHHBIX PECYPCOB
2. [lpuHIMITEL, TOPAJOK U MPaBHiIa MOCTPOCHUS CUCTEM 3aIIXThI HH(pOpMaun
3. IlpuHIMTIBL, TOPSAOK U MIPaBUIIa Pa3TPaHUYCHHS JOCTYTIA K
nHGOPMALMOHHBIM pecypcam

16. Kak Ha3pIBaeTCs BHEIIHSS MJIM BHYTPEHHSISI 110 OTHOLLIECHMIO K aTaKyeMOil
KOMITBIOTEPHOM CHUCTEME MporpaMma, 001agaromnias onpeieneHHbIMH
JECTPYKTHUBHBIMH (DYHKIIUSIMH TIO OTHOIIEHHUIO K 3TOU cucTeme?

1. KomnbroTepHblil BUpYC

2. [IporpamMmHas 3akiaaka

3. AmmapaTHas 3aKjiaaKa

17. Kak Ha3pIBaeTCsI HECAaMOPa3MHOXKAIOIIASICSl POrpaMMa, 00eCeunBaroIas
37I0yMBIIUIEHHUKY BO3MO>KHOCTH HECAaHKIIMOHUPOBAHHOT'O JOCTYNA K
3amuinaeMon nadpopmMaiumn?

1. KomnbroTepHblit BUpYC

2. JloBymika

3. Jliox

4. Jlormueckas 6omba

18. Kakas u3 nepeurcieHHbIX QyHKIHA HE OTHOCUTCS K IPOTrPaMMHBIX
3aKmagKam?




1. Yanuroxxenune naopmanuu

2. CaMOCTOATENFHOE PaCIpOCTpaHEHNE B KOMIIBIOTEPHBIX CUCTEMAaX

3. IlepexBaT u nepenada nHGOpMaUN

4. LlenenanpapieHHasi MOAN(PUKAIHMA KOJIA TIPOTPaMMBI

19. Tlo xakoMy IPHU3HAKY KIACCH(PHUIUPYIOTCS «IpaiBepHBIE 3aKIaIKID)?
1. ITo meTony BHEAPEHUS

2. Ilo npuHIMITY TEHCTBUS

3. Ilo necTpyKTUBHBIM MOCIEACTBUSIM

20. Kakoe u3 IepeunCIIeHHBIX BO3ICHCTBII HE OTHOCHTCS K MOJEIISIM
BO3/IEMCTBHSI TPOTPaMMHBIX

3aKJIaJI0K?

1. Y6opka mycopa

2. UckaxxeHue

3. Habmonenne

4. KotmpoBanue

5. IlepexBar

21. K xakomy Buny PIIC otHOocuTCs «KitaBuaTypHBIH HITHOH»

1. K mporpaMMHBIM 3aKjIaKam

2. K Bupycam

3. K 6akrepusim

22. Kakue u3 nepedrcieHHbIX CBOMCTB MPHUCYIIN KOMIBIOTEPHBIM BUpycaM?
1. CrtocoGHOCTH K BKIIFOYEHHIO CBOETO KOJ[a B TeNa ApyruX (ansoB u
CHCTEMHBIX 00JIacTell MaMATH KOMIIbIOTEpa

2. CriocoOHOCTH K TOCIICIYIOIIEMY CaMOCTOSTSILHOMY BBITIOJHEHUIO H
CaMOBOCIIPOHM3BENICHHIO

3. CriocoOGHOCTE K CaMOCTOSATENbHOMY pactpocTpaneHuio B KC

4. Bce nepeunciieHHbIE CBOMCTBA

5. Tonbko 1 u 3 cBOMCTBO

6. Tonpko 2 1 3 CBOMCTBO

23. Cotpynnuk Jlexaiickoro ynusepcurera (CIIA) @pen Kosm:

1. BniepBsie co31an aHTUBUPYC

2. Caenan coo0IeHre 0 BO3MOXKHOCTH CYILIECTBOBaHUS KOMITBIOTEPHBIX
BUPYCOB

3. SIBnsieTcs coznaTeneM BUpyca-4epBs

24. B yeM mpUHIMIHAIBHOE OTIUYHE KOMIIBIOTEPHOTO BUpPYycCa OT
pOrpaMMHOM 3aKIaaKu?

1. Cno>KHOCTBIO HAITCAHUS

2. BO3MOXXHOCTBIO I€CTPYKTUBHOTO BO3IEHCTBUA

3. CnocoOGHOCTHIO K CAaMOPAa3MHOXKEHHUIO 1 MOTU(PHUKALIUT

4. BceMu BbIILIETIEPEUUCICHHBIMU CBOMCTBAMU

25. Kak Ha3bIBaloTCs 3aKJIaAKH, HHTEp(EHC KOTOPBIX, COBMAACT C
uHTEP(EcoOM HEKOTOPBIX

CIIy>Ke€OHBIX MPOrpamMM, TPeOYIOLNX BBOJ KOH(GHUIESHIMATbHOW HHPOpMaLH
1. [Ipuknagabie 3aKIaIKH

2. UcnonuseMsle 3aKIaaKu

3. 3aKIaaKu-UMUTATOPBI

4. 3axIagKu-HEBUIUMKHA

26. TTo kakOoMy TIpU3HAKY BUPYC KIacCUPUIUPYETCs KaK PE3UJCHTHBIN BUPYC?
1. 1o pexxumy GyHKIMOHUPOBAHUS

2. 1o oObekTy BHEApPEHNUS

3. ITo 0coOEHHOCTSIM peann3yeMoro alropuTMa

4. Ilo necTpyKTUBHBIM BO3MOYKHOCTSIM

27. Tlo kakoMy TIpU3HAKy BUpYC Kiaccupuuupyercs kak «stealth-supyc»?
1. I1o o6bexTy BHEAPEHNUS

2. [To 0coOEHHOCTSIM peau3yeMoro alropuTMa

3. Ilo necTpyKTUBHBIM BO3MOXKHOCTSIM

28. ITo kakoMy TIpU3HAKY BUPYC KIacCUPHUIUPYETCs KaK «3arpy304HbIN




(OyToBEIiT) BUpYC»?

1. ITo oOBEKTY BHEAPCHUS

2. [To 0coOeHHOCTSIM peanu3yeMoro alropuTMa

3. Ilo pexxumy GyHKIMOHUPOBAHUS

29. Bupycsl, coaepxariie B cede anropuTMbl MH(PPOBaHAS U
o0ecreYnBaroLINe pa3Indie Pa3sHbIX

KOIUI BHpyca HAa3bIBAIOTCS:

1. Bupychl-Cliy THUKH

2. Stealth-Bupycer

3. MtE-Bupycst

4. Penukatopsl

30. K xakoMy THITY KOMITBIOTEPHBIX BUPYCOB OTHOCATCS TIOTUMOPQHBIE
BHPYCHI?

1. K MtE-Bupycam

2. K Stealth-supycam

3. K Bupycam-cryTHHKaM

31. Ilo kakoMy MpHU3HAKY KOMITBIOTEPHBII BUPYC KiacCcUu(PUIHUPYETCs KakK
perutukarop?

1. 1o 0cOOEHHOCTSIM peann3yeMoro alropuTMa

2. [To o0bekTy BHEAPEHUS

3. [1o HanMYUIO JOMOJHUTEIBHBIX BO3MOKHOCTEM

32. Bupycsl, cozgaromnme s 3apakaeMbIX (paiiyioB OTHOMMEHHBIE (DaliIbl C
KOZOM BHpYcCa U

MEPENMECHOBBIBAIOIINE UCXOAHBIC (haiiibl HA3BIBAIOTCS:

1. Bupycsl - CHyTHUKH

2. Bupychl - HeBUTUMKHI

3. Bupycsl - MyTaHThI

33. Kak Ha3pIBaeTCst KOMIBIOTEPHBINA BUPYC, KOTOPBIH UCHIONB3YET CIa0yI0
3alIMIIEHHOCTh HEKOTOPhIX OC 1 3aMEHsIeT HEKOTOPhIE MX KOMIIOHEHTBI
(mpaiiBepbl TUCKOB, MTpephIBaHUA)?

1. @aitnoBeIM

2. 3arpy304HbIM

3. Stealth-Bupyc

4. Permukatop

34. Kak Ha3bpIBatOTCS TPYMIBI U3 HECKOIBKUX BUPYCOB?

1. [TonuBupycamu

2. CeMelCTBOM BUPYCOB

3. BupycHbIM KiTaccoM

4. Het BepHBIX OTBETOB

35. Kakue BUpyCH XapaKTepHU3yIOTCS CHOCOOHOCTBIO CaMOCTOSTEIILHO
repeaaBaTh CBOM KOJI Ha

yAaJeHHBIN cepBep MM PabodyI0 CTaHIHIO?

1. ®aiinoBsie BUPYCHI

2. ByTtoBble (3arpy304Hble) BUPYCHI

3. HeT npaBWIIbHBIX OTBETOB

4. ®aiiNIoBBIX U 3arPy304YHBIX BUPYCHI

BAPHUAHT Ne 2
Yxazanua:
3aoanus umerom 00uH NPaAsUILHLLI sapuanm omeema. B iucme omeema
npoOCMasiAomcs,

HOMepa NPasuibHbIX OMEEemos.
1. Cxonbko knaccoB ABC onpeneneno PJI I'TK «CpencTta anTuBUpYCHOM
3amuThl. [lokazaTeny 3alMIIeHHOCTH U TPeOOBaHMUS 110 3aIUTE OT BUPYCOB»
1. Tpu

2. TSITh
3. cemb
4. n1eBAThH




5. HEeT NpaBUJILHBIX OTBETOB

2. JleATelIbHOCTh, HANIPABJICHHYIO Ha MIPEeIOTBPALEHUE [T0JTyYeHHUS
3amuiaeMoi HHpopMauu

3aWHTEPECOBAHHBIM CYObEKTOM C HApYIICHHEM YCTaHOBJICHHBIX MPaBOBBIMU
JOKYMEHTaMHU WU

COOCTBEHHHMKOM (BJIaeNbIIeM HH(POPMAIINH) TIPaB WA TPaBUJ TOCTyIa K
3aIlHIIAEMOI

WHPOPMALIUN HA3BIBACTCS:

1. OGecreueHmne MEIOCTHOCTH HH(OPMAITIH

2. ObecneueHne AOCTYMHOCTH HH(POPMALIUU

3. 3amura uapopmaruu ot HCJJ

4. 3amuTa nHGOpPMAITIN

2. Kak Ha3bIBaeTCA THUII JOKYMEHTA, B KOTOPOM B LIEJIAX JOOPOBOJIBHOTO
MHOTOKPaTHOTO

WCIOJIb30BaHMs yCTaHABIMBAIOTCS IOPAJOK OCYILECTBICHHUS IIPOLIECCOB
IIPOU3BOJCTBA,

SKCIUTyaTallui, XpaHeHHs, TIEPEBO3KHU, peal3aliy 1 yTUIN3AIHH,
BBITIOJTHEHHS PabOT MU

OKa3aHUs yciayr?

1. Pernament

2. Crangapt

3. Criettudukanus

4. Ceptudurar

7. Kak HazpiBaetcs Cnenuduxamms X.509

1. «Ciryx0a TUPEKTOPHii: KapKachl CepTU(PHUKATOB OTKPBITHIX KIFOUYCH U
aTpuOyTOBY.

. «Cny»x0a nupexTopuii: 0030p KOHIICTIIUH, MOJICIICH U CEPBUCOBY.

. «ApxuTekTypa 0e30MacHOCTH AJIsl B3aUMOICHCTBHUS OTKPBITBIX CHCTEM.
. Uro obo3nauaet abOpenarypa ®CTIK?

. @enepanbHas CHCTEMa TEXHOJIOTHYECKOTO U OKCILTyaTallHOHHOTO KOHTPOJISL.
. @enepanbHas cayx0a TEXHUYECKOTO U KCIIOPTHOTO KOHTPOJISL.

. @enepanpHas cayk0a TEXHUYECKOTO U 3KCIIEPTHOT'O KOHTPOJIS.

. @enepanbHas ciyx0a TAMOXEHHOT'O ¥ 3KCIIEPTHOTO KOHTPOJISL.

. Her npaBunbsHOrO OTBETA.

. Kak HazpiBaeTcs npoiiecc mpucBoeHne 00BbEKTaM U CyObeKTaM JIOCTyIa
uAeHTH(UKATOpa U

(unu) cpaBHEHHUE MPEIBSBISIEMOTO HICHTUPHUKATOPA C TIEpeuHEM
MPUCBOCHHBIX

UACHTU(PHUKATOPOB?

1. AyrenTudukanus.

2. Harmonanusanust.

3. Unentndukanus.

4. TTaponuzanusi.

10. JIs1 kakux 1iened mpyu aAMUHUCTPHUPOBAHNH, TAPOIbHON CHCTEMBI,
yCTaHABIUBACTCS

OrpaHUYEHHE YMCIIA TIONBITOK BBOJIA MAPOIIsi?

1. YcnoxHsaeT 3a7aqy 3T0yMBIIUIEHHUKA IIPU TOTIBITKE 11000paTh Mapoib 110
CJIOBapIO

2. [lpensiTcTByeT MHTEPAKTUBHOMY IOA00DPY MapoJiei 3JI0YMBIIIJIEHHUKOM
3. YcnoxHseT 3a1a4y 370yMbIIUIEHHUKA [TPU HOMBITKE T0100paTh MapoJib
METOJIOM «TOTaJHHOTO

ONPOOOBAHUSDY.

4. 3amMuiaer OT HENPaBOMEPHBIX JICHCTBUI CHCTEMHOTO aIMUHUCTPATOPA,
HUMEFOIIETO JIOCTYI K

MapoJIF0 B MOMEHT CO3/IaHUS YIETHOH 3aInCH.

5. J171s1 Bcex 1enei nepevrciieHHbIX B IyHKTax 1-4.

11. Kakoli U3 nepevnciieHHBIX METOJIOB HE IPUMEHSIETCsI JIJIsl ayTeHTHQUKAITUK

O DN B WK — 0 Wi




MoJIb30BaTeNe?

1. CrucreMbl, OCHOBaHHBIC HAa 3HAHUH HEKOTOPOU CEKPETHOM MH(OpMAIIUH.
2. CucteMsbl, OCHOBaHHBIE Ha BIaJICHUH HEKOTOPBIM CIIEIHaIbHBIM MPEAMETOM
WJIU YCTPOUCTBOM.

3. CucTtembl, OCHOBaHHBIC Ha OMOMETPHIECKUX XapaKTepHUCTHKAX.

4. Het npaBuisHOTO O0TBETa. Bee mpuMeHstoTCs.

12. MoxeT 11 Ha OJTHOM KOMIBIOTEPE CO3/1aBaThCsl HECKOJIBKO YUETHBIX
3alKCeN ¢ MpaBaMu

aaMuHUCTpaTopa?

1. Her, ToNbKO JOKHA OBITH TOJBKO OJTHA YUETHAsS 3aIIMCh JaHHOTO TUIIA.
2. Moxer ObITh HE MEHEE OHOM YUETHOM 3aluCcH JAHHOTO THIIA.

3. Homyckaercs He OoJiee IByX yUETHBIX 3alACEH JaHHOTO THTIA.

4. Het npaBUIIBHBIX OTBETOB.

13. CroiicTBO MH(pOpPMAIIHH, 3aKITHOYAIOIIEECS B €€ aKTyaTIbHOCTH H
HENPOTUBOPEYUBOCTH, €€

3aLIUIIEHHOCTH OT Pa3pyLICHUs 1 HECAHKIIMOHUPOBAHHOTO U3MEHEHUS
Ha3bIBaeTCA:

1. JIoCTYITHOCTBIO.

2. I1lemocTHOCTHIO.

3. KoH(puaeHIInaIbHOCTBIO.

14. Kako¥i U3 nepeuncieHHBIX CEPBUCOB HE SIBISIETCS CEPBUCOM 0€30T1acHOCTH?
1. DxpaHupoBaHue.

2. TynnenupoBaHue.

3. ApxuBUpOBaHHE.

4. llInudposanwue.

5. KoHTpoIb LETOCTHOCTH.

6. KoHTpoIb 3a1UIIIEHHOCTH.

15. Io kakoMy KpUTEepHIO Kiaccu(pUIUpPyETCs yIaIeHHAs aTaka, PUBOASIIA
K HCKa)KEHHIO

nHpopmMaumn?

1. ITo uenu Bo3aeiicTBUA

2. Ilo xapakTepy BO3ACHCTBUS

3. Ilo pacnionokeHHIo CyObeKTa aTaKu OTHOCHTEJIBHO aTaKyeMOIo 0ObeKTa
16. Kakoii knaccn(puKaMoHHbIH TPU3HAK TO3BOJISIET CYUTh O TaK
Ha3bIBAEMON «CTEIICHH

YIaJIEHHOCTH» aTaKu?

1. TTo ypoHto stanonHoi moaenu ISO/OSI, Ha KOTOPOM OCYIIECTBISETCS
BO3JICHCTBHE

2. o pacnonoxeHuro cyObEeKTa aTaki OTHOCUTEIBHO aTaKyeMOoro 00beKTa
3. ITo ycnoBuIo Hayana OCyIECTBICHUS BO3ACHCTBUS

17. Kakas u3 nepeurcieHHbIX YJaIeHHBIX aTaK SBJSETCS aCCUBHON?

1. DNS spoofing

2. SYN flooding

3. Sniffing

4. IlepexBaT MakeTOB Ha MapIIPyTU3aTOPE

18. Yro o3nauaer ab6peBuarypa NIDS:

1. Mexnynapoanast Opranm3aius mo CTaHaapTH3aAIIHA

2. CucteMbl 0OHapyXeHHS (BBISIBIICHHUS) aTak

3. JlaBunnoe 3aTomienue I[CMP-nakeramu

19. [IpenmymiecTBOM METO/Ia JTAHHOTO TUIIA SBJISIETCS] BO3MOYKHOCTD
00HapyKEHHSI HOBBIX aTak

0e3 He0OXOTUMOCTH OCTOSTHHOTO U3MEHEHHS TIapaMeTpOB
¢byHKUMOHMpPOBaHUs Moays. O

KaKOM METOJIE HJIET PeUb?

1. Curnaryprowm (signature)

2. llabnoxHOM (pattern)

3. Ha ocHOBe 0OHapy»XeHHUs 3I0YNOTpeOIeHIH




4. Het npaBUIBHBIX OTBETOB

20. ITpuHITMT pabOTHI ATOTO METOAA 3aKITIOYACTCS B 00HAPYKEHUN
HECOOTBETCTBHS MEXKTY

TEeKyIMM pesxuMoM QyHKImoHupoBanust KC 1 MOJIEINbIO MITATHOTO PEXUMA
paboTHI,

3aJI0’KeHHOH B mapameTpax Metoqa. O kakoM MeToze 0OHapyKeHHS aTak MAeT
peun?

1. Ha ocHOBe 0OHapy»XeHHsI aHOMAJILHOTO MOBEICHHS (TIOBEICHUECKHUE
METOBI)

2. Ha ocHOBe 0OHapy>KeHHs 310yNOTPeOICHHUHA

3. CurnatypHsIii (signature)

4. Het npaBUJIBHBIX OTBETOB

21. Kak nHazpiBarotcst COA oOHapyXUBaIOIINe aTaKy, HAllpaBlIeHHBIE Ha BCIO
CETh WU CerMEHT?

1. host-based

2. network-based

3. Cuctembl OOHApYKEHUS aTaK Ha yPOBHE XOCTa

4. Het npaBUIBHBIX OTBETOB

22. HenocTaTKOM TaKMX CHUCTEM SIBJISIETCS. TO, YTO OHHU CHJIBHO 3arpy>KaroT
MPOILIECCOP U TPEOYIOT

OobIIMX 00BEMOB IMCKOBOTO IIPOCTPAHCTBA [T XPAHEHHUsI )KYPHAIOB
peructpauuu. O Kakux

tunax COA uner peusb?

1. network-based

2. host-based

3. Cucrembl 00HAPYKEHUS aTaK YPOBHS CETH

4. Het npaBUIBHBIX OTBETOB

23. Uto o3HauaeT abOpeBuatypa DoS?

1. aTaku THIIA «OTKa3 B OOCITY)KHBaHU

2. aTaKy THIIA «3aTOTLICHUE)

3. aTaku THIIA «IIOJIMEHA aJpecar

4. HET MPaBUIIBHBIX OTBETOB

24. Ecnu atakyromias mporpaMMa, 3aiyIieHHas Ha CETEBOM KOMITBIOTEPE, JKIIET
IIOCBIIIKHU OT

MOTEHIIMATBHOM LENTN aTaK! ONPEIEIeHHOT0 THIIA 3a1poca, KOTOPhIi OyneT
YCIIOBUEM Hayala

OCYIIECTBJICHUS aTaky, TO TaKas aTaka KiacCuUIMpYeTCs Kak:

1. ATtaka 10 3aIpocy OT aTaKyeMOro 00beKTa

2. ATaka 1o HaCTYIUICHHUIO OTIPEIEIICHHOTO COOBITHS Ha aTaKyeMOM OOBEKTe
3. be3ycnoBHas aTtaka

25. MexceTeBO 3KpaH MpeIHA3HAUCH:

1. JI5ts1 3amyThl MPOrpaMM OT HECAHKIIHOHUPOBAHHOTO KOTTMPOBAHHS

2. lns obecnieveHus: 6€30MacHOTO JOCTYIIA K BHEITHEH CeTH M OrpaHUYEHUS
AO0CTYyIla BHCHIHUX

[I0JIb30BATENEH K BHYTPEHHEHN CETH.

3. JInist 3aIuThl 5KpaHa MOHUTOPA OT HECAHKITMOHUPOBAHHOTO CHSTHS
WHPOPMAITUH C TIOMOUIBIO

TEXHUYECKUX CPEJICTB Pa3BE/IKH.

4. Het npaBUIBHBIX OTBETOB.

26. Kakoii u3 mepeuncieHHbIX KOMIIOHEHTOB HE BXOJIUT B COCTAB TEXHOJIOTHH
MexcereBoro

sKpanupoBanus (MO):

1. CereBast monuTHKa OE30MMACHOCTH.

2. lleHTpanu3oBaHHOE yIpaBIICHHE.

3. [lonuTHKa MpUMEHEHNU aHTHBUPYCHBIX CPEJCTB MPH pabOTE B CETH.

4. [Noxcucrema cOOpa CTATUCTUKH U TPEAYIPEeKACHUS 00 aTake.

5. Bce mepeunciieHHbIe KOMIIOHEHTHI BXOJSIT B TEXHOJIOTHIO MO,




27. IlonuTHKa JOCTYyMa K CETEBBIM CEPBUCAM SIBISETCS OJYNHEHHON
MTOJINTUKOI:

1. Ilonutuku ceteBoi 0€30MaCHOCTH

2. YcusaeHHOW ayTeHTU(QHUKALIUT

3. IlonuTHKY peanu3annun MEXCETEBBIX IKPAHOB

4. Het npaBUWIIBHBIX OTBETOB

28. Yem ompenensdroTcs MpaBuia 10CTyIa K pecypcaM BHYTPEHHEN CeTH, MpH
pean3anyy NOJIUTHKH MEXCETEBOTO 3KpPaHUPOBAHUS?

1. TTonuTuKoM peanu3alu MEXCETEBBIX IKPAHOB

2. [lonuTuKo# OCTYyMa K CETEBBIM CEpBUCAM

3. HeT npaBWIbHBIX OTBETOB

29. Yem ompezemnsieTcs: CIMCOK cepBUCOB Internet, K KOTOPBIM MOJIB30BATENN
JOJKHBI UIMETh

OTrpaHUYeHHBIHN JocTyn?

1. ITonuTHKOM TOCTYIa K CETEBBIM CEPBUCAM

2. [lonuTHKO# peann3anu MEXCETEBBIX DKPAaHOB

3. HeT npaBWIIbHBIX OTBETOB

30. Bo3aMoXHOCTB HEKOTOPBIX MO 10 OIOKUPOBaHUIO (YHUUTOKEHHIO)
MIAKETOB, MONAJAOLINX Ha

MD, 1o 3ajaHHOMY KPUTEPHUIO Ha OCHOBE JaHHBIX, COJEPKAIUXCS B
3arojIoBKax MakeToB U

TEKYILUX IapaMeTpOB OKPY’KaIOIIel cpesibl Ha3bIBACTCA:

1. ®unbrpanus ¢ npumeHerneM [locpenHrka (TpaHCTIOPTHOTO) YPOBHS
coenuHenus (circuit-level

proxy)

2. [Ipocras GumbTpanys NakeToB (C MOMOIIBIO (PUIBTPYIOIIETO
MapuIpyTU3aTopa)

3. @unpTpanus ¢ npuMeHenrneM llocpenHuka NpUKIaaHOTO YPOBHS
(application proxy)

4. Het npaBUIbHBIX OTBETOB

31. Kakue u3 nepednciaeHHbIX IyHKTOB OMPEIeNsIoT JOCTOMHCTBA TPOCTON
(ubpTpaIy MakeToB?

1. JIoxanpHasa ceTh MOXET OBITH CIAEIaHa HEBUAMMOU U3 III00aIbHON CETH
2. CnocoOHOCTh THOKOTO PETYJINPOBAHUS (OTpaHUYEHUS) IPOITYCKHON
CHocoOHOCTH

3. HUcnonp30BaHue MOJUTHKHU «3aIIPELICHO BCE, YTO HE PAa3pELICHO»

4. Het npaBUJIbHBIX OTBETOB

32. Kakue 13 nepevynciaeHHbIX MYHKTOB ONPEESIOT JOCTOMHCTBA IITI03a
MPUKIIAHOTO YPOBHS

(application proxy)?

1. «IIpo3pagHOCTEY CBS3H

2. 'nOxocTh B OonpenesieHNH NpaBul GUIbTPALH

3. HeGomnbias 3aaepkKa py NPOXOXKIECHUH AaKETOB

4. Het npaBUJIbHBIX OTBETOB

33. Kakue u3 nepednciaeHHbIX TyHKTOB OMPENENSIIOT HEA0CTAaTKU
(UIBTPYIOIIETO MapLUIPyTHU3aTOPa

(mpocToli GpuIbTpaIK MaKeTOB)

1. He yunTbhIBaeTCsS COCTOSHIE COEIMHEHHS TPAHCTIOPTHOTO U MPUKIIAJTHOTO
ypOBHEHN

2. [Ipu HapymeHnn paboTocrmocoOHOCTH MD Bce KOMITBIOTEPHI 32 HUM
CTaHOBSATCS TIOJTHOCTHIO

HE3aIIUIIEHHBIMH JTHO0 HEJOCTYTHBIMH

3. He yuutsiBaetcs conepxxumoe [P-makeTos

4. Bce myHKTBI OIpeeNsFoT HeAOCTAaTKH MPOCTOH (PUIBTpAIIH TAKETOB
5. HeT npaBUIIbHBIX OTBETOB

34. @ynkuus M3, ckpriBarolias BHyTpEeHHUE apeca 0OBEKTOB (CyObEKTOB) OT
BHEIITHUX




CyObEKTOB Ha3bIBACTCSL:

1. DxpaHupoBaHue

2. TpaHcasanus agpeca

3. IlpaBuiio ¢punbTpanuu

4. Het npaBMWIIBHBIX OTBETOB

35. Kak Ha3pIBaeTCs HayKa O CO3J]aHHUH W aHAJN3e CHCTEM 0e30TacHON CBS3n?
1. Kpunronorus

2. Kpunrrorpagust

3. Kpunroananms

36. Kak Ha3pIBaeTCsS AUCUUITIIMHA (pa3aen HAyKy), OXBaThIBAIOIIAS TPHHIIUIIEI,
CpEeACTBA U METO/BI

npeoOpa3oBaHus JAaHHBIX IS COKPBITHS X HHPOPMAITMOHHOTO COACPIKUMOTO?
1. Kpunroananus

2. Kpunrrorpagust

3. Kpunrronorus

37. Kak Ha3pIBaeTCsI KOHKPETHOE CEKPETHOE COCTOSIHME HEKOTOPBIX
napamMeTpoB allrOpPUTMa

KpUnrorpaduiaeckoro npeodpa3oBaHus JaHHBIX, 00eCIICUNBAIOIICE BEIOOD
OJTHOTO

mpeoOpa3oBaHMs U3 COBOKYITHOCTH BCEBO3MOXKHBIX?

1. Hludp

2. Kimrou

3. Kpunroanropurm

38. Kak Ha3pIBaeTCS COBOKYITHOCTh 0OPaTUMBIX MTPE0Opa30BaHN MHOKECTBA
BO3MOXHBIX

OTKPBITBHIX JAHHBIX (TEKCTOB) HA MHOKECTBO BO3MOXKHBIX 3aIIM(POBAHHBIX
JaHHbIX

(XpunTorpamMm), OCyIIECTBIISIEMBIX 110 ONpPe/IeTICHHBIM MpaBuiiam?

1. Mudp

2. Koy

3. KpunroanroputM

[lepeueHb TeM KOHTPOJNBHBIX PabOT MO TUCIUIUIMHE OOYyYaromMXcs 3a04HOM (GopMbl
00yd4eHus1, IpeIcTaBlIeHbl B Tabumie 19.

Tabmuua 19 — IlepeueHb KOHTPOJIBHBIX paboOT

Ne n/mt IlepeyeHb KOHTPOJIBHBIX PAOOT

He npenycmorpeno

10.4. Meroguueckue  Marepuanbl,  ONPEACISAIONIME  TPOIEIyphl  OLICHUBAHHS
UH/MKATOPOB, XapaKTEpU3YIOIIUX d3Tambl (HOpPMUPOBAHHMS KOMIIETEHLUH, COAepKarcs B
JOKAJIbHBIX HOpMaTuBHbIX akTax [YAIL, pernameHTHpyIOIIUX MOPSAJOK U HPOUERypY
IPOBE/IEHUS TEKYILEro KOHTPOJIS YCIEBAEMOCTH U MPOMEXYTOYHOM aTTeCTalluu 00YyJaroLIuXcs
I'VAIL

11. Mertoauueckue yKazaHus Uit 00YJarOIIUXCs IO OCBOCHUIO TUCITUTIAHBI

11.1. Meroauueckue ykazaHMs s OOy4aroImUXcs 10 OCBOEHHIO JIEKIIMOHHOTO
Marepuana .

OcHOBHOE Ha3HAYeHME JEKIIMOHHOTO MarepHuaja — JIOTHYECKH CTPOWHOE, CUCTEMHOE,
rmy0oKoe M SICHOE H3JIOKEeHHEe y4eOHOoro Martepuana. HasHaueHne COBpEMEHHOW JIEKIMH B
paMKax JIUCIMIIMHBI HE B TOM, YTOOBI MOJYYUTHh BCIO MH(POPMALMIO 1O TEME, a B OCBOCHUU
byHIaMEHTATFHBIX TPOOJIEeM JUCHUIUIMHBL, METOJOB HAyYHOTO IIO3HAHHS, HOBEHUIIHX
JOCTHDKEHUI HaydHOH MbIciau. B yueOHOM mporiecce JIEKIUs BBIMOIHAET METO0JIOIMUYECKYIO,
OpraHU3aIMOHHYI0 U WHPOPMANMOHHYIO (YHKIWH. JIEKIMs pacKpbIBaeT MOHATUHHBIN armapat




KOHKPETHOW o0yiacTH 3HaHUs, €€ MpoOJeMbl, JaeT LEJIbHOE IMPEICTaBICHHE O IUCIUILIUHE,
NIOKa3bIBAET B3aMMOCBS3b C IPYTUMHU JAUCHUILINHAMU.

[lnanupyemMble pe3yabTaThl IPH OCBOSHUH 00YYaIOIUMUCS JEKIIMOHHOTO MaTepHana;

— T[IOJIyY€HHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBA3AHHBIX 3HaHUH, YpPOBEHb
KOTOPBIX ONPEAEIISECTCS LIEJIEBOW YCTAHOBKOM K Ka)KJ1I0M KOHKPETHOH TEME;

— TOJIy4€HHE OIbITa TBOPYECKOM pabOThl COBMECTHO C IPENOJaBaTEIEM;

— pa3BuTHE NIPOPECCHOHATBHO-IENOBBIX  KauyecTB, JIIOOBM K IpeAMETYy H
CaMOCTOSITEJIbHOTO TBOPYECKOT0 MBIIUIECHUS.

— TOsBJIEHHE HEOOXOAMMOT0 HHTEpEeca, HEOOXOAUMOTO Il CAMOCTOSTEIbHON pabOThI;

— T[OJlyueHHE 3HAaHUKW O COBPEMEHHOM YpPOBHE pa3BUTUSI HAyKH W TEXHUKH U O
IPOTHO3€E UX pa3BUTH Ha OJIIKaHIINE TOIBI;

— HayuyuTbCs METOJMYECKH oOpabaTbiBaTh MaTepuasl (BbIACIATH TJIABHBIE MBICIU U
IOJIOKEHUS, NPUXOAUTh K KOHKPETHBIM BBIBOAAM, IIOBTOPATH MX B  Pa3JIMYHBIX
bopmynHupoBKax);

— MOJIy4eHHE TOYHOI'O IOHUMaHUs BCEX HEOOXOAMMBIX TEPMUHOB U IOHATHH.

JlexuvOHHBI MaTepuanm MOXKET CONPOBOXKAATbCA  JEMOHCTpalUMed CIajioB U
UCIOJIb30BAaHUEM DPA3aTOYHOI0 MaTepualla IpU HPOBEIEHUM KOPOTKHX JTUCKYCCHH 00
0COOEHHOCTSIX TPUMEHEHHS OTJEIIbHBIX TEMATHK 0 JUCIUTUIMHE.

CrpyKTypa Ipe/1ocTaBiIeHUs JEKIIMOHHOTO MaTepuaa:

Pazgen 1. [IporpamMHo-anmapaTHbie CpeCTBa Pa3rpaHUUCHHS JOCTYIa K KOMITBIOTEpHON HH(OpMaIun

Pazpmen 2. [IporpaMMHO-anmapaTHbie CPEeCTBA KPUNITOrpaQUIECKON 3alTiUTh HH(POpPMAIIHH.

Paznen 3. [IporpamMHo-anmapaTHbie CPEACTBA 3aIUTHI TPOTPAMMHOTO 00ECTICYeHHs OT KOITUPOBAHUS H
W3yYEHUS

Paznen 4. [IporpamMMHO-anmapaTHasi 3alliTa KOMITBIOTEPHON HH(POPMALIAN OT Pa3pyIIAIOIIIX
MPOTPaMMHBIX BO3AEHCTBUIM

Mertoauyeckue ykasaHusi Al 00y4aloIIMXCS IO NMPOXOXKICHUIO JIA0OPATOPHBIX
paodoT

B xone BeimonHeHus 1a0OpaTOpHBIX padOT oOydaomuics JODKEH YIIyOUTbh H
3aKpENUTh 3HAHUS, NPAKTUYECKUE HABBIKM, OBJAJETh COBPEMEHHOW METOJUKON M TEXHUKON
HKCIEPUMEHTa B COOTBETCTBUM C KBAIM(PUKAIIMOHHON XapaKTepUCTHKOW 0Oydarouerocs.
Beinonnenue 1abopaTopHbIX paboOT COCTOMT M3 3KCIEPUMEHTAIbHO-IIPAKTUYECKOM, pacyeTHo-
AQHAJIMTUYECKON YaCTeW U KOHTPOJIBHBIX MEPOITPUATHI.

Beinmonnenue 51abopaTopHBIX pabOT OO0yYaromUMCs SIBJISETCS HEOThEMJIEMOM YacTbhiO
U3YYEHUS JUCLUIUIMHBI, ONpEeNesseMoil y4eOHbIM IUIaHOM, M OTHOCUTCS K CpEICTBaM,
o0ecreyrBaroIuM pelIeHue CIeIyIOIUX OCHOBHBIX 3a/1a4 y 00yyaromerocs:

— TnpuoOpeTeHHe HaBBIKOB MCCIEAOBAaHUSA MPOLECCOB, SBIEHUHA U OOBEKTOB,
M3Yy4aeMbIX B paMKax JaHHOW JUCLUILINHBL,

— 3aKpeIuleHHe, Pa3BUTHE U JeTalu3alls TEOPETUYECKUX 3HAHUN, TMOJYyYEHHBIX Ha
JEKIUSX;

— ToJIyueHHe HOBOM MH(OpMAIMH 110 U3y4aeMON AUCLHUIUINHE;

— TIpHOOpeTeHHe  HABBIKOB  CAMOCTOSITEIbHOM  paboThl ¢ J1abOpaTOpHBIM
000pyI0BaHUEM U IPUOOPAMHU.

3aganue u TpeOOBaHUS K NPOBeACHUIO JJadopaTopHbIX pador (JIP)
— B 3ananuun gomkHO ObITH YeTKO chopMyIHpoBaHa 3a7aua, BeionHsemas B JIP;
— Omnucanbl BXOJHBIE U BBIXOJHBIE JaHHbIE TSl TpoBeaeHus JIP;
— JIP nomkHa BBITONHATHCS HA OCHOBE IOJTYYEHHBIX TEOPETUUECKUX 3HAHUSAX;
— Bemmonnenue JIP TOMKHO OCYHIECTBIATHCA HA OCHOBE METOAUYECKUX YKa3aHUH,
IIPEAO0CTABIIIEMBIX IIPEIOJABATEIIEM;




— JIP pomxHa BBIMOJIHATHCA B CICLUAIM3UPOBAHHOM KOMIIBIOTEPHOM KIlacce M
MOXET OBITh JOpabOTaHa CTYAEHTOM B JOMAIIHHX YCJIOBHSX, €CJIH IMO3BOJSET
I10;

— Hrorom BrimosHeHHOM JIP sBiseTcs oTder.

Ctpykrypa u ¢popma oTueTa 0 1a00paTopHOii padoTe
— TlocranoBka 3agauu;
— BXo/HbIE U BBIXOIHBIC IaHHBIC;
— CopneprkaHue TarOB BBHITIOTHEHUS;
— (OO0ocHOBaHHUE MOTYYEHHOTO pe3yJibTaTa (BBIBO/);
— CIUCOK UCTIOIB3yeMOU JINTEPATYPHI.

TpeodoBaHnusi K 0(p)OpMIIEHUIO 0TYETA 0 JIADOPATOPHOI padoTe
— Jlaboparopuas pabora (JIP) mpemocraBisieTcss B NEYaTHOM/WIIA 3JIEKTPOHHOM
BUJIE;
— JIP nomkHa COOTBETCTBOBATH CTPYKTYpe U hopMe oTueTa NMPEACTaBICHHON BHIIIIE;
— JIP pgomxna umers TuTynbHbIN nucT (COCT 7.32-2001 uzpanus 2008 roma) c
Ha3BaHMEM U TMOANKCHIO CTyIeHTa(OB), KOTOpbIi(ble) ee caemam(u) u
oopmun(n);
Crynent nomkeH 3amutuTh JIP. OTMeTka 0 3amuTe J0MKHA HAXOAUTHCS HA TUTYJIBHOM
JIUCTE BMECTE C MOAMKUCHIO MTPENO1aBaTelIs.

Metoauyeckue yka3aHus 1Jisi 00y4arolUXcs 1O MPOXO0KACHUIO CAMOCTOSTEeIbHOMN
padoThI

B Xoje BBITIOTHEHUS CaMOCTOSATEIBHONW pabOThI, OOYUAIONIHIICS BBIIOIHSIET paboTy IO
3aJJaHUI0 U TIPU METOJAMYECKOM PYKOBOJACTBE IpErojaaBaressi, HO 0e3 ero HemocpeICTBEHHOTO
y4acTusl.

s oOyvarommxcs 1Mo 3a04HOM (opme 00ydeHHs, caMOCTOsATelIbHas padoTa MOXKET
BKJIFOYATh B CEOsI KOHTPOJIBHYIO paldoTYy.

B mporecce BBIMOTHEHHSI CaMOCTOSTENBHON paboThl, Yy oOydaromierocst (hopMuUpyercs
1enecoo0pa3Hoe IIaHUPOBaHKUE PaboUero BpeMEeHH, KOTOPOE MO3BOJISIET UM pa3BUBaTh YMEHMS
U HaBBIKM B YCBOGHHUU M CHCTEMAaTH3allMM MPUOOpETaeMbIX 3HAHHUI, 00ECHeurnBaeT BBICOKUI
YPOBEHb YCIEBAEMOCTH B TEPHOJ OOYYEHHMs, TMOMOTAeT TOJYYUTh HABBIKM TOBBIIICHUS
npohecCHOHALHOTO YPOBHSL.

MetoauyeckumMi ~ MaTepuaiaMM,  HalpaBJSIIOIIMMH  CAMOCTOSATEIbHYIO  paloTy
00y4JaromInXCs SIBISIFOTCS:

— y4eOHO-METOAMYECKUI MaTepual Mo AUCLUILIMHE;

— METOJMYECKHE YKA3aHHS IO BBIMOJHEHUIO KOHTPOJBHBIX PaboT (11 00ydaromuxcs
10 3a04HOU (hopme 0OyueHus).

11.2. MeTtoau4ieckue yKa3zaHUs IS OOyYaIONIUXCS MO MPOXOKIACHHUIO MPOMEKYTOIHOMN
aTTeCTalUu.

[IpomexxyTounast ~ aTTecTamsi  OOy4alOIUXCS  TMpEeaycCMaTpuBaeT  OICHHWBAHHUE
MPOMEKYTOUHBIX U OKOHYATEIBHBIX PE3yIbTaTOB 00y4YeHMs MO mucHuminHe. OHa BKIIOYAeT B
ceost:

— D9JK3aMeH — (opma OLIEHKM 3HaHWH, MONYyYEHHBIX OOYYaIOIIUMCS B TMPOLIECCE
W3YYEHHUS BCEW MUCIUILUIMHBI WM €€ YaCTH, HABBIKOB CAMOCTOSTEIHHON PabOThI, CTIOCOOHOCTH
MPUMEHATh WX JJIs pEeHIeHUs MPAKTHUYEeCKUX 3a7ad. JK3aMeH, Kak MpPaBWJIO, MPOBOJUTCS B
NepuoJl HK3aMEHAIlMOHHOM CECCHMM U 3aBEpIIAETCS aTTECTAMOHHOM OLEHKOW «OTIUYHOY,
«XOpOILIO», «YAOBIETBOPUTEIHHOY, «HEYAOBIETBOPUTEIHHOY.



— 3aueT — 3To (hopMa OLIEHKU 3HAHUH, MOIYUYECHHBIX OOYYAIOUIMMCS B XOJI€ U3yUCHHS
yueOHOM TUCHIUIUIMHBI B LIEJIOM WJIM IPOMEXYTOUHas (110 OKOHYaHUU CEMECTpa) OlIeHKa 3HaHUHN
0o0y4aromuMcs 10 OTJENbHBIM pa3fieliaM JUCLUIUIMHBI C aTTECTAlMOHHOM OLICHKOW «3aYTEHO»
WJIU «HE 3aUYTEHO».

— muddepeHIMpOBaHHbI 3adyeT — JT0 ¢GopMa OIEHKA 3HAHWH, TOJYyYECHHBIX

o0yyaromuMcs IpU U3Y4EHUH AUCLUMILINHBI, IIPU BBIIOJIHEHUH KYPCOBBIX IIPOEKTOB, KYPCOBBIX
paboT, Hay4HO-HUCCIIEA0BATENbCKUX PAOOT U MPOXOKICHUH MPAKTUK C aTTECTAllMOHHON OLIEHKOU
«OTIIMYHO», «XOPOIIO», «yAOBIECTBOPUTEIBHOY, «HEYJOBIECTBOPUTEIBHOY.
CucremMa OLIEHOK IpU IPOBEIEHUM IPOMEXKYTOUHOH aTTeCTallud OCYLIECTBISAETCS B
COOTBETCTBUM C TpeboBanusiMu [lonokenuit «O TeKymeM KOHTPOJIE YCIEBAEMOCTH U
OpOMEXyTOuHOW arrectanuu cTyaeHToB ['YAII, oOydarommxcss MO mporpaMmam BBICIIETO
obpazoBanus» U «O MOMYIHHO-PEUTUHIOBOM CHCTEME OIICHKH KadecTBa ydeOHOU paboThl
ctyaeHToB B 'Y AID».



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




