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AHHOTaUs

JucuumnnuHa «be3onacHOCTh OINEpallMOHHBIX CHUCTEM» BXOAUT B 00pa3oBaTEIbHYIO
POrpaMMy BBICIIETO0 00pa30oBaHUsS — MPOTPaMMy CIICIHAIUTETA MO0 HAMIPABICHUIO TOITOTOBKH/
crenuansHocTd 10.05.03 «MHbopmarmonHas ©6€30MacHOCTh ABTOMATH3WPOBAHHBIX CHCTEM)
HanpaBlieHHOCTH «be30MmacHOCTh  OTKPBITHIX MH(OPMALMOHHBIX CUCTeM». JlucruruimHa
peanmmu3yetcs kadenpoit «Ne33».

JlucuurinHa HareleHa Ha (POPMHUPOBAHKE Y BBITYCKHUKA CIICTYIOIIUX KOMITCTESHITUI:

OIIK-5 «CnocobeH TpUMEHSATh HOPMATHUBHBIE IIPABOBBIC AaKThl, HOPMATHUBHBIC H
METOJIUYECKHUE IOKYMEHTHI, PETJIAMEHTHPYIOIIHNE JESTSIBHOCTD 10 3alUTe WH()OPMALIUN)Y

OIIK-9 «CnocobeH pemarbs 3amadyd NPOo(ECCHOHATBLHON ACATEIBHOCTH C Y4YETOM
TEKYIIET0 COCTOSIHMSI W TEHICHIWA pa3BUTHSI WHQGOPMAIMOHHBIX TEXHOJIOTUH, CPEICTB
TEXHUYECKOH 3alIUThl MH(POPMALIMH, CETeH U CUCTEM Mepeayd HHPOPMAIII)

OIIK-12 «CnocobeH MpUMEHSATh 3HAHUS B 00JacTH OE30MaCHOCTH BBIYMCITHTEIBHBIX
CeTeil, OmepalMOHHbIX CUCTEM H 0a3 JaHHBIX MPHU pa3pabOTKe aBTOMATU3UPOBAHHBIX CUCTEM)

Coneprxkanue AUCIUILUIMHBI OXBAThIBAET KPYT BOIPOCOB, CBA3AHHBIX C U3YYCHUEM TEPMU-
HOJIOTWH, MOHATUIHOIO anmapaTta U o0IIMX MOAXOA0B K o0ecrneueHu0 HHPOPMAIIMOHHOI 6e30-
MACHOCTH OIEPAIMOHHBIX CUCTEM; U3YYCHUEM CPEJICTB U METOJIOB YIPABJICHHS JIOCTYIIOM B 3a-
HIMIIEHHBIX ONEPAlMOHHBIX CHCTEMaX; H3yYE€HUEM CPEJICTB U METOJOB ayTCHTH(PHUKAIUU MOJb-
30BaTeliel B 3AIMILEHHBIX OMEPAIMOHHBIX CUCTEMaX; U3YYEHHEM CPEICTB U METOJIOB peayin3a-
[[UU ayJUTa B 3aIIHUIIEHHBIX OMEPAIIMOHHBIX CUCTEMAaX; U3YYEHHUEM CPEJICTB U METOJIOB MHTETpa-
[IMU 3alIUIIEHHBIX ONMEPAIMOHHBIX CUCTEM B 3aIIUIIEHHYIO CETh.

[IporpaMMoil IHUCHUIUIMHBI TPETYyCMOTPEHBI CIEAYIOUINE BHUABI KOHTPOIS: TEKYIIH
KOHTPOJIb YCIICBAEMOCTH, IIPOMEKYTOIHAS aTTeCTAIUs B (hOpMe IK3aMEHA.

OO0miasi TpyA0EMKOCTh OCBOEHUS JUCLUUIUIMHBI COCTaBISET 8 3a4eTHBIX enuHul, 288
YacoB.

S3bIK 00yUYeHUs IO TUCIUILTUHE KPYCCKHM »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHUS 1O JUCIUTIINHE
1.1. Tlenu npenogaBaHus TUCITUTUTMHBI

[{enpro U3ydeHUs] TUCHUIUTHHBI «be30MacHOCTh OMEPAIMOHHBIX CUCTEMY SIBIISETCS Teope-
THYECKasl ¥ TIPAKTUYECKAas MOJTOTOBKA CIEIUATMCTOB K JIEATEILHOCTH, CBA3aHHOW C MpPUMEHE-
HUEM 3alUIICHHBIX OMEPAIIMOHHBIX CUCTEM, a TAK)KE CPEICTB M METOJIOB 00ECIICUCHHMSI 3alUThI
nH(pOpMaIUK B ONIEPAITMOHHBIX CHCTEMaX.

3amauy JTUCLHHUILIMHEL:

—U3y4eHUE TEPMHUHOJIOTHH, TTOHATUHHOTO arnmapara ¥ OOIIKX MOAXOJ0B K 00€CIICUCHUIO
WH(POPMAIIMOHHON 0E30MaCHOCTH OTICPAIMOHHBIX CUCTEM;

—U3Yy4YEHHUE CPEJCTB M METOJOB YIPaBJEHUS JOCTYIIOM B 3alIUIICHHBIX ONEPAIIMOHHBIX
CHCTEMaX;

—HU3Yy4YEHHUE CPEJICTB M METOJIOB ayTeHTHU(HKAIIUY TTOJIH30BaTEICH B 3alIMIEHHBIX Olepa-
LIHOHHBIX CUCTEMAX;

—HU3y4eHHE CPEJCTB M METOJOB pealn3allii ayIuTa B 3alIMIIEHHBIX OMEPAllHOHHBIX CHC-
TeMax;
M3YYEHHE CPEACTB M METOJIOB MHTETrpPAIlMH 3alUIICHHBIX OMEPAllMOHHBIX CUCTEM B 3alllUIICH-
HYIO CETh.

1.2. JlucuMriuivHa BXOJUT B COCTaB 00s3aTEIbHON YacTH 00pa30BaTEIbLHOM MPOTrPaMMBI
BeIcIero oOpasoBanus (nanee — OIT BO).

1.3. IlepeueHb IIAHUPYEMBIX PE3YJILTATOB OOYUEHUS MO AUCLUHUIIIMHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMH pe3ynbTratamu ocBoeHust OI1 BO.

B pesynbrate u3yueHUs AMCHUILIMHBI OOYYAIOUIUICS NOJDKEH O0JanaTh CIEAYIOUUMU
KOMIICTCHIIMSIMY WJIH WX dacTsMu. KOMIETeHIINY U HMHIUKATOPHI MX JTOCTHKEHUS TIPUBEICHBI B
Tabimue 1.

Tabmuma 1 — I[lepeyeHs KOMITETEHIIMI ¥ UHIUKATOPOB UX JTOCTHKEHUS

Kareropus (rpymnmna) Kox u HaumeHoBaHue Kon u HanMeHoBaHHe HHIMKATOpA
KOMIICTCHIITNNU KOMIICTCHIINN JTOCTHUXKCHHUA KOMIICTCHIIN U
OIIK-5 Cnocoben
MPUMEHSITh
HOpMaTI/IBHI)Ie

OIIK-5.Y.1 ymeTh NpuMEHsTh
HOPMATHUBHBIEC aKThI TP IPOSKTHPOBAHUHT
U pa3paboTKe cUCTEM OE30I1aCHOCTH

MIPABOBBIE AKTHI,
O6menpodeccuoHanbHbIE | HOPMATHUBHBIE U

KOMIICTCHIIN U MCETOAHUYCCKHC
OKVMEETEL ABTOMAaTU3WPOBAHHBIX I/IH(i)OpMaIII/IOHHI)IX
JIOKYM ’ CHUCTEM U UX KOMIIOHCHTOB
periiaMCHTHUPYIONUC

JESATENBHOCTD 110
3anuTe HHpopmManuu

OIIK-9.3.1 3HaTh TEXHUYECKHE U
MIPOrpaMMHEIE CpeIcTBa MH(DOPMAIIMOHHON
0€e30MMacCHOCTH, OCHOBBI CETEBBLIX
TEXHOJIOTHI U HaMPaBJICHUS UX
COBEPIIICHCTBOBAHUS

OIIK-9.VY.1 ymeTh UCronb30BaTh
COBPEMEHHBIC TEXHUUYECKHE,
MaTeMaTHYeCKHe U TPOrpaMMHBIE
CpencTBa JJIsl PEIICHUSI
npodeccnoHaNbHBIX 33724

OIIK-9.B.1 BnageTrb COBpEMEHHBIMU
TEXHOJOTHSIMHU, METOJIAMH U MOACIISIMU
pHu pa3paboOTKE CHCTEM 3aIUThI
uH(pOpMaIU

OIIK-9 Cnocoben
peliaTh 3aaa4n
npodeccuoHaNbHOM
JIESITCIILHOCTH C
YUETOM TEKYIIIETO
COCTOSTHUS U
TEHCHIIUIA Pa3BUTHUS
WH(pOPMaAITMOHHBIX
TEXHOJIOTHH, CPE/ICTB
TEXHUYECKOH 3aITUTHI
uH(popMaIuu, cereit u
CHUCTEM Iepeayu
uHpopMaun

O6menpodeccrnoHanbHbIE
KOMIIETSHIIH

O6menpodeccunonansubie | OITK-12 Ciocoben OIIK-12.3.1 3HaTh TEOPETHYECKUE OCHOBBI




KOMIICTCHII N MMPUMCHATH 3HAHUSA B IIOCTPOCHUA 0a3 JaHHBIX, MOJCIIN JaHHBIX,

obnactu MPUHIUIBI OPraHU3aIMK BEIYUCIUTEIbHBIX
0e30macHOCTH ceTel, CeTeBble TEXHOJIOIMH, TEXHUUECKUE
BBIYUCIIUTEIIBHBIX CpeACTBa X pealn3aluu, OpraHu3auu 1
cerel, BU/IbI OIIEPALIIOHHBIX CUCTEM
OIEPALIMOHHBIX OIIK-12.VY.1 ymeTb NpOBOAUTH HACTPOUKY
cucTeM M 0a3 IaHHBIX | ONEPALMOHHBIX CUCTEM C COOJIIOICHUEM
npu pa3paboTke TpeboBaHui MH(OPMAITMOHHON
aBTOMATH3UPOBAHHBIX | OE30MIACHOCTH, IPOEKTUPOBATH U

CHCTEM OpraHU30BBIBAaTH O€30MacHbIC

BBIYMCIIUTEIbHBIE CUCTEMBI M 0a3bl JAHHBIX
OIIK-12.B.1 BnageTh HaBbIKAMU
MHTErpalyy MO0JICUCTEM, YUUThIBAs
TpeGoBaHus HH)OPMAITMOHHON
0€30I1aCHOCTH U 3aIIUThl HHPOPMALIUU

2. Mecro nucuurmHbl B cTpykType OI1

Hucnurinuna MoxkeT 6a3upoBaThCsl Ha 3HAHUSX, paHee MPUOOPETEHHBIX 00YYarOIUMUCS
[IPU U3YYECHHUH CIICYIOUIUX TUCLIUILINH:

— «OcHOBEI HHGOPMAIIMOHHON O€30IaCHOCTH),

— «[IporpaMMHO-annapaTHeIC CPEACTBA 3AIUTHI HHPOpMAITUUY

3HaHuUs, TOJYYCHHbIE NPU M3YyYEHWHM MaTepuaia JaHHOW JAUCIMIUIMHBIL, MUMEIOT Kak
CaMOCTOSTEJIbHOE 3HAUYE€HHE, TAK U MOT'YT HUCII0JIb30BATHCS MPU N3YYEHUHU APYTUX JUCLHUILINH:

— «Pa3paboTka ¥ OKCILIyaTallds aBTOMATU3HMPOBAHHBIX CHCTEM B 3alUIICHHOM
HCIOJIHCHUI),

— «3ammura nHGOPMAIIMK B paclpeIeICHHbIX HHGOOPMAIIMOHHBIX CHCTEMAaX ),

— «YupaBiaeHue HHHOPMALIMOHHON 0€30I1aCHOCTBIOY.

3. OO0BEeM | TPYJOEMKOCTh JUCIIUILTAHBI
Jlanaple 00 o0meM oO0beMe MUCIUIUIMHBI, TPYJOEMKOCTH OTAENbHBIX BUAOB Y4EOHOI
paboTHI IO TUCIHUTUINHE (M pacIpeie]ICHIE dTOW TPYIOSMKOCTH MO0 CEMECTpaM) MPeACTABIICHBI B
tabnure 2.

Ta6muia 2 — O0beM U TPYJ0EMKOCTh JUCITUTUITUHBI

. TpynoeMKOCTb 10 ceMecTpam
Bun yae6HO# paboTh Bceero No6 No7
1 2 3 4

Oowan mpyooemKocmp oucyununsl, 8/ 288 4/ 144 4/ 144
3E/ (uac)
U3 hux uacos npakmuueckoii H0020MoeKu
Ayoumopnule 3anamus, BCEro vac. 136 68 68
B TOM YHCIIE:

nexiuu (JI), (dac) 68 34 34

npakTuueckue/ceMunapckue 3ansatus (113),

(gac)

naboparopabie padboTsl (JIP), (dac) 68 34 34

KypcoBoii nmpoekT (pabota) (KII, KP), (gac)

IK3aMeH, (Jac) 36 36
CamocmosamenvHas paboma, Bcero (Jac) 116 76 40
Buo npomesxcymounoin ammecmayuu:. 3ader, | Judad. OK3.
mudd. 3auger, sx3amen (3auer, udd. 3auq, 3au., Hudd. 3au.

DK3.*%*) DK3.




2

Ilpumeuanue: KaHIUAATCKHI SK3aMEeH
4. CopepxaHue JUCIUTUTUHBI
4.1. Pacnpeznenenue TpyI0€MKOCTH TUCHIUTLIMHEI 110 pa3/ieiaM | BUAAM 3aHATHH.
Pazpgenbl, TeMbl JUCHUILITUHBI U UX TPYJOEMKOCTh TPUBEJCHBI B Ta0IuUIIE 3.

Ta6ymmma 3 — Pa3nensl, TeMbI TUCIUIUIMHBI, KX TPYI0EMKOCTh

Paszensl, TeMBl JUCHMILIAHE] Jexuwnn | 113 (C3)| JIP KII CPC
’ (qac) (qac) (qac) (qac) (qac)
Cemectp 6
Pazgen 1. IloHaTHE 3a0TUIICHHON OIIEPAITMOHHON CHIC-
TeMLL 14 8 40
Paznen 2. Ynpasnenue 1octynomM 20 26 36
Htoro B cemectpe: 34 34 76
Cemectp 7
Paznen 3. Mnentudukanws, ayTeHTUGUKAINSL U aBTO-
— 16 16 20
Paznen 4. MnaTerpamus 3alUIIEHHBIX OMEPaIliOHHBIX 18 18 20
CHCTEM B 3alIUIICHHYIO CETh
Hroro B cemectpe: 34 34 40
Htoro 68 0 68 0 116

[IpakTuueckass TOATOTOBKA 3aKJIOYAETCd B  HEMOCPEICTBEHHOM  BBIMOJHEHUU
OoOydJarlolMMUCS  OMNpENeJeHHBIX  TPYAOBBIX  (YHKIUH,  CBSI3aHHBIX ¢  Oya;yulei
PO ECCUOHAIBHON e TETHHOCTHIO.

4.2. CopnepxaHue pa3/ieJoB U TEM JIEKIIMOHHBIX 3aHSATHI.
Coneprxkanue pas3/iesIoB U TEM JICKITMOHHBIX 3aHATHI IPUBEACHO B TaOIHIE 4.

Ta6numa 4 — ConepxaHue pa3esioB U TeM JIEKIIMOHHOTO IUKJIa
Tabmuiia 4 — CozepxkaHue pa3jiesioB ¥ TEM JIEKIIMOHHOTO IUKJIA

HOMep pa3zacia Hazpanwme u COACPIKAHUEC PA3JICJIIOB U TEM JICKIIMOHHBIX 3aHATHHA

1 [loHsaTHE 3alUIIIEHHON ONIEPALIMOHHON CUCTEMBI

O61mmas xapakrepuctika OC; Ha3HaAUEHUE U BO3MOXKHOCTU CUCTEM CEMEHCTBA
UNIX, cucrem cemetictea Windows. Uurepdeiic B3aumoneiictaust OC ¢
nosk30oBaTensiMu. OOIIHe MPUHIUIIBI YIIPABICHUS PECYpCaMU BBIYHCITUTEINb-
HbIX cucteM. [lonstust mporiecca (motoka) B OC. CpencTBa MEXITPOIIECCOPHO-
ro B3auMoeucTBus. Ynpasienue namateio B OC. Bupryansaas namsats. O0-
paboTKa npepbIBaHuil OT ycTpoiicTB BBoa-BbiBoAa B OC. CtpykTypHas oOpa-
O6otka uckrodeHU. CHHXPOHHBIA U ACHHXPOHHBIA BBOJI-BHIBOI.

Yrpo3sl 6€30MacHOCTH ONEePAlIMOHHON CHCTEMBI, KiacCH(pHKalus yrpos, Hau-
Oonee pacnipocTpaHeHHbIe Yrpo3bl. [IoHATHE 3alMIIIEHHON OllepaliOHHOMN
cucteMsl. [Togxoas! K OpraHu3auy 3alIUThl. JTanbl IOCTPOEHUS 3aIUTHI.

A TMUHHUCTpPATHUBHEIE MEPHI 3aITUTHL.

2 YmupasiieHue 10CTyIoM

CyOBexTbl, 00BEKTBI, METOIBI U TIpaBa A0CTYIa, IPUBUIIETUU CyOBEKTa JOCTY-
na. TpeOoBaHus K MpaBMIIaM yIIPaBJIEHUS JOCTYOM. JIMCKpEIMOHHOE yIIpaB-
neHne goctynom. Matpunia goctyna. M3oiaupoBanHas mporpaMMHasi cpea.
MangnatHoe yrpasieHue 1octynoM. Metku nocrymna. Konrposis napopmany-
OHHBIX MOTOKOB. [IpoGieMbl peanuzanyu MaHIATHOTO YNPABIECHHUS JOCTYIIOM
B OIIEPAL[IOHHBIX CUCTEMAX.

VYrpasieHre JOCTYIIOM B onepalnoHHbIX cucteMax cemeiictBa UNIX. Cy0n-
€KThI, 00BEKTHI, MeTOABI U TipaBa noctyna. UID, EUID, GID, EGID. Atpu0y-
ThI 3aIIUTH 00bEKTOB JocTyna. CpencTBa AMHAMUYECKOI0 H3MEHEHHUS IIOJIHO-




Mmounii cyobektoB: SUID/SGID. Pacumpenns ctangapTHOW CHCTEMBI yIpaB-
JIEHHsT JOCTYTOM B Linux.

VipaBieH#e J0CTYIIOM B ONEPAIlMOHHBIX CUCTeMax cemercTBa Windows.
CyOBeKTbl, 00BEKTHI, METOIBI U TIpaBa JOCTyIa, NPUBUIIETUU cyObeKTa. Map-
KepbI I0CTYIIa CyOBEKTOB, JECKPUITOPHI 3aIIUThl 00beKTOB. Ilopsaaok mposep-
KU IIpaB J0CTYIIA, IOPSII0K Ha3HAYEHUS! IECKPUIITOPOB 3aLUTHI CO3/1aBaEMbIM
o0bekTam. CpecTBa JUHAMHYECKOTO M3MEHEHHS TOTHOMOYHH CYyOBEKTOB:
OJTUIIETBOPEHNE CYOBEKTOB AOCTYyNa. Pacmpenus: TMCKPEUOHHON CHCTEMBI
yIpaBJIeHHUs JOCTYIIOM: aBTOMAaTHYECKOE HAacJeJ0BaHUE aTpUOYTOB 3aILUThHI
00BEKTOB, OTpaHUYEHHBIE MAapKEPHI 10CTYIIa, MAHAATHBIN KOHTPOJIb LENOCT-
HOCTH, KOHTPOJb YUETHBIX 3aIIMCEH, 2IEMEHTHI H30JUPOBAaHHON MPOrpaMMHOMN
cpensl

Wpentudukanus, ayreHTHOUKAIMS U aBTOPU3ALINS

[MousTus naeHTHGUKALNH, ayTCHTU(HUKAIIMN 1 ABTOPU3ALIUH MTOJIB30BaTENCH.
CpezcTBa U METO/IbI XPaHEHUS 3TAJOHHBIX KOMUN ayTeHTH()UKAIIMOHHON UH-
¢dopmarun. [IpoTokoms! nepegadn ayreHTU(GUKAITMOHHON HHPOPMAIIAN TIO Ka-
HaJlaM BBIYMCIIUTENBHOM ceTn. Kpunrorpaduueckoe obecrieueHne ayTeHTUPH-
KallM¥ I10J1b30BaTENEH.

Aytentudurkanys Ha ocHOBe mapoinei. CpecTBa U METOBI 3aIUTHI OT KOM-
npoMeTaIMu 1 moaoopa mapodeii. [laponbHas ayrentudukarms B Linux, 6uo-
mnotekn PAM. IMaponbhas aytentudukanus B8 Windows, cpeactsa ynpasJie-
HUS [TapaMeTpaMy ayTeHTU(HUKALNH.

AyTtenTrn(rKanys Ha OCHOBE BHEITHUX HOCHUTENeH Kimoda. OcoOEHHOCTH TIPo-
BEPKH ayTeHTU(UKAITMOHHON WHPOPMAIIUH JJIsl Pa3IMYHBIX THIIOB HOCUTEIEH
kitoua. [IpobneMbl reHepaluy, pacChbUIKA U CMEHBI KITIOYEH.

buomerpudeckas ayreHTHGUKAINS: 00IIas cxeMa, MpeuMyIecTBa, mpobie-
MBI. JIOCTOMHCTBA M HEIOCTATKU Pa3IMYHBIX CXeM OMOMETPUYECKOM ayTeHTH-
dukaum.

WHTerpaiys 3aMIeHHbIX ONIEPAIMOHHBIX CHCTEM B 3aIUIEHHYIO CETh
[penmyiiecTBa JOMEHHOM apXUTEKTYPbI JIOKaIbHOM ceTh. [ToHsTHE T0MeHa,
KOHTpOJUTEp 1oMeHa. [1opsiIoK HaeeH st TOJIb30BaTeN el JOMEHa TIOJTHOMO-
YHSAMH Ha OTJIEJIbHBIX KOMIIbIoTEpax. L[eHTpain30BaHHOE YIIPABIEHHE TTOJIH-
THKOM O€30I1aCHOCTH B JIOMEHE.

«Jlecnasn» nomennas apxutekrypa Windows 2000/2003/2008/2010. Maenru-
(UKaIMs KOMITLIOTEPOB B CETU. [IByCTOPOHHHE TPAaH3UTUBHBIE OTHOIICHHS
nosepust. CpeicTBa M METO/IbI CHHXPOHHU3AIMHU 0a3 JTaHHBIX KOHTPOJLIEPOB
pasHBIX JJOMEHOB OJHOTO Jieca. Ayrentudukaims o Kerberos. I'pynmnosas
nouTHKa. JlesierupoBanue MoJTHOMOYHI

4.3. Ilpaktuueckue (CEMUHApPCKUE) 3aHATHS
TeMbI IPaKTUYEeCKUX 3aHATHI U UX TPYIOEMKOCTh PUBEICHBI B TAOIUIIE 5.

Tabmuma 5 — IlpakTrdeckue 3aHATHS M UX TPYJOEMKOCTh

N3 Hux Ne
Ne TeMbl MPakTUYECKUX @®opMBI IPaKTHUYECKUX TpynoemkocTb, | MpakTUYECKOH | pa3nena
n/m 3aHATHN (qac) MMOATOTOBKH, | JUCITHII
(gac) JIMHBI
VY4eOHBIM [UIAHOM HE MPEAYCMOTPEHO
Bcero
4.4. JlabopaTopHbIE 3aHATHUL
TeMb1 TabopaTOPHBIX 3aHATHH B UX TPYAOEMKOCTH IPUBEICHBI B TA0IHIIE 6.
Tabnuua 6 — JlJabopaTopHbIe 3aHTHS  UX TPYJTOEMKOCTh
| Ne | HanmenoBanue nabopaTtopHbIX padoT | TpynoemMkocTsb, | N3 Hux | Ne




n/n (gac) MIpaKTHUYECKON | pas3zmena
MOATOTOBKH, | JWCIIHI
(gac) JIHEI
Cemectp 6

1 | Amanm3 omeparioOHHBIX CHCTEM 4 1

2 | V3yueHune XxapaKTEpPUCTUK ONIEPALMOHHBIX CUCTEM 4 1

3 | OcHOBHBIE aTpHOYTHI JOCTYIIA 4 2

4 | Ympanenue goctymnom B Linux 4 2

5 | Peanuzarus tokaabHOTO gocTyma B Linux 4 2

6 | Peanmuzanms cereBoro moctyna B Linux 4 2

7 | Yopasnenue qocrynom B Windows 4 2

8 | Peanmzanus siokaigpHOro moctyma B Windows 4 2

9 | Peanuzanus ceteBoro moctyma B Windows 2 2

Cemectp 7

1 | CpenctBa  ayreHTH(UKanUM  OMNEPAMOHHBIX 4 3
CHCTEM

2 | YmopaBneHue CcpeicTBaMHU ayTEHTU(UKANUU B 4 3
Linux

3 | YopaBnenue cpeacTtBamMH ayTeHTH(QHUKALUK B 4 3
Windows

4 | Uzyuenne cucremsr PAM wu  opraHuzamus 4 3
KOHTpoOJIIepa JoMeHa, nporokona LDAP

5 | JlokyMeHTHpOBaHHUE TIOJIUTUKHA OE30ITaCHOCTH 4 4

6 | LleHTpamm3oBaHHOE IUTAHWPOBAaHWE MOJIUTHKHU 4 4
6e3omacHocTH B jecy qomerHoB Windows

7 | LlenTpanu3oBaHHOE IUIAHWPOBAHWE  MOJUTHKHU 4 4
6e3omacHoctH B Linux

8 | Hactpotiku nporokona KERBEROS, NTLM 4 4

9 | Hacrpoiiku nporokona SMB 2 4

Bcero 68

4.5. KypcoBoe NpoeKTUpOBaHKE/ BBIIIOJHEHHE KYPCOBOM PabOThI

VY4eOHbIM IUIAHOM HE MPEAYCMOTPEHO

4.6. CamocrosTensHas pabota o0yyaromumxcs

BI/I):[LI CaMOCTOSTEIIbHON pa6OTI)I " €€ TPYAOCMKOCTb NNIPUBCACHLBI B Ta6J'II/II_I€ 7.

Tabmura 7 — Busl caMOCTOATENBHON paOOThI U €€ TPYA0EMKOCTh

Bua camocrostenbHON paboThI B;e;o, Cemectp 6, uac Cemectp 7, 9ac

1 2 3 4

UzyueHne TeopeTHUeCcKoro MaTtepraa
50 20

quctumiuas (TO)
Kypcosoe npoektuposanue (KII, KP)
PacuerHo-rpadmueckue 3aganus (PI'3)
Bemonaenue pedepara (P)
IToaroroBka K TeKyIeMy KOHTPOIIIO 16 10
ycneBaemocTd (TKY)
Jomamrnee 3amanue (/13)
KontponbHbie paboTsl 3a09HIKOB (KP3)
IToaroroBka K MPOMEKYTOYHOMN aTTeCTaIMH 10 10




1A)

Bceero: 116 76
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5. IlepeueHn y4eOHO-METOAMIECKOTO OOECTICUCHHS

IUISL CAMOCTOSITEBHOM Pa0bOThl 00YJaIOMIMXCS M0 AUCHUILTHHE (MOIYJIIO)
Y4eOHO-METOIUUECKIe MaTepHAITBI ISl CAMOCTOSTENNFHOW PabOTHI 00YJaroIKXCst yKa3aHsl B L.1I. 7-11.

6. HepequL MEYAaTHBIX U 3JICKTPOHHBIX y‘Ie6HI>IX U3IaHUAMN

[lepeueHs MeYaTHBIX U AJIEKTPOHHBIX YYCOHBIX M3/IaHUH NPUBEACH B TabmuIe 8.
Tabmura 8— [lepeueHp MeYaTHHIX M SJIEKTPOHHBIX YUEOHBIX W3JaHUH

Komnmyecto
9K3€! OB B
ucp/ bubnuorpaduyeckas cchliika 6mee
URL anpec
(KpoMe SIeKTPOHHBIX
9K3EMILSIPOB)

004.056 be3onacHoCTh ONepaMOHHBIX CUCTEM : METOJMYECKHE YKa3aHUs 5
b 40 K BBIIOJHEeHHIO TabopatopHbIX padot / C.-Iletepb. roc. yH-T

a’pPOKOCM. TIpubopocTpoeHus ; cocT. B. A. MbutbHUKOB. - CaHKT-

[etepOypr : U3n-so I'YALII, 2020. - 53 c. : Tadmn. - bubmwmorp.: c.

52 (4 ma3B.). - b. 1. - TekcT : HEemocpenCTBEHHBIH.
004 Bataes, A. B. 20
b 28 OnepannoHHble cUCTeMBI U cpeabl : yaeoHuk [mis CI1I0] / A. B.

baraes, H. 0. Hamortun, C. B. Cunutsis. - 4-¢ usg., crep. -

Mockga : Akanemus, 2020. - 272 ¢. : puc., Ta0iI. -

(ITlpodeccuonansaoe obpazoBanme). - budmmorp.: ¢. 267 (19

Ha3B.). - ISBN 978-5-4468-8681-4 : 1240.25 p. - Tekcr :

HETOCPEICTBECHHBIIH.

Nmeer rpud denepaibHOTO HHCTUTYT Pa3BUTHUS 00pa30BaHUSI
004.4 Kanroxxuwiit, Buranuii [TaBnosuu (fom.). OnepanmoHHbIe 68
K17 cuctemsl [Tekcr] : yue6HOe mocobue / B. 1. Kanroxnsrid, K. B.

3air ; C.-Iletep0. roc. yH-T a3pokocM. nipudopoctpoenus. - CII0. :

Uzn-so 'YAIL, 2012. - 145 c.
658 OnepanuoHHbIE CUCTEMBI JUIsl OpPraHU3alui IPOU3BOJICTBA B 100
0-60 npomeinuieHHocTH [ Teker] : yaeoHoe nocodue / H. B.

Aptamonosa [u ap.] ; C.-Iletep0. roc. yH-T a3pokocm.

npubopoctpoenus. - CII6. : Uzn-so I'VAIL 2012. - 224 c.
004.4 Tanenbaym, 3. CoBpeMeHHbIE ONepalioHHbIe cUcTeMbl [ TekcT] = 40
T18 Modern operating systems / 9. Tanen6aywm. - 3-e u3z. - CII0. :

I[MUTEP, 2015. - 1120 c.
004 ArmnmapaTHeie cpeACcTBa MOACPIKKH ONEPAITMOHHBIX CUCTEM 86
A 76 [Tekcr] : MeTomuueckoe mocodue / C.-Iletepb. roc. yH-T

aspokocM. pubdopocrpoenus ; cocT. H. B. Kyuun. - CII6. : U3n-
Bo ['VAII, 2015. -43 c.

7. TlepedyeHb IIEKTPOHHBIX 00PA30BATEIBHBIX PECYPCOB

WHPOPMAIMOHHO-TEIIEKOMMYHHKAIIMOHHOHN ceTn « HTepHeT»

[lepeueHb 2MEKTPOHHBIX 00Pa30BATENBHBIX PECYPCOB HHPOPMAIIMOHHO-TEIIEKOMMYHUKAITMOHHOH
cetu «VMIHTEpHETY», HEOOXOAMMBIX JIJIT OCBOCHUS TUCITUTUTHHBI IPUBEACH B TaOIHIIE 9.

Tabnuma

— IlepedeHr  9NEKTPOHHBIX  00pa30BaTENBHBIX  PECYPCOB

TGHCKOMMYHHKaHHOHHOﬁ CCTHU «I/IHTCpHCT»

UHGOPMAIMOHHO-

URL anpec HaumenoBanue




www.intuit.ru | Harmonansssiil OtkpeiTeiil YHusepcurer "MHTYUT"

8. IlepeueHnb MHPOPMAIIMOHHBIX TEXHOJIOTUN
8.1. [lepeuenr  mMpOrpaMMHOr0  OOECIICYCHHUS,  MCIOJIB3YEMOr0 TMpPH  OCYIICCTBICHHH
00pa3oBaTeIbHOTO MpoIiecca Mo JUCIUTLTHHE.
[lepeuens ucmonb3yemMoro mporpaMMHoOro obecnedenus npeacrapieH B Tadmuie 10.

Tabmuia 10— Ilepedens nporpaMMHOTO 00ECIICUCHHS

Ne i/ HanmenoBanue

He npenycmotpeno

8.2. Ilepeuenr WHPOPMAIOHHO-CIIPABOYHBIX CHCTEM,HCIOIB3YEMBIX TPU  OCYILECTBICHUU
00pa30BaTeIbHOTO MIPoIiecca 10 JUCLUIUINHE
[epeuens ucmonbp3yeMbIX HHPOPMALTMOHHO-CIIPABOYHBIX CUCTEM IpeicTaBiieH B Tabmmie 11.

Tabnuna 11— [epedyens nHMOPMAIIMOHHO-CIIPABOYHBIX CHCTEM

Ne i/m Hanmenosanue

He npenycmotpeno

9. MarepuansHo-TeXHHYECKas 6a3a
CocTaB MaTepHallbHO-TEXHUIECKOW 0a3bl, HEOOXOIUMOM ISl OCYIIECTBICHUS 00pa30BaTeIbHOTO
mpoliecca Mo JUCIUILIUHE, IPeICTaBlieH B Tadnunel 2.

Tabmuia 12 — CoctaB MaTepHaabHO-TEXHUYECKOH 0a3bl

Ne HanMeHoBaHHE COCTaBHOM 4acTH Howmep aynuropuu
/I MaTepHuaIbHO-TEXHIUUECKOM 0a3bl (Tipu HEOOXOTUMOCTH)

1 Jlexumonnas ayuTopust

2 KommnbroTepnslit kace

10. OreHoYHBIE CPEACTBA AJIs IPOBEACHUS IPOMEKYTOYHOHN aTTeCTAIlMU
10.1. CocraB OIEHOYHBIX CPEICTBAJIS MPOBEIEHUS MPOMEXYTOUHON aTTeCTaIli 00yJarONIXCs
MO0 JIMCIUIUTHHE TpUBeieH B Tabmuie 13.
Tabmuia 13 — CocTaB OLEHOYHBIX CPEJICTB JIJIsl IPOBEICHUS IPOMEKYTOYHOM aTTeCTaluu

Buj npoMexxyTouHO# aTTecTaluu IlepeueHb OLIEHOYHBIX CPEJICTB
DK3aMeH CHOucoK BOIPOCOB K 3K3aMEHY;
3anaum;
TecTsl.
HduddepennnpoBanHbIii 3a9ET Crrcox BOTIPOCOB;
TecTsr;
3amaun.

10.2. B kauecTBe KpHUTEpUEB OLICHKH YPOBHS CHOPMHUPOBAHHOCTH (OCBOCHHS) KOMIIETECHLIMI
o0yJaroIuMHuCs PUMEHSIETCsT 5-0ajuTbHas MIKaja OLEHKH COPMUPOBAHHOCTH KOMIIETEHIINH, KOTOpas
npuBezeHa B Tadnuie 14. B TeueHne cemectpa MOXKET HCTIONb30BaThes 100-0amTbHas mKaia MOIyJIEHO-
PEUTHHIrOBOM  cHCTEeMbl  YHUBEpCUTETa, TMpaBWja  HCIOJb30BaHUS  KOTOPOH,  YCTaHOBIJICHBI
COOTBETCTBYIOLIUM JIOKaJIbHBIM HOpMaTUBHBIM akToM ['Y AIL
Tabnuna 14 —Kputepun olileHKH ypoBHS CHOPMHUPOBAHHOCTH KOMITETESHITHIA

OL1eHKa KOMITETEHIIUT

H— XapakTeprcTrKa c(h)OpMUPOBAHHBIX KOMITETEHLIHI




OreHKa KOMIIETEHITIN

5-0aupHast IKaa

XapakTeprcTrKa ChOpMHUPOBAHHBIX KOMITCTCHIHI

«(OTIIMYHO»)
<Ga4YTCHO»

— o0yuaronuiics rTy0OKO U BCECTOPOHHE YCBOWJI IIPOTPAMMHEIN MaTepua,

— YBEPEHHO, JIOTHYHO, MOCIICIOBATENILHO ¥ TPAMOTHO €T0 U3J1araeT;

— Omupasich Ha 3HAHWS OCHOBHOW W JIOTIOJIHUTENBHOHN JIUTEPATyphl, TECHO
MPUBS3BIBACT  YCBOCHHBIC  HAydHbIC  IOJNIOXKEHUS C  MPAKTHYECKOW
JIESTSIILHOCTHIO HATIPABIICHHSI,

— yMeIno 000CHOBBIBAET M apTYMEHTUPYET BBIJIBUTACMbIC UM HIICH;

— JIeJIaeT BBIBOABI M 0000IIEHH;

— cBOOOJTHO BJIAJICET CUCTEMOM CIICIUATTU3UPOBAHHBIX MOHSITHIMA.

«XOpO1O»
(Ga4YTCHO»

— o0yyaromuiics TBEPJO YCBOMWJI NPOTPAMMHBEIN MaTepuai, TPaMOTHO M IO
CYIIECTBY U3JIaraeT €ro, ONMpasiCh Ha 3HAHUS OCHOBHOM JIUTEPATYPHI;

— He JIOMYCKaeT CYIIeCTBEHHBIX HETOYHOCTEH;

— YBS3BIBACT  YCBOCHHBIC 3HAHUSA C  IPAKTHYECKOH  JIEATCIIEHOCTHIO
HaIIPaBJICHUS;

— apryMEHTHUPYET HAyYHBIE IIOJI0KEHUS;

— JIeJIaeT BBIBOABI M 00OOIIEHH;

— BJIaJIEET CUCTEMOM CNIEUUATIN3UPOBAHHBIX MOHITHH.

«YIIOBJICTBOPUTEIBHO»
<«GaYTEHO»

— o0yJaromwuiics YCBOWJI TOJBKO OCHOBHOW IPOTPaMMHBIA MarepHual, I1o
CYILECTBY M3JIaraeT ero, ONMpasich Ha 3HAHUS TOJIHKO OCHOBHOM JINTEPATYPHL;

— JIOTTyCKaeT HEeCYIIECTBEHHBIC OIMOKH H HETOUHOCTH;

— HCTIBITBIBACT  3aTPYAHEHHS B  IPAaKTHYECKOM NPUMEHEHUH  3HAHHN
HaTpaBJICHUS;

— c1ab0 apryMeHTHPYeT Hay4YHbIe TI0JIOKCHUS,

— 3aTpyAHsAeTCs B (OPMYIHPOBAHUU BBIBOJIOB U 00OOIICHUH;

— YaCTHYHO BJIAJICET CUCTEMOM CIICIIMAIN3UPOBAHHbIX MTOHSITHH.

«HEYIOBJICTBOPUTEIIHHOY
«HE 3a4TEHO»

— 00y4arOUIMICs HE YCBOWII 3HAYUTEIILHOM YaCTH MPOTPaMMHOTO MaTepHara;

— JIOIyCKAeT CYIIECTBEHHbIC OMIMOKA M HETOYHOCTH IIPH PAaCCMOTPEHUH
npobJieM B KOHKPETHOM HalpaBJICHHHY;

— HCTIBITHIBACT TPYAHOCTH B MPAKTUUECKOM MPUMEHCHUH 3HAHUIA;

— HE MOXKET apryMEHTHPOBATh HayYHbIC TOJIOKCHUS;

— He (OPMYJIUPYET BBIBOJIOB M 000OIIICHHH.

10.3. TunoBble KOHTPOJIbHEIE 3a/IAHUS WU HHBIE MaTEPHAIbI.
Bompocsr (3agaun) muis sk3aMeHa npecTaBieHsl B Tabmmme 15.

Tabmuia 15 — Borpocs! (3a1aun) it 9K3aMeHa

Ne i/t

Kon

Ilepeuens BompocoB (3amad) A1 SK3aMeHa
P P ( 8 )H HHAWKATOpa

1 Onpenenenne u HazHaueHne OC OIIK-5.V.1

Buaer OC

®ynkunn OC

ApXUTEKTypa ONepalluOHHON CUCTEMBI
Crpyxrypa OC

MoHonuTHast apXUTEKTypa
MuxkposiiepHast apXUTeKTypa

2 [TonsATHA BEIUKMCIMTENBHOTO MPOIIECCa U pecypca OIIK-9.3.1

IIpepriBanus

CucTeMHBIE BBI30BEI

IIponecc, noTok.

Co3znmanue mpoIeccoB U MMOTOKOB

CoCTOsIHHS ITOTOKA

[InanupoBanue U IUCHIETUYEPU3ANNS TOTOKOB
AHFOpI/ITMBI H.HaHPIpOBaHI/IH

YupaBieHue namsThio

Tunel anpecos

3 MerToap! pactipeneneHus NaMsaTH 0e3 UCIOIb30BaHUS JUCKOBOTO OIIK-9.V.1

IPOCTPAHCTBA
MerToap! paciipeneneHus IaMATH ¢ UCTI0JIb30BaHUEM JUCKOBOTO
POCTPAHCTBA




[lonsTHe BUpTyalbHON aMATH

CrpaHuuHOE pacnpeaeieHue BUPTyaabHOM aMsITH
CermeHTHOE pacnpezeseHue BUPTYalIbHOM MaMATu
CTpaHMYHO-CETMEHTHOE pacIpe/ieNeHne BUPTYyaJIbHON NaMsTH
CBonuHr

OIIK-9.B.1

Hasnauenwne u ¢pyHKmn (HaitioBoii CHCTEMBI
Jlorudeckas opranuzanus (HaiioBoOi CUCTEMbI
®daiinosas cuctema FAT

®daiinosas cucrema NTFS

KonTpons nocryma x ¢aitnam

OcuoBusle noHsTusa 6e3omacaocta OC

OIIK-12.3.1

CucteMHBIN IOAX0 K 00€CIIeYeHnI0 0€30I1aCHOCTH
CuMMeTpUYHbIE KPUITOCHCTEMBI

AcUMMETpUYHBIE KPUIITOCHCTEMBI

AyTreHTUUKAIHS

AyTteHTn(UKanms Ha OCHOBE MHOTOPA30BBIX MapOJIei
AyTteHTH(UKanMs Ha OCHOBE OJTHOPA30BBIX IMAPOJIEH

OIIK-12.V.1

Lndpossie cepTudHUKATHI

Ludpossie moanucu

ABTOpHU3aLUs JOCTYyIA

Ayaut

CpencrBa anmunuctpupoBanus OC Windows Server
Cpenctpa 6e3omacHoctn OC Windows Server

OIIK-12.B.1

Bompocsr (3agaun) mis 3adeta / qudd. 3auera npeacTaBieHbl B Tadmuie 16.

Tabmuia 16 — Borpocs! (3agaun) s 3adera / audd. 3aueta

Ne

n/m

Ilepeuens Bompocos (3ama4) 1 3adera / qudd. 3adera

Kon
WHIAUKATOpA

1

Cy0ObeKkTbl, 00BEKTBI, METOIBL, MpaBa U nprBuiierku Linux u Windows

OIIK-5.¥.1

2

I[I/ICerLII/IOHHOG YIIpaBJICHUC AOCTYIIOM B COBPEMCHHBIX OICPALIMOHHBIX
cucreMmax

OIIK-9.3.1

Cpenctpa 3alIUTHI OT BPEJAOHOCHOTO MTPOTPAMMHOI0 00ECTIEYEeHUs B COBpE-
MEHHBIX OTIEPAIMOHHBIX CHCTEMaX

OIIK-9.V.1

HpO6J’I6MLI peam3aivi MaHAATHOT'O YIIPABJICHUA JOCTYIIOM B COBPEMCHHBIX
OINCPAIMOHHBIX CUCTEMAX

OIIK-9.B.1

Yupaenenue goctynom B Linux

OIIK-12.3.1

basoBbie cpenctBa ynpasieHusi jgoctynoM B Windows: mMapkepbl JOCTyIIa,
JIECKPUNTOPHI 3aLHUTHI.

Haznauenwue aTprOyTOB 3alUThl BHOBb Co3/laBacMbIM 00bekTaM Windows,
HacJIeJI0BaHUE JICCKPHIITOPOB 3AIUTHI

OIIK-12.V.1

VYupasienue cpencTBamu ayreHTH(uKanuu B Linux.
VYnpasnenue nomenamMu Windows

OIIK-12.B.1

[lepeuens TeM U1t KypCOBOTO MPOEKTHPOBAHUSA/BBIMOIHEHNSI KyPCOBOM paOdOTBHl MpPEACTaBICHBI
B Tabnuue 17.
Tabnuna 17 — [epedeHs TeM JUIsi KypCcOBOTO MTPOSKTHPOBAHMS/BBITIONHEHHS KYPCOBOH pabOThI

Ne n/mt N
KYPCOBOU pabOThI

[MpuMmepHBIi IepedeHb TeM ISl KYPCOBOT'O IIPOSKTUPOBAHUS/BBITTOTHEHUS

Y4eOHbIM MIIaHOM HE NPEAYCMOTPEHO




Bormpocs! a1 IpoBeeHUs MPOMEKYTOUYHOM aTTECTAllMU B BHJC TECTUPOBAHUS IIPEACTABJICHbI B
Tabaure 18.

Tabnuua 18 — [IpumepHBIil IepedeHb BOMPOCOB JUIsl TECTOB

Kon

Ne n/mt [IpumepHBIit IEpedeHb BONPOCOB AJIsl TECTOB
HMHIUKATOpa

1. Ilonb3oBaTens, (moTpeduTens) HHPOPMALMH — 3TO ... *NIOIB30BATENb, OIIK-5.V.1
HCTIONB3YIOMINH COBOKYIHOCTD IPOTPaMMHO-TEXHUYECKUX CPEACTB *CyObeKT,
MOJB3YIONUHCS HH(pOpMaIel, B COOTBETCTBHH € PETIIAMEHTOM JIOCTYTIa
*Brragenen] GUPMBI WIIH IPEANPUATHS *PrupMa — pazpaboTIHK IPOrpaMMHOTO
MPOAYKTa, KOTOpasi 3aHUMAETCs €€ AUCTPUObIOLINEH

2. [IpaBo gocrymna K nHGOPMAIHH — 3TO ... *COBOKYITHOCTD MPABHII IOCTYIIA K
nH(pOpMAaLNH, YCTAHOBICHHBIX IPABOBBIMHU JJOKYMEHTaMHU HJIH COOCTBEHHHKOM
00 BIIAJICNbIIeM HHPOPMAIUU *JTUII0 WIH TIPOIECC, OCYIIECTRIISIFOIINE
HECaHKIIMOHUPOBAHHOTO J0OCTYyMa K HHPOpMaIMK *BO3MOXKHOCTB JIOCTYIIA K
nH(popManuy, He HapyIIAOIIas YCTAHOBICHHBIE TIPABUIIA pa3TPaHHICHUS
JOCTyna *COBOKYITHOCTH MPAaBMII, PETJIaMEHTHPYIOIIUX MOPSIOK U YCIOBHUS
JocTyma cyObekTa K HHOOPMAIIUU U €€ HOCUTEIISIM *HapyIlICHHUE
YCTaHOBJICHHBIX TIPaBHJI Pa3srpPaHUYEHHS JI0CTyIa

3. [lon iemocTHOCTHIO HH(MOPMAITUH TIOHUMAETCS ... *3aluTa OT
HECaHKIIMOHUPOBAHHOTO J0CTYyIa K HHPOpMaIHK *aKTyalnbHOCTh U
HETIPOTHBOPEYMBOCTH HH(POPMAIINH, €€ 3AIUIICHHOCTb OT pa3pyIIeHHs 1
HECaHKIIMOHUPOBAHHOTO M3MEHEHUS *BO3MOXKHOCTD 32 MIPUEMIIEMOE BPEMSI
MOJIyYUTh TPeOyeMyto HHGOPMAITUOHHYIO YCIIYTY

4. Nudopmanyst MOKET OBITh 3allIMIICHA OT ... *TIePEeChIIKH ee 10 3JIeKTPOHHON
noyre *ICUXOJIOrNIeCKOro COCTOSHUS *CaHKIIMOHNPOBAHHBIX ITOJIb30BaTENeH
*yTEUKH MOOOYHBIX JIEKTPOMATHUTHBIX U3IyUYeHHN *(hU3NUIeCKOro JInia
*HECaHKIIMOHUPOBAHHOTO JIOCTYIIA

5. K Buiam nH(pOpManuy ¢ orpaHHYeHHBIM JOCTYIIOM OTHOCHTCS ...
*koMMepuecKas TaliHa *rocynapcTBeHHas TaifHa *00IeCTBEHHBIE JJaHHbIC
*0aHKOBCKas TaliHa *IepCcoOHANIbHBIC JaHHbIC *JIMYHAas TaliHa

6. YTHIMTBI CKPBITOTO YIIPABICHHS ITO3BOJISIOT ... 3aIyCKaTh ONEPAIIMOHHYIO
CHCTEMY pa3pylIaTh KECTKUH JANCK 3aITyCKaTh ¥ YHUUTOXKATh (hailiIbl BEIBOIUTH
COOOIIEHUS CTUPATh HHPOPMAIHIO

7. K mpaBoBbIM MepaM KOMITBIOTEPHOM 0€3011aCHOCTH MOKHO OTHECTH ...
*COOTBETCTBHE IPAKIAHCKOMY 3aKOHOIATEIbCTBY *HOPMBI OTBETCTBEHHOCTH
COTPYAHHUKOB *3aIlIUTy aBTOPCKUX MPaB *OpraHU3aIfio 00CTyKUBAHUS
00BbeKTa *3alUTy OT HECAHKIIMOHMUPOBAHHOTO JIOCTYIIA K CUCTEME

8. K oprannzaiimoHHBIM MepaM KOMIBIOTEPHOH 0€30I1aCHOCTH MOYKHO OTHECTH
... *opraHuzanmio o0CITy>KUBaHUS 00bEKTa *3aIIUTY OT XUILECHUN, TUBEPCHHA U
caboTaxxa *oxpaHy 00beKTa *IIaH BOCCTAHOBJICHHUS paOOTOCIIOCOOHOCTH
00beKTa *TIIATENBHBIN Mo00p MepcoHana *ycTaHoBKY 000pyI0BaHHUs
CHTHAJIM3AIHN

9. Ceptrdukar nNpoaykra, 00ecIeynBaroIni HHPOPMAILIMOHHYIO
0€301acHOCTb, ... *MOATBEPKAAET €r0 COOTBETCTBHE CTaHAApTy PD
*[MoATBEPXKIAET OTCYTCTBUE B IPOAYKTE HE3aACKIapUPOBAHBIX BOZMOKHOCTEH
*MPOCTO ABJSETCS TOKYMEHTOM, HEOOXOAMMBIM AJISl peaii3aii NPOayKLIUH
*MoJTBEPIKIAET €ro Ka4eCTBO

10. K mpaBoBBIM MepaM KOMITBIOTEPHON 0€30MacCHOCTH MOKHO OTHECTH ...
*TImaTeNbHbIN 0100 NepcoHaa *COOTBETCTBHUE YTOJIOBHOMY
3aKOHOJIATENIbCTBY *3alIUTy aBTOPCKHX MPaB * pe3epBUPOBAHNE BAXKHBIX
MOJICHCTEM

11. [onutuka goctyna K HHGOPMAIMU — 3TO ... *COBOKYNHOCTH MPaBHJI, OIIK-9.3.1
perIaMeHTHPYIOIIUX MOPSIOK U YCIOBUS IOCTyIa cyObeKTa K HHpOpMauy U
ee HOCHUTENSIM *HapylIeHHe YCTaHOBICHHBIX MTPAaBUJI pa3rpaHUUuCHUS JOCTYyTIa
*COBOKYIHOCTH MPaBHJI IOCTYIA K HH(POPMALINH, yCTAHOBICHHBIX TPAaBOBBIMH
JOKYMEHTaMH WJIM COOCTBEHHUKOM JIM0O0 BiaaesblieM HHGopMauy * o win




MPOIIECC, OCYIIECTBISIOMINE HECAHKIIMOHUPOBAHHOTO AOCTYIa K MHPOPMAaIUH
*10CTyH K HH(OPMAaLMY, He HapyLIAOIUil yCTaHOBJICHHBIE IIpaBUiIa
pasrpaHMYeHuUs 10CTyma (3TH MpaBUIIa CIyXKat JJIsl periIaMeHTaluy MpaBa
JOCTyIa K KOMIIOHEHTaM CHCTEMBbI)

12. K TeXxHU9ecKuM MepaM KOMITBIOTEPHOMH 0€30TTaCHOCTH MOKHO OTHECTH ...
pe3epBHOE KONMPOBAaHUE PE3EPBUPOBAHNE BAXKHBIX ITOJICUCTEM
HUACHTU(QHUKALNIO U ayTeHTU(UKALMIO OOHApYKEHHE YTSUEK BOJBI
000pYZAOBaHHE CHCTEM MOKAPOTYILIEHHSI YCTAHOBKY 000PYAOBAHHS
CUTHaJIU3aluu

13. B crangapTHO# monuTrKe 6€30MacHOCTH yCTaHOBKA MPOTPaMMHBIX
MPOAYKTOB HETIOCPEICTBEHHO MOJIb30BaTENIeM KOPIIOPaTUBHON paboueit
CTaHITUH ... *3ampeliena *pa3pemnieHa *pasperineHa, 3a HCKIIOYCHHEM
KOMIIBIOTEPHBIX UI'P *pa3peleHa, HO TOJIBKO ¢ YCTHOT'O COTJIacusi COTPYIHHKA
NT-ornena

14. Tlox xoH(DUACHINATHLHOCTHIO MHPOPMAIIMK TTIOHUMAETCS ... *3ammuTa oT
HECAaHKLIMOHUPOBAHHOTO AOCTYINA K HHPOPMAMK *aKTyalbHOCTb U
HENPOTUBOPEUYUBOCTH HHPOPMALINH, €€ 3alUIUIEHHOCT OT Pa3pyleHUs 1
HECaHKIIMOHUPOBAHHOTO U3MEHEHUSI *BO3MOKHOCTH 32 IPUEMIIEMOE BPEMSI
MOJTyYUTh TpeOyeMyto HH(GOPMAITMOHHYIO YCIYTY

15. HeBepHo, 4TO K BHIaM BPEIOHOCHOTO IIPOTPAMMHOT0 00SCTICUCHUS
otHocHUTCA ... *pyTkut (Rootkit) ¥*oTnaguuk *KoMIbIOTepHBIE BUPYCHI
*aHanu3aTtop ceTeBoro Tpaduka (cHU(Ep) *mporpaMmbl yIAIEHHOTO
yIpaBieHus (€CIi OTCYTCTBYET (DYHKITUS CKPBITHOTO BHEIPESHIS)

16. HeBepHo, uTO K OCHOBHBIM LiesiM aynuta Ub oTHOCHTCS ...
**pernaMeHTalus JeHCTBUHA MOIb30BaTeNs *OKaIN3ays HOTCHIUAIBHO
OITacHBIX MecT *olleHKa ypoBHs 3ammieHHocTy b *paspaboTka
PEKOMEHIAIHIA TIO TIOBBILICHUIO YPOBHS 0€30MIaCHOCTH

17. PaccraBbte sTansl aynuta Ub B ux gorudeckom mopsiake: 1 Joxanm3arus
MOTeHIIMANBHO onacHbIX MecT Mb 2 pa3paboTka pekomeHnamuii mo
MOBBIIIEHHIO ypoBHs O6e3onacHocTH VIC 3 cocTaBlieHne 1 aHATU3 CIIUCKA
PHUCKOB 4 OIIeHKa YpOBHS 3amnuineHHoctu b

18. ... — moMelIeHHAas Ha KOMITBIOTEP HOJIb30BaTeNsl Oe3 ero corjacus,
KOHTPOJISI U YBEIOMIICHHS CPEACTBO CIIEKECHUS

19. OcHOBHO CMBICH pa3rpaHUYEHUs MpaB AOCTYIIA MOIb30BATEIEH — ...
*obecrneueHne O0e30macHOCTH HHQOpMAIMK BHYTPH KOMIIAHUU W BO3MOKHOCTH
€€ MCIOJIb30BaHMS NI HETIOCPEACTBEHHO BIIa/IENIbLIEM/UCIIOTHUTEIIEM
*yimemiieHne paboToaaTeNleM rpakJaHCKHUX MPaB padOTHHKA *co3/1aHue
TPYAHOCTEH [Tl COTPYIHUKOB KOMITAaHHUH, C MOCIIEAYIONIEM YBOJIILHEHHEM
HEYTOAHBIX KOMIIAaHWUH JIIOAEH

20. AHaJIN3 PUCKOB BKITIOYAET B €€04 ... *BBIBICHUE CYLIECTBYIOIIUX PUCKOB
Y OIIEHKY VX BEJTMYMHBI *aHau3 NPHYHMHEHUS yiep0a U BeTMYUHbI yiepoa,
HaHocuMoro pecypcam UC, B cirydae oCyIIecTBICHHs yrpo3bl 0€30MaCHOCTH
*MepompusTus o obcienoBanuto 6ezonacHoct VC, ¢ nenbio onpeeneHus
TOr0 KaKHe PeCypChl M OT KaKHMX YTPO3 HAJIO 3alIMIIATh, & TAKKE B KAKOH
CTETICHH TE WJIM WHBIE PECYPCHl HYKJAIOTCS B 3a1uTe *Habop aleKBaTHBIX
KOHTPMEp OCYIIECCTBIISIETCS B X0/1¢ YIPABJICHHUS] pUCKAMHU

21. IIporpammHOe oOecriedeHre, KOTOpOe He JOJKHO OBITh OCTYITHO B
HOPMAaJIbHOM pab0Te MOJIb30BATENS, — ... *CHCTEMHBIC YTHUIIUTBI U CUCTEMHBIC
penakTopsl *cpeacTBa 3alMThl *cpencTBa pa3paboTKu, yTHIUTH *cpencTa
3aIIUThl, CACTEMHBIE YTHIINTHI

22. HapymieHnue yciioBuil, MpeyCMOTPEHHBIX JTUIICH3NEH Ha OCYIIECTBICHNE
JIeSITENIBHOCTU B 00J1aCTH 3alIUTHI MHPOPMAIHH (32 HCKITFOUSCHHEM
WHPOPMALIUH, COCTABISIONIEH rOCYyJapCTBEHHYIO TaifHy) ... *Blle4eT TOJIBKO
HaJIOKEHHUE aJIMUHUCTPATUBHOrO MITpada *BiIeyeT yrojioBHyO
OTBETCTBEHHOCTb U HAJOKEHUE aAMUHUCTPATUBHOIO ITpada *BiedeT BO Bcex
Clly4yasiX YrOJIOBHYIO OTBETCTBEHHOCTDH *HeE BIICUET 3a COOOW YrOJOBHON
OTBETCTBEHHOCTH
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23. Tlox nokansHON 0€30MacHOCThIO HMHPOPMATHOHHON CUCTEMBI
MOJPa3yMEBAETCs ... *3alpeT UCHOIb30BAHMUS IOCTOPOHHHUX
WHPOPMALMOHHBIX TPOIYKTOB, OOHOBJICHHE aHTUBUPYCHBIX 0a3 *ycTaHOBKa
MUHHMAJBHOW ONEPATUBHOMN MaMsITH U MAJIEHBKOT'O MOHUTOPA IS
HEBO3MO>XHOCTH OCYILECTBJICHHS I10JIb30BATENIEM B3JIOMa CUCTEMBI
*OrpaHu4eHHE M0JIb30BATENS Ha JIOKAJIbHOM pabodeM MecTe OT APYTHX
COTPYIHHUKOB C IIOMOIIBIO TIEPETOPOIOK

24. Cucrema 3a1iuThl HHQOPMALIUHU — 3TO ... *¥pa3paboTKa CTpaTeruy 3aIlnuThl
Ou3Heca KoMITaHUK *001acTh HHPOPMAITHOHHBIX TEXHOJOTHHA *KOMIUICKCHAS
COBOKYITHOCTh NIPOrPAaMMHO-TEXHHYECKHX CPENICTB, 00ECTICUHBAIOIIAs 3AIIUTY
nHpOpMAaLUHN *COBOKYIMHOCTh OPTaHOB W/HMJIM UCTIOJHUTENEH, NCTIONb3yeMast
MMM T€XHHUKA 3alUThl HH(OPMALUU

25. Unentudukaius cy0ObeKkTa — 3TO ... *IpoBepKa MOMIMHHOCTH CyObeKTa C
JaHHBIM UIEHTH(OUKATOPOM *yCTaHOBIICHHE TOTO, SBISIETCS JIH CYOBEKT
MMEHHO TeM, KeM OH ce0s 00BABHI *Iporeaypa Ipe0CTaBICHAS 3aKOHHOMY
CyOBEKTy COOTBETCTBYIOIIMX MOJTHOMOYMHA M JOCTYIHBIX PECYPCOB CHCTEMBI
*mpoluenypa pacro3HaBaHus CyObeKTa 10 ero HISHTU(HUKATOPY
*yCTaHOBJIGHHUE JIHII WK MPOLECCOB, OCYIIECTBIISFOIINX
HECAaHKLIMOHUPOBAHHOTO AOCTYMa K HH(popManun

26. K TexHU4ECKUM MepaM KOMIBIOTEPHOH 0€30MacHOCTH MOXKHO OTHECTH ...
*pe3epBHOE JICKTPOITUTAHUE *3aIIUTY OT HECAHKIIMOHUPOBAHHOTO AOCTYIIA K
cUCTeMe *yCTaHOBKY 3aMKOB *pe3epBHOE KOIMMMPOBAaHUE NaHHBIX *3allUTy OT
HECAaHKLIMOHUPOBAHHOTO KOMMPOBAHMSA *3alUTy OT XMIICHUH, IUBEPCUI U
caboraxa

27. ABTOpm3arus cyobeKTa — 37O ... *mporenypa npeaoCTaBICHAS 3aKOHHOMY
CyOBEKTy COOTBETCTBYIOIIMX MOJTHOMOYHMHA M JOCTYIHBIX PECYPCOB CHCTEMBI
*yCTaHOBJIGHHUE JIHII WK MPOLECCOB, OCYIIECTBIISFOIINX
HECaHKIIMOHUPOBAHHOTO J0CTYyIa K HHpOpMaIHK *ycTaHOBJIEHUE TOTO,
SIBIISIETCS JI CyOBEKT IMEHHO TeM, KeM OH ce0sl 00BsIBHI *ITpoBepKa
MOJIJTMHHOCTH CYOBEKTa ¢ JAHHBIM HISHTH(PHUKATOPOM *IIpolieaypa
pacro3HaBaHus CyOBEKTa M0 €r0 UACHTHPHKATOPY

28. CepBucoM 0e30M1aCHOCTH, HCIOIB3YEMBIM B PACIIPEACICHHBIX CUCTEMAaX U
CeTsAX ABJETCS ... *aBTopu3anus *pasrpaHndeHue JOCTyla *3KpaHUpPOBaHHE U
TyHHEJIMPOBaHHE *MapuipyTu3aius *ayreHTaudukanus *uneHTnuKanis

29. K opranu3aiimoHHBIM MepaM KOMIBIOTEPHON 0€30IacCHOCTH MOXKHO
OTHECTH ... *opraHuzaiuio o0CITy’)KHBaHUs 00bEeKTa *BeieHne 0c000 BaKHBIX
paboT HECKOJIBKUMH COTPYTHUKAMHU *Pe3epBHOE JCKTPONMUTAHUE *3alUTY OT
HECaHKIIMOHUPOBAHHOTO JIOCTYIIA K CHCTEME *THIATeNILHBIN 10100 MepcoHalia
* BBIOOp MecTa pacrnonokeHus o0bexra 30. OTauuuTenbHas ClIOCOOHOCTh
KOMITBIOTEPHBIX BUPYCOB OT BPEAOHOCHOTO *HOBBICUTH IPUBUIIETHH B CHCTEME
*coOupath HHGOPMAIUIO ¥*K CAMOBOCIIPOU3BEICHHUIO *YHUYTOXKATh
nHPOPMALIUIO

31. C TouKH 3peHus 3aKOHOATEeNLCTBA (IIPaBa) CYIIECTBYET YPOBEHD JIOCTYIIA
K HHPOPMAITUH ... *3aKPBITBIH TOCTYI *OTKPBITHIN TOCTYN *OrpaHUYeHHBIH
JOCTYN *WHTEIJIEKTyallbHass COOCTBEHHOCTh *0e3 orpaHHYeHUs MpaBa JOCTyIa
**HaHOCSIIUHN BpeJ MPH PaCcpOCTPAaHCHUN

32. B cucreMHoe IporpaMMHOE 00eCTIeueHIE BXOJIAT: * SI3BIKH
MPOrpaMMHUPOBaHUs *orepalMOHHbIE CUCTEMbI *KOMITbIOTEPHBIE TP
*rpaduyeckue penaKkTophbl *TEKCTOBBIE PEIAKTOPHI

33. HeBepHo, 4TO K OMOMETPUYECKUM JaHHBIM OTHOCHUTCS ... *IIPOCKIINS JIUIIA
*reMOp ToJioca *cepus macrnopra *oTIeyaTKy MajbleB *aapec MPOMUCKH

34. OneparnprionHas cuctemMa HU(POBOH BEIYUCIUTEILHON CUCTEMBI
MpeIHa3HaYCHHAS JJIs: ¥00eCIIeUCHHs COBMEIIICHUS Pa3IMYHBIX HHTEP(EHCOB
*obecnedeHnus yA00HOM pabOoTHI TTOIB30BaTENS *00CeCIICUCHNS OIIPEICTICHHOTO
ypoBHS 3PPEKTHBHOCTH IUPPOBON BEIYHCIUTEILHON CUCTEMBI 33 CUET
ABTOMAaTU3UPOBAHHOTO YIPABICHUS €€ PabOTOM U MPEJOCTaBISIEMOTO
TIOJIL30BaTENISIM HA0Opa yCIyT.
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35. K 0CHOBHBIM pa3HOBHIHOCTSIM BPEJOHOCHOT'O BO3JICHCTBUS HA CHCTEMY
OTHOCHUTCA ... *MHUIIMUPOBAHUE JOKHBIX AEHCTBUH *MOIUDUKAIIHL
BBITIOJIHSIEMBIX (PYHKUIUH *ymajeHne cucTeMbl *KOMUPOBaHUE JaHHBIX W3
cUCTeMBI *co3/laHue TIoMeX B paboTe *BBIBOA U3 CTPOS

36. Madopmanus — 370 ... *COBOKYIMTHOCTH 3HAHUH, HAKOTIEHHAS
YeII0BEYEeCTBOM *COBOKYITHOCTH pedIeKCHl MEX Iy Heel 1 MaTepueil Ha
MaKpo- 1 MUKPOYPOBHSX *CBEJICHHS O JIMLAX, IpeaMeTax, paKTax, COOBITHIX,
SIBIICHUSIX U TIPOLIECCAaX HE3aBUCHMO OT (DOPMBI MX MPEICTABICHHUS
**COBOKYNHOCTh IIPUHLIMIIOB, METOZOB U (hOpM yIpaBieHuUs

37. AnmapatHsie ¥ TPOrpaMMHBIE CPECTBA U TEXHOJIOTHH TapaHTHPOBATh
a0COIOTHYIO HAaZIeKHOCTh U 0€30MacHOCTh JaHHBIX B KOMITBIOTEPHBIX
cUCTEMax ... *He MOI'yT *MOTYT TOJIBKO AJIsl FOCYJapCTBEHHBIX OpraHU3alui
*MOTYT *MOTYT TOJBKO JUII KOMMEPUYECKUX KOMIAHUHA *MOTYT TOJBKO IS
YaCTHBIX JIHIL

38. CBeaeHUs, KOTOPHIE HE MOTYT COCTaBJIATh CIYKEOHYI0 U KOMMEPUYECKYIO
TaliHy, OTIPEETAIOTCS ... *opraHn3anuei, B KOTOpOi paboTaeT rpakJaHiH
*3aKOHOM JTUOO JPYTUMH HOPMAaTHBHBIMH aKTaMHU, CIIYKEOHOHU 3aMrCKOM, a
TaK)Xe OpraHu3alrei, B KOTOpOil paboTaeT rpakaaHuH *ciyKeOHOU 3amuCKOM
**3aKOHOM JTUOO JPYTrUMH HOPMAaTHBHBIMH aKTaMU

39. BupycHble porpaMMbl IPUHSTO ACTUTH 110 ... *CTENEHU [ICHHOCTH
*0COOCHHOCTH aJropuTMa BHpyca *cpejie oOuTaHus BUpyca *crocooy
3apakeHus *0O0IIUM IpU3HAKAM

40. Ilo Bugam pa3inuyaroT aHTUBUPYCHBIE IPOTPAMMEI ... *BaKIIHHBI
*peBH30pHI * ToKTOpa *CcKaHephl *MPUHTEPHI *CTOpOXKA

41. K HanpaBieHUsM, B KOTOPBIX OCYIIECTBIISIETCS 3aIiTa HHpOopMamu
BCTPOCHHBIMU METOJAMHU IPUKIAJHBIX IPOrPAMM OTHOCUTCH ...
*CHMMETPHUYHBIX KpUNTOrpaguueckux npeodpasoBanuii *kpunrorpadudeckoe
3aKpBITHE *pasrpaHUYeHue JOCTYMA K JaHHBIM *00ph0a ¢ MakpOBUpYyCaMH
*aynura

42. EBponeiickue kputepun 6e3onacuoctd ITSEC ycranaBnuBaror ... KJIaccoB
6e3omacHoctu 5 8 107 15 12

43. K OCHOBHBIM BHJaM CUCTEM OOHAPYKEHHS BTOPKEHHN OTHOCSTCA ...
*JIOKaNbHBIE *MEXCETEeBbIE *aKTHBHBIC *CHHXPOHHBIE *TaCCHBHBIC

44, Tlox 1OCTYIHOCTBHIO HHPOPMAIIMKA TOHUMAETCS ... *BO3MOXKHOCTh 3a
MpUEMIIEMOE BpeMS MONTyYUTh TPeOyeMyr0 HHPOPMAIIMOHHYIO YCIIYTY *3a1uTa
OT HECAaHKIIMOHMPOBAHHOT'O JIOCTYIIA K MH(OpMaLUHU *aKTyaJlbHOCTh U
HENPOTUBOPEUYUBOCTH HHPOPMALIUH, €€ 3aLUIUIIEHHOCTh OT Pa3pyLIeHUs 1
HECaHKIIMOHUPOBAHHOTO U3MEHEHUS

45. BupycHble IpOrpaMMbl IPUHSATO AEIUTE 110 ... BO3SMOXKHOCTH
OCYILECTBJICHUS CIEIAIINM MPU3HAKaM 0COOCHHOCTH aJlrOpUTMa BUpyca
HaIPaBIE€HHOCTH JIECTPYKTHBHBIM BO3MOXXHOCTSIM

46. B cOOTBETCTBHY C 3aKOHOAATEIHCTBOM OTBETCTBEHHOCTH 38 HE3aKOHHOE
OrpaHHYEHHE I0CTYyNa K MHQOPMALMU U 32 HAPYIIEHUE PEKUMA 3aIIUTHI
nH(GOPMAITUHU HECYT ... CIIy)Kallie OpPraHOB TOCYJapCTBEHHON BIACTH
aJIMUHHUCTPATOPBl HHOOPMAIIMOHHBIX CUCTEM CITyXKAall[e OXPaHHBIX areHTCTB
PYKOBOAMTEIH

47. Tlo cymecTBYIOIIUM IIPaBUIIaM pa3padaTbIBaTh, IPOU3BOIUTD 3aIUTHI
rH(GOpPMAITUU MOXKET TOJIBKO MPEANIPHUITHE, UMEIOIIIEE ... aKKPEIUTAIHIO
HayvalbHBIA KalUTaN JIULEH3HIO CEPTUPHUKAT

48. HecaHKIMOHNMPOBAHHBINA AOCTYN K HHPOPMAILIUH — 3TO ... *ITUIIO0 HIIH
MPOIIECC, OCYIIECTBISIONINE HECAHKIIMOHUPOBAHHOTO JOCTYIA K MHPOPMAIHH.
*COBOKYITHOCTH MPABHJI, PETJIAMEHTUPYIOIUX ITOPSJIOK U YCIOBHS JIOCTYIIA
cyObekTa K HHOPMAaLIMHU U €€ HOCUTEISIM *HapyIlleHHe YCTaHOBICHHBIX
[IPaBUII pa3rpaHUuEHHs] JOCTyIa *10cTyIl K MH(opManuy, He HapyIlaromui
yCTaHOBJICHHBIE IIPaBUJIa pa3rpaHudeHus pocryna. [IpaBuna pasrpaHuueHus
JOCTYyIa CIIy>KaT JUIA perjiaMeHTaluy TIpaBa JOCTyIa K KOMIIOHEHTaM CUCTEMBI
**COBOKYNHOCTH MPaBHJI IOCTYMA K HH(GOPMALIUHU, YCTAHOBICHHBIX MPAaBOBBIMH
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JOKYMEHTaMH WJIM COOCTBEHHUKOM JIMOO BiIaeblieM HH(opMaun

49. JleATeNbHOCTHIO 10 cepTH(HKAIINN MH(PPOBATHLHBIX CPEICTB Ha
tepputopuu P® zanumaercs ... ®Cb ®CTOK ®CO MBI ®CBTC

50. CoBpemennyto opranuzanuio DBM npemnoxun: Hopoept Bunep Yapnss
be66umxk Jxon Gon Hetiman

51. B «Konmnenmuu 3amutel CBT n AC or HCJ/I x mHpOpManum» Kak riIaBHbIC
CpeACTBA 3aIIUTHl OT HECAHKLIMOHUPOBAHHOTO AOCTYNA K HH(pOpMayun
paccMaTpUBarOTCA ... *KOMIIBIOTEPHBIE 1 KOMMYHUKAIHOHHBIE CUCTEMBI
*CHCTEMBI pa3TpaHUYCHHS JOCTYyMa *HHPPACTPYKTYPHI IPOMBIIUIEHHBIX
TIPEANPUATHHA *OMOMETPHUIECKUE CUCTEMBI

52. HeBepHo, 4TO K MOAYJISIM aHTUBUPYCA OTHOCHUTCA ... *cKkaHep ¢aiiyioB mo
CUTHATypam *cpeacTBO OOHOBIIEHHS MPOTPAMMHBIX MOZYJIeH 1 6a3 CUTHATYD
**MOJIyJIb TIepeXBaTa HAXKATHs KIABUII *MOHUTOD (MIEPEXBATIMK U aHATTN3ATOP
3aITyCKaeMBIX MIPOLIECCOB)

53. OcHOBHBIE CpeJICTBA TPOHUKHOBEHHS BUPYCOB B KOMITBIOTED ...
KOMUpOBaHUe (paiiioB KOMIBIOTEPHBIE CETH ChEMHBIE TUCKH UTPOBBIE
MPOTPaMMBI

54. Tlon pusmueckoit 6€30MacHOCTHI0 HHPOPMAITMOHHON CUCTEMBI
mo/ipa3yMeBaeTcs ... *orpaHndeHne (HYU3MIECKOro JOCTYIa K CUCTEME TT0
CpeICTBaM IPOITYCKOB, Mapoield, OMOMETPUIECKUX TaHHBIX *3arper
(hM3UYECKOTO BXOJIa M BBIXO/A U3 3/IaHUs KOMIIaHuu B iepuoj ¢ 10 10 18 yacos
OTpaHHYECHHE *TOAKIIOYEHUS K HHPOPMAIIMOHHON CHCTEME U3 BHE

55. Ha koMmproTEpax MPUMEHSIOTCS JOKAIbHBIC TIOTUTHKH O0€30TIaCHOCTH ...
*nmapamMeTpoB 0€30MaCHOCTH *CUMMETPUYHBIX KPUIITOTPaPUIECKUX
npeoOpa3oBaHuil *npaB Mojib30BaTeNIeH *MoICTAHOBKH *TaMMUPOBaHUS
*aynura

56. B cocras eBpomneiickux kpurepues I[ITSEC no nndopmannonHoi
0€3011acCHOCTH BXOJIHT ... IIEJIH 0€301aCHOCTH KOHPHICHIIMAIEHOCTh
rH(GOPMAITUH 3aKPBITOCTh HH(POPMAIIUHY TIETOCTHOCTh HHPOPMAITHH
3aIUIIEHHOCTh OT MPOHUKHOBEHNUs crieniuduranust GyHKIUI 0€30MacHOCTH
57. K Buam naopManmy ¢ orpaHu4eHHBIM JOCTYIIOM OTHOCHTCS ...
npoeccuoHaIbHas TalfHa TOCYy/IapCTBEHHAS TaifHa MTepCOHALHBIC JaHHEIC
ciry>xeOHas TaifHa OOIIeCTBEHHbBIE JaHHBIC TPOMBIIIUIEHHAs TaliHa

58. YTUINTBI CKPBITOTO YIIPABIEHHS MO3BOJIAIOT ... TIepe3arpyxarhb
KOMIIBIOTEP 3aIlyCKaTh U YHUUTOXKATh (ailsibl IPUHUMATh U OTIPABIISATE (paiiibl
MEPEerMEHOBBIBATH (halilIbl ¥ UX PACIIUPEHUS BBOJIUTH HOBYIO HH(POPMAIIHIO
59. B cocras eBponeiickux kpurepues ITSEC no nnpopmannonHoi
0€30I1acHOCTH BXOJIHT ... ONMHMCAHNE MEXaHH3MOB 0€30MacHOCTH JOCTYITHOCTh
nH(pOopMaIui KOHQUIEHIIMATHHOCTh HH()OPMAIIUHY 3AIMUAIIICHHOCTh OT
BO3/ICHCTBHIA TTOJTHOTA UHpOpMaIHH 1enu Oe3omnacHocTy 60. Y cTaHOBKa
nunersnonHoro [10 sBisercs ... 00A3aTeNnbHBIM KPUTEPUEM
WHPOPMAITMOHHON 0€30MacHOCTH OECIOIe3HOM TPaTol KOPIOPATUBHBIX
JICHEKHBIX CPEJICTB HE00S3aTeIbHBIM KpUTEpHeM HH(HOPMaLnOHHON
6e3omacHOCTH
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61. CaHKIIMOHUPOBAHHBIN JTOCTYI K MHQOPMAIIMU — 3TO ... *JJOCTYH K
nHpOpPMaLUK, HE HAPYLIAIOIINHA yCTaHOBJICHHBIE MIPaBUia Pa3rpaHUueHUS
JocTyna *CoOBOKYIHOCTH NPaBMII, PETIIaMEHTHPYIOIIMX MOPSIOK U YCIOBUS
nocTymna cy0bekTa K HH()OPMAIMK 1 €e HOCUTEIISIM *ITHII0 I IIpoLece,
OCYIIECTBIISIOIINE HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HHPOpMaIUH
**HapylleHWe YCTaHOBJICHHBIX MPAaBHJI pa3rpaHUYeHuUs JOCTyIa *COBOKYITHOCTD
MPaBMII AOCTYMA K HHPOPMAIINHY, YCTAHOBJICHHBIX MTPABOBBIMH JOKYMEHTaMH
WM COOCTBEHHHKOM OO BiajienbIieM HH(popMaImu

62. UndopmarnmonHas 6e300acHOCTS, 10 3aKOHOAATENLCTBY PD, — 310 ...
**METOHOJIOTUUECKUH MOIX0 K 00ecTieueHUI0 0e30MaCHOCTH *MapKETHHT
*COCTOSIHUE 3aLIUIEHHOCTH HallMOHAJIbHBIX HHTEpecoB PO B
nHPOPMALMOHHOH chepe, ONpeAeTIOIUXCS COBOKYITHOCTBIO
cOaaHCMpPOBAaHHBIX HHTEPECOB JMYHOCTH, OOIECTBA M rocyapcTBa *cBoa
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HOPM, COOJTIIOJICHNE KOTOPBIX MPU3BAHO 3aIIUTHUTh KOMIBIOTEPHI U CETh OT
HECAaHKLIIMOHUPOBAHHOI'O AOCTYIA *COCTOSIHUE 3alUILICHHOCTU
WHPOPMALIMOHHOHN cpelibl 00IecTBa, oOecneunBarolee ee opMUpOBaHHE,
WCTIONB30BaHKE U pa3BUTHE B MHTEpPECax IpakJaH, OpraHu3alui, rocyaapcTBa
63. Ayrertudukanus cyObeKTa — 310 ... *TpoIierypa pacro3HaBaHHS
cyOBeKTa 1Mo ero uAeHTH(HUKATOPY *TIpoBEpKa MOAITUHHOCTH CYOBEKTa C
JaHHBIM UIEHTH()UKATOPOM *yCTaHOBIICHHE TOTO, SIBISIETCS JIN CYOBEKT
HWMEHHO TeM, K€M OH ce0st 00BsIBHI *IpoleaAypa NPEI0CTABICHUS 3aKOHHOMY
CyOBEKTy COOTBETCTBYIOIIMX OJTHOMOYMH U JOCTYIHBIX PECYPCOB CHCTEMBI
*yCTaHOBJIEHHUE JIUII WK TMPOLECCOB, OCYIIECTBIISIOIINX
HECaHKIMOHUPOBAHHOTO AOCTYIa K HHPOPMAIH

64. Aynut nHbOpMAIIOHHON O€30IIaCHOCTH — ATO. .. *OIIeHKa TeKYIIEeTo
COCTOSIHHS CHCTEMbI HH(POPMAITMOHHOW 0€30ITacCHOCTH *TIpoBepka
HCTIONB3YEeMBIX KOMIaHHeH HH)OPMAIIMOHHBIX CUCTEM, CUCTEM 0€30IacCHOCTH
*3TO TIPOBEPKA CIIOCOOHOCTH YCIEITHO MTPOTUBOCTOATH YyTpo3aM *crennaibHas
IIPOBEPKa COOTBETCTBHUS OpPraHU3aluy U 3(pPeKTUBHOCTH 3aIIUTHI
nHpOpMAaLUK *yCTaHOBICHHBIM TPEOOBAHHUAM W/HIIM HOPMaM

65. IIporpammel keylogger ncnonb3yroTes Ui ... *yaaneHus: BUpycoB *cOopa
nHGOpPMaLUK, BBOIUMOH C KIaBUATYpPbl *yaajeH:us IporpaMM-LIINHOHOB
*KOHTPOJISI 32 COCTOSTHIEM IIEHTPAIBHOTO MPOoIieccopa

66. OTmuuTenpHast 0COOEHHOCTh KOMITBIOTEPHBIX BUPYCOB TI0 CPABHEHUIO C
JIPYTUM BPEIOHOCHBIM IIPOTPAMMHBIM 00€CTIEYeHHEM — UX CTIOCOOHOCTH ... *K
CaMOBOCHIIPOU3BEICHHUIO *YHUYTOXATh HHPOPMAIHIIO *coOMpaTs MHPOPMAIIHIO
*[OBBICUTH PUBHUJIETUH B CHICTEME

67. B eBpomneiickux kpurepusix 6e3omnacHocty [TSEC ycraHOBNIEHO ... KIaccoB
6e3onacHoctu 578 10 12 15

68. HeBepHo, uTo 3amuTa HHOOPMAIIUU BCTPOCHHBIMH METOIaMH TTPHUKJIATHBIX
MPOTpaMM MOKET OCYIIECTBIISIETCS B HAMPABIICHUH ... *ayanuTa *00phObI ¢
MaKpOBUpPYCaMH *KpHUIITOrpauecKoro 3aKpbITus *pasrpaHuueHust JOCTyNa K
JTAHHBIM

69. HeBepHo, 4TO K KCTOYHUKAM YIpo3 HHPOPMAIIMOHHON 0€3011aCHOCTH
OTHOCATCS ... *4yenoBeueckuil pakTop *nmpaBoBbIE aCHEKTHI
(hyHKIIMOHUPOBaHUS HC *cTUXMiTHBIE OeACcTBHA *ammapaTHbie cOon *OmmoOKH
MPOEKTHUPOBAHUS U pa3pabOTKH HC

70. HeBepHo, uTo K cepBrucaM 0€30MacHOCTH, UCTIOIb3yEMbIM B
pacrnpeesieHHbIX CHCTEMAaX U CETSAX, OTHOCUTCA ... *UIeHTU(UKALHS
*ayTeHTU(UKAIMS *MapmpyTu3anus *pazrpaHAueHne JI0CTyIa
*IKpaHUPOBAHUE U TYHHEIHMPOBAaHHUE

71. HeBepHO, 4TO K OCHOBHEIM BHJIaM CHCTEM OOHAPYKEHUS BTOPIKEHUH
OTHOCSITCS ... CHCTeMBbI *ceTeBble *IOKaJIbHBIE *MeKCEeTEBbIC

[lepeueHb TeM KOHTPOJBHBIX PAOOT MO JUCIUILIMHE O0YYAFOIIHUXCS 3204HON (OpPMBI 00yUEHHUS,
MpeICcTaBIICHEI B TabmuIe 19.

Tabmuia 19 — [lepeueHb KOHTPOJIBHBIX PAOOT

Ne o/t [lepedyeHb KOHTPOJIBHBIX PadOT

He npenycmoTpeno

10.4. Meroanueckue MaTepuaibl, ONPEHEIAIOINE MPOUEAYPbl OLEHUBAHUSA HWHIUKATOPOB,
XapaKTePU3YIOIUX dTanbl ((OPMUPOBAHUS KOMIIETCHIUH, COEPIKATCS B JIOKAJIHHBIX HOPMATUBHBIX aKTax
T'VAII, pernaMmeHTUpPYIOIUX NOPAIOK U MPOIEAypy MPOBEACHUS TEKYIIEro KOHTPOJS yCHEBAEMOCTH U
MIPOMEKYTOUHOM arTectanuu odydarommxcs ['Y AIL

11. MCTOI[I/I‘ICCKI/IC YKa3zaHus AJ1d O6y‘laIOH_II/IXC$I 10 OCBOCHHIO JUCIHHITIIMHBI




enpto u3ydeHns TUCHUILIMHBI «be30MacHOCTh ONEPALMOHHBIX CUCTEM» SIBISETCS TEOPETUYECKAs
W TMpaKTU4ecKasl MOATOTOBKA CIEIHATINCTOB K AEATEIBHOCTH, CBA3aHHON ¢ IPUMEHEHNEM 3alUIIECHHBIX
OTIEPALMOHHBIX CHCTEM, & TAKXKE CPEJICTB M METOA0B OOECIeUEeHNUs 3aIUTh HHPOPMAIK B OTEPaluOH-
HBIX CHCTEMaX.

3agauu TUCUUIUIMHBL

—H3y4YeHHe TePMHUHOJIOTUH, NOHATHUHHOTO ammapara ¥ OOLIMX HOAXOIO0B K obecneueHHto nHGOp-
MAaIMOHHOM 0€30MacHOCTH ONEPAIMOHHBIX CUCTEM;

—H3y4YECHHE CPEICTB U METOJO0B YIPABICHHS JOCTYIIOM B 3aIIUIICHHBIX ONEPALIMOHHBIX CHCTEMAX;

—H3y4YeHHE CPEACTB U METOJOB ayTeHTU(HMKALMHU M10Jb30BaTENEH B 3aIUIICHHBIX ONEPallMOHHBIX
CUCTEMaX;

—H3y4eHHE CPEJCTB U METOJOB pean3alliy ayJAuTa B 3aIlUILIEHHBIX ONEPA[MOHHBIX CHCTEMAX;
U3y4EHHUE CPEACTB U METOAOB MHTETPALMN 3alMIIEHHBIX ONEPAIIIOHHBIX CHCTEM B 3AIIUIICHHYIO CETh.

MeTtoanyeckne yKazaHus I 00y4al0IMXCcs M0 0CBOCHHIO JIEKIIMOHHOI0 MaTepHuaJia

OcHOBHOE Ha3HAYECHHUE JICKIIMOHHOTO MaTepualia — JIOTHUECKH CTPOIHOe, CHCTEMHOE, TITy0OKoe
ACHOE U3JIOKeHue yueOHoro mMarepuana. HasHauenne cOBpeMEHHOH JIEKIMH B paMKaxX JUCLUIUIMHBI HE B
TOM, 9YTOOBI TONYYUTHh BCIO HH(OPMAIMIO IO TeMe, a B OCBOCHHMU (DyHIaMEHTAIBHBIX MPOOIIeM
JUCITUILTAHBI, METOJIOB HAyYHOTO IIO3HAHWS, HOBEWIIMX OCTWKCHHN HAaydyHOW MbICIH. B yueOHOM
Ipolecce JEKUUs BBIIONHAET METOAOJOTHYECKYI0, OPraHU3alMOHHYI0 U MH)OPMALMOHHYIO (YHKLUH.
Jlexiust pacKkpbIBaeT MOHSATHHHBIN ammapar KOHKPETHOW OONacTH 3HaHWs, €€ MPOOJIEMBI, JaeT IEeTbHOe
MIpeJICTaBIEHUE O AUCLUIUINHE, TOKa3bIBAET B3aUMOCBS3b C APYTUMHU JTUCIUIUINHAMH.

[Tnannpyembie pe3yabTaThl OPU OCBOCHUH 00yYaromumMcs JIEKIIMOHHOTO MaTeprana;

— TIOJIyY€HUE COBPEMEHHBIX, LEJIIOCTHBIX, B3aHMMOCBSA3aHHBIX 3HAHWH, YPOBEHb KOTOPBIX
ONpENEISETCS LENIEBOM YCTAHOBKOM K KaXX10M KOHKPETHOU TeMe;

—  TIOJyYeHHE OMbITa TBOPUYECKOH pabOThl COBMECTHO C IPENoaBaTelieM;

— pasBuTHe NMPOoeCCHOHATBHO—AENOBBIX KAa4yecTB, JIOOBU K MPEAMETY U CaAMOCTOSTEIHHOTO
TBOPYECKOTO MBIIUICHHUS.

—  TIOsIBJIGHWE HE0OXOJIMMOT0 HHTepeca, HEOOXOAMMOTO JJISl CAMOCTOATENILHON paboThI;

— TIOJIyu€HHE 3HAaHUH O COBPEMEHHOM YPOBHE pa3BUTHS HAyKH W TEXHHKH M O MPOTHO3E HMX
pa3BUTHUS Ha OirKaiiime rojsl;

—  Hay4uTCsS METOJIUYECKH 00padaThiBaTh MaTepual (BBIIEIATE IJIaBHBIE MBICIH U TOJ0XKEHUS,
NPUXOANUTH K KOHKPETHBIM BBIBOJAM, TIOBTOPSTH UX B Pa3IMYHBIX POPMYITHUPOBKAX);

—  TOJy4eHHE TOYHOTO MOHWMAaHHMS BCeX HEOOXOANMBIX TEPMUHOB M MOHSATHH.

JIeKIMOHHBIM MaTepuall MOXKET CONPOBOXKIATHCSA NEMOHCTPALMEN CIalloB M MCIIOIb30BAHUEM
pa3gaToOYHOTO Marepuaja INpH TPOBEJICHHH KOPOTKUX JUCKYCCHH 00 OCOOCHHOCTSIX IPUMEHEHUs
OTJIENBHBIX TEMATHK 10 TUCIUIIINHE.

CrpyKTypa npeocTaBIeHNs JEKIIMOHHOIO MaTepyania:

— Tewma Ne 1. [TonsiTHe 3alTUIIICHHON OTIEPAIIMOHHON CUCTEMBI

— Tema Ne 2. YrpaBieHnue JOCTYIIOM

— Tema Ne 3. Unentudukanys, ayTeHTHOUKAIS U aBTOPU3AIHS

— Tema Ne 4. MHTeTpatust 3aUIICHHBIX ONIEPAIIMOHHBIX CUCTEM B 3aNTUIICHAYIO CETh

MeTtoauyeckne yKkazaHus AJs 00y4aommxcs M0 MPOX0KAeHUIO Ja00paTOPHBIX padoT

B xone BbimosnHeHHs 51aOOpaTOpHBIX pabOT OOydYarOMIMKCS AOJKEH YIIYyOMTh U 3aKpenuThb
3HaHWA, TPAKTUYECKHE HABBIKH, OBIAJETh COBPEMEHHOW METOAWKOW M TEXHHKOW JKCIepUMEHTa B
COOTBETCTBHH C KBaIH(PHKAIIMOHHON XapaKTepUCTHKON oOydwaromierocd. BeimomHeHue mabopaToOpHBIX
paboT COCTOHUT M3 IKCIIEPUMEHTAIBHO-IPAKTUIECKOH, PACUETHO-aHATUTUIECKON YacTeld 1 KOHTPOJIBHBIX
MEpPOIPUATHH.

Brimonnenne nabopatopHbIX paboT 00y4YaIOMIMMCS SBIISETCS HEOTHEMIIEMON YacThl0 U3yUYCHUS
JUCLUIUIMHBI, ONpeaessieMoil y4eOHbIM IIIaHOM, B OTHOCHTCSl K CPeJICTBaM, 00ECTIEUHBAIOLINM PELICHNE
CIIEIYIOIINX OCHOBHBIX 33/1a4 y 00y4aroImerocs:

— mpuoOpeTeHHe HaBBHIKOB HMCCIEAOBAHUS IPOIECCOB, SIBICHWH M OOBEKTOB, HM3y4aeMBIX B
paMKax JaHHOM JUCLUILINHEIL,

—  3aKpelieHue, pa3BUTUE U AeTalu3alys TEOPETHUECKUX 3HAHUH, IOJIYUEHHBIX Ha JICKIMX;

— IOJy4eHHe HOBOM MH(pOpMAIUK [0 H3ydyaeMOM JUCLUILINHE;

—  TpHOOpPETCHHE HABBIKOB CAMOCTOSATEIHLHOW pPabOTBI ¢ 1abopaTopHBIM OO0OpYIOBAaHHEM U
mpudopamu.



3ananue U TPeOOBAHHA K NMPOBEIEHHUIO JIA00PATOPHBIX PadoT

3amanus Ui 1a00paTOPHBIX PalOT 3aKIIOYAIOTCS B PELICHWH 33/1a4, PACCMOTPEHHBIX B XOJE
JIEKIHHA, TAKAX KaK:

e VYmpasnenue qoctyrnom B Linux
VYupasienue goctymnom B Windows
AHanm3 onepanyuoHHBIX CHCTEM
CpencrBa ayTeHTH()HUKAIINA OTIEPAIIIOHHBIX CHCTEM
VYupasienue cpencrBamu ayTenTudukanuu B Linux
VYupasienue cpencrBamu ayTenTudukanun B Windows
JIOKyMEHTHPOBaHHE TTOJIUTUKH O€30IIaCHOCTH
LleHTpann3oBaHHOE [UIAHUPOBAHUE TIOJIMTHKK 0€30IacHOCTH B Jiecy qomeHoB Windows
IenTpanu3oBanHOE IIAHHPOBAHKE TIONIUTHKH Oe3omacHocTr B Linux
JlaGopaTopHble 3aHATHS MPOBOJATCS IIOCTE YTCHHS JICKIHMH, NAIOMIMX TEOPETHYECKHE OCHOBBI
JJIA UX BBIIIOJTHCHUS. I[OHYCKEICTCH BBIIIOJTHCHUC J'Ia60paTOpHI)IX 3aHATHUN A0 IPOYTCHUSA JICKHHﬁ C IICJIBIO
o6nerquI/1$1 HN3Y4YCHHUA TCOPETUYCCKOIO Mar€puajia IIpU HaJIUYUKN OINMMCaHuM pa60T, BKIIIOYAKOIUX
HEOOX0/IMMbIE TEOPETHYECKUE CBEIACHHS WINM CCHUIKM HAa KOHKpPETHBIC y4eOHBIC M3aHHs, COAEpIKAIIne
3THU CBE/ICHHUS.

[IpenonaBarens UMeeT MPaBO OMPEACITH CoAepKaHue TabopaTOpHBIX paboT, BEIOUPATh METOIBI
U CpeJCTBa MPOBEICHNUS JTaOOPATOPHBIX UCCIEIOBaHU, HanOOoJIee MOTHO OTBEYAIOIINE X OCOOCHHOCTSIM
1 00eCTIeunBAIOIIIe BEICOKOE Ka9eCTBO yUeOHOT0 Iporiecca.

[IpenonaBarens QopMupyer pyOeKHBIE M HTOTOBBIC PE3YNbTaThl (PEUTHHTH) CTyACHTa IO
pe3yibTaTaM BBIITOTHEHHUS Ta00paTOPHBIX padorT.

Ha maGopaTtopHOM 3aHSITHH CTYACHT UMEET MPaBO 3a/1aBaTh MPENoaaBaTento u (Win) 1abopaHTy
BOIIPOCHI IO COJEP)KAaHWIO M METOJIUWKE BBIMOJHEHHS pPAaOOTHI M TpeOOBaTh OTBETa MO CYIIECTBY
oOpaiteHusl.

CTyzneHT MMeeT NMpaBo Ha BBIOJHEHHE J1a0OpaTOPHOI PabOThI MO OPUTMHAIBHONW METOJIHUKE C
corjacusi TpenojaBaTelss W IOJ €ro Hag30poM — IpH Oe3yCIOBHOM COOJIIOCHHH TpeOOBaHMI
Oe3omacHOCTH.

K BeIMIONHEHNIO TaOOPATOPHOH paOOTHI IOMYCKAIOTCS CTYJCHTHI, MOATBEPIUBIINE TOTOBHOCTh B
o0pemMe TpeOOBaHMI, COIEpKAIIMXCS B METOAMYECKUX YKa3aHUAX K JIaDOpaTOpHO# pabore M (Wim) B
YCTHBIX IIPEABAPUTEIbHBIX YKA3aHUAX MIPEIOaBaTEII.

B xome naGopaTOpHBIX 3aHATHA CTYIEHTHI BEIYT HEOOXOIUMBIC 3allMCH, COCTABJIAIOT (110
TpeOOBAaHUIO TPETOJaBaTENs) HTOTOBBIH MMCHMEHHBIN O0TY4eT. Ha 1epBoM 3aHATHH LUKIIA JTa00PaTOPHBIX
paboT mpenoaBarelb JOJDKESH 1aTh KOHKPETHBIE YKa3aHUs MO COCTaBJICHUIO W O(OPMIICHHIO OTYETOB C
HEeNbI0 obecrieueHns equHo00pasus. B 3aBHCHMOCTH OT OCOOGHHOCTEH IMKIIA JIAOOPATOPHBIX 3aHATHIMA
OTYET COCTABILIETCS KaXKIBIM CTYACHTOM WHIMBHIYaJbHO, JIMOO OoOmuMil oT4eT — moArpymnmoi m3 2-3
crynenroB. Ilo okoHuaHuum nabopaTopHOW pPabOTHI CTYAEHTHI OOS3aHBI NPEICTABUTH  OTYET
IIPENOJABATENI0 Ul INPOBEPKU € Mocieayromend 3amurod. Ilo cormacoBaHMo ¢ IpenojaBaTesieM
JIOITyCKaeTCsl TIPEeJICTaBlICHHE K 3alllUTe OT4YeTa O JIAOOPaTOPHOH paboTe BO BpeMs CIIEAYIOIIETO
71a00paTOPHOTO 3aHATHS WM B MHANBHUyalbHbIE CPOKH, OTOBOPEHHBIE ¢ IpenoaaBareneM. Jlomyckaercs
IO COTJIACOBAHMIO C MPEToIaBaTelieM NPECTaBIISATh OTUET 0 JabopaTopHol paboTe B 3JICKTPOHHOM BHJIE.

JlaboparopHOoe 3aHSTHE COCTOUT M3 CICIYIONIMX DIIEMEHTOB: BBOJHAS 4YacTh, OCHOBHAas H
3aKIIIOYUTENBHAS.

BBoaHas yacth o0ecrieunBaeT MOJATOTOBKY CTYAEHTOB K BBIIIOJHEHHUIO 3aJaHUi paboThl. B ee
COCTaB BXOJIST:

— ¢dopMyaMpoBKa TeMBI, LEIM W 3aJad 3aHATHS, OOOCHOBaHME €ro 3HAaYMMOCTH B
npodeccCHoHaNbHON OATOTOBKE CTYACHTOB;

— M3II0KEHHE TEOPETUIECKUX OCHOB paboThI;

— XapaKTepHUCTUKa COCTaBa M 0OCOOEHHOCTEH 3a7jaHmii pabOTHl U 00BIICHEHNE METOAOB (CIIOCOOOB,
NPHUEMOB) UX BBIIOJIHEHHUS;

— XapaKTEepUCTHKA TpeOOBaHUH K pe3yJbTaTy padOTHI;

— MHCTPYKTaX IO TEXHUKE OE30ITaCHOCTH ITPHU SKCILTYyaTAIMH TEXHUUECKHUX CPE/ICTB;

— MPOBEpKa FOTOBHOCTH CTYACHTOB BBIIIOTHATD 3a7aHusl paboThI;

— YKa3aHHsI IO CAMOKOHTPOIIIO PE3yJIbTaTOB BHITIONHEHHS 33aJaHUI CTYICHTaMH.

OcHOBHAas 4acTh BKIIFOYAET MPOIECC BHITIOJHEHHUS JTa00paTOpHOi paboThl, 0OpMIICHHE OTYETa U
ero 3amuty. OHa MOXET CONPOBOXKAATHCS JOMOJHHUTEIBHBIMU Pa3bICHEHUSAMH 110 XOAy paloTHl,



YCTpaHEHHEM TpPYAHOCTEH IpH €€ BBINOJHEHHUH, TEKYIIUM KOHTPOJIEM M OLEHKOH pEe3yJIbTaToB
OTIENbHBIX CTYACHTOB, OTBETaMHM Ha BONPOCHl CTYAEHTOB. Bo03MOXXHO mpoOHOE BBIIIOJHEHUE
3aJaHus(Uii) oA PYKOBOACTBOM IpenoaBaTess.

3aKIIounTENbHAS YaCTh COAEPHKUT:

— MO/IBEJICHNE OOLINX UTOTOB 3aHSTHS;

— OLICHKY Pe3yJIbTaTOB PadOThl OTAEIBHBIX CTYIEHTOB;

— OTBETHI Ha BOTIPOCHI CTYJICHTOB;

— BbIJauy PEKOMEH/IAIMH 110 YCTPAHEHHIO IPOOEIOB B CUCTEME 3HAHUK U YMEHHUN CTYACHTOB, IO
YIIYYIIEHUIO PE3YyIbTaTOB PaOOTHI;

— cOOp OTYETOB CTYACHTOB U TPOBEPKH, U3NOKEHHE CBEICHHM, KacaIOMIUXCs MOATOTOBKH K
BBITIOJTHEHUIO CIIEAYIOIIEH paboThI.

BBoaHas 1 3aKI0YUTENbHAS YAaCTH JTa00OPATOPHOTO 3aHATHUS IPOBOAATCS PpoHTaNbHO. OCHOBHAS
YaCTh MOYKET BBIIOJIHATHCS MHAUBHIYaIbHO WM KOJJIEKTHBHO (B 3aBUCHMOCTH OT ()OPMBI OpTaHU3alNuU
3aHATHSA).

Crpykrypa u ¢opma otuera o 1adopaTtopHoii padore

Otuér mo maboparopHoii paboTe odopMmIseTCs WHIUBUAYATBHO KAXKIBIM CTYICHTOM,
BBITIOJTHUBIIUM HEOOXOAMMBIE (HE3aBHCUMO OT TOTO, BBIITOJHSIICS JIM SKCIEPUMEHT HHIUBHUYATBHO HITH
B COCTaBe Ipymmbl cTyaeHTOB). CTpaHMLBl OTYETa CJIEIyeT NPOHYMEpPOBAaThb (TUTYJIBHBIA JIUCT He
HyMepyeTcs, lajee UAeT CTpaHuma 2 v T.4.). TUTyIpHBINA JUCT OTYETA JOJDKEH cofepxarh (ppazy: «OTuér
no saboparopHoii pabore «Ha3Banume paboOTB», YyTh HKXKE: BBIMONHWI CTyIEHT TpymHmbl (HOMep
rpynnsl) (Pamunust, vHUIKANE)». BHU3Y ucTa cienyeT ykasate TeKymmid rog. Hanpumep, OTtuér mo
naboparopHoil pabore Ne (HomMep paboThl) «BBeleHHe B CIIEKTPAIBHBIN aHAN3», BEIMOIHUI CTyneHT
rpymnsl 5221 WBanos WM. Bropas cTpanuma Tekcra, cieaymoomas 3a TUTYJIbHBIM JIMCTOM, JOJDKHA
HauuHaThcs ¢ myHKTa: Llenb pabotel. OTYET, Kak MpaBUIIO, TOJDKEH COAEPKaTh CICAYIONINe OCHOBHEIC
paszmensl:

1. Lenp paboTsr;

2. Teopetnueckas 4acTh;

3. [IporpamMmmHOe obecnieueHne, HCIOIb3yeMoe B pabore;
4. Pe3ynbTarsl;

5. BeIBOJIBI.

B ciy4yae HeoOX0AMMOCTH B KOHIIE OTYETA TIPUBOAUTCS IEPEUEHb JIUTEPATYPHI.

TpeGoBanus K 0opMIIeHHIO 0TYETA 0 JIA0OPATOPHOI1 padoTe

Teoperuueckasi yacTh 0JDKHA COAEPKaTh MUHUMYM HEOOXOIAMMBIX TEOPETUYECKUX CBEACHHUH O
npeameTHOH obmactu. He crnenyer komupoBaTh IIEJIMKOM WM YacTUYHO METOJMYECKOE IOocoOue
(ommcanme) mabopaToOpHOH pabOTHI WITH pa3/ieisl yueOHUKA.

B pasgene IlporpamMmHOe oOecrniedyeHne HEOOXOOUMO ONMCATh, C IIOMOIIBIO KaKUX
WHCTPYMEHTAIBHBIX CPEACTB U KaKUM 00pa3oM ObUTH pa3paboTaHbl MOJEIH M TONTYyYeHBI Pe3yIbTaThl.
Pucynku, Onmok-cxeMbl, omnmcaHHe MOJETH U e€ 0cOoOeHHOCTel, HEOOXOAMMOCTh OTIAJKU — BCE 3TO
JOJDKHO OBITH MPEACTABICHO B YKa3aHHOM paszedie.

Paznen Pe3ynbTarhl BKIIOWaeT B ce0si CKPUHIIOTHI MPOTPaMMHOTO TPHIIOKEHUS, MOTYYECHHBIE
NpY  BBIONHEHWW JIa0OpaTOpHO paboThl. PucyHku, rpadukn W TaOMUIBI HYMEpYIOTCS |
MOJIMTUCBIBAIOTCA 3ar0JIOBKaMH.

BrIBOABI HE AOKHBI OBITH MPOCTHIM NMEPEYUCICHUEM TOTO, UTO CAETAaHO. 31€Ch BaXKHO OTMETHUTD,
KaKhe HOBBIC 3HAHUS O TPEIMETE UCCIE/IOBaHUS ObUIM MOJYYEHBI MPU BBITIONHEHUH Pa0OThI, K YeMy
NpUBENO OOCYXKICHHE PEe3yJIbTaTOB, HACKOJIBKO BBIIIOJHEHA 3asBJICHHAS Lelb padoThl. BriBoabl 1Mo
paboTe KaXKIbli CTYAEHT [elaeT CaMOCTOATeNbHO. B ciydae HeoOXoguMocTH B KOHLE OTYETa
npuBoauTcs CHIHCOK JNHUTEPaTyphbl, WCIOJB30BAaHHONW NpH MOATOTOBKE K pabore. B Tekcte oTuéra
JIeNAoTCs KpaTKhe CChUIKM Ha JuTepaTypy (Y4eOHWKH, CIIPABOYHWUKH, WHBIC HCTOYHUKU...) HOMEPOM B
KBaJpaTHbIX CKOOKax, Hamp., [1]. JlureparypHble MCTOYHHKM HYMEPYIOTCA [0 MEpE MX IOSBIICHHS B
TekcTe oTuéra. B KoHIE oTuéTa Maércs mx moApoOHbI crucok. Ha Bce MCTOYHMKY CITUCKA JIMTEPaTyPHI
JTOJKHBI OBITh CCBITKM B TEKCTE OTUETA, TaM, I/Ie 3TO HEOOXOANMO.

[Ipu cnade oTuéra MpemoaaBaTeNb MOXKET CHAENATh YCTHBIE M MHCHMEHHBIC 3aMEYaHus, 3a]aTb
JIOTIOJTHUTENbHBIE BOMPOCH.. Bce OTBETH Ha JOMOJIHUTENBHBIE BOMPOCHI, OOCY)KIOCHHS BBIMOJIHSIOTCS
CTYAEHTOM Ha OTIEJbHBIX JIUCTAX, BKIFOYAEMBIX B OTUYET (IIPH ITOM B TEKCTE OCHOBHOI'O OTUETA JiEIaeTCsl
CHOCKAa WJIM JpYrod 3HAYOK, KOTOPOMY OyZeT COOTBETCTBOBATh HOBBEIM Marepuan). llpm »ToM
MUCbMEHHBIE 3aMEYaHusl MPEToAaBaTessl TOJDKHBI OCTaThCs B TEKCTE Ml SCHOCTH JUHAMUKHU pabOThI Haj
OTYETOM.



O0béM oTuéTa HOIDKEH OBITH ONTUMAIBHBIM JUIS NMOHMMAHMS TOTO, YTO M KaK CHENIAJ CTYICHT,
BBIIONHSST pabory. OOs3arenpHble TpeOOBaHMS K OTYETY BKIIOYAIOT OOIMIYI0 W CIEUAIBHYIO
TPaMOTHOCTH U3JI0KEHHS], & TAKIKE aKKYpaTHOCTb OQOPMIICHHSI.

[Mocne npuéma npenogaBaTeneM OTIET XPAHUTCS Ha Kadeape.

MeToauueckue yKa3aHus 1Jisl 00y4AIONIUXCS M0 MPOXO0KIEHHI0 CAMOCTOSITEbHOI paGoThl

B xoze BBIMONHEHHS CaMOCTOSITENBHOW pabOThI, 00YUaIOIINIiCs BHIIOIHACT PadOTy MO 3aJaHUI0
U TIPY METOAMYECKOM PYKOBOJICTBE TIPETIOAaBaTelsl, HO 03 ero HelmoCcpeICTBEHHOTO YYaCTHS.

Juis oOygarormmxcs 1Mo 3a04HO0# hopMe 00ydeHHs, CaMOCTOATENbHAS PaboTa MOXKET BKJIFOYATh B
ce0s1 KOHTPOJIBHYIO PaboTYy.

B nmpouecce BbINONHEHHS CaMOCTOSTENbHOW paboThl, y oOywaromerocs QopMupyercs
1enecoodpa3Hoe TIAHUPOBaHUE PAbOYEero BpeMEHH, KOTOPOE TIO3BOJISIET UM Pa3BUBATh YMEHHUS U HABBIKH
B YCBOCHHUH U CHCTEMAaTU3aIMH IPUOOpETaeMbIX 3HaHUH, 00ecIIeYnBaeT BEICOKUI YPOBEHB YCIIEBAEMOCTH
B IepU0]] 00yUYCHUsI, TOMOTACT TOJyYUTh HABBIKHU MOBBIIICHHS PO()ECCHOHATBHOTO YPOBHSI.

MeToanyecKuMH MaTepualiaMH, HampaBISIONIMMH CAMOCTOSATENLHYI0 PaboTy 00ydaroimuxcs
SIBTISIFOTCS:

—  y4eOHO-METOAUYCCKHUI MaTepual M0 AUCIUILIAHE;

— METOJMYECKHE YKa3aHWs 10 BBHIMOJHEHHWIO KOHTPOJBHBIX Pa0OT (g oOydaromuxcs Io
3a0YHON opmMe 00ydeHus).

Meroanueckue yKazaHus I O0y4alIIMXCsl IO MPOXOXKICHUI0 IPOMEKYTOYHOM
aTTecTalMu

[IpomexxyTouHas aTTecTanusi 0Oy4alOUIUXCs MpeIyCMaTpUBaeT OLIEHUBAHUE MPOMEXKYTOUHBIX U
OKOHYAaTEJIbHBIX PE3YJIbTATOB 00y4eHus 1o aucuuiuiuie. OHa BKIIIOYAaeT B ceOsl:

— JK3aMeH — GopMa OLEHKH 3HAHWH, MOTYYEHHBIX 00y4aroImuMcs B Mpolecce U3ydeHHsl BCei
JUCHUIUIMHBl WM €€ YacTH, HAaBBIKOB CaMOCTOSITEIBHOW pabOoThl, CHOCOOHOCTH HPUMEHATh WX JUIS
pelIeHns MPaKTUYEeCKUX 3a/1ad. DK3aMeH, KaK MPaBHiIo, MPOBOAUTCS B MEPHUO IK3aMEHALIMOHHOM ceccun
W 3aBepIIacTCs  aTTECTAllMOHHOW  OIEHKOW  «OTIIMYHO», «XOPOIIO»,  «YIAOBIETBOPUTEILHOM,
«HEYIOBJIETBOPUTEIBHO».

— 3a4eT — 3T0 $opMa OICHKH 3HAHUH, MOJyYEeHHBIX 00yJaroImuMcs B X0/1€ U3y4eHHs Y1eOHOMH
JTUCIUIUTAHBI B IIEJIOM MJIH TPOMEXYTOUYHAas (110 OKOHYaHHWU CEMECTpPa) OLIeHKa 3HaHUI 00yJaromuMcs 1o
OTJIENBHBIM pa3JesiaM AUCHUILUINHBI C aTTECTAllMOHHON OLIEHKOH «3a4TEHO» WIN «HE 3aUTCHOM.

— auddepeHIpoBaHHBIN 3a4eT — 3TO (QopMa OLEHKH 3HAHUH, MOJYYEHHBIX O0YdYaromIHUMCs

0Py W3YYEHUHM JAWCLMIUIMHBI, HPU BBIIOJHEHUH KYPCOBBIX MPOEKTOB, KYpCOBBIX paboT, Hay4dHO-
HCCIIEIOBATEIBCKUX PA0OT M MPOXOKICHUN MIPAKTHUK C aTTECTAIIMOHHOM OIIEHKON «OTINYHOY, «XOPOIIO»,
«yZlOBJIETBOPUTEIILHOY, «HEYIOBJICTBOPUTEILHO.
Cucrema OLIEHOK IpU MPOBENECHUU IMPOMEXKYTOUYHOHW aTTECTAllMM OCYILECTBISETCS B COOTBETCTBHH C
tpeboBanusiMu [lomoxkennii «O TekylmeM KOHTPOJIE YCIIEBAEMOCTH W IPOMEKYTOYHOH aTTecTaluu
crynentoB ['YAIL, oOy4armomuxcsi Mo mporpaMmaM BbICIIEro ooOpazoBanusiy u «O MOIYJIBHO-
PEUTHHIOBOI cUCTEME OLICHKH KauecTBa yueOHoM paboThl cTyneHToB B [ 'Y All».



JIuct BHeceHUs M3MEHEHNH B pab0UyI0 MPOrpaMMy AUCIIATIIHBI

Jlata BHECEeHUs
M3MEHEHUH U
JIOTIOTHCHUH.

Iloammce BHECHIETO
W3MEHEHHUS

ConeprxaHne N3MEHEHHH W JOTIOTHEHUI
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