MUHUCTEPCTBO HAYKH 1 BBICILIEI'O OBPA3OBAHMS POCCUNCKOM ®EJIEPALINA
(benepanbHOE rOCYAapCTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE YUPEKACHUE BBICIIET0 00pa3oBaHUs
"CAHKT-IIETEPBYPT'CKHI I'OCY JAPCTBEHHbBIN YHUBEPCUTET
ADPOKOCMMYECKOI'O ITPUBOPOCTPOEHUA"

Kadenpa Ne 33

YTBEPXIAIO
PykxoBonuTens HalpaBiieHUs

pod.,1.T.H.,JI0II.

(IOIDKHOCTB, y4. CTEIEHb, 3BaHUE)

C.B. be33areesn

(MHHUIHAIB, (HaMHITIS)

(roxycs)

«25» max 2023 r

PABOYAS [TPOTPAMMA JUCHUTIJIMHBI

((I/IH)KCHepHO'TeXHI/IquKI/IC Cp€AacTBa 3alIUTHI I/IH(i)OpMaLII/II/I))
(HaumeHoBaHMe UCIUILINHEL)

Kon nampaBienust moaroToBku/
CIIELIMATIbHOCTHU

10.03.01

HanmenoBanme HaIpaBJICHUA

HNupopmanronHas 6e30macHOCTb
MOJIFOTOBKH/ CHEMAIbHOCTH

HanmenoBanmne HaITpaBJICHHOCTH bezomacHOCTE KOMITBIOTCPHBIX CUCTEM

®opma 00yueHus ouHas

Cankr-IlerepOypr— 2023




Jluct cornacoBanust pabodeit mporpaMMbl JUCITUTITHHBI

ITporpammy coctaBui (a)

e

JIo11.,K.T.H.,JIO1I. 25.05.23 B.A. MbUILHHUKOB

(OKHOCTB, Y4. CTETICHB, 3BAaHUE) (moamucs, nara) (MHUIMATEL, (aMHIIHs)

[Iporpamma omo6pena Ha 3aceganuu kadeapor Ne 33

«25» mast 2023 1, npotokos Ne 10

3aBenytromuii kadeapoit Ne 33

II.T.H.,J01I. C -@f25.05.23 C.B. be33atreeB

(y4. cTeneHs, 3BaHue) (moamucek, nara) (MHULMATEL, (aMuITHs)

OterctBennbiit 32 OIT BO 10.03.01(01)

A

JIo11.,K.T.H.,JIO1I. 25.05.23 B.A. MbUILHHKOB

(IOMKHOCTB, y4. CTETICHb, 3BaHKE) (moxmuce, nara) (MHUIMATEL, (aMUITHs)

3amectuTenb JupekTopa HHCTUTYTa Ne3 1o Meroanueckoit pabore

25.05.23 H.B. Pemeraukosa

(TOMKHOCTB, y4. CTETICHb, 3BaHKE) (moxmucek, nara) (MHUTMANTEL, (haMUITHs)



AHHOTaIU

Juctumuimaa — «MH)KEHEPHO-TEXHUYECKUE  CPEJCTBA  3alUThl  MHPOpPMAIMK»  BXOAHWT B
o0pa3oBaTelIbHYI0 IMPOrpaMMy BBICIIEr0 OOpa3oBaHUs — IporpaMmy OakajaBpuara IIo
HanpaBienuto noarotoBku/ cnemmanbHocTH  10.03.01  «MHdopmammonnas 06e30macHOCTB)»
HAIPaBJICHHOCTH «be30MacHOCTh KOMITBIOTEPHBIX CHUCTeM». JuciuiuimmHa peanusyercs: kadeapoit
«Ne33y,

JlucuuruinHa HarejieHa Ha (JOPMUPOBAHKE Y BBIMTYCKHUKA CJICIYIOIIMX KOMIICTCHIIHNA:

[IK-3 «Croco0eH NpUMEHSTh COBPEMEHHBIC TEOPETHUYECKHE U OKCIEPHUMEHTAIbHBIC METOIBI
UCCIICJIOBAHMS C IICJIbI0 CO3JaHHMS HOBBIX IEPCICKTUBHBIX CPEACTB 3aIIUThI HH(pOpPMAIUH,
CIOCOOCH K MCIOJIb30BAHUIO U BHEJPECHUIO PE3YIbTATOB HCCIICIOBAHUIY

[IK-5 «CnocoOeH oOpraHu30BBIBATH M IPOBOJAUTH HACTPOWKY IPOrPAMMHBIX, MPOrPAMMHO-
anmapatHeIX (B TOM YHCIIe KPUNTO-TPAQUUIECKUX) M TEXHHUYECKUX CPEICTB U CHCTEM 3aIIHUTHI OT
HECaHKIIMOHUPOBAH-HOTO JOCTYIIa»

[TK-6 «CriocoOeH aqMUHUCTPUPOBATh CPEACTBA 3AIMTH HH(POPMAIIUU TPUKIIATHOTO U CHCTEMHOTO
IIPOrPaMMHOT0 00CCIICUCHHUS

CopepxaHue NUCIHUILTUHBI OXBATHIBACT KPYT BOIPOCOB, CBSI3aHHBIX C AHAJTU30M BO3MOXHBIX yTPO3
UHQPOPMAIIMOHHON 0€30MacHOCTH O00BEKTOB HMH(GOPMATHU3AINHU, MMPEHUMYIIECTBEHHO CBS3aHHBIX C
BO3MOXXHBIMU ~ yTeuykamu wHpopMaruu. llpenonaBaHue  TUCHUIUIMHBI — TIPeIyCMaTpPHBACT
cieayonme (GOpMbl  OpraHM3alMd  Y4eOHOTrO TMpollecca: JICKIUH, JIabopaTopHbie paloThI,
camocCTosITeNIbHas padoTa CTy/IEHTA.

[TporpaMMoil JUCHUIUIMHBI MPEIYCMOTPEHBI CICAYIONIME BHIBI KOHTPOJIS: TEKYIIUH KOHTPOIb
YCIIEBACMOCTH, IIPOMEKYTOUHAS aTTecTaIus B popMe IK3aMeHa.

OO0mmas TpyA0eMKOCTh OCBOEHUS JMCLUHUIUIMHBI COCTaBJIseT 3 3a4eTHhIX equHuIbl, 108

YacoB.

S13bIK 00yUEHHUS IO JUCIUTUIMHE KPYCCKUH »



1. IlepedeHb IIIAHUPYEMBIX PE3yJIBTATOB O0YUEHUS IO AUCLUIIINHE

1.1. Tlenu npenoaaBaHusi AUCLUIUIUHBI

Ilenu nmpenopaBaHust JUCLUIUIMHBI COCTOAT B IMOJYYEHUU 3HAHUM M yMEHHUH IO BBIOOpY CpEnCTB
TEXHUYECKOM 3aiuThl HMH()OpPMAIMK, NPUTOIAHBIX MJIs BBINOJHEHUS 3aJaHHBIX (QYHKOUH B
KOMIUICKCHOH CHCTEeME 3alluTbhl HH(QOpPMaluM OO0bEKTa, KOMIUIEKCHPOBAHHUIO, OIPEAEICHUIO
ONTUMAJIBHBIX PEKUMOB pabOTHl M OpPraHU3aIMM HMX SKCIUTyaTallid B IOJCHCTEME HH)KEHEPHO-
TEXHUYECKOH 3aluThl HHOOPMALHH. .

1.2. JlucumnivHa BXOAMT B COCTAaB YacTH, POPMUPYEMOH yUaCTHUKAMU
00pa30BaTeNIbHBIX OTHOIIEHUH, 00pa30BaTEeIbHON IPOrpaMMBbl BBICILIET0 00pa3oBaHus (anee —
OIT BO).

1.3. IlepeueHb naaHUpyeMbIX pe3yIbTATOB 00Y4YEHUS O AUCLHUILIMHE, COOTHECEHHBIX C
IUTaHUpYeMbIMH pe3ynbTratamu ocBoeHus OIT BO.

B pesynprare wu3ydeHHs JIUCHMIUIMHBI OOyYaroIMMCS JOJDKEH oO0najgaTh  ClIeAyHOIIUMU
KOMIIETEHIIMSIMA WM WX 4acTAMU. KOMIIETeHIIMM M MHIUKATOPHI MX JOCTHXKEHHS INPHUBEICHBI B

Tabymue 1.

Tabmunua 1 — IlepedeHb KOMIIETEHINH 1 MHAUKATOPOB UX JOCTIKEHUS

Kareropus (rpynna)
KOMIIETEHIH

Kon u
HanMEHOBaHUE
KOMIIETEHIINHU

KOII N HAMMCHOBAHUC MHAUKATOpA JOCTHIKCHUS
KOMIICTCHLIN

[IpodeccuonanbubIe
KOMITETCHITHT

I1K-3 Cniocoben
[IPUMEHSITh
COBPEMEHHBIC
TCOPETUUCCKHE U
PKCIIEPUMCHTAIILHBIC
METOIBI
MCCIIEIOBAHUS C
[IE€JIBIO CO3/IaHMs
HOBBIX
MEePCTIEKTUBHBIX
CPEIICTB 3aIUTHI
H(pOpMaIuy,
cIroco0eH K
HCIIOJIb30BAHUIO U
BHEIPCHUIO
[PE3yIbTaTOB
HCCIIeTOBaHUN

[1K-3.Y.1 ymeeT IpuMEHATh aKTyaJIbHYIO
HOPMAaTHUBHYIO JOKYMEHTALIHIO B
COOTBETCTBYIOIICH 00JaCTH 3HAHUA

[IpodeccuonanbHbIe
KOMIIETEHIH

I1K-5 Cnocoben
OpraHU30BBIBATH U
[IPOBOJUTH
HAaCTPOUKY
MPOrpaMMHBIX,
MIPOrpaMMHO-
anmnapaTHbIX (B TOM
4KCIIe KPUIITO-
rpaduyecKkux) u
TEXHUUECKHUX
CPEICTB U CUCTEM
3aIUTHl OT
HECaHKLIMOHUPOBaH-
HOTO JI0CTyna

[IK-5.V.1 ymeer ycraHaBiIMBaTh U HACTPANBATh
MapaMeTpbl CETEBBIX IPOTOKOJIOB,
[pEaJIN30BAHHBIX B TEJIEKOMMYHHUKALMOHHOM
000pyTI0BaHUA

[TpodeccronanbHbIe
KOMIICTCHIIUHN

I[TK-6 Criocoben

A IMUHUCTPUPOBATH

[1K-6.3.2 3HaeT NpUHLMIIBI TIOCTPOEHUS

QHTUBHPYCHOTO MPOTPAMMHOTO 00ECTICUCHHS




CpEACTBA 3aIlUTHI I1K-6.B.1 Bnageer onpeaeaeHueM nopsiaKa

MH(pOpMaIUU YCTAaHOBKH ITPOrPAMMHOT0 00€CIICUEHUS C IIeTBI0

MPUKJIAHOTO U coOnroaeHust TpeOOBaHUH MO 3alUTe

CHUCTEMHOI'O uH(pOpMaIN

MPOrpaMMHOIO [1K-6.B.2 Bnageet HaBbIKAMU 11O BBITTOJTHEHUIO

oOecrieyeHus paboT 1Mo oOHAPYKEHUIO BPEIOHOCHOTO
IPOrpaMMHOTr0 0OecreyeHus

2. Mecto nucuurminHb B cTpykType OI1

JucnunimHa MokeT 0a3upoBaThCsl HA 3HAHUSX, pPaHee MPUOOPETEHHBIX 00y4YaIOUUMHUCIIIPU
M3YYEHUU CIEAYIOIUX JUCIUTUINH:

— « OcHOBbI HHPOPMAITMOHHOHN 0€300aCHOCTUY,

— «Mudopmarukay,

—  «OcHOBBI Teopuu HHGOPMAITUN
3HaHus, TOJYUYCHHbIC TPU U3YYCHUH MaTepualia JaHHOW IMCUUILTMHBI, UMEIOT KaKCaMOCTOATEIbHOE
3Ha4YeHHE, TaK U MOTYT UCIOJIb30BaThCS MPU U3YUYECHUU IPYTUX AUCIUILTUH:

— «HTP»,

— «HA»

3. O0BeM U TPYIAO0EMKOCTh AUCIMILITUHBI
Jannasie 006 obmemM o0beMe AUCIUILTUHBI, TPYJOSMKOCTH OTACIBHBIX BHJIOB Y4eOHOU pabOTHI IO
JTUCIUTUTHHE (U pactpeieliCHHe 3TON TPYJAO0EMKOCTH 10 CEMECTpaM) MPEICTaBICHbI BTAOIUIIE 2.

Tabnuna 2 — O6beM U TPYJI0EMKOCTb TUCITUTLIAHBI

TpynoemkocTs 110
Bun yaeO6HO# paboThI Bcero cemecTpam
Ne7

1 2 3
Oowan mpyooemKocmso oucyunIuHsl, 3/ 108 3/ 108
3E/ (uac)
M3 nux uacoe npakmuuecKkoil n0020moeKu 34 34
Ayoumopnsle 3anamus, BCETo yac. 51 51
B TOM YHCIIE:
mexmuu (J1), (gac) 17 17
npakTuueckue/cemunapckue 3anstus (I13),
(dac)
maboparopusie pabots (JIP), (uac) 34 34
KypcoBoii mpoekT (pabota) (KII, KP), (gac)
pK3aMeH, (Jac) 36 36
Camocmoamenvhnas paboma, Bcero (4ac) 21 21
Buo npomesicymounoit ammecmayuu’ 3ayer,
mudd. 3auet, sx3amen (3aver, Judd. 3a4,9kx3.%*) | Dxk3. OK3.

Kk
IIpumedanue: kaHIUAATCKHUIA SK3aMeH

4. CopeprkaHue AUCITUTUTHHBI
4.1, Pacrnipenenenne Tpy0eMKOCTH AUCIHATLINHBI TIO pa3zeiiaM ¥ BHIaM 3aHSITHH.
Pa3nensbl, TeMbl IUCHUTUINHBI U UX TPYAOEMKOCTh MPUBEEHBI B TabIUIE 3.

Tabmuna 3 — Pazenbl, TeMbl TUCITUTUIMHBL, UX TPYA0EMKOCTh



Pa3iebl, TEMbI UCIMILTHHbI Jexunn |13 (C3) | JIP KII CPC

’ (gac) (uac) (gac) |(uac) (gac)

Cemectp 7
Beenenue
Paznen 1. O6001IeHHas CTPYKTypa KaHajla nepeaadn 2 2
nHpOpMaIn
Pasnen 2. Cpeactsa 00paboTku nHMOpMaIuy. 3amnmura 2 34 )
OT yTeUYeK U MOTeph HHYOPMAIIUH.
Paznen 3. OnTuuecKuii KaHa. 2 2
Pasnen 4. 3ByKOBO# KaHaI. 2 3
Tekymuii KOHTPOITb 1
Paszzen 5. Kanaisl mpoBOAHOM CBA3M. 2 4
Paznen 6. Kananer 6ecripoBogHOI CBs3H 2 4
Paznen 7. Ilopsiiok U cpeacTBa MPOBEICHUS KOHTPOJIS
BaIMIIEHHOCTH. 2 4
3akIroueHue
Htoro B cemecTpe: 17 34 21
Hroro 17 0 34 0 21

[TpakTHdeckass TOJATOTOBKA 3aKIIOYACTCSl B HETOCPEICTBEHHOM BBITIOJHEHUH OOYYarOIIUMUCS
OTpPEIETICHHBIX TPYIOBBIX (PYHKIIMH, CBA3AHHBIX ¢ OyyIIel mpodeccuoHaIbHOM A TEIIbHOCTHIO.

4.2. CopaepkaHue pas/ieloB U TeM JEKIIMOHHBIX 3aHITHA.
Coneprkanue pa3/iesioB ¥ TEM JISKIIMOHHBIX 3aHSATUN MTPUBEIEHO B TabmuIe 4.

Tabmuna 4 — CoaepxaHue pa3aeiioB ¥ TEM JICKIIMOHHOTO ITHKJIA

Howmep pasnena

HazBanue u COACPIKAHUC pAa3JaCIIOB U TEM JICKIIMOHHBIX 3aHATHH

1

Beenenue. TpeboBaHUs K cHCTEME 3aIUTHI HHPOPMAIIHH.
Coneprkanre y4eOHOM AUCIUTUIHHEL, MOPSAIO0K n3ydeHus. OCHOBHAS U
ITOTIOTHUTENBHAS TUTEPATYPA.

Paznen 1. O0o0IIeHHAs CTPYKTYpa KaHajia rnepeaadyi nH(opMaiiu.
Kananet yreuxn napopmarmn. [OCT P 51275-2006 3ammra
nHpopMaruu. O0bekT nHpopMaTH3aIyu. OakTopsl, BO3IECHCTBYONINE
Ha nHpopManuto. OOmIIe moIoKeH!s. Mephl, IPeNTCTBYIONUE YTeUKe
MHpOPMALIHH.

Paznen 2. CpeacrBa 06paboTku nHOpManyu. 3amuTa OT yTeueK 1
rnotepb uHGpopManu. OcoOEHHOCTH UCTIONB30BAHUS KOMIIBIOTEPA KaK
CpeZCTBa MOArOTOBKH, Mepeauu, NOTyYeHUs U XpaHeHHs HHQOpMaIH.
Cbem nHQOpMAIH C KOMITBbIOTEpa. PexKMMBI pabOTHl KOMIIBIOTEPA.

Paznen 3. Ontuueckuii kaHan. MHpopmaius, pacipocTpaHsSIomascs 1o
ONTUYECKOMY KaHaJTy. XapaKTepHbIE

0coOeHHOCTH KaHana. OnTryecKkue mpudophl, HCIOIB3yEeMBIE IS
moJrydeHust uHpopMannu, ux xapakrepuctuku. [IpeodpazoBanus
ONITHYECKOro curHajia. dukcanus onTuyeckoi nHpopMauy. 3amura ot
yTeuek uHbOopMaInu.

Paznen 4. 3BykoBo#i KaHal. 3amuTa OT yTeueK HH)OpMaIHH.
XapakTepucTHKH HH()OPMAITNH, ITepe1aBaeMO M0 3ByKOBOMY KaHaIy.
[Tpubops! 1 mpeodpa3zoBaTeH, NCIOIB3yEMbIE [V TOTyUYeHUS ’
HAKOTIJICHUs] TH)OPMAIINH, UX XapaKTEPUCTUKU H 0COOEHHOCTH
¢yHkunonupoBanus. CiocoObl 3aIMTH OT yTeUeK HHPOpMaLuu

Paznen 5. Kanansl npoBoIHO# CBsI3U. Y CTPOUCTBO, QYHKIIMOHUPOBAHHE




1 cbeM nHpopMaruu ¢ Tenedona. [loHsaTHe O NTUHHBIX JTUHHSX.
[MoaxiroueHUE K TUHHUSIM ITPOBOIHOM CBSI3H, CIIOCOOBI €r0
0OHapy)KeHHs. 3aluTa OT yTeueK nH()OpMaIlnu

BalllUThl OT HUX

Pasmen 6 Kanaier 6ecipoBOJHOM CBSI3W. 3allUTa OT yTEUEK
mHpopManun. J(nana3oHsl paaAHoOBOIH, OCOOCHHOCTH HX
pacupoctpanerns. @ynkunu ['KPU. Ctpykrypa, GyHKIIHOHUpOBaHHE
pazBeanpuemunka. BYOD (Bring Your Own Devices) u cpeactsa

BakiroueHne

Pa3zlen 7. HOpﬂI[OK " CpCACTBA MPOBCACHHUA KOHTPOJIA 3allIUIIICHHOCTH.

4.3. Tlpaktuueckue (CEMHUHAPCKUE) 3aHATH

TeMbl MPaKTHYECKUX 3aHATHIA U UX TPYAOEMKOCTh IPUBE/ICHBI B TA0IHUILIE 5.

Tabmuna 5 — [IpakTuueckue 3aHATUS U UX TPYIOEMKOCTb

N3 Hux Ne
Ne | Tembl mpakTuueckux | @opmMbl IpakTUdeckux | TpyaoeMKOCTb, |MpaKTHYECKOM |pa3zena
/1 3aHATUN 3aHATUN (uac) [OJATOTOBKH, |IMCLIMII
(dac) ITHHBI
VY4eOHbIM IIJIaHOM He MPETyCMOTPEHO
‘ Bcero ‘
4.4, JlaGopaTopHbIC 3aHATHUS
Tembl 1a00paTOPHBIX 3aHATHIA U UX TPYAOEMKOCTh IPUBEACHBI B TabnuIe 6.
Tabnuua 6 — JlabopaTtopHbIe 3aHATHS U UX TPYAOEMKOCTh
N3 Hux Ne
e HanmenoBanue 1a0opaTopHbIX paboT TPynOeMKOCT®, | MpakTiecKoii pasnena
/11 (uac) MOATOTOBKH,  |[TUCITUTI
(gac) TTHBI
Cemectp 7
1 [YcrpoiicTBo u 6e30macHas SKCILTyaTaius 4 4 22
KOMITbIOTEpA
2 BupryansHas mammHa VirtualBox u ee 4 4 2
MCTIOJTB30BaHU
3 |Live DVD cucteMHOr0 aIMUHHCTPATOpa 4 4 2
4 [ba3zoBas cucrema BBoga-suisoga IBM PC 4 4 2
5 [Crpykrypa FAT u NTFS. 4 4 2
'Y nanenue/BoccraHoBICHUE (ailna
6 [PesepBHOE KOTTMpOBaHHE HHPOPMALTUT 4 4 2
7 [YcrpoiicTBa 0TOOpakeHus: MH(pOpMaIIH 4 4 2
8 [Bammra 0T4eTOB, OOCYXKACHUE PE3YIBTATO 6 6 2
Bceero (34 34
4.5. KypcoBoe npoektupoBanue/ BHIOTHEHHE KYPCOBOW PabOThI

VY4eOHbBIM IJIaHOM HE MPETYCMOTPEHO

4.6. CamocrosTenbHas paboTa 00yJaroIIIXCs




Bunbl camocTosTensHON pabOThI U €€ TPYIAOEMKOCTh TPUBEACHBI B TAOIHIIE /.

Tabmuma 7 — Buasl caMoCcTOATENIbHON pabOThI U €€ TPYI0EMKOCTh

By caMmocTosiTeIbHOM pabOoThI

Bcero, [Cemectp 7,

mucturuael (TO)

qac qac
1 2 8
M3ydenne TeOpeTu4ecKoro Marepuana 9 o

Kypcoroe npoektuposanue (KII, KP)

PacuerHo-Tpaduueckue 3aganus (PI3)

Brimonnenue pedepara (P)

[ToaroToBKa K TEKyIIEMY KOHTPOIIO s> b
ycnieBaemoctu (TKY)

Jlomamaee 3ampanue ([13)

KontponsHbie padoTsl 3a04nnkoB (KP3)

[loaroroBka K MpoOMeKyTOYHOU 10 ho
atrectauuu (I1A)

Bcero: 21 21

5. IlepeyeHn y4eOHO-METOIHUECKOTO 00CCIICUCHUS

JUTSL CAMOCTOSITENIBHOM pabOThI 00YYaIOIIUXCS 0 AUCHUTUIINHE (MOYIIIO)
Y4eOHO-METOIMYECKIE MaTEPHUAbl ISl CAMOCTOSITEIILHON pabOThl OOyYarONIMXCsS YKa3aHbl BILIL

7-11.

6. IlepeueHb MeyaTHBIX U ANEKTPOHHBIX YU€OHBIX U3JJaHUN
[TepedeHp nIeUyaTHBIX U AIEKTPOHHBIX YUEOHBIX M3aHHI IPUBEICH B Ta0muIe 8.
Tabnuua 8— [lepeyeHpb neyaTHBIX U 3JIEKTPOHHBIX YUEOHBIX M3JaHUN

KomuecTBo 9Kk3eMILIIpOB B
Hingp/ URL bubnuorpagpuyeckas ccbuika OubmoTexe
anpec 1 P (KpoMe ANEKTPOHHBIX
HK3EMILISIPOB)

004 BanuinieHHbIe HHPOTEIeKOMMYHUKaIK. AHanu3 {40
M 87 u cunte3 [Teker] : Mmonorpadus / H. H. Momaxk ;

C.-Ilerepb. roc. yH-T adPOKOCM.

npudopoctpoenus. - CII6. : M3a-Bo 'VAIIL,

2014. - 197 c.
004 Opranuzanus 6€30MacHOTO JOCTYIIA K 40
M 87 nH(popMalnoHHBIM pecypcaM [Tekcer] : yueObHoe

nocobue / H. H. Momak, T. M. Tarapuukoga ; C.-

[TerepO. roc. yH-T a3pOKOCM. IPUOOPOCTPOCHUSI. -

CIIG. : U3zn-Bo I'YAII, 2014.

- 121 c.
004 OcHoBHI 3amuTHl HHGopManuu [ Tekct] : yaeOHoe |74
B 75 nocobue / A. B. Boponos, H. B. Bonommna ; C.-

[TeTep6. Toc. YH-T a9pOKOCM. MPUOOPOCTPOCHHSI.

- CII6. : Uso-Bo I'VAII, 2009. - 78 ¢
004.056.5(075) [PKenesnsik, B. K. 3amura unpopmaiiu ot 102




DK YTE€UKH 110 TEXHUYeCKHM KaHaiam. - CI16.: TOY
o1 BIIO "CIIGI'YAIT", 2006.
http://e.lanbook.com/view/book/1122/ Illanbrun
B.®. 3ammTa KOMIBIOTEPHON HH(DOPMAIIH.
JIMK TIlpecc, 2010. - 544 crp.
http://znanium.com/bookread2.php?book=169345
[TporpaMMHO-anmapaTHas 3auIuTa UHPOPMALIUU:
yaeOHoe mocodue / I1.6. Xopes. - M.: ®opywm,
2009. - 352 c.
http://znanium.com/bookread2.php?book=453862
ABepueHkoB, B. . Opranu3zannoHnHas 3ammura
nH(OpMaInu [3JIeKTPOHHBIN pecypc] : yueO.
nmocobue juist By30B / B. M. ABepuenkos, M. 1O.
PeiTOB. — 3-¢ U31., crepeorurt. — M. : ®JIMHTA,
2011. - 184 c.

7. TlepeueHb JIEKTPOHHBIX 00pa30BaTEIBHBIX PECYPCOB
MH(}OpPMaLMOHHO-TEIIEKOMM YHUKAIIMOHHOH ceTu « HTepHeT»
[lepedeHb 371EKTPOHHBIX 00pa30BaTEIbHBIX PECYPCOB MH(POPMALMOHHO- TEIEKOMMYHHUKALMOHHOM
cetn «MIHTEpHET», HEOOXOIUMBIX JUISI OCBOSHHS JUCIUIUTMHBI TPUBEICH B TaOIHIIE 9.

Tabmuma 9 — IlepeyeHb SJCKTPOHHBIX 00Pa30BaTENLHBIX PECYpcoB  HMH(OPMAIOHHO-
TEJIEKOMMYHHUKAIIMOHHOU ceTn «HTepHeT»
URL anpec HaumeHnoBanue

He npenycMoTpeHo

8. Ilepedens nHYOPMAITMOHHBIX TEXHOJIOTHIA
8.1. IlepeueHb mporpaMMHOTo 0OecredeHus], UCTIONIb3YEMOT0 NMPH OCYIECTBIECHUH
00pa30BaTENILHOTO MpoIiecca 10 AUCLUILIHHE.
[lepedeHp UCTIONB3yeMOT0 MPOTPAMMHOTO oOecTIedeHns peacTaBieH B Tadmme 10.

Tabnuua 10— ITepeuens nporpaMMHOro obecreyeHus
Ne /it HaumenoBanue

He npenycmoTpeno

8.2. [lepeuenn MH(}OPMALIMOHHO-CITPABOYHBIX CUCTEM,UCITOJIB3YEMBIX pu
OCYILECTBIIEHMH 00pa30BaTENIbHOTO MPOLecca MO AUCHUIUINHE
[Tepeuenp ucnonb3yeMbIx HHOOPMAIIMOHHO-CIIPABOYHBIX CUCTEM IpeJcTaBieH B Tabiuue 11,

Tabnuua 11— ITepeuens nHHOPMAIIIOHHO-CIIPABOYHBIX CUCTEM
Ne /it HaumenoBanue

He npenycmorpeno

9. MarepuanbHO-TeXHHUYECKas Oa3a
Cocras MaTepHabHO-TEXHUYECKOM  0a3bl, HEOOXOOUMOM I  OCYILECTBIICHHS
00pa3zoBaTenbHOIO MpoIiecca Mo JUCIUIIINHE, peCcTaBIeH B Tabnuiel2.

Tabnuna 12 — CocraB MaTepuambHO-TEXHUUYECKOHN 0a3bl


http://e.lanbook.com/view/book/1122/
http://znanium.com/bookread2.php?book=169345
http://znanium.com/bookread2.php?book=453862

No HanmeHnoBaHue COCTaBHOM YacTUMaTEpUAIIbHO- Howmep aynutopun (npu
M/ [TeXHUYECKOH 0a3bl HE00X0TMMOCTH)

1 JlekunuoHHas ayIUTOPHS

JlaGopaTopusi TEXHUUECKOU 3aIlIUThl HHOOpMAIUU b.M. 14-34
Criennanu3upoBaHHas MeOEsb; TEXHUUECKUE CPEICTBA
00y4YeHHS, CITy)KaIUe TS IPEICTABICHIS YIeOHOH
nH(OopManuy OOIBIION ayAUTOpHUH; Tab0PaTOPHOE
obopynoanue (IIDBM - 10 mT., 00beTMHEHHBIX B JIOKAJTBHYIO
BBEIYHUCIUTEILHYIO CETh C BBIXOJIOM B BBIYHCIUTEIBHYIO CETh
'V AIT u UnTepHer)

10. Ouenounble cpencTBa IS IPOBEICHUS MPOMEKYTOYHOU aTTeCTaIluN
10.1. CocTaB OIICHOYHBIX CPEICTBAJS TPOBEIACHUS MPOMEKYTOUYHOW AaTTECTAIlUH
oOyJaromuxcs 1o AUCUUIUIMHE pUBeAeH B Tabnuie 13.
Tabmuna 13 — CocTaB OIICHOYHBIX CPEJICTB JUISI TPOBEICHUS IIPOMEKYTOIHOM aTTECTAIINN

By npomMexyTO4HOM aTTecTauuu [lepedyeHb OLIEHOYHBIX CPENICTB
JK3aMeH Crircox BOIIPOCOB K 3K3aMEHY;
DK3aMeHaIMOHHbIE OUJIETHI;
Samaun;
TecTsl.

10.2. B xauecTBe KpUTEpUEB OLIEHKN YPOBHS CPOPMHUPOBAHHOCTH (OCBOCHHUS)
KOMIIETEHIIMH 00y4yaroIuMucs pUMeHseTcs S-0amipHast IKana OLeHKH CPOPMUPOBAHHOCTH
KOMIIETEHIIMH, KoTopas npuBeeHa B Tabnuie 14. B TeueHne cemecTpa MOXKET HCIOIb30BaTHCS
100-0annpHast mKaia MOIyIbHO-PEHTUHIOBOI CUCTEMbl Y HUBEPCUTETA, MpaBUiia
MCIIOJIb30BaHUsl KOTOPOH, YCTaHOBJIEHBI COOTBETCTBYIOLINM JIOKATIbHBIM HOPMATUBHBIM aKTOM
I'VAIL

Tabnuna 14 —Kpurepuu onieHKH ypoBHS CQOPMUPOBAHHOCTH KOMIETEHIIMH
OLieHKa KOMIIETEHIIMU
S-0asuTbHas HIKasa

XapakTepucTrka c()OpMUPOBAHHBIX KOMITETEHIINH

— oOyuaromuiicss TIyOOKO ¥ BCECTOPOHHE YCBOWJI MPOTPAMMHBIN
MaTepHa;

— YBEPEHHO, JIOTHYHO, ITOCIIE0BATEIHFHO U TPAMOTHO €0 U3JIaraeT;

— ONMHpasiCh HAa 3HAHUS OCHOBHOW W JIOTIOJHHUTEIHLHOW JIUTEPATYPHI,
TECHO MPUBSI3bIBACT YCBOSHHBIC HAYYHBIE MOJIOKEHHSI C MTPAKTUIECKON
JESTENIbHOCTHIO HAPaBICHUS;

— yMeno 000CHOBBIBAET U ApIYMEHTHPYET BhIABUTa€MbIE UM UJICH;

— JeNaeT BBIBOALI B 00OOIICHHS;

— cBOOOJTHO BJIAJICET CUCTEMOW CIICIIHATM3UPOBAHHBIX TOHSITHH.

— o0OyJaromuics TBEPIO YCBOWII MPOTPAMMHBIN MaTepHajl, TPAaMOTHO H
M0 CYIIECTBY W3JIaraeT ero, ONupasch Ha 3HAHUS OCHOBHOMU
JTUTEPaATYPHI;

— HE JIOMYCKAaeT CYMECTBEHHBIX HETOYHOCTEH;

— YBSI3BIBACT YCBOCHHBIC 3HAHHUS C MPAKTUYECKOU JEATCIHHOCTHIO
HATPaBIICHUS;

— apryMEHTUPYeT Hay4YHbIC TIOJIOKEHUS;

— JIeNnaeT BBIBOABI K 00O0IIEHHS;

— BJIQJICET CHCTEMOM CIIEITUATM3UPOBAHHBIX MTOHSTHH.

CKOTIIUYHO»
<3a4TCHO»

«XOpOoUIOo»
K3a4TCHO»




OreHKa KOMIIETEHIINUT

5-0arutbHad MmIKaia

XapaxrepucTrka c(hOpMUPOBAHHBIX KOMITCTCHIIMIH

«KYHOOBJICTBOPUTEIIBLHO»
«3a4TCHO»

— oOyyaroluics yCBOWJI TOJbKO OCHOBHOW IIPOrpaMMHBIA MaTepua,
II0 CYIIECTBY M3JIaracT €ro, ONMpascCh HAa 3HAHUSA TOJBKO OCHOBHOM
JUTEPATYPBI;

— JIOIYCKaeT HECYIECTBEHHbIE OIIMOKN U HETOUHOCTH;

— HUCIBITBIBACT 3aTPYJHEHUs B IPAKTHUYECKOM IPUMEHECHHUHM 3HAHUHI
HallpaBJICHUS;

— c11ab0 apryMEeHTUpPYET Hay4YHbIE [T0JI0KEHMS,;

— 3aTpyHseTCa B JOPMYIMPOBAHUY BBIBOJIOB U 0000ILEHMIA;

— YaCTU4HO BJIAJCET CUCTEMON CIIEHUAIU3UPOBAHHBIX IIOHATHMN.

«HECYOOBJICTBOPUTEIIEHO
«HE 3a4YTCHO»

— oOyuaromuiics He yCBOMJI 3HAYUTEIBHON YaCTH MPOTPaMMHOTO
Marepuana;

— JIOMYCKAeT  CYyLIECTBEHHBIE  OMMOKM W  HETOYHOCTH  NpPH
paccMOTpeHHH po0IeM B KOHKPETHOM HaIlPaBICHHUH;

— UCTIBITBIBACT TPYIHOCTH B MIPAKTUYECKOM NPUMEHEHUH 3HAHUM;

— HE MOXKET apr'yMEHTHPOBATh HAyYHBIE TIOJIOKCHHUS;

— He QOpMYJIMPYET BHIBOAOB U 000OLICHHUIA.

10.3. TunoBbie KOHTPOJILHBIC 3a/IaHUS WIH WHBIC MAaTECPHAIBI.
Bormpocs! (3agaun) 115 3K3aMeHa npeicTaBieHbl B Tadauie 15.

Ta6muma 15 — Bonpoch! (3a1aum) 111 95K3aMeHa

Kananbl yreuku HHQOpMAIIUH.
I'OCT P 51275-2006 3anura undopmanuu.

Ne ni/m [Tepeuens BompocoB (3a7a4) s 9K3aMeHa Koz
UHANKATOpa
1 TpeOoBaHMsI K CUCTEME 3aIUTHI HHGOPMAIIHH. IK-3.V.1

2 O0wexT napopmaTuzanuu. PakTopsl, BO3IEHCTBYIOINE HA IK-5.Y.1
nHpopmanmto. Ooume

10JI0KeHUsL. Mepbl, IpensTCTBYIONME yTeuKe HHPOpMaIUH.
OCOOEHHOCTH UCTIOJIb30BaHMsI KOMIIbIOTEpA KaK Cpe/iCTBa
MOJIrOTOBKH, TIepeiauH,

MOJIy4EHUs U XpaHEHHsI UHQOPMAIIHH.

3 Cpem uHpOpManuu ¢ KoMmibioTepa. Pexxumbl paboThl rK-6.3.2
KOMITBIOTEPA.

3amuTa OT yTeuek HH(OpMAalUU B ONTUYECKOM KaHaje.
CriocoObl 3aIIUThI OT yTedeK MH(OpMaluu B 3ByKOBOM

HHUX

BYOD (Bring Your Own Devices) u cpejicTBa 3alIUThl OT

HOpSI)IOK 1 CPEACTBA NPOBCACHUA KOHTPOJIA 3allIUIICHHOCTH.

KaHaJe.

4 3amuTa OT yTeuek nHpOpMaliK B KaHanax NpoBOAHOM cBsi3U.  [[TK-6.B.1
3amuTa OT yTeuek nHpOpMaIuy B KaHajaX 0eCIpoBOIHON
CBSI3H.

5 CtpykTypa, GyHKIHOHUPOBAaHHE Pa3BEANPUEMHHKA. I1K-6.B.2

Bomnpocs! (3agaun) qis 3adera / nud¢. 3auera npeacTaBiaeHsl B Tadnuie 16.
Tabnuma 16 — Borpocs! (3amaun) mist 3aueta / nudd. 3agera

No 11/t [Tepeuens BompocoB (3a1a4) A1 3adera / qudd. 3adera

Kon
HHOUKATOpa

'Y4eOHBIM MJIaHOM HE NMPETYCMOTPEHO

Ilepeuenb TeEM

JUIE  KypCOBOTO TPOEKTUPOBAHUS/BBIIOTHEHUS KYpPCOBOH pPabOTHI

MpeICTaBICHBI B Tabmwmie 17.
Tabnuna 17 — IlepedeHpb TeM AJisi KypCOBOTO MPOSKTHPOBAHMS/BHITIOTHEHHUS KYPCOBOI paOOTHI




No /i [TpuMepHBIii IepeYeHb TeM ISl KypCOBOTO MTPOSKTHPOBAHHUS/BBITIOTHEHUS
- KYpPCOBOM pabOThI
'V4eOHBIM IUTAHOM HE MPETYCMOTPEHO
BOHpOCBI AJi1 IIPOBCACHUA HpOMe)ICYTOqHOﬁ arrecrallukn B BHAC TCCTUPOBAHUA

MpeACTaBICHBI B TaOwuIe 18.

Ta6mmma 18 — ITpumepHbIi IepedeHb BOMPOCOB JIJIsi TECTOB

Kon

No 11/t [IpumepHBIil epedeHb BOIIPOCOB ISl TECTOB
WHJUKaTOpa

1. KTo siB/IsieTCs1 OCHOBHBIM OTBETCTBEHHBIM 32 ONpe/iesieHne
YPOBHS KJaaccupuxkannu napopmanumn?

A. PykoBoauTenb cpeHero 3BeHa

B. Briciiee pykoBoacTBO

C. Bimazenen

D. ITonp30oBaTeib

2. Kakas kateropus siBjisieTcsi Hau0oJiee pucKOBaHHO# 1A
KOMIIAHWH ¢ TOYKH 3PeHUsT BEPOSITHOT0 MOIIIEHHUYECTBA U
HapyumeHus 6e3onacHocTu?

A. CotpynHuku

B. Xakepsl

C. Arakyromue

D. KontparenTs (1una, paboTaroIiye mo J0roBopy)

3. Eciin pa3jiMYHBIM IpynnamM mnojib30BaTesieid ¢ pa3jiu4HbIM
YPOBHEM JI0CTYyNa TPeOyeTcs: AOCTYI K OJJHOM M TOH :Ke
uHopMannu, KaKoe U3 YKa3aHHbIX HUIKe AeCTBHH cJieayer
NpeInpuHATH PYKOBOJACTBY?

A. CHU3UTDH ypOBeHb 06€30MacCHOCTH ATOW WH(GOPMALIUU IS
oOecrieueHus ee JOCTYITHOCTH M Y00CTBa UCTIOIb30BAHMS

B. TpeGoBaTh mognucaHusl CIICUATBHOTO Pa3pelIeHHs KX bl pa3,
KOT/JIa 4eJIOBEKY TpeOyeTcsl IOCTYI K 3TOW WHPOpMaIIUU

C. YydmuTh KOHTPOIb 32 0€30MaCHOCTHIO 3TOM HHPOpMAITUU
D. CHu3uTh ypoBeHb Ki1accupUKaIy 3Tol HHPOpMauu

4. Y1o camoe rjJiaBHOe J0JIKHO MPOAYMATH PYKOBOJACTBO NPH
KJIaccupuKanum JaHHbIX?

A. Tunsl COTpYIHUKOB, KOHTPAreHTOB U KIIMEHTOB, KOTOPBIE OYAYyT
HMMETb JTOCTYII K JIAaHHBIM

B. Heo6xonuMmelii ypoBeHb JOCTYMHOCTH, IEJIOCTHOCTH U
KOH(PHUACHIIMATIBHOCTH

C. OueHuTh ypoBeHb pUCKa U OTMEHUTH KOHTPMEPHI

D. Ynpasnenue 10cTynom, KOTOPOE TOJDKHO 3alUIIATh TaHHBIC
5. KT0o B KOHEYUHOM cueTe HeceT OTBETCTBEHHOCTh 32 TAPaHTHH TOTO,
YTO JaHHbIE KJIACCU(PUUUPOBAHBI U 3AIUIIECHbI?

A. Bragensup! 1aHHBIX

B. Ilonp30oBaTenu

C. AaMuHHCTpaTOPHI

D. PykoBoscTBO

6. Uto Takoe npoueaypa?

A. TlpaBuiia UCTIOIB30BaHUS IPOTPAMMHOTO U allapaTHOTO
oOecreyeHns B KOMIIaHUU

B. [TomraroBast HHCTPYKIIMS 11O BBITTOJIHEHUIO 3a7]a41

C. PykoBOJCTBO IO IEHCTBUSM B CUTYAIUsX, CBSI3aHHBIX C




0€30MacHOCTHIO, HO HE OMMCAHHBIX B CTaHAapTax

D. O0s3arenbHble AECTBUSI
7. Kakoii pakTop HauboJiee BasKeH J1JIs1 TOr0, YTOObI ObITH
YBE€pPEHHbIM B yCIEIIIHOM O0ecriedeHUun 0e30MaCHOCTH B KOMIIAHUM ?
A. Tloanieprkka BBICIIETO pyKOBOZCTBA
B. DddexTuBHBIC 3aIIUTHBIE MEPHI M METOJIbI KX BHEIIPEHUS
C. AKTyasibHBIC M aJICKBaTHbIE TOJUTHKH U MPOLEAYPHI 0€30MaCHOCTH
D. [IpoBenenue TpeHUHIOB MO OE30MMACHOCTH ISl BCEX COTPYAHUKOB
8. Korjia nesiecoo0pa3Ho He NpeanpUHUMATD HUKAKHX JIeliCTBHII B
OTHOLIEHHHU BbISIBJIEHHBIX PUCKOB?
A. Huxorna. [{s obecrieueHust Xoporiei 6€30macHOCTH HY)KHO
YUUTBHIBaTh U CHUXKATh BCE PUCKU
B. Korma pucku He MOTYT OBITh IPUHSATHI BO BHUMAHUE 110
MOJINTUYECKUM COOOPaKEHUSIM
C. Korzia HeoOX01uMbIe 3aIIUTHBIE MEPHI CIUIIKOM CIOKHbI
D. Korna cTouMocTh KOHTpMEp MPEBHIIIAET IEHHOCTh aKTHBA U
MOTEHINAIBHBIE TOTEPH
9. YTo Takoe MOJUTUKH 0€30MacCHOCTH?
A. TlomaroBbsie HHCTPYKIIMU IO BBHITIOJHEHHIO 33/1a4 0€30MacCHOCTH
B. O6mue pykoBosiye TpeOOBaHUS 110 TOCTUKEHUIO OIIPEICIECHHOTO
ypOBHS 6€30MacCHOCTH
C. llInpokwue, BBICOKOYPOBHEBBIE 3asiBIICHHS PYKOBOJICTBA
D. leranu3upoBaHHbIE TOKYMEHTHI 10 00pab0OTKe MHIMICHTOB
0e30macHOCTH
10. Kakasi 3 npuBeJeHHbIX TEXHUK SIBJISIETCS CaAMOil BaXKHOM mpu
BbI0OOp€e KOHKPETHBIX 3aIMTHBIX Mep?
A. AHanu3 pucKoB
B. Ananus 3atpat / BBITO/IBI
C. Pesynbrater ALE
D. BrisBienue ys3BUMOCTEH U yrpo3, ABISIONIUXCS TPUUNHON PUCKa
11. Yro smyuiie Bcero onuchiBaeT uejab pacuera ALE?
A. KonnuecTBEHHO OLIEHUTh YPOBEHb 0€30IaCHOCTH CPEbl
B. OnieHnTh BO3MOXHBIE TOTEPH IS KAKI0W KOHTPMEPHI
C. Konnu4ecTBEeHHO OIEHUTH 3aTPaThl / BBHITOBI
D. OueHuts NoTeHIMAIBHBIE IOTEPH OT YIPO3bI B T'OJ

12. TakTHYecKoe NJIAHUPOBAHHE — ITO:
A. CpenHecpoyHOE TUIAaHUPOBaHKE
B. lonrocpo4Hoe rmiiaHupoBaHue
C. ExxemHeBHOE TUTAHUPOBAHKE
D. IlnanupoBanue Ha 6 Mecs1eB
13. Yto siBJIsieTCsl oNpe/esieHueM Bo3ieiicTBus (EXPOSUre) Ha
0e3onmacHOCTBH?
A. Heuto, nmpuBopsiiee Kk ymuepOy OT yrpo3bl
B. Jlro6as moTeHIMalbHas OMIACHOCTh JIJIsl MH()OPMAIIMK UK CUCTEM
C. JIro6oii HEOCTATOK WITH OTCYTCTBHE WH(POPMAITMOHHON
6e30macHOCTH
D. IloTeHnma bHBIE TOTEPH OT YTPO3BI
14. I¢pdexTuBHAsI IpOorpaMmma Ge3onacHocTH TpedyeT
c0QJIAHCUPOBAHHOI0 IPUMEHEHMS:

A. TexHMYECKMX U HETEXHUYECKHX METO/I0B
B. KonTpm™mep 1 3alIUTHBIX MEXaHH3MOB
C. ®usnyeckoit 6€30MaCHOCTH M TEXHUYECKUX CPEJCTB 3aLUThHI




D. IIpouenyp 6e3omacHocTy 1 M pPOBaHUS
15. @yHKIMOHAJBHOCTH 0€30I1ACHOCTH ONpe/esisieT 0:KUIaeMyI0
pPatoTy MeXaHU3MOB 0€30MACHOCTH, 2 TAPAHTHHU ONPEIeJISIOT:
A. BHenpeHue ynpaBieHUs MEXaHU3MaMH 0€30MacHOCTH
B. Kitaccudukanuro 1aHHBIX TIOCTIE BHEAPEHUS MEXaHU3MOB
0€301acHOCTH
C. YpoBensb noBepusi, 00ecrieunBacMblii MEXaHU3MOM 0€30MTaCHOCTH
D. CootHorrenue 3atpar / BHIrojg
16. Kakoe yTBep:k1eHue ABJAseTCS NPABUIbHBIM, €CJIU B3IVISHYTH
Ha pPa3HUILy B LeJsX 0€30MACHOCTH IJIsi KOMMepPYeCcKOoil U BOEHHOM
opraHu3anuu?
A. Tonbko BO€HHBIE UMEIOT HACTOSIIYIO0 O€30MacHOCTh
B. KommMepueckast kommanust 0OBIYHO O0JIbIIE 3a00TUTCS O LIETOCTHOCTH
U JOCTYIHOCTH JAaHHBIX, @ BOGHHbBIE — O KOH(UICHIINAIbHOCTH
C. BoennbiM TpeOyeTcst 00JbIINN YPOBEHb 0€30MMaCHOCTH, T.K. UX PUCKH
CYILIECTBEHHO BBIIIE
D. Kommepueckas komnaHus 00bIYHO O0JIbIIIEe 3a00TUTCS O
JOCTYITHOCTH ¥ KOH(DHICHITMAIIEHOCTH JJAHHBIX, @ BOCHHBIC — O
L[ETOCTHOCTHU
17. Kak paccyuTaTh OCTATOYHBIH PUCK?
A. Yrpo3ssl x Pucku x LleHHOCTh akTHBa
B. (Yrpo3sl x LleHHOCTH akTHBa X YSI3BUMOCTH) X Pucku
C. SLE x Yacroty = ALE
D. (Yrpo3ssl x Ys3sumoctu x LlenHocts aktuBa) X Hemocrarok
KOHTPOJIA
18. UTo 13 mepevncIeHHOr0 He SIBJISIETCS HeJIbI0 MPOBeAeHus
aHaJIM3a PUCKOB?
A. JlenerupoBaHue MOJHOMOYMI
B. KonuuecTBeHnHas olieHKa BO3ICHCTBUS MOTEHIIMATBHBIX YTPO3
C. BeisBiIeHHE PHCKOB
D. Onpenenenue 6ananca Mexay BO3IEHCTBUEM PUCKA U CTOUMOCTHIO
HEO0OXOMMBIX KOHTPMED
19. YUto u3 nepeuncjeHHOT0 He SIBJIsIeTCs 3a7a4eii pyKOBOACTBA B
npoilecce BHeJAPEHUsSI U CONMPOBOXKIEHUs O0e30macHoCTH?
A. Tlonnepxka
B. BeimonneHnue aHanm3a puckoB
C. Onpenenenue ey U TPAHHUII
D. lenerupoBaHue MOJHOMOYUI
20. ITouemy npu MpoBeAeHUN aHAJIN3a HHPOPMALHMOHHBIX PUCKOB
cjieayeT MPUBJIEKATH K 3TOMY CHIEIHAJTUCTOB U3 Pa3IHYHBIX
nojapasaeJieHuil KOMIAHUU?
A. YUTo0bI yOeTUTHCS, UTO MMPOBOUTCS CIIPaBEAINBas OIICHKA
B. D10 He Tpebyetcs. [nst ananm3a pUCKOB CIEAyeT MPUBIEKATh
HEOOJIBIIYIO TPYIITY CIICIHATNCTOB, HE SBIISIONIUXCS COTPYTHUKAMH
KOMITIaHUH, YTO MO3BOJIUT 00ECTIEYUTh OECTIPUCTPACTHBIN U
Ka4eCTBEHHBIN aHaIU3
C. ITockonbKy JIOIU B PA3IMYHBIX MOPA3ICICHUSIX JIYYIIe TOHUMAIOT
PHUCKHU B CBOMX TOJIpa3JICNICHUSAX H CMOTYT MPEIOCTABUTh MAKCUMAITEHO
MOJIHYIO M IOCTOBEPHYIO MH(OPMAIIHIO 7Sl aHAITN3a
D. ITockoBKY JTIOM B PA3IUYHBIX MTOAPA3ICIICHUSX CAMHU SBIISIOTCS
OJTHOM U3 MPUYHMH PUCKOB, OHU JIOJDKHBI OBITH OTBETCTBEHHBI 32 HX
OIICHKY




21. Yto siBasieTcS HAMJIYYIIMM ONUCAHMEM KOJIUYeCTBEHHOI 0
aHAJIN3a PUCKOB?
A. Ananu3z, OCHOBaHHBII Ha CIICHAPUSX, IPeIHAa3HAYCHHBIN 115
BBISIBJICHHSI PA3JTUYHBIX YTPo3 0€30MacHOCTH
B. Meron, ucnosibp3yeMblii 111 TOUHOM OIIEHKU MOTEHIUAIBHBIX MTOTEPH,
BEPOSTHOCTH IOTEPh U PUCKOB
C. MeTtoz, conocTaBisOUINi [eHEKHOE 3HAUEHHE C KaXKIbIM
KOMITOHCHTOM OILICHKH PHCKOB
D. MeTon, ocHOBaHHBIN Ha CYXACHUSIX U UHTYUIIUH
22. TloueMy KOJIUYE€CTBEHHBII aHAJN3 PUCKOB B YHCTOM BH/IE He
JOCTHKHM?
A. OH TOCTHXXHUM U UCIIONB3YETCS
B. On nmpucBanBaeT ypoBHU KPUTHUHOCTH. VX CII0’KHO MEpPEBECTH B
JICHSKHBINA BU.
C. D70 cBS3aHO C TOYHOCTHIO KOJIMYECTBEHHBIX 3JIEMEHTOB
D. KonnuecTBeHHBIC U3MEPEHHUS TOJDKHBI IPUMEHSITHCS K
KaueCTBEHHBIM dJIEMEHTaM
23. Ecau MCHOJB3YIOTCSI AaBTOMATH3MPOBAHHbIE HHCTPYMEHTHI IJIsf
AHAJIN3a PUCKOB, I0YEeMY BCe PABHO TpedyeTcsl TAK MHOI0 BpeMeHU
NJ151 MPOBeIeHUsI aHAIUu3a?
A. MHoro nnpopmMaiuu HyKHO coOpaTh U BBECTH B IPOrpaMmy
B. PykoBoaCTBO TOKHO OJ0OPUTH CO3TaHKE TPYIIIIbI
C. AHanu3 pUCKOB HE MOKET OBITh ABTOMATHU3HPOBAH, YTO CBSI3aHO C
caMoM MPUPOION OLICHKH
D. MHOXeCTBO JItO/IeH TOJKHO OJI00PUTDH JTaHHBIE
24. Kakoii U3 ci1e1yI0IIMX 3aKOHOAaTeJIbHbIX TEPMHUHOB OTHOCHTCSI
K KOMIIAHUM UJIH Y€JI0BEKY, BBINOJIHSIOIIEMY He00X0AuMbIe
AelCTBUSL, M UCNOJIL3YeTCs /1JIs onpe/iesieHus1 00513aTeIbCTB?
A. Ctangaptsl
B. lomxknsiii mporiecc (Due process)
C. Jlomxnas 3a6ota (Due care)
D. CHmxenue 00s13aTeNbCTB
25. Yo Takoe CObIT U KaKk OH OTHOCHTCSI K pa3padoTKe CHCTEM
HH(POPMALMOHHOM 0€30IIaCHOCTH U NporpaMm 6e3onacHocTu?
A. Criucok cTaHapToOB, NPOLEAYP U MOJIUTHK ISl pa3padoTKU
MporpaMMbl 0€30MacCHOCTH
B. Texymas Bepcus ISO 17799
C. Ctpykrypa, KoTopas Oblia pa3paboTaHa JJIsl CHYKEHUS] BHYTPEHHETO
MOIIIEHHUYECTBA B KOMITAHUSX
D. OTKpBITHII cTaHAAPT, OMPEISISIFOIIHIA 11eTH KOHTPOJISI

[TepeueHb T€M KOHTPOIBHBIX PA0OT MO AUCIUIUTMHE 00yJarOIINXCs 3209HON POPMBIOOYUECHHUS,
npeJICTaBICHBI B Ta0wmie 19.

Tabmuma 19 — [TepevyeHb KOHTPOIBHBIX PadOT

Ne /it [TepeueHb KOHTPOIBHBIX pabOT

He npenycmoTpeno

10.4. Metoanueckue MaTepuabl, ONpeAeSIoNIie IPoLe ypbl OLlEHUBAHUS
MHAUKATOPOB, XapaKTEPU3YIOIIUX dTarbl GOPMUPOBAHUS KOMIIETEHIINH, colepKaTcs B
JIOKaJIbHBIX HOpMAaTUBHBIX akTax ['YAIl, permameHTHpyOIMX NOPSAI0K U IPOLEYPY
MIPOBEJICHUS TEKYIIET0 KOHTPOJISL YCIIEBAEMOCTH U MTPOMEXYTOUHOMN aTTecTaluy 00yJaromuxcs
I'VAIL



11. Meroauveckre yKazaHus I 00yJarOITUXCs IO OCBOCHHIO JUCITUTITMHBI

11.1. Meroauyeckue yka3aHus JUisl OO yJarOIIMXCs IO OCBOCHHIO JIEKIITHOHHOTO
Marepuaina

OCHOBHOE Ha3HAYCHHE JICKIIMOHHOTO MaTepuaja — JOTHYECKH CTPOHHOE, CUCTEMHOE, TIIyOOKOe U
SICHOE M3JI0kKEeHHE YueOHOro MaTepuana. HasHaueHue COBpeMEHHOM JIEKIIUY B paMKaxX JUCIUTUTHHBI
HE B TOM, YTOOBI ITOJTYYUTh BCIO HH(POPMAITHIO TI0 TEME, a B OCBOCHUHU (PyHIAMEHTAJIBHBIX TTPOOIEM
JTUCITUTIMHBI, METOJIOB HAYYHOTO TO3HAHMSI, HOBEHIINX JOCTI)KCHUI HAYYHOU MBICTH. B yaeOHOM
Mporecce JIEKIHS BBIMOJHACT METOAOJOTUUYECKYIO0, OPTaHHM3allMOHHYI0 W HWH(OPMAIIHOHHYIO
¢ynkuuu. Jlekuus packpbIBaeT MOHATUHHBINA anmapaT KOHKPETHOW 00JIacTH 3HAHMS, €€ MPOOIEeMBI,
JIaeT LEeJIbHOE MPEACTaBICHHUE O TUCIUILINHE, TOKa3bIBAET B3aUMOCBS3b C APYTUMHU TUCITUIIIIMHAMM.
[LranupyeMbIe pe3yabTaThl IPU OCBOCHUH 00YYAIOIIMMUCS JICKIIMOHHOIO MaTepHaJa.

— TMOJIyYEHHE COBPEMEHHBIX, LIEJIOCTHBIX, B3aWMOCBSI3aHHBIX 3HAHUW, YPOBEHb
KOTOPBIX ONPEIEIISETCS LEJIEBOW YCTAHOBKOM K KaX101 KOHKPETHON TEME;

— TIOJIyYEHHE OIbITa TBOPUYECKON PabOThl COBMECTHO C MPETIOIaBATEIIEM;

— pa3BuTHE NPO(ECCUOHANBHO-/IEIOBBIX  KAauecTB, JIOOBU K  MOpeaMeTy U
CaMOCTOATEJIbHOTO TBOPYECKOTO MBIIIUICHUS.

— TOsIBJIEHHE HEOOXOAMMOTro HHTEpeca, HEOOXO0IUMOTO JUIsl CAMOCTOSTEILHON pabOTHI;

— [OJyYeHUE 3HAaHUHM O COBPEMEHHOM YpPOBHE pa3BUTUS HAYKM M TEXHUKA U O
MIPOTHO3€ UX PAa3BUTHUS Ha OJIMKAWUIIINE TOJIBI;

— Hay4MThCS METOAMYECKHM 00padaThiBaTh Marepuai (BBLACIATH TJABHBIE MBICIH H
MOJIOKEHUsA, MPUXOJUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATh WX B  Pa3jIMYHbBIX
dbopMynupoBKax);

— TOJIy4eHUE TOYHOTO MOHMMAaHUs BCEX HEOOXOIMMBIX TEPMUHOB U TTOHITHH.
JIeKMOHHBIA MaTepual MOXKET COINPOBOXKIATHCS JIEMOHCTpPALIMEH CIIA0B M HCIOJIb30BAHUEM
pa3IaToYHOro Marepuasa Mpu MPOBEACHUH KOPOTKHUX JAMCKYCCHI 00 OCOOCHHOCTSIX MPUMEHEHUS
OTJICIBLHBIX TEMATHK 110 JUCIMILINHE.

CTpyKTypa IPEeaOCTABICHUS JIEKITMOHHOTO MAaTEpHaa;

Beenenue. TpeOoBanusi k cucreMe 3amutbl uHopmanmu. CoxaepkaHue ydeOHOM
JTUCIUTITUHBI, TOPSA0K u3ydeHusi. OCHOBHAs M IOMOJIHUTENIbHAS TUTEpaTypa.

Paznen 1. OGo01meHHas CTpyKTypa KaHaa nepeiaud nHGOopMaluu.

Paznen 2. CpenctBa 00paboTky nHGOpMAIUK. 3alUTa OT yTeYeK U MoTeph HHPOPMAIIHH.
Pazpgen 3. Onrryeckuii KaHaIl.

Pasnen 4. 3BykoBoii kaHai.

Paznen 5. Kananel mpoBOAHOMN CBSI3H.

Paznen 6 Kananel 6ecripoBoIHOM CBSI3H.

Paznen 7. Ilopsinok u cpeAcTBa MPOBENCHUS KOHTPOJIS 3al[UIIEHHOCTH.

3aKiIoueHue

11.2. Meroauueckue ykazaHus A 00y4aroluXcs O BBIMOJIHEHHUIO JaO0paTOPHBIX
paboT (ecau npedycmompeno yueOHbIM NIAHOM NO OAHHOU OUCYUNTIUHE)
B xone BbInonHeHus 1a00paTopHbIX paboT 0OydaroHMiics TOHKEH YIIIyOUTh W 3aKpENHTh 3HAHUS,
NPaKTUYECKHE HAaBBIKMA, OBJIAJETh COBPEMEHHOH METOIUKOW W TEXHHKOW OJKCIIEPHMEHTa B
COOTBETCTBUM C  KBAIM(UKALMOHHOM  XapaKTEpUCTHKOW  oOyuwaromierocs.  Beimosnnenue
7a00paTOpHBIX pabOT COCTOMT W3 IKCIEPHUMEHTAIbHO-TIPAKTHYECKOH, PacYeTHO- aHAIUTHYECKOH
4acTeil 1 KOHTPOJIBHBIX MEPOTIPUATHHA.
BrimonHeHne m1abopaTOpHBIX padOT OO0yYArOIIMMCS SIBIISIETCSI HEOTHEMIIEMOW YacThIO W3YUCHHS
JUCLUIUIMHBL, ONpenessseMold y4eOHbIM IJIAHOM, MU OTHOCUTCS K CpPEICTBaM, 00eCHeunBaIOLINM
pelIeHne CIEAYIONNX OCHOBHBIX 337a4 00YJaromerocs:
— TIpHOOpeTeHHe HaBBIKOB HCCIIEJOBAHUS TPOLIECCOB, SIBICHUH U  OOBEKTOB,
U3y4aeMbIX B paMKax JaHHOU JUCIUILTUHBI;



— 3aKpeIuleHHe, Pa3BUTHE U JeTallM3alus TEOPETUUECKUX 3HAHUM, TOTyYEeHHBIX Ha
JICKITUSX;
— TOoJy4YyeHHe HOBOM MH(OPMALIUU MO N3y4aeMOil TUCIUIUINHE;
— mnpuoOpeTeHHe  HABBIKOB  CAMOCTOATENIbHOW  paboTel ¢ 1abOpaTOpHBIM
000py1I0BaHHEM U MTPUOOpPaAMHU.
Crpykrypa u ¢opma oruera o jabopatopHoit padore Otuer 0 jJabopaTopHOW paboOTe TOIKEH
BKIIIOYaTh B c€0s: THUTYIBHBIH JHCT, (DOPMYIHPOBKY 3aJaHUSl, TCOPETHUYECKHE ITOJOKCHHUS,
UCIIOJIb3YEMbIE TPU BBINOJHEHUU J1a00paTOpHOl pPalOTHI, ONHCAaHUE IMPOLecCa BBHITOTHEHUS
nabopaTopHOi pabOTHI, TOTYyYEHHBIC PE3YJIbTAThl U BHIBOABL. TpeboBanus K 0(OPMIICHHIO OTYETA O
nabopatopHoit pabore I[lo kaxmoi J1abopaTopHON pabOTe BBHIMOJHAECTCS OTACIbHBIA OTYET.
TuTynpHBINA TUCT OPOPMIISETCS B COOTBETCTBHH C IMabI0HOM (00pa3loM) MPUBEICHHBIM Ha CaiTe
I'VAIT (www.guap.ru) B paszgene «CeKTop HOPMAaTHBHOW JIOKYMEHTAI[MM». TEKCTOBbIE W
rpaduueckue Mmarepuanbl OoQOpPMIIOTCS B COOTBETCTBUMU ¢ JneictBytomuMu ['OCTamu u
TpeboBaHUsAMH, MMpuBeIeHHBIMU Ha caiiTe ['YAIl (www.guap.ru) B pasnene «CekTop HOpMaTUBHOU
JOKyMEHTAlMW». MeTouueckre yKa3aHus 10 TMPOXOXKIEHUIO  JabopaTOpHBIX  padoT:
MeTtoauueckue ykazaHus K J1aOOpaTOPHBIM paboTaM MO AUCLHUIUIMHE
«TexHndeckas 3amuTa HHPOPMAII - JIEKTPOHHBIN pecypc kadeapsr No33.

11.3. Meroauueckue yKazaHus sl 00yJaroIMXCs 10 MPOXO0KACHUIO CAMOCTOSITEILHON
paboThI
B xojie BBINONHEHNS CaMOCTOSTENIbHON pab0Thl, 00yUaIOLIUIICS BBIIIOJIHAET padOTy MO 33aJaHUI0 U
U METOAMYECKOM PYKOBOJCTBE MperojaBaresi, Ho 0e3 ero HermoCpeACTBEHHOTO Y4acTHsL.
Jis obydaromuxcst Mo 3a04HOM (hopme oOyueHHs], caMOCTOsTeNbHasE padoTa MOXKET BKJIIOYATh B
ce0st KOHTPOJBHYIO paboTy.
B nmpomecce BBIMONHEHUS CaMOCTOSTENBHOW paboOTh, y oOydaromerocs (GopMupyercs
1esecooOpasHoe IMIaHUPOBaHUE pabOYero BpeMEHHU, KOTOPOE MO3BOJISIET UM pa3BUBaTh YMEHHS U
HaBbIKM B YCBOEGHUU U CHUCTEMAaTH3allUu NMPUOOPETaeMbIX 3HaHUI, 00ecreunBaeT BbICOKUN YPOBEHb
yCIIEBa€MOCTH B MEpUOJI 00YUEHUs, TIOMOTaeT MOJYYUTh HABBIKHM MOBBIIEHUS IPOPECCHOHATBHOTO
YPOBHSI.
Meroandyeckumu MaTepHaJaMH, HalpaBJISIOLIMH CaMOCTOSITENIbHYIO paboty
00yJaroNUX CSASBIISIOTCS:
—  y4eOHO-METONYECKUI MaTepHa 1o JUCIUILIINHE;
— METOJUYECKUE YKa3aHHUS MO BBIMOJIHEHUIO KOHTPOJIBHBIX paboT (Ui 00ydaromuxcs
10 3204HOU (hopme 0OyUueHUs ).

11.4. Metoauueckue yKa3aHust JUisl 00y4aroIuxcs Mo MPOX0KIEHUIO TEKYILEro
KOHTPOJIS YCIIEBAEMOCTH.
Texymuii KOHTPOJIb YCIIEBAEMOCTH MPEIyCMAaTPUBAET KOHTPOJIb KadecTBa 3HAHUM 00ydaroluxcs,
OCYILIECTBIIIEMOTO B TEUEHUE CEMECTPA € LEJIBIO OLIEHUBAHUS X0a OCBOCHHUS IUCLUIUIMHEI.

11.5. Metoauueckue yKa3aHust isl 00yHJarOIIUXCs TI0 MTPOXOKICHHUIO TPOMEKYTOUHON
aTTeCTallnun.

[TpomMexxyTouHas aTTecTanus OOYYArOIIMXCS TPEIyCMAaTPUBAET OIEHWBAHUE MPOMEXKYTOUHBIX H
OKOHYATEJIbHBIX Pe3yabTaTOB 00y4eHHs 10 nucturinHe. OHa BKIIIOYAET B CeOsl:

— DJK3aMeH — (opma OIEeHKM 3HAaHUW, TOJMYYEHHBIX OOydJalImMUMCs B MPOIECCe
W3Yy4YEeHUsI BCEHW MUMCIUIUIMHBI UM €€ YacCTH, HAaBBIKOB CAMOCTOSITEIFHON padOThI, CIIOCOOHOCTH
NPUMEHATh MX JJIs pEUIeHUs MNPAKTHYECKUX 3a/ady. DK3aMEH, KaK MpaBUjo, MPOBOIUTCS B
MEepUOoJ YK3aMEHAIMOHHON CECCUM M 3aBEpIIAETCS aTTECTAllMOHHOW OLEHKOW «OTJIIMYHOY,

«XOPOIIOY, «YAOBIECTBOPUTEIHLHOY, «HEYIOBICTBOPHUTEIHLHON.



Jluct BHeceHus: U3MEHEHUH B pabovyIo MPOrpaMMy TUCIUTLIMHbI

Jlata BHECeHUs
W3MCHEHHH U
JIOTIOJTHEHHUI.

IToxmicey BHEcmero
M3MCHCHUA

Coaepxkanue U3MEHEHUH U JOTIOTHEHUIM

Jlata u Ne
[IPOTOKOJIA
3acemaHus
kadeapst

Iloanuce
3aB.
Kadeapoit




