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AHHOTaI

Hucuunnuna «KopropatuBHas 3amra OT  BHYTPEHHHX  yrpo3  HMHGOPMaIMOHHOMN
0€30I1aCHOCTH» BXOJUT B 00pa3oBaTENbHYIO IMPOrpPaMMy BBICHIETO OOpa30BaHHS — MPOTPaAMMy
OakanmaBpuata II0 HampaBjieHUI0 moAarotoBku/ cnenuanbHocTd 10.03.01  «MHpOpManroHHas
0€30MacCHOCTb» HAIPaBJIEHHOCTH «be3011acCHOCTh KOMIIBIOTEPHBIX CUCTEMY. JIUCIUIUIMHA peanu3yeTcs
kadeapoi «Ne33y.

JlucuuiuinHa HaresieHa Ha () OPMHUPOBAHKE Y BBITYCKHUKA CIIETYIOUIMX KOMITETCHIIHA:

[IK-5 «CnocobOeH opraHu3oBBIBATH W MPOBOAMTH HACTPOHKY MPOTPAMMHBIX, MPOTPaMMHO-
anmapatHeIX (B TOM YHCIE KPHUMNTO-TPAQUUYECKUX) M TEXHHMUYECKUX CPEACTB U CHUCTEM 3aIIUTHI OT
HECAaHKI[MOHUPOBAH-HOI'O JOCTYIIa»

[IK-6 «CrnocobeH aAMHHUCTPUPOBATH CpPEACTBA 3alUTHl HH(POPMALWU HPUKIAJHOTO H
CUCTEMHOT'0 IPOrPaMMHOTO 00ECTICUEHU S

[IpenoaBanyie AMCHUIUIMHBI TPEAYCMATPUBACT Cleayromue (popMbl OpraHu3anuu yaeOHOTro
mpolecca: JIeKIHuU, J1adopaTopHble paboThl, CAMOCTOATEIbHAS paboTa 00yUaroIerocs.

[IporpamMmmMoit TUCHUIUIMHBI IPEAYCMOTPEHBI CJIECIYIONINE BUABI KOHTPOJISA: TEKYIIUNA KOHTPOIb
yCIIEBA€MOCTH, IPOMEKYTOUHAs aTTecTalus B popMe 3K3aMeHa.

OO6m1ast TpyI0€MKOCTh OCBOCHHUSI IUCIUIUIMHBI COCTABIIAET 3 3a4€THBIX euHUIIbI, 108

4acoB.

S3bIK 00yueHus 0 JUCLUILIMHE «PYCCKUMN »



1. IlepedeHb IIAHUPYEMBIX PE3YJIBTATOB O0YUEHHUS 10 TUCLIUILIIMHE

1.1. Ilenu npenogaBaHusi JUCIUTUTMHBI

Ienpo peann3aluy MpOrpamMMbl SIBJISIETCS COBEPLICHCTBOBAHME W (WJIM) HOJYyYEHHE HOBOMU
KOMIIETEHIINH, HEOOXOAUMOW Ui NpOo(hecCHOHAIBHOM NeSTENbHOCTH, C YYETOM CHelH(pHKAIUN
crangapta Bopuackwiic no kxommereHuuu «KoprnopaTtuBHas 3aimiuTa OT BHYTPEHHUX yrpo3
UH(POPMALIMOHHOM 0€30MaCHOCTH.

1.2. JlucuuMniuHa BXOOUT B COCTaB 4acTH, (OPMHPYEMOH ydaCTHMKaMHU 0Opa30BaTENIbHBIX
OTHOILIEHHIA, 00pa3oBaTeNIbHON MPOrpaMMBI Beiciero oopazosanus (nanee — OI1 BO).

1.3. IlepeueHp NIaHUPYEMBIX pPE3YyJIbTATOB OOyUEHHUS IO JUCLHUIUIMHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMH pe3ynbratamu ocBoeHus OIT BO.

B pesynbrare u3ydeHHs IUCLMIUIMHBI OOYyYarOIIMHCA JOJDKEH 00JanaTh ClEAYIOIMMU
KOMIIETEHIIMSIMA WJIM WX YacTsIMHU. KOMIETEeHIIMM M WHAMKATOPBl WX JIOCTHIKCHHS IPHUBEICHBI B
Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIIMNA U MHUKATOPOB MX JTOCTHIKECHUS

KaTCFOpI/IH (rpynna) KOI[ 1 HAMMCHOBAHUC KOI[ N HAMMCHOBAHUC MHAWKATOpa JOCTHUIKCHUA
KOMIICTCHII U KOMIICTCHII M KOMIICTCHIIN U

ITK-5 Cnocoben
OpraHU30BBIBATh U
HPOBOJUTH
HaCTPOUKY
POTrPaMMHBIX,
IPOTPaMMHO-
[Tpodeccuonansublie | anmnapatHbix (B ToM | I1K-5.3.2 3HaeT cpencTBa u cnocoObl obecriedeHus
KOMITETEHIIHH YHCcIe KPUITO- 3alIUTHl OT HECAHKIITHOHMPOBAHHOTO JTOCTYIA
rpaduuecKux) u
TEXHUYECKHUX
CPEZCTB U CHCTEM
3alIATHI OT
HECAHKIIMOHUPOBAH-
HOTO JIOCTyna

[1K-6.3.1 3HaeT ys13BUMOCTH HCIIOJIb3yEMOTO
IPOTrPaMMHOT0 00eCTIeUeHHsI U METOABI UX
JKCILTyaTaluu

[IK-6.B.1 Bnaneer onpeneneHnem nopsiika yCTaHOBKU
MPOTPAMMHOTO 00ECTICUCHHUSI C METBI0 COOTIOACHUS

ITK-6 Criocoben
aIMUHUCTPUPOBATH
CpeZCTBa 3aIIUTHI
[Tpodeccuonanpubie | UHGOpMaLK

KOMIIETEHIINHU MPUKIIATHOTO U .
TpeOoBaHMil 1Mo 3amuTe nHGOPMaLIUU
CHUCTEMHOTO
[1K-6.B.2 BnaseeT HaBBIKAMU 10 BHIMOJIHEHUIO paboOT
TpOTPaMMHOT0 o ooHa €HHUIO BPEIOHOCHOTO IPOrPAMMHOTO
o0ecrieyeHus Pyx p porp

o0ecreueHus

2. Mecro nuctuIuIMHbEL B cTpykType OI1
JucnumnimHa MoKeT 0a3upoBaThcs Ha 3HAHUSAX, paHee MPHOOPETEHHBIX OO0YYarOIMIMMHCS TIpU
V3YYECHUH CIEAYIOIUX AUCIUTIIAH:

e OcHoBbl HHGOPMAITMOHHOH 0€30MaCHOCTH.

3HaHUs, TOyYEHHBIC IPU W3YYCHUU MaTephalia JaHHOW MUCHUIUIMHBI, UMEIOT CaMOCTOSTEIILHOE
3HaYEHUE.
3. O0OBeM U TpyJ0EMKOCTh JUCITUILTAHBI
JlanHbie 00 001IeM 00beMe NUCIHUIUIMHBI, TPYAOEMKOCTH OTIEIBHBIX BUIIOB yU4€OHOW padbOTHI
M0 TUCIUIUIMHE (M pacTpeaesieHUue 3TOH TPYTOSeMKOCTH MO CEMECTpaM) IPEICTABICHEI B Ta0IHIIE 2.

Ta6mmma 2 — O6beM U TPYJ0EMKOCTh JUCITUTITUHBI

TpynoeMKocTs 110
Bun yuebnoit paboTbl Bcero cemecTpam
No4

1 2 3




Obwas mpyooemxocmo oucyunaunwt, 3E/ (dac) 3/108 3/ 108
U3 Hux uacoe npakmuueckoii n002Z0MOo6KU 34 34
AyoumopHnuie 3anamus, BCEro 4ac. ol 51
B TOM YHCIIE:

nexuuu (JI), (gac) 17 17

npaktuueckue/cemunapckue  3aHsatus  (I13),

(dac)

nabopatopHbie paboTs (JIP), (uac) 34 34

KypcoBoii nmpoekT (pabdota) (KII, KP), (gac)

9K3aMeH, (Jac) 27 27
CamocmosamenvHas paboma, Bcero (dac) 30 30
Buo npomesxcymounou ammecmayuu. 3a4er, K3 k3
mudd. 3auer, IK3aMeH (Bauer, Audd. 3au, Jx3.**) ' )

IIpuMeyanue: KaHIUIATCKUN SK3aMEH

4. ConepxaHue JUCIUTUTHHBI
4.1. Pacnpepnenenue Tpy10€MKOCTH JTUCHUIUIMHEI 110 pa3eiaM 1 BUAAM 3aHATHM.
Pa3nensbl, TeMbl AUCHUILIMHBI U UX TPYAOEMKOCTh IPUBEICHBI B Ta0uUIe 3.

Tabmuua 3 — Paznesnbl, TeMbl TUCIHUILINHBI, UX TPYAOEMKOCTh

Paznernbl, TeMbI JUCIUTUTAHBL Jlea | 113 JIp KII CPC
’ u (C3) (uac (dac) | (gac)
(wac) | (wac) )
CemecTtp
3

Mogyns 1. Cranaaptel Bopiaackuiic u
cneundukanus crangapToB Bopiackuiic mo
KomrereHIH «KopropaTtuBHas 3amuTa ot 1
BHYTPEHHUX YIpo3 HHPOPMALMOHHOM
6e3onacoHcTH». Pa3aensl cnenudukanmuu
Monyns 2. TpeGoBaHUs OXpaHbl TPyJa U TEXHUKU 1
0e30MacHOCTH
Mogyns 3. CoBpeMEeHHbIE TEXHOJIOTHH B
npodeccnoHaabHOM cepe. OCHOBBI 3aUTHI 2 2 2
UHPOPMALIUU OT BHYTPEHHUX yrpo3
UH(POPMALIMOHHOM 6€30MacCHOCTH
Monynb 4. OcHOBBI TUGPOBOI THTHEHbI 2 4 2
Monyns 5. YcTaHoBKa, KOHQUTYpUPOBaHHUE U
yCTpaHEHHE HEUCIIPAaBHOCTEN B CUCTEME 2 6 3
KOPIIOPATUBHOM 3aLIUTHI OT BHYTPEHHUX YIPO3.
Monyinb 6. TeXHOIOTHH areHTCKOTrO 3 6 4
MOHHUTOPHHIa
Monyns 7. PazpaboTka moauTHK 6€30MacHOCTH, 3 8 5
aHaJIN3 BBIABJICHHBIX MHIIMJCHTOB
Monyns 8. O6cnenoBanue (ayauT) OpraHu3aIiu
C LIEJBIO 3aIUTHI OT YTPO3 HH(POPMAIIMOHHOMN 3 8 5
0€30I1aCHOCTH
Hroro B cemectpe: 17 34 21

Hroro 17 0 34 0 21

[IpakTHyeckas MOAroTOBKA 3aKJIIOYAETCS B HEITOCPEICTBEHHOM BBIIIOJHEHUN 00YYarOIUMHUCS
OTIpeIeIEHHBIX TPYAOBBIX (PYHKLUH, CBA3aHHBIX C OyayIiel npoQecCuoHaIbHON AEATENbHOCTHIO.

4.2. CopnepsxaHue pa3/ieioB U TeM JICKINOHHBIX 3aHATHH.



Coneprxanue pas3iesIoB U TEM JICKITMOHHBIX 3aHATHI MPUBEACHO B TaOIHIE 4.

Ta6mmma 4 — ComepxaHue pa3aesioB U TeM JEKIIMOHHOTO UK

Howmep pa3znena

Haspanue u copepxanue pa3ieaoB U TEM JEKIMOHHBIX 3aHITUI

1

Monayas 1. Cranaaprel Bopaackuniuic u cnenupukanus CTAaHIAPpTOB
Bopaackniuic no komnereHunu «KopnoparusHas 3ammra ot
BHYTPEHHHX YIpo3 HH(GOPMAMOHHOM Oe30macHoCcT». Pa3aesibl
crnenupuKaAnu

Tema 1.1 Crnenudukarus cTagaapTa KOMIETSHIIUNA
«KopropaTuBHas 3ammTa OT BHYTPEHHUX YTpo3 HH(POPMaIMOHHOM
0e30macHOCTH» (KOHKYPCHOE 3aJJaHHe, TEXHHUECKOE OMUCaHHE,
MH(PPACTPYKTYPHBIH JIUCT, CXeMa U 000pyA0BaHUE pabOYHX MECT,
TpeOOBaHUS K TEXHUKE OC30MMAaCHOCTH, KPUTEPHUH OIICHUBAHHMSI, KOJCKC
ATHKH, OCHOBHBIC TCPMHUHBI)

Mopayb 2. TpeGoBanusi 0XpaHbl TPY/JIa M TEXHUKH 0€30MACHOCTH
Tema 2.1 KyneTypa 6e30nacHoro tpyza.

Tema 2.2 OcHOBBI 6€3011aCHOTO TpyZa U dPPEKTHBHAS OPraHU3AIUSI
paboyero Mecta B COOTBETCTBUH CO CTaHIapTamMu Boprnackuiic u
cnenuduKanuei crannaproB Bopaackuiuic mo KOMIETEHITHH.

Moay.asb 3. CoBpeMeHHbIE TEXHOJI0THH B IpodeccuoHabHOI cdepe.
OcHoBbI 3211UTHI HHGOPMALMHU OT BHYTPEHHHUX YIPO3
uHGOPMAMOHHOM 0€30MaCHOCTH.

Tema 3.1 OCHOBBI 3aIIUTHI KOPIIOPATUBHON HH(OpMAITHH

Tema 3.2 Ienwu, 3a1a4m, CUCTEMBI, METOJBI U CPEICTBA 3AILIUTHI

Tema 3.3 [TpaBoBBIC OCHOBBI.

Kirouesbie anroput™Msl u cuctemsl. OCHOBHBIE MOHATHA. be3onmacHocTh
MH(OPMALIMOHHBIX CUCTEM. YTPO3bl HHPOPMAIIMOHHOM 0€3011aCHOCTH.
Hcrounuku yrpos. Ysa3sumoctu. Pucku. Araku.

Tema 3.4 3ammra wuwHbOpMAMKM  OT  BHYTPEHHUX yIrpo3
MHPOPMALIMOHHOM Oe30macHOCTU. BbIsSBIEHHE yTeUeK C UCIOJIb30BaHUEM
texHojorun Data Leakage Prevention (DLP). Teopus u mnpakTuka
npuMeHeHus DLP-cucrewm.

Monayab 4. OcHoBbI HM(POBOI THTHEHbI

Tema 4.1 Hudposas ruruena. Kudepyrpossl. Buast kubepyrpos.
WnuTepHer yrpo3sl. BHemHue (Bpe1I0HOCHBIM MPOrpaMMHBII KO, CIIaM,
(UIIMHT, CeTeBbIE aTaKH, B3JIOM YCTPOHCTBA, B3JIOM aKKayHTOB U T.J.) U
BHYTpEHHUE (MHTEPHET 3aBUCUMOCTh, UHTEPHET MTPOKPACTHUHALIHS )
UHTEPHET yrpo3bl. KoOMMyHUKaIlMOHHBIE U TEXHOJOTUYECKHE NHTEPHET
YTPO3BL.

Tema 4.2 IIpaBuna Ge3omacHoOro noBezeHus B cetu MIHTEpHET.
Pa3menienue 1 ncnosib30BaHue NEPCOHANBHBIX U TUYHBIX JaHHBIX.
besonacHeie naponau. HacTpoliku NpuBaTHOCTU B COLIUAJIBHBIX CETAX.
Pe3epBHOE KOMTMpPOBAHME.

Tema 4.3 Ilporpammbl 3aliUTBl  OT BPEIOHOCHOTO  IMPOrPAMMHOIQ
koma. [Iporpammbl poautensckoro koHTpousid. CpeactBa muppoBaHUS
naHHbIX. CpeacTBa OIOKMPOBAHUS HEXKENATEIbHOTO KOHTEHTA

MonayJb 5. YcTraHoBKa, KOHPUTyPpUPOBAHUE  YCTPAHEHHE
HEHCIPABHOCTEH B CHCTeMe KOPIOPATHBHOM 321U THI OT
BHYTPEHHHX yIpo3.

Tema 5.1 ¥Yceranoska DLP IWTM B BUpTyaJIbHOM OKpYKEHUH.
Pexxumebl port mirroring u proxy.

Tema 5.2 Kondurypuposauue DLP IWTM

Tema 5.3 HcnpaBnenre TUOBBIX HEUCITPABHOCTEH.




6 MoayJnb 6. TeXHOJ0THH areHTCKOT0 MOHUTOPUHTA

Tema 6.1 Haznauenue areHTCKOro MOHUTOPUHTA. Y CTAHOBKA U
HACTpoKa areHTckoro Monutopunra. Marepgeiic konconn DLP IWDM.
PaGota B KOHCONHM yIIpaBlIeHUsI aT€HTOM

Tema 6.2 [TonmuTHKH areHTCKOr0O MOHUTOPHHTA, OCOOCHHOCTH MX
Hactpoiiku. Co3ganue u npoBepka nmoJuTuk. CoznaHue MoJIUTUK 3alUThI
Ha areHTax;; ®unbTpanus coOwiThii; HacTpoiika COBMECTHBIX COOBITHI
areHTCKOro M CEeTeBOro MOHUTOpUHTa; PaboTa ¢ HOCUTENIMU U
ycrpoiictBamu; PaboTta ¢ daitnamu; KoHTpons npuiioskeHmit;
Hcknmrouenune u3 coObITUI TIepexBara.

7 Moay.as 7. Pazpa6oTka noJauTHK 6€30NMACHOCTH, AaHAJIU3
BbIfIBJIEHHBIX HHIIUEHTOB

Tema 7.1 Pa3paboTka u TectupoBaHue MoJIUTUK B cucteme DLP
IWTM. PaGoTa ¢ pa3zeaoM TEXHOJIOTHH CUCTEMbI KOPIIOPATUBHOM
3alIUTHI: KATETOPHH U TEPMUHBI, TEKCTOBBIE 00BEKTHI; PaboTa ¢
COOBITUSIMHU, 3aMIPOCHI, 0OBEKTHI MepexBaTa, UACHTU(DUKAIINST KOHTAKTOB B
cooOnITHH; PaboTa co cBOaKaMu, BUIKETaMHU, CBOAKaMu; PaboTa ¢
nepconamu; Pabora ¢ o6bekTamu 3amuThl; [I[poBecTn uMUTAIIUIO
mporecca yreukn KoHpuaeHmansHoi nadopmarun B cucreme; Co3nars
HEMPOTUBOPEUYUBBIC MTOJIMTUKU, COOTBETCTBYIOIIME HOPMATHUBHOM 6a3e u
3aKOHOJATENIbCTBY; 3aI0KYMEHTHUPOBATh CO3/IaHHBIE TOJIUTUKU
HCIIOJIb3YSl B COOTBETCTBUH C TPEOOBAHUSIMU COBPEMEHHBIX CTaHIAPTOB B
obmactu 3amuTel HHGopMaruu. PaboTa ¢ KaTeropusiMu U TEPMHUHAMU;
Hcnonbp30Banue peryisipHbIX BelpakeHui; Vcnonp3oBanne
Moponoruueckoro noucka; « Pabora ¢ rpaguueckumMu 00beKTaMu;
Pabota ¢ BeIrpy3kamu 1 6a3 naHHbIX; PaboTa ¢ neuaTsiMu 1 OJaHKaMu;
Pabota c ¢aiinoBsiMu TUIIAMU;

Tema 7.2 MonuTopuHr Tpaduka. I[lpoBepka npuMeHeHNs TOIUTUK
4-x BUJI0B: Tpauk, mepcoHsl, Oydep oOMeHa, [BuxeHue Qaiinos. Pabora
C KpayJIepOM.

8 Moayasb 8. O6¢ciienoBanue (AQyAuT) OPraHU3auHu ¢ HeJbI0 3alUTHI OT
yrpo3 nHGOpMANHMOHHOI 0€30I1aCHOCTH

Tema 8.1 [TonsTue ayaura uHGpOPMAIIMOHHON O€30TTaCHOCTH.
Teopus u npakTHKa 00caeI0BaHNs OPTaHU3AIMH C LIEJIbIO 3aIIUTHI OT
yrpo3 nHpOpMaIMOHHOM 6€30MacHOCTH

Tema 8.2 3aK0OHOJATENLCTBO B 001aCTH 3aIUTHI
KoH(puaeHIManbHoi nHpopmanuu. Buasl nHdopmanuy orpaHuuYe€HHOTO
nocryna. Ilepconanbubie nanubie. KoMmMepueckas TaiiHa.

4.3. Tlpaktudeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHIA U UX TPYAOEMKOCTh IPUBECHBI B TAOIHIIE 5.

Tabmuna 5 — [IpakTuueckue 3aHsATHS U UX TPYJOEMKOCTh

N3 Hux Ne
Ne | Tembl npakTHUECKNX @OpMBI IPAKTUYECKUX | TpPyIOEMKOCTh, | IPAKTHYECKOH | pa3zerna
/1 3aHSATUN 3aHATUN (gac) MMOATOTOBKH, | JMCITUAII
(gac) JIMHBI

Y4eOHBIM IIIaHOM HE MPEIYCMOTPEHO

Bcero

4.4. JlaGopaTopHbIE 3aHATHS
Tembl 1aOOPaTOPHBIX 3aHATHHA U UX TPYAOEMKOCTh MPUBEACHBI B TaOHIIE 6.

Tabmuua 6 — JIabopaTopHbIe 3aHATHS U UX TPYAOEMKOCTb




N3 Hux No
Ne HaunmeHoBaHue 1a00paTOPHBIX padoOT TpynoeMKoCTb, | IPaKTHUECKOH | pa3zaena
n/n (uac) HNOJArOTOBKH, | JAMCLHII
(dac) JIUHBI
Cemectp 3
1 | HacTpoiiku NpuBaTHOCTH B COIMALHBIX 6 6 3,4
ceTax
2 | YcraHoBKa u KOH(HUTYypUpOBaHUE 9 9 5,6,7,8
koMIoHeHTOB DLP cucreMsl
3 | TexHOIOTHMU areHTCKOTO MOHUTOPUHTA 9 9 5,6,7,8
4 | Pa3zpaboTka ¥ MPUMCHEHHE MTOJINTUK, aHAIIN3 10 10 5,6,7,8
BBISIBJIEHHBIX MHIIAIEHTOB
Bcero 34 34

4.5. KypcoBoe npoeKkTHpoBaHUe/ BHIIOTHEHHE KYPCOBOM pabOThI

VY4eOHBIM MJIaHOM HE IPESYyCMOTPEHO

4.6. CamocrosrenbHas paboTa 00y4aronmxcs

Bunel camocTosiTenbHON paboThI U €€ TPYA0EMKOCTh IIPUBEIEHBI B TadIULIE /.

Tabnuna 7 — Bunbel caMmocTosTenbHON pabOThI M €€ TPYAOEMKOCTh

. Bcero, | Cemectp 3,
Bua camocTosiTenbHOM paboThI
qac Jac
1 2 3
N3yuenune TeopeTnyeckoro Marepuania
16 16
quciumiuiel (TO)
[ToaroroBka K TeKyIieMy KOHTPOJIO 5 5
ycneBaemoctu (TKY)
Bcero: 21 21

Y4ueOHO-MEeTOANYECKHNE MaTePUaANIbl JUIsl CAMOCTOATENIbHONW paboThl 0OyJaroIIMXCcsl YKa3aHbl B 111, /-

11.

5. Ilepeyens yueOHO-METOIUYECKOTO OOCCTICUCHMSI
JUTSL CAMOCTOSITEIFHON pabOThI 00YYAIOMIMXCS IO TUCITUTUINHE (MOIYITIO)

1. TlepeueHb MEYATHBIX U NIEKTPOHHBIX YUEOHBIX U3TAHUIN

[lepedyeHb IeUaTHBIX U YJIEKTPOHHBIX YI€OHBIX W3JaHUN TIPUBEICH B Ta0IUIE 8.

Tabmuna 8— [lepedeHp eUaTHBIX U DJIEKTPOHHBIX YICOHBIX W3TAaHUN

Mudp/
URL anpec

bubnuorpaduueckas ccpuika

KomuectBo 3x3eMIuisipoB
B OMONHOTEKE
(KpoMe ANEKTPOHHBIX
IK3EMILISIPOB)

https://kb.infowatch.com/ TexHueckas
pages/viewpage.action?

pageld=32079878

JTOKYMEHTAIs
pemenuto InfoWatch Traffic Monitor
4.1 [>neKTpOHHBIN pecypc]

1o

https://bit.mephi.ru/ A.C. 3apimeB, A.A. Maok,
index.php/bit/article/ Pa3paboTka KJIacCHU(pHUKALUH
view/14/22 BHYTPCHHHUX yrpo3
nH(pOPMaITMOHHOMN 0e30MacHOCTH
MOCPEICTBOM KJacCupUKauu

MHIUAEHTOB, MockBa, xypHan bUT



https://kb.infowatch.com/
https://bit.mephi.ru/

Ne 3 2016 r. [3neKTpOHHBIH pecypc]

https://www.twirpx.com/
file/185060/

IMTapteika  T.JI., IlomoB  W.H.
Nudopmanmonnas  6e30MMacHOCTb,

yueOHoe rmocodue. 5-¢ u3m., nepepad.
u gom. - M.: ®OPYM, 2012. - 432 c.

https://worldskills.ru/nashi-
proektyi/demonstraczionnyij-
ekzamen/documents/

Ilonoxxenne 00 OpraHu3aliii Hu
IIPOBCACHUHN JEMOHCTPallMOHHOI'O

9K3aMeHa o CTaHJapTam
WorldSkills  Coroza  «Momnosie
npodeccroHalb, JJICKTPOHHAS
myOJuKaIus

https://worldskills.ru/nashi-
proektyi/demonstraczionnyij-
ekzamen/documents/

[lonoxenne 00 oOpraHuzauu "
IMPOBCACHUHN ACMOHCTPAMOHHOI'O

JK3aMeHa o CTaHIapTam
WorldSkills  Corsa  «Mounozasie
npodeccroHalb, AJIEKTPOHHAS
myOTrKaIus

http://padabum.com/
d.php?id=27762

Ckuba B.IO., Kypbaror B.A.
PykoBojcTBO MO 3ammrTe  OT
BHYTPEHHHX yrpo3
MH(POPMAIIMOHHON 0E30MaCHOCTH. —
CIIG.: ITutep, 2008. — 320 c.

X404.3M 48

Nudopmanmonnas 06e30macHOCTh U
3amuTta  WHGpopManuu:  ydeOHOe
mocodue/ B. Il. Mensuukos, C. A.
KuneiimenoB, A. M. Ilerpakos; pen.
C. A KneiimMeHOB. - 5-¢ u31., CTep. -
M.: Akanmemus, 2011, - 331 c.

25

004
M 87

Momak H. H. Opranuzanus
0€e30MacHOro JocTyna K
MH(pOpPMaLMOHHBIM pecypcam

40

[Tekct]: yuebnoe mocobue / H. H.
Momak, T. M. Tarapaukosa.
npubdopoctpoenus. - CII6.: U3n- Bo
I'VAIL 2014.- 121 c.

004 M
87-604316-ED

Morrak H.H. 3amuiieHHeIe
UH(OTEIEKOM-MYHUKAIIUKA. AHaIN3
U CUHTE3 [DIeKTpOHHBIM pecypc]:
moHorpadus/H.H. Momnak. —
OnextpoH. TekctoBbie naH. — CII6.:
W3n-so I'VAIL, 2014. — 197 c.

40

2. TlepedeHpb HIIEKTPOHHBIX 00pa30BATEIBHBIX PECYPCOB
MH(OPMaLMOHHO-TEIEKOMM YHUKAIIMOHHOM ceTH «HTepHeT»

Ilepeuenn JIIEKTPOHHBIX 00pa30BaTEeNbHBIX pecypcoB
TEJIEKOMMYHHUKAIIMOHHON ceTu «VHTepHeT», HEOOXOIUMBIX Ul OCBOCHMS JUCLUIUIMHBI IPUBEICH

B Tabnuie 9.

MH(POPMAIMOHHO-

Tabmuma 9 — IlepedeHb AIEKTPOHHBIX OOpPa30BATENBHBIX PECYPCOB  HMH(POPMAIIMOHHO-
TEJICKOMMYHUKAIIMOHHOU ceTu «HTepHeT»
URL aapec HaumenoBanue
https://worldskills.ru OcHosHoit nopran Coro3a «Mosozabie npodeccrHoHabl

(Bopnackumic Poccwust)

https://kb.infowatch.com | baza 3nanuii mo npoaykram u perrenusm InfoWatch



http://www.twirpx.com/
http://padabum.com/

3. IlepeueHp HHPOPMALIMOHHBIX TEXHOJIOTHIA
8.1. [lepeyenp nmporpaMMHOTO 00ECTIEYEHHS, UCIIOIB3YEMOTO MPH OCYIIECTBICHUH
00pa30BaTeIbHOTO HpolLEecca Mo TUCHUILIIHHE.
[lepedeHp UCTIONB3YEMOT0 MPOrPaMMHOT0 O0ecriedeHus npeacTanieH B Tadbmauie 10.

Tabmuna 10— [lepedeHp mporpaMMHOTO OOECTICUeHUS
Ne HanmenoBanue

/11
1 Adobe Reader
2 bpaysep Google Chrome wiu Yandex
3 I'uniepusop Oracle VirtualBox Bepcuu we Hmske 5.1.14 umu VMWare Workstation ue
HKke 12
InfowWatch Traffic Monitor
InfowWatch Device Monitor
Bupryansnas mamuna ¢ OC RedHat

~N| oo B

Bupryanbnas mammaa ¢ OC Windows

8.2. Ilepeuenp MH(OPMALIMOHHO-CITPABOYHBIX CUCTEM,UCIIOJIb3yEeMBIX npu
OCYIIIECTBJIEHUU 00pa30BaTEIbHOIO MPOLecca 110 AUCLUIIIINHE

HepequL HCIIOJIb3YCMbIX I/IH(bOpMaL[I/IOHHO'CHpaBOIIHLIX CUCTCM IIPCACTABJICH B Ta6J'II/II_I€
11.

Tabmuua 11— ITepeuenb nH(pOpMAIIMOHHO-CIPABOYHBIX CHCTEM

‘ No o/mt ‘ HaunmenoBanue

| LHe_upﬂﬂ;LCMOTpeHO

4. MarepuanbHO-TeXHHUYECKas Oa3a
Cocras MaTepUaIbHO-TEXHUUECKON  0a3bl, HEOOXOAUMOW 1S  OCYIIECTBICHHS
00pa3zoBaTeNbHOIO Ipoliecca 1o JUCIMITIIMHE, Ipe/icTaBleH B Tabaumel2.

Tabnuna 12 — CocraB MaTepuanbHO-TEXHUYECKOM 0a3bl

Ne HaumeHnoBaHue cOCTaBHOM yacTu Howmep aynutopun
n/n MaTepHaIbHO-TEXHUYECKOH O6a3bl (Ipr HEOOXOTUMOCTH)
1 MynbTrMeanitHas JIEKIUOHHAS ayJUTOPHUS 523
KomnbroTephslii kiace (He MeHee 10 KOMIIBIOTEPOB) 523

[Iporpammuoe DLP st 60pb0bI ¢ BHYTPEHHUMH yTE€UKaMU
uHpopManuu 1 o0ecriedeHrs: KOpIopaTUuBHONW 6€30MacCHOCTH

Bupryansnas mamuna (cepsep DLP)

BupryanpHas MarmHa (KOHTPOJUIEp TOMEHA)

BupryanpHas mammuHa (cepsep)

~N| o oy &~

BupryanbpHas MammHa (KJIMEHT)

5. OueHoYHBIE CPEACTBA JJIsl TPOBEICHUSI TPOMEKYTOYHON aTTECTAIIUN
10.1. CoctaB OIICHOYHBIX CPEIACTBIJIS IPOBEACHUS IPOMEXKYTOUHOH aTTecTaluu
00ydJaronuxcs mo TUCIUTIINHE TPUBEeH B Tabimie 13.
Tabnuia 13 — CocTaB OLIEHOYHBIX CPENICTB ISl POBEJACHUS TPOMEKYTOUHOMN aTTeCTaIlf

\ Bua npomexxyTouHOM aTTecTanu \ ITepeuenb OLIEHOYHBIX CPEICTB




DK3ameH 3agaun
KomimnekTrl OLICHOYHOM JOKYMEHTALUU

(K.0.J1)

10.2. B kauecTBe KpHUTEpHUEB OIEHKH YpPOBHSA CHOPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETCHIIMA O0yJYaIONIUMUCS MPUMEHSETCS S-OaylbHas MIKanxa OLEHKH CPOPMUPOBAHHOCTH
KOMIIETEHIIHI, KOTopas puBeeHa B Tabuuie 14. B TeueHne cemMecTpa MOXKET HCIOIB30BaThCS
100-0annpHast ~ mKajda  MOAYJIBHO-PEUTMHTOBOW  CHUCTEMbl ~ YHHUBEPCUTETa,  IpaBUIIa
UCIIOJIB30BaHUSI KOTOPOH, YCTAHOBJICHBI COOTBETCTBYIOIIUM JIOKAIBHBIM HOPMATHBHBIM aKTOM
['YAIL

Tabmuna 14 —Kpurtepun orieHk# ypoBHS CQOPMHUPOBAHHOCTH KOMITETCHIIUH

Or11eHKa KOMIIETEHI AN
5-0ayuipHad mIKana

XapakreprcTrka chOpMHUPOBAHHBIX KOMITETEHIINI

— oOyyaromuiics TiayOOKO M BCECTOPOHHE YCBOWJI IPOTPAMMHBIN
MaTepuar;

— YBEpPEHHO, JIOTHYHO, [TOCIEA0BATEIbHO U IPAMOTHO €T0 U3J1araeT;

— OnMpasch Ha 3HAHUS OCHOBHOW M JONOJHUTEIBHOH JIUTEPaTypBhl,

«OTJIIUYHOY o
GAUTCHOY TECHO MPUBS3bIBACT YCBOCHHBIC HAYYHBIE MOJOKEHHS C MPAKTUYECKOM
JIeATETLHOCTBIO HAIIPaBJICHUS;
— yMeJi0 000CHOBBIBAET M apPT'yMEHTUPYET BbIIBUTAEMBIE UM HJICH;
— JIeJIacT BBIBOJBI M 000O0IICHUS;
— CBOOOJTHO BJIaJICET CUCTEMOM CIICIIMAIM3UPOBAHHBIX TTOHITHIA.
OreHKa KOMIIETEHIIVN

Xapakreprcrika choOpMAPOBAHHBIX KOMITETEHLIUI
5-0ayuipHas mkana PaKIep (bopnup I

— o0yyaroIuics TBEPI0 YCBOMI MPOTpaMMHBINA MaTepHal, TPaMOTHO U
M0 CYIIECTBY H3JIaraeT €ro, ONupasch Ha 3HaHUS OCHOBHOM
JTUTEPATYPHI;

— HE JIOMYCKaeT CYIIECTBEHHBIX HETOUHOCTEH;

— YBSI3BIBACT YCBOCHHBIC 3HAHUS C MPAKTHYCCKOW JEATCIIEHOCTHIO
HaTPABIICHUS;

— apryMEHTUPYET HAYYHBIC ITOJOXKCHHUS;

— JIeJTaeT BBIBOABI M 0000IIEHNS;

— BJIQJICET CUCTEMOM CIICIUATN3UPOBAHHBIX ITOHSITHIH.

«XOPOLIOY
«3a4TEHO»

— oOyyJaromuiicss YCBOMJI TOJBKO OCHOBHOW MpPOrpaMMHBIN MaTepual,
M0 CYIIECTBY H3JIaraeT €ro, ONHUpasCh Ha 3HAHUS TOJBKO OCHOBHOW
JIUTEPATYPHI;

— JIOIYCKaeT HEeCYIIECTBEHHBIC OITMOKN U HETOUYHOCTH;

— ACHBITHIBAET 3aTPYAHEHUS B IPAKTUYECKOM NPHUMEHECHUM 3HAHUU
HaIlpaBJICHUS,

— c1abo apryMeHTHUPYeT HayYHbIE TIOJIOKECHHS;

— 3aTpyAHsieTcs B GOpMYITHPOBAHUH BHIBOJAOB U 00OOIIICHMIA,

— YaCTUYHO BJIAJEET CUCTEMOM CIEeIMaTIU3UPOBAHHBIX TOHSATUI.

«YHAOBJICTBOPUTCIIBHO»
«BadTCHO»

— o0yJaromuiics He YCBOWII 3HAYUTEIILHOM YacTH MPOTPaAaMMHOTO
Matepuana,

— IOMyCKaeT  CYIIECTBEHHbIE  OMIMOKM W  HETOYHOCTH TP
paccMOTpeHHH MPOoOJieM B KOHKPETHOM HalpaBlIeHUY;

— UCTIBITHIBAET TPYAHOCTH B MTPAKTUIECKOM MPUMEHEHUH 3HAHHUI;

— HE MOXET apryMEeHTHPOBATh HAYYHBIE TIOJIOKEHHUS;

— He (OpMYIUPYET BEIBOJAOB K 0000IIEHUH.

«HCYHAOBJICTBOPUTCIILHO
«HE 3a4TCHO»

B kadecTtBe KpHUTEpHEB OIICHKM YpPOBHS C(HOPMHUPOBAHHOCTH (OCBOCHHS) KOMIICTCHLUH
(JacTd KOMIIETEHIIMHM) OOYyYaIOIMIMMHCS, CHAIOMMUMH dK3aMeH B (opMmMe IeMOHCTPaIMOHHOTO
9K3aMeHa, TMPHUMEHSIOTCS KPUTEPHH YCTAHOBJICHHBIE B KOMIUICKTE OIICHOYHOW OKYMEHTAIIUU
(K.0.L).

PekoMenj0BaHHAsT METOAMKA TIEPEBOA MOTYYCHHBIX OalIOB MO Pe3ybTaTaM BHITIOTHEHUS
3a/laHusl JIEMOHCTPAIIMOHHOTO HSK3aMEHAa B AaTTECTAIIMOHHYIO OIICHKY IO HMTOTaM IPOXOXKICHHS
sKk3aMeHa, npezcrasieHa B PZIO I'YAIL CMK 3.78.



10.3. TunoBbie KOHTPOJILHBIC 3a/IaHUS WIH WHBIE MAaTEPHUATIBL.
Bomnpocsr (3a1aun) st 5K3aMeHa IpecTaBiIeHbl B Tadiuie 15.

Ta6mmma 15 — Bonpock! (3agaun) 1u1st 9K3aMeHa

Ne i/t

[lepeuens BompocoB (3a7au) s SK3aMeHa

Kon
WHJUKAaTOpa

1

[TpoBecTy KOHPUTYPALHIO CETEBON HHPPACTPYKTYPHI:
HACTPOMTH XOCT MAIINHY, CETEBOE OKPY>KCHHE, BUPTyaIbHbIC
MAIIUHBL, U T. IL.;

* YCTaHOBUTDH M HACTPOUTH CHCTEMY KOPIIOPATUBHOM 3aI[UTHI
OT BHYTPEHHUX yIpo3;

* 3aIyCTUTB CUCTEMY, IPOBEPUTH (PYHKIIMOHAIBHOCTD U
COOTBETCTBHE HACTPOEK IEJIEBOM CETEBOI MHPPACTPYKTYpE

* [IpoBecT MMHTAIMIO TIpOLIECCA YTEUKU KOH(PHICHINAIEHON
nH(pOpMAIINY B CHCTEME;

* YcTpaHuTh npo0seMbl IPU MOSBICHUY,

* [IporemoHCTpHUPOBATH PAOOTOCTIOCOOHOCTH CUCTEMBI

* [ToaroroButk OTYET MO OIEHKE PaOOTOCIIOCOOHOCTH
CHCTEMB,

11K-5.3.2

11K-6.3.1

[TpuMeHNTH NOIUTUKU HHPOPMAIIOHHON O€30I1aCHOCTH B
CHCTEME, aBTOMAaTHYECKH BBIITOJHUTH MOUCK MHIMICHTOB
MH(POPMAIIMOHHOW 0€30I1aCHOCTH, BHECEHHBIX WICHAMU JKIOPU
(c ucnonp3oBanuem crenna u ['eneparopa Tpaduka u
WHIIMJICHTOB).

* [IpogeMoHCTpHUPOBATH 3HAHHE MEXAHHU3MOB PaOOTHI
areHTCKOro MOHUTOPHHTA;

* PazpaboTtars ¥ MPUMEHUTH MOJUTHKH ar€HTCKOTO
MOHHUTOPHHTA JUIsl pabOThI C HOCUTEISIMUA U YCTPONUCTBAMH;
* PazpaboTtars ¥ MPUMEHUTH MOJTUTHKH ar€HTCKOTO
MOHHUTOpPHHTA JUIs paboThI ¢ daitnamu;

» PaboTa ¢ MCKITIOUEHHSIMH U3 TIEPEXBaTa;

11K-6.B.1
[1K-6.B.2




Pazpabotare noauTUKH MHPOPMALTMOHHONM OE30MTaCHOCTH,
WCIIO0b3Ys] MHCTPYMEHTAPUM aBTOMATU3UPOBAHHOM CUCTEMBI
IWTM 6 u ycrienHo uX MPUMEHUTD JIJIs1 BBISIBJICHUS /WA
OJIOKMPOBAHUS MHITUACHTOB Oe30macHoCcTH. JlJis co3aanus
HMHIIMJICHTOB U Apyrux coobiTuii B IWTM ncnons3yercs
CHeNHaIbHOE MMPOTPAMMHOE 00ECTICUeHUE — CIICITUATBHBIN
I'enepatop Tpaduka v UHIIMICHTOB.

CryneHTy HE0OX0IUMO:

* PazpaboTtarh HOBBIE W/WUIM MOJIU(DHUITIPOBATH
CYIIECTBYIOIINE TOTUTHKU 0€30MTaCHOCTH, IEPEKPHIBAIOIINE
KaHaJbl Iepejauu JaHHBIX U BO3MOXHbIE MHITUICHTHI
COTJIACHO 3K3aMEHAIIMOHHOMY 33JIaHUIO;

* 3aHeCTH MONUTUKH UH(OpMalnoHHOU Oe3omacHocT B DLP-
CHUCTEMY;

* Pazpaborarh win/u MOIUGUIUPOBATE OOBEKTHI 3AIIUTHI,
KaTeropuu, TeXHOJIOTuK 3amuTsl B DLP-cucreme u T. 1.

* [IpuMeHUTH MONMUTUKH [T KOHTPOJIS TpaUKa, BHISIBICHUS
1/vu OJIOKMPOBAHWS HHIIUJCHTOB O€30MMacHOCTH,
co3/1aBaeMbIX BHEIIHUM [ eHeparopom Tpaduka u
WHIUJIEHTOB. MaKCUMHU3HUPOBATh YHCIIO BBISIBICHHBIX
MHIUACHTOB O€30MaCHOCTH;

* [IponemMoHCTpUpPOBATH BIaJCHUE TEXHOJOTUAMH U YMEHUE
paboTath ¢ uHTEpPeiicoM yrnpaBlieHUs CUCTEMBI
KOprnopaTuBHOM 3amutsl uHGopmaruu IWTM.

Y4acTHUKY HEOOXOAMMO MPUMEHHUTD MOJIUTUKA
nH(popmMaloHHO 6e3onacHocTy B cucteme IWTM,
ABTOMAaTUYECKH BBIIIOJIHUTH TOMCK UHIIUJEHTOB
nH(pOpMaIMOHHOM 0€30MaCHOCTH, BHECEHHBIX UJIEHAMU KIOPU
(c uconb3oBaHueM cTeHna u [ eneparopa Tpaduka u
WHIUJEHTOB). [ToTUTHKH MOXHO MOTU(DHUIIPOBATH, C TIETBIO
BBISIBJICHUS] MAKCUMAJIbHOTO YHCJIa MHIUJIEHTOB U YTEYEK.
Heob6xoamumo ucnons30BaTh BECh HAOOP TEXHOJIOTUHN MTOUCKA U
BBISIBJICHUS YSI3BUMOCTEH, TOCTYITHBIA B CHCTEME
KOPIIOPAaTUBHOM 3aIUThI. ITOTOBBIN BApUAHT MOJUTHK
JOJIKEeH OBITh 3aKCUPOBAHBI B OTUETE.

B yncno uHIIMIEHTOB MOTYT BXOJUTh, HAITPUMED:

* riepeiaya MepCcoOHaNbHBIX JAHHBIX COTPYIHUKOB U
KOHTPAreHTOB I10 JIEKTPOHHOH TTOYTE;

* mepeaaya 0a3pl KJIMEHTOB OPraHU3aIH B apXUBE C

HCIOJIb30BaHNEM (aillIOBBIX MPOTOKOJIOB;

* HELICH3YpPHAsl JICKCHKA COTPYAHUKOB B IIEPEITUCKE C
KOHTpareHTaMu;

* epefaya UHGOPMAIMH, COCTABIIAIOIEH KOMMEPUYECKYIO
TalHy U Jp.

* [I[pumMeHUTH MEXaHU3MBI CO3aHUS (UIBTPOB JIJIST aHATH3a
NepexBaueHHOr 0 TpaguKa U BhISBJICHHBIX UHIIUCHTOB,;

* [IoArOTOBUTH AECTATM3UPOBAHHBIE OTYETHI O HAPYLICHMSIX;
* [IpoBecTH Kaccu(UKALUIO YPOBHS YTPO3bl HHIIU/ICHTA;

Tabnuua 16 — Bonpocs! (3amaun) mist 3auera / nudd. 3auera

Bompocs! (3agaun) mist 3adera / iud¢. 3ayera npeacraieHsl B Tadimie 16.

Ne i/t

[epeuens Bonpocos (3ama4) s 3adera / qudd. 3auera

Kon
WHJMKATOpa

Y4eOHBIM IJIAHOM HE IPETyCMOTPEHO




[TepeueHs TEeM JUII KYpPCOBOTO IPOCKTHPOBAHWUS/BBIIOJIHEHUSI KYpPCOBOH pPadoThI
MpeCcTaBIeHbI B Tabmuie 17.

Tabmuua 17 — Ilepedens TeM aist KypcoBOro MPOSKTUPOBAHMS/BBITIOTHEHUS! KyPCOBOM pabOTHI
No 11/ [TpuMepHBIii IepeYeHb TeM IJIs1 KypCOBOTO MPOEKTUPOBAHUS/BHITOTHEHHUS
KYpPCOBOM pabOThI
Y4eOHbIM MJIaHOM HE IPELYCMOTPEHO
Bompocsr JUIsL TIPOBEJIEHUS IPOMEXKYTOYHOM AaTTeCTalluh B BUJE TECTUPOBAHUSA
MpeACTaBICHBI B TaOwmIe 18.
Tabmuua 18 — [IpuMepHsbIii nepedeHb BOMPOCOB JUIsl TECTOB
y Koz
Ne n/mt IIpuMepHBIii IepedeHb BOIIPOCOB IJI TECTOB
MHAMKATOpa
He npyacmorpeno

[lepeueHb TeM KOHTPOJIBHBIX PA0OT MO JUCHUILIMHE 00YYAIOIIUXCS 3209HON (POPMBIOOYUEHHS,
npeJcTaBieHbl B Ta0nuie 19.

Tabmua 19 — I[lepedyeHb KOHTPOIBHBIX PadbOT
Ne n/mt [lepeyeHb KOHTPOJIBHBIX PAOOT
He npenycmoTrpeno

[TpumepHBIiA TIepedeHb 3aJaHui A 00YYaroUINXCs, COAIOIIMX SK3aMeH B (Gopme
JIEMOHCTPAIIMOHHOT' O 9K3aMeHa, yKa3aHbl B KOMIUIEKTe olleHouHOM nokymeHTanuu (K.O.1.).

10.4. Meroauueckue  Marepuaibl,  ONpENENAIONMe  MPOLEAYpbl  OLEHHMBAHUS
WMHAMKATOPOB, XapaKTEpHU3YIOLIUX JTanbl (OPMHUPOBAHUS KOMIIETEHIUH, COJEp)KaTcs B
JOKAJIBHBIX HOpPMAaTWBHBIX akTax ['YAII, permamMeHTHpyrOIIMX TMOPSIIOK W MPOLERYPY
MPOBEJCHUS TEKYLIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXYTOUYHOHN aTTecTaluu O00y4aromuxcs
I'VAIL

6. Mertoauyeckue YKa3aHus U1t 06yqafoumxcs[ IO OCBOCHUIO JUCITUITINHBI

11.1. Metoauueckre yka3zaHus A OOy4aroIIMXCS IO OCBOEHHUIO JIEKIIMOHHOTO
MaTepuaia

OcHOBHOE Ha3HA4YCHHE JIEKIMOHHOTO MaTepualia — JIOTUYECKH CTPOWHOE, CHUCTEMHOE,
rIyOOKOe U SICHOE M3JI0XKeHHe yueOHOro marepuana. HazHadeHre COBPEeMEHHOH JIGKIIMH B paMKax
JUCITUIUIMHBI HE B TOM, YTOOBI TOJYYUTh BCIO HH(POPMAIMIO IO TEeMe, a B OCBOCHHH
dbyHIaMeHTAIBHBIX MPOOJIeM NUCHUIUIMHBI, METOJ0B HAYYHOTO MO3HAHUS, HOBEUIINX JOCTUKCHUN
HAy4YHOU MBICIIA. B yaeOHOM mporiecce JeKIUs BRIOIHIET METO0JIOTHICCKYIO, OpTraHU3alnOHHYIO
U nHpopManroHHy (yHKUIMU. JIeKius pacKpbpiBaeT MOHSATUHHBINA ammapaT KOHKPETHOH 00iacTw
3HaHWsA, €€ TPOOJIEMBI, JTaeT METHHOE MPEJCTABICHUE O JUCIUIUIMHE, ITOKa3bIBaeT B3aUMOCBS3b C
JIPYTUMH JUCIUTLIMHAMHU.

[T1aHupyeMble pe3yNIbTAThI IPU OCBOCHHUH 00YYAIOIINMUCS JICKIIMOHHOTO MaTepHaa;

— TIONyYeHUE COBPEMEHHBIX, IIE€JOCTHBIX, B3aMMOCBS3aHHBIX 3HAaHUH, YPOBEHb
KOTOPBIX ONPEIETAETCS EIE€BOM YCTAHOBKOM K KaX 0l KOHKPETHOM TEME;

— TOJyYeHHUE OMbITa TBOPUYECKOM pabOThl COBMECTHO C IIPETOAABATENIEM;

— Dpa3BUTHE MNPOQPECCHOHANBHO-AEIOBBIX  KAauecTB, JIIOOBH K TpeAMETy U
CaMOCTOSITENIbHOTO TBOPUYECKOT'O MBIIITICHHUS.

— TOSIBJICHHE HEOOXOAMMOT0 HHTEpeca, HEOOXOIUMOTO ISl CAMOCTOSATEIHHON pabOTHI;

— TIONyYeHUE 3HAHUH O COBPEMEHHOM YpPOBHE DAa3BUTUS HAYKHM M TEXHUKH H O
MIPOTHO3€ UX Pa3BUTHsI HA OJMKaiIIne Tobl;

— HAY4YUTHCS METOIUYECKH 00padaThiBaTh Marepuall (BBIICISATh TJIABHBIE MBICIH H
MOJIOKEHUS, TPHUXOJUTh K KOHKPETHBIM BBIBOJIaM, TIOBTOPSITH HMX B  Pa3IAYHBIX
(bopMyTUPOBKax);




— MOJIy4€HHE TOYHOI'O IOHMMAaHUs BCeX HEOOXOAUMBIX TEPMUHOB U TIOHATHH.

JIeKuMOHHBI ~ MaTepuall  MOXKET  CONpPOBOXKAATbCA  JAEMOHCTpalued  ClaloB U
UCIOJIb30BAaHUEM  PAa3aTOYHOIO Marepuana IpuU IMPOBEJCHUMHM KOPOTKHX JHUCKYCCHl 00
O0COOEHHOCTSX IPUMEHEHUSI OTAEIBHBIX TEMATHK 110 IUCLHUIUINHE.

CrpyKTypa Ipe1ocTaBIeHus JIEKIIMOHHOTO MaTepuaa:

Monayns 1. Cranpaptel Bopaackuimic M crnenudukanus CTaHAApTOB Bopiiackwuic mo
komnereHIMK «KopropaTuBHas 3aliuTa OT BHYTPEHHHMX Yrpo3 MH(OPMaIMOHHON 0€30I1aCHOCTH».
Paznensl cienudukanmuu

Tema 1.1 Cnemudukanus cranpapta kommereHuun «KopmopatuBHas 3amura  OT
BHYTPEHHUX yrpo3 HMHPOPMALMOHHOW Oe30macHOCTH» (KOHKYpCHOE 3a/laHue, TEeXHUYECKOe
onucaHue, MHPPACTPYKTYPHBIM JHCT, cXeMa U 00OpyAoBaHME pabouyMx MecT, TpeOOBaHMS K
TEXHUKE 0€30IaCHOCTH, KPUTEPUH OLICHUBAHUS, KOJIEKC STUKH, OCHOBHBIC TEPMHHBI)

Monyns 2. Tpe6oBaHUs OXpaHbl TPYJa U TEXHUKU 0€30I1aCHOCTU
Tema 2.1 Kynprypa 6e30nmacHoro Tpyaa.

Tema 2.2 OcHoBbl Oe3zomacHoro Tpyzna M 3¢G¢eKkTUBHas opraHu3anus pabovyero Mecra B
COOTBETCTBUHU CO cTaHAapTamu Bopaackwmic u cneuudukanueil crannaproB Bopiackumic 1o
KOMIIETEHIIHH.

Monyns 3. CoBpeMEHHBIE TEXHOJOTMH B TpodeccHoHanbHO cdepe. OCHOBBI 3alIHUTHI
UHGOpPMAaLUU OT BHYTPEHHHUX YTP0o3 HH(POPMALIMOHHON 0€30MacHOCTH.

Tema 3.1 OcHOBBI 3aLIUTHI KOPIIOPAaTUBHON HH(OpMaLUU
Tema 3.2 Llenu, 3a1aun, cUCTEMBI, METOJIbI U CPE/ICTBA 3AILUTHI
Tema 3.3 [TpaBOBBIE OCHOBBHI.

KntoueBble anroputmsl u cucteMbl. OcHOBHBIE TOHATHS. be3onacHOCTh MH(DOPMAITMOHHBIX
cucteM. YTpo3bl nH(popMaImoHHoi 0e3omacHocTy. Mctounuku yrpo3. Ys3BumocTH. Pucku. Ataku.

Tema 3.4 3ammra nHbOpMaMKU OT BHYTPEHHMX YIrpo3 HH(OPMAIMOHHON 0€30MacHOCTH.
BrisiBiienne ytedek ¢ uCrosib3oBaHueM TexHonoruun Data Leakage Prevention (DLP). Teopust u
npakTuka npumeHenus DLP-cucrem.

Monynb 4. OcHOBBI IIUGPOBOI TMTHEHB

Tema 4.1 Lludposas ruruena. Kubepyrpossl. Buasl kubepyrpo3. VHTepHET yrpos3sl.
Buewnue (BpeJOHOCHBIN MPOrpaMMHBIN KOJI, criaM, (DUILIMHT, CeTeBbIe aTakH, B3JIOM YCTpPOICTBa,
B3JIOM aKKayHTOB M T.1.) U BHYTpEHHHME (MHTEpHET 3aBUCHUMOCTb, HHTEPHET

IIPOKPACTUHALIMS) UHTEPHET yrpo3bl. KOMMYHUKAallMOHHBIE U TEXHOJIOTUYECKUE UHTEPHET YIPO3BI.

Tema 4.2 IlpaBuna Oe3omacHoro moBeneHuss B ceTu MutepHer. Pasmemienue wu
MCIIOJIb30BaHUE MEPCOHATBHBIX U JIMYHBIX JaHHBIX. besonacHbie nmaponu. Hactpoiiku npuBaTtHOCTH
B COLIMAJIBHBIX CETAX. Pe3epBHOE KONMPOBaHUE.

Tema 4.3 IIporpaMMbl 3amUTBl OT BPEJOHOCHOIO IPOrpaMMHOro kona. IIporpammer
poautensckoro  koutpons. CpeactBa mmdpoBaHus JaHHbIX. CpeactBa  OIIOKMpOBaHMA
HE)KeNaTeJIbHOTO KOHTEHTa

Monaynbs 5. YcraHoBKa, KOH(UIYpUpPOBAaHHE M YCTpaHEHHE HEHMCIIPABHOCTEW B CUCTEME
KOPIIOPaTUBHOM 3aIUTHI OT BHYTPEHHUX yIPO3.

Tema 5.1 YcranoBka DLP IWTM B BupTyansHOM OKpykeHHH. Pexxumbl port mirroring u
proxy.

Tema 5.2 Kongurypuposanue DLP IWTM
Tema 5.3 MHcnpaBieHne THIOBBIX HEUCIPABHOCTEM.
Monynb 6. TeXHOIOrMM areHTCKOr0 MOHUTOPUHTA

Tema 6.1 Ha3HaueHue areHTCKOro MOHHMTOPUHIA. YCTAaHOBKAa M HACTPOWKA areHTCKOTO
monutopunra. Matepgeiic koncoan DLP IWDM. Pa6ora B KOHCOH yIpaBiIeHUs! ar€HTOM

Tema 6.2 [TomUTHKM areHTCKOr0O MOHUTOPHHTA, OCOOEHHOCTH WX HacTpoiiku. Co3mgaHue U
npoBepka nmonutuk. Co3aHue MOJMTHK 3allUThl Ha areHTax; @uubTpanus coObiTuil; Hactpoiika
COBMECTHBIX COOBITUH areHTCKOro M CeTeBOr0 MOHUTOpHHra; PabGora ¢ HocurensimMu u
ycrpoiictBamu; Pabota ¢ daitnamu; Kontpons npunoxxenuii; Mckimouenne u3 coObITHIA IepexBara.

Monyns 7. Pa3paboTka moJUTUK 0€301MacHOCTH, aHAIN3 BBISIBICHHBIX HHIIUICHTOB

Tema 7.1 Pazpabotka u TectupoBanue nmoauTuk B cucreme DLP IWTM. Pabota ¢ pazaenom
TEXHOJIOTUM CUCTEMbI KOPIOPAaTHUBHOM 3alllUThl: KATErOPUM M TEPMHUHBI, TEKCTOBBIE OOBEKTHI;
Pabora ¢ coObITHAMH, 3ampOCH], OOBEKTHI MEpexBaTa, UACHTU(PHUKAIMSI KOHTAKTOB B COOBITHH;



PaGoTta co cBomkamu, BUIKeTamMu, cBogaKkaMu;, Pabora ¢ mepconamu; PaGora ¢ 0O0beKTaMu 3aIUTHI;
[TpoBecTn MMHUTAIMIO Tpollecca YTeUKH KoH(uaeHIMansHOW uHpopMmaiuu B cucreme; Co3narb
HENPOTUBOPEUYHBBIC TOJUTHUKH, COOTBETCTBYIOLIME HOPMATHBHOM 0a3e W 3aKOHOAATEILCTBY;
3aJOKyMEHTUPOBATh CO3/IaHHBIC TMOJUTHKH HCIIONB3Ysl B COOTBETCTBHHM C TpPeOOBAaHHUIMHU
COBPEMEHHBIX CTaHJApTOB B 001acTH 3amUTHl HHpOopManuu. Pabota ¢ kaTeropusiMu U TepMUHAMU;
Hcnonb30Banue peryisipHbIX BeIpaskeHUi; Mcrnonb30Banue Mopdonoruyeckoro moucka; * Padora ¢
rpadudyeckumMu oobekTamu; Paborta ¢ BeIrpy3kamMu u 6a3 qaHHbIX; PaboTa ¢ medarsmu u OjaHKaMu;
Pabora ¢ ¢aitnoBeIMH THITAMU;

Tema 7.2 Monutopunr Ttpaduka. [IpoBepka mpuMeHEHHs] MOJUTUK 4-X BHIOB: Tpaduk,
nepcoHsl, 0ydep oOmena, aBmwkeHue (daitnos. Pabora ¢ kpaynepom.

Monayns 8. OOcnenoBanue (ayauT) OpraHU3alMM C IEJIBI0  3allUTBI  OT yrpo3
UH(POPMALIMOHHOM 0€30MaCHOCTH

Tema 8.1 Ilonarue aynuta uH(pOpMalUUOHHOW Oe3zonmacHOCTH. Teopuss M MpakTUKa
o0cIIeIOBaHUS OPTaHU3AINH C LENbIO 3aLIUTHI OT YIpo3 HHPOPMALIMOHHONW O€301IaCHOCTH padoT

Tema 8.2 3aK0HOIaTEILCTBO B 00JIACTH 3alTUThl KOH(PHICHIIMAIBHONW HH(GOPMAIIIH.

Bunst nadopmarun orpanndennoro gocryna. Ilepconansusie nanaeie. Kommepueckas taiftHa.

11.2. Metoauueckue ykazaHus A OOy4YarolIUXCsS IO BBIMOJTHEHUIO J1aOOPATOPHBIX

B xozxe BbImonHEHMs J1aOOpAaTOpHBIX pabOT oO0ydaroluiicss HOKeH YriIyOuTh M
3aKpeNnuTh 3HAHUS, MPAKTUYECKUE HABBIKM, OBJAJE€Th COBPEMEHHOW METOAMKOM U TEXHUKOU
9KCHEPUMEHTa B COOTBETCTBUM C KBAJIM(UKAIMOHHONW XapaKTEPUCTUKOH 0O0ydarolerocs.
Boinonnenue 1a00opaTOpHBIX pabOT COCTOMT U3 3KCIEPUMEHTAIbHO-TPAKTUYECKOM, pacyeTHO-
AHAJTUTUYECKON YacTe U KOHTPOJIbHBIX MEPOIIPUITHUH.

Brimonnenue nabopaTopHBIX paboT oOOydaromuMcsl SBJISETCS HEOTHEMIIEMOW YacThiO
W3YYEHUS JUCIUIUIMHBL, OMpeAenseMoil Y4eOHbIM TIJIAaHOM, W OTHOCHTCS K CPEACTBaM,
00€eCTIeYNBAIOIINM PEIICHUE CIIETYIOINX OCHOBHBIX 33/1a4 00yJaroIerocs:

— TnpuoOpeTeHHe HaBBIKOB HCCIEAOBAHUS TMPOLIECCOB, SBIEHUH U  OOBEKTOB,
M3Yy4aeMbIX B paMKaX JaHHOW JUCIMILITUHBL

—  3aKperuieHHe, Pa3BUTHUE U JICTATN3AIUs TCOPSTHUSCKUX 3HAHUH, TIOTyICHHBIX Ha
JICKLIMSAX;

— Tony4YeHHe HOBOM MH(OPMALIUY IO U3y4aeMOU TUCITUTUINHE;

— mnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATENbHOM  paboTel ¢ 1abOpaTOpHBIM
000pyTI0BaHUEM U TPUOOpPaAMU.

3ajianue ¥ TpeboBaHUs K MPOBEACHHIO JIA0OPATOPHBIX PabOT

Bapuant 3amanus mo KaxmaoW sgabopaTopHOil paboTe OO0ydaromMiics TOy4daeT B
COOTBETCTBUU C HOMEpPOM B cCIHCKe rpymnmbl. l[lepen mnpoBereHneM J1abopaTOpPHON pabOTHI
oOyJaromemMycst CJIelyeT BHUMATEIBHO O3HAKOMHUTBHCS C METOJUYECCKHUMH YyKa3aHUSAMH 110 €€
BBHITIOJTHEHUIO. B COOTBETCTBUU C 3a/laHMEM OOYYArOIIMICS JTOJDKEH MOJITOTOBUTH HEOOXOJIUMBIE
JAaHHBIC, ITOJTYYUTh OT IMperioaaBaTe/id JOIMYCK K BBIITOJHCHHIO J'Ia60paTOpHOI71 pa6OTI)I, BBITIOJIHUTH
YKa3aHHYIO TIOCJIEIOBATEIILHOCTh JIEHCTBUH, MONYyYUTh TpeOyeMble pe3yabTaThl, O(GOPMUTH H
3aIIUTUTH OTYET IO JJAbOPaTOPHOU padoTe.

Crpykrypa u dopma oTdera 0 JadbopaTopHoOii pabore
Ortuer He Tpebyercs

11.3. Meroauueckue ykazaHus JUIsi 0Oy4YalOMIUXCs 10 MPOXO0KIAECHHIO CaMOCTOSTEIbHOM
paboTHI

B Xoze BBINONHEHUS CaMOCTOSTENBHOW paboTHI, OOYYArOIIMICS BBINOJIHSAET PabOTy IO
3aJaHUI0 M TP METOJMYECKOM PYKOBOJCTBE IIperojaBareis, HO 0e3 ero HEemocpeICTBEHHOTO

Y4aCTHA.
B mporecce BBIMOTHEHUS CaMOCTOSTENIBHOW pPaboThl, y oOydaromerocs (GhopMHpYETCs
nenecooOpasHoe MIaHUpOBaHUE pabouero BpEMEHH, KOTOpOe IMO3BOJSET UM pa3BUBATh YMEHUS U
HaBBIKM B YCBOCHUH M CHCTEMATH3AIMU MTPHOOPETaeMBIX 3HAHMH, 00eCIIeuNBaeT BEICOKHI yPOBEHb



yCIIeBAaeMOCTH B Mepuoi 00yueHus, TOMOTAeT MOJYyYUTh HABBIKH MOBBILIEHUS TPO(HECCHOHATEHOTO
YPOBHSI.

MeToauyeckuMHI MaTepuaiaMy, HalpaBIIsSIOIUMU CaMOCTOSITENIbHYIO pPa00Ty 00ydarouXcs
ABIIAIOTCS: y4€OHO-METOAUYECKUI MaTepUal Mo JUCLHUILUINHE.

11.4. Meroauueckue yKazaHusi s OOYYAIOUIMXCS 10 TPOXOXACHUIO TEKYIIEro
KOHTPOJISI yCIIEBAEMOCTH.

Texkymuil KOHTpOJIb YCIIEBAEMOCTH IIPEAYCMAaTpUBacT KOHTPOJIb KadecTBAa 3HAHUU
00y4aroIuXxcsl, OCYIIECTBISIEMOTO B TEUYEHUE CEMECTpa C LEJbl0 OLICHUBAaHUS XOAAa OCBOEHUS
JUucuuIuMHEL. PopMa MPOBENEHHS TEKYIIEro KOHTPOJS — 3alluTa OTYETOB IO J1a0OpaTOpHBIM
paGotam. Pe3ynbTaTbl TEKyIIEro KOHTPOJIS YYHMTHIBAIOTCS IPU IPOBEIECHHUM IPOMEKYTOUHOU
atrectauuu B coorBercTBUU ¢ TpeboBanusiMu CTO I'VAIL CMK 3.76 «llonoxeHue o Tekyiiem
KOHTpPOJIE YCIIEBAEMOCTH M IIPOMEXYTOYHOM aTrTrecTaluu CTyaeHTOoB u acnupantoB ['YAII,
oOyuarouxcsi o 00pa3oBaTeIbHbIM IPOrpaMMaM BbICILIETO 0OPA30BaAHUSD.

11.5. Meroauyeckue ykazaHus JIjisi OOYYarOUIUXCs 1O MPOXOXKICHUIO MPOMEKYTOUHOM
aTTECTALIUN.

[IpomexyTounas aTTecranus oOyuaromuxcst peyCMaTpUBACT OLICHHUBAHUE
IPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3Yy/IbTaTOB 00yueHus 1o qucuurinie. OHa BKIOYaeT B ceOs:
9K3aMeH — (opMa OICHKH 3HAHWK, MOJYYEHHBIX OOyJaromMMCS B MPOIECcCEe H3YyYeHUs BCEl
JUCLUIUIMHBI WIK €€ YacTH, HaBBIKOB CAMOCTOSITENIbHONW paboThl, CHOCOOHOCTH MPUMEHATh UX JUIS
pelIeHNs MPaKTUYECKUX 3a/ad. DK3aMEH, KaK MpaBUiO, IPOBOAUTCA B NEPUOJ

9K3aMEHAIIMOHHOM CECCHM M 3aBEPIIACTCs ATTECTAIMOHHON OIEHKOM «OTIHYHO», «XOPOIIO»,
«yJIOBJICTBOPUTEIBHOY, «HEYIOBIETBOPUTEILHO.

Dk3aMeH B (opMe JIEMOHCTPAIIMOHHOTO JK3aMEHa IMPOBOJAMTCS B COOTBETCTBHHU C
KOMIUIEKTOM OIIEHOYHOM JIOKYMEHTAIIMH, COJEpIKalleM IPUMEPHBIE OIEHOYHBIE MAaTEePHAbI,
pasmMerieHHbIM/ TipesicTaBaeHubIM: https://api.dp.worldskills.ru/api/esatk/docs/22e74a7e-739e-40c7-
89eb-32b6a787b240.



JIuct BHeceHUs: U3MEHEHH B pabouyo mporpaMmy AUCHUILTAHBI

Jlara BHeceHUs

. Hara wu
W3MEHEHUH U No [Toamnuce
JOIOJIHEHUH. Coneprxanue U3MEHEHUHN U JIONOJIHEHUM - 3aB.
MIPOTOKOJI
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s
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