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AHHOTaUs

JucuumnnuHa «3ammra B ONEPAlMOHHBIX CHCTEMax» BXOJUT B 00pa30BaTEIbHYIO
poTrpaMMy BBICIIET0 00pa3oBaHUs — MPOrpaMMy OakallaBpHara 10 HaIpaBICHUIO MOJATOTOBKH/
crenpanbHocTH 10.03.01 «MHbOpMarmornHas 6€30MacHOCTh)» HaIpaBIeHHOCTH «be3omacHocTh
KOMIIBIOTEPHBIX cucTeM». JlucuumminHa peanusyercs kadempoi «Ne33».

JlucuuniauHa HaleaeHa Ha GOpMUPOBAHKE Y BBITYCKHUKA CIEIYIOIINX KOMIIETEHIIUH:

OIIK-2 «CrnocobeH mpuUMEHATh HMH(OPMAIIMOHHO- KOMMYHUKAIIMOHHBIE TEXHOJOTHUH,
IIPOrpaMMHBIE CPEACTBA CUCTEMHOTO U MPUKIIAJHOTO Ha3HAUEHUS, B TOM YHCJIE OTEYECTBEHHOTO
NPOM3BOJICTBA, IS PELICHHUS 3a7a4 NMPo(ecCHOHAIBHOM AEITETbHOCTH

OIIK-1.1 «CnocobeH pa3pabaTbiBaTh M PEATM30BBIBATH IOJMTHKH  YIIPABICHUS
JIOCTYIIOM B KOMITBIOTEPHBIX CHUCTEMAX)

OIIK-1.2 «CnocobGeH aIMUHHCTPUPOBATh CpEACTBA 3allUTHl WH(OpMaNuUu B
KOMITBIOTEPHBIX CUCTEMAX M CETSIX)»

OIIK-1.4 «Cnoco0OeH OIeHMBAaThb YPOBEHb OE30MACHOCTH KOMIIBIOTEPHBIX CHUCTEM H
ceTel, B TOM YKCJIE€ B COOTBETCTBUU C HOPMATUBHBIMU U KOPIIOPATUBHBIMHU TPEOOBAHUSMI

Copep:xaHue TUCHUIUIMHBI OXBAaThIBAET KPYT BOIIPOCOB, CBSA3AHHBIX C H3yUYEHUEM TEPMHU-
HOJIOTHH, TIOHSTHHHOTO armapara i o0IIuX MOAX0I0B K obecredeHnto napopMamonHon 6e30-
MACHOCTHU OIEPAIMOHHBIX CHCTEM; U3YUYEHHUEM CPEJICTB U METOJIOB YIPaBIICHHUS JOCTYIIOM B 3a-
NIMIIEHHBIX ONEPANMOHHBIX CHCTEMAaX; H3yUYEeHUEM CPEJICTB U METOJIOB ayTCHTH(UKAIIUHU TT0JTh-
30BaTeNell B 3alUIIEHHBIX OMEPAIlMOHHBIX CUCTEMax; U3yUYeHUEM CPEACTB U METOJOB peanusa-
MU ayAUTa B 3alUIICHHBIX ONMEPAIIMOHHBIX CUCTEMAX; U3YYCHUEM CPEICTB U METOJIOB UHTETPa-
[[UU 3aIIUIIEHHBIX OMEPAIMOHHBIX CUCTEM B 3AIIUIIICHHYIO CETh.

[IporpamMmmMoit AMCHUIUIMHBI MPEAYCMOTPEHBI CIEAYIONIUE BUIBI KOHTPOJS: TEKYIIUH
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAsI aTTecTalus B (hopMe IK3aMeHa.

OO0mast TpyA0eMKOCTh OCBOSHUS JHUCIUILIMHBI COCTaBISACT S5 3adeTHBIX enuHuIl, 180
4acoB.

S3bIK 00yueHus 0 JUCHMIIUHE KPYCCKUM »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYyUEHUS IO JUCIHILTAHE
1.1. Tlenu npenomaBaHus JUCITUTUTMHBI

[lenpto M3ydeHUs IUCHHIUTAHBI SBISIETCS TEOPETHYECKAs U IMPAKTUYECKas MOJArOTOBKA
CIICIIUATIUCTOB K JICSITEIPHOCTH, CBSA3aHHON C MMPUMEHECHHUEM 3alllMIIEHHBIX ONEPAIMOHHBIX CHC-
TEM, a TaK)Ke CPEACTB U METOJIOB OOCCTICUCHUs 3alIUThl HHPOPMAIIMH B OTNICPAIMOHHBIX CHUCTE-
Max.

3amauy JTUCLHHUILIMHEL:

—U3y4eHUE TEPMHUHOJIOTHH, TTOHATUHHOTO arnmapara ¥ OOIIKX MOAXOJ0B K 00€CIICUCHUIO
WH(POPMAIIMOHHON 0E30MAaCHOCTH OTICPAIMOHHBIX CUCTEM;

—U3Yy4YEHHUE CPEJCTB M METOJOB YIPaBJEHUS JOCTYIIOM B 3alIUIICHHBIX ONEPAIIMOHHBIX
CHCTEMaX;

—HU3Yy4YEHHUE CPEJICTB M METOJIOB ayTeHTHU(HKAIIUY TTOJIH30BaTEICH B 3alIMIEHHBIX Olepa-
LIHOHHBIX CUCTEMAX;

—HU3y4eHHE CPEJCTB M METOJOB pealn3allii ayIuTa B 3alIMIIEHHBIX OMEPAllHOHHBIX CHC-
TeMax;
M3YYEHHE CPEACTB M METOJIOB MHTETrpPAIlMH 3alUIICHHBIX OMEPAllMOHHBIX CUCTEM B 3alllUIICH-
HYIO CETh.

1.2. JlucuMriuivHa BXOJUT B COCTaB 00s3aTEIbHON YacTH 00pa30BaTEIbLHOM MPOTrPaMMBI
BeIcIero oOpasoBanus (nanee — OIT BO).

1.3. IlepeueHb IIAHUPYEMBIX PE3YJILTATOB OOYUEHUS MO AUCLUHUIIIMHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMH pe3ynbTratamu ocBoeHust OI1 BO.

B pesynbrate u3yueHUs AMCHUILIMHBI OOYYAIOUIUICS NOJDKEH O0JanaTh CIEAYIOUUMU
KOMIIETCHIIMSIMY WM WX 9acTsaMu. KOMIETeHIINYM W WHIUKATOPHI MX JIOCTHKECHUS TIPUBEICHBI B
Tabimue 1.

Tabmuma 1 — I[lepeyens KOMITETEHIIMI ¥ UHIUKATOPOB UX JTOCTHKEHUS

Konun
Kareropus (rpymnmna) Kon u HanMeHoBaHHe HHIMKATOpA
KOMTICTCHITHH HauMEHOBaH1e JIOCTHIKEHUST KOMITCTCHITUH
KOMITETEHITNH
OIIK-2 Cnocoben
MIPUMCHSITh
UH(POPMAIMOHHO-
KOMMYHHKAITHOHHBIC
TEXHOJIOTHH, OIIK-2.3.1 3Haet knaccu(puKaIuio
MPOrPaMMHEIE COBPEMEHHBIX KOMITBIOTEPHBIX CHCTEM,
CpencTBa TUTIOBBIC CTPYKTYPBI U TPUHIIUITBI
Ob6menpodeccnoHanbHbIe | CHCTEMHOTO U OpraHHU3aIi KOMITBIOTEPHBIX CETEH;
KOMITETCHITHH MIPUKJIATHOTO Ha3HaveHHe, PyHKITUU U 0000MEHHYIO
HA3HAYCHHUS, B TOM CTPYKTYPY ONEPANMOHHBIX CHCTEM;
quUCIIe Ha3HAYCHUE W OCHOBHBIC KOMITOHEHTBI
OTEYECTBEHHOT'O cucteMm 0a3 JaHHBIX

IMPONU3BOACTBA, AJId
peHiCHUAd 3a1a4

poQeCCHOHATBHON

JIESITEIIBHOCTH

OIIK-1.1 Crioco6en | OIIK-1.1.3.1 3HaeT apXUTEeKTypy U

pa3palaTsIBaTh U MIPUHIIMITBI TOCTPOEHUS U 3aIIUThI
OBImenpodeccHOHATbHbIE pealn30BbIBATh OIIEpPALIMOHHBIX CUCTEM

P MTOJIUTUKU OIIK-1.1.3.2 3HaeT nporpammHsie

KOMIIETEHIIUH I10 o

yIpaBiIeHUS uHTEep(eiCh HACTPOCK MOJIUTUK
HalpaBIEHHOCTH

JIOCTYIIOM B YIIpaBJIEHUS JIOCTYIIOM B OII€PAIlMOHHBIX

KOMIIBIOTEPHBIX CUCTEMaxX

CHUCTEMax OIIK-1.1.V.1 ymeer ucnoyib30BaTh




CpeZACTBa 3aIlUThl HHPOPMALUU
OIIEpPALIMOHHBIX CUCTEM JUISL
IPOTUBOACHUCTBUS YTpo3aM 0€30I1aCHOCTH
uH(pOopMaIU

OIIK-1.1.B.1 B1ageeT HaBBIKAMU
HAaCTPOWKU aHTUBUPYCHOU 3aLIUTHI B
COOTBETCTBUH C JCHCTBYIOIIUMHU
TpeOOBaHUSIMU

OIIK-1.2.3.2 3HaeT NPUHLUIIBI
(O YHKITMOHUPOBAHMSI IPOTPAMMHBIX
OIIK-1.2 Criocoben | cpeacTB KpunTorpaduuecKon 3aIuThl

aIMUHUCTPUPOBATh | WH(OpMALINU
O6menpodeccrnoHanbHbIE . pHp (bopwmar

CpEICTBA 3alUTHI OIIK-1.2.B.2 B1ageeT HaBBIKAMU
KOMIIETEHIINH 110
uHpopmaluu B YCTaHOBKHU MPOTPaMMHO-aNapaTHbIX
HaIpaBJICHHOCTH
KOMIThIOTEPHBIX CPENCTB 3alIUThl MHPOpPMAIIUU B
CHUCTEMAX U CETAX OTIEPAIIMOHHBIX CUCTEMAaX, BKIIFOYAs
cpencTBa KpunTorpahuyecKomn 3amuThl
UHpOpMaLIUU

OIIK-1.4 Cnocoben
OIICHUBATh YPOBEHB

0e30IacHOCTH

KOMIBIOTEPHBIX OIIK-1.4.3.3 3HaeT NpUHIUIIBI
ObmenpodeccuonanbHble .

CHCTEM U CETEMH, B (YHKIIMOHUPOBAHUS IPOTPAMMHBIX
KOMIIETEHIIUH I10 .

TOM YHCJIE B CPEICTB KPpUNTOrpapUueCKOi 3auThI
HaIpaBJICHHOCTH

COOTBETCTBUH C uHbOopMaIuu

HOPMAaTUBHBIMH H

KOPIOPaTUBHBIMU

TpeOOBaHUSIMU

2. Mecro nuctutuinHbEL B cTpykType OI1

JucuunnnHa MoxkeT 0a3upoBaThCS HA 3HAHUSX, paHee MPUOOPETEHHBIX 00yUYaIOITUMUCS
MIPU U3YYCHHUH CIICTYIONIUX JTUCIUIUIAH:

— «OcHOBBI HTHOOPMAIIMOHHON OE30ITACHOCTH Y,

— «[IporpaMMHoO-anmapaTHbIE CPEACTBA 3aIUTHI HH(POpMAITUN)

3HaHus, TIONy4YeHHBbIE TPU U3YUYEHHWU MaTepuaia JaHHOW IUCHUIUIMHBI, UMEIOT Kak
CaMOCTOSITEJIbHOE 3HAUCHHE, TaK U MOTYT MCIIOJIH30BATHCS MPU N3YYEHUHU APYTUX JUCIUTIINH:

— «Pa3paboTka M OKCIUIyaTallks aBTOMATH3MPOBAHHBLIX CHCTEM B 3aIlMIIIEHHOM
HCIOIHCHHUI),

— «Ganmra nHQOpMaNKH B pacpeacIcHHLIX HHPOPMAIIMOHHBIX CHCTEMAX »,

— «YnpasaeHue MHGOPMAIMOHHON 0€30aCHOCTELION.

3. OO0BEM H TPYJIOEMKOCTh JUCIUILTAHBI
JHlanapie 00 o0meM oO0beMe TUCIUILUIMHBI, TPYJOEMKOCTH OTAENBHBIX BHJIOB yUeOHOU
paboTHI TT0 TUCIUTUTHHE (M pactpeie]ICHHe dTOW TPYJO0EMKOCTH 110 CeMecTpaMm) IPe/ICTaBICHBI B
Tadmmie 2.

Ta6mmma 2 — O6beM U TPYJ0EMKOCTh JUCITUTIITUHBI

N Tpyn0eMKOCTb 10 ceMecTpam
Bunx yuebnoit paboThl Bcero No7 Neg
1 2 3 4
Oowasn mpyooemKochib OuCyuUnIUHbL, 5/ 180 2/ 72 3/ 108
3E/ (uac)




U3 Hux yacos npakmuyeckoii 0020mMoeKu
AyoumopHhuie 3aHamus, BCEro 4ac. 91 51 40
B TOM YHCIIE:
nexiuu (JI), (dac) 54 34 20
npakTuueckue/cemunapckue 3ansatus (113),
(dac)
nabopaTtopHbie paboTs (JIP), (uac) 37 17 20
KypcoBoii nmpoekT (pabdota) (KII, KP), (gac)
9K3aMeH, (Jac) 27 27
CamocmosamenvHas paboma, Bcero (dac) 62 21 41
Buo npomesicymounon ammecmayuu:. 3ader, | Judad. OK3.
madd. 3auger, sx3amen (3auer, Judd. 3auq, 3au., Hudd. 3au.
DK3.**) OK3.

EX3

IIpumeuanue: KaHAUOATCKHIT SK3aMeH

4. CopepxaHue JUCIUTUTHHBI
4.1. PacnpenesneHue TPYJOEMKOCTH JUCIUIUIMHBI TIO Pa3/ieiaM ¥ BHaM 3aHATHH.
Paznensl, TeMBI JUCIUTIIMHBI U MX TPYAOEMKOCTh TIPUBEICHBI B TAOIHUIIE 3.

Tabnuna 3 — Pa3aensl, TeMbl AUCHUILTUHBL, UX TPYAOEMKOCTh

Pa3nensl, TEMBI JUCLIUIIIAHEI Texamu | 113 (C3) AP KII CPC
’ (dac) (qac) (qac) (dac) (gac)
Cemectp 7
Paznen 1. [lonsaTre 3anuieHHON ONEepaoOHHON crc- 14 4 6
TEMBI
Pasyien 2. YipasieHue J0CTyIoM 20 13 15
HUroro B cemectpe: 34 17 21
Cemectp 8
Paznen 3. Unentudukanwsi, ayTeHTUGUKAIUSL U aBTO-
S 10 10 20
Paznen 4. MnaTerparus 3alUIeHHBIX OMEPAIMOHHBIX 10 10 21
CHCTEM B 3alIUIIEHHYIO CETh
Htoro B cemectpe: 20 20 41
Hroro 54 0 37 0 62

[IpakTnyeckass MOATOTOBKA 3aKJIOYaeTCsl B  HEMOCPEJCTBEHHOM  BBIIIOJHEHUU
Oo0y4arolUMHUCs  OMNpENEeNeHHBIX  TPYIOBBIX  (YHKUMH,  CBSA3aHHBIX C  Oy;ymiei
poeCCHOHATBHOM 1€ TEIbHOCTBIO.

4.2. CopnepxaHue pa3/ieJoB U TEM JIEKIIMOHHBIX 3aHSATHI.
Coneprxanue pa3iesioB U TEM JICKITMOHHBIX 3aHATHI MPUBEACHO B TaOIuIE 4.

Ta6mmma 4 — ConepxaHue pa3esioB U TeM JIEKIIMOHHOTO UK

Howmep paznena HaszBanue u congepxanue pa3iesioB U TEM JICKIIMOHHBIX 3aHATHI

1 IJoHsATHE 3aUIIIEHHON ONIEPAllMOHHON CHCTEMBI

O6mas xapakrepuctuka OC; Ha3HAYCHIE U BO3MOKHOCTH CHCTEM Ce-
meiictBa UNIX, cucrem cemeiictBa Windows. MaTepdetic B3anmoeii-
ctBust OC ¢ monp3oBaressiMu. OO1IMe TPUHIKITBI YITPABICHUS pECyp-
CcaMU BBEIYHCIUTEIRHBIX cucTeM. [lorsaTus mportecca (motoka) B OC.
CpenctBa MEXIPOLIECCOPHOTO B3aUMOAECHCTBUS. YIIpaBICHUE TaMs-
110 B OC. Bupryanbnas mamsats. O6paboTka npepeIBaHui OT yCT-
poiictB BBoga-BeiBozia B OC. CtpykTypHas 00paboTKa HCKITFOUCHIM.




CHHXpOHHBIN 1 aCHHXPOHHBIN BBOJ-BBIBOI.

YTpo3sl 6€30MacHOCTH OTIEPAIIMOHHON CUCTEMBI, KITACCH(UKAIHS yT-
po3, HanboIee pacnpocTpaHeHHbIE YIpo3bl. [loHsATHE 3amuIeHHON
onepanoHHoN cucteMsbl. [1oaxoap! K OpraHu3anyy 3aliUThl. DTaIlbl
MOCTPOCHUS 3aLUThl. AZIMUHUCTPATHBHbIE MEPHI 3aIINUTHL.

YpasiieHHe JOCTYIOM

CyOBeKTbl, 00BEKTHI, METOABI U TIpaBa JOCTYIa, IPUBUIIETHU CYOBEKTa
noctyna. TpeboBaHus K IpaBuiiaM yrpasieHus A0cTynoM. uckpenn-
OHHOE yIpaBlieHHEe JocTynoM. Martpuna nocrtyna. M3onupoBaHHas
IporpamMmHas cpefa. MannatHoe ynpaBieHUe TOCTyIIoM. MeTku 1oc-
Tyna. KouTpons nHpopManmoHHBIX MOTOKOB. [IpobiiemMsl peanuzanun
MaHJATHOT'O YIPABJICHHsS JOCTYIIOM B ONIEPAllMOHHBIX CUCTEMAX.
YnpagneHue J0CTYNOM B OIEPALMOHHBIX cucTeMax cemeiicta UNIX.
Cy0OBeKThI, 00beKThI, METO B! U paBa pocryna. UID, EUID, GID,
EGID. Atpu0yTsI 3amuThl 00bEKTOB A0cTya. CpeacTBa TMHAMHUYE-
cKkoro m3MeHeHns nosrHomounii cyonrexToB: SUID/SGID. Pactmpenus
CTaHJApTHOM CUCTEMBI YIIPaBIICHHUS 1OCTYNOM B Linux.

YpapiieHUe TOCTYIIOM B OIEPAIIMOHHBIX CUCTEMax ceMericTBa Win-
dows. CyOBeKThI, 00BEKTHI, METOBI U TIPaBa JOCTYTIA, TPUBHIIETUN
cyOBekTa. Mapkepsl 10CTyIma CyOBEeKTOB, JECKPUTITOPHI 3aIlIUTHl 00b-
exToB. [lopanok npoBepku MpaB JOCTYTA, TOPSIOK Ha3HAUYEHUS AECK-
PHUIITOPOB 3aIIUTHI CO37aBaeMbIM 00bekTaM. CpelcTBa AMHAMUIECKOTO
M3MEHEHUS IOJIHOMOYHH CyObEKTOB: OJIMIIETBOPCHHUE CYOBEKTOB A0C-
Tyna. Pacmmpenus JUCKpelnOHHON CUCTEMBI YIIPaBIE€HUS JOCTYIIOM:
aBTOMAaTHYECKOE HACIIEIOBaHHE aTpUOYTOB 3alIUTHl 00BEKTOB, Orpa-
HUYEHHBIE MapKephl TOCTYIA, MAaHAATHBIA KOHTPOIIb IIETOCTHOCTH,
KOHTPOJIb YYETHBIX 3aIMCEH, HIEMEHTHI U30JIMPOBAHHOM POTPaMMHOM
CpeJibl

Wpentudukanus, ayreHTHOUKAIMS U aBTOPU3ALHS

IonsTHs naeHTHPUKALNH, ayTeHTU(UKALIMN 1 aBTOPU3ALINH T10JIB30-
Bateneil. CpeJcTBa 1 METOABI XPaHEHHUs STATOHHBIX KOMUH ayTeHTH-
¢dukannonHoi nHPopmamyu. [Iporokonsl nepenaun ayreHTHGUKAIM-
OHHOM MH(OpPMAIMK 10 KaHaJlaM BBIYMCIUTENbHON ceTu. Kpunrorpa-
¢duueckoe odecrieueHre ayTeHTU(UKAIIMN TT0JIb30BaTEICH.
AytenTudukaiys Ha ocHOBe napoiieil. CpelicTBa U METO/IbI 3aIUTHI OT
KOMIIpOMETaluH 1 nogbopa naponeil. [laponbHas ayreHTuGMKanns B
Linux, 6ubauorexu PAM. TlaponbHas ayreHTudukarms B Windows,
CpeJICTBa YIpaBJICHUS MapaMeTpaMy ay TeHTU(UKAIINH.
AyTteHTH(UKaIMs HA OCHOBE BHEIIHUX HOcUTesel kiroya. OcoOeHHO-
CTH NIPOBEPKHU ayTEHTHU(PHUKALMOHHONW HHOOPMALIUH JUTS PA3TUIHBIX
TUTIOB HOCcHTENEH Kitoda. [Ipo6ieMbl reHepariiu, pacChUIKH U CMEHBI
KITFOYEH.

bruomerpuueckas ayTeHTH(QHKaLUs: 001Ias cxema, IPenMyLIecTBa,
npo6semMsl. JJoCTOMHCTBA M HEJOCTATKU Pa3IMYHBIX CXeM OMOMETPH-
YECKOM ayTeHTHU(UKAIIH.

WHTerpanys 3aniimeHHbIX ONEPaIMOHHBIX CUCTEM B 3aIUINEHHYIO
CCTh

[IpenmyiiecTBa TOMEHHONW apXUTEKTYpPBI JOKaNbHOMU ceTu. [Ionarue
JIOMEHa, KOHTpoJuIep foMeHa. [lopsiiok HaieneHns moap30BaTeneit 1o-
MeEHa MOJHOMOYMAMH Ha OTJENBbHBIX KoMIbloTepax. LlenTpann3oBan-
HOE YIIPaBJeHUE MOJUTUKOMN 0€30M1aCHOCTH B IOMEHE.

«Jlecnas» nomennas apxutekrypa Windows 2000/2003/2008/2010.
WnenTudukanus KOMIOBIOTEPOB B ceTH. J|ByCTOpOHHME TPaH3UTHBHEIC
oTHoweHus foBepusi. CpeacTBa U METOABI CHHXPOHHU3aMU 6a3 gaH-
HBIX KOHTPOJUIEPOB Pa3HBIX TOMEHOB OJHOTO Jieca. AyTeHTH(pHUKAIHS
o Kerberos. I'pynmosas nmonutuka. J{enernpoBadue MOTHOMOYHI




4.3. Tlpaktuyeckue (CEMUHAPCKUE) 3aHITHS

Tembl IpakTUUECKUX 3aHATHI U UX TPYJOEMKOCTh IPUBEICHBI B TAOIHUILIE 5.

Tabmuua 5 — [IpakTuyeckue 3aHATHS U UX TPYJOEMKOCTb

N3 Hux No
Ne | Tewmsl npaktudeckux | @opmel IpakTU4ecKuX | TpynoeMKOCTh, |IIPaKTHUYECKOM |pasnena
/1 3aHSATUN 3aHATUN (gac) MOJATOTOBKH, | TUCIIHII
(dac) JIUHBI
VY4eOHBIM MJITAHOM HE IPEAYCMOTPEHO
|
Bcero
4.4, JlabopaTopHbIC 3aHATHS
Tewmbl TabopaTOPHBIX 3aHATHH U UX TPYIOSMKOCTh PUBEACHBI B TA0HIIE .
Tabnuna 6 — JlaboparopHble 3aHATHS U UX TPYJOEMKOCTh
N3 aux No
No HamMeHoBaHME 1aG0paTopHbIX padoT TpynoeMKoCTb, | IPaKTUYECKOU | pa3aena
/11 (gac) MOJATOTOBKH, | JUCITHII
(dac) JINHBI
Cemectp 7
1 | AHanu3 onepanuoOHHBIX CUCTEM 2 1
2 | UzyueHne xapaKTEpHCTHK ONEPAMOHHBIX CUCTEM 2 1
3 | OcHOBHBIE aTpUOYTHI TOCTYTIA 2 2
4 | YupasieHue noctynom B Linux 2 2
5 | Peanuzaiust TIoKaapbHOTO jocTyma B Linux 2 2
6 | Peammzamus ceTeBoro goctyma B Linux 2 2
7 | Ynpasnenue gocrynom B Windows 2 2
8 | Peanmzarus mokaapHOro Hoctyma B Windows 2 2
9 | Peanm3zanus cereBoro goctymna B Windows 1 2
Cemectp 8
1 | CpencrBa  ayreHTH(UKAOMM  ONEPALMOHHBIX 2 3
CHCTEM
2 | YropaBieHne cpeacTBaMH ayTeHTH(HUKauu B 2 3
Linux
3 | YopaBnenue cpeacTBaMH ayTeHTH(QUKaLUM B 2 3
Windows
4 | U3yuenme cucremsr PAM wu opranuzanus 2 3
KOHTpoOJIIepa JoMeHa, mporokona LDAP
5 | JlokyMeHTHpOBaHHUE MOJUTUKHA OE30aCHOCTH 2 4
6 | LlenTpanu3oBaHHOE IJIAHUPOBAHHE TOJHTUKH 2 4
6e3omacHocTH B jgecy qomeroB Windows
7 | LenTpanu3oBaHHOE IJIAHWPOBAaHHE IOJUTHUKHU 2 4
Oe3omacHocTH B Linux
8 | Hactpotiku nporokona KERBEROS, NTLM 2 4
9 | Hacrpoiiku nporokona SMB 4 4
Bcero 37

4.5. KypcoBoe nMpoeKTUpoBaHUE/ BHITOTHEHUE KYPCOBON PabOThI

Y4eOHBIM MJIAHOM HE TPEAYCMOTPEHO




4.6. CamocrosrenbHas padoTa 00yJaroumxcs
Bunbl camocrositensHON paboThl U €€ TPYZA0EeMKOCTh TPUBEIEHBI B Tabuie 7.

Tabmuua 7 — Bugsl caMoCcTosSTeNbHON PabOTHI M €€ TPYIOEMKOCTb

Bun camocrosiTensHO#M paboTh BSIZEO’ Cemectp 7, uac Cemectp 8, yac
1 2 3 4
W3ydeHne TeopeTHUecKoro MmaTepuania
11 21
nucuuruael (TO)
Kypcooe npoektuposanue (KII, KP)
Pacuerno-rpaduueckue 3ananus (PI'3)
Brimonaenue pedepara (P)
[ToaroroBka K TEKyIeMy KOHTPOJIIO 5 10
ycneBaemoctu (TKVY)
Homamnee 3aganue (/13)
KonTponbubie paboTel 3a04HNKOB (KP3)
IToaroroBka K MpoOMeEXyTOUHOU 5 10
atrecrauuu (I1A)
Bcero: 62 21 41

. 7-11.

5. IlepeyeHn y4eOHO-METOAMYECKOTO OOSCTIICUCHUS

6. IlepeueHb MeYaTHBIX U ANEKTPOHHBIX YUE€OHBIX U3TaHUN

JUI CAaMOCTOSITENIbHON PaboThl 00yUaroIuXCcs M0 JUCUUIUIMHE (MOJYJIIO)
Y4eOHO-MeTOAMYECKHE MaTepHalbl Il CaMOCTOSITENIbHOM padoThl 00yYaromMXCsl yKa3aHbl B

[TepeueHsb IeYaTHBIX U 3JICKTPOHHBIX YIEOHBIX M3/IaHUH TIpHUBEIeH B TabuIe 8.
Tabnuna 8— IlepeueHp MeYaTHBIX M AIEKTPOHHBIX YYeOHBIX U3/IaHUM

Kommyectso
SK3EMILTSIPOB B
Ungp/ bubnuorpaduueckas ccbuika 6I/I6JII/IOVII;KG
URL agpec
(KpoMe ITEKTPOHHBIX
AK3EMIUTIPOB)

004.056 be3omacHoCTh omepanoHHBIX CUCTEM | METOJIUYECKHE YKa3aHUs 5
b 40 K BBINIOJIHEHHMIO JJabopaTopHbiX padoT / C.-Iletepd. roc. yH-T

a’pOKOCM. TIpubopocTpoeHus ; cocT. B. A. MbuThbHUKOB. - CaHKT-

ITerepOypr : Uzn-so I'YAII, 2020. - 53 c. : Tabu. - bubmmorp.: c.

52 (4 Ha3B.). - b. 1. - TekcT : HemocpeICTBEHHBIH.
004 Bbaraces, A. B. 20
b 28 OnepallMOHHbBIE CUCTEMBI U cpejibl : yueonuk [mis CI1IO] / A. B.

Bbaraes, H. 0. Hanrotun, C. B. Cuaungbis. - 4-e usn., crep. -

Mockga : Akagemusi, 2020. - 272 c. : puc., Ta0m. -

(ITpodeccuonanbaoe odpasoBanue). - budnuorp.: ¢. 267 (19

Ha3B.). - ISBN 978-5-4468-8681-4 : 1240.25 p. - Tekcr :

HEIOCPEICTBEHHBIN.

Nwmeer rpud deaeparbHOTO HHCTUTYT Pa3BUTHS 00pa30BaHUS
004.4 Kanroxxueiid, Buranuii [TaBnosud (nou.). OnepanuoHHbIe 68
K17 cuctemsl [Teker] : yueOHoe mocobue / B. I1. Kamoxusrii, K. B.

3air ; C.-Iletrep6. roc. yH-T a3pokocM. ipudopoctpoenus. - CIIO. :

W3n-Bo I'YAIL 2012. - 145 c.




658 OrnepanuoHHbIE CUCTEMBI JUIsl OPraHU3aI[ui IPOU3BOJICTBA B 100
0-60 npombIienHocTH [Teker] : yae6Hoe mocodue / H. B.
Aptamonosa [u np.] ; C.-Iletep0. roc. yH-T a3pokocm.
npubdopoctpoenws. - CII6. : U3n-Bo ['VAIIL 2012. - 224 c.

004.4 Tanenbaym, 3. CoBpeMeHHbIC ONepalioHHbIe cucTeMbl [ TekceT] = 40
T 18 Modern operating systems / 3. Tanenbaym. - 3-e uzn. - CIIO. :

IMUTEP, 2015. - 1120 c.
004 AnmapaTHble CPeACTBA MOAACP/KKH OIEPAl[HOHHBIX CHCTEM 86
A 76 [Tekcr] : MeTomuueckoe mocodue / C.-Iletepd. roc. yH-T

aspokocMm. mpudopoctpoenus ; coct. H. B. Kyunn. - CII6. : U3n-
Bo ['VAII 2015. -43 c.

7. TlepeueHb 3NEKTPOHHBIX 00PA30BATEIHHBIX PECYPCOB
WHQOPMaIIMOHHO-TEIEKOMMYHHKALIMOHHOH ceTu « HTepHeT»
[epedeHs 3MEKTPOHHBIX 00pPa30BaTENBHBIX PECYPCOB HHPOPMAITUOHHO-TEIEKOMMYHHKAIIMOHHON
cetu «MHTEpHETY», HEOOXOANMBIX I OCBOCHUS TUCLMIUIMHBI IPUBeeH B Tabnuue 9.

Tabmuma 9 —  IlepeueHb  2JE€KTPOHHBIX  00pa30BaTENbHBIX  PECYpcOB  MH(OPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTn «HTepHET»

URL anpec HanmeHnoBanmne
www.intuit.ru Hanunonansueiii Otkpeiteiii Yausepcurer "MHTYUT"

8. IlepeueHb HHMOPMALIMOHHBIX TEXHOJIOTHN
8.1. [lepeuenr  mporpaMMHOrO0  OOECIEYEHHs, WCIONB3YeMOTO0 TPH  OCYIIECTBICHHH
00pa30BaTEILHOIO MPOLIECCca MO JUCHUIIIMHE.
[TepeueHs HCHONB3yeMOro IIPOrPaMMHOT0 oOecriedeHus npeacTanieH B Tabmune 10.

Tabmura 10— Ilepedens nporpaMMHOTO OOeCTIeUeHHS

Ne i/mt HaumeHnoBanue

He npenycmotpeno

8.2. Ilepeuenp WHQPOPMAIMOHHO-CIIPABOYHBIX CHCTEM,HCIOIb3YEMBIX IPU  OCYIIECTBICHUU
00pa30BaTeIbHOTO IIpoliecca 110 JUCLIUILINHE
[epeuens ucmonbp3yeMbIX HHPOPMAITMOHHO-CIIPABOYHBIX CUCTEM TpejicTaBlieH B Tabuuie 11.

Tabmuia 11— Ilepedens HHPOPMAITMOHHO-CIIPABOYHBIX CHCTEM

Ne i/mt HaumeHnoBanue

He npenycMmotpeHo

9. MarepuanbHo-TeXHHYECKas 0a3a
CocraB MaTepHaIbHO-TEXHUYECKOW 0a3bl, HEOOXOIMMOM JUISl OCYIIECTBIICHHSI 00pa30BaTELHOIO
mporiecca Mo AUCIUILINHE, TPEJCTaBIcH B Ta0mue] 2.

Tabmuia 12 — CoctaB MaTepranbHO-TEXHUYECKOH 0a3bl

Ne HaumeHnoBaHue cocTaBHON 4acTH Howmep aynuropun
n/m MaTepHUaIbHO-TEXHIYECKOM 0a3bl (Tipu HEOOXOIMMOCTH)

JlexmonHas ayAuTOpHS

2 | KomnbroTepHslii kiiace

10. Onenounsle cpencTBa A NPOBEIEHHS IPOMEXKYTOUHOM aTTeCTalK
10.1. CocTaB OLICHOYHBIX CPEACTBAJS MPOBEACHUS TMPOMEKYTOYHOM aTTeCTaIlUH
00ydJaronuxcs mo IMCUUILTMHE TpUBeIeH B Tabnwuie 13.




Tabmuua 13 — CocTaB OIEHOYHBIX CPEACTB Il IPOBEICHHS IPOMEKYTOYHOH aTTeCTallul

Buza npomexyTo4HON arTecTaluu IlepedyeHp OLICHOUYHBIX CPEACTB

DK3aMeH CnucoK BOMPOCOB K IK3aMEHY;
DK3aMeHaI[HOHHEIC OUJICTHI,
3amaun;

TecTrl.

HuddepennmpoBanHbIii 3a4€T Cnucok BOMpOCOB;
TecTtsr;
3amaun.

10.2. B kauecTBe KpUTEpPHUEB OIICHKH YPOBHSI CPOPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETCHIIMA OO0y4YaroNIUMUCS TPUMEHSETCS S-0auTbHas MIKaia OlEHKA cPOpMHUpPOBAHHOCTU
KOMIICTEHIIHIA, KOTopas puBecHa B Tadumie 14. B TeueHne cemMecTpa MOXKET MCIOIb30BaThCS
100-0annpHast ~ mKama ~ MOIYJBHO-PEUTHHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIA
UCIIOJI30BaHUSI KOTOPOM, YCTAHOBJICHBI COOTBETCTBYIOIIUM JIOKAJILHBIM HOPMATUBHBIM aKTOM
'YAIL
Tabnuna 14 —Kpurepuu onieHKH ypoBHS chOPMUPOBAHHOCTH KOMIETCHITHIA

Or11eHKa KOMITETEHITUI

Xapakrepucrvka chOpMUPOBAHHBIX KOMIIETCHIIN
5-0ayuipHad mIKama paKTep (bopvmp

— oOyyaromuiicss TIyOOKO M BCECTOPOHHE YCBOWJI IPOTPAMMHBII
MaTepHa,

— YBEPEHHO, JIOTUYHO, MOCJIEI0BATEILHO U TPAMOTHO €TI0 U3JIaraeT;

— OMUpasiCh HAa 3HAHMUSI OCHOBHOM W JIOMOJIHUTEIHLHOW JIMTEpaTypHl,
TECHO MPUBS3LIBACT YCBOCHHBIC HAYYHbIC MOJOXKEHHUS C MPAKTUYECKOM
JIeATETbHOCTBIO HAIIPaBIICHUS;

— yMeso 000CHOBBIBAET U apTyMEHTUPYET BBIJIBUTAEMBIE UM HJICH,

— JIeJaeT BBIBOJBI M 0000IIEHHS;

— cBOOOJIHO BJIAJICET CUCTEMOM ClelnaIn3uPOBAHHBIX TOHSTUH.

«OTIIMYHO»
GaduTCHO»

— o0yyarouiicss TBEPI0 YCBOWI MPOTpaMMHBINA MaTepuan, TPaMOTHO H
[0 CYIIECTBY W3JIaraeT €ro, ONupasch Ha 3HAHUS OCHOBHOMU
JTUTEPATYPHI;

— HE JIOMYCKAaeT CYIECTBEHHBIX HETOYHOCTEH;

— YBSI3bIBAa€T YCBOCHHBIE 3HaHUS C MPAKTHUYECKON AESITeThHOCTHIO
HaTPABIICHUS;

— apryMEHTUPYET HAyIHBIC TTOJIOKEHUS,

— JIeJIaeT BBIBOALI H 000OIIEHHUS;

— BJIaJICET CUCTEMOM CTelUaIn3uPOBAHHBIX TOHSITUH.

(XOPOLIO»
(GaduTCHO»

— o0yyarouuiicss YCBOMJI TOJBKO OCHOBHOW IpPOrpaMMHBIA MaTepual,
[0 CYIIECTBY M3JIara€T €ro, ONHMpasch HAa 3HAHUSA TOJBKO OCHOBHOM
JUTEpaTypHl,

— JIONyCKaeT HeCYIIEeCTBEHHbBIE OINOKN U HETOYHOCTH;

— UCIIBITBIBAECT 3aTPYAHEHUS B NPAKTUYECKOM IPUMEHEHWUW 3HAHWUU
HaIlpaBJICHUS;

— cnabo apryMeHTUpPYeT Hay4dHbIE MTOJIOKEHHS;

— 3aTpyaHsieTcs B GOpMYIMPOBAHUN BBIBOJOB M 000OIICHHUI;

— YaCTHYHO BJIAJECET CUCTEMON CIIENMAIN3UPOBAHHBIX MOHSITHII.

«YOOBJICTBOPUTCIIEHO»
(GaYTCHO»

— O0ydJaromuiicss HE YCBOWJI 3HAYUTENBHOW 4YacTH MPOrPaMMHOTO
MaTrepuana;

— JIOMYCKAeT  CYLIECTBEHHbIE  OIMOKM W  HETOYHOCTH  NpHU
paccMOTpeHHH pobsIeM B KOHKPETHOM HalpaBlIeHUH;

— WCHIBITHIBACT TPYAHOCTH B MIPAKTUUECKOM NMPUMEHEHUH 3HAHHI;

— HE MOXKET apryMEHTUPOBATh HAy4YHbIEC OJI0KEHUS;

— He (JOPMYIHPYET BHIBOJAOB M 000OIICHHIA.

HCYIOBJICTBOPUTCIILHO»
«HEC 3a4YTCHO»

10.3. TunoBble KOHTPOJIbHBIC 33aHUS WIIK HHBIE MAaTEPUAIIBI.




Bormpocs! (3amaun) nist sK3amMeHa mpeIcTaBlIeHbl B Tadsmie 15.

Tabmuna 15 — Borpocs! (3agaun) 1s 9K3aMeHa

Ne i/t

[lepeuens BonpocoB (3aa4) AJsl IK3aMEHa

Kon
WHJUKATOpa

1

Onpenenenne u HazHaueHne OC
Buasr OC

Oynkaun OC

ApPXUTEKTypa ONeparnoOHHON CHCTEMBI
Crpyktypa OC

MoHouTHasA apXUTEKTypa
MukposiiepHasl apXUTEeKTypa

OIIK-2.3.1

[TonsTHA BEIUMCINTEIBHOTO IpOIECCa U pecypca
IIpepsiBanus

CucteMHbIE BBI30BBI

IIpouecc, noTok.

Co3znanue mpoieccoB U MOTOKOB

CocTosiHuS IOTOKA

[InarupoBanue U IUCTIETIYEPU3ANHS TOTOKOB
AIII‘OpI/ITMI)I IIJIaHUPOBAHUA

VYpaBieHUe nNaMsThIO

Tunel anpecoB

OIIK-
1.1.3.1

MerTo/p1 paciipeneneHus namMsaTa 0e3 UCTIOIh30BaHUS JUCKOBOTO
MIPOCTPAHCTBA
MeTo/pI pactipeielieHus aMsITH C UCTIOIh30BAHUEM JUCKOBOTO
MIPOCTPAHCTBA

OIIK-
1.1.3.2

ITonsTHE BUPTYaIbHOU NTAMSTH

CrpaHnyHOe paclipe/ielieHne BUPTyaTbHOW MaMsITH
CermeHTHOE pacnpeeneHle BUPTyallbHOM MaMsATH
CTpaHMYHO-CETMEHTHOE paclpeelIeHue BUPTYaIbHON NaMsITH
CBonuHr

OIIK-
1.1.V.1

Hasnauenue u ¢pyHkumu GaitiioBoi CUCTEMBI
Jlornueckas opranmzanus (haiIoBoil CHCTEMBI
Qaiinosas cuctema FAT

Qaitnosas cuctema NTFS

KonTpouns gocryma x ¢aiinam

OcHoBHEbIe noHATHS Oe30omacHocTr OC

OIIK-
1.1.B.1

CucremMHBIN IOX0/ K 00ecreueHnI0 6e3011acCHOCTH
CuMMeTpUYHbIE KPUIITOCHCTEMBI

AcuMMeTpUYHbIE KPUIITOCUCTEMBI

AyTteHTuduKanus

AyTteHTH(UKaIN Ha OCHOBE MHOTOPA30BBIX MapOJIeit
AyTteHTH(UKaIUs HA OCHOBE OJHOPA30BBIX Napojen

OIIK-
1.2.3.2

Hudposslie cepTuduxaTsl
Hudpossie moamucu
ABTOpH3aIMs AOCTYIA

OIIK-
1.2.B.2

Aynut
Cpencrea anmunuctpupoBanus OC Windows Server
Cpencrsa 6e3onacHocty OC Windows Server

OIIK-
1.4.3.3

Bompocsr (3amaun) aiis 3ageta / qudd. 3aueTa npejgacraBieHsl B Tadbmuie 16.

Tabnuna 16 — Bonpocs! (3agaun) nns 3adera / audd. 3ayera

Ne i/t

[Tepeuens BompocoB (3a1a4) amns 3adera / qudd. 3adera

Kon
WHINKATOpa

1

CyObeKTbl, 00BEKThI, METOJIBL, TIpaBa U NpUBHIETuU Linux u
Windows

OIIK-2.3.1




2 JMCKpennoHHOe YIpaBIeHUE TOCTYIIOM B COBPEMEHHBIX OIepariy- OIIK-
OHHBIX CUCTEMAX 1.1.3.1

3 CpencTBa 3alIUTHI OT BPEAOHOCHOTO MporpaMMHoro odecrieuenus B | OITK-
COBPEMEHHBIX ONEPALMOHHBIX CHCTEMax 1.1.3.2

4 [Ipobnembl peanu3alui MAaHAATHOTO YIPABICHUs JOCTYIIOM B CO- OIIK-
BPEMEHHBIX ONEPALMOHHBIX CHCTEMAax 1.1.V.1

5 VYnpasnenue gqoctynom B Linux OIIK-
1.1.B.1

6 BbazoBeie cpenctBa ympasiieHus goctynom B Windows: mapkepst | OTTK-
JOCTyNa, AECKPUIITOPHI 3aIUTHI. 1232

7 VYmpasienue cpencTBamu ayTeHTHduKanuu B Linux. OIIK-
Yupaenenue qromeHamu Windows 1.2.B.2

8 Hasnauenwne aTprOyTOB 3aIIUTH BHOBB CO3/IaBAEMBIM O0BEKTaM OIIK-
Windows, HaclieZioBaHUE IECKPUIITOPOB 3aIUTHI 1.4.33

[lepeuenr TeM [l KypCOBOTO MPOECKTHUPOBAHUSA/BBIIIONHEHUS KYpCOBOM pabOTHI
MpeICTaBICHBI B Tabwuie 17.
Tabnuna 17 — Ilepeyens TeM JUisi KypcOBOTO MPOEKTUPOBAHMUSI/BBITIOIHEHUS KYPCOBOI pabOTHI

Ne i/t

KypCOBOil paboThI

[TpuMepHBIii TepeYeHb TeM Il KYpPCOBOTO MPOSKTUPOBAHUS/BITTOIHEHHS

Y4eOHBIM IIIAaHOM HE MPEAYCMOTPEHO

Bompocer s mpoBeneHUs TPOMEXKYTOYHOW aTTECTAllMM B BHJE TECTUPOBAHHUS
MpeCTaBICHBI B Ta0nwuie 18.

Tabnuua 18 — IlpumepHbIii epeueHb BOIIPOCOB Il TECTOB

y Kon
Ne n/n IIpuMepHBIii IepedeHb BOIIPOCOB ISl TECTOB
WHAUKATOpa
1 1. I[lome30BaTensp, (MOTpedUTENH) HHPOPMAIIHH — 3TO ... *IIOJH30BaTENb, OIIK-2.3.1

UCTIONB3YIOIIUI COBOKYITHOCTh IPOTPAaMMHO-TEXHHYECKUX CPENICTB *CYyOBEKT,
MoJb3ytolIHiicss HHQopMalyel, B COOTBETCTBHH C PETJIAMEHTOM JOCTYIIa
*pranerner] GUPMBI WIH TPeANpUATHs *PrpMa — pa3paboTIuK IPOrPaMMHOTO
NPOJYKTa, KOTOPAasi 3aHUMAETCS €€ AUCTPHObIOUEH

2. [IpaBo nocrymna Kk uHpOPMAIMK — 3TO ... *COBOKYITHOCTb MTPABKJI JIOCTYIIA K
WHPOPMAIIUH, YCTAHOBJICHHBIX PABOBBIMH JOKYMEHTAMH MM COOCTBEHHHUKOM
1100 BIIaIeNIbIIeM HH(POPMAIIUHU *JTUIIO0 WK MPOIIECC, OCYIIECTBIISIONINE
HECaHKIMOHUPOBAHHOTO AOCTYNA K HHPOpMAMK *BO3MOXKHOCTH AOCTYINA K
WHpOPMAIIK, HE HApYIIAIONIAas YCTAHOBIICHHBIC TIPaBUIIa pa3rpaHUICHUS
JocTyna *CoOBOKYIHOCTH NMPaBMII, pErJaMEeHTHPYIOLIUX MOPSA0K U YCIOBUS
JocTyna cyobekTa K HH)OpMAalry U €€ HOCUTENSIM *HapylIeHue
YCTaHOBJICHHBIX MPABHJI Pa3rpaHUveHUsI JOCTYIa

3. [Tox 11e10CTHOCTHIO HH(DOPMAITUHU IOHUMAETCS ... *3aluTa OT
HECaHKIMOHUPOBAHHOTO AOCTYIa K HHPOPMAIMK *aKTyalbHOCTb U
HENPOTUBOPEUYUBOCTH HHPOPMALIH, €€ 3aLUIUIIEHHOCT OT Pa3pyLIeHUs 1
HECaHKIIMOHUPOBAHHOTO U3MEHEHUSI *BO3MOKHOCTh 32 IPUEMIIEMOE BPEMSI
MOJYYHUTh TpeOyeMyt0 HHPOPMALMOHHYIO YCIIYTY

4. adopmanust MOKeT ObITh 3alIMIICHA OT ... *IIePEeChIIKH €€ 110 3JIEKTPOHHON
noyTe *ICUXOIOTHYECKOTO COCTOSTHHS ¥ CAHKIIMOHUPOBAHHBIX MOJIh30BaTEINEH
*yTEeUKH MOOOYHBIX AJIEKTPOMATHUTHBIX U3ITyUeHHN *(hU3NUIECKOro JIHIa
*HECaHKLIIMOHUPOBAHHOTO JIOCTYIIa

5. K Buam nHpOpManuy ¢ OrpaHHYEHHBIM JOCTYIIOM OTHOCUTCA ...
*KoMMepuecKkas TalfHa *rocymapcTBEeHHAas TaifHa *00IIeCTBEHHEBIC TaHHbBIE
*OaHKOBCKas TaliHa *IepcoHaNbHbIC JaHHbIE *JINYHAas TaliHa

6. YTUINTBI CKPBITOTO YIIPABICHHUS TIO3BOJISIIOT ... 3allyCKaTh ONEPAlMOHHYIO




CHCTEMY pa3pylLIaTh KECTKUH TUCK 3aIyCKaTh U YHHUTOXATh (Dailiibl BEIBOAUTH
COOOITICHUS CTHPATh HHHOPMAIIHIO

7. K mpaBOBBIM MepaM KOMIIBIOTEPHOM 0€30MaCHOCTH MOKHO OTHECTH ...
*COOTBETCTBHE TPAKAAHCKOMY 3aKOHOJATENbCTBY *HOPMBI OTBETCTBEHHOCTH
COTPYIHHKOB *3alUTy aBTOPCKHUX MpaB *OpraHu3aIiio 00CITy>KNBaHUS
00BeKTa *3alUTy OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTA K CHCTEME

8. K oprannzanmoHHBIM MepaM KOMITBIOTEPHOM 0€30MaCHOCTH MOKHO OTHECTH
... *opraHuzanuio o0CITy>KUBaHUS 00bEKTa *3aIUTY OT XUILCHUN, TUBEPCHHA U
caboTaxka *oxpaHy 00beKTa *IIaH BOCCTaHOBIIEHHS pabOTOCIIOCOOHOCTH
00beKTa *TIATEeNIbHBIN MoA00p mepcoHana *ycTaHoBKy 000pyI0BaHUs
CUTHATTU3aIUN

9. Ceptrdukar nmpoaykra, 00ecIeqynBaroIuii HPOPMAITHOHHYIO
0€301acHOCTb, ... *MOATBEPKITAET €r0 COOTBETCTBHE CTaHAApTy PO
*MoATBEpPKJaeT OTCYTCTBUE B IPOAYKTE HE3aACKIApUPOBAHBIX BOZMOKHOCTEH
*[POCTO ABISAETCS TOKYMEHTOM, HEOOXOAUMBIM TS PEaTU3aIliH PO Ty KITHH
*[IOATBEPIKIAET €ro Ka4eCTBO

10. K mpaBoBBIM MepaM KOMITBIOTEpHOH 0€30MacHOCTH MOKHO OTHECTH ...
*TImaTe bHBIN MOI00p mepcoHaa *COOTBETCTBUE YTOJIOBHOMY
3aKOHO/IATENBCTRY *3alIUTy aBTOPCKUX MpaB * pe3epBUPOBAHIE BAXKHBIX
MOJICICTEM

11. [onutuka goctyna K HHGOPMAIMU — 3TO ... ¥*COBOKYITHOCTH ITPAaBHJI,
pETIIaMEeHTHPYIONIUX MOPSAAOK U YCIOBHSA JOCTYIA CyObheKTa K HH(OPMAITUH 1
€€ HOCUTEISIM *HapylIeHne YCTAaHOBJICHHBIX MTPABIII Pa3TPaHUUYCHHS JOCTYTIa
*COBOKYITHOCTH MPaBHJI IOCTYMA K HH(POPMAIINH, yCTAaHOBICHHBIX PABOBBIMU
JIOKYMEHTaMH WM COOCTBEHHUKOM JMO0 BJIaeblieM HHDOpMAUY *JTUII0 WIIN
MIPOIIECC, OCYIIECTBISIONINE HECAHKITMOHUPOBAHHOTO IOCTYIA K HHPOPMAIIAN
*OCTyN K HH(pOPMALIMK, HE HAPYIIAIOIIUI yCTaHOBJICHHBIE MPaBHiIa
pasrpaHU4eHys AOCTyMa (3TH MpaBUIIa CIIy)KaT AJIs peryiaMeHTaluy IpaBa
JIOCTYTIa K KOMIIOHEHTaM CHCTEMBI)

12. K TexHUYecKUM MepaM KOMITBIOTEPHON 0€30ITaCHOCTH MOKHO OTHECTH ...
pe3epBHOE KOMMPOBAHKUE PE3EPBUPOBAHUE BXKHBIX TOJCHCTEM
UICHTU(DUKAIIIO U Ay TEHTH()HUKAIIMIO OOHAPYKEHHE YTEUEK BOJIBI
000pyIOBaHME CUCTEM IMTOKAPOTYIIIEHUS YCTAHOBKY 000PYI0BaHHS
CUTHAJIN3AIIH

13. B cTrangapTHO# monuTrke 6€30MacHOCTH yCTaHOBKA MPOTPaMMHBIX
MTPOJIYKTOB HETIOCPEICTBEHHO TI0JIh30BaTEIeM KOPIIOPATUBHON paboueit
CTaHIMY ... *3ampelnieHa *pa3pemnieHa *paspeireHa, 3a UCKIIOYCHHEM
KOMITBIOTEPHBIX HTP *pa3peleHa, HO TOJILKO C YCTHOTO COTJIacHUs COTPYAHUKA
UT-ornena

14. lon xoH(pUASHIMATIBHOCTHIO HH()OPMALIMK TOHUMAETCS ... *3aIuTa OT
HECaHKIIMOHUPOBAHHOTO J0CTYIIa K MHPOPMAIMH *aKTyalbHOCTh U
HEMPOTHUBOPEYNBOCTH NH(OPMAITNH, €€ 3aIIUIIEHHOCTh OT pa3pyIIeHNs U
HECAaHKIIMOHUPOBAHHOTO U3MEHEHUs *BO3MOKHOCTh 3a IPUEMIIEMOE BpEMSI
MOJYYHTH TpeOyeMyto HHPOPMAITUOHHYIO YCIIYyTY

15. HeBepHo, 4TO K BHIaM BPEIOHOCHOIO IIPOrPaMMHOI0 00CCIICUEHUS
otHOcHUTCA ... *pyTkut (Rootkit) *oTnaguuk *koMnbroTepHBIE BUPYCHI
**aHamM3aTOp ceTeBOro Tpaduka (cHudep) *mporpaMMsl yIaaeHHOTO
yrpaBiieHus (€CITU OTCYTCTBYET (QYHKIIHS CKPBITHOTO BHEIPCHUS)

16. HeBepHo, 4TO K OCHOBHBIM LieisiM ayauta b otHocHTCS ...
*permaMeHTaIus IeHCTBUH MMOJIb30BaTeNs *IOKaIU3aIys MOTSHI[UAIEHO
OTacHBIX MecT *oreHKa ypoBHs 3ammuiieHHoctd b *paspadboTka
PEKOMEHIAINH 110 TIOBBIIIIEHUIO YPOBHS 0€30MaCHOCTH

17. PaccraBbTte sTansl aynuta Ub B ux porudyeckom nopsiake: 1 mokanuzanus
MTOTEHITHAIBHO omacHBIX MecT b 2 pa3zpaboTka pekoMeHAaI it Mo
MTOBBIICHUIO YpoBHS 6e30macHocTy MC 3 cocTaBieHUE U aHAIN3 CITHCKA
PHUCKOB 4 olleHKa ypoBHS 3amiuiieHHocty b

18. ... — moMeleHHAs Ha KOMIIBIOTEP TONb30BaTelsl O3 ero corjacus,
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KOHTPOJISI U YBEAOMIICHHS CPEACTBO CICKECHUS
19. OcHOBHOIi CMBICH pa3rpaHUYEHUS MPaB AOCTYIIA TTOIH30BATEICH — ...
*o0ecneyeHne 0e30macHOCTH HHQOpMAIMK BHYTPY KOMIIAHUU U BO3MOXKHOCTH
€€ MCIOJIb30BaHHS JIMIIb HETIOCPEACTBEHHO BIIa/IENbLIEM/HCIIOTHUTEIIEM
*yImeMieHne paboToaaTeneM TpakIaHCKUX MpaB paboTHHUKA *co3maHne
TPYIHOCTEH ISl COTPYIHHKOB KOMITAaHHH, C TTOCIEAYIOIEM YBOJIbHEHHEM
HEYTOAHBIX KOMIIAaHWUH JIIOAeH

20. AHaJIN3 PUCKOB BKIIOYAET B €04 ... *BBIABICHUE CYIIECTBYIOIIUX PUCKOB
Y OLIEHKY VX BEJIMYMHBI *aHAIN3 IPUYWHEH yiepOa  BETMIHHEI yIiepoa,
HaHocuMoro pecypcam UC, B cirydae ocyIiecTBICHHs yrpo3bl 6€301acHOCTH
*MeponpusTus Mo obcienoBanmo 6ezonacHoctu MC, ¢ memnpto onpeneneHus
TOT'0 KaKHe Pecypchl U OT KAaKUX YTpo3 HaJIO0 3alINIIATh, a TAKXKE B KAKOH
CTENECHH T WIN HHBIE PECYPCHI HY)KJAIOTCS B 3alIUTe *Ha0Op aJeKBaTHBIX
KOHTPMEp OCYIICCTBIISIETCS B XO/I¢ YIPABJICHHUS] pUCKaMHU

21. IIporpammHOe obecriedeHre, KOTOpoe He JOKHO ObITh IOCTYITHO B
HOPMAJIBHOHM paboTe MOJIb30BATENS, — ... *CHCTEMHBIC YTHUIIUTHI U CUCTEMHBIC
penakTopsl *cpeacTBa 3alUThl *cpelcTBa pa3paboTKy, YTHIUTHI *cpencTBa
3alIUThbl, CUCTCMHBIC YTUJIINTLL

22. HapyiuieHue ycnoBui, IpeyCMOTPEHHBIX JIMLIEH3UEH Ha OCYILIECTBICHUE
JEeSTeTLHOCTH B 00JIACTH 3aIIUTHI HHGOpMAIWH (32 UCKITIOUYEHUEM
WHPOPMALIUH, COCTABISIONIEH rOCYyJapCTBEHHYIO TaiHy) ... *Blle4eT TOJIBKO
HaJIO)KEHHE aJMUHUCTPATHBHOTO mTpada *Bieder yroJoBHYIO
OTBETCTBEHHOCTh M HAJIO)KCHNE aIMUHHUCTPATUBHOTO IITpada *BiIedeT BO BCexX
CJIy4asix YrOJOBHYIO OTBETCTBEHHOCTh *HE BJICUET 3a COOOM yroJIOBHON
OTBETCTBECHHOCTH

23. Ilox mokanbHOM 0€30MacHOCThIO HH()OPMAITMOHHOW CHCTEMBI
MOJIPa3yMeBaeTCsl ... *3alpeT UCIOIb30BaHUS TOCTOPOHHHUX
WH(POPMAIIMOHHBIX IPOIYKTOB, OOHOBJICHHE aHTUBUPYCHBIX 0a3 *ycTaHOBKa
MHUHUMAJIBHOW ONEPaTUBHON MaMSTH M MaJICHBKOT'O MOHUTOPA JUIS
HEBO3MO)KHOCTH OCYIIIECTBJICHUS MIOJIb30BATENIEM B3JIOMA CHCTEMBI
*orpaHu4eHNe NOJIb30BaTENS Ha JIOKATLHOM pabodeM MecTe OT APYTHX
COTPYAHUKOB C TOMOIIBIO TIEPErOPOI0K

24. Cucrema 3amThl HHGOPMAIMU — 3TO ... ¥*pa3paboTKa CTpaTeruy 3aIluThI
Ou3Heca KOMIaHuH *00acTb HHPOPMAIIMOHHBIX TEXHOJIOTHH *KOMIUIEKCHAsI
COBOKYITHOCTh ITPOTPAMMHO-TEXHUYECKHX CPEJICTB, 00ECIIEUNBAIONIAs 3aIUTY
nH(popManuK *COBOKYITHOCTh OPTaHOB M/WJIM UCTIOJTHUTEINEH, HCIIOJIb3yeMast
MMM TEXHHUKA 3alIUTHl HHPOPMAIIUU

25. Unentudukaius cyobekTa — 3T0 ... *IpoBepKa MOAJIMHHOCTH CYObeKTa ¢
JTaHHBIM UICHTU(PHUKATOPOM *yCTaHOBIICHUE TOTO, SIBISETCS JI CYOBEKT
HWMEHHO TeM, KeM OH ce0st 00BsIBHI *Ipoueaypa NpeI0CTaBICHHUS 3aKOHHOMY
CyOBEKTY COOTBETCTBYIOIIMX MOJTHOMOYNH M JOCTYITHBIX PECYPCOB CHCTEMBI
*mporeaypa paclio3HaBaHus CyObEKTa 10 €ro HICHTH(PHUKATOPY
*yCTaHOBJIEHHUE JIUILI WK MPOLECCOB, OCYIECTBIISIOIINX
HECaHKIIMOHUPOBAHHOTO JOCTYIAa K WH(OpMAIIH

26. K TexHU4ECKUM MepaM KOMIBIOTEPHOI 0€301acCHOCTH MOYKHO OTHECTH ...
*pe3epBHOE JIEKTPOITUTAHUE *3aIIUTY OT HECAHKLIMOHUPOBAHHOTO AOCTYIIA K
cucreMe *yCTaHOBKY 3aMKOB *pe3epBHOE KONMPOBAaHHE IaHHBIX *3alIUTy OT
HECaHKIIMOHUPOBAHHOTO KOMMPOBAHHS *3alUTy OT XHIICHUH, TUBEPCHI 1
caboraxa

27. ABropu3anus cyobekTa — 3TO ... *TIpoleaypa nperocTaBiIeH!s 3aKOHHOMY
CyOBEKTY COOTBETCTBYIOIIMX MOJTHOMOYNH M JOCTYITHBIX PECYPCOB CHCTEMBI
*yCTaHOBJIGHUE JIHII WK MPOIECCOB, OCYIIECTBIISFOIIIX
HECaHKIMOHUPOBAHHOTO JAOCTYMa K HHPOpMaIMK *ycTaHOBJIEHUE TOTO,
SIBJSIETCS JT CyOBEKT MIMEHHO TeM, K€M OH ce0s1 00BSBIIT *TIpoBEpKa
MOJTMHHOCTH CyOBEKTa ¢ JTaHHBIM HIACHTH(UKATOPOM *mporienypa
pacmo3HaBaHus CyOBEKTa MO €ro HACHTUPHUKATOPY

28. CepBucoM 0€30IaCHOCTH, HCHOIb3YEMBIM B PACIIPEACICHHBIX CUCTEMAaX U
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CeTSX SABJISACTCA ... ¥aBTOpU3alUs *pa3rpaHUYCHUE TOCTyNa *IKpaHUPOBaHUE
TYHHETHUpOBaHUe *MapmpyTu3anus *ayreHTrduKanys *uneHTuduKams

29. K opraHu3anuoHHEIM MepaM KOMITBIOTEPHOM 0€30MaCHOCTH MOKHO
OTHECTH ... *opranu3zaiuio o0CITy)KUBaHUs 00beKTa *BeieHne 0C000 BaKHBIX
paboT HECKOIBKUMH COTPYIHUKAMHU *pe3epBHOE dIEKTPONHUTAHNE *3alUTy OT
HECaHKIIMOHUPOBAHHOTO JIOCTYIA K CHCTEME *TIHIATENLHBIN 0100 TepcoHala
* BpIOOp MecTa pacrnonokeHus o0bekra 30. OTnuuuTeNbHas CIIOCOOHOCTh
KOMITBIOTEPHBIX BUPYCOB OT BPEJIOHOCHOTO *TOBBICUTH MMPUBHIICTHH B CUCTEME
*cobupats HHpOpPMALKIO *K CAaMOBOCTIPOU3BEICHUIO *YHHUTOXKATh
WHPOPMALIUIO

31. C ToukM 3peHus 3aKOHOAATENLCTBA (TpaBa) CYIIECTBYET yPOBEHb IOCTYIIA
K HHQOPMAITUH ... *3aKPBITHIA JOCTYT *OTKPBITHIA JOCTYI *OTrpaHHYeHHBIN
JOCTYT *HHTEIIeKTyalbHas COOCTBEHHOCTh *0€3 OrpaHnyYeHws IpaBa J0CTyIa
**HAHOCSILIUI Bpell IPH paclpoCTpaHCHUH

32. B cucreMHOe IporpaMMHOE 00SCIICUECHUE BXOAT: * I3BIKU
[IPOTPaMMUPOBAHHUS *ONEPALUOHHBIE CUCTEMBI *KOMIBIOTEPHBIE UTPbI
*rpaduuecKie peqakTophbl *TeKCTOBBIE PEIaKTOPHI

33. HeBepHo, 4TO K OMOMETPUUECKUM JaHHBIM OTHOCHTCS ... *IPOCKIINS JIHIIA
*TeMOp ToJIoCca *cepus macropra *OTIeYaTKH MajabIeB *aapec MPOIrCKA

34. OnepanrioHHas cuctemMa MU(GPOBOI BEIYUCIUTENFHON CUCTEMBI
npeaHa3HadeHHas uist: *00ecedeHns: COBMELCHNUS pa3IMYHbIX HHTEpdelcoB
*obecreueHns y100HOM pabOTHI MOIb30BaTeNs *00eceueHus OMPeIeIEHHOTO
ypoBHS 3P PEKTUBHOCTH MU(PPOBON BEIYUCIUTENBHON CUCTEMBI 33 CUET
aBTOMATH3WPOBAHHOTO YIPaBICHHS €€ PadOTOH U MPEJOCTaBIsIEMOTO
MOJIb30BATEIIM HAOOpa YCIIyT.

35. K 0CHOBHBIM Pa3HOBUIHOCTSIM BPEIOHOCHOIO BO3JCHCTBUS HA CUCTEMY
OTHOCHTCA ... *MHUIIUUPOBAHME JIOXKHBIX JCHCTBHUN *MoaupuKamms
BBHITTOJTHSIEMBIX (PYHKIUH *ymajeHne cucTeMbl *KOMTUPOBaHUE JAaHHBIX W3
cUCTeMBI *co3/laHue TIoMeX B paboTe *BBIBOA U3 CTPOS

36. Madopmanus — 370 ... *COBOKYITHOCTH 3HAHUH, HAKOTIIEHHAS
YeJI0BEYECTBOM *COBOKYITHOCTH peduieKCHil MexX Ty ujieeii u marepueil Ha
MakKpo- 1 MUKPOYPOBHSAX *CBelIeHHS O JIMLAX, IpeaMeTax, paKTax, COOBITHIX,
SIBICHUSAX U MPOLIECCaX HE3aBUCHMO OT (DOPMBI X MPENICTABICHUS
*COBOKYITHOCTH NMPHHIIUIIOB, METOZIOB M (HOpM yIpaBICHUS

37. AnmapatHsie ¥ IPOTPaMMHBIE CPEJICTBA U TEXHOJIOTHH TapaHTHPOBATh
a0COJIOTHYIO HAaZIeKHOCTh U 0€30MaCHOCTh JaHHBIX B KOMITBIOTEPHBIX
cUCTEMax ... *He MOTYT *MOTyT TOJIBKO ISl FOCYJapCTBEHHBIX OpTaHU3alni
*MOTYT *MOT'YT TOJBKO I KOMMEPUYECKHX KOMIIAaHUH *MOTYT TOJBKO JIJIst
YaCTHBIX JIMIL

38. CBeneHus1, KOTOPbIE HE MOTYT COCTABIISTh CIY)KEOHYIO MM KOMMEPUYECKYIO
TaliHy, OTIPEeNeNSIOTCS ... ¥opraHu3anuei, B KOTOpoil padoTaeT rpakaaHuH
*3aKOHOM JTUOO IPYTUMH HOPMATHBHBIMH aKTaMH, CIIYKeOHOMU 3aIrCKO, a
TaKXe OpraHu3alrei, B KOTOpoil paboTaeT rpakAaHuH *ciyKeOHON 3amuCKOM
*3aKOHOM JTHOO IPYTUMH HOPMATHBHBIMH aKTaMH

39. BupycHble IporpaMMbl IPUHSTO JENUTH 10 ... *CTENEHH IEHHOCTH
*0coOEHHOCTH aJIrTOpUTMa BUpyca *cpene oOuTanus Bupyca *crnocoly
3apakeHHs *0O0LIMM pU3HAKAM

40. TTo BuaM pa3nUyalOT aHTHBUPYCHBIE TPOTPAMMEI ... *BaKIIUHBI
*peBH30pHI *1oKTOpa *CcKaHephl *NpUHTEPHI *CcTOpOXKa
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41. K HanpaBneHusIM, B KOTOPBIX OCYILECTBIISIETCS 3a1uTa HHpopManun
BCTPOCHHBIMU METOJIAMH TIPUKJITHBIX TIPOTPaMM OTHOCHUTCS ...
*CHUMMETPUYHBIX KpUnTorpaguueckux npeodpasoBanuii *kpunrorpadudeckoe
3aKpBITHE *pazrpaHUdYeHue JOCTyMa K JaHHBIM *00pbr0a ¢ MaKpOBHpYCaMH
*aynura

42. EBpomeiickue kputepun 6e3onacHoctr ITSEC ycTanaBmmBaror ... KJIacCoB
6e3onmacHoctu 5 8 107 15 12

43. K ocHOBHBIM BHJaM CHCTEM OOHApY>KEHHS BTOP>KEHHH OTHOCSITCA ...
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*JIOKaNbHBIC *MeKCETeBbIC *aKTUBHBIC *CHHXPOHHBIC *TaCCHBHBIC

44. Tlox oCTYymHOCTHIO MHPOPMAIIMHA TOHUMAETCS ... *BO3MOXKHOCTH 32
MpHUeMIIEMOE BpeMs TIONTyYUTh TpeOyeMyro HH(POPMALMOHHYIO YCIyTy *3aImunTa
OT HECAaHKIIMOHMPOBAHHOTO JIOCTYIA K MH(OpMALUHU *aKTyallbHOCTh U
HENPOTUBOPEUUBOCTh HH(POPMALIUY, €€ 3aLIUIIEHHOCTh OT PaspyLIeHUs 1
HECAHKLIIMOHUPOBAHHOTO U3MEHEHUS

45. BupycHble IPOrpaMMBbl MIPUHSTO AEIUTH 110 ... BO3MOXXHOCTH
OCYILECTBJICHUS CIEIAIINM MPU3HAKaM 0COOCHHOCTH aJrOpUTMa BUpyca
HaIpaBJICHHOCTH AECTPYKTUBHBIM BO3MOXKHOCTSIM

46. B cOOTBETCTBUH C 3aKOHOJATEIHCTBOM OTBETCTBEHHOCTD 33 HE3aKOHHOE
orpaHHYEHHE IOCTYyMNa K MHOOPMAIMU 1 32 HAPYIICHUE PEKUMA 3aIIUTHI
nHGOPMALIUHN HECYT ... CIIy’Kalllie OPraHOB FOCYAaPCTBEHHOH BIACTH
aJIMUHHUCTPATOPbl HHQOPMALIMOHHBIX CUCTEM CIIyXAallle OXPaHHbBIX areHTCTB
PYKOBOJHUTEIH

47. Ilo cymiecTBYIOUINM TPaBUIIaM pa3padbaThIBaTh, MPOU3BOAUTE 3AIUTHI
UHGOPMALIUN MOKET TOJBKO HNPEANIPUATHE, UMEIOLIEE ... aKKPEAUTALHIO
HAYaIbHBIA KaIUTaN JIULIEH3UIO CEPTUPHUKAT

48. HecaHKIIMOHUPOBAHHBIN TOCTYN K MH(YOPMALIUU — 3TO ... *JIMIIO0 WU
MIPOLIECC, OCYIIECTBISIOIINE HECAHKIIMOHUPOBAHHOT'O JOCTYIA K HH(POPMALHH.
*COBOKYITHOCTH MPaBHJI, PETJIAMEHTUPYIOIINX TOPSAIOK U YCIOBHS JOCTYIIA
cyObeKTa K HHOPMAIIUU U €€ HOCUTEISM *HapylIeHHe YCTaHOBICHHBIX
MPaBUII pa3rpaHUuEHHsI JOCTyHa *1ocTym K HH(popManny, He HapyIIalomui
YCTaHOBJICHHBIE IIPAaBHJIA pa3rpaHudeHus nocrymna. [IpaBuna pasrpannueHus
JOCTYIA CIIY’>KaT JUIS perfiaMeHTAIMY TpaBa JOCTyNa K KOMIIOHEHTaM CUCTEMBI
**COBOKYIHOCTh MPaBHJI JOCTYIA K HH(OPMALIUH, YyCTAHOBJICHHBIX IPABOBBIMU
JOKYMEHTaMH WX COOCTBEHHUKOM JIHO0 BIIaAeIbIleM HH(OpMAITUU

49. JlesTenbHOCTHIO IO cepTUhUKAMN ITHU(PPOBATBHBIX CPEACTB Ha
tepputopuu P® 3anumaercs ... @Cb ®CTIK ®CO MBI ®CBTC

50. CoBpemenHnyto opranuzanuio OBM npemnoxun: Hopbept Bunep Yapns3s
beocoumxk xon pon Heiiman

51. B «Konnenmuu 3anutel CBT u AC ot HCJ] x uH(popMmaIim» Kak riiaBHbIC
CpEeACTBA 3aIUThI OT HECAHKLIMOHUPOBAHHOIO I0CTYIa K HH)OpMaIun
paccMaTpUBarOTCA ... *KOMIBIOTEPHBIE U KOMMYHUKAIMOHHbBIE CUCTEMBI
*CHUCTEMBI pa3rpaHUUYeHHUS IOCTYNA *UHPPACTPYKTYPBI IPOMBIIUICHHBIX
MPEeaNpUITUN *OUOMETPHUYECKUE CUCTEMBI

52. HeBepHo, 4TO K MOAYJISIM aHTUBUpPYCA OTHOCHUTCS ... *cKaHep (ailyioB 1mo
CUrHaTypam *cpencTBO OOHOBJIEHUS TPOrPaMMHBIX MOIYyJIeH U 0a3 CUTHATYp
*MOJYJIb MIepeXBaTa HaKaTHsl KJIABUII *MOHUTOD (TIEPEXBATYMK U aHATIH3ATOP
3aITyCKaeMBIX IIPOLIECCOB)

53. OcHOBHBIE CPECTBA IPOHUKHOBEHHS BUPYCOB B KOMITBIOTED ...
KOMUpoBaHUe (paiiyioB KOMIBIOTEPHBIE CETH ChEMHBIE INCKHA UTPOBBIE
MPOTPaMMBI

54. Tlox gusnueckoi 6€30MacHOCTHI0 HHPOPMATHOHHON CUCTEMBI
MoJipa3yMeBaeTcs ... *orpaHuueHue (PU3NIECKOT0 JIOCTYIIA K CHCTEME TI0
Cpe/CcTBaM MPOIYCKOB, apoJiei, OMOMETPUIECKUX JaHHBIX *3amper
(u3MUecKoro BXo/a 1 BbIX0Ja U3 3[aHus KoMnaHuu B mepuoa ¢ 10 1o 18 wacos
orpaHuueHHe *MOJKIIOUEHNS K HHPOPMAIIMOHHON CUCTEME «H3 BHE)

55. Ha koMmibroTepax NPUMEHSIOTCS JIOKAJIbHBIC TOJUTUKH 0€30MaCHOCTH ...
*napamMeTpoB 0€30MaCHOCTH *CUMMETPUYHBIX KPUIITOIPadUUECKUX
npeoOpa3oBaHuid *1IpaB MONIb30BaTENeH *IOICTAHOBKH *raMMHUPOBaHUS
*aynura

56. B cocrag eBpomneiickux kpurepues ITSEC mo unpopmanmonHon
0€301acHOCTH BXOJMNT ... LIEIH 0€301acHOCTH KOHPHICHINAIEHOCTh
rH(pOpMAITUHN 3aKPEITOCTH HH()OPMAITUH ETOCTHOCTH HH(OPMAITHH
3aIIUIIEHHOCTD OT IPOHUKHOBEHMS criernpuKanys QyHKIHA 0e30mMacHOCTH
57. K Buaam napopmManuy ¢ orpaHu4eHHBIM JOCTYIIOM OTHOCHUTCS ...
npodeccuoHanbHas TailHa TOCyAapcTBEHHAs TaiHa MEePCOHATIbHbIC JaHHBIE
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ciry>keOHas TaliHa OOIIECTBEHHBIC JaHHBIE TPOMBILIJICHHAs TaiiHa

58. YTHIUTHI CKPBITOTO YIPABJICHUS MO3BOJISIIOT ... IEpe3arpykaTh
KOMIIBIOTEP 3aIlyCKaTh U YHUUTOXKATh (ailsibl IPUHUMATH U OTHPABIATH (ailibl
MEePEUMEHOBBIBATH (DAMIIBI M X PACHIMPEHUS BBOAUTH HOBYIO HH(POPMAIHIO
59. B coctas eBporetickux kpurepues ITSEC no nadopmarmonnoi
0€30IaCHOCTHU BXOJIHT ... OMHMCAHHE MEXaHU3MOB 0€30MaCHOCTH JOCTYITHOCTh
nHPOpPMALUN KOHPHUICHINAIEHOCTh HH(POPMALIUH 3alIUILEHHOCTb OT
BO3ACHCTBHI TTOTHOTA MH(pOpMarmy 1enu 6e3onacHocty 60. YcraHoBka
nuren3nonHoro IO sBisiercs ... 00s3aTeIbHBIM KPUTEPUEM
WHPOPMALMOHHON 0€30MacHOCTH OeCIoIe3HOH TPaTol KOPIOPATUBHBIX
JICHEKHBIX CPEJICTB HE00sM3aTeIbHBIM KpUTEpHeM HH(OPMaLMOHHON
0e3omacHOCTH

61. CaHKIIMOHNPOBAHHBIN JOCTYI K HHPOPMAIIMA — 3TO ... *TOCTYII K
WHPOPMaLIUK, He HAPYLIAIOIINHA yCTaHOBICHHBIE IPaBUila Pa3rpaHUuCHUS
JOCTyna *COBOKYITHOCTH MPAaBMII, PETJIaMEHTHPYIOUIUX MOPSIOK U YCIOBHUS
JoCTyTa CyOheKTa K HH)OPMAIlUU B €€ HOCHUTEISIM *ITUII0 WK TIpoIiece,
OCYIIECTBIISIONINE HECAHKIIMOHUPOBAHHOTO AOCTYIA K HH(pOpMaIu
*HapyIlIeHWe YCTaHOBJICHHBIX MPAaBHJI pa3rpaHUdIeHUs JOCTYMa *COBOKYITHOCTD
MPaBUI JOCTyHa K MHPOPMALMH, YCTAHOBICHHBIX IIPABOBBIMU TOKYMEHTAMHU
Wi cOOCTBEHHUKOM JTHOO0 BIaAeNbIieM HH()OpMAITUU

62. UadpopmarimonHas 6€30MacHOCTS, 10 3aKOHOAATENLCTBY PD, — 3T0 ...
*METOIOIOTUIECKHIA TTOIX0] K 00EeCTIeYeHHIO 0€30TTaCHOCTH *MapKEeTHHT
**COCTOSIHUE 3aLIMIIEHHOCTH HAllMOHAJIBHBIX HHTEpecoB PO B
WHPOPMALTMOHHOH cepe, ONpeAeTSIOIUXCS COBOKYITHOCTBIO
cOaaHCUPOBaHHBIX HHTEPECOB TMYHOCTH, OOILIECTBA U TOCYIapCTBa *CcBOA
HOPM, COOJIIOJICHNE KOTOPBIX NPU3BAHO 3AIIUTHTh KOMIIBIOTEPHI U CETh OT
HECaHKIIMOHUPOBAHHOTO JAOCTYIA *COCTOSIHUE 3aIUIIEHHOCTH
WHPOPMAITMOHHOHN cpellbl 00IIecTBa, oOecreunBarolee ee opMUpOBaHHE,
HCIIOJIb30BaHKE U Pa3BUTHE B HHTEPECAX IpaxkIaH, OpraHu3alui, rocyapcTaa
63. Ayrentudukanus cyobekra — 310 ... *npoueaypa pacro3HaBaHUs
CyOBeKTa 1Mo ero UJIeHTU(PUKATOPY *TIpoBepKa MOJUTMHHOCTH CYObEKTa ¢
JaHHBIM UIEHTU(UKATOPOM *yCTaHOBIIEHHE TOTO, SBJISIETCS JIU CYyOBEKT
HUMEHHO TeM, KeM OH ce0st 00BsIBHI *Ipoueaypa NpeI0CTaBICHHUS 3aKOHHOMY
CYOBEKTy COOTBETCTBYIOMINX MOTHOMOYHI M JOCTYITHBIX PECypCOB CHCTEMBI
*yCcTaHOBJIGHHUE JIII WK TPOIECCOB, OCYIIECTBIISFOIINX
HECaHKIMOHUPOBAHHOTO AOCTYNA K HHPOPMALH

64. Aynut nHGOpMAIIMOHHON O€30MaCHOCTH — 3TO. .. ¥OI[eHKa TeKYIIEeTO
COCTOSIHUSI CUCTEMBI HH(POPMAIIMOHHOM O€30MaCHOCTH *TIpoBEpKa
HCTONB3YEeMbIX KOMIaHHEeH HH()OPMAIIMOHHBIX CUCTEM, CUCTEM 0€30IIaCHOCTH
*3TO MpPOBEpKa CHOCOOHOCTH YCHEIIHO IPOTUBOCTOATE Yrpo3aM *crienuaibHast
MPOBEpPKa COOTBETCTBHUS OpraHu3aiui U 3G PpekTHBHOCTH 3alIUTHI
WHpOpPMAIIUKN *YCTaHOBICHHBIM TPEOOBAHHUAM W/HIIM HOPMaM

65. IIporpammer keylogger ucrions3yrorest s ... *ynaneHus BUpycoB *coopa
WH(POPMAIIUH, BBOJUMOH € KIIaBUATYPBI *yIalleHHs IPOrpaMM-IIIIIOHOB
*KOHTPOJISI 32 COCTOSTHIEM IIEHTPAIBHOTO TIPoIieccopa

66. OTimunTenbHast 0cOOEHHOCTh KOMITBIOTEPHBIX BUPYCOB 10 CPAaBHEHHIO C
JIPYTHUM BPEIOHOCHBIM IPOIPAaMMHBIM 00€CIIEYeHHEM — UX CIIOCOOHOCTS ... *K
CaMOBOCITPOM3BENICHHIO *YHHUTOXKATH HHPOPMAIIUIO *coOMpaTh HHPOPMAITHIO
*[IOBBICUTD IPUBHUJIETHH B CHICTEME

67. B eBpomneiickux kpurepusix 6esonacnoctu ITSEC ycranoBieHo ... Knaccos
6e3onacHoctu 57 8 10 12 15

68. HeBepHo, uTo 3ammnTa HHPOPMAIUK BCTPOSHHBIMU METOAMH TPUKJIATHBIX
MPOTpaMM MOKET OCYIIECTBIISICTCS B HAMPaBICHUH ... *ayanTta *00opbObI ¢
MaKpOBHpPYCaMH *KPHNTOTrpahUuecKOro 3aKphITUS *pasrpaHHUeHus JOCTyTa K
JAHHBIM

69. HeBepHo, 4TO K HICTOYHHKAM yrpo3 HH(OPMAaLMOHHON 0€30MacHOCTH
OTHOCATCS ... *yenoBeueckuil pakTop *npaBoBbIE aCHEKTHI

OIIK-
1.2.B.2




(YHKIMOHUPOBaHHUS HC *CTUXUITHBIE OeCTBHA *anmnapaTHbele cOou *OmmnoOKu
MPOCKTUPOBAHUSI U pa3pabOTKH HC

70. HeBepHo, uTO K cepBrucaM 0€30MacHOCTH, UCTIONB3YyEMbIM B
pacrnpeeieHHbIX CHCTEMAaX U CETSAX, OTHOCUTCS ... *UICHTUUKALHS
*ayTeHTU(UKALNS *MapmpyTH3aIus *pasrpaHudeHne JoCTyTa
*IKpaHUPOBAHUE U TYHHEIMPOBAHHUE

71. HeBepHO, 4TO K OCHOBHBIM BHJIaM CUCTEM OOHapY>KEHUs BTOPKECHUH
OTHOCSITCS ... CUCTEMBI *CeTeBbIe *JIOKaIbHBIC *MEKCETEBEIC

[lepeyeHb TeM KOHTPOJBHBIX PadOT MO AMCHUIUIMHE OOYYAIONIMXCS 3a04HOU (HOPMBI
o0OydeHus1, IpeICTaBIeHbI B Ta0mie 19.

Ta6ymma 19 — [lepeyeHb KOHTPOJIBHBIX PadbOT

Ne i/mm ITepeueHb KOHTPOJIBHBIX PabOT

He npenycmotpeno

10.4. MeToguveckre  MaTepUaibl,  ONPEACISAIONME  MPOLEAYypPhl  OICHUBAHUS
WHIUKATOPOB, XapaKTEpU3YIOLUX dTanbl (OPMUPOBAHHUS KOMIIETCHLUN, COJEPKATCi B
JIOKaJbHBIX HOpPMATUBHBIX akTax [ YAIl, periaMeHTHpyIOUIUX TOPSIOK U MPOLEAYPY
MPOBEJICHUS TEKYIIETO KOHTPOJIS yCIIEBAEMOCTH M MTPOMEXKYTOUYHOUW aTTECTAIIMH O0YJArOIIHXCs
I'VAIL

11. Metoandeckue yka3anus Ui 00yJaronIiuxcs 0 OCBOSHHUIO THCITUTUINHBI

Henpio uzydeHus: TucUIUINHBL «be30macHOCTh OepallMOHHBIX CUCTEM) SIBJISIETCSI TEOpETHUSCKas
Y IPAKTUYECKasl MOACOTOBKA CHELUAIKUCTOB K AEATENbHOCTH, CBA3AHHOW ¢ MPUMEHEHUEM 3alIUIIECHHBIX
OTepaIMOHHBIX CUCTEM, a TAK)KE CPEJICTB M METOJIOB 00eCIIeUeHUs 3alIUThl HHPOPMAIIMU B ONICPAIIUOH-
HBIX CHCTEMaX.
3amaun TUCIMIIINHEL:
—H3y4YeHHE TEPMHUHOJIOTHH, TIOHATHIHOTO amnmapara u oOmuX MOAXO0MI0B K obecrieueHuto nHMOop-
MAaI[MOHHOM 0€30MaCHOCTH ONEPAIMOHHBIX CUCTEM;
—H3y4YEHUE CPEACTB U METOAOB YIPABJICHUS JOCTYIIOM B 3aLUIICHHBIX OMEPALMOHHBIX CUCTEMAX;
—H3Yy4YeHHE CPEJICTB U METOJIOB ayTeHTH(HKAIMK TOJIh30BaTeNel B 3alIUINEHHBIX OMEPAIMOHHBIX
CHCTEMaX;
—H3y4eHHE CPEICTB U METOJ/IOB PEATM3AIINH ayIuTa B 3alTUIIICHHBIX OMEPAIIIOHHBIX CUCTEMAX;
W3YYEHHUE CPEICTB U METOJIOB UHTETPALlMU 3aLIUIICHHBIX OMEPALIMOHHBIX CUCTEM B 3AILUIIEHHYIO CETh.
MeTonnueckue yKazaHus i 00y4arouXcsi MO0 OCBOEHUIO JEKIIHOHHOT0 MaTepuasia
OCHOBHOE Ha3HaUEHUE JISKIIMOHHOTO MaTepHralia — JIOTHUECKU CTPOMHOE, CHCTEMHOE, TIIy0oKoe 1
SICHOE U3JI0KEeHHEe yaeOHOro Marepuana. HasHaueHue COBpeMEHHOM JISKIIMH B paMKax JUCIUILIMHEI HE B
TOM, 4YTOOBI TONYYUTHh BCIO HMH(OpPMANUIO 1O TeMe, a B OCBOCHHMU (PyHIaMEHTAIBHBIX MPOOIIeM
JUCIUILIMHBI, METOJO0B HAy4yHOTO TO3HAHWS, HOBEUIIMX JOCTH)KCHHH HAy4dyHOW MbICIU. B ydeOHOM
MPOIIECCE JIEKIMs BBITOIHIET METOAOJIOTHYECKYI0, OPTraHH3alMOHHYI0 U MH()OPMAIMOHHYIO (PYHKIIUH.
Jlexiust pacKkpbIBaeT MOHSATHHHBIA amnmapaT KOHKPETHOW OOJIaCTH 3HAHUS, €€ MPOoOJIeMBI, TAeT IeILHOE
MIPEICTABIICHUE O TUCIUATIINHE, TOKA3BIBACT B3aUMOCBSI3h C IPYTUMHU JUCIUTUINHAMHU.
IInagmpyeMble pe3yabTaThl IPHU OCBOSHNH 00YYAOIIMMCS JIEKIIMOHHOI0 MaTepHaa;
— TOJYyYEHUE COBPEMEHHBIX, LEIOCTHBIX, B3aMMOCBSI3aHHBIX 3HAHHUM, YPOBEHb KOTOPBIX
ONpeIENseTCs 1IeIeBOM YCTAHOBKOM K KaXK10M KOHKPETHOU TEME;
—  TIOJyYeHHWE OTIBITa TBOPUYECKOH PabOTHI COBMECTHO C MPETIO/IaBATEIIEM;
—  pas3BuUTHE NPOECCHOHAIBHO—ICIIOBBIX KAa4eCTB, JIOOBH K IPEAMETY U CaMOCTOSITEIbHOIO
TBOPYECKOTO MBITUICHHUS.
—  TIOSIBJICHHE HEOOXOAMMOT0 MHTEpeca, HEOOXOAMMOTO JUTsl CAMOCTOSITEIBHON PabOTHI;
— TOJy4Y€HHME 3HAHHUW O COBPEMEHHOM YPOBHE PA3BUTHUSl HAYKHW M TEXHUKHA WM O MPOTHO3E HUX
pasBUTHS Ha OJIMOKANIIIAE TOIBI,
—  Hay4YuTCS METOJUYECKH 00padaThIiBaTh MaTepual (BBLICISATH TJIABHBIC MBICIIU H ITOJIOKCHHUS,
MPHUXOJIUTh K KOHKPETHBIM BBIBOJIAM, TTIOBTOPSITH UX B Pa3IMYHBIX (DOPMYIHPOBKaX);
—  IOJIyYE€HUE TOYHOTO MOHUMAHUS BCEX HEOOXOUMBIX TSPMUHOB U MTOHSTHH.




JIeKIIMOHHBIN MaTepuana MOXKET CONPOBOXKAATHCA JEMOHCTpallUe CIal/IoB W UCIIOIb30BaHUEM
pa3gaToyHOTO Marepuaja MpH TPOBEACHWHW KOPOTKHX AHCKYCCHI 00 OCOOEHHOCTAX NPUMEHEHUS
OTAENBHBIX TEMATHUK 10 TUCLUILIUHE.

CrpyKTypa OpeoCcTaBACHU JICKIIMOHHOTO MaTepHuaa;

— Tewma Ne 1. [TonsTHE 3aTUITICHHON OTICPAIIHOHHON CHCTEMBI

— Tema Ne 2. YrpaBneHne JOCTYIIOM

— Tema Ne 3. Unentudukarus, ayTeHTU(HUKALINSI U aBTOPH3AIHS

— Tema Ne 4. HTerpanus 3alHUIEHHBIX OTIEPAIIIOHHBIX CHCTEM B 3aIIUIICHHYIO CETh

MeTtoanyeckne yKazaHus I 00y4al0IMXCS MO0 MPOXOKAEHUIO J1a00paATOPHBIX padoT

B xone BbimonHeHHs 1abOpaTOpHBIX PabOT OOydarolmIuiics AOJDKEH YIIIyOUTh W 3aKpenHThb
3HaHUs, NPAKTUYECKHE HAaBBIKM, OBJAJETh COBPEMEHHOH METOIAMKOH M TEXHHUKOM 3KCIIEPUMEHTa B
COOTBETCTBHM C KBaIM()MKAIMOHHON XapakTepUCTUKOW oOydaromierocsi. BeimonHeHune mabopaTOpHBIX
paboT COCTOHT M3 IKCIIEPUMEHTANBHO-IPAKTUUECKON, PaCYeTHO-aHATUTUIECKONW YacTeld U KOHTPOJIBHBIX
MEPOIPUATHH.

Brimonnenne nabopatopHbIX paboT 00yHarOLIMMCS SBISIETCS HEOThEMJIEMON YacThIO M3YyUYCHHUS
JAHUCIUIIIINHBI, OHpCHCHHGMOﬁ y‘-IC6HI)IM IIJIaHOM, U OTHOCHUTCA K CpE€ACTBaM, O6CCH€‘II/IBaIOH_[I/IM peuicHuc
CJIEIYIOIIUX OCHOBHBIX 33/1a4 y 00y4aroIerocs:

— npuoOpeTeHHEe HABBIKOB HCCIEIOBAHUS IPOLIECCOB, SBICHHUH M OOBEKTOB, M3Y4YaeMBIX B
paMKax JaHHOM JMCLUIUINHEIL,

—  3aKpermjieHue, pa3BUTUE U ACTaTU3alM TEOPETHUECKUX 3HAHUH, OTYYECHHBIX Ha JICKLHX;

—  TOJyd4eHHE HOBOH MH(pOPMALUK [0 U3yYaeMOU JUCLHUIIIUHE;

— IpuoOpeTeHHe HAaBBIKOB CAMOCTOSTENHHOW paboThl ¢ JTabOpaTOpHBIM OOOPYAOBaHHWEM W
npudopamu.

3ananue U TPeOOBAHMA K NPOBEJAEHUIO JJA00PATOPHBIX padoT

3amanusa Ui 1a00paTOPHBIX PadOT 3aKIIOYAIOTCA B PELICHWH 3a/1a4, PACCMOTPEHHBIX B XOHE
JICKITUM, TAKUX KaK:

e Vnpasnenue qoctyrnom B Linux
VYupasinenue gocrynom B Windows
Ananus OIICPAIMOHHBIX CUCTEM
CpencrBa ayTeHTH(GUKAIIMHA OTIEPALIIOHHBIX CUCTEM
Vmupasienue cpencrBamu ayTeHTrukanuu B Linux
Vpasnenue cpenactsamu ayreHtidukamin B Windows
JloKyMEHTHpPOBaHHUE MOJUTUKU OE30IIaCHOCTH
LleHTpann30BaHHOE [UITAHUPOBAHUE TIOJIMUTHKK O€30MacHOCTH B Jiecy qomeHoB Windows
LleHTpann3oBaHHOE [UITAHUPOBAHUE TIOIUTHKK Oe3omacHocTH B Linux
JlaGopaTopHble 3aHATHS MPOBOASTCS IOCJIE YTEHHS JIEKIHH, NAIOIIUX TEOPETUUYECKHUE OCHOBBI
JUTSL UX BBIMOJIHEHHS. JlommycKaeTcsi BBITOJTHEHUE J1TAOOPAaTOPHBIX 3aHATUH 10 MPOYTEHUS JIEKIHHA C LETbI0
oOJreruenust HN3Y4YCHHUA TCOPETUYCCKOIO MaTr€puajia IIpU HaJIUYUKN OIMMCaHUH pa60T, BKITFOYAKOIITUX
HeO6XOZII/IMI)Ie TECOPETUYCCKUE CBCACHUA WJIM CCBUIKM Ha KOHKPETHBIC yT-Ie6HI)Ie n3aaHudg, CoACpKaIne
9TH CBEJICHHS.

[IpenogaBarens MMeEET MpaBoO OMPEAEIATH COAepKaHue Tab0pPaTOPHBIX paboT, BEIOWPATH METOIBI
U CpEJICTBA MPOBEACHUS JITA0OPATOPHBIX MCCIEA0BAaHNUN, HANOO0JIee TIONHO OTBEYAKOIUE HX OCOOCHHOCTSIM
1 00€ecIeunBaroIINe BEICOKOE Ka4eCTBO y4eOHOT0 Iporecca.

[IpenonaBarens QopMupyer pyOexHBIE M HTOIOBBIE PE3YIbTaThl (PEHUTUHIW) CTyIEHTa IO
pe3yibTaTaM BBIITOTHEHHUS 1Ta00paTOPHBIX padorT.

Ha naGopaTtopHoM 3aHATHH CTYACHT UMEET MPaBo 3a/1aBaTh MpenoaBareto U (W) JIabopaHTy
BOMPOCHI II0 COJAEPKAHWI0O W METOAMKE BBHIMOJIHEHUS PadOTBI W TpebOBaTh OTBETA IO CYLIECTBY
obpareHus.

CryneHT uMeeT MpaBO Ha BBITOJIIHEHHE Ja00paTOpHOW pabOThI MO OPUTHHAIHFHOW METOAMKE C
corylacHsl TIpemoJaBaTelsl W MOJ €ro Haa30poM — TMpH Oe3yCIOBHOM COONIOACHUU TpeOOoBaHUMN
0e30macHoCTH.

K BrImomHEeHNIO 1a00paTOpHOIT PabOTHI AOIYCKAIOTCS CTYIACHTHI, TIOATBEPANBIINE TOTOBHOCTh B
o0beMe TpeOOBaHUH, COAEPKAIIMXCS B METOAWYECKUX yKa3aHMSAX K JabopaTopHOH paboTe W (Win) B
YCTHBIX MPEIBAPUTEIBHBIX YKa3aHUIX IPEroaaBaTes.



B xome nabGopaTopHBIX 3aHATHA CTYIEHTH BEIyT HEOOXOMUMBIE 3aIllMCH, COCTABIAIOT (110
TpeOOBaHUIO MPETIOAABATENsI) HTOTOBBIA MICEMEHHBIA oT4eT. Ha mepBoM 3aHATHH IHKIIa TaOOPAaTOPHBIX
paboT mpenoaaBaTenb NOJDKEH JaTh KOHKPETHBIE YKa3aHUS MO COCTABICHHIO U O(OPMIICHHIO OTYETOB C
HeNnplo obecrieueHuss equHoo0pasus. B 3aBHCHMOCTH OT OCOOGHHOCTEH IMKJIA JIAOOPAaTOPHBIX 3aHATHH
OTYET COCTABIISAETCA KaXKIbIM CTYJCHTOM HHIUBHUIYATBbHO, JTHOO OOIIMN OTYET — MOArpyMHmon u3 2-3
ctyneHToB. [lo oxoHwanmm mabopaTopHOM pabOTHI CTYAEHTH OOS3aHBI TPEACTaBUTH OTYET
NpenojaBaTento Uil IMPOBEpKU C Tocieayromei 3amuTod. [lo cormacoBaHuio ¢ NpemnoaaBaTeseM
JIOITyCKaeTCsl TPENCTaBICHNE K 3aluTe OT4eTa O JiabopaTopHOW paboTe BO BpeMs CIEIyIOIIEro
1ab0paTOPHOTO 3aHATHS WM B HHAWBUAYAIbHBIE CPOKH, OTOBOPEHHEIE C TIperoaBaTeneM. Jlomyckaercs
0 COTJIACOBAHHMIO C MPEToiaBaTeieM NPeACTaBIsATh OTUET 0 JabopaTopHOol paboTe B 3JIEKTPOHHOM BHJIE.

JlaGopaTopHoe 3aHSTHE COCTOUT M3 CICAYIOIIMX SIIEMEHTOB: BBOJHAs YacTh, OCHOBHas H
3aKTFOYNTEbHAS.

BBosaHas yacte oOecreunBaeT MOJATOTOBKY CTYACHTOB K BBIIIOJHEHHUIO 3aJaHUi paboThH. B ee
COCTaB BXOJIAIT:

— QopMynIHpOBKa TEMBI, IIeMd H 3a7ad 3aHATHSI, OOOCHOBaHHE €ro 3HAaYUMOCTH B
poheCcCHOHANTBHOM MMOATOTOBKE CTYACHTOB;

— M3JI0’KCHHUE TEOPETHYCCKUX OCHOB paboThI;

— XapaKTepHUCTUKa COCTaBa U OCOOCHHOCTEH 3aanuii paboThl U 00BICHEHHE METOAOB (CIIOCOOOB,
MIPUEMOB) WX BBHITIOTHEHHS,

— XapaKTepUCTHKA TPeOOBaHUH K pe3ybTaTy pabOTHI;

— MHCTPYKTaX 10 TEXHUKE 0€30MaCHOCTH MPH IKCIUTyaTaAlH TEXHUYECKUX CPEJICTB;

— IIPOBEpPKa TOTOBHOCTH CTYJICHTOB BEITIONHSTH 33/JaHMs paOOTHL;

— YKa3aHUsI 0 CAMOKOHTPOITIO PE3yJIbTATOB BHITIONHEHHS 33JaHUI CTYJCHTaMH.

OcHOBHas yacTh BKIIIOYAET MPOLIECC BHITOIHEHHS 1abopaTopHoii paboTel, oopMiieHHE OTUETa U
ero 3amuTy. OHa MOXET COIPOBOXKIATHCS AOMONHUTENBFHBIMUA PAa3bsCHEHUSAMH 10 XOAy paloTHI,
yCTpaHEHHEeM TPYJHOCTEH MPH €€ BBIIOJIHEHWH, TEKYIIMM KOHTPOJEM U OIEHKOH pe3yabTaToB
OTJENBHBIX CTYACHTOB, OTBETaAMH Ha BOMPOCHl CTYACHTOB. B03MOXXHO MpPOOHOE BHIMOIHEHNE
3aJaHusI(Ui) oA PYKOBOACTBOM IpernoaBaTers.

3aKITFOUNTENbHAS YaCTh COACPKHT:

— MMO/IBEJICHUE OOLINX UTOTOB 3aHSTHS;

— OIIEHKY pe3yJbTaTOB PadOThI OTACIBHBIX CTYICHTOB;

— OTBETHI Ha BOTIPOCHI CTYJICHTOB;

— BBIJIaYy PEKOMEHIAINI 110 YCTPAHESHUIO MPOOEIIOB B CUCTEME 3HAHWA M YMEHH CTYIEHTOB, 110
YIy4YIICHUIO PE3yIbTaTOB PaOOTHI;

— cOOp OTYETOB CTYIEHTOB I MPOBEPKH, U3JI0XKEHHE CBEACHUN, KACAIOIIUXCS TOJTOTOBKU K
BEITIOJTHEHUIO CIIETYFOIIEH paOOTHI.

BBojiHas M 3aKIIIOYUTENBHAS YaCTH JTA0OPATOPHOTO 3aHATHS MPOBOJATCS ppoHTanbHO. OCHOBHAS
4acTh MOKET BBIMOJIHITHCS WHIAWBUIYAIBHO WM KOJUIEKTHBHO (B 3aBUCHMOCTH OT ()OPMBI OpTaHU3AINU
3aHATHA).

CTtpykrypa u dopma otyera 0 1adopaTopHOii padoTe

Otuét mno JaboparopHoil paboTe odopMISETCSs HMHIUBUAYAIbHO KAXKIBIM CTYICHTOM,
BBITIOJTHUBIIUM HEOOXOAMMBIE (HE3aBHCUMO OT TOTO, BHITTOIHSIICS JIM SKCHEPUMEHT MHIUBHIYaTbHO MU
B COCTaBe TIpymnnbl cTyaeHTOB). CTpaHMLBI OTYETA CJEIyeT NPOHYMEpPOBAaTh (TUTYJIBHBIA JIMCT He
HyMEpyeTCs, najiee UACT cTpaHuna 2 v T.J1.). TUTYIBHBIA JTUCT OTYETA TOJDKEH comepkarh Gppaszy: «OTaér
no naboparopHoii pabore «Has3Banue paboTBD», YyTh HWKE: BBIMONHWI CTyneHT Tpymnmnsl (HOMEp
rpyniel) (Gamunus, nHunManel)». Bansy nucta cinenyer ykasate TeKymmid rog. Hanpumep, Otuér mo
naboparopHoit pabore Ne (HomMep paboThl) «BBeleHHE B CIIEKTpabHBIN aHaINM3», BBINOIHMI CTYyAEHT
rpynnsl 5221 WBanoB M.W. Btopas cTpaHuna Tekcra, ciexyromias 3a THTYJIbHBIM JICTOM, JOJDKHA
HaunHaThCcs ¢ myHKTa: Llenb paborel. OTYéT, Kak MpaBUiIO, TOJDKEH COAEPKaTh CIEAYIOUINe OCHOBHBIC
pasaensl:

1. Lems paboThr;

2. Teopetnueckas 4acThb;

3. IIporpammHoOe o0OecriedeHne, NCIoIb3yeMoe B padoTe;

4. Pe3ynbTarsl;

5. BEIBOJEL.
B ciiyuae He00X0IMMOCTH B KOHILIE OTUETA IPUBOIUTCS TIEpeUeHb JTUTEPATYPHIL.
TpebdoBaHus Kk 0(hopMJIEHHIO 0THETA 0 J1AG0PaTOPHOIi padoTe



Teoperudeckas 4acTh JIOIDKHA COCPKATh MUHUMYM HEOOXOJMMBIX TEOPETUYCCKUX CBEICHHH O
npefMeTHOH obmactu. He crnenyeT KomupoBaTh IIEJIMKOM WM YacTHYHO METOJHYECKOe Mocobue
(ommcanue) mabopaTOPHOU paObOTHI WIIH Pa3/ieibl yueOHUKA.

B pazgene IlporpammHoe oOecniedueHue HEOOXOAMMO OINMUCaTh, C TOMOIIBIO  KaKUX
WHCTPYMEHTAIBHBIX CPEJCTB U KaKUM 00pa3oM ObUTH pa3paboTaHbl MOJCTH U MOJYYCHBI Pe3yNbTAThI
Pucynku, OIOK-CXEMBI, ONMHCaHUE MOAENTH W €€ OCOOEHHOCTEH, HEOOXOAMMOCTh OTIAJKH — BCE 3TO
JIOJI’KHO OBITH MPEJICTABJICHO B YKA3aHHOM paszelie.

Paznen Pe3ynpraThl BKIIOUAeT B ceOSl CKPHHIIOTHI MPOTPAMMHOTO MPHIOKCHUS, MMONyYCHHBIC
MpH  BBIIONHEHUH JTA0OpaTopHOl paboThl. PucyHkm, rtpadmkn © TaOMUIBI HYMEpPYyIOTCS U
MOIMTUCHIBAIOTCS 3ar0JIOBKAMH.

BrIBO/IBI HE TODKHBI OBITH IPOCTHIM NIEPEYHCICHUEM TOTO, YTO CIICIAHO. 3€Ch BaXXKHO OTMETHUTh,
KaKHe HOBBIC 3HAHUS O TPEIMETE UCCICOBAHUS OBUIH MOJYYCHBI TIPU BBITIOJHEHUH Pa0OTHI, K 4eMy
MPHUBEJIO OOCYXJICHUE PE3yJbTaTOB, HACKOJILKO BBITIOJHEHA 3asABJICHHAS II€Jb PabOTHL. BBEIBOIBI 1O
paboTe KaXKIblii CTYACHT JellaeT CaMOCTOSTEIbHO. B cioyyae HEOOXOAMMOCTH B KOHIIE OT4YETa
npuBomuTcs CHUCOK JUTEpaTyphbl, UCIOJNB30BAHHOW TPU MOATOTOBKE K padore. B Tekcte oruéra
JIENA0TCS KpaTKHe CChUIKM Ha JUTepaTypy (yU4eOHWKH, CIPABOYHUKH, HHbIE WCTOYHUKH...) HOMEPOM B
KBaJpaTHBIX CKOOKax, Hamp., [1]. JIuteparypHble MCTOYHHKH HYMEPYIOTCS [0 MEpPE WX IOSBIICHHS B
TekcTe oTtuéra. B KoHIE oTyéra maéres ux moapoOHBIN crucok. Ha Bce MCTOYHMKM CIHCKA JTUTEPATyPhI
JIOJDKHBI OBITh CCBUTKU B TEKCTE OTUYETA, TaM, TJIe 3TO HEOOXOMMO.

HpI/I caaye oTyéTra mpenoJaaBaTeyib MOXKET CACJaTb YCTHBIC U IMHUCBMCHHBIC 3aMCUYaHUs, 3a4aThb
JONOJHUTCIIBHBIC BOIPOCHI. Bce oTBernl Ha JONOJHUTCIIBHBIC BOIPOCHI, O6CY)KI[CHI/I5[ BBIITOJIHAKOTCS
CTYJICHTOM Ha OTJCIBHBIX JINCTAX, BKIFOYAEMBIX B OTUYET (TMPU STOM B TEKCTE OCHOBHOT'O OTUYETA JIeIaeTCsI
CHOCKa WM JPYrol 3HAY0K, KOTOpPOMY OyIeT COOTBETCTBOBAaThH HOBBIM Marepuai). [lpu 3TOM
IMUCbMCHHBIC 3aMCUYaHU MPEIIOJaBaTCIId JOJDKHBI OCTAThCA B TCKCTC IJIA ACHOCTHU JUHAMHKU pa6OTI)I Haxqg
OTYETOM.

O0BEM 0TuéTa MOMKEH OBITh ONTUMANIBHBIM JIISl IOHUMAaHHS TOTO, YTO M KaK CHEeNan CTYJCHT,
BRIMONHSSL paboTy. OOs3aTenbHBle TpPeOOBaHUS K OTYETY BKIOYAIOT OOIIYI0 M CIEHHAIbHYIO
IPaMOTHOCTbD HU3JIOKEHUS, & TAKXKE aKKYPaTHOCTh O()OPMIICHUSI.

IMocre npuéma npemnoaBateieM OTUET XpaHUTCS HA Kadeape.

MeToanyeckue yKa3aHus 1151 00y4aIOIIUXCS MO0 MPOXOKIEHHI0 CAMOCTOSITEIbHOI PadoThI

B Xx0/1e BBITIOJNIHEHNS CAMOCTOSITEIIBHOW paOOThI, 00YJAIONIUICS BBITIOIHICT PabOTy MO 3aJaHUI0
U MPH METOAMYECKOM PYKOBOJICTBE TPEIOAaBaTENsl, HO O3 ero HeMmoCPEICTBEHHOT'O YIaCTHSI.

Jyis o0yuaronuxcs 1o 3a04Hoi hopMe 00yUYeHHS, CAaMOCTOATENIbHAS pa00Ta MOXKET BKIIIOUATh B
ce0st KOHTPOJIBHYIO PadoTy.

B mporiecce BBITIONHEHHS CaMOCTOSITENBHOW paboThl, y oOywaromerocs QopMupyercs
1e71eco00pa3Hoe MIaHMPOBaHKE pabovero BpeMeHH, KOTOPOE TMO3BOJISIET UM Pa3BUBATh YMEHUS U HABBIKU
B YCBOGHUH U CHCTEMAaTHU3AIMK PUOOpETaeMBIX 3HAHU, 00eCIIeYNBAET BEICOKUI YPOBEHB YCIIEBAEMOCTH
B TIEPHOJ] 00yUCHHS, TIOMOTAET MOJYYUTh HABBIKU MOBBIIICHUS MTPOPECCHOHATBHOTO YPOBHSI.

MeTroauyecKkuMi MaTepraiaMy, HAMpaBisIONIAMH CaMOCTOSTEIbHYI0 PaboTy 00ydaronmxcs
SIBIISIFOTCS .

—  y4eOHO-METOANYECKHI MaTepHrai Mo TUCIHUILIHHE,

—  METOJMYECKHE yKa3aHWsS MO BBIOJHEHHIO KOHTPOJBHBIX palbOoT (i OOydYaroIuxcs Io
3a04HON (hopMe 00yUeHHs).

MeTtoauyeckne yKa3aHusi JJIs  OOyYalOUIUXCH 1O TPOXOKAEHUIO NPOMEKYTOYHOM
aTTecTAMH

[IpomexxyTounas aTrecTanusi 0Oy4aroUIUXCs MpeIycMaTpUBaeT OLEHUBAHUE MPOMEXKYTOUHBIX U
OKOHYATENILHBIX PE3YJITATOB 00y4eHUsI 1o auciuruinHe. OHa BKIIFOYAeT B ceOst:

— 9K3aMeH — (opMa OLIEHKH 3HAHWM, TOJYYSHHBIX 00yJaloNIMMCs B TpoIlecce M3yueHHs Beel
JUCIMIUIMHBl WIIM €€ YacTH, HABBIKOB CaMOCTOSITEIBHOW pabOThI, CIOCOOHOCTH MPUMEHSATh HX IS
pEIIEHUs MPAKTHYECKUX 3a]1a4. DK3aMeH, KaK MTPaBUIIO, TPOBOAUTCS B MEPHO dK3aMEHALIMOHHOHN ceccuu
W 3aBEpINAcTCA  aTTECTAllMOHHOW  OLCHKOW  «OTIIMYHO», «XOPOIIO»,  «YIOBIETBOPUTEILHOY,
«HEYIOBJIETBOPUTEIBHO».

— 3a4eT — 3T0 $OpMa OLCHKU 3HAHUH, MOIyYEHHBIX 00y4aromuMcs B X0/I€ N3yUeHHsT YIeOHOM
JUCLUIUIMHBI B LIEJIOM WM IPOMEXYTOUYHAs (110 OKOHYaHUH CEMECTpPa) OLIeHKA 3HAaHUK 00YYatoLIMCs TI0
OTJIENBHBIM pa3/iesiaM AUCHUIUINHEI C aTTECTAl[MIOHHON OLIEHKOM «3a4TEHO» WIH «HE 3aUTEHO».



—  1muddepeHIMPOBaHHBIA 3a4eT — 3TO (opMa OICHKH 3HAHWMA, MOJYYECHHBIX O0YYarOIIUMCS
OpU W3Y4YEHUM AWCLUIUIMHBI, IPU BBIIOJHEHUH KYPCOBBIX IPOEKTOB, KypCOBBIX paboT, Hay4dHO-
UCCIICIOBATENBCKUX PA0OT U MPOXOKACHUH IIPAKTUK C aTTECTALIMOHHOM OLIEHKOW «OTIMYHO», «XOPOIIO»,
«YIOBIIETBOPUTEIILHOY, «HEYIOBICTBOPUTEIHHO.
Cucrema OLIEHOK MpU NPOBEIEHUH MPOMEKYTOUHOH aTTECTallMd OCYILECTBISETCS B COOTBETCTBHM C
TpeboBanmsMu llonokenuit «O TekymieM KOHTPOJIE YCIIEBAEMOCTH M IIPOMEKYTOUYHOHN aTTecTaluu
ctyneHtoB ['YAII, oOywarommxcss mo mporpaMMam BhIcIiero ooOpasoBaHus» U «O MOIYJIBHO-
PEUTHUHIOBOI cUCTEME OLICHKH KauecTBa yueOHoM paboThl cTyneHToB B [ 'Y All».



JIuct BHeceHUs M3MEHEHNH B pab0UyI0 MPOrpaMMy AUCIIATIIHBI

Jlata BHECEeHUs
M3MEHEHUH U
JIOTIOTHCHUH.

Iloammce BHECHIETO
W3MEHEHHUS

ConeprxaHne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Iloanuce
3aB.
Kadenpoi




