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AHHOTaLUA

JuctumuimHa «OCHOBBI MOCTPOEHMSI 3allUIIEHHBIX KOMIIBIOTEPHBIX CETeW» BXOIUT B 00pa30BaTEIbHYIO
NporpamMMy BBICIIET0 00pa3oBaHMs — IporpaMMy OakaiaBpuara Mo HampasieHHIO HoarotoBkw/ crenuansHoct 10.03.01
«HpOpManoOHHAsT 6€30TIaCHOCTE» HAIPABICHHOCTH
«be3omnacHoCTh KOMIBIOTEPHBIX cucTeM». JluciuIuinHa peanusyercs kadeapoit «Ne33».

JucuuruinHa HanesieHa Ha pOpMHUPOBaHKE Y BBIITYCKHUKA CIIEAYIOLUINX KOMITETESHIIHHI:

OIIK-9 «CmocobeH NpUMEHSATh CPENCTBa KPUNTOTpapHUecKOd W TEXHHUYECKOW 3amuThl WH(POPMAIHUU I
pelIeHns 3a1a4 NIPoPecCHOHATBHOMN NesTeIbHOCTI

OIIK-12 «CmocobeH TpOBOAWTH MOATOTOBKY HMCXOOHBIX NAHHBIX AJS IPOCKTHPOBAHHS IIOJCHUCTEM, CPEACTB
obecriedyeHns] 3alIUTHl MHOOPMAIMK W Ul TEXHHKO-3KOHOMHYECKOIO OOOCHOBAHHMS COOTBETCTBYIOLIMX HPOSKTHBIX
pelieHni»

OIIK-1.1 «Criocoben pa3pabarbiBaTh M PEAM30BBIBATh MOJUTHKH YHPABICHHS JOCTYNOM B KOMIIBIOTEPHBIX
crcTeMax»

OIIK-1.2 «CriocobeH aIMUHUCTPUPOBATH CPEICTBA 3AIUTHI MH)OPMALMK B KOMIIBIOTEPHBIX CUCTEMAaX U CETSIX).

ConepxaHue JUCUMILIMHBL OXBaThIBAET KPYI BOIPOCOB, CBSA3aHHBIX C pa3pabOTKOil MPOEKTOB CHUCTEM U
MOJICUCTEM 3alIMIIEHHBIX KOMIBIOTEPHBIX CETEH.

[IpenoxaBanue MUCUMILIMHBI IIPEyCMaTPUBAET clenytomue (GopMbl OpraHu3alil y4eOHOTo Mporecca: JEKIUH,
nmabopaTopHBIE PabOTHI, CAMOCTOSITEIbHAS PadoTa 00yJaIOIIerocs.

[IporpamMmoil JUCHMIUIMHBI MPEIYCMOTPEHBI CIEAYIONIME BUABI KOHTPOJIS: TEKYLIMH KOHTPOJb YCIIEBAEMOCTH,
NPOMEXYTOYHasl aTTecTanus B popme 3auera.

O61mas TpyI0eMKOCTh OCBOCHHUS JMCUUIUIMHBI COCTABIISAET 2 3a4ETHBIX SIMHULBI, 729aca.

SI3bIK 00YUYEHUS IO JUCUUILIHHE «PYCCKHUH »



1. TlepedeHb IUTAHUPYEMBIX PE3YyIHTATOB OOYUEHUS 11O TUCITUTUTHHE
1.1. Tlenu npenogaBanus JUCHUTLITAHBI
Henpro mpernonaBaHus OUCIUTUINHBI SBIIACTCS O0yYEeHHE CTYACHTa NMOWUCKY paIlMOHAJIBHBIX PEHICHUN IpH pa3padoTke
CPeICTB 3aIiuTHl WH(POpPMAIMK C y4eTOM TpeOOBaHMWI KadecTBa, HANCKHOCTH M CTOMMOCTH, a TaKke CPOKOB
HCIIOJTHECHUS, YUYUTBIBAsA Tpe60BaHI/IH TCXHHYCCKOT'O 3aJlaHUA.
1.2. JlucuuruivHa BXOJUT B COCTaB 00s3aTEIbHON YacTH 00pa30BaTEIbHON MPOTPaMMBI
BhICcIIero oOpa3oBanus (nanee — OIT BO).
1.3. TlepeuyeHb MIAaHUPYEMBIX PE3YJIBTATOB OOYYCHHUS 1O TUCIUILUINHE, COOTHECCHHBIX C
IJIaHUpyeMbIMU pe3ysibTaTamMu ocBoeHus OIT BO.
B pesymerarte m3y4eHUs DUCHUIUIMHBI OOYYaIOMIMIACS MOJDKEH 00JamaTh CISAYIOIIMMH KOMIIETCHIHMAMHI WA
X 9aCTIMH. KOMHCTGHHI/II/I U MTHAUKATOPBI UX JOCTHMKEHUA IPUBEICHEBI B Ta6JII/II_[€ 1.
Tabmmmna 1 — [lepedeHs KOMIETEHITNI U HHAWKATOPOB MX JTOCTHKCHUS

Kon n
Kareropus (rpynna) Konx 1 HanMeHOBaHME HHIMKATOpA
KOMITETEHIHH HaMMCEHOBAHMIE JOCTHKEHUS] KOMIIETCHITUH
KOMIICTECHIHH
OIIK-9.3.1 3HaeT npUHLUIIBI IOCTPOEHUS
CUCTEM U CETEH IIEKTPOCBSI3U
OIIK-9.3.4 3HaeT OCHOBHBIE BU]IbI CPEJICTB
OIIK-9 Cnocoben KpunTorpaduueckoi 3amuTel UHGOpMaLUK
npumensTh cpeactBa | (CK3W), Bkimrodast OJI0YHBIE W IOTOYHBIC
KpUnTorpaguieckor | cucTembl MHUPpOBaHUS,
ObwenpodeccnoHanbHbIE | U TEXHUYECKOM KpUITOTpaUIECKre CUCTEMBI C OTKPBITBIM
KOMITETEHIIHH 3aIIUTHI KIIF0YOM, KpunTorpaduueckue xer-
nHpopManuu s (YHKIIUU ¥ KpUTITOTpahUIeCKIe
pereHus 3a1a4 HIPOTOKOJIBI
npodeccuonansuoit | OIIK-9.V.1 ymeer npoBoIuTh aHAIIN3
TSI TeTbHOCTH nokasaresuen 3(pHeKTUBHOCTH ceTel U

CUCTEM TCHGKOMMyHI/IKaIII/II\/II 1 Ka4YeCTBa
MPEOCTABISEMBIX YCIYT

OIIK-9.VY.3 ymeer ucnons3oath CK3U B
ABTOMATHU3HPOBAHHBIX CHCTEMax

OIIK-12 Cnocoben
MIPOBOJIUTH
MOATOTOBKY
HCXOIHBIX JaHHBIX OIIK-12.3.4 3HaeT OCHOBHBIE ATAIbI
JUISl IPOEKTUPOBAHHUs | TIpoIlecca MPOSKTUPOBAHUS U 001IIHe

MIOJICUCTEM, CPEACTB | TpeOOBa-HUS K COACPKAHHUIO TPOEKTA
Ob6mmenpodeccruoHabHBIE

o0ecrnieueHus OIIK-12.VY.3 ymeer hopMupoBaTh
KOMICTCHIUH 3aIUTHI TpeGoBaHus U pa3pabaThIBaTh BHEIIHUE

uHbopManuu U uid | cnenuduKanuy s pa3padaTbiBaeMoro

TEXHUKO- MPOrpaMMHOTO 0OecrieueHust

HKOHOMHUYECKOTO

000CHOBaHUs

COOTBETCTBYIOIIHX

MIPOEKTHBIX PelIeHUH

OIIK-1.1 OIIK-1.1.B.2 BnageeT HacTpOHKOM
O6menpodeccronansibie | Crocobex IIPOrpaMMHBIX U allapaTHBIX CPEACTB
KOMIIETEHIIMH 10 pa3pabaTbIBaTh MOCTPOEHUSI KOMITBIOTEPHBIX CETEH, B TOM
HalpaBIEHHOCTH u YHCIIe UCIOIb3YIOIIUX

peanu30BbIBaTh KpUnrorpaduyecKyro 3auTy HHPOPMaIUH

MOJTUTHKH

yIIpaBlICHUs

JIOCTYTIOM B




KOMITIBKOTCPHBIX
CHUCTCMax

OIIK-1.2 Cniocoben
ObmenpodeccnoHanbHBIE | aIMUHUCTPUPOBATD

KOMIIETEHIINH 110 CpelCTBa 3aIIUThI
HAIPaBIEHHOCTU nHpopManuy B
KOMITBIOTEPHBIX

CHUCTEMAX MU CCTAX

OIIK-1.2.3.1 3HaeT BUABI IOJIUTHK
YIIPaBICHUS TOCTYIIOM U
UH(GOPMaLMOHHBIMU TTOTOKaMU B
KOMITBIOTEPHBIX CETSIX

OIIK-1.2.Y.1 ymeer HacTpauBaTh npaBuiia
00pabOTKM MAKETOB B KOMITBIOTEPHBIX
CeTsIX

OIIK-1.2.B.1 Bianeer HaBbIKAaMHU
yIpaBICHUS CPEACTBAMH MEKCETEBOTO
SKPAHUPOBAHUS B KOMIIBIOTEPHBIX CETSIX

2. Mecro nucuuiuinHbl B cTpykType Ol
I[I/ICI_II/IHJ'II/IHEI MOXET 6331/Ip0BaTBC$I Ha 3HaHUAX, paHEeC HpI/IO6p€TeHHLIX O6y‘la}0H.II/IMI/IC$IHpI/I N3y4YCHUHN
CJICAYIOIHNX AUCHUIIINH:

— MeTopI OIIeHKHU 0e30macHOCTH KOMIIBIOTCPHBIX CUCTEM,

— 3ammTa B ONEpaIlMOHHBIX CUCTEMAX,

- I/IH)KCHepHO'TeXHI/I‘IeCKI/Ie CpCACTBaA 3allIUThI I/IH(I)OpMaI_II/II/I.
3HaHI/IH, MOJYYCHHBIC ITPU N3YUCHUH MaTCpHUaIa ,IlaHHOﬁ JUCHUININHBI, UMCIOT KaKCaMOCTOATCIIbBHOC 3HAYCHHUC,
TaK U MOT'YT UCTIOJIb30BATbhCA IPHU HATMCAHUHN BLIHYCKHOﬁ KBaJIPI(i)I/IKaI_[HOHHOI;'I pa60TH.

3. O0OBeM H TPYI0EMKOCTh TUCITUTUTHHBI
JanHble 00 oO1ieM 00beMe JAUCHMIUIMHBL, TPYIOEMKOCTH OT/AENbHBIX BUIOB y4eOHOI paOOThI 10 AUCHUILTHHE
(1 pacmpeenieHie 3TOH TPYAOEMKOCTH 10 CeMeCTpaMm) IPeACTaBICHbI B TabuIIe 2.

Tabmua 2 — O0beM U TPYA0SMKOCTh TUCIIUITIHHBI

Tpyn0eMKOCTb 110
Bun yuebHoi paboTbl Bcero ceMecTpam
Ne8
1 2 3

Oobwan mpyooemKocmp OUCHYUNIUHDBL, 2/ 72 2/ 72
3E/ (uac)
H3 Hux wacoe npaxmuueckoit n0020moGKu 20 20
Ayoumopnuie 3anamus, BCEro 4ac. 40 40
B TOM YHCJIE:

nekruu (JI), (dac) 20 20

npakTuyeckue/cemunapckue 3anarus (113),

(dac)

nabopatopusie padotsl (JIP), (1ac) 20 20

KypcoBoii mpoekt (padora) (KII, KP), (uac)

9K3aMeH, (4ac)
Camocmosmenvnas padoma, Bcero (dac) 32 32
Buo npomesxxcymounoii ammecmayuu: 3a4er,
mudd. 3adet, sk3amed (3ager, Judd. 3aq, 3auer 3auer
DK3.%%)

Ilpumeuanue: KaHAUAATCKUN HK3aMEH

4. CopeprkaHue TUCLUIUIMHbBI
4.1. PacmpezneneHue TPyI0EMKOCTH JTUCHIUTUIMHEI IO pa3/ienaM | BUAaM 3aHATHH.
Paznensl, TeMbl IUCIUTUIMHBI ¥ UX TPYJOEMKOCTh MIPUBEACHBI B TaOIUIIE 3.




Tab6mmma 3 — Pa3aensl, TeMbl TUCIATUIMHBI, UX TPYI0EMKOCTb

UH(OPMALIMU B KOMIIBIOTEPHBIX CETSIX

Jlexkmm | I13 JIP KII CPC
Pazgensl, TeMBI JUCIIMITIIMHEI " (C3) (uac (uac) (gac)
(gac) | (gac) )
Cemectp
8
Pasznen 1. TunoBelie yrpo3sl ceTeBoi v 5 10
0€e301acHOCTH
Paznen 2. Kpunrorpadgudeckue MeTOIbI 3alTUTHI v 5 10

Paznen 3. [IporpamMHo-annapaTHbIe CpeICTBA

obecrieueHus 6€30MaCHOCTH B KOMIIBIOTEPHBIX 6 10 12
CeTsx
Hroro B cemectpe: 20 20 32

Htoro | 20 0 20 0 32

[IpakTHyeckas MOATOTOBKA 3aKJII0YACTCSl B HEIIOCPEICTBEHHOM BBIITOJHEHUH 00YJaIOIMINMHICS ONPEIEICHHBIX
TPYIOBBIX (PyHKIHMH, CBSI3aHHBIX C Oyaymel npodeccnOHaNBHOM eSITeNEHOCTHIO.

4.2. CopneprxaHue pa3JesioB U T€M JICKIIHOHHBIX 3aHATHIH.
CopneprkaHre pa3esioB ¥ TeM JCKIIMOHHBIX 3aHATHI npuBeneHo B Tabmwme 4. Tabmmia 4 —

ConeprkaHue pa3/esioB U TeM JIEKIIHOHHOTO UK

Howmep paznena

HaszBanue u conepkanue pa3aeinoB U TEM JICKIMOHHBIX 3aHATUN

1

Pasjnen 1. TunoBblie yrpo3sl ceTeBOi 0€30MaCHOCTH

Tema 1.1. CeTeBbie aTaku.

Cranuu mpoBeneHus cereBoil ataku. Kmaccudukamum ceTeBbIX
yrpo3, ysI3BUMOCTEH M aTak. ATakM Ha pealu3allid CETEBBIX
IPOTOKOJIOB, OTAEIbHbIE Y376l U  CIyXObl. OCHOBHBIE
MEXaHU3Mbl TPOBEIEHUS CETEBbIX aTaK HA PA3JIMUYHBIX YPOBHSAX
MOJIETHN ISO/OSI. [Tpobnembl o0ecrieueHus
KOH(UIEHIIMATbHOCTH, L[EJIOCTHOCTH U JIOCTYITHOCTH
uH(pOpMAIMY Ha pa3InIHbIX ypoBHsX Monenu ISO/OSI.

Tema 1.2. Mexanusmsl peanuszanuu arak B cetsix TCP/IP.
Vnanennoe onpenenenue Bepcurn OC ¢ UCHOJIB30BaHHEM
ocoOeHHOCTeH peanu3anuu creka nporokosioB TCP/IP. Meroub
CKaHMpPOBAaHUS MOPTOB. MeToabpl OOHApyKEHHs MaKeTHBIX
caudepon. Metonbr 06xoma MO.

Tema 1.3. Meroapl mepexBara CETEBHIX COCAMHCHHUW B CETSIX
TCP/IP. Wmnepconanust Beienyro. Jlecunxponusanusi TCP-
COECIMHEHU. ATaku, HAaIpPaBJICHHbIE Ha CETEBYIO
HHPAaCTPYKTYpy.

Tema 1.4. Ilpumepst cereBbix aTak B cersix 1CP/IP.
TexHuyeckue Mepbl 3alIUTHl OT CeTeBbIX arak. [IpuHyxaeHue k
YCKOPEHHOW Iiepenade. ATaky, HalpaBiICHHbIE HAa OTKa3 B
obcimyxuBaHuu. V3MeHeHHe KOH(UTypalluu W COCTOSHUS
xoctoB. Hemocratku mporokosoB cemeiictBa TCP/IP ¢ Touku
3peHust obecrieyeHus 6e3onacHocT MHGopmaruu. TexHuueckne
MEpBI 3aIIUTHI OT CETEBBIX aTaK.




2 Pasznen 2. Kpunrorpapuueckue  MeToAbl  3aIIUTHI
nH(GOpMANMU B KOMIBIOTEPHBIX CETAX

Tema 2.1. Kpunrorpadpuueckue NpOTOKONBI oOecreueHus
0e301acHOCTH

[Iporokonsl  ayreHTU(UKANMK HA TPUKIATHOM  YPOBHE.
[Mporokon  Kerberos. IIpoTokosibl  ayTeHTH(QHKAUH  Ha
TpancnopTHoM ypoBHe. IIpotoxosn SSL/TLS. [locrouncTBa M
HE/IOCTaTKN ayTCHTHU(HUKAIIMM Ha Pa3IMYHBIX YPOBHSIX MOICIH

ISO/OSI.
Tema 2.2. 3ammra BupryaabHbix dacTHbIX ceteii  (VPN)
Hasznauenwue, OCHOBHBIE BO3MOXHOCTH, TIPUHITAITBL

(GYyHKUMOHUPOBAaHUS U BapuaHThl  peanmusamuu  VPN.
Opranu3anys TyHHEIMPOBAHUS HA PA3UYHBIX YPOBHSAX MOJCIH
ISO/OSI. [JlocromnctBa u Hemoctatku npumeHenus VPN.
[Tporoxoin IPSEC. ITpotokonst AH u ESP. Ocobennoctu paboTsl
npotokona IPSEC B TyHHENBHOM M TpPaHCIOPTHOM pPEXKUMAX.
ITpoTokon yIIPaBJICHUSI KJIFOYaMu ISAKMP/Oakley.
Hcrnonp3oBaHne  MpOTOKOJIA L2TP IUIA OpraHu3aIHH
BUPTYaJIbHBIX YACTHBIX CETEH.

Tema 2.3. Pa3paboTka 3alUIIEHHBIX CETEBBIX MPUIOKCHUN
AytenTudukanys, mmdpoBanue, o0ecredyeHne MEIOCTHOCTH C
HCII0JIb30BaHUEM MIPOrpPaMMHOT0 uHTepdeiica SSPI.
[Tporpammuslii uuTepdeiic Open SSL.

3 Pa3nea 3. IlporpammHoO-annmapaTHbie CpeacTBa 00ecrnedeHus
0€e30M1aCHOCTH B KOMIIBIOTEPHBIX CeTAX

Tema 3.1. CpenctBa 3amuThl JIOKaJbHBIX CETeH Tmpu
nonkimoueHuu k Untepuer. MexcereBble dkpanbl (MD). Mecto
U posib MO B o0ecriedeHnH ceTeBOi 6€30IacHOCTH.
Knaccudpukammss MD. TpeboBanuss k MD. OcHOBHBIE
BO3MOKHOCTH M CXE€MBI pa3BepThIBaHUS MDO.

HocronnctBa u  Hemoctarku MDO. Iloctpoenue mpaBui
¢wibTpanuu. Metoabl ceteBod TpaHcusaiuu anapecoB (NAT).
[Ilnro3el ypoBHS NpUIIOKEHUN. Peamuzanusi ceTeBoil MOJUTHUKU
Oe3omacHOCTH ¢ ucnojb3oBaHueM MDO. Meroasl o06xona
MEXCETEBbIX SKPaHOB.

Tema 3.2. 3ammura cepBepoB u pabouux craniui. Cpenctsa u
METO/ABl TPENOTBpAIICHUS © OOHAPYKEHHS  BTOPKCHHH.
Cucrembl oOHapyxenust BropxeHuit (COB). Hasnauenue u
BO3MOXXHOCTH CPEJICTB OOHApyXeHHs] BTOPKEHUH Ha XOCTHI,
IIPOTOKOJIBI U CeTeBble CHyKObl. MecTo M pOJb CpelncTB
oOHapyXeHHsI BTOpXKEHHH B 00med cucrteme oOecrneueHus
cereBoil 6e3onacHocT. Knaccudpukamus COB. BrisiBnenue arak
Ha OCHOBE CHUTHATyp aTaK W BBISBICHUS aHOMAIUA. AyaAuT
NpUKIAAHBIX cnyx0. CpenctBa oOHapyXeHHS YSI3BUMOCTEH
ceTeBbIX clyk0. CriocoObl MPOTUBOIEHCTBUSI BTOPKEHUSIM.
Cuctembl BUpTYyasibHBIX JoByIIek (Honey Pot u Padded Cell).

4.3. Tlpaktuyeckue (CEMHUHAPCKUE) 3aHATHUS
TeMmsl MPAKTUYCCKUX 3aHATHH U UX TPYAOCMKOCTD IMPUBCJACHBI B Ta6.]'H/IIlC 5.




Tabmmna 5 — [IpakTudeckre 3aHATHS U HX TPYAOEMKOCTh

N3 Hux Ne
Ne | Tewmsl npaktudeckux | POpMBI IPAKTUYECKUX | TpPyLOEMKOCTh, |IPAKTUYECKOM |pas3zeiia
n/n 3aHATHUI 3aHATHH (qac) IOJATOTOBKH, | JMCLHII
(gac) JIMHBI
Y4eOHbIM IIaHOM HE MPEyCMOTPEHO
| |
Bcero
4.4. JlabopaTtopHble 3aHATHS
TeMbl 1Ta00OpaTOPHBIX 3aHATHUH U UX TPYIOEMKOCTh MPUBEACHBI B Ta0HIE 6.
Tabnuua 6 — JlabopaTtopHble 3aHATHUS U UX TPYAOEMKOCTh
N3 Hux Ne
No HaumenoBanue 1abopaTopHbIX paboT TpynoemMKoCTb, | IpaKTHYECKOH | pa3aena
/11 (dac) IIOJTOTOBKH, | IHCIUII
(dac) JIUHBI
Cemectp 8
1 | MexaHu3mbl peanu3alUuud arak B  CETAX 4 4 1
TCP/IP
2 | Kpunrorpaduueckue MIPOTOKOJIBI 4 4 2
oOecnieyeHus 6€300aCHOCTH
3 | Bammra BupTyanbHbix yactHbIX cereit (VPN) 4 4 2,3
4 | Pa3pabotka 3aIUAIEHHBIX CETEBBIX 4 4 1,3
IPUJIOKEHUN
5 | CpencrBa 3anIuThI JOKATBHBIX CETEH NIPH 4 4 3
HNOJKII0UYeHNH K HTepHeT.
Bcero 20 20

4.5. KypcoBoe npoeKTHpoBaHue/ BHITIOJIHEHHE KyPCOBOM pabOThI
Y4eOHBIM MJIaHOM He TPETyCMOTPEHO

4.6. CamocrosTenbHas paboTa 00yJaromuxcs

Busl caMmocTosITeIbHOM pabOThI M €¢ TPYAOSMKOCTh MPHUBEIeHEI B Tabuie 7. Tabmuma 7 — Bunsr

CaMOCTOATENIBLHON PabOTHI U €€ TPYIOEMKOCTb

. Bcero, | Cemectp 8,
Bun camocTostensHoM paboTh
yac qac
1 2 3
M3y4eHne TeOpeTUIECKOro MaTeprana 20 20
mucturuHel (TO)
[TonroroBka K TEKyLIEMY KOHTPOJIIO
6 6
ycneBaemoctu (TKY)
IToaroroBka K MpOMEXKYTOYHON
6 6
arrectanuu (I1A)
Bcero: 32 32

5. Ilepeuens yueOHO-METOAMUECKOTO OOECTICUEHUS
JUTSL CAMOCTOSITETBHON pabOThl 00YJaIOIIMXCS TI0 JUCIIUILIMHE (MOAYI0) YUueOHO-
METOIMYECKUE MaTepHalbl IS CaMOCTOSATEIbHONH paboThl 0OydaromuXxcs ykKa3aHbl BILIL7-11.




6. IlepedyeHp neUaTHBIX U 3JEKTPOHHBIX YUEOHBIX M3JIaHUHA

[TepeueHs meUaTHBIX W AICKTPOHHBIX YUCOHBIX M3AaHUI IPUBEICH B TabmuIe 8.
Tabmmma 8— [lepedeHs medaTHBHIX U AMEKTPOHHBIX YUSOHBIX H3IaHHH

KOJ'II/I‘ICCTBOBKSCMHJ'DIPOB B

Mudp/ bubnnorpaduueckas ccpuika oubamoreke
URL aapec (KpoMe 2JIeKTPOHHBIX
IK3EMILISPOB)
004.05B 75 BoponoB, A. B. OCHOBbI 3alIUTHI CO (74)

uHpopmanuu: ydebHoe mocobue/ A. B.
Boponos, H. B. Bonommuna. -CII16.: TOY
BIIO "CIIGI'YAII", 20009. - 78 c.

http://e.lanbook.com/ | Ilanbrun, B.®. 3amura uHGOpMauu B
books/element.php? | KOMIBIOTEPHBIX  CHCTEMax W CETIX
pll_id=3032 [DnexkTpoHHBII pecypc] :  y4eOHO

mocobue. — DNEKTpOH. JaH. — M.:

JIMK Ilpecc, 2012. — 592 ¢

http://e.lanbook.com/ | Turos, A.A. HXeHepHO-TEXHUYECKAs

books/element.php? | — Dnaekrpon. man. — M. : TYCVYP
pll_id=4959 (Tomckwuit rocyAapCTBEHHBIM

YHUBEPCUTET CHCTEM YIpaBICHUS U
paauosnekrponukn), 2010. — 195 c.

7. IlepeueHb SJEKTPOHHBIX O0pPA30BATENBHBIX PECYpPCOB
MH(}OpPMallMOHHO-TEIEKOMM yYHUKAIIMOHHOM ceTn «IHTepHEeT»
Ilepeuenp 37EKTPOHHBIX 00PA30BATENBHBIX PECYPCOB HH(POPMAIMOHHO- TEIEKOMMYHHUKAI[HOHHOW CETH
«VHTEpHET», HEOOXOAUMBIX JIJIsl OCBOCHUSI AMCIUILUIMHBI IPHUBe/ieH B Tabnuie 9.
Tabmuua 9 — IlepeueHp 37IEKTPOHHBIX 00pa30BaTEIbHBIX PECYPCOB MH()OPMALMOHHO- TEIEKOMMYHHKAIIMOHHON CETH
«HTepHeT»

URL anpec HaumeHnoBanue

He npenycmorpeno

8. Ilepeuenb MH(OPMAIIMOHHBIX TEXHOJIOTHIA
8.1. [lepeyeHp MporpaMMHOI0 00eCIeYeHus1, UCIIOJIb3YEMOI0 IIPU OCYILECTBIECHUH

O6p330BaTeJ'ILHOFO npomnecca 1o JUCHUIIINHE.
[epeuenp ucnonb3yeMoro MporpaMMHOTo odecriedeHus npeacTasieH B Tadnune 10.

Ta6smua 10— [Tepeuens nporpaMMHOTO 0OecTIeYeHHs

Ne /1t HaunmenoBanue

He npenycmorpeno

8.2. Ilepeuenn MH(POPMAIMOHHO-CIIPABOYHBIX CHUCTEM,UCII0JIb3yEMBIX npu
OCYILIECTBIEHIH 00pa30BaTEeIbHOIO MpoLecca M0 AUCIUIIIINHE
HepequL HCIOJIb3YyEMbIX I/IH(bOpMaIII/IOHHO'CHpaBO‘IHBIX CUCTEM IpeacTaBJICH

Tabmune 11.

Tabmmna 11— [Tepeyens HHGOPMAMOHHO-CIIPABOYHBIX CHCTEM

Ne i/t HanmenoBanue

He npenycmoTrpeno

9. MarepuanbHO-TeXHHUYECKas Oa3a
CocrtaB MaTepI/IaHI)HO'TGXHI/I‘IeCKOﬁ 6a3},1, HCO6XOHI/IMOﬁ JIIA OCYHICCTBJICHUS
06paSOBaTeJ'ILHOFO mnmpounecca 1no AUCHUIINHE, NPpEACTAaBJICH B Ta6ﬂI/IH612.


http://e.lanbook.com/%0bbooks/element.php?%0bpl1_id=3032
http://e.lanbook.com/%0bbooks/element.php?%0bpl1_id=3032
http://e.lanbook.com/%0bbooks/element.php?%0bpl1_id=3032
http://e.lanbook.com/%0bbooks/element.php?%0bpl1_id=4959
http://e.lanbook.com/%0bbooks/element.php?%0bpl1_id=4959
http://e.lanbook.com/%0bbooks/element.php?%0bpl1_id=4959

Tabauma 12 — CoctaB MaTepHaIbHO-TEXHUUECKOM 0a3bl

Ne HanmenoBanue cocTaBHON 4acTH Howmep aynuropuun
/o MaTepHATbHO-TEXHUYECKOH 0a3bl (pu HEOOXOTUMOCTH)

1 JlexiMOHHAs Ay TUTOPHS

KommnbsrorepHslii kiace

10. Omnenounsie cpeacTBa IS MPOBEICHHS IPOMEKYTOUYHON aTTECTalluu
10.1. CoctaB OLEHOYHBIX CPEACTBAJS MPOBEACHHS IPOMEKYTOUHOM AaTTecTaluu

o0yJaromuxcs o AUCUUILIMHE NpUBeeH B Tabmuie 13.
Ta6J'II/IHa 13 - Cocras OLICHOYHBIX CPEACTB IJIs1 IPOBCACHUSA HpOMe)KyTO‘IHOfI aTTeCTaluu

Bun npomexxyTouHo# arTectauu [IepeueHb OLIEHOYHBIX CPEJCTB

3auer Cnucok BompocoB

10.2. B kadectBe KpHUTEpHEB OIEHKH YpPOBHS C(HOPMHUPOBAHHOCTH (OCBOCHHUS)
KOMIIETEHIINI O0YyJalonMMUCS TPUMEHSeTCsl S-OaibHas IIKaja OUEHKH C(HOPMUPOBAHHOCTU
KOMIIETEHINH, KoTopas npuBeseHa B Tabuuue 14. B TeyeHue cemecTpa MOKET UCIOIb30BATHCS
100-6amnmpHast ~ ImIKajga  MOAYJIBHO-PEHTHHTOBOM  CHCTEMBI Y HHBEPCHTETA, IIpaBUJIa
UCIOJIb30BaHUsl KOTOPOM, YCTAaHOBJIEHBI COOTBETCTBYIOIIMM JIOKAJIBHBIM HOPMAaTHBHBIM aKTOM
I'VAIL

Tabmmma 14 —Kputepun oneHKn ypoBHS c(hOPMHUPOBAHHOCTH KOMITCTCHITHI

O1ieHKa KOMIIETEHIIAN

XapakTeprucTUKAc(hOPMUPOBAHHBIX KOMIIETEHIIUIA
5-0ayutbHad KA P P (bop =

— oOyuvaronuiicss IyOOKO W BCECTOPOHHE YCBOWJI HPOTpaMMHBIN
MaTepHal;

— YBEPEHHO, JIOTUYHO, IOCIEI0BATEIBHO U TPAMOTHO €r0 U3JIaraerT;

— ONUpasiCh Ha 3HAHUS OCHOBHOM U JIONOJHUTENIBLHOM JIHUTEpaTyphl,

«OTIIUYHOY o
«GAUTCHON TECHO MPUBS3HIBAET YCBOCHHBIC HAYYHBIC TTOJIOKEHHUS C MPAKTHUECKOM
JIeATEIbHOCTBIO HAIlPaBJICHUS;
— ymeso 000CHOBBIBAET U APTYMEHTHPYET BBIIBUTAEMbIC UM HJICH,
— JienaeT BBIBOALI M 0000IIeHNS;
— CBOOO/IHO BJIJIEET CHCTEMOM CIEIUaTU3UPOBAHHBIX TTOHSATHH.
OLieHKa KOMIIETCHITNN

XapakreprucTrukachOpMUPOBAHHBIX KOMIIETEHIIAN
5-0ayutpHad mKana P P (popmp I

— o0yJaromuics TBEPI0 YCBOWII IPOTPAMMHBIA MaTepHall, TPaMOTHO U
M0 CYIIECTBY H3JIaraeT €ro, ONHPasCh HA 3HAHUS OCHOBHOM
JTUTEPaATYPHI;

— He JIOIYCKAaeT CYIIECTBEHHBIX HETOUHOCTEH;

— YBSI3BIBACT YCBOCHHBIC 3HAHUSA C MPAKTUYCCKOU JEATSIBHOCTHIO
HATPaBIICHUS;

— apryMEHTUPYET HaYYHbIE MTOJTO0KEHHUS;

— JeaeT BBIBOALI M 0000IIEHNS;

— BJIQJICET CHCTEMOM CIICIIUATN3UPOBAHHBIX TOHSITHA.

«XOpoHo»
«3a4TCHO»

— 00yyarouuiicss yCBOMII TOJBKO OCHOBHOM MpPOTrpaMMHBIM Matepual,
[0 CYILECTBY H3JIaraeT €ro, OMUPAasCh HA 3HAHUS TOJBKO OCHOBHOM
JUTEPATYpPHL;

— JIOITyCKaeT HeCYIIECTBEeHHBIE OMNOKH M HETOUHOCTH;

— WCHBITHIBACT 3aTPYIHEHHS B MPAKTHUECKOM IPUMEHEHHH 3HAHUM
HAaIpaBJICHNUS;

— cn1abo apryMeHTHPYET Hay4HbIE TIOJIO0KECHHUS;

— 3aTpyaHsAETCA B JOPMYITMPOBAHUH BBIBOJIOB U 000OIICHMUIA;

— YaCTHYHO BJIAJICET CUCTEMOI CHIeIMaTU3UPOBAHHBIX TOHITUH.

«YZOBJIETBOPUTEIILHO
«3a4TCHO»




— oOyyJaronuics He YCBOWII 3HAYUTEIIBHON YacTH TPOrPaMMHOTO
MaTepuana;
«HEY/IOBJIETBOPUTENbHOY| — AOTYCKACT  CYIICCTBCHHBIC OMMOKK W  HETOYHOCTU  IIpH
«HE 3AUTEHO paccMOTpEeHHUH MPOOJIeM B KOHKPETHOM HarpaBiIeHHH, 3
— UCTBITHIBACT TPYAHOCTH B IPAKTHYECKOM MPUMEHEHUH 3HAHU;
— HE MOXET apryMEHTHUPOBATh HAyYHBIC MTOJIOKEHUS;
— He (OpMYIHPYET BHIBOJIOB U 0000IIECHUIA.
10.3. TunoBbie KOHTPOJILHBIC 33JAHUS WIIK UHBIC MATEPUAJIBL.
Bompocsr (3agaun) s 9Kk3aMeHa npecTaBieHsl B Tabmuie 15.
Tabmmma 15 — Bompocsr (3aaun) it 5K3aMeHa
Ne /i [lepedens BompocoB (3a1a4) sl IK3aMeHa Koz
UHNKATOpa
Y4eOHbIM IIJIaHOM HE IIPEyCMOTPEHO
Bomnpocs! (3amaun) st 3auera / mudd. 3auera npeacrasieHsl B Tabuie 16.
Ta6nuna 16 — Bonpocs! (3agaun) i 3auera / audd. 3auera
Ne [Mepeuens Bompocos (3ama4) wist 3aueta / nudd. 3auera Koz
/a WHJIUKATOpa
1 Craauu npoBeiCHUS CETEBOM aTaku. OIIK-9.3.1
2 Krnaccudukanum ceTeBbIX yrpo3s, ysI3BUMOCTEH U aTak. OIIK-9.3.4
3 ATaKy Ha peaaM3alny CETEBBIX IPOTOKOJIOB, OTAETLHBIE Y3IIbl U OIIK-9.V.1
cﬂy)K6H_ OIIK-9.V.3
4 OCHOBHBIE MEXaHU3MEI IPOBEICHUS CETEBBIX aTaK HA PA3IMIHBIX OlIK-12.3.4
ypoasix mojenu ISO/OSI. OIlK-12.V.3
5 [TpoGnems! obecrieueHns] KOHPHUASHITUATBHOCTH, IIETOCTHOCTH U OIIK-1.1.B.2
JOCTYIHOCTU MH(POPMAIMK Ha Pa3IMYHBIX ypoBHsx Moaenu 1ISO/OSI. OIIK-1.2.3.1
6 3amuTa BUpTyanbHbIX yacTHbIX ceteii (VPN) OIIK-1.2.¥.1
7 HasnaueHue, OCHOBHBIC BO3MOXXHOCTH, TPUHITUAITBI () YHKITUOHUPOBAHHS OIK-1.2.B.1
1 BapuaHThl peanusanmu VPN.
8 Opranu3zaiiys TYHHEIMPOBAHUS Ha Pa3IMYHBIX YPOBHIX MOJIEIH
ISO/OSI.
9 HocrounctBa u Henoctatku mpuMmenenus VPN.
10 | IIporoxon IPSEC. IIpoTokonsr AH u ESP.
11 | Oco6ennoctu padotsl mpotokoia IPSEC B TyHHETEHOM 1
TPAHCIIOPTHOM pPEXKHMaX.
12 | Ilporokoun ynpasnenus kmodamu ISAKMP/Oakley.
13 | Ucnonw3oBanue npotokona L2TP ans opranus3anuu BUPTyalbHBIX
YJACTHBIX CETCH.
14 | 3amuTa cepBepoB 1 pabOYUX CTAHLUH.
15 | CpenctBa M METOJIBI TTPEIOTBPALIECHUS M OOHAPYKEHUS BTOPIKEHUH.
16 | Cucremsl oOHapyxeHus sropxenuit (COB).
17 | Ha3znaueHue 1 BOZMOKHOCTH CPE/ICTB OOHAPYKEHUS BTOPKEHUHN Ha
XOCTBI, TPOTOKOJIBI U CETEBBIC CITYKOBI.
18 | Mecto u poJib CpeACTB OOHAPYKEHUS BTOPKEHHUH B OOIIIEH cucTeMe
oOecnieuenus ceteBoii 6e3omacHocT. Knaccudukamus COB.
19 | BeisBieHUe aTak Ha OCHOBE CUTHATYp aTaK U BBISABIICHUS aHOMAJIHIA.
20 | AyauT NpUKJIAIHBIX CIIYXKO.
21 | CpenctBa oOHapyX eHHUs YSI3BUMOCTEH ceTeBbIX ciTyk0. CriocoObl
MIPOTUBOACHCTBUS BTOPKEHUSIM.
22 | Cucrembl BupTYaibHbIX JoBymek (Honey Pot u Padded Cell).
23 Cranuu IpoBeIeHUs CETEBOW aTaKH.




[lepeuens TeM JI8  KypcOBOTO MIPOEKTHPOBAHMUS/BHITIOTHECHHS KypcoBOH paboTel

MpeJICTaBICHEI B TabmIe 17.
Tabnuna 17 — [TepeueHb TeM A1 KYpCOBOT'O MPOSKTUPOBAHHMS/BBITIOHEHUS KYPCOBOM paObOTHI

Ne m/m [IpuMepHBIii TIepedeHb TEM JIJIs1 KyPCOBOT'O MPOCKTUPOBAHUS/BBITIOTHEHUS
- KYPCOBOM pabOThI
Y4eOHBIM IJIIaHOM HE IPEYyCMOTPEHO

Bompocst IUsL  TPOBEACHHUS IPOMEKYTOUHOM aTTeCTalU B BHIC  TECTHPOBAHUSI

MpeICTaBICHEI B Tabmwmie 18.
Tabnmna 18 — [TpumepHBIi IepedeHb BOIPOCOB I TECTOB
. Kon
No /it [IpumepHbIii TIepedeHb BOIIPOCOB JIJ1 TECTOB
MHIUKATOpa
He npenycmorpeno

[epeyeHb TeM KOHTPOJIBHBIX padOT O JUCIUILIHHE 00YYAFOLINXCS 3209HON (HOPMBIOOYUYEHHS, PEICTaBICHBI
B Tabimre 19.
Tabnmma 19 — [epedyeHs KOHTPOIBHBIX padboT
Ne i/m [TepevyeHb KOHTPOIBHBIX paOOT
He npenycmorpeno

10.4. Metoaudeckne  MaTepuaibl,  ONPEICISIIONIME  TPOUEAYPHl  OICHUBAHUS
WHIMKATOPOB, XapaKTEePU3YIOIIUX dTanbl (HOPMUPOBAHMUS KOMIIETCHIIMM, COJEp>KaTcs B
JIOKAIbHBIX HOpMaTuBHBIX akTax [YAII, pernaMeHTHpYOIMX TMOPAIOK H HPOUEAYPY
MPOBEJICHUS TEKYIEro KOHTPOJISI YCIIEBAEMOCTH U MPOMEXKYTOYHON aTTECTallMU OOYYarOIIUXCS
I'VAIL

11. Meroauyeckue ykazaHus 715l OO yUarOIIMXCSl 10 OCBOSHUIO TUCITUTIITUHBI

11.1. Meroauueckue yka3zaHus s OOy4arOUIMXCsd IO OCBOEHHUIO JIEKIIMOHHOTO
Marepuaia
OcHOBHOE Ha3HAYeHHE JIEKIMOHHOTO MaTepHana — JIOTWYECKH CTPOWHOEe, CHCTEMHOE, TIyOOKoe M sSCHOe
M3JIOKeHNEe y4eOHOro Marepuana. Ha3HaueHHe COBpPEMEHHOW JIEKIMM B paMKaxX UCHUIUIMHBI HE B TOM, YTOOBI
HOJIy4UTh BCIO MH(OPMALUIO IO TeME, a B OCBOCHHU (YHIAMEHTAIBHBIX NMPOOJIeM AUCLUILUIMHBI, METOJIOB HAyYHOTO
MO3HAHUS, HOBEHIIMX JOCTIDKEHHH Hay4dHOI MbIcaM. B y4eGHOM mporecce JIEKIUsS BBITONHSAET METOI0IOTHYECKYIO,
OpraHM3alOHHYI0 U MHPOPMaIMOHHYI0 (QyHKIMHU. JIeKIUs pacKpblBaeT MOHATUHHBIN anmapaT KOHKPETHOM oOnacTu
3HaHMA, €€ MpoOJEeMBbl, NACT LEJIbHOE IPEJICTAaBICHHE O JAUCLUIUIMHE, II0Ka3blBAa€T B3aUMOCBS3b C JAPYTHMHU
JUCLUIUIMHAMU.

HJIaHI/IDVCMLIC pPE3VIbTAThl IPU OCBOCHUU O6V‘laIOIIIPIMPIC$I JICKIIMOHHOI'O MaTepuraa.

— TIOJIyYeHHUE COBPEMEHHBIX, IIEIOCTHBIX, B3aWMOCBSI3aHHBIX 3HAHWH, YPOBEHb
KOTOPBIX OIPEIENSIETCS IeJIEBOM YCTAaHOBKOM K Ka)K/10M KOHKPETHOM TEME;

—  TOJy4YeHHUE OIbITa TBOPUECKON PAabOThI COBMECTHO C MPEIO/I1aBaTelIeM;

— pa3BuTHe TNPOPECCHOHAIBHO-JCIOBBIX  KauyecTB, JIOOBH K TPeAMETy U
CaMOCTOATENBHOI'O TBOPUYECKOTO MBIIIICHUS.

— TOSBJICHHE HEOOXOIMMOTO HHTEpeca, HE0OXOUMOTO ISl CAMOCTOSITEILHON PabOTHI;

— TIOJlyY€HHE 3HAaHUH O COBPEMEHHOM YPOBHE Da3BUTHS HAYKHM U TEXHHUKH U O
MPOTHO3€ WX Pa3BUTHUS Ha OJIMDKAUIIINE TOJIBI;

— HAy4YuThCS METOJIWYecKu oOpabaThiBaTh MaTepuan (BBIACNIATH TJIaBHBIE MBICIH U
MOJIOKCHUS, TIPUXOAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATh HUX B  Pa3IUYHBIX
hopmyTupoBKax);

—  TOJIy4€HHE TOYHOTO MOHUMAHUS BCEX HEOOXOAUMBIX TEPMUHOB U TIOHATHUH.




JlekunoHHBII MaTepra MOXKET COIPOBOXKIATHCS JJEMOHCTPALMEH CIIaii/IoB M HCIIOJIb30BAHHEM Pa3aaTOYHOTO
Marepuaga IpU MPOBEACHHH KOPOTKHX JHMCKYCCHH 00 OCOOEHHOCTSIX NPUMEHEHUsI OTIENbHBIX TEMAaTHK IO
JCLUILIMHE.

CrpyKTypa npeaocTaBiaeHus JeKIMOHHOTO MaTepuaa:
Pasnen 1. TunoBbie yrpo3sl ceTeBoii Oe3omacHoctuTema 1.1.
CerteBble aTaku
Tema 1.2. Mexanu3msl peanu3anuu atak B cetsix TCP/IP Tema 1.3.
Mero bl IlepexBata CeTeBBIX coequHenuii B ceTssx TCP/IP
Tema 1.4. Tlpumepsl ceteBbix atak B cersix 1CP/IP. Texunueckne Mepsl 3allUTBI OT
CETEBEIX aTak.
Paznen 2. Kpunrorpagudaeckne METOIBI 3aIIUTH HHPOPMAIINN B KOMIIBIOTEPHBIX ceTax Tema 2.1.
Kpunrorpadudeckue mpoTokoisl obecriedeHns: 6e30nacHOCTH
Tema 2.2. 3amuTa BUpTYanbHbIX yacTHbIX ceter (VPN) Tema 2.3.
Pa3paboTka 3amHIeHHBIX CETEBBIX MTPUIIOKEHUH
Paznen 3. IIporpammHo-anmaparHbie cpescTBa obecrieueHus Oe3omacHoCTH B
KOMIIBIOTCPHBIX CETAX
Tema 3.1. CpeacTBa 3a1UThI JIOKAJTBHBIX CETEl PU NOAKIIOYEHHH K VIHTEpHeT.
Tema 3.2. 3amura cepBepoB U padounx craniui. CpencTBa U METOJIbl NPEIOTBPAICHHUSN
OOHapyKEHHS BTOPIKCHHIL.
11.2. MeTtoanueckue yka3aHus il OOYYarOIUMXCsS 1O BBIIOJHEHUIO J1A00PATOPHBIX

paboT
B xome BhIMONHEHHS JTAOOPATOPHBIX PAOOT OOYYAOIIUIICS JOKCH YriIyOUTh M 3aKpENUTh 3HAHHUS,
MPaKTHYECKUE HABBIKHM, OBIIAJIETh COBPEMEHHON METOJMKON UM TEXHUKOW OKCIEPUMEHTA B COOTBETCTBHH C
KBATU(UKAIUOHHON  XapaKTepUCTUKON  oOydvaromierocs. BoimonHeHue naboparopHbIX — pabOT  COCTOUT W3
IKCIEPUMEHTATbHO-TPAKTUYECKOM, PACUETHO- aHAIIMTHIECKOM YacTeil U KOHTPOJIbHBIX MEPOIPHUSITHI.
BeinonHeHHe 1a00paTOpHBIX paboT 00YYAIOIUMCS SIBISETCS HEOTHEMIIEMOW YaCThIO M3YUEHHS AUCIMILUINHBI,
omnpezesseMoil yueOHBIM IUIAHOM, M OTHOCHUTCS K CPEICTBaM, OOCCICUMBAIOLIMM PEUICHHE CICAYIOIIUX OCHOBHBIX
3a7a4 00y4arouerocs:

— IpUOOpeTeHHE HaBBIKOB HCCIIEIOBAaHUS IPOLIECCOB, SBICHUM U OOBEKTOB,
M3y4aeMbIX B paMKax JIaHHOW JUCUUILINHBL,

— 3aKpervieHHe, pa3BUTHE U JICTATH3AINS TEOPETUISCKUX 3HAHUH, TIOTyYeHHBIX Ha
JICKILIUSIX;

— TOJy4eHHe HOBOI nH(pOpMaLHH 10 U3y4aeMOi TUCIUITIIHE;

— @puoOpeTeHHWEe  HaBBIKOB  CaMOCTOSTENbHOM  paboThl € J1aOOpaTOpHBIM
o0opyI0BaHUEM U TIPUOOpaMHU.

3amanve u TpeOGOBaHUS K IIPOBEICHHIO JIA00OPATOPHBIX PaboT
Bapuanr 3aianus mo Kaxoi JabopatopHoii paboTe 0OydYarONHiics MOJy4aeT B COOTBETCTBHU C HOMEPOM B

criucke rpymisl. [lepen npoBeaeHreM 1a00paTOpHOil paboThl 00yYaroIeMycsi CIeAyeT BHUMATEIBHO 03HAKOMHTBCS C
METOANYSCKAMH YKa3aHWSMH 10 e BBHIIOJIHEHUIO. B cOOTBETCTBUM ¢ 3aaHHeM OOydYaronMics JOJDKEH ITOATOTOBHUTH
HeoOXo/nuMble JaHHbIE, TOJYYUTh OT MPENoAaBaTeNs JOIMYCK K BBINOJIHEHHIO JIAOOPAaTOpHOWH paboThI, BBHIMOIHHUTH
YKa3aHHYIO TOCIIe/IOBATEIbHOCTh JEHCTBHM, MOJNyYUTh TpeOyeMble pe3yNbTaThl, OQOPMUTH W 3aLIMTUTH OTYET MO
JabopaTopHoOi padore.

Crpykrypa u hopma oTuyera o 1abopaTropHoii paboTe
Otuer o0 maboparopHOW paboTe MOIDKEH BKIIOYATh B CeOs: TUTYIBHBIM JHCT, (QOPMYIHUPOBKY 3aJaHHUSA,
TEOPETHYECKNE TIOJIOXKEHUsI, HCIIOJb3yeMble IIpH BBINOJIHEHWH JlabopaTopHOil padOTHI, OMNMCaHWE Ipolecca
BBITIOJTHEHHS JTAOOPATOPHOI pabOTHI, MOJTYYEHHBIE PE3yIbTAThl U BHIBOBI.

TpeboBanus Kk 0OpMIIEHHIO OTYETa O JIabOpaTOpHOi paboTe
ITo xkaxnoii nmaGoparopHOil padOTEe BBHINOJIHAETCS OTAENBHBIA OTYeT. THUTYNBHBIA JHCT OhopMIsIeTcs B
COOTBETCTBMM C mabnoHoM (oOpa3umom) mnpuBeneHHbIM Ha caiite I'YAII (www.guap.ru) B paszene «CexTop
HOPMAaTHBHOW JIOKYMEHTauuu». TeKCToBble M Tpaduueckue Marepuansl OQOPMISIIOTCS B COOTBETCTBHH  C
neictBytomumMu [OCTamu u TpebGoBaHMSIMH,




npuBeAcHHBIME Ha caiite ['Y AIT (Www.guap.ru) B pasaesne «CeKTop HOPMATHBHOW JTOKYMEHTALIUI.

11.3. Meroauyeckre ykazaHus JUisl OOYYarOIIMXCS 1O MPOXOXKICHUIO CaMOCTOSTEIIbHON
paboThI

B XOjie BBIMOJHEHHST CAMOCTOSTENLHONH PabOThI, OOYYAIOUIMICS BBIMOJHSIET PabOTy MO 3aJaHHI0O U IPU
METOANYECKOM PYKOBOJCTBE MPEIOIABATENs, HO 6€3 ero HemoCPEACTBEHHOTO YUacTHsI.

B mporiecce BBITIONHEHUS CaMOCTOSATENLHOW pa0oOThl, y oOydaromierocs (QopMHpYeTcs IesiecooOpa3Hoe
[UIAaHUPOBAaHKE PabOYero BpEMEHH, KOTOPOE MO3BOJISIET UM Pa3BHUBATh YMEHUSIM HABBIKA B YCBOCHHU U CHCTEMATH3AIMU
TPHOOPETACMBIX 3HAHWM, 00ECIIEUNBACT BBHICOKHI YPOBEHBb YCIICBAEMOCTH B TEPHOA OOYUCHHS, TIOMOTAET IOIYYHTh
HABBIKHU MTOBBIICHASATIPOPECCHOHATLHOTO YPOBHSL.

MeToauyecKUMH MarepuaiaMy, HAmpaBJSIONMMH  CAMOCTOSITENIbHYI0 paboTy OOYYarOIIUXCs SIBISIOTCSL:
y4eOHO-METOANYECKUM MaTepHal 10 AUCIIUTIIAHE.

11.4. Metoauueckue yKazaHus [ OOYYaIOUIMXCS 10 TPOXOXKACHUIO TEKYIIETo
KOHTPOJIA YCIICBACMOCTHU.

Tekymuii KOHTPONB YyCHEBAEMOCTH MpPEAyCMaTpHBacT KOHTPONb KauyecTBa 3HAHWH OOydJaromuxcs,
OCYIIECTBIIIEMOTO B TEUCHHE CEMECTpa C IIENbI0 OLEHMBAHUS XOAa OCBOCHMS AWCHMIUIMHBL DopMma NpoBencHHS
TEKYIIEro KOHTPOJISI — 3allUTa OTYETOB MO Ja0OpaTOPHBIM paboTaM. Pe3ymbTaTel TEKyIIEro KOHTPOJS yYHTHIBAIOTCS
IIPY MIPOBEACHUH IIPOMEXKYTOUHOM aTTecTanuu B cooTBeTcTBUH ¢ TpeboBaHusaMu CTO I'VAIL CMK 3.76 «Ilonoxenue
0 TEKyILEeM KOHTpOJIE YCIIEBaeMOCTH U MPOMEKYTOYHOW aTTeCTallMu CTYJeHTOB M acnupanToB 'Y AIl, oOy4atommxcs
10 00pa30BaTeNbHBIM POrpaMMaM BBICIIETO 00pa30BaHHUS.

11.5. Meroauyeckue ykazaHus s 00Y4arOUIUXCs MO MPOXOXKICHUIO MPOMEKYTOUHOM
aTTeCTalluu.

[MpomexxyTrouHass —arrectanus OOydYarOIIUXCs — IMPEAYCMaTpHBAaeT  OLICHMBAaHHE IPOMEXYTOYHBIX H
OKOHYATENBHBIX PE3yIbTaTOB 00ydeHUs mo mucuurumHe. OHa BKIIOYaeT BceOs: 3a4eT — 3TO opMa OICHKH 3HAHUA,
MOJYYCHHBIX O0YYarOIIUMCS B XOJI¢ M3YYCHHUs y4eOHOW AWCIUILTHHEI B LIEJIOM WM MPOMEXKYTOYHas (TI0 OKOHYaHWUU
ceMecTpa) OIEHKa 3HaHWK OOyJaromuMCs MO OTACTBHBIM pa3lenaM TUCHUIUIMHBI C aTTeCTAMOHHOW OICHKOU
«32YTCHO» WIIH
«HE 32YTCHO.

CucremMa OICHOK TpU TIPOBEJCHUW IPOMEKYTOYHOH aTTeCTallMH OCYIIECTBISETCS B COOTBETCTBHH C
TpeboBanusamu [lonoxkernit «O TekylieM KOHTPOJE YCIIEeBaEMOCTH M MPOMEXKYTOUHON aTTecTanuu cryneHToB I'YAIL
00y4Jaromuxcsi 10 MporpaMMbl BbIcIIero oOpasoBaHus» U «O MOJYJIBHO-PEHTHHIOBOH CHCTEME OLEHKHM KauecTBa
yueOHoU paboTh! cTyneHToB B 'Y All».
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