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1. OBIIASI XAPAKTEPUCTUKA PABOYEN ITPOI'PAMMBI
MNPO®ECCHUOHAJIBHOI'O MOAYJIA
SKCILTYATAIIUSI OFbEKTOB CETEBOI HH®PACTPYKTYPBI

1.1. Heap n nianupyemblie pe3yJibTaThl 0CBOEHHsI NPOGeCcCHOHATIBHOTI0 MOAYJISA

PaGouass mporpamMMa mnpoQeccCHOHAIBHOTO MOAYJNSA SIBISIETCS COCTaBHOM YacThIO
IPOrpPaMMHO-METOIUYECKOTO COMpPOBOXKAEHUs oOpa3oBarenbHOi nporpammbl (OIl) cpemnero
npodeccuonansHoro odpazoanus (CIIO) - mporpaMMbl MOJATOTOBKH CHELMATUCTOB CPETHETO
3seHa no crenuanbHocTd 09.02.06 «CereBoe M cHUCTEMHOE aJIMUHUCTPUPOBAHME)» B 4YaCTU
OCBOCHHMSI OCHOBHOTrO Bujaa jaesrenbHoctd (BJl) Dkcemiayaranuss o00beKTOB ceTeBOi
HHPpacTPYKTYpbl U cooTBeTcTByromux o0mmx (OK) u mpodeccnoHanbHBIX KOMIETCHIIUN
(IIK).

[TepeueHsb OOMIMX KOMIICTCHITHIA:

OK 1. Beibupats crioco0b! perienus 3a1a4 npohecCHOHaIbHON AesITeNbHOCTH,
MPUMEHUTEIHHO K Pa3IMYHBIM KOHTEKCTaM.

OK 2. OcymiecTBisTh MOUCK, aHAJIW3 U UHTEPIIPETALNIO HHDOpMALK, HEOOXOJUMON
JUTSI BBITIOJTHEHUS 33724 TPO(EeCCUOHATBHON eI TEIbHOCTH.

OK 3. I[InanupoBath U peaqTnu30BbIBaTh COOCTBEHHOE MPO(PECCHOHANTBHOE U JINYHOCTHOE
pa3BUTHE.

OK 4. PaboTtatp B KOJUIEKTUBE M KOMaH 1€, 3)(HEeKTHBHO B3aMMO/ICHCTBOBATH C
KOJUJIEraMH, PYKOBOJICTBOM, KIIMEHTAMHU.

OK 5. Ocy1iecTBisTh YCTHYIO U TUCbMEHHYIO KOMMYHUKAIIMIO Ha TOCYIapCTBEHHOM
A3BIKE C YYETOM OCOOEHHOCTEH COLMAIbHOTO U KYJIBTYPHOTO KOHTEKCTA.

OK 6. [IposBIIATh IrpaX1aHCKO-NATPUOTHYECKYIO TO3ULHIO, IEMOHCTPUPOBATH
OCO3HAHHOE MOBE/IEHUE HAa OCHOBE TPAJAMIIMOHHBIX 00IeYeT0BEUECKUX [IEHHOCTEH, TPUMEHSTh
CTaHapThl aHTUKOPPYINLIMOHHOIO IIOBEIECHUS.

OK 7. CozeiicTBOBaTh COXPAaHEHUIO OKPYKAIOIIEH CPEJbl, peCypcocOepekeHHIO,
3¢ (}EeKTUBHO AEWCTBOBAThH B UPE3BBIYANHBIX CUTYALIHSX.

OK 8. Ucnonp3oBath cpencTBa GU3NMUECKON KYIbTYPHI JUIsl COXpPAaHEHUS U YKPEIJIEHUs
3/10pOBbS B Ipoliecce NpOoPeCcCHOHATBHON AESITEIbHOCTH U NOIepKaHUsI HE0OX0AUMOT0
ypOBHSI (pU3MUECKON TOATOTOBIEHHOCTH.

OK 9. Mcnonb3oBaTh HH(OPMAIIMOHHBIE TEXHOJIOTUH B MPO(HECCHOHAIBHON
JESATEIIBHOCTH.

OK 10. ITonp30BaTbes mpodeccuoHaIbHOM TOKYMEHTaluel Ha TOCYAapCTBEHHOM U
MHOCTPAHHOM SI3bIKaX.

OK 11. Hcnons3oBaTh 3HaHUS MO (PHHAHCOBOW I'PaMOTHOCTH, IIJIAHUPOBATh
MPEANPUHUMATEIIBCKYIO ACSITEIHHOCTh B MPpOodecCuoHaIbHOM cdepe.

[Tepedyens nmpodeccrnoHaTbHBIX KOMIIETEHITHIA:

IIK 3.1 VYcranaBnuBaTh, HACTpauBaTh, SKCILTYaTUPOBATh U 0OCTYKUBATh TEXHUYECKUE U
IIPOrpaMMHO-aINapaTHBIE CPEACTBA KOMIIBIOTEPHBIX CETEH.

I1K 3.2 [IpoBoauTh npodunakTuueckue padboThl Ha 00bEKTaX CeTeBOM HH(PPACTPYKTYPHI
U pabouYuX CTAHIUSAX.

1K 3.3. YcranaBnuBaTh, HACTpanuBaTh, SKCILTyaTHPOBATh U OOCITYKUBATh CETEBHIE
KOH(UTypaluu.



I1K 3.4. YuacTBOBaTh B pa3pabOTKe CXEMBbI MOCIEaBAPUHHOTO BOCCTAHOBICHUS

paboTOCIIOCOOHOCTH KOMIBIOTEPHON CETH, BBIIIOJIHATH BOCCTAHOBJIEHUE U PE3EPBHOE

KOMUPOBaHUE NHPOPMAITHH.

IIK 3.5. Oprann3oBbIBaTh HHBEHTAPU3ALUIO TEXHUYECKUX CPENICTB CETEBOM

UHPPACTPYKTYPHI, OCYIIECTBIATH KOHTPOJIb 000PYI0BaHUS MIOCIIE €r0 PEMOHTA.

I1K 3.6. BeInonHATh 3aMeHy PacXOIHBIX MaTepUAIOB M MEJIKUH PEMOHT NepudepuiiHOTO

00opyoBaHus, ONPEAEIATh ycTapeBilee 000pyA0BaHNE U MPOTpaMMHbBIE CPEJICTBA CETEBOM

UH(GPACTPYKTYPBHIL.
C uenbio OBIaJIeHUs] YKa3aHHBIM BHIOM AESTEIbHOCTA U COOTBETCTBYIOIIMMH OOIIMMHU U

npo¢eCCHOHATBHBIMI KOMIIETEHIMSIMH, O0YYaIOIIUIiCS B X0/Ie OCBOEHUS MPO(EeCCHOHATBLHOTO

MOAYJIA JOJIZKCH:

HMETDb l'IpaKTI/I‘leCKI/Iﬁ OIIBIT:

00CITy>)KUBaHUS CETEBOW MHPPACTPYKTYPbI, BOCCTAHOBIICHHSI pa00TOCIIOCOOHOCTH
cetu mocie coos;

yIQJICHHOTO aJIMUHUCTPUPOBAHHS U BOCCTAHOBJICHHUSI PA0OTOCIIOCOOHOCTH CETEBOM
UHPPACTPYKTYPHI;

IOJIICPIKKH T10JIb30BATEJICH CETH, HACTPOUKH aIllapaTHOI'o M MPOrPaMMHOIO
o0ecrieueHust CETeBOi MHOPACTPYKTYPHI;

yMeTh:

BBIIIOJIHATH MOHHUTOPUHI" U aHAJIU3 pa6OTI>I JIOKaJILHOM CETH C IMIOMOIIBIO IIPOrpaMMHO-
allrrapaTHbIX CPEACTB;
OCYIICCTBJIATE AMArHOCTUKY U ITOMCK HGI/ICHpaBHOCTeﬁ BCEX KOMIIOHCHTOB CCTH,

BBIIIOJIHATH IEUCTBUS 11O YCTPAHEHUIO HEUCIIPABHOCTEH;

3HATb:

apXUTEKTYpy U (GYHKIIUU CUCTEM YIPABJIECHUS CETAMHU, CTAaHAAPThI CUCTEM
yIpaBJIeHUS;

CpeZcTBa MOHUTOPHHTA U aHAJIN3a JIOKAJIBHBIX CETeH;

METO/Ibl YCTPAHEHUSI HEUCIIPAaBHOCTENW B TEXHUUECKUX CPEACTBAX.

1.2. Kosiu4ecTBO 4acoB, 0TBOJAMMOE HA 0CBOEHHE MPOTrPaMMbl MPO(ecCHOHAIBLHOTO

MOy It

Bceero gacos — 601, B ToM unciie:

y4eOHbIe 3aHATHUS, YacoB — 283;
CaMOCTOSITEIILHOM paboThI 00yJArOIIerocs, YacoB — 56;
yueOHOM 1 TPOU3BOJCTBEHHON MPAKTHKH, 4acoB — 216.



2. CTPYKTYPA U COJAEPKAHUE ITPO®PECCHUHOHAJIBHOT'O MOAY JIsA
2.1. CtpykTypa npogeccuoHaJILHOr0 MOIYJIs

O06BeM npoheccnoHaIBHOTO MOJYIIS, Yac.

Kozt HaumenoBanust CZ’MMapHH Obyuenue no MK Tpaxmuxu IIpoMexyTOUHa
NpO(eccHOHANbHbI pasAciIos i 00bem Jla6oparopubl | KypcoBbix ST aTTeCTALHS CamocrosTenpHa
X 00muX npoQecCHOHANBHOTO | Harpysku, | BCer n pabor Yuebna | IIpou3BOACTBEHHA s pabota
KOMIIETEHLIUH MOAYJIA yac. Y NpaKTHUeCcKuX | (POEKTOB A A
3aHATHI )
1 2 3 4 5 6 7 8 9 10
OK 01-11 Paszgen 1. 20
TIK 3.1-3.6 OKcIuTyaTanus § 201 163 100 ) 56
00BEKTOB CETEBOM
UHPPACTPYKTYPBI
OK 01-11 Paszgen 2. 106 85 20 10
I1K 3.1-3.6 BezonacHocth
KOMITHIOTEPHBIX
cere
OK 01-11 VYueOHast npakTHKa, 108 108
11K 3.1-3.6 4acoB
OK 01-11 [TpousBoacTBeHHAS 108 108
I1K 3.1-3.6 MIPaKTUKa, 4aCOB
DK3aMeH 10 8 8
npo(eCCHOHATEHOM
Y MOJLYJIIO
Bcezo: 601 248 120 | X 108 108 38 56




2.2. TemaTH4ecKHii NJIAH U cojlep:KaHue NMPO(ecCHOHATBLHOT0 MOTYJIsI

HaumenoBaHnue pa3aeiioB U
TeM npocbeccnona.ﬂbnoro

Conep:xanue yueOHOro MaTepuaJa,

mony.as (IIM), JabopaTopHbIe paGoThI M NIPAKTHYECKUE 3aHATHUSI, CAMOCTOSITe/IbHAS Y4eOHasA paboTa o0yyaommxcs, KypcoBasi padorTa Obném
MEKTUCHUTTHHAPHBIX (TpoeKT) (ecnu npedycmompeHrot) Hacax
Kypcos (MIK)
1 2 3
Paznean 1.
JKcILTyaTanus 00beKTOB
ceTeBOil HHPPacTPYKTYphI
MJK 03.01 201
OkcruryaTanust 00bEKTOB
ceTeBOH HHPPACTPYKTYPHI
Tema 1.1. Dxcruryaranms Codepacanue 33
TEXHUYECKUX CPEIICTB 1. duznueckue acneKThl YKCITyaranuu. Pu3ndeckoe BMENIIaTeIbCTBO B HHPACTPYKTYPY CETH.
CETeBOH HHPPACTPYKTYpHI 2. AKTHBHOE W TaCCHBHOE CETeBOE 000pyIoBaHMe: KabenbHbIC KaHABI, Ka0eIhb, aTd-MaHeIH, PO3ETKH.
3. Ilosoca nponycKaHusl, Hapa3uTHas Harpy3Ka.
4. PacmmpsiemocTs cetu. MacmrabupyemMocTs cetu. JlobaBieHne OTASIbHBIX 3JIEMEHTOB CeTH (II0Ib30BaTeNeil, KOMIBIOTEPOB,
TPIIOKEHUH, CITyXKO).
5. HapamuBaHue JUIMHBI CETMEHTOB CETH; 3aMEHA CYIIECTBYIOMIEH anmapaTypebl.
6. YBenuueHne KOJIMYeCTBa y3JI0B CETH; YBEJIHUCHUE NPOTSHKEHHOCTH CBsA3Ei MEXAY 00BEKTaMH CETH.
7. TexHuyeckasl U IpOoeKTHasi JoKyMeHTauusl. IlacnopT TEXHUYECKUX yCTPOUCTB.
8. ®u3nyeckas KapTa BCEH CETH; JOTMYECKasl TOMOJIOTHSI KOMIBIOTEPHOH CETH.
9. Kiaccugukanusi periiaMeHTOB TEXHHYECKHX OCMOTPOB, TEXHUYECKHE OCMOTPBI 00BEKTOB CETEBOH MHPPACTPYKTYPHI.
10. ITpoBepka 00bEKTOB ceTeBOIl HHPPACTPYKTYPHI M NPOPUIAKTHYECKHE PabOTHI
11. IlpoBenenue perynsipHoro pesepeupoBanus. O0cIyKnBaHne GPU3NUECKHX KOMIIOHEHTOB; KOHTPOJIb COCTOSTHHS
anmapaTHOro 00ecreyeHNs; OpraHu3alisl yIaJCeHHOTO OTOBEIIEHHSI O HEMOJIaAKax.
12. IlporpammHOe obecriedeHe MOHUTOPHHT KOMIBIOTEPHBIX CETEH U CETEBBIX YCTPOMCTB.
13. TIporokon SNMP, ero xapakrepucTuku, hopMar cooOIIeHUI, HAOOP YCIIyT.
14. 3agaun ynpaBJieHysl: aHaIU3 TPOU3BOAUTEILHOCTH U HAIKHOCTH CETH.
15. ObopyznoBaHue Jisi TUArHOCTUKY U cepTUGUKAIMK KabenbHbIX cucTeM. CeTeBble MOHUTOPBI, MPUOOPHI LIS CEPTUDUKALIUH
KaOeNbHBIX CUCTEM, KabebHbIe CKAHEPHI U TECTEPHI.
Tlpaxmuyueckux 3aHamuil u 1a60pamopHuIX padom
1. OkoHITOBKa Ka0eJst BUTas mnapa
2. 3agenka kabeJst BUTas mapa B PO3ETKY
3. KpoccupoBaHne ¥ MOHTaX NaT4Y-TMIaHEM B KOMMYTAIIMOHHBIHN 1TKag, Ha CTEHY 50

4. TectupoBaHue Kabens

5. Iloaaeprkka nMoab30BaTeNIeH CETH.

6. DKcIuTyaTanusl TEXHUIECKUX CPEJICTB CeTeBON MH(PPACTPYKTYPHI (IPUHTEPHI, KOMIBIOTEPHI, CEPBEPHI)
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7. BpllloJIHEHUE NEUCTBUM 110 yCTPAHEHUIO HEUCIIPABHOCTEH

8. Brlnoanenne MOHHWTOPHUHI'A U aHAJIM3a pa6OTI>I JIOKAJIbHOM CETH C ITOMOIILIO IPOrpaMMHBIX CPEACTB.

9. OdopmiieHre TEXHUYECKOH JOKYMEHTAIMH, IpaBuiia opopMIIeHUs IOKYMEHTOB

10. TIporoxon ynpasneHust SNMP

11. OcHOBHBIE XapaKTepUCTUKH IpoTokosaa SNMP

12. Habop ycnyr (PDU) npotokona SNMP

13. ®opmar coobmienuit SNMP

14. 3az[aqn YHpaBJCHUA: aHAJIU3 MMPOU3BOJAUTCIIBHOCTH CCTHU

15. 3az[aqn YHpaBJCHUA: aHAJIU3 HAACIKHOCTHU CCTU

16. YupaeneHue 6¢30acHOCTBIO B CETH.

17. Yuer Tpaduka B ceTH

18. CpeacTBa MOHHTOPUHTA KOMIIBIOTEPHBIX CETEH

19. CpezacTBa aHanM3a CETH C MOMOIIIBIO KOMaH] CETEBON ONEPALMOHHON CHCTEMBI

20. ®uHanmbHAs KOMIUIEKCHAs MPaKTHUYecKasi paboTa 1o KCIUTyaTalui 00bEKTOB CeTeBOM HHOPACTPYKTYPHI

Tema 1.2. Ixcnnyaranus
cucteM IP-Teneponun

Cooepircanue

1. Hactpotika H.323. Onucanue H.323 u o0mue pekomenaanyu. OyHkiponaibabele komnoneHTsl H.323.YcraHoBka u
nognepxka coequaeHust H.323. Coenmaenns 6e3 u ¢ ucnonszoBanneM GateKeeper. CoeqnHEHHS ¢ HCIIOTB30BaHIEM
Heckobpknx GateKeeper. Muoronosip3oBatensckue koHpepeHn. OdecnedeHne 0TKa30yCTONIHBOCTH.

2. Hactpotika SIP. Ommcanne n obumie pekomeraamun. TexHonorus SIP u cBsa3aHHbIe ¢ Hel cTaHAapThl. DyHKIIMOHATBHEIC
komroHeHTHI SIP. Coobmenus SIP. Anpecamus SIP. Mogens ycTaHOBIEeHUS coenuHeHMs. [manupoBanue
OTKa30yCTOMYMBOCTH.

3. YcTaHOBKa M MHCTAJUTALMS IPOTPAaMMHOTO KOMMYTaTopa. MoHTa)HbIe iporietypsl. [Ipoueayps! HHCTAUSIINN. YTIpaBIeHUE
amnmapaTHeIMU cpeacTBamMu 1 ioptamu. [Ipotokousr ynpasienns MGCP, H.248. Co3znanne aHamoroBBIX a0OHSHTOB.
BryTpuCcTaHIIMOHHAs MapIIpyTH3AIHSL.

4. YnpaBieHue NporpaMMHBIM KOMMyTaTopoM. MapmpyTtu3amnus. [ pynmnsl coeTMHUTEIbHBIX TUHIHA. [logkmoueHne cTaHIui ¢
TDM (abonentckuii goctyn TDM). Curnanuzamus SIP, SIP-T, H.323 u SIGTRAN. IP
-a0oHeHTH!. [ pynnel ab60oHeHTOB. JloMOTHUTEIbHBIE A00HEHTCKHE YCITYTH.

5. Opranun3anus 3kciutyatanuu cucrem [P-renedonnn. TexHudeckoe o0CayKUBaHKe, IUIAHOBBIN TEKYIIIMHA PEMOHT, TUIAHOBBIN
KallUTaJIbHbI PEMOHT, BHEIIJIAHOBBII PEMOHT.

6. Boccranosnenue paboThl ceTu nocie aBapur. CXeMbl OCIeaBapuifHOTO BOCCTAHOBIIEHUSI paOOTOCTIOCOOHOCTH CETH,
TCXHUYCCKasd U MPOCKTHAsA JOKYMCHTAIUs, CHOCO6I)I PE3CPBHOTO KOMMMPOBAHUA TaHHBIX, TPUHIWIIBI pa60T1)1 XpaHUJIAIT
JIAaHHBIX;

30

TIlpaxmuyeckux 3auamuil u 1a60pamopHviX padom

. Hactpoiika armmapatusix IP-Tenedonos

. Hactpoiika nporpammusix IP-tenedonoB, dakcos

. Pa3BepTriBanme cetu ¢ ncnoan3oBanueM VLAN s IP-tenedornn

. Hacrpolika nuito3a

. YcTaHOBKa, MOJKITIOUYEHHUE U MIEPBOHAYAIbHBIE HACTPOHKH TOJIOCOBOTO MapIIpyTH3aTOpa

. Hactpotiika Tabymiiel mosib30Batesieil B roJI0OCOBOM MapIIpyTH3aTOpe

N[N N | B [WIN|—

. HacTpoiika rpynn B roiocoBOM MapuipyTuzaTope
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8. HaCTpOﬁKa Ta6J'II/IIlI>I MapumpyTu3aly BbI3OBOB B I'0JIOCOBOM MApUIPYTHU3ATOPEC

9. Hactpoiika rolocOBBIX COOOIICHUI B MapIIPyTH3aTOPE

10. Hacrpoiika nporpamMmHo-anmnaparHoii IP-ATC

11. YcranoBka u HacTpoiika nporpammuoii IP-ATC (ranpumep, Asterisk)

12. TECTI/IpOBaHI/Ie KoJekoB. MccnenoBanue MapaMeTpoOB KauCCTBa O6CJ'Iy)KI/IBaHI/IH

13. MOHI/ITOpI/IHF M aHAJIM3 COCIMHEHUHN Mo Ppa3JIMIHbIM IPOTOKOJIAM

14. MOHI/ITOpI/IHF BbI3OBOB B IMTPOI'paMMHOM KOMMYTATOPE

15. Co3nanue pe3epBHBIX KoMK 0a3 TaHHBIX

16. JlnarHocTrKa M ycTpaHeHHe HeucnpaBHocTel B cucteMax IP-tenedonun

17. ®unanbHas KOMIUIEKCHAs! TpaKkTHYecKas paboTa 1o sKciuryarauu cucreM |P-tenedonun

M/K.03.02. be3onacHoCTh

. 106
KOMITBIOTEPHBIX CeTel
Tema 2.1. bezonacHoCTh Cooepircanue
KOMIIBIOTEPHBIX CEeTeN 1 @DyHAAMEHTAJIbHbIC IPHHIMILI 0€30MacHO ceTH
CoBpeMeHHBIE YIpo3bl ceTeBOH Oe30macHOCTH. BUpycChl, 4epBH U TPOsIHCKHE KOHU. MeTob! aTak.
2 BesonacHoctb CereBbix ycrpoiicT OSI
besonacHsit noctyn k ycrpoiictBaM. HazHaueHne aAMUHACTPATUBHBIX pojed. MOHUTOPHHT U yIIpaBIcHUE
ycrpoiictBamu. Vicrionp3oBaHue QyHKIMS aBTOMAaTH3HPOBAHHON HACTPOHKH O€30IacHOCTH.
3 ABTopu3aunus, ayreHtuukanus u yder aocryna (AAA)
CpoiictBa AAA. JlokanpHas AAA ayrertudukamms. Server-based AAA
4 Peanu3anusi TexHo10THIl OpaHaMayIpa
ACL. Texnonorus 6panamayspa. Konrekctasiit koHTposs goctyna (CBAC). [Tonutuku 6panaMay3pa OCHOBaHHbIE Ha
30HaX.
5 Peasiu3anus TeXHOJIOTHIi PeAOTBPALIIeHUS] BTOPKEHU
IPS texnonorun. IPS curnarypsl. Peamusarmus IPS. ITposepka u morutopusr IPS
6 Be3onacHocTh J0KaJBLHOI ceTH 65
OobecrnieueHre 0€30MaCHOCTH MOJIb30BATEIbCKUX KOMIbIOTEpOB. CooOpaxeHus 1o 0e30MacHOCTH BTOPOTO YPOBHS
(Layer-2). Koudurypairus 6€30macHOCTH BTOPOro ypoBHsi. bezonacHocts 6ecipoBoiHbix ceteit, VoIP u SAN
7 Kpunrorpajguueckue cucrembl
Kpunrorpaduueckue ceppucsl. ba3oas 1enocTHocTs 1 ayTeHTHYHOCTh. KoHbuneHunansHocts. Kpunrorpadus
OTKPBITHIX KITIOUEH.
8 Peanusanus rexnogoruii VPN
VPN. GRE VPN. Komnonentst n pynkunonuposanue IPSec VPN. Peanmmzanus Site-to-site IPSec VPN ¢
ucnons3zoBanueM CLI. Peanusauus Site-to-site IPSec VPN ¢ ucnons3zoBanuem CCP. Peanusanus Remote-access VPN
9 Ynpasienue 6e30nacHOI ceThIO
[TpuHOMIB 6€30I1aCHOCTH CeTeBOTo Au3aliHa. besonacHas apxuTekrypa. YrpasieHue npoleccaMy 1 0e301acHOCTb.
TectupoBanue ceT Ha yI3BUMOCTH. HenpeprIBHOCTH OM3HEcCa, IITAHUPOBAHNE BOCCTAHOBJICHHS aBapHIHBIX CUTYaIHH.
JK¥3HEeHHBIH IIUKJI ceTH U IuTaHupoBaHue. Pa3paboTka peraaMeHToB KOMIIAHWU M IOJIMTHK O€3011acHOCTH.
10 Cisco ASA




BBenenne B AnantuBHoe ycTpoicTBo O6e3omacHoctd ASA. Kongurypanus daupsona Ha 6aze ASA ¢ ucrosnb3oBaHHEM
rpadudeckoro uaTepdeiica ASDM. Kondurypamus VPN Ha 6aze ASA ¢ ucrons3oBaHreM rpadudaeckoro naTepdeiica
ASDM.

Ilpakmuueckux 3anamuii u 1a60pamopHbvIX padom

CornmanpHast HHKSHEPHS

HccnenoBaHne CeTEBBIX aTak U MHCTPYMEHTOB ITPOBEPKHU 3aIINUTHI CETHU

Hactpotika 6e30macHOTo JOCTyIa K MapImpyTH3aTopy

O6ecnieyenne agMuEACTpaTHBHOTO Joctyna AAA u cepsepa Radius

Hacrpotika moixutukn 6e30macHOCTH OpaHIMay3pOoB

Hactpoiika cucrems! ipenoTBpaierns Bropxennit (IPS)

Hacrpoiika 0e3011acHOCTH Ha BTOPOM YpOBHE Ha KOMMYTATOpax

HCCJ’ICHOB&HI/IC METOOO0B H.II/I(I)pOBaHI/IH

O O|NO|OAWN|F-

Hacrpoiika Site-t0-SiteVPN ucnonb3ys uaTepdeiic KOMaHIHONW CTPOKU

[ERN
o

BasoBas HacTpoiika nuro3a 6e3omacHoctd ASA 1 HacTpoiika OpaHIMay3pOB UCHONB3Ys HHTEp(Ec KOMaHIHON
CTPOKH

11 BasoBas HacTpoiika numo3a 6e3omacHoctd ASA 1 HacTpoiika OparaMay?’poB ucnoiab3ys ASDM

12 Hacrpoiika Site-t0-SiteVPN ¢ oaHO# cTOPOHBI Ha MapIIPYTH3aTOPE UCIIONB3Ys HHTEp(]Eic KOMaHAHON CTPOKH U C
JIPYTO# CTOPOHBI MCTIONB3Ys mutto3 bezomacHocTH ASA mocpencteom ASDM

13 HacrpoiikaClientless Remote Access SSL VPNS ucnions3yst ASDM

14 Hactpoiika AnyConnect Remote Access SSL VPN ucnonszys ASDM

15 OduHaIpHAS KOMIDICKCHAS JTabopaTopHas paboTa 1mo 6e30MacHOCTH

20

IIpumepHasi TeMaTHKa CAMOCTOATEIbHON Y4eOHOI padoThI:
1. Cucremarnueckas IpopadOTKa KOHCIEKTOB 3aHATHH, y4eOHOH 1 CrielIaIbHON TeXHUYECKOH JINTEepaTyphl.
2. KoncnexktupoBanue TekcTa, paboTa co clIoBapsMHU U CIIPaBOYHUKAMHU, 03HAKOMJICHHE C HOPMAaTHBHBIMH JOKYMEHTaMH, y4eOHO-
HccleioBaTeabckas paboTa Ipu caMOM IIMPOKOM HCIONIB30BaHNH MHTepHeTa U npyrux | T-TexHonoruii.
3. [TpoekTtHbIe (hOpMBI pabOTHI, MOATOTOBKA COOOIICHUH K BHICTYIJICHUIO HA CEMHHApaxX U KOH(EpeHIMsX; OAr0TOBKa pedeparos, T0KIIa I0B.
4. ITonroToBka k 1aOOPaTOPHBIM U MIPAKTUIECKUM pabOTaM € MCIOJIb30BaHUEM METOANYECKUX PEKOMEHAAINI ITpenoiaBaTens, ohopMiIeHIE
71a00paTOPHO-IIPAKTUIECKHUX paboT, OTIETOB U MOATOTOBKA K MX 3alUTE.

56

YueOHasi NpaKTHKA

IIpumepHbIii nepeyeHb padoT:

Hacrpoiika mpas nocryna.

OdopmireHre TEXHUYECKOH JOKYMEHTAINH, IPaBuiIa 0(OPMIIEHUS JOKyMEHTOB.
Hacrpoiika anmapaTHOro 1 NporpaMMHOTO 00ECIIEYEeHUsI CETH.

Hacrpoiika ceTeBoit KapThl, IMs1 KOMIbIOTEpA, paboyas rpymia, BBeleHHEe KoMmIblotepa B domain.
IIporpamMmHas AMarHOCTHKA HEUCIIPABHOCTEH.

AnmnapaTHasi AMarHOCTUKA HEHCIIPABHOCTEH.

ITouck HeucnpaBHOCTEN TEXHUUECKUX CPEACTB.

BrinosnHenue neldcTBUi 10 yCTPAHEHUIO HEMCIIPABHOCTEM.

Hcnonp30BaHne akKTUBHOTO, ITACCHBHOTO O0OPYAOBAHUS CETH.

0. YcTpaHeHne mapa3suTupylomen Harpy3ky B CETH.

11. ITocTpoenne ¢pu3nIecKoil KapThl IOKAIEHON CETH.

BOoo~Noog~wNE
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IIpon3BoacTBEeHHAsI MPAKTHKA pa3ieia

IIpumepHBbIii nepeyeHb padoT:

. YcTraHOBKa Ha cepBephl U paboyure CTaHINH: OTIePAlMOHHBIE CUCTEMBI M HE00X0ANMOE TSl pabOTHI IPOrpaMMHOE O0ecIIeueHue.
. OcymecTBieHne KOHPUTYPUPOBAHHS TPOTPAMMHOTO 00ECTICUeHHS Ha cepBepax M pabounX CTaHIIUSX.

. Hommeprxka B pabOTOCIOCOOHOM COCTOSIHHH ITPOTpaMMHOE 00ecTIiedeHre CEPBEPOB U PA0OUHX CTAHITHA.

. Peructparus none3oBareineii TOKaaIbHON CETH M TIOYTOBOTO CEPBEPa, Ha3HAUaeT HACHTH()HUKATOPHI U MapOJIH.

. YcTaHOBKa IpaB IOCTYIA U KOHTPOJIb HCIIOJIb30BAHUS CETEBBIX PECYPCOB.

. ObecrieueHre CBOEBPEMEHHOTO KOTTMPOBAHUS, apXUBUPOBAHHUS M PE3EPBUPOBAHUS JTAHHBIX. 108
. [IpunsTHE MEp 10 BOCCTAHOBJIEHUIO PA0OTOCIIOCOOHOCTH JIOKAJIBHOW CETH NMPHU COOSIX MITH BBIXOJE M3 CTPOSI CETEBOI0 000PYI0BaHUS.

. BeisiBiieHue ommook nonp3oBaTeeld ¥ IpOrpaMMHOTO 00ECTIEUeHHS U IPUHITHE MEP 110 X UCTIPABJICHUIO.

. [IpoBeieHrie MOHUTOPHHTA CETH, pa3padaThIBaTh MPEAI0KEHHS IO PAa3BUTHIO HHPPACTPYKTYPHI CETH.

10. Obecneuenne ceTeBoil 0€30MaCHOCTH (3aLIUTY OT HECAHKIIHOHUPOBAHHOTO JIOCTYNA K MH(OPMAIMH, TPOCMOTPA W U3MEHEHHS CUCTEMHBIX (aiiiioB 1
JIAHHBIX ), 0€30IIaCHOCTh MEKCETEBOr0 B3aNMO/ICHCTBHSL.

11. OcymiecTBieHne aHTUBUPYCHO 3alIUTHI JIOKATBHON BRIYHCIUTEIBHON CETH, CEPBEPOB U PAOOUMX CTAHITHA.

12. JIOKyMEHTUPOBAHHUE BCEX MPOU3BEACHHBIX JEHCTBUIL.

O 01N D LW —

JK3aMeH 110 npodeccHOHATBHOMY MOAYJII0 8

Bcero 601
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3. YCJIOBUA PEAJIMBAIIU ITPOTPAMMBI IPO®PECCHUOHAJIBHOI'O MOAYJIA
3.1. Tpe6oBaHusl K MUHUMAJIbHOMY MATePHAIbHO-TEXHHYECKOMY OCHAIIEHUIO

Peanuzanus mporpammsl Mpo(eCcCHOHATBHOTO MOJTYJIS MPEAIoNaraeT HaIu4Yhe y4eOHbIX
KaOMHETOB U J1a00paTopuil.

O6opynoBanue B cOOTBETCTBUH ¢ Pacnopspkenuem aekana dakynbrera CITO Ne 212-68-
04/23 o1 27.01.2023 r.

Texuuueckue cpeacTBa 00y4eHUs: KOMILIEKT MYJIbTUMEAUMNHOTO 000y 10BaHUSI.

3.2. NudopmanuoHHOe obecnieyeHne peaTn3alu NporpaMmsl

OCHOBHBIE UICTOYHUKH:

1. Bnacos, 0. B. AnmunuctpupoBanue cereii Ha miaarpopme MS Windows Server :
yaeOHoe nmocobue / 0. B. Bnacos, T. W. PunikoBa. — 2-¢ uzn. — Mocksa : UHTYUT, 2016. —
622 ¢. — ISBN 978-5-94774-858-1. — Tekct : 31ekTpoHHBIH // JlaHb : 3JIEKTPOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/100560

2. Kynp, T.II. Onepaunonusie cuctemsl : yuyeOHoe mnocobue / T.II. Kynp. - MuHck :
PUIIO, 2019. - 312 c. - ISBN 978-985-503-940-3. - Tekctr : amekrtpoHHbId. - URL:
https://znanium.com/catalog/product/1056304

3. IlnatynoBa, C. M. AnmunuctpupoBanue cetn Winsows Server 2012 : yuebHoe
nocooue / C. M. [Tnarynoa. — Cankr-IlerepOypr : HUY UTMO, 2015. — 102 ¢. — Tekcr :
3JICKTPOHHBIN // JlaHb : AJICKTPOHHO-OMOIMOTEYHAS cucrema. — URL:
https://e.lanbook.com/book/91548

JIOTIOJTHUTEIHHBIC UCTOYHHUKH:

1. Upapmos, C. . AJAMHHUCTPUPOBAHHE JIOKAIbHO-BBIUMCIIUTEIBHBIX CETEH IO
ynpasienueM MS Windows Server : yuebno-meronudeckoe nocodue / C. I'. Lipiapimo. — Yinan-
VYm : BI'Y, 2019. — 75 c. — ISBN 978-5-9793-1380-1. — TexcT : snexkrpoHHsiid // JlaHp :
aNeKTPOHHO-OnbOIHoTeynas cucrema. — URL: https://e.lanbook.com/book/154242
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUSA

MNPO®ECCHUOHAJIBHOI'O MOAYJIA

Kon u HanmeHoBaHue
po(eCCUOHATBHBIX U O0IIUX
KOMITCTEHIINH, (OPMHUPYEMBIX

B paMKax MOJyJIst

Kpurepun onieHku

MeToap!I OIleHKH

ITIK 3.1. YcTanaBlIuBaTh,
HACTPaMBaTh, SKCILTyaTHPOBATh
1 00CITy’)KMBaTh TEXHUYCCKHE U
MpOrpaMMHO-aNapaTHhIS
CPEeaCTBa KOMITbIOTEPHBIX
CeTel.

O1eHKa «OTJIHYIHOY - TEXHUYECKOE
3aJJaHKe TPOAHATU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33JIJaHHIO U O(POPMIICH B
COOTBETCTBHH CO CTaHIaPTAMH,
MTOSICHEHBI €70 OCHOBHBIC CTPYKTYPBHI.

O1eHKa «X0POII0Y -aNTOPUTM
paspaboTtaH, opopmIIeH B COOTBETCTBUH
CO CTaHJAPTaMH U COOTBETCTBYET
3aJJaHHI0, TIOSICHEHBI €T0 OCHOBHBIC

CTPYKTYPBHIL.

O1ieHKa «y10BJIE€TBOPUTEIBHOY -
aJITOPUTM pa3paboTaH U COOTBETCTBYET
3a/IaHHUIO.

OK3aMeH, MPAKTHUECKOE
3aJaHKe 110 IOCTPOCHUIO
anropuTMa B
COOTBETCTBHH C
TEXHUYECKUM 33/1aHHEM

3ammura 0T4ETOB IO
MPAKTUICCKAM U
nabopaTOpHBIM paboTaM

1IK 3.2. ITpoBOoaUTH
npodUIaKTHUECKHE padOThI Ha
00BEKTaX CETeBOU
HHPPACTPYKTYPHI U pabouux
CTaHIMSIX.

OneHKa «OTIIMYHO» - TEXHHIECKOE
3aJlaHNe POAHATU3UPOBAHO, aAITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33JIJaHHI0 U 0(OPMIICH B
COOTBETCTBHH CO CTAH/IAPTaMH,
MIOSICHEHBI €70 OCHOBHBIE CTPYKTYPBI.

O1eHKa «X0POII0Y -aJITOPUTM
pas3pabotaH, 0ohopMIIEH B COOTBETCTBHU
CO CTaHIAPTaMU U COOTBETCTBYET
3aJJaHHUIO, TIOSICHEHBI €r0 OCHOBHBIE

CTPYKTYPBL.

OrneHka «y10BJIETBOPUTEIBHOY -
aJITOPUTM pa3pabOTaH U COOTBETCTBYET
3a/I1aHHUIO.

OK3aMeH, MPaKTUYECKOE
3aJaHue 110 IOCTPOCHUIO
IrOpUTMa B
COOTBECTCTBUU C
TEXHHUYCCKHUM 3aJaHHUEM

3aimmra OTYETOB MO
MPAKTHYECKUM U
na00paTOPHBIM paboTaM

IIK 3.3. YcranaBiuBaTh,
HACTPanBaTh, 3KCILTyaTUPOBATh
1 00CITy’)KMBAaTh CETEBBIC
KOH(pUTYypanuu

O1ieHKa «OTIIMYHO» - TEXHHYIECKOE
3aj1aHue POAHATU3UPOBAHO, ATOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33JIJaHHIO U OOPMIICH B
COOTBETCTBHH CO CTaHIAPTaMHU,
IIOSCHEHBI €T0 OCHOBHBIE CTPYKTYPBI.

O1eHKa «XOPOIIOY -aJITOPUTM
paspabotan, 0OpMIICH B COOTBETCTBUN
CO CTaH/JapTaMU U COOTBETCTBYET

DK3aMeH, TPAKTHIECKOEe
3aJaHue 110 IOCTPOEHHIO
anropuTMa B
COOTBECTCTBUU C
TEXHUYECKUM 33/1aHHEM
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3a/IaHHI0, TOSCHEHBI €T0 OCHOBHBIC
CTPYKTYPBHI.

OreHKa «y10BJIETBOPUTEIBHOY -
aNropuTM pa3paboTaH U COOTBETCTBYET
3aJaHUIO.

3amura OTYETOB 10
MPAKTHYECKUM U
nabopaToOpHBIM paboTaM

1IK 3.4. YdacTBOBaThH B
pa3paboTKe CXeMBbI
rocaeaBapuitHOro
BOCCTaHOBJICHHS
paboTocmoco0HOCTH
KOMITBIOTEPHOM CETH,
BBITIOJTHATH BOCCTAHOBJICHUE U
pe3epBHOE KOTIMPOBAHHE
WHPOPMALIUH.

Or1ieHKa «OTJIHYHOY - TEXHUYECKOE
3aJaHKe MPOAHATU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3a/IaHUI0 U O(DOPMJICH B
COOTBETCTBHU CO CTAHIAPTaMH,
MOSICHEHBI €0 OCHOBHBIE CTPYKTYPBHI.

O1ieHKa «X0POI0» -aJIrOPUTM
pa3paboTaH, opopMIICH B COOTBETCTBUU
CO CTaHJAPTaMH U COOTBETCTBYET
3a/1aHUIO, TIOSICHEHBI €T0 OCHOBHBIE

CTPYKTYPBL.

OreHKa «y10BJIETBOPUTEIBHOY -
QITOPUTM pa3pabOTaH U COOTBETCTBYET
3aIaHUIO.

DK3aMeH, MMPaKTHIECKOE
3aJaHKe 110 MIOCTPOCHHIO
AITOpPHUTMA B
COOTBETCTBHH C
TEXHUYECKUM 33JJaHUEM

3amura 0TYETOB 110
IMPAKTUYCCKHUM U
nab0paTOpHBIM paboTaM

1IK 3.5. Y4acTBOBaThH B
pa3paboTKe cXeMbl
MOCI€aBapUITHOr O
BOCCTaHOBJICHUS
paboTOCTIOCOOHOCTH
KOMIIBIOTEPHOM CETH,
BBITOJIHSTH BOCCTAHOBJIEHUE U
pe3epBHOE KOMMMPOBaHKE
WHPOPMALINH.

Or1ieHKa «OTJIHYHOY - TEXHUUECKOE
3aj1aHue POAHATU3UPOBAHO, aJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33JITaHHIO U O(OPMIICH B
COOTBETCTBHH CO CTaHIApTaMH,
IIOACHEHBI €70 OCHOBHBIE CTPYKTYPHI.

OreHKa «X0pPOIIOY -aJTOPUTM
pa3paboTaH, opopMIICH B COOTBETCTBUU
CO CTaHIapPTaMHU M COOTBETCTBYET
3a/1aHUIO, TIOSICHEHBI €r0 OCHOBHBIC

CTPYKTYPBHI.

O1eHKa «ydOBJIETBOPHTEIBHOY -
ITOPUTM pa3pabOTaH U COOTBETCTBYET
3aJaHHUIO.

OK3aMeH: IPaKTUYECKOe
3aJaHKe 110 IIOCTPOCHHIO
anropuTMa B
COOTBETCTBHH C
TEXHUYECKUM 3aJaHuEM

3amuTa 0T4ETOB 10
NPaKTUIECKUM U
nabopaTopHBIM paboTaM

1IK 3.6. BeIIOTHATH 3aMEHy
PacXOoHBIX MaTEPHAIOB U
MEJIKMI pEMOHT
nepugepuitHoro
000opyIoBaHUS, ONIPEACIIATE
ycrapesliee 000pyI0BaHKE U
MPOTpaMMHBIE CPEJICTBA
ceTeBOr MHPPACTPYKTYPHI.

O1eHKa «OTJIHYIHOY - TEXHUIECKOE
3aJ]aHKe POAHATU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3a/IaHUI0 U 0(DOPMIICH B
COOTBETCTBHMH CO CTaHIapTaMH,
MTOSICHEHBI €70 OCHOBHBIE CTPYKTYPBHI.

OreHKa «X0pOoIIoY -aJTOPUTM
paspabotan, 0ohopMIIEH B COOTBETCTBHU
CO CTaHJAPTaMH U COOTBETCTBYET

OK3aMeH: MPaKTUIECKOoe
3aJJaHKe 110 IOCTPOCHUIO
anropuTMa B
COOTBETCTBHH C
TEXHUYECKUM 33/IaHUEM
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3a/IaHHI0, TOSCHEHBI €T0 OCHOBHBIC
CTPYKTYPBHI.

OreHKa «y10BJIETBOPUTEIBHOY -
aNropuTM pa3paboTaH U COOTBETCTBYET
3aJaHUIO.

3amura OTYETOB 10
MPAKTHYECKUM U
nabopaToOpHBIM paboTaM

OK 01. Brioupats crmoco0bt
pelieHus 3a1a4

PO eCCHOHATTEHOM
JeSITENTBHOCTH, TPUMEHHUTEILHO
K pa3jIMYHBIM KOHTCKCTAM.

— 00OCHOBaHHOCTb TIOCTAHOBKH IIEJIH,
BbIOOpa M IPUMECHEHHSI METO/IOB U
CHOCO0OB PEIICHUS
poQeCCHOHANTFHBIX 3a/1a4;

- aJIeKBaTHAs OIICHKA U CAaMOOIICHKA
3 PEKTHUBHOCTH U Ka4eCTBa
BBITIOJTHEHHS TPO(ECCUOHANBHBIX 3314

OK 02.0OcymiecTBisITh MOUCK,
aHaIN3 ¥ UHTEPIPETALHIO
nH(pOpMaIH, HEOOXOANMOIt
JUIsL BBITIOJTHEHUS 3144
npoeccnoHaIbHON
JEATeILHOCTH.

- HCTIOJIb30BaHHUE PA3TUUHBIX
MCTOYHHKOB, BKIIIOYAs 3JIEKTPOHHBIE
pecypcbl, Meauapecypcsl, aTepHeT-
pecypcehl, IEpHOANYECKUE H3TAHHS IO
CTICIHATBHOCTH JUTS PEIICHUS
po(hecCHOHATBHBIX 3324

OK 03. [InanupoBatsb u
pean30BhIBaTh COOCTBEHHOE
npoeccuoHagbHOE U
JMYHOCTHOE Pa3BHTHE.

- IGMOHCTpAIHSI OTBETCTBEHHOCTH 32
MPUHSATBIC PELICHUS

- 000CHOBaHHOCTh CAMOAHAIIN3a U
KOPPEKLUsI Pe3yIIbTaTOB COOCTBEHHOU
paboTsr;

OK 04. PaboTaThb B KOJUIEKTHUBE
1 KoMaHze, YhheKTHBHO
B3aMMO/IEMCTBOBATH C
KOJUIETaMH, PYKOBOJICTBOM,
KJIMEHTaMH.

- B3aUMOJIeCTBHE C O0YJaIOIMMUCS,
MIPEToAaBaTeIsIMI X MaCTepaMu B X0OJIe
00yueHUsl, C PYKOBOJUTEIISIMU yu4eOHOM
U IIPOU3BOJICTBEHHOMN ITPAKTUK;

- 000CHOBaHHOCTh aHAJIM3a PA0OTHI
YJICHOB KOMAaHJIBI (ITOAYMHCHHBIX )

OK 05. Ocy1iecTBasTh YCTHYIO
" MMCbMCHHYIO
KOMMYHHKAIUIO HA
TOCY/IapCTBEHHOM $I3BIKE C
Y4ETOM OCOOCHHOCTEH
COIMAIEHOTO U KYJIBTYPHOTO
KOHTEKCTA.

-TPaMOTHOCTb YCTHOM ¥ ITMCBMEHHOMN
peun,

- ICHOCTh (POPMYITPOBAHUS U
W3JI0’KEHUS MBICIIEH

OK 06. IIposBnsaTh
IPaXxIaHCKO-TTATPHUOTHUECKYIO
MO3UIIUIO, IEMOHCTPUPOBATH
OCO3HAHHOE IIOBEICHHUE Ha
OCHOBE 00III€YETIOBEUECKHUX
IICHHOCTEH.

- cOOJII0ZICHUE HOPM TIOBEICHUS BO
BpeMsl y4eOHBIX 3aHATUH U
MPOXOXKJCHUS YUeOHOM 1
MPOU3BOJICTBEHHON MPAKTHK,

OK 07. CogenicTBOBaTH
COXPaHEHUIO OKpYXKarolen
Cpeibl, pecypcocOepexeHuIo,
3¢ (heKTUBHO IEHCTBOBATH B
YpPE3BbIYAHBIX CUTYAIUSIX.

- 3¢EKTUBHOCTD BBIOTHEHUS [TPABUI
Tb BO Bpems y4eOHBIX 3aHATHHA, TIPU
MIPOXOXICHNHU YIeOHOH 1
MIPOU3BOCTBEHHOM NPAKTHK;

- 3HaHHE U MCTIOJIb30BaHUE
pecypcocOeperaroniiux TeXHOJIOTHI B
00J1aCTH TeJIEKOMMYHUKAIUH

OK 08. cnons30BaTh
cpencta GpuznIeCcKOit
KYJBTYPBI ISl COXpPAaHSHUS U
YKPETUICHUS 3/I0POBbS B
rporiecce npodeccCuoHanbHON

- 3(QQEeKTUBHO UCTIOIB30BaTh CPEACTBA
(hm3nuecKOi KyIbTyphI ISl COXpaHEHUS
1 YKPEIUIEHHS 3[I0POBBS B IIPOLIECCE
po¢ecCUOHANBHON AEATENLHOCTH U

HNurepnperanys
pe3yIbTaToB
HaOJI0ICHUH 32
JESITETBHOCTBIO
oOyuJaromierocs B
Iporecce OCBOCHUS
o0Opa3oBaTeIbHOMN
POTPaMMBI

DKCrepTHOe
HaOJIr0/IeHNEe U OIICHKA Ha
n1abopaTopHO -
MPAaKTHYECKUX 3aHATHSIX,
IPHY BBITIOJHEHUH PadoT
o y4eOHO! 1
MPOU3BOACTBEHHOU
HpaKTHKaM
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NeSITeNbHOCTH U TOAJIepKaHue
HEOOXOAMMOTO YPOBHS
¢buznveckoit
MOJrOTOBJICHHOCTH.

oi7iepKaHie HeoOXOAMMOTO YPOBHS
(hU3UIECKO MOATOTOBIICHHOCTH.

OK 09. Mcnonb3oBats
nH(pOpPMAaMOHHBIE TEXHOJIOTUH
B IpOoeCcCHOHATBEHON
JeSATSITLHOCTH.

- 3(ppeKTUBHOCTD HUCIIOJIH30BAHUS
nHGOPMALMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHH B MPO(eCCHOHATBHOM
JESITETBHOCTHU COTIIACHO (POPMHUPYEMBIM
YMEHHSM H NOIy4acMOMY
IPAKTHYECKOMY OIIBITY;

OK 10. [Tons3oBaThCs
PO ECCHOHATTEHOM
JOKyMEHTaLel Ha
rOCyIapCTBEHHOM H
WHOCTPAHHOM SI3BIKE.

- 3()EKTUBHOCTH HCITOJIE30BaHUS B
mpodeCcCHOHANBEHON IEeATELHOCTH
HE00X0IMMON TEXHUIECKOI
JIOKYMEHTAIINH, B TOM YHCJIC Ha
AHTJIUICKOM SI3BIKE.

OK.11. IlmaampoBaTh
[PENPUHIMATETCKYIO
JACATCIbHOCTD B
npodeccronanbHON cepe

- 3ppeKkTHBHO TIaHUPOBATH
MPEINPUHIMATEIHCKYIO ICATSILHOCTD
B nipodhecCUOHANBHOM cepe nmpu
MPOBEACHUH PabOT 110
KOHCTPYHPOBAHUIO CETEBOI

HHPPACTPYKTYPHI
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