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AHHOTaUs

Hucuumuinza «VHpopMalMOHHbIE TEXHOIOTUN» BXOIUT B 00pa30BaTEIbHYIO IPOrpaMMy
BBICHIETO O0pa3oBaHHMsl — TNporpaMMy OakajaBpuaTa IO HAlpaBJICHUIO MOJIrOTOBKH/
crenanbHOCTH 12.03.02 «OnroTeXHUKa» HAMpaBIeHHOCTH «ONTHKO-3JIEKTPOHHBIC TPUOOPHI U
KOMILIEKChI». JlucuumuimHa peanusyercs kapeapoid «Ne24y.

JlucuuiuinHa HalesleHa Ha (P OpMHUPOBAHUE Y BBIITYCKHHUKA CIEIYIOIIMX KOMIIETEHIINH:

YK-1 «CriocobeH ocymiecTBIsATh MOUCK, KPUTHUECKUH aHAINU3 U CHHTE3 WH(pOpMAINY,
IPUMEHATh CUCTEMHBIN IOAXO0/ AJIsl PEIIEHUs TOCTABICHHBIX 33134

YK-2 «CrnocobeH ompenensaTh Kpyr 3ajad B paMKax IOCTaBJICHHOW eI U BBIOMPATH
ONTUMAJIbHBIE CIOCOOBI UX PELICHUs, UCXOIA U3 JAEUCTBYIOIUX MPABOBBIX HOPM, UMEIOLIUXCS
PECYPCOB U OTPAHUYECHUI

VYK-6 «CnocobeH ympaBisTh CBOMM BpPEMEHEM, BBICTpaWBaTh W PEaU30BBIBATH
TPAEKTOPHUIO CAMOPA3BUTHUS HA OCHOBE MPUHIIUIIOB 00Pa30BaHUS B TCUCHUE BCEH KUIHI»

OIIK-3 «CnocobGeH NpoBOAMTH 3SKCIHEPUMEHTAJIbHBIE HCCIEIOBAHUA U H3MEpEHH,
o0OpabaTbIBaTh W TPEACTABIATH TOTYYEHHBIC JAHHBIE C YYETOM CHEHH(PHKH ONTHUYECKUX
U3MEPEHUIN»

OIIK-4 «CrocobeH TOHUMATh NPUHIMIBI pabOThl COBPEMEHHBIX WH(POPMALINOHHBIX
TEXHOJIOTUI U UCTOJIb30BaTh UX JUISl peIlieHHs 3a1a4 IpOpeCcCUOHATbHOM 1 TETbHOCTI

OIIK-5 «Cmnocoben ydacTBOBaTh B  pa3pabOTKE TEKCTOBOW, MPOEKTHOW |
KOHCTPYKTOPCKOM JOKYMEHTAILlUU B COOTBETCTBUU C HOPMATUBHBIMH TPEOOBAHUSMM

[IK-1 «CnocobHOCTh K (DOPMHUPOBAHHIO TEXHUYECKUX TpeOOBaHWI W 3aJaHUil Ha
IPOEKTHUPOBAHWE M KOHCTPYUPOBAHME ONTHYECKUX M ONTUKO- 3JIEKTPOHHBIX IMPHOOPOB,
KOMIUIEKCOB U UX COCTaBHBIX YacTeil»

I1IK-2 «CrocoOGHOCTh K MaTeMaTHYeCKOMY MOJEIMPOBAHHUIO IMPOLECCOB U OOBEKTOB
ONTOTEXHUKH M MX MCCIICOBAHHUIO Ha 0a3e nMpodecCHOHAIBHBIX MAaKETOB aBTOMAaTU3UPOBAHHOTO
IPOEKTHUPOBAHUS U CAMOCTOSATENbHO pa3pabOTaHHBIX IPOrPAMMHBIX IPOJLYKTOB)

CopepxaHve  JUCUUIUIMHBI ~ OXBaThIBAa€T  KPYr  BOINPOCOB,  CBSI3aHHBIX  C
UH(POPMALIMOHHBIM OOECIIeYeHHeM AMCLUUIUINH PAJUOTEXHUYECKOTo Npopuis s X
MOCTEAYIOLIETO HCMOJIb30BAaHUS IPH CO3JAAHUM M DBKCIUIyaTalluhd ONTHUKO-3JIEKTPOHHBIX
npuOOpOB, PaJMO3IEKTPOHHBIX CUCTEM U KOMITJIEKCOB.

[IpenogaBanue AMCHMIUIMHBI IpeAycMaTpuBaeT cieayromue QopMbl OpraHu3aluu
y4eOHOT0 Mpolecca: JeKIHUH, JabopaTopHbIe paboThl, caMOCTOATEIbHAs paboTa 00yJaroImerocs.

[IporpamMMoll AMCHUIUIMHBI MPEAYCMOTPEHBI CIEAYIOIIME BUIbI KOHTPOJIS: TEKYIIUI
KOHTPOJIb YCIIEBAEMOCTH, IPOMEXKYTOUHAs aTTecTalus B popme 3auera.

OO0mast TpyA0eMKOCTh OCBOSHUS JWCIMILIUHBI COCTABISET 3 3adeTHBIX eawHmibl, 108
4acoB.

S3bIK 00yueHus N0 JUCHUILIUHE «PYCCKUH »



1. TlepedeHb MIIAHUPYEMBIX PE3YJIBTATOB O0YUEHUS MO AUCIUIUIMHE
1.1. Ilenu npenogaBaHusi JUCIUTUIMHBI
[leapt0 MUCHMIUIMHBI SIBISACTCS IOJYyYCHHE OOYyJaroUMMHUCSI HEOOXOAMMBIX 0a30BBIX

TEOPETUYECKUX

3HaHUU O

COBPEMEHHBIX HMH()OPMAIIMOHHBIX

TCXHOJOTHUAX, a TaKXKC

IPAaKTUYECKUX HABBIKOB M YMEHHUH, HEOOXOJUMBIX Ul COBPEMEHHOI'O CIIELUAINCTa B 00JacTH
OIITUKO-3JIEKTPOHHBIX MPHOOPOB, PaAMOAIEKTPOHHBIX CUCTEM M KOMIUIEKCOB..

1.2. JlucumninHa BXOIUT B COCTaB 00s3aTENbHON YacTH 00pa30BaTEIbHON MPOTrpaMMBI
BhIcIIeTro oOpasoBanus (naiee — OIT BO).
1.3. TlepeueHb mIaHUPYEMBIX PE3yJbTATOB O0yUEHHS 110 AUCIUILINHE, COOTHECEHHBIX C
IJIaHUpyeMbIMU pe3ysibTataMu ocBoeHus: OI1 BO.
B pesynbrare M3ydyeHus NUCHUILIMHBI O0OYyYaIOUIMiCS AODKEH 00JaiaTh CIleTyIOIUMHU
KOMIETEHIMSIMH WM WX YacTaMHu. KoMIeTeHIMn U UHIUKATOPbI UX JOCTUKEHUS TPUBEJICHBI B

Tabiuue 1.

Ta6ymma 1 — IlepeyeHb KOMIIETCHIIMI ¥ MHIUKATOPOB UX JIOCTHKCHUS

Kareropus (rpymnna)

KOI[ N HAMMCHOBAHUC

KO,Z[ 1 HAMMCHOBAHHC MHAHUKATOpa

KOMIICTCHITHH KOMTICTCHITNH JIOCTHKCHHS] KOMITCTCHITUT
YK-1 Cnocoben
YK-1.3.1 3HaTh METOIMKH MTOKCKA, cOOpa
OCYIIECTBIISATH TOWCK,
. U 00pabOTKH HHPOPMAIINH, B TOM YHUCIIE C
KPUTHYECKHI aHaIHn3
U CHHTES UCIIOJIb30BaHNEM MH(POPMAITMOHHBIX
YHuBepcanbHbIe TEXHOJIOTH, BKIIIOYasi HHTEIJICKTyaIbHbIe
uHpopmanuu,
KOMIIETCHIINH VK-1.Y.1 ymeTh NpuMeHsATh METOJUKU
MPUMCHSITh
. noucka, coopa u 06paboTku nHHOpMALIUH,
CUCTEMHBIN TOJXO]]
B TOM YHCJIE C HCITOJIb30BAaHHEM
JUTSL pEIIICHHUS
UCKYCCTBEHHOT'O MHTEIIJICKTa
MOCTABJICHHBIX 33724
VYK-2 Cnocoben
OTIPEENATh KPYyT
3a7a4 B paMKax VYK-2.V¥.3 ymeTs BbIABUTATH
MOCTABIICHHOM LIeJIM U | allbTEPHATUBHBIE BapUAHTHI JCHCTBHI C
BbIOMpATH L[eJ1b10 BEIOOpA ONTUMAJIBHBIX CIIOCOO0B
YHuBepcanbHbIe ONTUMAJbHBIC peleHus 3aa4, B TOM 9HCIIe C ITOMOIIBIO
KOMTICTCHITHH CIOCOOBI MX PEIICHUs, | IUPPOBBIX CPEICTB
HUCXOIs U3 VK-2.B.3 BnageTh HaBBIKaMU
JEHCTBYIOIINX WCIIOJIb30BaHUS TU(POBBIX CPEJICTB IS
MIPABOBBIX HOPM, peleHus: OCTaBIeHHON 3a1aun
UMEIOIINXCS PECYPCOB
U OTpaHUYECHUN
YK-6 Cnocoben VK-6.3.2 3HaTh 00pa3zoBaTeNbHbIE
YIPaBIsTH CBOUM WNuTepHeT-pecypcehbl, BO3SMOXKHOCTH U
BPEMCHEM, OTpaHUYEHUs] 00Pa30BATEIBHOTO MPOoIecca
BBICTpauBaTh U TP UCTIOJIB30BAHUHU ITU(POBHIX
YHuBepcanbHbIe pEAN30BBIBATH TEXHOJIOTHI
KOMIIETSHIINH TPACKTOPHIO YK-6.Y.2 ymeTh HCTIONB30BaTh MUPPOBBIE

CcaMOpa3BHUTHS Ha
OCHOBE TIPHUHIIUIIOB
o0pa3zoBaHus B
TE€YCHHE BCEH )KU3HU

WHCTPYMEHTHI B IEJISIX CaMOOOpa30BaHUs
VK-6.B.2 BiafgeTh HaBBIKAMU
WCIOJIb30BaHUS TU(POBBIX HHCTPYMEHTOB
JUISL CAMOPA3BUTHSI U CaMO0OOpa30BaHUs

Ob6menpodeccnoHanbHbIe
KOMIICTCHIINHU

OIIK-3 Cnocoben
MPOBOUTH
BKCHepI/IMeHTaJ'IBHBIe
HCCIEN0BaHUA U

OIIK-3.3.1 3HaTh COBpeMEHHBIE CITIOCOOBI
MOMCKA, XpaHEeHUs!, 00pabOTKH, aHATTN3a U
Mpe/icTaBiIeHs] HHPOpPMAIINH B
TpebyeMoM dopmare




U3MEpeHus,
o0pabaThIBaTh 1
IPECTABIIATh
IIOJIy4YEeHHBIE JaHHBIE
C Y4E€TOM crenu(puKu
ONTUYECKHUX
U3MEPECHUIN

OIIK-3.V.2 ymeTs pemarsb 3a1a4u
00paboOTKH U MpEICTABICHUS
HKCHEPUMEHTAIBHBIX JAHHBIX IS
TIOJTy9YCHHUsI 00OCHOBAHHBIX BBIBOJIOB

O6menpodeccrnoHanbHbIE
KOMIIETCHIITNH

OIIK-4 CnocobeH
MMOHUMATh ITPUHITUTIBI
paboThl COBPEMEHHBIX
nH(pOpPMaAITMOHHBIX
TEXHOJIOTHH U
HCIIOIL30BaTh UX JJIA
perieHus 3aaa4y
npodeCCHOHAIBHON
JIeSTEIIbHOCTU

OIIK-4.3.1 3HaTh NEepCHEKTUBHBIE METOIbI
MH()OPMAIIMOHHBIX TEXHOJIOTUH H
HCKYCCTBEHHOT'O MHTEJIJICKTA,
HaIpaBJICHHBIC HA Pa3pa0OTKy HOBBIX
HayYHO-TEXHUYECKUX pEIICHUI
OIIK-4.Y.1 ymeTh NpUMEHSATh
COBpEMEHHBIC HH(POPMAIIMOHHBIE
TEXHOJIOTHH U MEePCIICKTUBHBIC METOIBI
UCKYCCTBEHHOT'O MHTEIIJICKTA JIJISl PeLIeHHs
3a/1a4 MpodecCHOHATBHON IeATEeTbHOCTH

O6menpodeccronanbHbIE

OIIK-5 Cnocoben
y4acTBOBATh B
pa3zpaboTke
TEKCTOBOM, MPOEKTHOM
1 KOHCTPYKTOPCKOH

OIIK-5.Y.1 ymeTp UCNOIb30BaTh
UH(POPMALIMOHHBIE, KOMITBIOTEPHEIE,
CeTeBbI€ TEXHOJIOTUH U IIPOrPAMMHOE
obOecrieueHne, 0OeceunBaroe
IpeCTaBICHNE TEKCTOBON, IPOEKTHON U
KOHCTPYKTOPCKOH TOKYMEHTAIIUH B

KOMIIETEHLIUH
JIOKYMEHTAllUU B TpebyemoM dopmare
COOTBETCTBUU C OIIK-5.B.1 Bnazners npueMaMu u
HOPMAaTHUBHBIMHU OCHOBHBIMH METOJIaMU PabOTHI MpU
TpeOOBaHUAMU oopMIIeHNN TEKCTOBOM, POCKTHOM 1
KOHCTPYKTOPCKOW TOKYMEHTalUH
ITK-1 CnocobHOCTH K
(bopMHpOBAHUIO
TEXHUUYECKUX
TpeboBaHuit 1
p . [IK-1.Y.1 ymeTh ocymiecTBiIsATh MOUCK U
3aJlaHu} Ha -
aHaJIN3 HAyYHO-TEXHUYECKON
[TpodeccronanbHbIe IIPOEKTUPOBAHUE U
nH(pOpMalUK, OTE€YECTBEHHOTO U
KOMIIETEHIIUU KOHCTPYHpPOBaHUE
3apy0eKHOro OMbITa, paboTaTh ¢ 0a3aMu
ONTUYECKUX U
JTAHHBIX
ONTHUKO- 3JIEKTPOHHBIX
npubopoB,
KOMIUIEKCOB U UX
COCTaBHBIX YacTen
ITK-2 CnocobHOCTH K
MaTEMaTHYECKOM
y TIK-2.B.1 BnameTs METOJUKaAMH
MOJIETTUPOBAHUIO
IIPOBEJICHUS YACIEHHBIX SKCIIEPUMEHTOB U
IIPOLIECCOB U
00paboTKH X pe3yIbTaTOB Kak Ha 0aze
00BEKTOB
npoeCCHOHATBHBIX MTAKETOB
[TpodeccronanbHbIe ONTOTEXHUKH U UX
ABTOMATHU3UPOBAHHOTO NMPOEKTUPOBAHMUS, B
KOMIETEHIIUU HCCJIETOBAHUIO HA

6aze

PO eCCHOHATBHBIX
MaKeTOB
ABTOMATHU3WUPOBAHHOI'O
NPOCKTUPOBAHUS U

TOM YHCJIE C UCIIOJIb30BAaHUEU
HCKYCCTBEHHOT'O MHTEJUIEKTA, TaK U B
CaMOCTOSITENILHO Pa3pabOTaHHbIX
MIPOTPaMMHBIX POAYKTOB




CaMOCTOSITENTLHO
pa3pabOTaHHBIX
[POrPaMMHBIX
POJYKTOB

2. Mecro nucuumumnbl B cTpyktype OIT
JluciumimHaa MOKeT 0a3upoBaTHCS HA 3HAHUSX, paHEe MPUOOPETEHHBIX 00yUYaIOITUMUCS
[P U3YYCHHUH CIETYIOIINX AUCIUILINH:
— « Undopmarukay,
— « Aaroputmuzanus u [IporpamMmmupoBanue»,

3HaHMA, TOJYYEHHBIE NPU H3YyYCHUH MaTepuana JaHHOW IUCHUIUIMHBI, MMEIOT Kak
CaMOCTOSITENIbHOE 3HAUCHHUE, TaK ¥ UCIIOIB3YIOTCSA IPU U3YYCHUH APYTHX AUCIUTUINH:
—  «OcHoB HH()OPMAITMOHHOW OE30MTACHOCTH

— «MuxkpornpoueccopHas TEXHUKa.

3. O0beM U TpyI0EeMKOCTh JTUCIUILIAHBI
Jlaraple 00 00mEeM oO0beMe TUCIUILUIMHBI, TPYJOSMKOCTH OTACIBHBIX BHJIOB y4eOHOU
paboThI 1O TUCIUILTHHE (M paclpeieieHue 3TOH TPYJAOEMKOCTH 110 CEMECTpaM) MPEICTaBICHBI B
Tabauie 2.

Tabmuna 2 — O0beM U TPYAOEMKOCTh AUCIUIIIINHBI

TpynoemMKocTs 1o
Bun yuebnoit pabotbl Bcero ceMecTpam
N4
1 2 3
Oowan mpyooemKkocmp OUCUUNIUHDL, 3/ 108 3/ 108
3E/ (uac)
U3 nux yacoe npakmuyeckoii RO020MoeKu 4 4
AyoumopHhuie 3anamus, BCETO vac. 34 34
B TOM YHCIIE:
nexuu (J1), (gac) 17 17
npakTuyeckue/cemunapckue 3anstus  (113),
(gac)
naboparopusie pabotsl (JIP), (dac) 17 17
KypcoBoii npoekT (padota) (KII, KP), (gac)
9K3aMeH, (4Jac)
Camocmoamenvnan paboma, Bcero (4ac) 74 74
Buo npomesxcymounoit ammecmayuu:. 3a4er,
mudd. 3auer, sk3ameH (3auer, Judd. 3au, | 3ayer 3auer
OK3.%%)

*k
IIpumedanue: kaHaUAATCKHI SK3aMeH

4. ConepxaHue JUCITUTUTHHBI
4.1. PacnpeneneHue TPyJ0EMKOCTH JUCIUILTHHBI 110 pa3/ielaM U BUIAM 3aHSITHIA.
Pazpgenpl, TeMBbI TUCITUTIITUHBI I UX TPYJAOEMKOCTh TIPUBEIEHBI B TabmuIIe 3.

Tabnuna 3 — Pa3aensl, TeMbl AUCHUILTUHBL, UX TPYAOEMKOCTh

Jlexum | 113 (C3)| JIP KII CPC

Paznensl, TeMbI JUCLIMILIAHBI (uac) (qac) (49ac) (qac) (qac)




Cemectp 4

Pasnen 1. OcHOBBI

UHGOPMALMOHHBIX TEXHOJIOTHH. 5 4 14

Tema 1.1 TexHoIOrHMM OIIUCAHUSA B3aUMOAECHCTBUSI
CHCTEM B KOMITBIOTEPHOM CETH

Pazmen?2. OCHOBBI CETEBBIX
HH(OPMAIMOHHBIX TEXHOJIOT Ui

Tema 2.1 TexHOIOTHH TPAHCTIOPTHOTO U CETEBOTO
yposueii. [Iporokoisr cemerictea TCP\IP.
OrneHka IpOU3BOAUTEIILHOCTH CETH

2.2. CereBble TexHOJIOTHM TOCTpoeHUs: LAN,

ONB

2.3. CereBbie TexHogoruu noctpoeruss CN, WAN
2.4.. TexHonoruu ynpaBJieHUs] IOTOKAMH HA
CETeBOM YpOBHE (aapecainus, KOMMYTalus,

Mapmpyruzanus )

2.5. Texnonoruu ynpasienust norokamu VPN, u
DNS. Texnonoruu WAN u CKC.

HporpecanHHe TCXHOJIOTHH

Pazzen 3. ba3oBbie nHpOpMaLIMOHHEIE

MPOLIECCHINX XapaKTEPUCTUKU U MOJACITH
3.1. TexHOJOr1H MOATOTOBKH 3JEKTPOHHBIX
JOKYMEHTOB H ()OPMAThI TaHHBIX

3.2. Texnonoruu Buptyanusanuu VirtualBox.

Linux OS

3.3. . Texuomoruu aBroMaTu3anuu st Linux

Uroro B cemectpe:

17 17 74

Hroro 17 0 17 0 74

[IpakTHueckass MOATOTOBKA 3aKJIOYAeTCsl B  HEMOCPEICTBEHHOM  BBIIIOJHEHUU
OoOy4arolMMHUCST ~ OMNpENEeNEeHHBIX  TPYIOBBIX  (YHKUMH,  CBSA3aHHBIX C  Oy;yumei
Ipo(eCCHOHATBHON 1€ TEIbHOCTBIO.

4.2. CopnepxaHue pa3/ieJoB U TEM JIGKIIMOHHBIX 3aHSATHH.
Coneprxkanue pa3iesIoB U TEM JICKITMOHHBIX 3aHATHI MPUBEACHO B TaOIuIE 4.

Tabmuma 4 — ConepxaHue pa3esioB U TeM JEKIIMOHHOTO UK

Howmep pasnena

HazBanue u COACPIKaHUC PA3CJIOB U TCM JICKITUOHHBIX 3aHATUH

Pazpmen 1.
OcCHOBBI

HH(pOpMALMOHHBIX
TEXHOJIOTHil

Tema 1.1 TexHOIOrHMM OIMUCAHUSA B3AaUMOICUCTBUS CUCTEM B
KOMITBIOTEPHOW CETH U MpeICTaBICHHE HH(DOPMAIIUH.

TexHonmoruu  omMcaHus  B3aUMOACHMCTBHMSI ~ CUCTEM B
KoMITbIOTEpHOM ceTtn. OOmrass xapakrepuctuka mozaemu OSI.
xapakrepuctuka ypoBHer wmognenn OSI. MuxkancynupoBanue
JTAHHBIX.

TekcToBble, rpaguueckrie, apXUBHbIE U ChIpbIE JTaHHBIE.

Pasnen 2. OcCHOBBI
CeTEeBBIX

Tema 2.1 Tema 2.1 TexHOJIOTHH TPAHCHIOPTHOTO U CETEBOTO
yposueii. [Iporokossr cemetictea TCP\IP. Ornenka




UH(POPMAMOHHBIX
TEXHOJIOTMH

MPOU3BOUTENBHOCTU CETU
Tema 2.2. Cereble TexHoaoruu noctpoenusi LAN, ONB.
KoMmoHeHTbI, cxeMbl, IPOTOKOJIBI, TexHOoJoruu LAN.
TexHnonoruu, npotokoiisl U ctanaaptsl Ethernet. KomnoneHTs,
CXEMBI, IPOTOKOIIbI, TexHoJorun ONB. TexHosnoru ynpasieHus
KOMITBIOTEPHOU CETHIO.

Tema 2.3. CereBble TexHonoruu nocrpoerust CN, WAN.
[Tpuniunel, cxemsl noctpoeHuss CN. KoMIOHEHTBI, CXEMBbI,
MPOTOKOJIBI, TexHOJMOTH WAN

Tema 2.4.. TeXHONOTUH YIIPABICHUS TIOTOKAMHU HA CETEBOM
ypoOBHE (aapecaiiusi, KoMMyTalus, Mapiuipyru3zamnus).
[Tpuniune! u cucremsl agpecaunu. Aapecanus P4, Anpecanus
IP6, CornacoBanue [P4, IP6. KommyTtanus kaHanoB, COOOIICHUH,
MaKeTOB. AJTOPUTMBI MapuIpyTu3anuu. Airoputmel RIP,

OSPF, BGP.

Tema 2.5. Texnonoruu ynpasinenus notokamu VPN, u DNS.
Texnonorun WAN u CKC. Texnomorun u nporokosnsl VPN.
Texnonorun u nporokosnsl DNS. TexHomoruu u mpoTOKOJbI
WAN.  Texuomoruun  moctpoenuss CKC.  Texnonoruu
HCKYCCTBEHHOT'O MHTEJJIEKTA.

Pazgen 3. OcHOBBI
TEeXHOJIOT Uil
ABTOMATH3ALUH Jid) ¢
ONMEePAIHOHHBIX CHCTEM

Tema 3.1. TexHONOrMK NOATOTOBKH IEKTPOHHBIX JOKYMEHTOB U
¢dopmaTel JaHHBIX. OCHOBHBIE IPUHIIUIIBI KOJIUPOBAHUS
uHpopmanuu. CymiecTByomue cranaapTsl. PopMarsl TEKCTOBOM
uHpopmanuu u Tadbarmanon. dopmatsl rpaduyueckon
uHpopmauuu. Gopmarsl BUJICO U ayuo HHPOPMALIUY.
dopMatbl apXUBOB.

3.2. Texnonoruu Buptyanusanuu VirtualBox. Linux OS.
Buptyanuzamnus u runepsu3opsl. CucreMa BUPTyaTH3auu
Virtual Box.

[TonsiTue BUpTyanbHOU MamuHbl. OcOOEHHOCTH
pa3BOpPaYMBaHUs ONEPALMOHHBIX CUCTEM B BUPTYaJIbHOU
mammHe. Knaccudukanus OC Linux. Komanas paboTsl B
TepMuHaie Linux.

3.3. TexHONOTHM aBTOMATH3AIUH JIIs Linux.

[Tporpammel. ynpasienus mpoueccamu. Oco0eHHOCTH
UCIoJIb30BaHus komaua uid Bash. Onepanun s
nporpamMmmupoBanus B Bash (BBoa\BbIBOI, YCITOBHBIE OITEPATOPHI,
oneparopsl nukia). Co3manne CKpUNTOB AaBTOMATH3AIUN

4.3. Ilpaktuyeckue (ceMUHAPCKUE) 3aHATUSL
Tembl mpakTHUECKUX 3aHATHI U UX TPYJOEMKOCTh IPUBEACHBI B TAOIHIIE 5.

Ta6J'II/II_Ia 5— HpaKTI/I‘-ICCKI/IC 3aHATUSA U UX TPYAOCMKOCTb

Ne | Temsbl npakTHYeCKHX
n/m 3aHATHI

N3 Hux Ne
@opMBI IPAKTUYECKUX | TpynOeMKOCTh, |IPAaKTUYECKOH |pa3zierna
3aHATUH (uac) MOATOTOBKH, | AUCIUI
(dac) JIUHBI

Y4eOHBIM MJIaHOM HE IPEAYCMOTPEHO

| |

Bcero




4.4. JlabopaTopHbIEC 3aHATHS

Tembl 1a00paTOPHBIX 3aHATHHA U UX TPYJOEMKOCTb IPUBEICHBI B TAOIUIIE 6.

Ta6muia 6 — JlabopaTopHbIe 3aHITHS U UX TPYJ0EMKOCTh

N3 Hux Ne
Ne HaumenoBanmue 1abopaTopHbIX paboT TpyAOCMKOCT®, | MPaKTHUECKOI | pasaena
1/ (dac) MMOATOTOBKH, | JUCIIUII
1| (dac) JIUHBI
Cemectp 4
1 | TexHomornu OoNMMCaHus B3aUMOIEUCTBUSA 2 1
CHCTEM B KOMIIBIOTEPHOW CETH
(WireShark)
TexHonornu ananuza Tpapuka 2 1
2 kommbroTepHoii cetn (WireShark)
TexHonornu cUMyJIsUOHHOIO 2 2
3  (MMUTaLMOHHOIO) MoAeaupoBanus cxemM LAN
ra ONB kommbrotepHsix cereii (Packet
Tracer)
TexHonoruu NOCTPOECHUS CXEM 2 2
4 |kommbroTepHoii cetu ¢ switch L3 (Packet
Tracer)
TexHOI0ruu NOAroTOBKU JIEKTPOHHBIX 2 2
5 |mokymenTtoB u popmathl qaHHbIX (OITK-5)
Texnonoruu Buptyanuzanuu VirtualBox 2 3
6 BuptyansHas mamina (Virtual Box)
TexHonoruu pa6otsl ¢ Linux Terminal 2 3
7
Texuomornu aBromarusarmu Linux Bash 3 3
8
Bcero 17

4.5. KypcoBoe npoeKkTHpoBaHue/ BHIIOIHEHUE KYPCOBOM pabOThI

VY4eOHBIM MJIaHOM HE IPETYyCMOTPEHO

4.6. CamocrosTenbHas paboTa 00yJarouIuxcs

Buasl camocTosTenpHOM pa6OTLI " €€ TPYAOCMKOCTD IIPUBCACHLI B Ta6J'II/II_[C 1.

Tabmuna 7 — Bunbl camocTosTenbHON pabOThI M €€ TPYAOEMKOCTh

. Bcero, | Cemectp 4,
Bun camocrositensHO# paboTh
qac qac
1 2 3
N3y4eHne TeOpeTUUECKOro MaTepuana 60 60

quciuminiel (TO)

Kypcosoe npoektuposanue (KII, KP)

PacuetHo-rpadguueckue 3ananus (PI'3)




Brimonnaenue pedepata (P)

[TonroroBka K TeKyIieMy KOHTPOJIIO 8 8
ycneBaemoctu (TKY)

Jomamnee 3amganue (/13)

Kontposbnsie pabotsl 3a04nnkoB (KP3)

[ToaroroBka K MpOMEXKYTOUYHOM

arrectanuu (I1A) 6 6

Bceero: 74 74

5. IlepeyeHnb y4eOHO-METOAMUECKOTO OOECTICUCHUS
JUTSL CAMOCTOSTEIILHON PabOThI 00YUAIONMIMXCS TT0 TUCIUIUIMHE (MOIYITIO)
Y4eOHO-METOAMUECKUE MAaTEePHAIbl JIIsi CAMOCTOSITEIIBHONH PabOThl OOYYArOIIUXCS YKa3aHbI B
ma. 7-11.

6. IlepeueHb MeUaTHBIX U AJIEKTPOHHBIX YIEOHBIX U3IAHUN
[TepeueHs eYaTHBIX U 3JCKTPOHHBIX YIEOHBIX U3/IaHUH NIpUBEIeH B Tabuie 8.
Tabnuna 8— IlepedeHp MeYaTHBIX U JIEKTPOHHBIX YUEOHBIX H3TaHHIMA

Komgectso OK3EMILEIPOB B

[ngp/ bubnmuorpaduyeckas ccpuika Oubmmorexe

URL agpec (KpoMe AIIEKTPOHHBIX
IK3EMILISIPOB)
[004.9(075) C Cogetos, b. 5. UndpopmanroHHbie 3
56] TexHojoruu: yueOnuk/ b. 5.
Cogeros, B.B. IlexaHoBckuii. - 4-¢
u31., crep. - M.:
Bricmr. mik., 2008.
[004.7(075) Omnudep B.I'. KomnbroTepHbie ceTH: 54
054] MIPUHLUIIBI, TEXHOJIOTMH, IIPOTOKOJIBL:
yuebHoe nocobue. (FO6uneiinoe
uznanue) — CII6: ITurep, 2021. —
1065c.
[004.9(075) K Kopnees, 1. K. Undopmarmonnsie 1
67] texnosorun: yueouuk/ M. K. Kopuees,
I'. H. Kcannonyno, B. A. Mamypues;
I'oc. yn-

T. yrp.. - M.: Ilpocnekr, 2009. - 224 c.

Cwmupnosa E. B., Ko3ux I1.
B.TexHoJI0rMu COBPEMEHHBIX CETEMN
Ethernet. Metoipl KOMMyTaIMU U
yIpaBiIeHUS IOTOKaMU
nauubix\CI16.:BXB-IletepOypr - 2012,
-272c.

JIx. Ckor  Xorman. Ananns u
JMAarHOCTHKA  KOMIIBIOTEPHBIX  CceTei\
Jlopu, 2015 — 400c.

Cranex Y. Windows PowerShell 2.0.
CnpaBouynuk aamunaucrparopa\ CIIO.:
W3narensctBo: Pycckas Penakuus, bXB-




[etepOypr, 2010 - 416 c.

Tanenbaym D, , Yazepomn /1.,
®dumcrep H. KommnbrorepHbie ceTu.
[Iecroe u3nanue\M3naTenbeTBO:
ITutep, 2023 1. - 992 c.

Yopn bpaiian. BuyTtpennee
yerpoiicTBo Linux. 3-¢ uzn.\Cno:
ITutep, 2023. - 480 c.

Yopa bpaiian. BHyTpeHHee ycTpoilcTBO
Linux. 3-¢ u3n.\CII6: ITutep, 2023. - 480

C

Tanenbaym Duupro, boc Xepbeprt.
CoBpeMeHHBIC ONEPAIHOHHBIC CHCTEMBI.
4-¢ w3n.\ CII6: Iutep, 2022- 1122 c.

Heryc Kpucrodep.bubnus Linux. 10-e
n3nanue\ CII0: [Tutep, 2022. - 928 c.

7. IlepeueHb 2NEKTPOHHBIX 00pPa30BaTENbHBIX PECYPCOB
UH(POPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHOK ceTn « HTepHeT»

[Tepeuenn SJIEKTPOHHBIX
TEJICKOMMYHUKAIIMOHHONH CETH
npuBe/ieH B Tadymie 9.
Tabmuma 9 -

00pa3zoBaTeNbHbIX
«HTEpHETY,

pecypcoB uH(OPMaLIMOHHO-
HEOOXOIMMBIX JIJII OCBOCHMS JUCHHUILIUHBI

[lepeueHb ANEKTPOHHBIX 00pa30BATEIBHBIX PECYpCOB HWHGOPMAIMOHHO-
TEJIEKOMMYHUKAMOHHOU ceTu «HTepHeT»

URL agpec

HaunmenoBanue

https://intuit.ru/studies/courses/3609/851/info

Kypc nexuuit «Hpopmannonssie
texuaosnoruu.» \MHTYUT, 2023.

http://www.novtex.ru/lIT/

Kypuan "Unpopmanmonusie
TEXHOJI0THH"

http://www.aup.ru/books/i020.htm

NHudopmaninoHHbIe TEXHOIOTUN: DJIEKTPOHHBIE
KHUTH

jitcs.ru

Kypuan «HpopMalinOHHBIE TEXHOJIOTUN
U
BBIYMCIINTEIbHBIE CUCTEMBI»

https://intuit.ru/studies/courses/3481/723/info

Kypc nexmuit «OCHOBBI
MH(OPMALMOHHBIX TEXHOJIOTH.»
\MHTYUT u HarmoHansHbIH
HCCJIEI0BATENbCKUN YHUBEPCUTET
"Bricimas IlIkona Oxonomukn", 2023.

Jluuneiii kabuuet cryaenTa, ['YAIL Pa3nen
«Marepuans»

Caenxko B.U. Jlexiuu Kk JUCIIUIIIINHE
«MHpopmanoHHbIe TEXHONIOTUNY, 2024
Caenxo B.M1. Metoanueckue
PEKOMEH/IAIUU K JIa0OpaTOPHBIM paboTaM
no aucturumae . «MHpopMamoHHbe
TeXHOJoTHIN», 2024.



http://www.novtex.ru/IT/
http://www.novtex.ru/IT/
http://www.novtex.ru/IT/
http://www.aup.ru/books/i020.htm
http://www.aup.ru/books/i020.htm
http://www.aup.ru/books/i020.htm
http://jitcs.ru/
http://jitcs.ru/
http://jitcs.ru/
http://jitcs.ru/

8. Ilepeuens nHDOPMAITMOHHBIX TEXHOJIOTHUN
8.1. [lepeyenbp mporpaMMHOro oOecHeueHus,, HCIOJIb3YEeMOro IPH OCYIIECTBICHUU
00pa3oBaTENFHOTO MpoIecca MO JUCIUIIIHHE.
[lepedeHp UCTIONB3yEeMOT0 IPOTPaMMHOT0 obecrieueHus npeactasieH B Tadbmauie 10.

Ta6mmma 10— [Tepeyers mporpaMmMHOTO oOecIieueHuUs

Ne i/ HaunmeHnoBanue
1 WireShark
2 CISCO Packet Tracer
3 Virtual Box
4 OS Linux Mint
8.2. [lepeuenn MH(}OPMALOHHO-CIIPABOYHBIX CHCTEM,HCITOIB3YEMBIX pu

OCYILECTBIICHIUH 00pPa30BaTEIBHOTO MPOIECcca MO AUCIUTUINHE
[lepeuens WCTHONB3yeMBIX HH(POPMAIIMOHHO-CIIPABOYHBIX CHCTEM IMIPEICTABICH B
Tabimue 11.

Tabmuna 11— Ilepedyens HHPOPMALTMOHHO-CITPABOYHBIX CHCTEM

Ne i/ HanmeHnoBaHue

He npenycmotpeno

9. MarepuaiabHO-TeXHHUYECKas 0a3a
CoctaB MaTepHaTbHO-TEXHHYECKOH 0a3bl, HEOOXOAUMOW I  OCYIICCTBIICHUS
00pa3oBaTeNLHOTO MpoIiecca M0 AUCIHUILINHE, IPeCcTaBieH B Tabnuiel 2.

Tabmuna 12 — CoctaB MaTepuaIbHO-TEXHHUYECKON 0a3bl

Ne HaumeHoBaHMe cOCTaBHOMN 4acTh Howmep aynutopun
n/m MaTepUaIbHO-TEXHUUECKOHN 0a3bl (pu HEOOXOMMOCTH)

MynbTumeauitHas JEKIUOHHAS ayIUTOPUS

CHGHI/IaHI/IBI/IpOBaHHaﬂ na60paT0pH;1 «KOMHBIOTCpHLIﬁ KJ1ace».

10. OueHo4HBIE CpeICTBA TSI TPOBEICHUS TPOMEKYTOUHOM aTTECTAIIHH
10.1. CoctaB OLIGHOYHBIX CpPEICTB Uil TMPOBEACHUS MPOMEKYTOUHOH AaTTecTalluu
00yJaromuXxcs 1Mo JUCIUTUINHE TPUBEICH B Tadbmuie 13.
Tabnuna 13 — CocTaB OIEHOYHBIX CPEJCTB JIJIsl MPOBEACHUS TPOMEKYTOUHOMN aTTecTaluu

By npomexyTO4YHOM aTTecTaluu [IepedyeHp OLICHOYHBIX CPEACTB

3auer Cnucok BOMpOCOB;
TecTsr;

10.2. B kadyectBe KpUTEpUEB OICHKH YPOBHSA C(HOpPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00ydJarouMMHCs MpPUMEHseTCsl 5-0ajuibHas MIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETeHIINH, KOTopas npuBeaeHa B Tabnuie 14. B Teyenune cemectpa MOXKET MCIOJIB30BATHCS
100-0annpHast ~ mKama ~ MOXYJBHO-PEUTHMHTOBOM  CHUCTEMbl ~ YHUBEpPCUTETa,  IpaBHiIa

WCIIOJIb30BAaHNs KOTOPOW, YCTAaHOBJIEHBI COOTBETCTBYIOIIMM JIOKAJIBHBIM HOPMAaTUBHBIM aKTOM
I'VAIL




Ta6mmma 14 —Kpurepun orieHkH ypoBHsI CQOPMUPOBAHHOCTH KOMIIETEHITUN

Or11eHKa KOMITETEHITUHN

5-0ayuipHad IIKaIa

XapaxrepucTrka chopMUPOBAHHBIX KOMITETEHIMI

— oOyyaromuiicss TiayOOKO M BCECTOPOHHE YCBOMJI IPOrPaMMHBIM
MaTepua;

— YBEPEHHO, JIOTUYHO, [10CJIEI0BATEIBHO U TPAMOTHO €T0 U3JIaracr;

— ONMHUpasiCh Ha 3HAHHUS OCHOBHOM W JOMOJHUTEIBHOU IJUTEPATYypHI,

«OTIIHUYHO) ™
GATTCHO TECHO TPHUBSA3BIBAET YCBOCHHBIEC HAYUHbIC TTOJOKEHUS C MPAKTUYECKOM
JIeATEeTbHOCTBIO HAIIPABIICHUS;
— yMeno 000CHOBBIBAET U ApTYMEHTUPYET BBIJIBUTACMEBIE UM HJICH;
— JIeJIaeT BBIBOALI U 000OIICHHUS;
— CBOOOJTHO BJIQJICET CUCTEMOM CIICIMAIM3UPOBAHHBIX MIOHIATHA.
— o0yyJaronuics TBEpI0 YCBOMII MPOTPAMMHBIN MaTepual, TpaMOTHO U
[0 CYUIECTBY H3Jara€T €ro, ONHUPasChb HAa 3HAHUS OCHOBHOWU
JUTEpaTyphl,
«ODOLLIOY — HE JIONYCKAET CYIIECTBEHHBIX HETOUYHOCTEH;
P — YBSI3BIBAET YCBOCHHBIE 3HAHUS C MPAKTHYECKOW JI€ATEIbHOCTHIO
«3aYTEHO)
HaIlpaBJICHUS;
— apryMEHTUPYET Hay4YHBIC MTOJI0KEHNUS,
— JIeJIaeT BBIBOALI H 0000IICHMS;
— BIIAJICET CHCTEMOM CIICIMAIM3UPOBAHHBIX TOHITHH.
— oOyyaroluiicss yCBOWJI TOJbKO OCHOBHOW IPOrpaMMHBIA MaTepua,
M0 CYILIECTBY H3JaraeT €ro, ONMpasCh Ha 3HAHHUS TOJBKO OCHOBHOM
JUTEpaTyphl;
— JIOIYCKaeT HECYIIECTBEHHbIC OIIMOKN M HETOYHOCTH;
«yJIOBJIETBOPUTEIIHHOY o
— UCTIBITBIBACT 3aTPYAHEHUST B MPAKTUYECKOM NPUMEHEHUW 3HAHUM
«3aYTEHO)
HaIlpaBJICHUS,
— cJ1abo apryMeHTHPYET HayuHbIE MTOJI0KECHHUS,
— 3aTpyAHsieTcs B (OpMyITUPOBaHUU BBIBOJIOB H 0000IIIEHUI;
— YAaCTUYHO BJIAJICET CUCTEMOM CHEIUATU3UPOBAHHBIX MOHSITHH.
— oOyyJaronuiicss HE YCBOWJI 3HAYUTEIBHOM 4YacTH MPOTPaMMHOTO
MaTrepuana;
— IOMyCKaeT  CYIIECTBEHHbIE  OMIMOKM W  HETOYHOCTH  TIpH
«HEYIOBIIETBOPUTEIILHOY
PacCMOTpPEHHH MPOOJIEM B KOHKPETHOM HAIMPaBIICHUH;
«HE 3aUTEHOY

— MCTIBITBIBAET TPYIHOCTH B MPAKTHYECKOM IPUMEHEHNUN 3HAHH;
— HEe MOXKET apryMEeHTHPOBATh Hay4YHbIE MTOJIOKEHMUS;
— He (JOpMYIHPYET BBIBOJAOB U 0000IICHHH.

10.3. TunoBble KOHTPOJILHBIC 3a/IaHUS WIH WHBIC MAaTECPHAIBI.
Bompocsr (3agaun) asns sK3aMeHa mpeIcTaBiIeHb B Tabuie 15.

Tabnuna 15 — Bonpocs! (3agaun) 11 9K3aMeHa

Ko
Ne n/n Ilepeuenb BonpocoB (3a7au) i FK3aMeHa A
UHMKaTopa
Y4eOHbIM MJIaHOM HE IPEIYCMOTPEHO
Bompocsr (3amaun) s 3ageta / mudd. 3auera npeacraBieHsl B Tadauie 16.
Tabmuna 16 — Borpocs! a1 3aueTa
Kon
No mi/mm [Tepeuens BompocoB (3a1a4) s 3a4eTa
UHIMKaTopa
1 Hcnonp3oBanue aHammM3aToOpoOB NPOTOKOJIA J7is uccienoBanus | YK-1.3.1
Tpaduka CeTH U ero ONTUMHU3ALNH YK-1.V.1
2 Ananu3 Tpaduka M MPOU3BOAUTEIBHOCTH KOMITBIOTEPHOM OIIK-3.3.1
CETH OIIK-3.V.2




3 AHanu3 3arojoBKOB IPOTOKOJIOB [ BEIOOPOYHOTO Tpaduka OIIK-3.3.1
KOMIIBIOTEPHOM CETH OIIK-3.V.2

4 AHanu3 cTeka MpoToKoJa Ui epeaBaeMbIX cOOOIIEHUH (C OIIK-3.3.1
HCIO0JIb30BaHUEM aHanm3aropa nporokoaos WireShark) OIIK-3.V.2

3) IIpoTokoJibl, KOMIIOHEHTHI U TexHOoIoruu LAN. OIlK-4.3.1
IIpoTokobl, KOMIOHEHTHI U TeXHoJorun ONB.

6 Texnonoruu noctpoenust LAN u ONB OIlK-4.3.1

7 CucreMbl MOJEITUPOBAHUS KOMITBIOTEPHOU CETH. OIIK-3.3.1

OITK-4.3.1

8 CrangapThl NOCTPOCHHSI KOMIIBIOTEPHBIX CETEH OIlK-4.3.1

9 HNudopmanimoHnHbie pecypchl CTaHAAPTOB HHTEPHET, VK-6.B.2
CTaHJIapTOB YNPABJICHUS CETIMU

10 MopenupoBanue ceTelt (maKeThl MOJICITUPOBAHKS M aHAJIN3A) YK-2.B.3

11 PazpaboTka CKpUNTOB /17151 aBTOMATU3AIIUH OTIEPAIIHOHHOMN [IK-2.B.1
CHUCTEMBI

12 Hcnons30BaHue ONepalMOHHBIX CUCTEM U MHCTPYMEHTapUs YK-2.B.3

13 AHaJIN3 COBPEMEHHBIX TEHACHIIUN pa3BUTHS IIK-1.V.1
MH(GOPMAIIMOHHBIX TEXHOJIOTHIA

14 TexHonoruu NCKycCTBEHHOTO HHTEIIekTa Ha ocHoBe chatGPT | YK-1.V.1
CucTeMbl HCKYCCTBEHHOTO MHTEIUIeKTa Ha ocHOBe chatGPT

[lepeuens TeM nIsi KypCOBOTO IPOCKTHUPOBAHUS/BBITIONHEHUS KypCOBOW pabOTHI
MpeCTaBICHBI B Ta0mwmIe 17.

Tabnuna 17 — Ilepeyers TeM U1 KypcOBOTO IPOEKTUPOBAHMUS/BBITIOJIHEHUSI KYPCOBOM pabOTHI

No 1/ [TpuMepHBIii epedeHb TeM AJIs KypCOBOTO MPOEKTUPOBAHMS/BBIIIOTHEHUS
- KypCOBO1 pabOThI

Y4eOHbIM IIAHOM HE MPEAYCMOTPEHO

Bompocsl 111 mpoBeeHHsSI MPOMEKYTOYHOM AaTTeCTalluM B BUAE TECTHUPOBAHMS
IpeJICTaBICHBI B Ta0wmie 18.

Tabnuna 18 — IIpumMepHbIii nepeyeHb BOIPOCOB JIsl TECTOB

Tabmuna 18 — [IpumepHsbiii nepeyeHs BonpocoB Aiis TectoB 12.03.02 (2) ampens 2025

Konx

Ne n/mt | [IpumMepHbIi mepedeHb BOMPOCOB ISl TECTOB
MHAMKATOpa

Komnerennus YK-1 (texnosioruu WireShark)

1 Tun | IlpounTaiite TEKCT, BEIOEPUTE MPABUIIBHBIN OTBET U 3aIUILUTE VYK-1.3.1
apryMeHTbl, 000CHOBBIBAIOIIKE BHIOOp OTBETA:

Kakoii n3 MAC anpecoB OTHOCUTCS K IIMPOKOBEIIATEIbHBIM
88:88:88:88:88:88

AC:AC:AC:AC:AC:AC

00:00:00:00:00:00

FF:FF:FF:FF:FF:FF

11:11:11:11:11:11

2 tun | IlpounraiiTe TEKCT, BIOEpUTE MpaBUIbHBIE BapuaHThl oTBeTa U | YK-1.V.1
3aMUIINTE ApTYMEHThI, 000CHOBBIBAIOIINE BHIOOP OTBETOB!
Kaxkne n3 nprBeeHHBIX IPOTOKOJIOB ABJISIFOTCS IPOTOKOJIAMU
MapIIpyTU3aLHUN




RIP

OSPF

Frame Relay
ATM

PON

STM

3 Tum

[IpounTaiiTe TEKCT U YCTAHOBUTE COOTBETCTBHUE. K Kax 1011
MO3HIINH, TAHHOH B JIEBOM CTOJIOIE, TOJ0EpHUTE
COOTBETCTBYIOIIYIO MO3UIHIO B IIPABOM CTOJIOIIE:

Mexny nporokosiaMu 1 tTurioM PDU

Ethernet CoobuieHne
IP Cermeur
TCP ITaker
HTTP Kanp

YK-1.V.1

4 tun

[TpounTaiiTe TEKCT U YCTAaHOBHUTE MOCIEAOBATEIHHOCTb.
3anummTe COOTBETCTBYIOUIYIO TIOCIIEIOBATEIIEHOCTE OYKB ClleBa
HaIpaBo

[Tocne mpoOykaeHHs JOMAIIHEr0 KOMITBIOTEPA U3 PEXKIMa CHA
BBISICHIIIOCH, YTO OH HE BUIUT HEOOXOIMMBIH caliT B Opaysepe.
OnpenenuTs Mocie0BaTeIbHOCTD IPOLEAYPHI AUATHOCTUKH.

A) ects i [P anpec, B) ects u anpec DNS, B) padotaet jin
JIOMAIIHU# poytep, ') paboTrarot Jin Apyrue cepBepbl

VYK-1.3.1

5 Tin

[TpounTaiiTe TEKCT M 3aIUILNTE pa3BEPHYTHIN 000CHOBAaHHBIN
OTBET:

[Touemy JUIsl KOMIIBIOTEPHBIX CETEH ONACHBI
HIMPOKOBEIATENbHBIE TAKETHI?

VK-1.3.1

Kovmnerennus YK-2 (texnosornu PacketTracer+ OSI)

1 T

[TpounTaiite TEKCT, BBIOEPUTE IPABUIIBHBIN OTBET U 3alUILIUTE
apryMeHTbI, 000CHOBBIBAIOIIINE BHIOOpP OTBETA:

Yro Takoe FQDN?

-IIporokon mapupyTuzanuu

- [Tonneiit myts DNS umenu x pecypcy

- [Iporokoun 3amuThl HHGOPMAITUK TIPU BUPYCHBIX aTakax

- [Iponienypa ynpaBiieHHsI BAPTYalIbHBIMHU PECYPCAMH B CETH

- Tun 3ammmenHoi (aiaoBoit CUCTEMBbI

VK-2.V.3

2 TUII

[TpounTaiite TEKCT, BEIOEpUTE NMPaBUIbHBIC BADHAHTHI OTBETA U
3aMUIINTE apryMEHTbl, 000CHOBBIBAIOIINE BHIOOP OTBETOB:
JlokasibHass KOMIIBIOTEPHAsI CETh PA3pOCIIACh U B HEH CTajI0
OUYEHb MHOTO 0JIb30BaTeJIEH ¢ KOMIIBIOTEPAMHU.
HIupokoBematenbHbIi Tpapuk CHUKAET 3(PEeKTUBHOCTH pabOTHI
B ceTH. UTO MOXHO cJenaTh, YTOObl YMEHBIIUTDH BIUSHUE
IIMPOKOBEIIATEIBHOTO TpauKa (CHU3UTh €r0 HHTEHCUBHOCTH?

VK-2.B.3




A) 3aMeHUTH KOMIIBIOTEPHI N0JIb30BATENEN

b) 3amenuTh KOMMyTaTOp Ha OOJIEe MOIITHBIN

B) INocraButh BMecTo kommyTaropoB Hub (kontieHTpaTop),
') Pazienuth JOKaIbHYIO CETh HA MOJICETH MPU MOMOIIU
MaplIpyTU3aTopa

J1) Paznenuth TOKanbHYIO CETh HAa HECKOJIBKO BUPTYaTbHBIX
cereit VLAN

E) YcTaHoBUTH TOMOIHUTEIHHO CEPBEP ayTEHTU(DUKAIIIH

3 Tunm

IIpounTaiite TEKCT U yCTaHOBUTE COOTBETCTBHE. K Kak1011
HO3MLIMH, TAHHOH B JIEBOM CTOJIOLE, HOAOEepHUTE
COOTBETCTBYIOLIYIO MTO3ULMIO B [IPABOM CTOJIOLIE:

A) STP 1) IIporokon ¢aiinoBoii nepenaun

b) VLAN | 2) IIpoTokosn MapiipyTHU3auu

B) RIP 3) IIpoToKO JIOKaIbHON CETU KaHAJILHOTO YPOBHS
I') Ethernet | 4) IIpoTokou pa3peiBa neTenb B Konblax i LAN
) ftp 5) llpotokon paznenenuss LAN Ha BUpTyanabHbIE
CeTH

VK-2.V.3

4 tun

[IpounTaiiTe TEKCT U YCTAHOBUTE MOCIIEOBATEIBHOCTD.
3anuiuuTe COOTBETCTBYIOLLYIO ITOCJIEI0BATENIbHOCTh OYKB ClIeBa
HaIpaso.

CrpykTypa ycTtaHoBjeHUs cBs3u 10 npoTokony TCP Beirmsiaut
TaK: 3alpoC Ha COEMHEHUE, YCTAHOBJIEHUE CeaHca, mepeaaya
JIaHHBIX, OKOHYAaHHUE CEaHCa.

A) FIN cermenrt, b) SIN cerment, B) ASK cermenr, I)
ASK+SIN cermeHnT

VYK-2.B.3

5 Tin

[TpounTaiiTe TEKCT U 3aNMIIUTE Pa3BEPHYTHIH 000CHOBAHHBIH
OTBET:

Jl1s KakuX Lened UCIoJIb3yeTcss KOMMYHUKAMOHHAs
texHosorust DNS?

VK-2.V.3

Komnerenuus YK-6

1 T

HpO‘{HTaP'ITe TCKCT, BLI6epI/ITe HpaBHJIBHLIfI OTBCT U 3aIIUIIUTC
apryMeHTbl, 000CHOBBIBAIOIIKE BEIOOp OTBETA:

Kakas CHUCTCMA ITO3BOJIAICT MOACIINPOBATH pa60Ty
KOMITBIOTEPHOU CETH

- PacketTester

- WireShark

- Network Monitor

- Packet Tracer

- FrameTester

VK-6.Y.2

2 T

[TpounTaiite TEKCT, BEIOEpUTE NMPABUIbHBIC BADHAHTHI OTBETA U
3aMUIINTE apryMEHThI, 000CHOBBIBAIOIINE BHIOOP OTBETOB:

VK-6.3.2




K cucremam runepBu3opa OTHOCSTCS
- Wire Shark

- CISCO PacketTracer

- MS Hypertext

- VirtualBox

- VMWare

- Oracle

- MS Operation System

- KVM

3 Tum

IIpounTaiite TEKCT U yCTaHOBUTE COOTBETCTBHE. K Kak1011
HO3MLIMH, TAHHOH B JIEBOM CTOJIOLE, HOAOEepHUTE
COOTBETCTBYIOLLYIO MTO3ULMIO B [IPABOM CTOJIOLIE:

Kakas u3 TEXHOJIOTMi1 OTHOCUTCS K KaKJIOMy U3 THUIIOB
KOMIIBIOTEPHBIX CETEH

bash KomaniHbIl HHTEpIPETaTOP

atop TekcToBbIN pegakTop

grep YTunura npocMoTpa TEKCTOBBIX (ailyioB
chmod Komanpaa nyist usmeHenue mpas ais daiiina win
vim KaTayora

less KoHTpoIib coCTOSIHUS TPOLIECCOB

[Towck mabyioHa B TEKCTOBOM (aiisie

VK-6.Y.2

4 i

IIpounTaiiTe TEKCT U YCTAHOBUTE NIOCIIEIOBATEIBHOCTD.
3anuiuTe COOTBETCTBYIOLIYIO MOCIIEI0BATEILHOCT OYKB ClieBa
HaIrpaBo

[lepeuncnure MpaBUIBHYIO MOCIIEA0BATHILHOCTD MOJICH B KaJIpe
Ethernet:

A) FCS, b) IlpuamGyna B) Anpecnoe none I') mone nanubix /1)
T0JIe YIIPaBJICHUS

VK-6.V.2

5 Tin

[TpounTaiiTe TEKCT U 3aNUILNTE Pa3BEPHYTHI 000CHOBAaHHBIN
OTBET:
Uto Takoe BUpTyasibHasi MalllMHa?

VK-6.Y.2

Komnerennusa OIIK-3

1 T

[TpounTaiite TEKCT, BBIOEPUTE IPABUIIBHBIN OTBET U 3alUILIUTE
apryMeHTbI, 000CHOBBIBAIOIIME BHIOOP OTBETA!

Kakas yrunurta no3BosiseT Hoay4yuTh HHPOPMAIUIO O
KOJIMYECTBE IIPUHATBIX U IIEPEIaHHBIX IAKETOB KOMIIBIOTEPOM B
ceTn

- atop

- ping

- netstat

- process Explorer

- ipconfig

- tracert

OIIK-3.Y.2

2 T

[TpounTaiite TEKCT, BBIOEpUTE TPABHIIbHBIE BADUAHTHI OTBETA U

OIIK-3.Y.2




3aMUIIATE ApTYMEHTHI, 000CHOBBIBAIOIINE BHIOOP OTBETOB!

Kakue yTHINTBI TO3BOJISIET TTOIYYUTh HH(POPMAITUIO O 3a/IePIKKE
IIpY [IEpelayy [TAKETOB KOMIIBIOTEPOM B CETU

- atop
- ping
- netstat
- process Explorer
- ipconfig
- tracert
3 tun | [IpounTaiiTe TEKCT U YCTAHOBUTE COOTBETCTBUE. K Kax 01 OIIK-3.3.1
MO3HIINH, TAHHOH B JIEBOM CTOJIOIE, TOJ0EpHUTE
COOTBETCTBYIOIYIO TO3UIUIO B IPABOM CTOJIOLIE:
[TocTaBbTE COOTBETCTBUE EAUHULl U3MEPEHHUS
IIPOU3BOUTENILHOCTH JUIsl U3MEPEHUS
[lepenava kazpoB Ha KAHAJILHOM YpOBHE bps
[lepenava makeToB fps
[lepenaya OUT Ha PU3UIECKOM YPOBHE pps
[lepenaya cerMeHTOB Ha TPAHCIOPTHOM sps
ypoBHe (TCP)
4 tum OIIK-3.Y.1
[TpounTaiiTe TEKCT U YCTAHOBHUTE MOCIEAOBATEIHHOCTb.
3anummTe COOTBETCTBYIONUIYIO TIOCIIE0BATEIEHOCTH OYKB ClleBa
HaIpaBo
[Tpu nepenaun Qaiiia B KOMIBIOTEPHOH JIOKAJIbHON CETH
dopmupyeTcs 1enoyka creka npotokona. CocrtaBbTe
MPABWIBHYIO MOCJIEI0BATEIbHOCTD (UM CHU3Y BBEPX WM
CBEpXY BHH3) U3 MPEI0KEHHBIX HAOOPOB MPOTOKOJIOB.
3ameuanue: nHGOPMAITUS B 3a/IaHUH U30BITOUHA, TSI
COCTaBJIEHUS CTEKA HE BCE MIPEJIOKEHHBIE TPOTOKOJIBI
HCIIOJIb3YIOTCSI.
A) FrameRelay, b)Ethernet, B) FTP, I') STP, ) TCP, E)ARP
, ) IP, 3) UDP, ) RPC K) IPX
5 tun | IlpounTtaiiTe TEKCT U 3aMULINTE Pa3BEPHYTHIM 0O0CHOBaHHBIN OIIK-3.V.1
OTBET:
Kak onpenenuts, ¢ KakKUMHU y3J1aMU B JaHHBIH MOMEHT
YCTaHOBUJI CBSI3b Balll KOMIIBIOTED
Kommnerenuus OIIK-4 Virtual+OS
1 tun | IlpounTaiiTe TEKCT, BHIOEPUTE MPABUIBHBIA OTBET U 3aAMULINTE OIIK-4.VY.1

apryMeHTbI, 000CHOBBIBAIOIIME BEIOOP OTBETA!

OCHOBHOM CUCTEMOI, KOTOpasi MO3BOJISET CO3AaTh BUPTYAIbHYIO
MAIlIMHY, Ha3bIBAIOT

- TpaHCHUBEpP

- TUIIEPBU30P

- CYIIEpBHU30D




- TETJTIOBU30P
- KOHTEUHED

2 TUII

[IpounTaiite TEKCT, BBIOEpUTE IPABUIIbHBIC BADUAHTHI OTBETA U
3aMUIIATE ApTYMEHTHI, 000CHOBBIBAIOIINE BHIOOP OTBETOB!
OCHOBHBIMH pecypcam, KOTOpbIe HY)KHbl BUPTYaJIbHON MallliHe
SIBJISIFOTCS

- pa3Mep BUPTYaJIbHOTO IHUCKa

- pa3Mep MHCTAIUTSIIIMOHHOTO 00pa3a

- pa3Mep onepaTuBHOMN MaMsITH

- yacToTa Mpoleccopa

- KOJIM4ECTBO nepudepuitHbIX HUHTEpPeiicoB

- YUCJIO siZIep Mmpoleccopa

- pa3pelieHne MOHUTOpa

OIIK-4.3.1

3 Tum

[TpounTaiite TEKCT U ycTaHOBUTE cooTBeTcTBUE. K Kaxka0i
HIO3UINH, TaHHOM B JIEBOM CTOJIOLE, Tog0epuTe
COOTBETCTBYIOLYIO MTO3UIUIO B [IPABOM CTOJIOLIE:

Yro XPaHUTCA B KaXKJIOM U3 KaTaJIOIroB OHepaHHOHHOfI CHUCTCMBI
Linux

letc Hcnonmusiembie Qaiiibl,

/bin [Tonp30BaTeIbCKHE IPOrPAMMBI K OMOIHOTEKH
/home JloMaIHui JTUYHBIA KaTaJor,

Ivar [TepemeHHbIC TaHHBIC,

lusr Hacrtpoiiku n koHUTrypannoHHsie (aiibl

OIIK-4.3.1

4 tun

[TpounTaiiTe TEKCT U YCTAHOBUTE MOCIEA0BATEIBHOCTD.
3anuIuTe COOTBETCTBYIOLIYIO MOCIIE0BATEILHOCTL OYKB ClIeBa
HarpaBo

A) FIN naker, b) SIN maket, B) ASK naker (4To-T0O OTCBhLIaeTCS
JIBAXJ1bI)

OIIK-4.V.1

5 Tin

[TpounTaiiTe TEKCT U 3aIUILNTE pa3BEPHYTHIN 000CHOBAaHHBIN
OTBET:

[Touemy Linux omnepanuoHHasi cUcTeMa cUuTaercs 6osee
Oe3omacHoii, uem Windows

OIlK-4.V.1

Komnerennus OIIK-5 lokymeHTanus

1 T

[IpounTaiite TEKCT, BBIOEpPUTE IPABUIIBHBIN OTBET U 3alUILUTE
apryMeHTbI, 000CHOBBIBAIOIIME BHIOOP OTBETA!

Kakue koMIieKkchl cTaHIapTOB perjiaMeHTHPYIOT TPeOOBaHUS K
c(OpMHUPOBAHHUIO JOKYMEHTAI[MH HA MPOTPaMMbI?

- ECTH

- ECII/

- ECKI

- PUHII

- UIPAT

OIIK-5.V.1




-EI'CJJ

- CIIAC

2 tun | IIpounTaiite TEKCT, BEIOEpUTE NPaBUIbHBIC BADUAHTHI OTBETA U
3aMUIIATE ApTYMEHTHI, 000CHOBBIBAIOIINE BHIOOP OTBETOB!
Ham HeoOxoauMo cxaTh TEKCTOBbIE JaHHbIE, Kakol Gopmar
daiina OyneT COOTBETCTBOBATh TAKOMY TPEOOBaHHIO
pdf,
mp3,
zip,
rar,
odt
gif,
7z
8zz

3 tun | IIpounTaiiTe TEKCT U ycTaHOBUTE cooTBeTCTBUE. K Kax o
HO3UILIMH, TAHHOH B JIEBOM CTOJIOIE, Hoa0epHUTe
COOTBETCTBYIOILYIO IO3UIUIO B IIPABOM CTOJIOLIE:
Kakoli (hopmar JaHHBIX UMEET KaKoe pacIiiupeHue B Qaiiie?
wma I'padpuaeckue daiinsi,
mkv TexcToBbie
tar ApXUBBI
djvu Aynuo
odt Buneo
emf JlokymeHT

4 tun | IIpounTaiiTe TEKCT U YCTAHOBUTE MOCIEA0BATEIBHOCTD.
3anuiuTe COOTBETCTBYIOLIYIO MTOCIIE0BATEILHOCTD OYKB ClIeBa
Harpaso.
3anuImuTe MOPSIOK MOCIIe0BATEIFHOCTH YpoBHEH Moaenu OS|
RM chu3y BBepx. Eciam kakoro-To ypoBHs He CyLIECTBYET, TO He
yYKa3bpIBalTe.
A) ceancosblii, b) ceteBoii, B) Tpancnopthsiii )
npencrasienus /) npunoxenus E) puzngeckuit XK)
uHTepdeiicubiit 3) 6ezonacHsiit 1) apxuBuposanus K)
KaHaJbHbIN

5tun | IlpounTaiiTe TEKCT U 3aMUIINTE Pa3BEPHYTHI 0OOCHOBAHHBIN

OTBECT:

Yro obmero u B ueM otiimune popmata pdf ot hopmara djvu
JUTSL TOKYMEHTO000pOTa.

Komnerennus IMK-1




1 Tum

[TpounTaiite TEKCT, BEIOEPUTE MPABUIBHBIN OTBET U 3aIUILUTE
apryMeHThI, 000CHOBBIBAIOIINE BHIOOP OTBETA:

[Tpu noctymne k yaaieHHoMy pecypcy B lHTepHeT HeoOXxoaumo
umetb FQDN. Yto 310 Takoe?

- MAC aapec ynaneHHOro pecypca

- DNS aapec ynanennoro pecypca

- HOMep NopTa yAaJIeHHOTO pecypca

- IapoJIb JIs 1OCTYIA K yIaJEHHOMY pecypcy

- SSH ximrou myist mudpoBanus 3ampoca

IIK-1.V.1

2 TUII

[TpounTaiite TEKCT, BBIOEpUTE BCE MPABUIbHBIE BAPHAHTHI
OTBETA U 3aIUILIUTE aPTyYMEHThI, 000CHOBBIBAIOIINE BHIOOD
OTBETOB:

[Tpu noctyne k ynaieHHOMY pecypcy B HTepHeT nocTatodHo
3HATh

- MAC anpec ynaneHHOro pecypca

- DNS aapec ynanennoro pecypca

- HOMep NopTa yAaJIeHHOTO pecypca

- MapoJIb JIJISl AOCTYIA K yIaJIEGHHOMY Pecypcy

- SSH xutrou [t mugpoBaHus 3ampoca

- [P agpec pecypca

IIK-1.V.1

3 Tum

IIpounTaiite TEKCT U yCTaHOBUTE cOOTBETCTBUE. K Kak101
HO3MILIMH, TAHHOH B JIEBOM CTOJIOIE, HOoa0epHUTe
COOTBETCTBYIOLLYIO TO3ULMIO B [IPABOM CTOJIOLIE:

Kakas u3 TeXHOJIOTUI OTHOCUTCA K Ka)XKIOMY U3 THIIOB CETEBBIX
TEXHOJIOTMH MOJKIIFOUYEHUS K KOMIIBIOTEPHBIM CETSIM

A) Router | 1)I[ToaknroueHue K yiaqieHHOMY pecypcy ¢

b) VLAN | pernoHanbHbIM OTpaHUYE€HUEM Ha IOCTYI

B) NAT 2)[loaxnroueHune K JoMalIHe 0ecipoBOIHON ceTn
I') VPN c renedona

) WI-FI | 3) IlonkirodeHue K ylaieHHOMY KOMITBIOTEPY B
E) SSH peKUMe TEpMHUHAJIA

4) IloaxnroueHne K 3aKpbITON 00JaCTH B JTOKAJIbHOU
cett (LAN)

5) oaxmouenue k otaenbHoU [P moacern u3
JPYrou MOJCETH

6) Ionkmrouenue k cetu HTEpHET, €cu BB
MCIIOJIb3YETE YACTHBIE a/ipeca

IIK-1.V.1

4 tun

HpOHHTaﬁTe TCKCT U YCTAHOBUTC MMOCIICAOBATCIbHOCTD.
3anummuTe COOTBETCTBYIOIIYIO TTOCIIEIOBATEIFHOCTh OYKB ClieBa
HaIrrpaBo

VYKaXuTe NpaBUWIbHYIO ITOCIEA0BATEIBHOCTD MTOJIEW MPOTOKOJIA
UDP

A) Length, B) Destination Port ,B) Checksum, I') Data, 1)
Source Port,

IIK-1.V.1




5 tun

[IpounTaiiTe TEKCT U 3aNUIINTE Pa3BEPHYTHII 000CHOBAHHBIH
OTBET:

B yem npeumymiecTBo UCIMOIb30BaHUS 00JAYHBIX TEXHOIOTHIA?
W kakue OCHOBHBIC HEJIOCTATKU TAKUX PEIICHHI?

IIK-1.V.1

Komnerennus ITK-2

1 Tum

[IpounTaiite TEKCT, BBIOEpUTE IPABUIBHBIN OTBET U 3aUIIUTE
apryMeHThI, 000CHOBBIBAOIIINE BEIOOpP OTBETA:

Kakoe u3 ycTpoiicTB pa3enser KOMIbIOTEPHYIO CeTh Ha
noacetu Ha ocHoBe [P agpecos

- penutep

- MOCT

- KOMMYTAaTop

- MapuIpyTU3aTOP

- IUTIO3

- TCPMHUHATOP

IIK-2.B.1

2 THUII

[TpounTaiite TEKCT, BBIOEpUTE IPABUIIbHBIE BADUAHTHI OTBETA U
3aIlUIINTE apTyMEHThI, 000CHOBBIBAIOIINE BBIOOP OTBETOB!

Jns nmoctpoenus cetu LAN Moryt ucnosiab30BaTbest
CIEAYIOIME KOMMYTallHOHHBIE YCTPOMCTBA

- penutep

- MOCT

- KOMMYTAaTop

- MapuIpyTU3aTOP

- IIIJTF03

- BBITIPSIMUTEITb

- TEPMUHATOP

- CTa0MIIN3aToP

I1K-2.B.1

3 Tum

[TpounTaiite TEKCT U yCTaHOBUTE COOTBETCTBUE. K Kaxmoit
MO3UIIMH, TAHHOM B JICBOM CTOJIOI1IE, TOA0EepUTe
COOTBETCTBYIOIIYIO TTO3UITUIO B TIPABOM CTOJIOIIE:

Kaxkas u3 TeXHOJIOTHI1 OTHOCUTCS K KaKJIOMy U3 THUIIOB
KOMIIBIOTEPHBIX CETEMN

SLAN I1K-2.B.1
WLAN
WAN
LAN

IIK-2.B.1

4 tTun

[TpounTaiiTe TEKCT M YCTAHOBUTE NOCIIEA0BATENBHOCTD.
3anuImTe COOTBETCTBYIOLIYIO MOCIIE0BATEILHOCTE OYKB ClIeBa
HarpaBo

Kakomy ypoBaio mozenu OSI cooTBeTCTBYET Kakoe yCTPOHCTBO:

buznuecKuil, KaHAIBHBIA, CETEBOU.
Ycerpoiicta: A) router, b) Hub, B)switch

I1K-2.B.1




S Tun [1K-2.B.1
[IpounTaiiTe TEKCT U 3aIUIINTE pa3BEPHYTHIII 000CHOBAHHBIM
OTBET:

Kakue ocHoBHbIe TUIbI VLAN UCIIONB3YIOTCS B KOMITBIOTEPHBIX
CETSX Ha KaHAJBLHOM YpPOBHE

[Tpumeuanue x Tadm. 18 - Cucrema oneHUBaHUS

1 tum) 3amanue KOMOWHUPOBAHHOTO THIA C BBHIOOPOM OJHOTO BEPHOTO OTBETa W3
YeThIpeX MPEAJIOKEHHBIX U 000CHOBAHUEM BbIOOpA CUUTAETCS BEPHBIM, €CITU MPABUIBHO
yKazaHa nudpa ¥ TpUBEIEHBI KOHKPETHBIC apTyMEHTHI, HCIOIb3yeMbIe TPH BBIOOPE
orBera. [lomHOE coBmajieHHWe C BEPHBIM OTBETOM OlLlIeHHMBaeTcs 1 0OaiioM, HEBEpHBIM
OTBET WJIH €ro oTcyTcTBUE — () OaIIOoB.

2 tun) 3ajaHue KOMOMHUPOBAHHOTO THIIA C BEIOOPOM HECKOJIBKMX BAPHMAHTOB OTBETA U3
NPEUIOKEHHBIX W Pa3BEpHYTHIM OOOCHOBAHHMEM BBHIOOPA CUMTAETCS BEPHBIM, €CIIH
NPaBWIBHO YKa3aHbl U(PHI U NPUBEICHB KOHKPETHBIE apIYMEHTBI, UCIIOJIb3YEeMbIE TTPU
BeIOOpE 0TBETOB. [losTHOE COBMajieHNE ¢ BEPHBIM OTBETOM OlLieHHBaeTcs 1 Oaiuiom, eciu
JIOTIYIIIEHBI OITMOKH WJIM OTBET OTCYTCTBYeT — O GaioB.

3 Tum) 3agaHue 3aKpbHITOrO THIA HA YCTAHOBJIEHHUE COOTBETCTBUS CUHUTAETCS BEPHBIM,
€CII  YCTAaHOBJIEHBI BCE COOTBETCTBUS (HNO3MLIMHM U3 OJHOTO CTOJNOIA BEpPHO
COMNOCTABJICHBI ¢ MO3UIUSMHU APYroro croidua). [lonHoe coBnaseHne ¢ BEpHBIM OTBETOM
otieHuBaercs | Gaymiom, HEBEpHBIM OTBET MK ero oTcyTcTBUE —) OayioB

4 Ttum) 3agaHWe 3aKpBHITOTO THIA HA YCTAHOBJIEHWE IOCIEAOBATEILHOCTH CUUTAETCS
BEPHBIM, €CJIM MIPABUIBHO yKa3aHa Bcs Mocien0BaTeNbHOCTH 1udp. [lomHOe coBmangeHue
C BCPHBIM OTBETOM OLCHUBACTCA 1 6aJ'IJ'IOM, €CJIM JOIMyUICHBI OIIHOKHU nin OTBET
orcyTcTBYyeT — () 6ayioB.

5 Tum) 3agaHuie OTKPHITOIO THUIMA C Pa3BEPHYTHIM OTBETOM CUYHUTAETCS BEPHBIM, €CIH
OTBET COBIAJACT C 3TAJOHHBIM II0 COACPXKAHUIO W MOJTHOTE. [IpaBUiIbHBIA OTBET 3a
3aJaHue OIlEHMBAeTCs B 3 Oaiia, eciad JOMyIleHa OJHa OIMOKa \HETOYHOCTh \ OTBET
NpaBUIbHBIN, HO HE MOJHBIM - 1 Oami, ecnu gomymieHo Oojee 1 ommOku \ oTBeT
HeMpaBWIbHBINA \ 0TBET OTCYTCTBYET — () OasIOB.

10.4. TlepeueHbp TeM KOHTPOJBHBIX PadOT MO JUCHUIUIMHE OO0YyJaromuXxcs 3a04HOU (HOpMBI
oOydeHus1, IpeICTaBICHbI B Ta0mie 19.

Tabmuua 19 — IlepeueHb KOHTPOJIBHBIX paboT

No /it [TepedeHp KOHTPOJIBHBIX PabOT

He npenycmorpeno

10.5. Meroguueckue  Marepuaibl,  ONPEACISAIONIME  TPOIEIyphl  OICHUBAHUS
UH/IMKATOPOB, XapaKTEpU3YIOIIUX dSTanbl (HOPMUPOBAHHMS KOMIIETEHLUH, COAEpKarcs B
JOKaJIbHBIX HOpMaTUBHBIX akrtax [VYAIIL, peraMeHTHpYOIUX TMOPSAOK W MPOUEAYPY
IPOBEICHUS TEKYILEro KOHTPOJIS YCIIEBAEMOCTH U MPOMEXYTOYHON aTTeCTalluu O00Yy4aroluXcs
I'VAIL

11. Mertoaudeckue yKazaHus Uit 00YJarOIIUXCs IO OCBOCHUIO TUCITUTLIAHEI




11.1. Meroauueckue ykazaHus A OOy4aroIUXcs 10 OCBOCHHIO JIEKIIMOHHOTO
MaTepuana

OcHOBHOE Ha3HA4Y€HHE JIEKIIMOHHOTO MaTepuajia — JIOTUYECKH CTPOMHOE, CHUCTEMHOE,
riyOoOKoe U sICHOE WU3JIoKEeHMe yueOHoro marepuana. Ha3HaueHue COBpEeMEHHOM JieKLuu B
paMKax IUCIMIUIMHBI HE B TOM, YTOOBI MOJYYUTHh BCIO MH(YOPMALHMIO 1O TEME, a B OCBOCHUU
(GyHAaMEHTaIbHBIX MpoOJEeM JUCLUIUIMHBI, METOJOB HAy4yHOro II03HaHMS, HOBEHIIMX
JOCTIDKEHUI Hay4HOH MbIciu. B yueOHOM mporecce JEKIUs BBIMOIHAET METO0JIOTHYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKIMU. JIeKIus packpbIBaeT NOHATUIHBIN anmapar
KOHKPETHOW o0siacTH 3HaHUs, €€ MpoOJIeMbl, JaeT LEJIbHOE IMPEICTaBICHUE O AUCIUILIMHE,
IIOKa3bIBAET B3aUMOCBS3b C IPYTUMU JUCLUAIIIIMHAMM.

[InaHupyeMble pe3ynbTaThl IPU OCBOEHUU 00YYarONIMMHKCS JEKIIMOHHOIO MaTepuaa;

— IIOJIy4YCHUE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBS3aHHBIX 3HAHUW, YpPOBEHb
KOTOPBIX ONPEAEIISIETCS LEJIEBOW YCTAHOBKOM K Ka)KJI0M KOHKPETHOM TEME;

— TIOJIyY€HHE OTIBITa TBOPUECKOI pabOThl COBMECTHO € MPENOIaBaTEIECM;

— pasBuTHEe TPOPECCHOHATBHO-IENOBBIX  KAauyecTB, JIIOOBM K TPEAMETYy W
CaMOCTOSITEJIBHOTO TBOPYECKOI'O MBIIITICHHUS.

— MOsBJIEHUE HEOOXOAMMOro HHTEpeca, HE0OXO0AUMOTO Uil CAMOCTOSITEIbHON pabOThI;

— TIOJy4Y€HHE 3HAHUH O COBPEMEHHOM YPOBHE pAa3BUTHS HAyKM U TEXHUKU U O
IIPOrHO3€ UX Pa3BUTHsI HA OJIMKalIlne Tobl;

— Hay4dUTbhCS METOJMYECKH 0OpadarbiBaTh MaTepuan (BBIACIATH TIABHBIC MBICITH H
IIOJIOKEHUSA, IPUXOAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATH HUX B  Pa3IMYHBIX
(bopMyIupoBKax);

— TOJIy4eHHE TOYHOTO TIOHUMAaHHUS BCEX HEOOXOIUMBIX TEPMUHOB U TIOHSTHA.

JlekuMOHHBI MaTepHUa’d MOJXKET COINPOBOXKAATHCS JIEMOHCTpalUMed  CIalIoB U
UCIIOJIb30BAaHUEM pa3JaTOYHOrO0 MaTepuaja IpU IPOBEIEHUU KOPOTKHX JUCKYCCUHl 00
0COOEHHOCTSX MPUMEHEHUS OTJEJIbHBIX TEMATHK 10 TUCLUILIIMHE.

CrpyKTypa npeiocTaBieHus JeKIIHOHHOI0 MaTepuaa:

Jlexuust COCTOMT M3 BBOJHOM 4YacTH, OCHOBHOM YacTU U 3aKIIOYUTEIBHOW YaCTH.
BBongHas yacTh COIEpXKMUT BCTYIUIEHHE U BBeAEHHE. BceTyruieHue conepkuT OoObsBIECHHE
TeMbl, Ilefieil y4yeOHbIX BONPOCOB M JIUTEpaTypbl MO TeMme 3aHATHA. Bo BBeneHUM
00CYKJAI0TCSl aKTYalbHOCTh TE€MBI, POJIb U MECTO JAHHOW TeMbl B Y4EOHOH IUCIMILIMHE,
CBSI3b C JIPYTMMH JUCHUIUIMHAMHU U ¢ OyayIiel npodeccuoHanbHOMN e TeNbHOCTBIO.

B ocHOBHOI yacTH M3J1araeTcsi Marepuai 1o TeMe JIEKIHUH. B 3aKiIounTenbHOM 4acTh
HOJBOJATCS OOIIME UTOTH 3aHATH. JlatoTcs OTBETHI HA BOIPOCH! 00YYaOLINXCS.

Jlexuus 1. [Monarue nnpopmanyu. SuTponus. TeXHOIOTUU ONMUCAHUS B3aUMOJICHCTBUS

CUCTEM B KOMIIBIOTEPHOU CETH

—  Jlexuusa 2. TexHONOrMM TPAaHCIIOPTHOTO M CETEBOTO YpoBHEN. IIpoToKOIEI cemeiicTBa
TCP\IP. Ormenka mpoU3BOAUTEILHOCTH CETH

— Jlexmus 3. CereBble TexHonoruu nocrpoenus LAN, ONB.

— Jlexmus 4 Ceresble TexHogoruu noctpoeHuss CN, WAN .

— Jlexmus 5. TexHonmoruu yrnpasjieHHs IOTOKAMH Ha CETEBOM yYpOBHE (aapecanus,
KoMMyTanus, Mapmpyruzanus )

— Jlexnus 6. Texnonoruu ynpasnenus notokamu VPN, u DNS. Texnonorun WAN u CKC.

— Jlekuus 7. TexHoNOrMu aBTOMAaTU3aLUH [T onlepallioHHbIX cucteM. Ckpuntsl 1 PowerShell

— Jlexmus 8. Texnonoruu Buptryanusanuu VirtualBox. Linux OS.

—  Jlekmusa 9. Texuonornm asroMatusanuu Linux Bash.

11.2.Meronuyeckue yKka3zaHus JIJIsl 00ydJaronIuXcs IO BBITOJIHEHUIO J1a00paTOpHBIX paboT



B xoxe BemonHeHus 1abopaTOpHBIX pabOT OOyYaIOMUNUCS JOJDKEH YIIyOWTh |
3aKpEeNUTh 3HAHMS, NPAKTHUYECKUE HABBIKU, OBJIAJETh COBPEMEHHOM METOAMKONM U TEXHUKOU
9KCIIEPUMEHTa B COOTBETCTBHHM C KBaJIHU(UKAIUOHHON XapaKTEPUCTHUKON OO0YyYaroIerocs.
Brimonnenue nabopaTOpHBIX pabOT COCTOMT U3 3KCIIEPHUMEHTAbHO-TIPAKTUYECKON, pacyeTHO-
QHAJIMTUYECKOM YacTel U KOHTPOJIbHBIX MEPOIIPUATHIA.

Brimonnenue 51abopaTopHBIX pabOT OO0YyYarOIUMCS SIBJISETCS HEOTHEMJIEMOM YacThIO
U3YYEHUS JUCIUIUIMHBIL, ONpeesseMoil y4eOHbIM IUITAaHOM, M OTHOCUTCS K CpelCTBaM,
00€CTIeYNBAIOIIUM PEIICHUE CIETYIONUX OCHOBHBIX 33]a4 00y4aromerocs:

— TpUOOpeTeHHE HaBBIKOB MCCIEAOBAaHUSA IPOLECCOB, SBIEHUHM U OOBEKTOB,
M3Y4aeMbIX B paMKax JJAHHOW JUCIUILIMHBI,

— 3aKpeIuIeHHEe, Pa3BUTHE U JeTaln3alls TEOPETUUYECKUX 3HAHMM, IMOJIyYEHHBIX Ha
JEKLMSIX;

— TOoJy4YeHHe HOBOM MH(OpPMALMU 110 U3y4aeMON AUCIUILIUHE;

— TpuoOpeTeHre HABBIKOB CaMOCTOSITEIBHON pabOThl ¢ MPOrpaMMHBIMH CHUCTEMaMHU U
UH(POPMALMOHHBIMH TEXHOJIOTHSIMH.

3amanue U TpebOBaHUA K IIPOBEAEHUIO 1a00PaTOPHBIX padoT

K BBINOJIHEHUIO J1a00OpPaTOPHBIX pPAa0OT CTYACHTHI JOMYCKAIOTCS TOJBKO IOCIE
HpOBepKI/I HpeHOI[aBaTeJIeM UX IIOATIOTOBJICHHOCTH. HpI/I BBITIIOJIHCHUHN pa60T IOJI>)KHBI
coOIroAaThCs MpaBuiia TEXHUKHA O€30IMaCHOCTH MPH padOTe ¢ NEPCOHATBHBIM KOMITBIOTEPOM.
CTYZ[CHT BBIITIOJIHACT KOMHI)IOTCPHOG MOI[GJ'II/IpOBaHI/Ie B COOTBCTCTBHUU CO BCCMU HyHKTaMI/I
METOIUYECKUX yKazaHui. OTueT, coaepKaiuil pe3yinbTaTbl padOThI, 3aLIUIIAECTCS CTYCHTOM.

K caadye 3aucrta 1Mo JUCHUINIMHC JOIMYCKAaroTCA CTYACHTBI, BBIIIOJHHUBIINC BCC
J'Ia60paTOpHI>Ie pa6OTBI, npeaAyCMOTPCHHBIC y‘Ie6HBIM IIJTaHOM AJMCHMIIIIMHBI, U1 3alllIUTUBIINC
110 HUM OTYCTHI.

CrpykTypa 1 dopma oTdeTa 0 1a00paTopHOii paboTe
OT4eT 0 BBIMOJHEHUH JabOpaTOPHOI pabOTHI JOJIKEH COJEPIKATh:
— TUTYIbHBIHI JTUCT;
— KpaTKoe M3JI0KEHHUE TEOPETUIESCKOTO MaTepraa;
— pe3yNbTaThl BHIOJHEHHBIX 3aaHHIA;
—_ I/IHI[I/IBI/I)IyaHI)HOG 3aJaHUC,
— BBIBOJIBL.

TpeboBanus K 0ohopMIIEHHIO OTYETA O JIAOOPATOPHON paboTe

OT4eT O BBIMOJHEHHBIX paboTax OGOPMISETCS KaKIbIM CTYIACHTOM H JOJDKEH OBITh
MPEJICTAaBICH MPENOoAaBaTeNi0o B DJJIEKTPOHHOM BHUIE W pa3MeIlleH B JUYHOM KaOuHeTe
CTYyJICHTA.

Ha tutynpHOM nucTe crieqyeT yka3zaTh Ha3BaHUE YHUBepcUTeTa u Kadenpsl, roa, PO
CTYHGHTa 158 HpeHOI[aBaTCJ'ISI, CIICOUAJIBHOCTL N rpynny, a TaKXXE Ha3BaHUC AUCLUIIINHBI, I10
KOTOPOW BBITIOJTHEHBI 1a00paTOpHBIE PaOOTHl U HAUMEHOBAHUE TEMBI paOOTHI.

BKCHepI/IMeHTaHBHBIe nu paCI-IGTHBIC JaHHBIC CJ'IC}IyeT O(l)OpMJ'I?ITI) B BHIC Ta6J'II/IH,
rpaduKoB B COOTBETCTBUH C YKa3aHUSIMHU, IPUBEICHHBIME B onmucaHusx pabot. Ha rpadukax
BHM3Y JOJKHBI OBITh MPUBEIEHBI MPUHATHIE 0003HAYCHUS M CCHUIKM Ha TaOymibl. Kaxmpii
OyHKT OTYeTa, MOMHMO TaOmuil U TpaduKOB, JOKEH COAEpKATh KpaTKoe OOBsSCHEHHE
MOJTYYEHHBIX PE3y/IbTaTOB C BBIBOJOM O TIPOJICIIAHHOM padoTe.

I[Ipu cpgaue 3adera CTYAGHT JOJDKEH 3HAaTh OCOOEHHOCTH  MCTOJIh30BAHUS
KOMIIBIOTEPHBIX ~ MPOrpaMM, YMEThb OOBSICHUTH CXEMBbI, IIOJIydeHHble B IpoIecce
HKCIIEPUMEHTOB TIPU KOMITLIOTEPHOM MOJICTUPOBAHUH.

11.3. MeToauueckue yKazaHus sl OOYYAIOIIUXCS TT0 TMPOXO0KACHUI0 CAMOCTOSATEIHHON
paboThI



B xone BbIMOSHEHUSI CaMOCTOSTENHHOW pabOThI, 00yJarONTUCs BBHITOIHAET PaboOTy 1O
3aJJaHUI0 ¥ TIPU METOJUUECKOM PYKOBOJCTBE IMPENoaBaTelisi, HO 0e3 ero HEemocpeJICTBEHHOTO
YUYaCTHSI.

Jiis oOydarommxcsi 1Mo 3a04HOM (opMe OOy4eHHs, CaMOCTOSTENbHAs padoTa MOXKET
BKJTIOYATh B CE0s1 KOHTPOJIBHYIO padoTy.

B mporiecce BBIMOTHEHHSI CaMOCTOSITENILHON paboThl, y oOydaromierocst (GhopMupyercs
nenecooOpa3Hoe MIaHUPOBaHUE pabouero BpEMEHH, KOTOPOE MO3BOJISET UM Pa3BUBATh YMEHUS
N HABBIKM B YCBOCHHMHU W CHCTCMATHU3ALIUA HpI/IOGpeTaCMBIX 3HaHI/If/'I, 06CCHC‘-II/IBaeT BBICOKHH
YPOBEHb YCIIEBAEMOCTH B TIEpUOJ OOYUYEHHs, IOMOTAeT IIOJIyYUTh HABBIKH ITOBBIIICHHUS
po(hecCHOHATLHOTO YPOBHSL.

MeroauyeckiMH ~ MaTepuallaMH,  HampaBJSIONIMMU  CAMOCTOSITENIbHYHO — paboTy
00yJarouuxcs SABISIOTCS:

—  y4eOHO-METOMYECKUI MaTepHal 1Mo JUCIUILIHHE;

— METOJIUYECKHE YKa3aHHUs MO BBIMOJIHEHUIO KOHTPOJIBHBIX pa0oT (Ui 00ydYarommxcst
10 3204HOM (hopme 0OyueHHs).

11.4. Metoauueckie yKazaHusl JUIsl OOYyYaroIIMXCS IO MPOXOXKICHUIO TEKYILIETro
KOHTPOJISl YCIIEBAEMOCTH.

Texkymuii KOHTPONb YCIEBAaEMOCTH MpEAyCMaTpUBAEeT KOHTPOIb KadyecTBa 3HAHUI
00ydJaroumxcs, OCyIIECTBISIEMOTO B TEUEHHE CEMECTpa C IIEJIbI0 OIICHUBAHUSA XO0/1a OCBOCHUS
JIUCILIUILINHEL.

VYcnoBueM yCHENIHOrO 3aBEPLICHHs] W3Y4YEHHUS JIUCLUILIMHBL SIBJISECTCS BBIIIOJHEHHE
MPEyCMOTPEHHBIX Y4EOHBIM IIJIAHOM BBITIOJIHEHUS Ta00paTOpHbIX paboT. CPOKU OTYETHOCTH
1o 1abopaTOpPHBIM pabOTaM yCTaHABIMBAIOTCS NPU BBIAYM 33/JaHUS B JIMYHOM KaOWHeTe.
KonTposb 3a BeimosHeHHEeM J1a00paTOpHBIX paboT MPOU3BOAUTCS B KOHIIE KaXKIOT0 MECsIa.

KoHTpousb O11eHKH 3HaHHWN IPOU3BOAMTCS 10 pe3yibTaTaM KOHTPOJIBHBIX MEPOIPUATHM:
TECTUPOBAHUS U CIAYU 3a4eTa.

TecTupoBaHue MPOBOANUTCA OTAEIBHO 110 TEOPETUYECKUM BOMPOCAM M IO IMTPAKTHUYECKUM
HaBBIKaM TP 3aIIUTE OTYETOB MO JabopaTopHbIM paboraM. TecTupoBaHHUE MO TEOPETHUYECKUM
BOIIPOCAM IPOBOJUTCS IPENOAABATEIEM II0 BOIIPOCAM, IPEACTABICHHBIM B METOAUYECKUX
yKa3aHUsX K jJabopaTopHbIM paboTaM. TecTHpoBaHME NMPHUOOPETEHHBIX HABBIKOB MpPOBEpSIETCA
IIPU BBITIOJIHEHUU KOHTPOJIBHBIX 3aJjaHUi JTaOopaTOPHBIX padoT

11.5. Meroauyeckue ykazaHus JJsi OOYYArOIIMXCS MO MPOXOXKIECHUIO MPOMEXYTOUHON
aTTECTALlNH.

[Ipomexyrounas  arrecranus  oOydarlolIUXcsl — MpeAycMaTpUBaeT  OLIEHHWBAaHUE
IPOMEXYTOUHBIX M OKOHYATENIbHBIX Pe3yJbTaToB 00yueHHs mo aucuuruinHe. OHa BKIIIOYAET B
ce0s1 3a4er.
3ayer — 3TO (GopMa OLEHKU 3HAHMMH, MOJYYEHHBIX OOyYarOIIMMCS B XOJ€ M3yueHHs y4eOHOH
JUCIUIUIMHBI B LEJIOM WIM TPOMEXKYTOUYHas (IO OKOHYAHWM CEMECcTpa) OIEHKa 3HaHUMU
00y4aromuMcs 0 OTJENbHBIM pasjesiaM AUCHUUIUIMHBI ¢ aTTECTAl[MOHHOM OLIEHKOM «3a4TeHO»
WIH «HE 3aU4TEHOY.

buner Tteopermueckoro Kypca K 3a4eTy COJEP)KHUT JBa BOMNpPOCA: TEOPETUYECKUM U
MPaKTUYECKUH (3a/1aHHE).

Hcnonb3yercss KOMOMHHpOBAaHHAs IPOBEpPKa — COYETAaHHE IHUCHbMEHHBIX M YCTHBIX
OTBETOB Ha BOIIPOCHI.

- OneHka “3auTeHO” BCTaBISETCA B Cllydae, KOTJa CTYAEHT TBEPAO 3HAET
MaTepuai, FpaMOTHO U 10 CYLIECTBY M3JIaraeT €ro, He JOMYyCKas CYIIECTBEHHBIX HETOUHOCTEN
B OTBETE€ Ha BOIIPOC; BCE MPEAYCMOTPEHHbIE MPOrpaMMOil OOyueHUs! 3aJaHusl BBINOJIHEHBDI,
KaueCTBO UX BBIIIOJIHEHHUS JOCTATOYHO BBICOKOE.

- Onenka “He 3auTeHo” BcTaBiseTcsi B cilydae, KOIZa CTYJEHT HE 3HAET



3HAYUTENIbHOM YacTH MaTepHana, JOIyCKaeT CYIIECTBeHHbIE OMIMOKH B OTBETaX Ha BOIPOCHI;
MPEeIyCMOTPEHHBIE TPOrpaMMOil OOydYeHUs 3aJaHusi HE BBINOJNHEHBI, KauyeCTBO WX
BBITMIOJTHEHHS! OLIEHEHO YUCIIOM 0ailyioB, OJM3KUM K MUHUMAaJIbHOMY.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




