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AHHOTaUs

Hucuumnuna «KopnopaTuBHas 3amuTa OT BHYTPEHHHX YIpo3 HHGOpMalMOHHON
0€30MacHOCTH» BXOJHUT B 00pa30BaTEIIbLHYIO MPOTPaMMYy BBICIIETO OOpa30BaHUSI — MPOTPAMMY
OakanaBpuaTa o HaIpaBJICHUIO MMOATOTOBKH/ CIELMATBbHOCTH 11.03.02
«MHPOKOMMYHHUKAITMOHHBIE TEXHOJIOTHU U CHCTEMBI CBS3U» HampaBieHHOCTH «[IporpamMmHO-
3amuIeHHbIe THGOKOMMYHUKaUKy. Jluciummmaa peanusyercs kadeapoit «Ne33».

JlucuuminHa HareneHa Ha (GOPMHUPOBAHKE Y BBIMTYCKHUKA CIIEIYIOIIUX KOMITETCHIIUNI:

[TIK-7 «KoprnopaTuBHasi 3aiTa OT BHYTPEHHUX YIp0O3 HHPOPMAIIMOHHON 0€30IacCHOCTHY

Copepxanue TUCIUILIMHBI OXBATHIBAET KPYT BOIPOCOB, CBSA3AHHBIX C BEIOOPOM pEIICHUN
10 MCTOJIb30BAaHUIO CUCTEM 3aIIUTHI HH(GOPMAIUU OT BHYTpeHHUX yrpo3 DLP IWTM.

[IpenogaBanue AUCHUILIMHBI MPEAYCMATPUBACT CICAYIOIIHE (QOPMBI OpraHU3aAlHUU
yueOHOro Impoliecca: JIEKIHH, 1adopaTopHble paboThl, caMOCTOsITeNbHAsL paboTa 00y4aroIIerocs.

[IporpamMmmoit AMCHUIUIMHBI MPEAYCMOTPEHBI CIEAYIONIME BHUAbI KOHTPOJIS: TEKYIIUH
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHAsI aTTeCTaIUs B opMe dK3aMeHa.

OO0mas TpyA0eMKOCTh OCBOSHUS AWCIMILTUHBI COCTABISET 3 3aUeTHBIX eAuHMIBI, 108
4acoB.

S3bIK 00yUYeHUs 10 AUCIHUILUINHE «PYCCKUH »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHUS 1O JUCIUTIINHE

1.1. Tlenu npenomaBaHus JTUCITUTUTMHBI

Henpro peanuzanuu MporpamMMmbl SIBJISIETCS COBEPLICHCTBOBAHME W (WJIM) TOJyYCHHE
HOBOW KOMIIETEHLIUH, HEOOXOIUMOHN g NpodecCHOHANbHOW NEATEIbHOCTH, C Y4ETOM
cnenuduKanuyu craHgapra Bopmackmwic mo kommnereHnuu «KopropaTuBHas 3ammra  OT
BHYTPEHHUX Yrpo3 HHPOPMAIIMOHHOI 0€3011acCHOCTH Y.

1.2. JlucummimHa  BXOJUT B  COCTaB  4YacTH, (OPMUPYEMOH  ydaCTHHUKaAMHU
00pa3oBaTeNbHbIX OTHOIICHUH, 00pa30BaTENIbHOI MpOorpamMMbl BhICIIEr0 00pazoBaHus (najnee —
OIl1 BO).

1.3. IlepeueHb MIaHUPYEMBIX PE3YJITATOB OOYUEHUS MO AUCLUHUIIIMHE, COOTHECEHHBIX C
IUIaHUpYyeMbIMH pe3ynbratamu ocBoeHus OIT BO.

B pesynbraTe u3yueHus AMCHUUILIMHBI OOYYAIOUIUICS NOJDKEH 00JanaTh CIEAYIOUUMU
KOMIIETCHIIMSIMH WM WX 9acTMH. KOMIIETeHIIMM ¥ UHIUKATOPHI UX JOCTUKCHHUS IPUBEICHEI B
Tabymue 1.

Tabmuna 1 — [lepeueHs KOMNETEHIINI U MHAUKATOPOB UX JTIOCTHXKEHUS

Kon u
Kareropus (rpynna) Kon u HauMeHOBaHWE UHIMKATOPA JOCTUKEHUS
HanNMEHOBaHUE

KOMIICTCHIIUN KOMIICTCHIIU
KOMIICTCHIIUHU

[IK-7.3.1 3HaeT npuHLIUIIBI TPOSKTUPOBAHUS
CUCTEMBI KOPIIOPATUBHOM 3aIUTHI OT
BHYTPEHHUX YIpO3

[1K-7.3.2 3HaeT OCHOBHbIE (PYHKIIUU CUCTEMBI
DLP IWTM

[1K-7.3.3 3HaeT TeXHOJIOTHH aHaau3a Tpaduka
pH paboTe NOIUTHUKAMHU UH(POPMAIIHOHHOM
[K-7 0€301aCHOCTH B CUCTEME KOPIIOPATUBHOM
Kopnoparusnas 3aIuThl HH(QOPMALIUN

[TpodeccuonanpHple | 3amuTa OT [IK-7.Y.1 ymeer pa3pabarbiBaTh NOJUTHKU
KOMIIETEHILIUH BHYTPEHHHUX YIpO3 JETEKTUPOBAHUS 1 OJIOKHPOBKU YTEUYEK C
MH(pOpMaLIOHHON ncrnons3zoBanueM DLP-cucrem

0e30macHOCTH I1K-7.VY.2 ymeer paborats B DLP-cucreme ¢
COOBITHUSIMHU, 3aIIPOCAMHU, OOBEKTAMU 3aIUTHI,
MIOJINTUKAMH, CBOJIKAMM, BUJDKETaMH, IIEPCOHAMH
[TIK-7.B.1 BnageeT HaBbIKaMHU YCTAaHOBKH U
KoHurypuponanus cucreM DLP IWTM
[1K-7.B.2 BnaseeT HaBbIKaMU cO3/1aHus (HUIBTPOB
JUIS aHAJIM3a [epexBaueHHOTo TpadukKa u
BBISIBJICHHBIX MHIUJICHTOB

2. Mecro nuctutuinHbEL B cTpykType OI1

JucuumnirHa MokeT 6a3upoBaThCsl HA 3HAHUSAX, paHee MPUOOPETEHHBIX 00YYarOIUMUCS
IIPU U3YYECHUH CIEIYIOLIUX TUCIUILINH:

— HudopmarnmonHoe npaso;

— Hudopmaruka;
3HaHMs, TIOJIyYEHHBIE I@IpUM M3YYEHUM Marepuajga JaHHOM [HCLUUIUIMHBIL, MMEIOT Kak
CaMOCTOATENIBHOE 3HAYEHHE, TaK U MOT'YT HUCIIOJIb30BATHCS IPU N3YYEHUH APYTUX JUCLHUIIINH:

— KomriekcHas 3ammra 00beKTOB HH()OpMaTH3AIMH;

— OcHOBBI ynpaBieHHs HHOPMAIIMOHHOMN 0€301MacHOCTHIO;

3. OO0BEM | TPYIOEMKOCTh JUCITUTUIAHBI




JlanHbpie 00 oOmemM oO0beMe AUCHUIUIMHBI, TPYJOEMKOCTH OTAEIbHBIX BHUJOB Y4e€OHOM
pabOTHI IO TUCHHIUIMHE (M PacHpeeIeHIE ITOM TPYIOEMKOCTH 110 CEMECTPaM) PEACTABICHEI B
Tabauie 2.

Ta6ymma 2 — O6beM U TPYJ0EMKOCTh JUCITUTIINHBI

TpynoeMKocTb 1o
Bun yueGHO# paboThI Bceero cemMecTpam
Ne4
1 2 3
Oowan mpyooemKocmp oucCyunIuHbl, 3/ 108 3/ 108
3E/ (4ac)
H3 Hux uacoe npakmuueckoi no020moeKu 34 34
AyoumopHhuie 3anamus, BCETO 4ac. 51 51
B TOM YHCJIE:
nexuun (JI), (gac) 17 17
npaktuyeckue/cemunapckue 3aastus  (113),
(gac)
naboparopusie padbotsl (JIP), (dac) 34 34
KypcoBoii npoekT (pabdota) (KII, KP), (gac)
9K3aMeH, (Jac) 27 27
Camocmosmenvnas paboma, Bcero (dac) 30 30
Buo npomesicymounoit ammecmayuu: 3ayer,
madd. 3ager, sk3amed (3auer, Judd. 3auq, OK3. JK3.
DK3.*%*)

4. CopepxaHue JUCIUTUTHHBI
4.1. PacnpenesneHue TPYJOEMKOCTH JUCIUIUIMHBI TIO Pa3/ieiaM M BHAaM 3aHATHH.
Paznensl, TeMBl JUCIUTIIMHBI U KX TPYAOEMKOCTh IPHUBEICHBI B TA0JHIIE 3.

Tabnuna 2 — O0beM U TPYAOEMKOCTh AUCIUIIITNHBI

TpynoemMkocTs 1o
Bun yuebHoit paboThl Bcero ceMecTpam
No4
1 2 3
Oowan mpyooemKkocmp oucyunIuHbl, 3/ 108 3/ 108
3E/ (uac)
U3 Hux uacoe npaKmuyecKkoil no020moeKu 34 34
AyoumopHhuie 3anamus, BCETO 4ac. 51 51
B TOM YHCIIE:

nexum (JI), (gac) 17 17

npakTudyeckue/cemunapckue 3anarus (I13),

(dac)

naboparopusie pabotsl (JIP), (dac) 34 34

KypcoBoil npoekT (padota) (KII, KP), (yac)

HK3aMeH, (Jac) 27 27
Camocmoamenvnas padboma, Bcero (4ac) 30 30
Buo npomesccymounoit ammecmayuu:. 3a4er,
mudd. 3auger, sk3amen (3auer, dudd. 3ay, JK3. JK3.
JK3.**)

EX3

IIpumedanue: KaHAMAATCKHI 9K3aMeH

5. CogaepxaHue TUCITUTUIAHBI



5.1. PacmpezeneHue TpyI0EMKOCTU JUCLUUILIUHBI 110 pa3eiaM U BUAAM 3aHSTUMN.
Paznenbl, TeMbI TUCITUTIIIUHBI KX TPYJAOEMKOCTh TIPUBEICHBI B TabuIIe 3.

Tabmuua 3 — Paznesnbl, TeMbl TUCIUILIHNHBI, UX TPYAOEMKOCTh

Paznensl, TEMBI TUCIUITITHHBI Jlexunn | 113 (C3)| - JIP KII CPC
’ (qac) (qac) (qac) (qac) (qac)
Cemectp 4

Mopyns 1. Cranaaptel Bopiackuiic u
cneundukanus crangapToB Bopnackumic no
KoMIieTeHImu «KoproparusBHas 3amura oT 1 1
BHYTPEHHUX YIrpo3 HHPOPMALMOHHOM
6e3omaconcTny. Paznensl cenudukanyum

Monyns 2. TpebGoBaHus OXpaHbl TPYJa U TEXHUKH

1 1
0€30MacHOCTH
Monyinb 3. CoBpeMEHHbIE TEXHOJOTHH B
npodeccuonansHo chepe. OCHOBBI 3aLTUTHI 5 9 4
uH(pOpMallUK OT BHYTPEHHUX YTPO3
MH(}OpMallMOHHON 06€3011aCHOCTH
Monynb 4. OcHOBBI IU(POBON THTUEHBI 2 4 4

Monynsb 5. YcTaHoBka, KOHpUTypupOBaHUE U
yCTpaHEHUE HEUCTIPABHOCTEH B CUCTEME 2 6 5
KOPHOPATUBHOMW 3aIIUTHl OT BHYTPEHHUX YIPO3.

Monyinb 6. TeXHOJIOrMH areHTCKOro

3 6 5

MOHHUTOPHUHTA
Mopyns 7. PazpaboTka noauTHK 0€30MacHOCTH, 3 8 5
AHAJIN3 BBISBJICHHBIX WHIMJICHTOB
Mogyns 8. O0cnenoBanue (ayauT) OpraHu3auu
C LIEJIbIO 3AIIUTHI OT YIPo3 HHOOPMAIIHOHHON 3 8 5
0e30MacHOCTH
HToro B ceMectpe: 17 34 30

Uroro 17 0 34 0 30

[IpakTnueckass MOATOTOBKA 3aKJIOYaeTcs B  HEMOCPEJICTBEHHOM  BBIIIOJHEHUU
OoOy4arolMMHUCST  OMNpENEeNEeHHBIX  TPYIOBBIX  (YHKUMH,  CBSA3aHHBIX C  Oy;ymiei
npoQeCCUOHATBHON 1EATEIbHOCTBIO.

5.2. CopaepkaHue pa3/ieloB U TeM JIEKIIMOHHBIX 3aHSATHIA.
Coneprxanue pas3/iesoB U TEM JICKITMOHHBIX 3aHSITHI MPUBEICHO B TaOwHIle 4.

Tab6muia 4 — ConepxaHue pa3zesioB U TeM JIEKIIMOHHOTO UK

Howmep paznena Hassanue u cogepxanue pa3/iesioB U TEM JICKIIMOHHBIX 3aHATHI

1 Monayab 1. Cranaaptsl Bopaackuiic u cneuugukanus CTaHAapTOB
Bopuaackniiic no komnerennuu «Kopnoparusnast 3ammra ot
BHYTPEHHHX Yrpo3 nHGpopManuoHHOH 0e3o0macHocTH». Pasiennsl
crneupuKANNU

Tema 1.1 Crenuduxanus ctangapTa KOMIETEHIUH
«KopnopaTuBHas 3aiiiTa OT BHYTPEHHUX yrpo3 HH(OpMalMOHHON
6e30macHOCTH» (KOHKYPCHOE 3a/1aHUe, TEXHUYECKOE OMHMCaHue,
MHQPACTPYKTYPHBIN JIHCT, CXeMa U 000py/I0BaHUE pabOYUX MECT,
TpeOOBaHUS K TEXHUKE 0€3011aCHOCTH, KPUTEPUH OILICHUBAHUS, KOJEKC




9TUKH, OCHOBHBIE TEPMUHBI)

Monyab 2. TpeGoBaHusI 0OXPAHBI TPY/AA U TEXHUKH 0€30MACHOCTH
Tema 2.1 KynbsTypa 6e3omacHoro tpyna.

Tema 2.2 OcHoBBI Oe301acHOro Tpyaa u 3pGeKTUBHAS OpraHU3aLUs
paboyero Mecta B COOTBETCTBUU CO CTaHAapTamu Bopuackusuic u
cnernuduKanyei CTanIapToB BopiacKuIc 1o KOMIETSHITHH.

Moayan 3. CoBpeMeHHbIe TEXHOJI0THH B NpodeccHoHAIbHOM cdepe.
OcHoBbI 321U THI HHGOPMAIIUN OT BHYTPEHHHUX YIpo3
UHGOPMALMOHHOMH 0€30MACHOCTH.

Tema 3.1 OCHOBBI 3aIIUTHI KOPIIOPATUBHON MHPOPMALIUU
Tema 3.2 Llenn, 3aga4n, CUCTEMBI, METOIBI M CPEACTBA 3ALUTHI
Tema 3.3 [IpaBoBBIE OCHOBBI.

KittoueBbie anroput™msel u cuctemMbl. OCHOBHBIE MOHATHUSA. be3onmacHocTh
WH(POPMAIIMOHHBIX CUCTEM. YTPO3bl HHPOPMALMOHHOM O€301aCHOCTH.
Hctounuku yrpo3. Ysa3BUMOCTH. Pucku. ATaku.

Tema 3.4 3amura nH(popManuu oT BHYTPEHHHX yIpo3
nHpopManoHHON Oe3omacHOCTU. BhIsBIEHHE yTeueK C HCIOJIb30BaHHEM
texHojorun Data Leakage Prevention (DLP). Teopuss m mnpaktuka
npuMenenus DLP-cuctem.

Mopnyasb 4. OcHoBbI HN(POBOI THTHEHBI

Tema 4.1 Hudposas ruruena. Kudepyrpossl. Bunbsr kubepyrpos.
WuTepuer yrpo3sl. BHeliHue (BpeJOHOCHBINM TPOrpaMMHBIN KO, CIIaM,
(UIIMHT, CeTeBbIE aTaKH, B3JIOM YCTPOMCTBA, B3JIOM aKKayHTOB U T.J1.) U
BHYTpPEHHUE (MHTEPHET 3aBUCUMOCTh, HHTEPHET IIPOKPACTUHALM)
UHTEPHET yrpo3bl. KOMMyHUKallMOHHBIE U TEXHOJIOTUYECKUE UHTEPHET
YTPO3BL.

Tema 4.2 [IpaBuna 6e3omacHoOro noseeHus B cetu MHTepHer.
Pa3menienue 1 ucnonb30BaHUE MEPCOHANBHBIX U JIMYHBIX JaHHbBIX.
besonacueie naponau. HacTpoliku IpUBaTHOCTH B COLUAIBHBIX CETAX.
PesepBHOE KONIMpOBaHME.

Tema 4.3 IIporpaMMbl 3amUTEl OT BPELOHOCHOTO IPOrPaMMHOIO
koma. IIporpamMmbl ponurtensckoro koHTpois. CpeactBa mupoOBaHUS
naHHbIX. CpeacTBa 6JOKMPOBAHNUS HEKENNATEIbHOTO KOHTEHTA

Monayab 5. YcranoBka, KOHPUIypUpPOBaHHe M YCTPaHeHHe
HEHCNPABHOCTEH B CHCTEMe KOPIOPATUBHOM 3alMTHI OT
BHYTPEHHHX yIPO3.

Tema 5.1 VYcranoska DLP IWTM B BupTyasbHOM OKpY>KEHHH.
Pesxumbl port mirroring u proxy.

Tema 5.2 Kongurypuposanue DLP IWTM

Tema 5.3 HcnpaBieHne TUITOBBIX HEMCIIPABHOCTEM.
Monay.ab 6. TeXHO10THM areHTCKOr0 MOHMTOPHHIA
Tewma 6.1 Ha3HnaueHnne areHTCKOro MOHUTOPUHTA. Y CTaHOBKA U

HacTpolKa areHTckoro MoHutopusra. Murepgeiic koncoaun DLP IWDM.
PaGota B KOHCONHM yIIpaBJIeHUs ar€HTOM

Tema 6.2 [TonmuTHKHM areHTCKOr0O MOHUTOPUHTA, OCOOEHHOCTH UX
HacTtporku. Co3gaHre U npoBepka MoauTuK. Co31aHue MOTUTHK 3alUAThI
Ha areHTax;; @unbTpanus coobITHii; HacTpolika COBMECTHBIX COOBITHI
areHTCKOro U CEeTeBOro MOHUTOpHHra; PaboTta ¢ HOCUTENsIMHU U
ycrpoiictBamu; Pabota ¢ daitnamu; KonTpons npunoxxeHuii;
Hckmrouenune n3 coObITHI TIepexBaTa.

Moayas 7. PazpaGoTka moJuTHK 0€30MacCHOCTH, AHAJIHU3
BbISIBJICHHbBIX UHIIUICHTOB




Tema 7.1 Pa3zpaboTka u TectupoBaHue MoJUTUK B cucteme DLP
IWTM. PaGota ¢ pa3aenom TeXHOJIOTUU CHCTEMbI KOPITOPATUBHOM
3alUThl: KATETOPUHU U TEPMHUHBI, TEKCTOBBIE 00bEeKThI; PaboTa ¢
COOBITHSIMH, 3aIPOCHI, 0OBEKTHI TIepeXBaTa, UACHTH(PHUKAIUS KOHTAKTOB B
coOwiTun; Pabota co cBoaKamu, BUKeTaMu, cBoAkamu; Pabora c
nepconamu; Pabora ¢ o0bekTamu 3amuThl; [I[poBecTr UMUTAITUIO
rpoliecca yreuku KoHpuaeHunaabHoi nudopmanuu B cucteme; Co3narb
HEMPOTUBOPCUNBBIC MTOJIMTUKH, COOTBETCTBYIOIME HOPMATHBHOM 0a3e u
3aKOHOJATENBCTBY; 3aI0KYMEHTHUPOBAThH CO3/IaHHBIE MOJIUTHUKH
HCIIOJIb3YSl B COOTBETCTBUU C TPEOOBAHUSMHU COBPEMEHHBIX CTAHIAPTOB B
obractu 3amuThl nHGopManuu. PaboTa ¢ kareropusiMu U TEepMUHAMU;
Hcnons3oBanue peryisipHbIX BelpaxkeHuH; Mcronb3oBanue
MOpP¢OJIOrHIecKoro moucka; * Pabora ¢ rpaguaeckuMu 0ObeKTaMu;
PaGora c BeIrpy3kamu u 0a3 qaHHbIX; PaboTa ¢ meyarsmMu u OJlaHKaMu;
Pabota c ¢aiinoBeiMu TUITAMH;

Tema 7.2 MownuTopusr Tpaduka. [IpoBepka mpuMeHeHHS TOTUTHK
4-x BuoB: Tpaduk, nepconsl, Oypep oOMeHa, npuxenue ¢ainos. Pabora
C KpayJIepOM.

Mopayb 8. O6cieqoBanue (ayauT) OPraHUu3alMuM € HeJIbI0 3alIUTHI OT
yrpo3 uH¢gopMalnuoOHHON 0€30MaCHOCTH
Tema 8.1

Tema 8.2

[TonsiTue ayaura nHhOpMamOHHON OE30MACHOCTH.
TeOpI/ISI " IpaKTUKa O6CJICIIOB3.HI/I$I opranu3anuru C HCJIbIO 3allIUThI OT
yrpo3 HHPOPMAIIHOHHOW 0€301aCHOCTH
3aKOHOATENbCTBO B 00JIACTH 3aIUTHI
KoH(puaeHIanbHOM nHpopmanuu. Buasl nadopManuy orpaHUuEeHHOTO
noctyna. [lepconanpubie nanubie. KomMepueckas TaiiHa.

5.3. IIpakTuyeckue (CEMUHAPCKHE) 3aHATHUS
Tembl IpakTHYECKUX 3aHATHH U UX TPYJOEMKOCTh IIPUBEICHBI B TAOJHIIC 5.

Tabnuua 5 — [IpakTHyeckue 3aHATHs U UX TPYJIOEMKOCTb

N3 Hux No
Ne | Tems! npakTuyeckux | POpMBI MPAKTUYECKUX | TPYIOEMKOCTh, |MPaKTHYECKOH |pasiena
n/m 3aHATUN 3aHATUH (gac) MOATOTOBKH, |AUCIUI
(gac) JIMHBI
Y4eOHBIM MJIaHOM HE MPEAyCMOTPEHO
5.4. JlaboparopHble 3aHATHS
Tembl 1a00paTOPHBIX 3aHATUN U UX TPYIOEMKOCTh MPUBEAEHBI B TabIuUIE 6.
Tabnuna 6 — JlabopatopHble 3aHATHS U UX TPYJOEMKOCTh
N3 Hux No
Ne HaumenoBanne 1abopatopHbIX padboT TpynOEMKOCTS, | MPAKTHUCCKOH | pasiena
/1 (gac) MMOATOTOBKH, | JUCIIHI
(gac) JIMHBI
Cemectp 4
1 | Hactpoiiku mpuBaTHOCTH B COITHATBHBIX 6 3,4
CeTsIX
2 | YcraHoBKa ¥ KOH(pHTYpUpOBaHUE 9 5,6,7,8
KoMnoHeHTOB DLP cucremsl
3 | TeXHOJIOTHUH areHTCKOTO MOHUTOPUHTA 9 5,6,7,8




4 | Pa3paboTka U mpruMEHEHHUE TIOJUTHK, aHATU3 10
BbISIBJICHHBIX WHITUJICHTOB

5,6,7,8

Bcero 34

5.5. KypcoBoe nmpoektupoBaHue/ BEIIIOJHEHUE KYPCOBOM pabOThI

Y4eOHBIM MJIaHOM HE IPESYCMOTPEHO

5.6. CamocrosTenpHas paboTa 00yJarOIIHXCs

Bunel caMocTosiTenbHON pabOTHI B €€ TPYA0EMKOCTh IIPUBEIEHBI B TabmuIe 7.

Ta6mmia 7 — Bugsl caMOCTOSTENBHOM pabOTHI M €€ TPYA0EMKOCTh

. Bcero, | Cemectp 4,
Bun camocrosiTensHO#M paboTh
qac qac
1 2 3

H3ydeHne TeopeTHUecKoro MmaTepuania

20 20
nucuuruael (TO)
[ToaroroBka K TeKyIieMy KOHTPOJIIO 10 10
ycneBaemoctu (TKVY)

Bcero: 30 30

6. IlepeueHnb y4eOHO-METOAMYECKOTO OOSCTIICUCHUS
JUTSL CAMOCTOSTEIBHOM PabOThl 0OYUYAFOIIUXCS 110 TUCIUILTHHE (MOIYITIO)
Y4eOHO-MEeTOINYECKHE MaTepHalibl ISl CAaMOCTOSTEIbHONH PabOThl OOYYAIOLIMXCS yKa3aHbI B

ma. 7-11.

7. IlepeueHb MEYATHBIX U AIEKTPOHHBIX YUEOHBIX U3AAHUMN
[lepeueHb nevaTHBIX U 3JEKTPOHHBIX YUEOHBIX U3/IaHUM IIpUBEIEH B Tabuie 8.

Tabnuua 8— [lepeueHp MeYaTHBIX U AJIEKTPOHHBIX YUEOHBIX U3AaHUMN

Komiuectso 3x3eMInsipoB
Iudp/ B OMOMOTEKE
bubnuorpaduyeckas ccpuika
URL anpec (KpoMme 3I1eKTPOHHBIX
HK3EMILISIPOB)

https://kb.infowatch.com/ TexHuyeckass JOKyMEHTalus 1O
pages/viewpage.action? pemenuto InfoWatch Traffic Monitor
pageld=32079878 4.1 [sneKkTpoHHBIN pecypc]
https://bit.mephi.ru/ A.C. 3aiineB, A.A. Mamok,
index.php/bit/article/ Pa3paboTka KJIacCHU(pHUKALUH
view/14/22 BHYTPEHHHX yrpo3

UH(pOPMAaIMOHHOM 6e30macHOCTH

MOCPEICTBOM KJIacCU(PUKAITIT

MHIUAEHTOB, MockBa, xypHan bUT

No 3 2016 r. [a5ekTpOoHHBIHN pecypc]
https://www.twirpx.com/ IMapteika  TJL., IlomoB  W.H.
file/185060/ HNudopmanronnas  6e30MacHOCTb,

yuebHoe mocobue. 5-e u3., nepepaod.

u jomn. - M.: DOPYM, 2012. - 432 c.
https://worldskills.ru/nashi- [Tonoxkxenne 00 oOpraHuzanuu "
proektyi/demonstraczionnyij- | npoBeaeHUH  IEMOHCTPAIHOHHOTO



https://kb.infowatch.com/
https://bit.mephi.ru/

ekzamen/documents/ 9K3aMeHa o CTaHIapTam
WorldSkills  Coroza  «Monojbie

poeCCHOHATIBIY, AJIEKTPOHHAS
myOTrKaIus
http://padabum.com/ Ckuba B.IO., Kypbaros B.A.
d.php?id=27762 PykoBomcTBo 1o 3amuTe  OT
BHYTPCHHHX yrpo3

nH(POPMAIIMOHHON 0e30macHOCTH. —
CII6.: ITutep, 2008. — 320 c.

8. IlepeueHp 371€KTPOHHBIX 0OPa30BATEIBHBIX PECYPCOB
MH()OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHOI ceTH «VHTepHeT»
[epeuenn AIIEKTPOHHBIX 00pa3oBaTebHBIX pecypcos UH()OPMAIIMOHHO-
TEJICKOMMYHHKAMOHHOW ceTH «HTepHeT», HEOOXOMUMBIX [UIi OCBOCHHUS HCIHILUINHBI
npuBezieH B Tabnuue 9.

Tabmuma 9 — IlepedeHp DIEKTPOHHBIX 00pPA30BATENBHBIX PECYpPCOB HH(OPMALMOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTn «HTepHEeT»

URL agpec HaunmenoBanue
https://worldskills.ru OcuoBHoit moptan Coro3a «MoJozbie mpodeccrHoHabI

(Bopnackuiic Poccust)

https://kb.infowatch.com | basa 3nanuii mo npoaykram u perrenusim InfoWatch

9. Ilepeuensr MH(HOPMALMOHHBIX TEXHOJIOTHIA
9.1. [lepeyeHp mTporpaMMHOTO OOECHeUeHHs, HCIOJIB3YEeMOr0 IPH OCYIIECTBICHUU
00pa3oBaTENLHOTO MpoIecca MO JUCIUILIIHHE.
[lepedeHp UCTIONB3yEeMOT0 IPOTPAMMHOTO OOecTrieueH s npeacTasieH B Tadmuie 10.

Ta6mmma 10— [Tepeyers mporpaMmMHOTo o0ecrieueHus
Ne HaumenoBanue

/1
1 Adobe Reader

2 bpay3ep Google Chrome wu Yandex

I'nnepsuzop Oracle VirtualBox Bepcun He Huxe 5.1.14 unu VM Ware Workstation He
Huxe 12

InfoWatch Traffic Monitor

InfoWatch Device Monitor

Bupryanbnas mammna ¢ OC RedHat

Bupryanbnas mammaa ¢ OC Windows
1O Microsoft Office 2018

oo o]

9.2. Ilepeuenp HH(OPMAIIMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEeMbIX npu
OCYIIIECTBIICHUU 00Pa30BaTEIHLHOTO MPoIiecca 1Mo JUCIUILTHHE

[lepeuenr uCHONB3yeMBIX HMH(DOPMAIMOHHO-CIIPABOYHBIX CHCTEM TIPEJCTABICH B
Tabauie 11.

Tabnuna 11— Ilepeyens HHPOPMALMOHHO-CITPABOYHBIX CUCTEM

Ne i/ HanmeHnoBanue

He npenycmorpeno



http://padabum.com/

10.  MarepuanbHO-TeXHUYECKas Oa3a
CocraB MaTepualbHO-TEXHUYECKOH 0a3bl, HEOOXOAUMOW [UII  OCYIIECTBIICHHS
00pa30BaTeNLHOTO MpoIiecca Mo TUCIUIUIHHE, IPEICTaBICH B Tabmuiel 2.

Ta6ymmma 12 — CoctaB MaTepuaibHO-TEXHHUECKOM 0a3bl

Ne HanmeHnoBanue cocTaBHON 4acTH Homep aynuropun
/T MaTepUaIbHO-TEXHUYECKON Oa3bl (ipu HEOOXOTUMOCTH)
1 | MynsTuMenuiiHas JEKIMOHHAS ayAUTOPHUS 14-28
2 | KommberorepHsiii kiace (He MeHee 14 KOMIBIOTEPOB) 52-48

11. Ouenounble cpencTBa sl MPOBEACHUS IPOMEKYTOUHOM aTTeCTalN
11.1. CoctaB OLICHOYHBIX CPEACTBUISI MPOBEICHUS MPOMEKYTOYHOM aTTEeCTAlUU
00ydJaronuxcs mo IMCUUILIMHE TpUBe/IeH B Taosmie 13.
Tabmmna 13 — CocTaB OIEHOYHBIX CPEACTB AJIsl IPOBEACHHSI TPOMEKYTOUHOM aTTeCTaIlH

Buj npoMexxyTo4HO# aTTecTanuu IlepedyeHb OLIEHOUYHBIX CPEJCTB
OK3aMeH Crrcok BONpPOCOB K 9K3aMEHY;
DK3aMeHalMOHHbIE OUJIETHI;
3amauu;
TecTsl.

11.2. B xayecTBe KpUTEPHEB OICHKH YPOBHA C(HOPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIINI O0OY4JaloUIMMHCS MPUMEHSETCS S5-0ajuibHasi MIKajla OLEHKU C(HOPMHUPOBAHHOCTU
KOMIICTEHIIHIA, KOTopas puBecHa B Tadumie 14. B TeueHune cemecTpa MOXKET HCIIOJIB30BaThCS
100-0annpHast ~ mKajma ~ MOIYJBHO-PEUTHHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIA
UCIIOJIB30BaHUSI KOTOPOM, YCTAHOBJICHBI COOTBETCTBYIOIIUM JIOKAJIILHBIM HOPMATUBHBIM aKTOM
['YAIL
Tabmuna 14 —Kpurepuu onieHKH ypoBHS chOPMUPOBAHHOCTH KOMIETCHITHIA

Or11eHKa KOMITETEHITUI

Xapakrepuctrka chOpMUPOBAHHBIX KOMIIETEHIIN
5-0ayutpHad mIKana paKTep (bopep

— oOyuaromuiicss TIyOOKO U BCECTOPOHHE YCBOHJI MPOTPaMMHBIH
MaTtepuai;

— YBEPEHHO, JIOTUYHO, MOCJIEI0BATEILHO ¥ TPAMOTHO €TI0 U3JIaraeT;

— OMUPasiCh HAa 3HAHWSI OCHOBHOM W JIOMOJIHUTEIILHOW JIUTEPaATYpHI,
TECHO MPUBS3bIBAET YCBOCHHBIE HAYYHBIEC MOJIOKEHUS C MPAKTUUECKON
JIeATETbHOCTBIO HAIIPaBIICHUS;

— yMeso 000CHOBBIBAET U apTyMEHTUPYET BBIJIBUTAEMBIE UM HJICH,

— JIeJIaeT BBIBOABLI U 00OOIICHHS;

— cBOOOJIHO BJIAJICET CUCTEMOM ClIelMaIN3uPOBAHHBIX TOHSITUH.

«OTIIMYHO»
GaduTCHO»

— oOyyarouiicss TBEPI0 YCBOWIJI MPOTPaAMMHBIN MaTepuai, TPaMOTHO U
M0 CYIIECTBY W3JIaraeT ero, ONupasch Ha 3HAHUS OCHOBHOMU
JTUTEPATYPHI;

— HE JIOMYCKAaeT CYIECTBEHHBIX HETOYHOCTEH;

— YBSI3bIBA€T YCBOCHHBIE 3HAaHUS C MPAKTHUYECKON AESITeThHOCTHIO
HaIPaBIICHUS;

— apryMEHTUPYET HayIHBIC TTOJIOKEHUS;

— JIeJIaeT BBIBOALI H 000OIIEHHUS;

— BJIAJICET CHCTEMOM CIeNUaIN3uPOBAHHBIX TOHSITUH.

(XOPOLIO»
(Ga4uTCHO»

— o0yyaronuiicss yCBOMIJI TOJIBKO OCHOBHOM MPOrpaMMHBIM MaTepual,
[0 CYUIECTBY M3JIaraeT €ro, OMMpasch HAa 3HAHUS TOJIbKO OCHOBHOM
JUTEPaTypPhI;

— JIONyCKaeT HeCYIIEeCTBEHHbIE OIIMOKU U HETOYHOCTH;

— HCIIBITHIBACT 3aTPYJHEHHs] B TNPAKTHUECKOM NPUMEHEHHUU 3HAHUH

«yZIOBJIETBOPUTEITHHOY
«GAuTEHO»




Or11eHKa KOMITETEHITUHN

XapakTeprcThKa C(hOPMUPOBAHHBIX KOMIIETEHIIA
5-0ayuipHas mIKaia PaKTep (bop

HaIpaBJICHUS,
— c1abo apryMeHTHPYET HayIHbIC ITOJI0KEHUS,

— 3arpynHsieTcs: B GOpPMYJIUPOBAHUHU BBIBOJOB M 0000IICHUH;

— YaCTHUYHO BJIAJICET CUCTEMOM CIIEIIUATIU3UPOBAHHBIX OHATUM.

— o0ydJaroIuiicss He YCBOWJI 3HAUUTENBHOH YacTH I[POrpaMMHOIO
MarepHana;

— JIONTyCKaeT  CYIICCTBCHHBIC  OIMMOKM WM  HETOYHOCTH  IPH
pPaccMOTPEHHH MPOOIIEM B KOHKPETHOM HaIPaBICHUM;

— HCTIBITHIBACT TPYIHOCTH B IPAKTUYECKOM IPUMEHEHUH 3HAHUIA;

— HE MOXKET apryMEHTUPOBATh HAy4YHbIC TIOJI0KCHUS,

— He (HOPMYIHPYET BHIBOJAOB M 0000IICHHIA.

HCYIOBJICTBOPUTEIILHO
«HEC 3a4YTCHO»

11.3. TunoBble KOHTPOJILHBIC 331aHUS MJIM HHbIE MAaTEPHAIIBL.
Bormpocs! (3amaun) ams sKx3aMeHa npeicTaBieHbl B Tadnuie 15.

Tabmuna 15 — Bompocs! (3a1a4umn) s 9K3aMeHa

Kon
Ne /it [TepedyeHs BonpocoB (3a1a4) 1 IK3aMeHa HHMKaTOpa
1 YcranoBka u KOHUTypHUpOBaHHE KOMIIOHEHTOB DLP- [IK-7.3.1
CUCTEMBI. [IK-7.¥.1
1. IlpoBectn KOHPUTYpaLIHIO CETEBON HHAPACTPYKTYPHI: [IK-7.¥ .2

HaCTPOUTh XOCT MAIINHY, CETEBOE OKPYKEHNE, BUPTyaJIbHbIE
MaIIMHBI, IOMEHHBIX M10JIb30BaTENECH U T. I1.;
2. Hacrpoiika DLP-cepBepa:

e HeoOxoaumo Berunciuth [P-ampec ceppepa uepes
JIOKaJIbHYIO KOHCOJIb BUPTYAIbHOM MAIIIUHBI.

¢ HeobxoauMo CHHXPOHU3UPOBATH KATAJIOT
nojs3oBaresnel u komneroTepoB LDAP ¢ nomena ¢
ITOMOIIBIO PAHEE CO3AHHOTO TI0JIb30BATES.

e 3anucars [P-agpeca, TOkeH, TOTMHBI U TAPOJIU OT
YUETHBIX 3aIUCEH, a TAKXKE BCE TPoUne
HECTaH/IapTHbIE JaHHbIE (M3MEHEHHBIE) HACTPOCHHON
CUCTEMBI B OTUET ¢ 3aroyioBkoM [WTM.

3. [IpoBepka paboTOCTIOCOOHOCTH CepBepa U KIMEHTa
areHTCKOT0 MOHUTOPUHTA!

e 3amycTUTh U BOWTH B KOHCOJIb YIIPaBJICHUS CEPBEPOM
areHTCKOro MOHUTOPHUHTA.

e CHHXPOHM3UPOBATh KATAJIOT MOJIb30BATENEH U
KOMITbI0TEpOB ¢ Active Directory.

e [IpoBepuTh coeAMHEHUE ar€HTa MOHUTOPHHTA C
CEpPBEPOM areHTCKOr0O MOHUTOPHUHTA.

e 3amnmcars [P-agpeca, TOruHBI M TAPOIU OT YUYETHBIX
3amMcel, a Takke Bce MpovKe HeCTaH apTHbIE JaHHbBIE
(M3MEHEeHHBIE) CHCTEMBI B OTYET ¢ 3arojoBkoM IWDM.

4. YcTraHOBKa M HACTPOMKA MOJCUCTEMBI CKAHUPOBAHUS
ceTeBbIX pecypcos (Crawler):

e Heo6x0auMo ycTaHOBUTH U HACTPOUTH MOACUCTEMY
CKaHHUPOBAHHUS CETEBBIX PECYPCOB Ha CEPBEP C
YCTaHOBJICHHBIM CEPBEPOM areHTCKOr0O MOHMTOPHUHTA.

e HeoOxoanmo co3aTh 00K KaTaJIOT B KOPHE TUCKA
Y YCTaHOBUTH MpaBa JOCTYIa Ha 3aMUCh U YTEHUE JUIsS




BCEX IOJIb30BATENEH.

e Heo0Xx0aMMo HaCTPOUTH MOACUCTEMY CKAHUPOBAHUS
CETEBBIX PECYpPCOB Ha aBTOMATUYECKOE €XKETHEBHOE
CKaHHPOBAaHUE TOJBKO paHee CO3/IaHHOTO KaTaJlora.

¢ 3adukcupoBaTh BHIOIHEHUE 33/1aHUSI CKPUHIIIOTOM
HAcTpoWKH B web-KoHcomH.

5. IlpoBepka paboTOCTIOCOOHOCTH CUCTEMBI:

e Heo0x0anMMo co3/1aTh MPOBEPOUYHYIO MOJIUTUKY HA
MIPaBWIIO TIepeauu, KOMUPOBAHUS, XpaHEHUS U Oydepa
obmeHa (Bce 4 BapuaHTa cpabaThIBaHUS COOBITHI) JIS
JAHHBIX, COIEPIKAIINX CIOBO «DK3aMEH», yCTAHOBUTh
HU3KHUI YPOBEHb yrpo3bl AJIs BCeX COOBITHH, 100aBUTH
Ter «JK3aMeH».

e [IpoBeputh cpabaThIBaHHE BCEMU YETHIPbMS
BO3MOXXHBIMU crioco0amMu (Tiepeaaun, KOMUpOBaHUS,
xpaHenus u Oydepa odmeHa, xots 061 1 coObITHE HA
KaKJbIi TUI) C TOMOIIbIO BUPTYaAJIbHON MallluHBI
HaApPYIIUTENS C YCTaHOBJICHHBIM areHTOM.

e CrenaTh 0JHY BBIOOPKY, B KOTOPOi OyaeT
0TOOpaXEHO TOJBKO MO OJHOMY COOBITHIO KaXK0TO
tuna (cymmapHo 4 coOBITHS: Iepeaayn, KONHPOBAHUS,
XxpaHeHus u Oydepa oOMeHa).

¢ 3adurcupoBaTh BHITOIHEHNE CKPUHIIOTOM
BBHITIOJTHEHHOW BBIOOPKH MM KOHCTPYKTOPA BHIOOPKH.

TexHOIO0TUH areHTCKOr0 MOHUTOPUHTA. 3a/ITaHUS
BBINIOJIHAOTCS TOJBKO C IIOMOIIBIO KOMIIOHEHTOB DLP-
cucteMbl. Pe3ynbTar BIMOTHEHUS KaXKI0TO 33aJaHUs JOJDKEH
ObITh 3a(DUKCHPOBAH B BUJI€ CKPUHIIIOTA, C YKa3aHUEM
YHUKQJIBHOTO UMEHH, COOTBETCTBYIOIIETO HOMEDPY
BBITIOTHEHHOTO 3a/]aHus (TMIOAMYHKTA 3aJaHHs).

1. HeoOxonumo co3naTh HOBYIO MOJUTHKY, IPUMEHUTH
€€ K IpyIie KOMIbIOTEPOB MO YMOTYAHUIO.
[Tocnenyromue mpaBuia Mo 3aAaHUSM JOJIKHBI ObIThH
N00aBJICHBI B OTY MOJUTHKY.

2. Heo0XoamMo yCTaHOBHUTH JIOTIOTHUTEILHYIO KOHCOJIb
YIPABJIEHUS CEPBEPOM areHTCKOI0 MOHUTOPHUHTA Ha
MaIllMHY HapYIIUTENS 17151 yIaJ€HHOTO JOCTYyIa K
CepBEpyY areHTCKOro MoHuTopuxra. IIposeputsb
paboTocrocoOHOCTh, 3aUKCUPOBATH BHITIOJIHEHHE
CKPUHILOTOM 3alyIIEHHOM KOHCOJIM C YKa3aHUEM
azapeca.

3. ns ynaneHHOTO ynpaBieHHs HE0OX0AUMO CO3/1aTh
JOTIOTHUTEIFHOTO JIOKAILHOTO o(uiiepa
0€30MMacHOCTH ISl 1OCTyIa K CEpBEPY areHTCKOIro
MOHHUTOPHHTA C MOJTHBIMU MPaBaMU Ha YIpaBlieHUE U
npocMoTp pazzaenos. [IpoBeputh paboTocriocoOHOCTH
C yJIaJIEHHOM KOHCOJIM, YCTAHOBJIEHHOM paHee.

4. Heo06Xx0auMo 3anpeTUTh M0JIb30BaThCs rpadpuueckum
penaktopom OC Windows (MS Paint). [IpoBeputs
paboTOCITOCOOHOCTD.

5. Heo0xoanmo 3ampeTuTh Co3aHNe CHUMKOB DKpaHa B
TaOJIMYHBIX MPOLIECCOPax sl NPEJOTBPAIICHUS

[1IK-7.3.2
IIK-7.B.1




YTE€UKU CEKPETHBIX pacyeToB U 0a3 TaHHBIX.
[IpoBeputh pabOTOCIIOCOOHOCTE.

6. Heobxomammo moctaBuTh Ha KOHTPOJIH Oydep oOMeHa B
TEKCTOBBIX poreccopax. [IpoBeputsb
paboTocnocoOHOCTh U 3a(PUKCUPOBATH BBINOTHEHNE
3aHECEHHEM Tapbl cOOBITUH B BeO-KOoHCOJIBL DLP-
cepBepa Ha J00bIe TOJUTHKH.

7. HeoOxoauMo 3ampeTuTh neyaTh Ha CETEBBIX
npuHTepax. 3aQUKCUPOBATH CO3AaHNUE MOTUTUKU
CKPHUHIIOTOM.

8. Heo6xoanmo noctaBUTh Ha KOHTPOJIb MIeYaTh
JOKYMEHTOB Ha npuHTepax. [IpoBepuTsh
paboTOCIIOCOOHOCTD.

9. Heo0xoauMo yCTaHOBHTH KOHTPOJIb 32 KOMIBIOTEPOM
MOTEHIIUAJILHOTO HApYUIUTENS B CIydae
UCIOJIB30BaHUs Opay3epa myTeM CO37aHusl CHUMKOB
9KpaHa KaxkJple 15 cekyH/ Wi npu nepexojie Ha
npyryto ctpanuiy. [IpoBeputb paboTocrnocoOHOCT U
3a(huKCUPOBATH BBHIIIOJHEHUE, YTO CHUMKH YKpaHa U3
3a/IaHMs TIOSIBIISIFOTCS B BeO-koHcomum DLP-cepBepa.
[TonTBepAUTH BHIMONHEHUE 3aJaHHsI CKPUHIIOTAMH.

10. 3abnokupyiite noctyn k CD/DVD Ha kiueHTCKOM
KOMIIbIOTEpE (BUpTYyaibHOU MamuHe). [IpoBeputsb
paboTOCITOCOOHOCTD.

11. Ha MammHe HapymuTeast HeOOXOAUMO 3alpPETUTh
ucrnoib3oBaHue Oydepa oOMeHa MpH MOAKIIOYECHUHN K
YIAJIEHHBIM MalIuHaM 1o nporokosry RDP.
[TpoBepuTh pabOTOCIIOCOOHOCTB.

Pa3pa0oTka 1 npuMeHEeHUE MOIUTUK, AHAIU3 BBISIBIEHHBIX
nuuaeHToB. Co3manne B DLP-cucreme monutukn
0€30IaCHOCTH COTJIACHO MPUBEJCHHBIM 3aJaHusIM. [lonutuku
JOJKHBI aBTOMAaTU4YEeCKU OJIOKUPOBaTh TpaduK U/ UiIu
MIPENYNPEXKAATH O HAPYLIEHUU B COOTBETCTBHUHU C 3aJaHUEM.
Pe3ynbTar BEINOTHEHUS KaX/10T0 3aJjaHusl 10JIKEH ObITh
3a(hMKCHPOBaH B BUJIE CKPUHINIOTA, C YKa3aHUEM YHUKAJIbHOTO
HMMEHH, COOTBETCTBYIOLIETO HOMEPY BBINOJIHEHHOTO 3aJaHMs
(moamyHKTa 3a/1aHus).

1. Heo6xoxumo co3/1aTh JIOKaJIbHYIO TPYIITY
nosib3oBareseil «CoTpyIHUKH TT0/1 HaOTI0ICHUEM.
Jlo6aBUTh B Hee Tpex JOObIX MOJIb30BaTENEH.

2. Jlns paboThI CHCTEMBI HEOOXOUMO HACTPOUTH
HepUMETP KOMITAHUM: TOYTOBBIM JOMEH; CIIUCOK BEO
pecypcoB «JloBepeHHbIE TOMEHBI»; TPYIIITY IEPCOH
ABIISIOINXCS TTOJIB30BATENAMU AJOMEHA. cKiIounTh
U3 MepexBara MoYTy FeHEepalIbHOIO JUPEKTOPA.

3. HeoOxoaumo co3aath NoiIb30BaTENS CUCTEMBI C
IIpaBaMH JOCTYyIa TOJILKO Ha YT€HHE U BBIIOJIHEHNE
OTYETOB, CBOJIOK M COOBITHH, a TaKXkKe Ha IIPOCMOTP
Kartajora JJOKaJIbHbIX U JJOMEHHBIX MOJIb30BaTeNIen
0e3 BO3MOKHOCTH pefiakTupoBanus. O6iactu
BUJIUMOCTH: BCE.

4. Co3znanue NOJUTHK 0€30MacHOCTH:

I1IK-7.3.3
[IK-7.B.2




4.1. Heo6xoauMo cO3/1aTh MOJIUTHKY HA MPABUIIO
nepeaayr TeKCTOBBIX JAHHBIX 3a MPEIebl
KOMIIaHUM (Ha aJipeca BHE JOMEHA), CoepKallne
crienuanbHble coBa. Heo0XxoauMo ydecTs, 4To B
CJIOBaX MOT'YT COJIEp>KaThCsl KOMOMHALINN
JATUHUIB M KUPWLIHILIBL, @ TAKXKE CTOSITH MPOOeT
Mexay cioBamu. JIokHBIX cpabaThiBaHUi OBITH
HE JIOJDKHO (HampuMmep, Ha 4acTh cJI0Ba. BepaukT:
pa3pelnTh; ypOBEHb HAPYIIICHUS: CPETHUI; Ter:
MoOmIbHUKH. [IpoBepHUTH PabOTOCIIOCOOHOCTS.

4.2 . Heob6xoaumo BecTH HaOIIIOICHHE 3a TIepeadeit
KaK ITyCTBIX, TaK ¥ 3aII0JHEHHBIX 1a0JI0HOB
JIOKyMEHTa 3a npeenbl kKomnanuu. CTOUT y4ecTb,
YTO COACPKUMOE JTOKYMEHTA MOXKET U3MEHSITHCS B
npenenax 50%.

JUis IyCTOTO IOKYMEHTA: BEPAMKT: Pa3pelInTh;
YpOBEHb HapYIICHUS: HET; TET: JJOTOBOP.
JUJ1s 3a1I0JTHEHHOTO JIOKYMEHTA: BEP/IHUKT:
pa3pelInTh. YpOBEHb HAPYILICHUS: HU3KHIA; TET:
JIOTOBOP.
[TpoBepuTh paboOTOCTIOCOOHOCTS.
4.3.HeoOxoamumo BecTd HAOIIOIEHHUE 32 aHKETaMU
KOMITaHUH, 3aIrperias JI0Y0 BHEIIHIO
nepeaavy J0KyMEHTOB, COJIePKaIINX
3aIl0JTHEHHBIE OJIaHKaX, IPU 3TOM ITyCThIe OJIAHKU
KOHTPOJIMPOBATh HE HY>KHO. BepIuKT: 3anpeTuTs;
YPOBEHb HapyIICHHs: CPETHUIL; Ter: OJIaHK.
ITpoBepuTh paboOTOCIIOCOOHOCTS.

4.4 HeoOxoauMo BecTH HAOIIOICHHE 32
JIOKYMEHTaMHU KOMITaHUH ¢ O(hUIIHAIbHON
nedaThio. [Ipy 5TOM COBET TUPEKTOPOB U
reHepaJIbHBIN TUPEKTOP MOT'YT OTHPABIATH 3TH
JIOKYMEHTHI 0€3 orpanrueHuil. Bepukr:
pa3pelInTh; ypOBEHb HAPYIICHUS: HU3KUH; TEr:
nevats. [IpoBepuTh paboTOCIOCOOHOCTD.

4.5.Heo0X0a1MMO KOHTPOJIMPOBATH CHEIHATIbHbIE
koAbl goctymna (10 mTyk) BHYTpH KOMIIAHUHU, HO
3ampeniars nepeaavy 3a npezessl.

[Tepenaya KOJJ0B BHYTPH KOMIIAHUU: BEPIUKT:
pa3pelInTh; ypOBEHb HAPYIIEHUS: HU3KUH; Ter:
KOJIBI.
[Tepenaua koJ0B 3a peieNbl KOMITAHUU: BEPHUKT:
3alpeTUTh; YPOBEHb HAPYIICHHS: CPETHUI; TEr:
6nank. [IpoBeputh paboTOCIIOCOOHOCTS.
4.6.Heo0X0a1MO HACTPOUTH MOHUTOPHHT BBITPY30K
u3 6a3bl 1aHHbIX (BJ1) A7 KOHTPONIS ABMKEHUS
JTAHHBIX U3 0a3bl TaHHBIX TOJIBKO MPH OTIIPABKE M3
otaena uH(GopMaTH3auu. BepaukT: pa3penmTs;
YpOBEHB HApYIICHUS: CPEIHHI; TeT: 6aza.
[TpoBepuTh paboTOCIOCOOHOCTS.
4.7.HeoOX0muMO OTCIIEKUBATH CIIEIINATILHEIE
TEPMUHBI, YKa3bIBAIOIIKE Ha TPEOYIOUTYIO




BHUMaHUs HHGOPMAIUIO BHYTPU KOMITaHHUH.
BepaukT: pa3pemnTh; ypoBeHb HAPYIICHUS:
HU3KMI; Ter: BakHo. [IpoBeputh
paboTOCIIOCOOHOCTS.

4.8.HeoO6xoauMo 3ampeniarh BCEM, KPOME OTIea
KaJIpoOB IepeiaBaTh HHHOPMAIUIO, COJIEPIKAITYIO
JIAHHBIE TIACTIOPTOB (B TOM YHKCJIE M CKaHbI/(HOTO),
a taxoke CHUJIC u UHH. Bepaukr: 3anpeTuTs;
YpOBEHb HapYIICHHUS: BHICOKHIL; TET: I/IH.
[TpoBepuTh paboTOCIOCOOHOCTS.

5. AHanu3 MHIHIEHTOB, OObIYHBIE cBOAKH. Co3maiiTe
HOBYIO BKJIQJIKy CBOJKH B pazjeiie «CBOIKa» 1
co3JaiTe B HEU 4 BUKETA:

JlnHamMuKa aKTUBHOCTH IO COOBITUSIM 32 TIOCIIETHIOI0
Hezento; CTaTucTuKa Mo MOJIUTUKAM 3a MOoCieTHue 7
THEH.

[To Tumy cobbITHil: HEOOpaOOTaHHBIE HAPYIICHUS 32
Tpu 1HsT; [1o Tonm-HApYIMUTENsIM 332 TEKYIIUNA MECSII.

6. AHaIu3 UHIUACHTOB, CIICIIHATLHBIC BEIOOPKH.
HeoOxoaumo co3naTh HOBYIO BKJIQIKY B pa3zesne
«CBogka» 1 100aBUTH B HEE BHIKET, OTOOPAKAFOIINI
COOBITHSI C YPOBHEM YIPO3bI OT HU3KOT'O 10 BEICOKOTO
Ha TpaBUJIa KOMMUPOBaHWMsI (BHEITHUE HOCUTEIH,
reyaTh) 3a MOCJIeIHNE 7 THEH.

Bomnpocsr (3amaun) s 3agera / qud¢. 3adera npeacrasicHbl B Tabauie 16.
Ta6mmma 16 — Boripocs! (3amaun) mis 3aueta / qudd. 3auera

Ne i/t

Kon

Ilepeuensb BompocoB (3amau) AJ1s 3a4eTa / pIgss . 3a4fTa
p p ( ) q)(b HHAWKaTOopa

Y4eOHBIM MJIAHOM HE IPETYyCMOTPEHO

[lepeuenr TeM nns KypcOBOIO TPOEKTHUPOBAHUS/BBIIOIHEHUSI KypCOBOW pabOThI
MpeICTaBIeHbI B Ta0nuie 17.
Tabnuna 17 — Ilepeyens TeM U1 KypcOBOTO IPOEKTUPOBAHUS/BBINOIHEHUS KYPCOBOM pabOTHhI

[TpuMepHBIii epedeHb TeM AJ1s1 KypCOBOTO MPOEKTUPOBAHMS/BBITOTHEHUS

Ne n/mt .
KypcOBO#l pabOThI
Y4eOHBIM IIAHOM HE MPEAYCMOTPEHO
Bompocel sl mpoBeneHUsT NPOMEXYTOYHOM aTTECTallMM B BHJE TECTUPOBAHHUSA

npeJcTaBiIeHbl B Tabnuie 18.

Tabmmna 18 — [IpumepHBIii IepedeHb BOITPOCOB ISl TECTOB

Ne /i1

Kon

ITprMepHBIii TepeueHb BOIPOCOB I TECTOB
UHIMKaTopa

He npenycmorpeno

[lepeueHb TeM KOHTPOJBHBIX PabOT MO JUCIUIUIMHE OOYy4aromuxcs 3a04HON (popMbl
o0yueHus, npecTaBiIeHbl B Tabmuie 19.

Tabmuna 19 — [lepedeHb KOHTPOJIBHBIX padOT

Ne i/t

IlepeyeHb KOHTPOJIBHBIX PAOOT

He npenycmorpeno




Metoauueckre Marepuallbl, ONpPENENSIOIME IPOLEIYypbl OLEHUBAHUSA WHIUKATOPOB,
XapaKkTepU3YIOIUX dTanbl  (HOPMUPOBAHUS KOMIIETCHIIMH, COJEpXKATCsi B  JIOKAJIBHBIX
HOpMaTUBHBIX akTax ['YAIl, pernaMmeHTHpYIOIKUX NOPAJOK U IPOLELYPY POBEIEHUS TEKYILErO
KOHTPOJIS YCIIEBAEMOCTH M MIPOMEXKYTOUYHOI arTectanuu odyuatommxcs ['Y AIL

12. Meroaudeckue yKazaHus Uit 00YJIArOIIUXCS IO OCBOCHUIO TUCITUTLIAHBI

12.1. Meroauueckue yKazaHHs A OOy4aroIIUXCS 10 OCBOCHHIO JIEKIIMOHHOTO
MaTepuaia

OcHOBHOE Ha3HA4Y€HHE JIEKIIMOHHOTO MaTepuajiga — JIOTUYECKH CTPOMHOE, CHUCTEMHOE,
riyOOKoe U sICHOE WU3JIOKEeHHMe yueOHoro marepuana. Ha3HaueHune cOBpEeMEHHOM JieKLuu B
paMKax IUCIMIUIMHBI HE B TOM, YTOOBI MOJYYUTHh BCIO MH(POPMAILMIO 1O TEME, a B OCBOCHUU
(GyHAaMEHTaIbHBIX MpoOJEeM JUCLUUIUIMHBL, METOJOB HAy4yHOrO I103HAHMS, HOBEHUIIMX
JOCTIDKEHUI Hay4HOH MbIciu. B yueOHOM mporecce JEKIUs BBIMOIHAET METO0JIOTHYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (YHKIMU. JIeKIUs packpbIBaeT NOHATUIHBIN anmapar
KOHKpETHOH oO0jacTu 3HaHUs, €€ MpoOJeMbl, AAeT LENbHOE NPEJACTABIEHHE O JAUCLUIUIMHE,
IIOKa3bIBAET B3aUMOCBS3b C IPYTUMU JUCLUIIIIMHAMM.

[InaHupyeMble pe3ynbTaThl IPU OCBOEHUU 00YYarONIMMUCS JEKIIMOHHOIO MaTepuana;

— TIOJYy4YEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBSA3aHHBIX 3HAaHUH, YpPOBEHb
KOTOPBIX OIPEAEIAETCS LEJIEBOM YCTAHOBKON K KK OW KOHKPETHOU TEME;

— TOJy4Y€HHE OIbITa TBOPUYECKOM pabOThl COBMECTHO C MPEIO/IaBATEIEM;

— pasBuTHe TPOPECCHOHATHHO-IENOBBIX  KAauyecTB, JIIOOBM K TIPEAMETYy W
CaMOCTOSITENIbHOTO TBOPYECKOI'O MBIIITIEHHUS.

— MOsBJIEHUE HEOOXOAMMOro HHTEpeca, HE0OX0AUMOTO Il CAMOCTOSITEIbHON pabOThI;

— TIOJy4Y€HHE 3HAaHUH O COBPEMEHHOM YPOBHE pAa3BUTHS HAyKM U TEXHUKU U O
IPOTHO3€ UX pa3BUTHs Ha OJMIKaMIINe TO/Ibl;

— Hay4dyuTbhCS METOJMYECKH oOpadarbiBaTh MaTepuas (BBIACIATH TJIABHBIC MBICITH H
IIOJIOKEHUS, IPUXOAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATh HUX B  Pa3jIM4YHBIX
bopMynupoBKax);

— TOJIyueHHE TOYHOT'O IOHUMAaHHUs BCEX HEOOXOIUMBIX TEPMUHOB U TOHSATHH.

JlekunoHHBI MaTepua’d MOJXKET COINPOBOXKAATHCS JIEMOHCTpalMed CIalIoB U
UCIIOJIb30BAaHUEM pa3aTOYHOrO0 MaTepuaja IpH MPOBEIEHUU KOPOTKHX JHUCKYcCURl 00
0COOEHHOCTSX MPUMEHEHHS OTJENIbHBIX TEMATHK 10 TUCLUILIHHE.

CrpyKTypa npeiocTaBieHHs JEKIIHOHHOI0 MaTepuana:

Monyns 1. Crannaptel Bopaackumic u cneundukanus cranaaptoB Bopraackumic no
komnereHiuu  «KopropartuBHast —3ammra OT  BHYTPEHHMX  yrpo3  MHGOPMalMOHHON
6e3omacHocTw». Paznensl cnenudukanum

Tema 1.1 Crneundukanust crapaapra kommnereHun «KopropaTtuBHas 3amura OT
BHYTPEHHUX YIpo3 HMH(OpPMAIMOHHONW 0e30macHOCTH» (KOHKYPCHOE 3a/laHue, TEeXHHYECKOoe
omnucaHue, UHPPACTPYKTYPHBINA JIUCT, CXeMa U O0OpyJOBaHUE pabOUUX MECT, TPEOOBAHHS K
TE€XHUKE 0€30aCHOCTH, KPUTEPUH OLIEHUBAHHUS, KOJEKC 3TUKH, OCHOBHbIE TEPMUHBI)

Monyns 2. TpeGoBanust OXpaHbl TPyJa U TEXHUKH O€30TaCHOCTH

Tema 2.1 Kynberypa 6e3omacHoro Tpyna.

Tema 2.2 OcHoBBbI Oe3omacHoro Tpyaa u ddQexTuBHAsS OpraHu3anus padodyero
MecTa B COOTBETCTBHM CO cTaHaapTamMu Bopaackumic u cneuuukanued craHaapToB
Bopaackuiuic mo KOMOeTEeHIINH.

Monayns 3. CoBpeMeHHbIE TEXHOJIOTHH B MpodeccuoHanbHOM cdepe. OCHOBBI 3alIUTHI
uH(pOpMalMU OT BHYTPEHHUX YTPO3 HHPOPMAIIMOHHOMN 0€30MacHOCTH.

Tema 3.1 OCHOBBI 3aIUTHI KOPIIOPATUBHON HH(OpMAITIH

Tema 3.2 [lenn, 3aqaumn, CUCTEMBI, METOJIBI U CPEACTBA 3AIUTHI

Tema 3.3 [TIpaBoBBIE OCHOBBI.




KnroueBple  amroputmsl U cucteMbl.  OCHOBHblE  NOHATHA.  be3omacHOCTb
WH(POPMAIMOHHBIX CHUCTEM. YTPO3bl HHGOPMAIMOHHOW Oe30macHOCTH. VICTOYHHMKH yrpo3.
Vazsumoctu. Pucku. Ataku.

Tema 3.4 3amura wWHOpPMAIMKM OT BHYTPEHHUX yrpo3 HHGOPMAIIMOHHON
Oe3omacHOCTH. BbIsiBIeHHE yTeuek C Hcmoiib3oBaHueM TexHosoruu Data Leakage Prevention
(DLP). Teopus u npakTuka npumenenust DLP-cuctem.

Monynb 4. OcHOBBI IM(POBOIT TUTHEHBI

Tema 4.1 Hudposas rurnena. Kubepyrpossl. Buabl kubepyrpos. MHTEpHET yrpo3sl.
Buemnue (BpelOHOCHBIM MNPOTpPaMMHBIN KOA, cmaM, (UIIMHT, CETeBble aTakh, B3JIOM
YCTPOMCTBA, B3JIOM AaKKAayHTOB U T.J.) U BHYTPEHHHE (MHTEPHET 3aBUCHUMOCTh, HWHTEPHET
IIPOKPACTUHALMS) HMHTEPHET Yrpo3bl. KOMMYHHMKAlMOHHBIE M TEXHOJOTMYECKUE HWHTEPHET
YTPO3BL.

Tema 4.2 [IpaBuna Oe3zonacHoro mnoseneHuss B cetu MutepHer. Pasmemienue u
UCIIOJIb30BaHUE TMEPCOHANBHBIX W JIMYHBIX JaHHbIX. be3omacHele mnaponu. Hactpoiiku
IIPUBATHOCTH B COLMANIBHBIX CeTsAX. Pe3epBHOE KOonMpoBaHUE.

Tema 4.3 [Iporpammel 3a1IUTHI OT BPEAOHOCHOTO MporpaMMHOro kozaa. IIporpammel
pomutensckoro KoHTpois. CpexactBa mmdpoBanus naHHBIX. CpencrBa  OIIOKUPOBaHHS
HEKeNaTeIbHOTO KOHTeHTa

Monyinb 5. YcraHoBKa, KOHQUTYPHPOBAHUE U YCTPAHEHHE HEHCIPABHOCTEH B CHUCTEME
KOPIIOPATUBHOM 3aIlIUTHI OT BHYTPEHHUX yIPO3.

Tema 5.1 Yceranoeka DLP IWTM B BupTyanbHOM OKpykeHHH. Pexumbr port
mirroring u proxy.

Tema 5.2 Kondurypuposanue DLP IWTM

Tema 5.3 HcnpaBneHne TUIIOBBIX HEUCTTPABHOCTEM.
Monyinb 6. TexHOIOTUM areHTCKOr0O MOHUTOPUHTA
Tema 6.1 Ha3znaueHne areHTCKOro MOHUTOPHWHTA. YCTaHOBKA M  HACTPOWKA

areHrckoro mouutopunra. Marepdeiic koncomn DLP IWDM. Pabora B KOHCONU yrpaBiIeHUS
areHTOM

Tema 6.2 [lonuTUKM areHTCKOro MOHMUTOPHUHIA, OCOOEHHOCTM MX HACTPOMKH.
Coznanne u mnposepka noauTuk. Co3gaHue MOJWUTUK 3alUTBI Ha areHTax; PuibTpanus
coObITHii; HacTpoiika cOBMECTHBIX COOBITHI areHTCKOro M CeTeBOro MOHUTOpuHra; Pabora c
HOCUTEIISIMU M ycTpoiicTBamu; Pabota ¢ ¢aitnamu; Kontpons npunoxenuit; Mckiouenue u3
cOOBITHI MepexBara.

Monyns 7. PazpaboTka monuTHK 0€30MacCHOCTH, aHAJIN3 BBISIBIEHHBIX UHIUIEHTOB

Tema 7.1 Pa3zpabotka u tectupoBanue noautuk B cucreme DLP IWTM. Pa6ora c
pa3fesioM TEXHOJOTMU CUCTEMbl KOPIOPATUBHOW 3aIUTHI: KATErOPUU U TEPMHUHBI, TEKCTOBBIE
00bekThl; Pabota ¢ coObITHSAME, 3arIpochl, OOBEKTHI MEepexBaTa, UACHTU(PHUKAIMS KOHTAKTOB B
cobbiTum; PabGora co cBoakamu, BuKeTamMH, cBojkamu; PabGora c¢ mepconamu; Pabora c
oObexTaMu 3amuThl; [IpoBecT MMUTAIUIO Mpoliecca YTEUKH KOH(UIEHIIMaTIbHON HHOpMauu
B cucreMe; Co3/1aTh HENPOTUBOPEUMBBIE MOJUTHUKH, COOTBETCTBYIOIME HOPMAaTHBHOH 0aze u
3aKOHOJATENbCTBY; 3aJOKYMEHTUPOBATh CO3/JAHHBIE MOJUTUKU HCIOJIb3Ys B COOTBETCTBUM C
TpeOOBAaHUSAMHU COBPEMEHHBIX CTaHAApPTOB B obOsacTu 3aummThl HH(opmaruu. Pabora c
KaTeropusiMd W TepMHHaMu; Vcrnosnb3oBaHue peryiaspHbIX BblpaxeHuil; lcnons3oBanue
MopdoJIorHuecKoro moucka; ¢ Pabora ¢ rpapuueckumu oobekramu; Paborta ¢ BeIrpy3kamu 1 6a3
naHHbIX; Pabora ¢ nevarsimu u 6iankamu; PaboTa ¢ aitioBeIMu THUTIaMH,

Tema 7.2 Monutopunr Tpaduka. IIpoBepka HpUMEHEHHS TOJUTHK 4-X BUIOB:
Tpaduk, nepconsl, Oypep oOMeHa, nBrxeHue ¢aitnos. Pabora ¢ kpaynepom.

Monayns 8. OOcnenoBanue (ayAuT) OpraHu3alldd C LEJNbIO 3alIMTBl OT YIpo3
MH(pOpPMallMOHHON 06€30MacHOCTH

Tema 8.1 [lonarue ayaura MHPOpPMALMOHHONW Oe3omacHOCTH. TeopHs M MpakTHKa
o0cre1oBaHuUsI OpTraHU3aIMH C IIEJIbI0 3alUTHI OT YIPOo3 HHPOPMAITMOHHONW O€30MaCHOCTH



Tema 8.2 3aKOHOJIATENBCTBO B O0JIACTH 3alIUThl KOH(PHICHIIMATBHON HHPOPMALIUH.
Bunper undopmaruu orpanndeHHoro aocryna. [lepconansasie nanueie. Kommepueckas TaiHa.

12.2. Meroauyeckue yka3aHUs IJIs1 OOYYalOIIMXCS IO BBITIOJIHEHHIO J1a00paTOPHBIX
pabort

B xoxe BeImonHeHUs 1abOpaTOpPHBIX pabOT OOYyYaIOMUNUCS JOJDKEH YIIYOWTh |
3aKpENUTh 3HAHUSA, MPAKTUYECKUE HABBIKH, OBJIAJIETh COBPEMEHHOW METOJUKOW U TEXHUKOU
JKCIIEPUMEHTa B COOTBETCTBHHM C KBaJM(UKAMOHHON XapaKTepUCTUKON 00ydaromerocs.
BrimonHnenue m1abopaTopHbIX pabOT COCTOUT U3 IKCHEPUMEHTATBHO-TIPAKTHYECKOH, pacdyeTHO-
AHAJIMTUYECKON YacTel U KOHTPOJIbHBIX MEPOIIPUATHIA.

BreimonHenue mabopaTopHBIX pabOT OOYYAIOIIMMCS SIBIISIETCS HEOTHEMIIEMOW YacCThIO
U3YYEHUS JUCIUIUIMHBI, OMpenesiseMoil y4eOHbIM IUIaHOM, M OTHOCUTCS K CpelCTBaM,
00eCTIeYNBAIOIIUM PEIICHUE CIIETYIONUX OCHOBHBIX 33]a4 00y4aromerocs:

— mnpuoOpeTeHHe HaBBIKOB HCCIEAOBAaHUSA MPOLECCOB, SBIEHU U OOBEKTOB,
W3Yy4aeMbIX B paMKax JaHHOW TUCIUILINHBI,

— 3aKperuvieHHe, Pa3BUTHE M JeTalIu3alMs TEOPETUYECKUX 3HAHWM, MOJyYEeHHBIX Ha
JCKIUSX;

— TOJIydeHHe HOBOM MH(OpMAINH 10 U3y4aeMOH TUCIUILINHE;

— TpuUOOpeTeHWE  HABBIKOB  CAMOCTOATEIBHOW  paboTel ¢ 1a00paTOpHBIM
000py/TI0BaHHUEM U IPUOOPAMH.

3amanue u TpeOoBaHus K NPOBEACHHUIO J1a00paTOPHBIX pabOoT

BapuanT 3amaHus 1o Kaxaou JabopaTOpHOi paboTe OOydYarolIMiics IOJydaeT B
COOTBETCTBUU C HOMEpPOM B cHucKe Tpymmbl. [lepen mpoBepeHHeM J1abopaTOpHOW pPabOTHI
oOyuJaromemMycsi ClieyeT BHUMATEIbHO O3HAKOMHUTHCS C METOJUYCCKUMH YKa3aHUSMH 10 €€
BBIITOJIHCHUIO. B COOTBCTCTBHUU C 3aJaHUECM 06y11a}01111/1171c;1 JOJIDKCH ITOATOTOBUTH HCO6XOI[I/IMBIG
JAHHBIC, TIOJIYYUTh OT TMPEMOAaBaTelis JOMYCK K BBIIOJHCHHIO J1a0OpaTOpHOM padoTHI,
BBIMIOJHUTh YKa3aHHYIO IOCJIEOBATEIbHOCTh JEHUCTBUM, IMOJIYYUTh TpeOyeMble pe3yibTarhl,
0o(OPMUTH M 3aIMUTUTH OTYET 110 JJaOOPaTOPHOI padoTe.

CrpykTypa u dopma oTueTa 0 JabopaTOpHOH paboTe
Otuer He TpedyeTcs

12.3. Meroauueckue ykazaHus UIsi 0OYyJaIOMIMXCs MO MPOXO0XKIECHHIO CAMOCTOSITEITHHOM
paboThI

B xone BbIMOSHEHUSI CaMOCTOSITENIBHOM PabOThI, 0OYJAIOIIUICS BBHIMOJIHSAET paboOTy 1O
3aJJaHUI0 ¥ IPU METOJUUYECKOM PYKOBOJCTBE IperojaBaTelis, Ho 0e3 ero HermocpeiCTBEHHOIo
y4acTusl.

B mnpouecce BBIMOJHEHHUsSI CaMOCTOSITENbHONW paboThl, y oOydaromierocss (popMHpyeTcs
1enecoo0pa3Hoe IIaHUPOBaHKUE pabouero BpEMEeHH, KOTOPOE MO3BOJISIET UM pa3BUBaTh YMEHHS
U HaBBIKM B YCBOGHHWU U CHUCTEMaTH3allMM NPUOOpeTaeMbIX 3HAHUHM, 00ecreunBaeT BBICOKUI
YpOBEHb YCIEBAEMOCTH B TMEpPHOJ OOYy4YEeHMs, NOMOIaeT MOJIYyYUTh HABBIKUM IOBBIIIEHUS
npo¢eCcCHOHATBHOIO YPOBHS.

MetoauyeckumMi ~ MaTepuaiaMH,  HalpaBSIIONIMMH  CAMOCTOSATEIBHYIO  paloTy
00yyJaromuxcst ABISIOTCS: yueOHO-METOIMUEeCKUN MaTepual 1o JUCIUILUIHHE.

12.4. Metoauueckre yKazaHusl [UIsl OOYYAarOIIMXCS TIO TMPOXOXKICHHIO TEKYIIETro
KOHTPOJISI YCTIEBAaeMOCTH.

Texymuit KOHTPONb YCIEBAEMOCTH TMpEeAyCMaTpUBAEeT KOHTPOIb KadyecTBa 3HAHUI
00yJarOIIUXCs, OCYIIECTBIIIEMOTO B TEUCHHE CEMeCTpa C ISJIbI0 OIEHUBAHUS XOJa OCBOCHUS
TUCIUIIMHBL. DopMa MPOBEAEHUST TEKYIIEro KOHTPOJS — 3aIllUTa OTYETOB IO J1a0OpaTOPHBIM
paboram. Pe3ynbTaThl TEKyIIEro KOHTPOJS YYHUTHIBAIOTCS MPH IMPOBEACHUU TPOMEKYTOTHON



attecranuu B cooTBeTcTBUM ¢ TpeboBaHusmMu CTO ['VAIL CMK 3.76 «llonoxxeHue o TeKyem
KOHTPOJIE YCNEBAEMOCTH M MPOMEKYTOYHOM arTecTalud CTyAEHTOB W acnupaHTtoB ['YAII,
o0yyaromuxcs Mo 00pa3oBaTeIbHBIM IPOTPaMMaM BBICIIETO 00Pa30BaHU.

12.5. Metoauueckue ykazaHus JJisi O0Oy4aroUuxcs MO MPOXOXKACHUIO MPOMEKYTOUHOM
aTTECTALUU.

[Ipomexyrounas  arrecrauus  oOydalolIUXcsl — MpeAycMaTpuUBaeT  OLICHWBAaHUE
IPOMEXYTOYHBIX ¥ OKOHYATENIBHBIX PE3yJbTaToB OOyueHHs 1o aucuuruinHe. OHa BKIIOYAeT B
cebst: sK3aMeH — (opMa OLIEHKH 3HAHWM, MOJTYYEHHBIX OOYYalOIIMMCS B MPOIECCEe WM3YUYCHHUS
BCEH JIMCIUIUIMHBI WIH €€ YaCTH, HABBIKOB CAMOCTOATENBHON pabOThl, CHOCOOHOCTH PUMEHATh
UX JUIsl pElIeHHs MPaKTUYEeCKHX 3aJady. OK3aMeH, KaK IPaBUJIO, MPOBOAMUTCS B MEPHOJ
HK3aMEHALIMOHHOW CECCUU U 3aBEpPILIACTCS aTTECTALMOHHOM OLIEHKOM «OTIMYHO», «XOPOLIO»,
«YAOBIETBOPUTEIBHOY, «HEYIAOBIECTBOPUTEIBHO.

WtoroBas arrectanus HpOBOAUTCA B (GoOpMe IEMOHCTPAIIMOHHOTO 3k3ameHa. OleHka
YPOBHSI OCBOEHHUSI KOMITETEHIUI1 OCYILIECTBIISIETCS HA OCHOBE TAKMX COCTABIISAIONINX KaK: 3HAHHE,
YMEHME, BJIaJICHUE HaBbIKaMH, KOTOpbIE CIylIaTelb AEMOHCTPUPYET Ha JIEMOHCTPALMOHHOM
sk3ameHe. JlJii UTOroBOM arrecTaluu HCIosb3yercss KOMIUIEKT OIIEHOYHON JIOKYMEHTalUuu
(KOM) no xomnerenuun «KopropaTuBHas 3aliuTa OT BHYTPEHHHX Yrpo3 HH(GOPMAIMOHHON
0e30MacHOCTH.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




