MUHUCTEPCTBO HAYKH U BBICIIEI'O OBPA30BAHUS POCCUMCKOI
OEJIEPALIMA
(enepanbHOE rocy1apCTBEHHOE aBTOHOMHOE 06Pa30BaTENbHOE YUPEKICHHE BBICIIETO
oOpa3oBaHus
"CAHKT-IIETEPBYPI'CKHI 'OCYJAPCTBEHHBIY YHUBEPCUTET
ABPOKOCMHUYECKOI'O [TPUBOPOCTPOEHUA"

Kadenpa Ne 25

VYTBEPXJAIO
PykoBoauTens 06pa3oBaTenbHOM IPOrpaMMbI

JIOIL,K.T.H., JIOIL.

Jlucr cormacoBaHms paGo4eii IPOrpaMMBbI JUCIHILTHEB!

Iporpammy cocraBun (a)
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JOIL,K.T.H.,JIOII. 26.02.2025 A.A. OBYMHHHKOB

(BOMKHOCTB, Y. CTENeHb, 3BaHue) [ < / (nonnucs, nara) (naunmansl, gamunus)

[Tporpamma ono6peHa Ha 3acenanny kadeaps Ne 25
«26» pespang 2025 r, mporokon Ne 7/2024-25

(AOIDKHOCTD, y4. CTENEHb, 3BaHHE)

H.B. Mapkosckas

(vHmmans, Gpamutus)

A

// (noanucs)
/ «27» dpespans 2025 r

PABOYAS ITPOI'PAMMA JUCHUITJIMHEI

«3armura PIH(I)OpMaHI/IOHHLIX IPOLICCCOB B KOMIIBIOTEPHBIX CHCTEMax»
(HaumeHoBaHHe AMCLIMILTHHEL)

Kon nanpasnenus noarotoBku/ 11.03.02

CHIEMHATBHOCTH

HaumeHoBaHue HanpasneHus
TOATOTOBKY/ CIIENHATHHOCTH

HH}OKOMMYHUKAIHOHHBIE TEXHOJIOTUH U CHCTEMBI CBI3H

Havenopaie ITporpaMMHO-3aIMIIEHHBIE HHPOKOMMYHHUKALIIH
HalpaBJICHHOCTH porp o y
Dopma 06ydeHus o4HaA
T'onx mpuema 2025

Cankr-IlerepGypr— 2025

3apenyromii kadenpoit Ne 25
J.T.H.,Ipod. %ﬂ;‘ 26.02.2025 AM. Tropiukos
(y4. creneHs, 3BaHue) / & Mxo;mucs, nara) (unnumansl, paMunus)
3aMeCTHTENb JUPEKTOPa HHCT 3 METOHYECKOlt paGoTe
JO11. ,K.T.H.,JIOIL. ~ 26.02.2025 H.B. MapkoBckas
(ROMXHOCTB, y4. CTeNe b, 36aHME) V/ (monnucek, nara) (uHunmansl, Gamunus)



AHHOTaNINA

HucuumnuHa «3amura UHQOPMAIMOHHBIX MPOIECCOB B KOMIBIOTEPHBIX CHCTEMAaX)
BXOIHT B 00pa30BaTeNbHYIO MPOTrPaMMy BBICIIEr0 00pa3oBaHus — MporpaMMy OakajiaBpuaTa Mo
HarpasjeHuto moaroToBku/ cneruaibHocTH 11.03.02 «MHDOKOMMYHUKAITMOHHBIC TEXHOJIOTHU
U CHCTEMBl CBSI3W» HampaBieHHOCTH «lIporpaMMHuo-3amumeHaple  HH)OKOMMYHHUKAIIMN.
Hucnurmmuna peanusyercs kadempoit «Ne25y.

JlucuuiuinHa HaresneHa Ha (P OPMHUPOBAHKE Y BBIITYCKHHUKA CIEIYIOUIMX KOMITETCHIINIA:

ITIK-1 «Crioco6eH K pa3BUTHIO CHCTEM M CETEH Mepeiavur TaHHBIX)

[IK-2 «Cnoco0GeH OCYIIECTBIATh SKCIEPHUMEHTAIBHBIC HCIBITAHUS, MOHUTOPUHT
COCTOSTHUSI U IIPOBEPKY KauecTBa pabOThl, MPOBEACHUE U3MEPEHHUI M TUArHOCTHKY OIIMOOK U
OTKa30B TEJIEKOMMYHMKAIIMOHHOTO OO0OpYyJIOBaHMS, CETEBbIX YCTPOMCTB, IPOrPaMMHOIO
obecrnieueHus NHHOKOMMYHHKAIHID)

[1K-4 «CrocobeH OIeHMBATh IMapaMeTpbl OE30MacHOCTH M 3aIlMIIATh MPOrPAMMHOE
o0OecrieueHre M CETEBbIE YCTPOINCTBAa aIMUHUCTPUPYEMOH CETH C MOMOUIbIO CHEIHATBHBIX
CPEZCTB yIpaBieHUs! 0€30I1aCHOCTHIOY»

[IK-6 «CnocobeH K aJMUHUCTPUPOBAHHIO CpPEACTB oOecmedeHus O0e30MacHOCTH
YAAJIEHHOTO JOCTyNa (ONEePalMOHHBIX CUCTEM U CIIEUATU3UPOBAHHBIX IIPOTOKOJIOB)»

CopepxaHue AMCHUIUIMHBI OXBAThIBA€T KPYTI BOIPOCOB, CBS3aHHBIX C C HM3yUYECHUEM
METO/I0B, MEXaHU3MOB U CPEJCTB 3aIIUTHI HHPOPMAIIUH B Ipoliecce ee 00paboTKH, XpaHEeHUs U
nepefayd B KOMIBIOTEPHBIX CHCTEMaxX C YYETOM BO3MOXHBIX Yrpo3 H TpeOOBaHUMN
HOPMAaTUBHBIX JOKYMEHTOB.

[IpenogaBanne AMCHUIUIMHBI MpeAycMaTpuUBaeT cienyrompe ¢GopMbl OpraHu3aluu
y4eOHOTr 0 IpoIiecca: JIEKIUH, JIa00paTopHbie pabOThI, CAMOCTOsITEIbHAs paboTa CTyICHTA.

[IporpaMMo#l IUCHUIUIMHBI TPEAYyCMOTPEHBbI CIEAYIOLUIUE BUABI KOHTPOJS: TEKYIIHA
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAS aTTeCTalus B popme 3auera.

OOmiast Tpy10EMKOCTh OCBOEHHS JUCLUUIUIMHBI COCTABISAET 2 3a4eTHBIX €IUHUIBI, 72
yaca.

SI3pIK 00y4EHUS 10 TUCIUITIIMHE KPYCCKUHN »



1. TlepeueHb MIIAHUPYEMBIX PE3YyJILTATOB O0YUEHUS MO JUCITUIUIMHE

1.1. Tlenu npenogaBaHusi JUCIUTUTUHBI

Lenu npenoaBanus TUCHUIUIMHBI COCTOAT B M3yYCHUH METOJI0B, MEXaHU3MOB U CPEJICTB

3amuThl MHGOPMAIMK B TpoIecce ee oO0padOTKH, XpaHEHUs M Iepeladyd B KOMITBIOTEPHBIX
CHUCTEMax C YYETOM BO3MOXKHBIX YTpo3 ¥ TPeOOBaHN HOPMATUBHBIX JOKYMEHTOB.

1.2. JducumrmimHa

BXOIHUT B

cocCTaB

yactd, (QOpMHpPYEeMOH  y4YaCTHUKAMHU

00pa3oBaTeNbHbIX OTHOIICHUH, 00pa30BaTEeIbHOI MpOrpaMMbl BhICIIEr0 0O0pazoBaHus (ianee —

OI1 BO).

1.3. TlepeueHb IaHUPYEMBIX PE3YJIHTATOB O0YyUEHUS MO AUCLUHUILIMHE, COOTHECEHHBIX C

IUTaHUpYEMbIMU pe3yibTatamu ocBoeHus OI1 BO.

B pesynbrare m3yueHUs JUCHUILIMHBI OOYYaIOIIUICS JOJDKEH 00J1alaTh CICAYIOIIMMH
KOMIIETCHIIMSIMU WJIM UX 4acTsAMU. KOMIIETEeHIIMN U MHIMKATOPBI UX JOCTUKEHUS NIPUBEIACHBI B

Tabymue 1.

Tabnuna 1 — [lepeueHb KOMIETEHIIMN U UHAUKATOPOB UX JIOCTHXKEHUS

Kareropus (rpynna) Kon n HanmeHoBaHue Konx n HauMeHoBaHMEe HHAMKATOpa
KOMIIETEHIINH KOMIETCHIINH JIOCTHIKEHUS] KOMIIETEHIIUU
[1K-1.3.6 3HaTh METOIBI aHAJIU3A U
[TK-1 Cnocoben k A
[Ipodeccuonanbubie . | 0000IIIeHUS] OTEYECTBEHHOTO U
Pa3BUTHUIO CUCTEM U ceTel
KOMITETEHIHH MEXlyHapOIHOTI'O OIIbITa B 00JIACTH CUCTEM
nepenayn JaHHBIX .
U ceTell mepesaun JaHHBIX
ITK-2 Cnocoben
OCYILIECTBJIATH [1K-2.3.2 3HaTh CIOCOOBI HACTPOMKH
AKCIIEPUMEHTAJIbHbIE CETEBOro 000PyAOBaHUSI, U3MEHEHHUS
UCIBITAHUS, MOHUTOPUHT | KOH(UTYpaAIlMN U YCTAHOBKH HOBBIX PEITU30B
COCTOSIHUS Y IPOBEPKY IPOrpaMMHOr0 0OecreueHus
KauecTBa padoThI, [1K-2.3.3 3natb npaBuia paboTsl ¢
MPOBE/ICHUE U3MEPEHHUN M | Pa3TUIHBIMUA UHPOPMAITMOHHBIMA
[TpodeccronanbHbIe POBEAL P p (bopwar
JTMarHOCTUKY OIMOOK U CUCTeMaMHU U 06a3aMH JTaHHBIX
KOMITETEHIHH .
OTKa30B [1K-2.3.4 3narb npaBuia nHGOPMALIMOHHON
TEJIEKOMMYHHUKAI[MOHHOTO | 6€30MaCHOCTH MpU paboTe ¢
000py0BaHNUs, CETEBBIX | TEIEKOMMYHUKALMOHHBIM 000pYy10BaHUEM
YCTPONCTB, [IK-2.Y.1 ymMeTp NpOBOANUTH aHAJIN3
IPOTPaAaMMHOTO KOH(UTYypaly U NapaMeTpoB CETHU J0CTyIIa
o0ecrieueHus U 000pyA0BaHUS
MH(OKOMMYHUKALUN
[1K-4.3.2 3HaTh OCHOBHBIE TPUHIIUIIBI,
KpUNTOTpaQHuECKUe MPOTOKOIBI H
porpaMMHBIE CpeicTBa 00eCTIeYeHUs
[1K-4 Cniocoben MH(POPMAIMOHHOM 0€30MMaCHOCTH CETEBBIX
OIICHUBATh MapaMeTPhI YCTPOMCTB
0€301acHOCTH U [1K-4.3.3 3HaTh OCHOBBI 3aIIUTHI
3alMIIATh IPOrpaMMHOE | HHPOPMALUU U Oa30BbIe YTPO3bI
o0ecrnieyeHre u CeTeBble [IK-4.Y.1 ymMeTb NpuMEHATH IPOTPaMMHBIE,
[TpodeccronanbHbIE .
yCTpOHCTBa anmapaTHbIe U IPOrPpaMMHO-aIapaTHbIE
KOMITETEHITHH

aIMUHUCTPUPYEMOM CETH
C TIOMOIIIBIO
CHEIHAIbHBIX CPEJICTB
yIpaBJIEHUs
0€301acHOCTbIO

CPEICTBA 3aIIUTHI CETEBBIX YCTPOICTB OT
HECaHKLMOHUPOBAHHOTO JOCTyTa

[IK-4.Y.2 ymeTb noiap30BaThCsl HOPMAaTUBHO-
TEXHUYECKOH ToKyMeHTaluei B o0aactu
oOecnievyeHns nH(HOPMaLMOHHON
6€301acHOCTH NH(POKOMMYHUKAITUOHHBIX
CUCTEM

[1K-4.VY.3 ymeTh onpeaensiTh TpeOoBaHus U
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BO3MOXKHBIE PEIICHHS B 00JIACTH 3alUTHI
nH(OpMAIK COBMECTHO CO CIIEIUATUCTAMU
1o H(POPMAITMOHHOW 0€30TTaCHOCTUM
[1K-4.B.1 BiageTh HaBbIKAMU U CPEIACTBAMU
YCTaHOBKH U yIIPABJICHHUSI
CHeIUaTU3UPOBAHHBIMU TTPOTPAMMHBIMH
CPEICTBAMU 3aIIUTHI CETEBBIX YCTPOICTB
aIMUHUCTPUPYEMOM CETH OT
HECAaHKIIMOHUPOBAHHOIO JTOCTYIA

[1K-6.Y.1 ymeTh NoAKIIIOYATh M HACTPAUBATh
COBpPEMEHHBIE CPEICTBA OOECIICYECHHUS

[1K-6 CriocobeH k 0€301acHOCTH YJIaJICHHOTO JIOCTyTa

aIMUHUACTPUPOBAHUIO (oTmepanMoOHHBIX CUCTEM U

CpencTB oOecreyeHus CIEIUATU3UPOBAHHBIX MIPOTOKOJIOB);
[TpodeccuonanpHbie | O€30MaCHOCTH paboTaTh C KOHTPOJIbHO-U3MEPUTEIbHBIMU
KOMITETEHILIUU YAANEHHOTO OCTyNa anmapaTHBIMH M IPOTPaMMHBIMHU

(orepanMoOHHBIX CUCTEM U | CPEIACTBAMHU

CIIeLIUATTU3UPOBAHHBIX [1K-6.B.1 BnageTs HaBbIKAMU YCTaHOBKHU

MIPOTOKOJIOB) JIOTIOJTHUTEIIFHBIX MPOTPAMMHBIX ITPOTYKTOB

JJIA obecreyeHns 0€30IaCHOCTU YAAJICHHOT'O
AO0CTYyIIa M UX IIapaMCeTpUu3alnuu

2. Mecro nucuuruinHbL B cTpykType OI1

JucuunimHa MoXeT 6a3upoBaThCS Ha 3HAHUSX, paHee MPUOOPETEHHBIX 00yUYaIOITUMUCS
MIPY U3YYECHUH CIEAYIOIUX AUCUUTUIAH:

— «KopnopaTuBHas 3auTa 0T BHYTPEHHHUX YIpo3 HHHOOPMAIIMOHHOW 0€30I1acCHOCTHY,

— «lIpou3BOACTBEHHAS MPAKTUKAY

3HaHUs, MOJYyYEHHbIE NPU HM3YYEHUHM Marepuana JIaHHOW AUCIUIUIMHBI, UMEIT Kak
CaMOCTOATEJIbHOE 3HAYCHHUE, TAK U MOTYT UCIIOJIb30BaThCS IPU U3YUEHHUH IPYTUX TUCIUILINH:

— «lIpousBoacTBeHHAs MPEITUILIOMHAS TPAKTHKA

3. OO0BEM | TPYJTOEMKOCTh JUCIIUILTAHBI
JlanHbple 00 o0uieM oO0beMe AUCHUIUIMHBI, TPYJIOEMKOCTH OTHAENbHBIX BHUJOB y4eOHOU
paboTHI 110 AUCUHUIUIMHE (M paclpeieseHHe 3TON TPYI0EMKOCTH [0 CEMECTpPaM) NMPEACTABIEHBI B
tabnure 2.

Tabmuia 2 — O0beM U TPYJ0EMKOCTh JUCITUTIIIUHBI

TpynoeMKocTb 1o
Bun yuebHoli paboThl Bcero ceMecTpam
Ne8
1 2 3
Oowan mpyooemkocmep OUCUUNTUHDL, 2/ 72 2/ 72
3E/ (uac)
U3 Hux uacose npakmuueckoi no02omoeKu 20 20
AyoumopHhuie 3anHamus, BCEro Jac. 30 30
B TOM YHCIIE:
nekruu (JI), (dac) 10 10
npakTudyeckue/cemuHapckue 3anstus  (I113),
(dac)
naboparopusie padbotsl (JIP), (dac) 20 20
KypcoBoii mpoekT (pabdota) (KII, KP), (gac)
9K3aMeH, (Jac)




Camocmoamenvnas paboma, Bcero (dac) 42 42
Buo npomesxcymounoi ammecmayuu: 3ader,

mudd. 3ager, sk3amen (3auer, dudd. 3au, | 3auer 3auer
OK3.*%*)

*x .
HpI/IMeanI/Ie: KaHAUJIATCKHUU 3K3aMCH

4. ConepxaHue JUCIUTUTHHBI

4.1. Pacnpeznenenue TpyI10€MKOCTH JTUCHUILIMHEI 110 pa3/ieiaM U BUAAM 3aHATUMN.
Pazgenbl, TeMbI TUCITUTIIIMHBI M KX TPYJIOEMKOCTh IIPUBECHBI B Ta0IUIIE 3.

Tabnuua 3 — Pazesnbl, TeMbl TUCIHUILTHHBI, UX TPYAOEMKOCTh

Pasznesnsl, TeMBI TUCITATLINHEL Hexum | 113 (C3) P KII CPC
’ (gac) (gac) (dac) (gac) (dac)
Cemectp 8
Pazpnen 1. Beenenue 1
Pa3nen 2. AHanu3 BO3MOXKHBIX yTPO3 B 2 2 8
KOMITBIOTEPHBIX CHCTEMAX.
Pasgen 3. OcoOeHHOCTH 3aIUTHI 2 4 8
WH(GOPMAIIMOHHOTO MTPOIIEcca XPAHCHHS TAaHHBIX
Texymuii KOHTPOJIb 1 10
Pasgen 4. OcoOeHHOCTH 3aIUTHI 2 2 8
WH(GOPMAIIMOHHOTO TIpoIecca 00padOTKH TAHHBIX
Paszgen 5. OcoOeHHOCTH 3aIUTEI 2 12 8
WH(GOPMAIIMOHHOTO IIPOIIecca MepeIadu TJaHHbBIX
Hroro B cemecTpe: 10 20 42
Htoro 10 0 20 0 42

IIpaxTrueckas

MMOATOTOBKA  3aKJIIOYaCTCA B  HCHOCPCACTBECHHOM  BBIIIOJIHCHHUUN

o0ydJalIMMHUC  OMNpENeJeHHbIX  TPYAOBBIX  (YyHKUMH,  CBSI3aHHBIX ¢ Oy;yuiei
npodecCHOHATBHOMN 1S TETbHOCTBIO.

4.2. CopneprxaHue pa3/ieioB U T€M JIEKIIMOHHBIX 3aHITHH.
ConeprkaHue pa3/ienoB U TeM JIEKLIMOHHBIX 3aHATHI PUBEEHO B Tabauie 4.

Ta6n1/1ua 4 — Coz[epxcaHI/Ie Pa3aCJIOB U TCM JICKIHMOHHOI'O NUKJIa

Howmep paznena

HaszBanue u congepkanue pas3iesioB U TEM JICKIIMOHHBIX 3aHATHI

1 Tewma 1.1. IlorsTHE HHOOPMAITMOHHOTO TIPOIIECCa.
Knaccudpukanms wHPOpMaMOHHBIX mporeccoB. OCHOBHBIE BHIIBI
3alUIaeMOi HHPOPMAIUH.
Tewma 1.2. IloHsTHE YrpO3BI HHPOPMAIIIOHHOMY IIPOIIECCY.
Knaccudukanms yrpo3 nHGopMaMoHHEIM IponeccaM. TpeboBaHHs K
3alUTE TAHHBIX B KOMITBIOTEPHBIX CUCTEMAX

2 Tema 2.1. KoMmproTepHble CUCTEMBI 1 0OECIIeYeHNE UX 0€30M1acCHOCTH

ApXUTEKTypa CJIOXXHBIX KOMITBIOTEPHBIX CHCTEM C TOYKH 3PCHHS
obecrieyeHns UxX 0E30MaCHOCTH

Tewma 2.2. YTpo3bl B KOMIIBIOTEPHBIX CUCTEMAaX

OcHOBHBIE YIrpo3bl HH(OpPMAIMU B KOMIBIOTEPHBIX CHCTEMaX.
Crenn(rika BO3HUKHOBEHHS YTPO3 B KOMITBIOTEPHBIX CETSIX.

Tema 2.3. VSI3BUMOCTU B KOMITBIOTEPHBIX CUCTEMAX

CrocoObl M CpeACTBa aHallM3a YSA3BHUMOCTEH B KOMITBIOTEPHBIX
cuctemax. Knaccudukaiiyss KOMIIBIOTEPHBIX CHCTEM I10 BO3MOXKHBIM
YS3BUMOCTSIM




Tema 2.4. Kanans! yTeukun nHGOpMAKU B KOMIBIOTEPHBIX CUCTEMAX
Tema 2.5. ATaku Ha pa3IMYHBIX YPOBHAX OTKPBITBIX CHCTEM.
B03MOXHOCTH aTaku Ha PAa3IUYHBIX YPOBHSAX OTKPBITBIX CHCTEM.
AnmapatHsle cpeicTBa obecrieueHns1 0e30MacCHOCTH OTKPBITBIX CUCTEM
Tewma 2.6. AlropuTMBI POBESHSI aHAJIHM3a W OIIEHKH YTPO3.

Tema 3.1. XapakTeprucTrKa U COCTaB MPOIECCa XpaHESHUS TaHHBIX
CucreMpl XpaHEHHs [JaHHBIX, ApPXUTEKTYypbl XpaHEHUS [aHHBIX,
¢u3nuecKrue KOMIIOHEHTHI CHCTEM XpaHeHHs JaHHbIX. RAID-mMaccuBsl
VHTenneKTyanbHple CHCTEMBl XpaHeHHWs HaHHbIX. CeTH XpaHEeHHs
JaHHBIX

Tema 3.2. PezepBHOE KOMUPOBAHUE U BOCCTAHOBIICHUE

Llenp pesepBHOrO KOmMpoBaHUs. BoccTaHOBIEHHWE IOCIE OTKa3a.
OrepaInoHHOE Pe3epPBHOE KOMMUPOBaHUE. APXUBHPOBAHHE.

Tema 3.3. Penmukanus

JlokanpHas pemukanus. TeXHOJOTMH JIOKAJbHOW pEIUIMKaluu: Ha
OCHOBE XOCTa, Ha OCHOBE MAacCHBa XPaHCHHMSA NaHHBIX. Y JaJCHHAs
pemukanus. Pexumbl  yAaJleHHOM — perukaiuuu. TexHoJoruu
yAaJeHHON peruIMKaluy: Ha OCHOBE XOCTa, Ha OCHOBE

MacCHBa XpaHEHUsI TaHHBIX, HA OcHOBEe SAN.

Tewma 3.4. bezonacHOCTh HH(GPACTPYKTYPHI XPaHESHUSI.

Tpuana pucka: akTHBBI, YIpo3bl, YA3BUMOCTH. JloMEHBI 0€30MacHOCTH
xpaHeHus. bezonacHocTs 001acTH HOCTyNa K MPUIOKEHUIO: KOHTPOJIb
JOCTylla TOJIb30BaTedsl K JAHHBIM, 3alidTa HHQPACTPYKTYpHI
XpaHeHusi, mu(poBaHUe JaHHBIX.

bezonacHocts  obnacti  ympaBiieHHS ~— JOCTYIIOM:  KOHTPOJb
AIMUHHUCTPATUBHOTO JIOCTYMA, 3alIUTa HHPPACTPYKTYPHl yIPABICHHUS.
BesomnacHoCTh pe3epBHOTO KOTUPOBAHM, BOCCTAHOBIIEHUS U apXHUBOB.
Tema 3.5. BHepeHue 6€30MacHOCTH B CETH XpaHEHHUSI.

Apxurektypa  Oe3omacHocTH  SAN.  OCHOBHBIE  MEXaHU3MBI
6e3omacaoctr SAN.

Tema 3.6. MOHHTOPHHT HHPPACTPYKTYPHI XpaHEHUSI.

[TapameTpsl IS  MOHUTOPUHTa. MOHUTOPUHI  KOMIIOHEHTOB.
MOHHUTOPUHT AOCTYNHOCTH. MOHUTOPUHT 6€30IaCHOCTH.

Tema 4.1. XapakTeprcTHKa U COCTaB Mpoliecca 00padOTKH TaHHBIX
Cxema mporiecca 00paObOTKH JaHHBIX, YIPO3bl U YSI3BUMOCTH TIpoIlecca
[Tpumeps! iporieccoB 00padOTKY TaHHBIX.

Tewma 4.2. bazoBbIe TeXHOJIOTUHU OOecTIeUeHHs Oe30ITacHOCTH TpoIiecca
00pabOTKHU TaHHBIX.

KommpoBanme nawubix. [Iporpammubie 3aknankw. 3amura  OT
W3yYeHHUs.  3almra  TOporpaMM  OT  HECAaHKI[MOHUPOBAHHOTO
KOIUPOBaHUS. 3alluTa UCIIOJHASMBIX (DaiiioB.

Tema 4.3. 3ammra nporpaMM U JaHHBIX B ONEPAI[MOHHOW CHCTEMeE
Windows

Tema 4.4. 3amuTa nporpaMM U JAHHBIX B ONEPALMOHHBIX CHUCTEMax
cemeiictea Unix

Tema 5.1. XapaktepucTuka M COCTaB MpoIIEcca Mepeiadn JaHHBIX
ApXUTeKTypa mpolecca MepeJaud AaHHBIX. YTPO3bl M YS3BUMOCTH
mpoiiecca.

Tunu4Hbie TPOOIEMBbI 0€30ITACHOCTH B TII00ATBHBIX CETAX Ha MpUMepe
WHTEepHET 1 JTOKANBHBIX CETEN NPEATPUATHI.

Tema 5.2. bazoBbie TexHOIOrHH OOecIiedeHrs 0€30MaCHOCTH TpoIiecca
nepeaavyn JaHHbIX.

CpencTBa 3amuTbl HHGOPMALUK B OTKPBITBIX CETAX. 3alInTa JaHHBIX
Ha KaHaJIbHOM ypOBHE. 3alliTa JaHHBIX Ha CETEBOM ypPOBHE.

Tewma 5.3.0OCHOBBI MOCTPOEHHUS BUPTYAIbHBIX YaCTHBIX CETEH
BapuanTtel TexHuueckol peanm3anuu: Ha 0a3e MEXKCETEBBIX 3KPaHOB,
MapLIpyTU3aTOPOB, MOporpamMMHoro obecmeyenusi, ceteBoii  OC,
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OyHKIIMK U

JKPAaHOB.

CxeMbI

MEKCCTCBBIX

CIIEIMATM3UPOBAHHBIX alIapaTHBIX CPEJICTB.
Tema 5.4. MexceTeBbIe SKPaHbI
Ha3HAYCHUC
JIEMUWIATAPU30BAHHOW 30HBI.

OKpaHOB.

Co3znanue
MOAKIIFOYEHUS] MEXKCETEBBIX

4.3. TlpakTtuueckue (CEMHUHAPCKHUE) 3aHATHS

TeMmbl MpakTHYECKUX 3aHATHIA U UX TPYJOEMKOCTH ITPUBEICHBI B TAOIUIIE 5.

Tabmuna 5 — [IpakTuueckue 3aHsITHsI U UX TPYI0EMKOCTh

N3 Hux No
No | Tembl npaktrueckux | opMbl IpakTUYECKUX | TpPyaO0eMKOCTb, |IPaAKTUYECKOM |pasjieiia
/1 3aHSATUN 3aHATUN (uac) MMOATOTOBKH, | THUCITHIT
("ac) JIMHBI
VY4eOHBIM MJIaHOM HE MPEAYCMOTPEHO
| |
Bcero
4.4. JlabopaTropHble 3aHATUS
Tembl 1a00paTOPHBIX 3aHATHH U UX TPYJIOEMKOCTb IPUBEJCHBI B TabIuIIE 6.
Tabmuua 6 — JIabopaTopHbI€ 3aHATHS U UX TPYAOEMKOCTb
N3 Hux Ne
Ne HaumeHnoBaHue 1a00paToOpHBIX paboT TpyJOEMKOCT®, | PAKTHHECKOH | pasaciia
/o (gac) MMOATOTOBKH, | JMCIIHAI
(gac) JIMHBI
Cemectp 8
1 | ®opmupoBaHue MOJENIN yIrpo3 B 2 2 2
MH(POPMAIIMOHHOH cucTeMe
2 | Kpunrorpaduyeckas 3amura JaHHBIX HA 2 2 3
JIOTHYECKUX U (PU3MUECKUX AUCKAX
3 | 3ammTa BUPTYaJbHBIX JFICKOB 2 2 3
4 | AHanu3 ¥ MOHUTOPUHT BO3MOXHBIX YTPO3 B 2 2 4
onepaionHoi cucreme Windows
5 | Opranu3zaius 3alUIIEHHOTO KaHajla CBs3H 2 2 5
6 | Mero/bl OrpaHUYeHuUs AOCTyNa K pecypcam 2 2 5
AC
7 | Hacrpoiika monutuku 6e30nacHOCTH 2 2 5
MEKCETEBOT0 DKpaHa
8 | ATTecTtanus aBTOMaTH3UPOBAHHBIX CUCTEM. 2 2 5
MetoiMKa KOHTPOJIS
9 | Peanmu3anusi TEXHOJIOTUU BUPTYAJIbHBIX 4 4 5
YAaCTHBIX CeTel
Bcero 20 20

4.5. KypcoBoe nMpoeKkTupoBaHue/ BHITOTHEHUE KyPCOBON PabOThI

Y4eOHBIM MJIaHOM HE IPEAYCMOTPEHO

4.6. CamocrosTenbHas padoTa 00yJIarOIUXCs
Bunasl camoctosTensHON paboOThI M €€ TPYI0EMKOCTh NPUBEIEHBI B Ta0nuLe 7.




Tabmmma 7 — Buasl caMOCTOSITEIbHOM paOOTHI M €€ TPYA0EMKOCTh

. Bcero, | Cemectp 8,
Bun camocrositensHoi paboThl
qac qac
1 2 3
M3ydeHne TeopeTHIecKoro MaTepuanina
22 22
nucuurnabl (TO)
[ToaroroBka K TEKymiemy KOHTPOJIIO 10 10
ycneBaemoctu (TKY)
IToaroroBka K MpOMeEXyTOYHOMN
10 10
arrectanuu (I1A)
Bcero: 42 42

5. IlepedyeHnb yueOHO-METOUYECKOTO 00ECTICUCHUS
JUTSL CAMOCTOSITENIEHON PabOThI 00yUaIOMIUXCS IO JUCIUIUTHHE (MOJTYJIIIO)
Y4eOHO-MeTOAMYECKHE MaTepHalbl IS CaMOCTOSITENbHONH paboThl OOYYaroIIMXCS yKa3aHbl B
. 7-11.

6. IlepeueHb MEYATHBIX U ANEKTPOHHBIX YUCOHBIX W3JaHUN
[lepeueHpb neyaTHBIX U SJIEKTPOHHBIX YUEOHBIX M3/1aHUI MpHUBeieH B Tabaule 8.
Tabmuna 8— [lepeyeHp MevyaTHBIX U JICKTPOHHBIX YUEOHBIX H3TaHUI

Komiuectso
HTudp/ AK3EMILTIPOB B
URL bubnuorpadudeckas ccpuika OMOIOTEKE
azapec (KpoMe 371eKTPOHHBIX
AK3EMILISIPOB)

https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?869996
OcHOBBI yIipaBieHus THQOPMAIIMOHHOM O€30MaCHOCTBIO | yUeOHOE
nocobue / H. H. Momak ; pen. B. B. OBunnnuxos ; C.-Iletep®. roc.

YH-T a3pOKOCM. IPHOOPOCTPOCHUSL. - DIEKTPOH. TEKCTOBBIE JaH. -
Cankr-IletepOypr : M3a-Bo ['YAIL 2022. - 141 c.

https:/lib.quap.ru/jirbis2/components/com_irbis/pdf view/?164521
BbezonacHocTs MH)OPMALIMOHHBIX CUCTEM : [ DJIEKTPOHHBIN pecypc]
: yuebHoe nocobue / H. H. Momak ; C.-Iletep6. roc. yH-T
A’POKOCM. TIPHOOPOCTPOCHUS. - DIEKTPOH. TEKCTOBBIC JIaH. -
Cankr-IletepOypr : MU3a-8o 'YAIL 2019. - 169 c.

https://lib.guap.ru/jirbis2/components/com_irbis/pdf view/?268708
Opranun3zanust 6e30MacHOro J0CTyna K HHPOPMAaIMOHHBIM
pecypcam : [ DnekTpoHHbIi pecypce] : yuedHoe mocodue / H. H.
Mornak, T. M. Tarapuukosa ; C.-Ilerep0. roc. yH-T a3poKocM.
npUOOPOCTPOEHHUS. - DIEKTPOH. TeKCTOBBIE aaH. - CII0. : M3a-Bo
'VAIL 2014. - 121 c.

https://lib.guap.ru/jirbis2/components/com_irbis/pdf view/?850495
3amunieHHbIe THPOTEICKOMMYHHUKAIMK. AHAIIN3 U CHUHTE3 : [
DnekTpoHHbIH pecypc] : monorpadus / H. H. Momax ; C.-ITerep0.
roc. YH-T a9pPOKOCM. TIPHUOOPOCTPOCHHUS. - IIEKTPOH. TEKCTOBBIC
nad. - CIIo. : M3g-8o I'YAII 2014. - 197 c.

http://znanium.com/catalog.php?bookinfo=402686

KomruiekcHas 3alIuTa I/IH(I)OpMaI_[I/II/I B KOPIIOPATUBHLBIX CUCTCMAX!
YuyebHoe nmocooue / B.®. llansrusn. - M.: U] ®OPYM: HUIL]
HNH®PA-M, 2013. - 592 c.

https://e.lanbook.com/book/4925#book_name
[Tymxkapés, B.B. 3amura nHpopMannoHHBIX IPOLIECCOB B
KOMITBIOTEPHBIX CHCTeMaX. [ D1eKTpoHHbIH pecypc] / B.B.



https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?869996
https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?164521
https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?268708
https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?850495
http://znanium.com/catalog.php?bookinfo=402686

[Iymkapés, B.I1. ITymkapés. — OnektpoH. nan. — M.: TYCVYP,
2012. — 131 c.

7. IlepedeHb 31EKTPOHHBIX 00Pa30BaTENbHBIX PECYPCOB
UH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHOU ceTn « IHTepHeT»
Ilepeuens AIIEKTPOHHBIX 00pa3oBaTeIbHbIX pecypcoB UH(pOpPMaLMOHHO-
TEJIEKOMMYHUKAaLIMOHHON ceTu «VHTepHeT», HEOOXOAMMBIX I OCBOCHHUS JIUCLUIUIMHBI
npuBe/ieH B Tadymie 9.

Tabmuuma 9 — IlepedyeHb 3IEKTPOHHBIX OOpa30BaTEIbHBIX PECYPCOB  HH(POPMALMOHHO-
TEJICKOMMYHHUKAIIMOHHOHU ceT «/HTepHeT»
URL agpec HaumenoBanue

He npenycmorpeno

8. Ilepeuenp MHPOPMALIMOHHBIX TEXHOJIOTUI
8.1. [lepeyenp mporpaMMHOTO OOECHeUeHUs, HCIOIB3yEeMOTO IPH OCYHIECTBICHUU
00pa30BaTeNILHOrO MpoLecca MO AUCLUIIUHE.
[lepedeHp UCTIONB3yEMOTr0 MPOTPaMMHOTO obecniedeHus npeacrasieH B Tadumuie 10.

Tabmuna 10— [lepeuens nporpaMMHOro obecredeHust

Ne /i HaumenoBanue
1 ViPNet CSP
2 VirtualBox
3 OpenSSL
4 MonuTop Zabbix
3) VYuaebno-meronnueckuit komriekc ViPNet "MexceTreBbie kpaHb”
6 VYuebHo-meronnueckuit kommieke ViPNet "3amuTa oT HeCaHKIIMOHUPOBAHHOTO
nocryna"
7 ITporpammuo-annapaTHbiii koMmiuieke ViPNet IDS (ITpaktukym)
8.2. [lepeuenn WH(POPMAIMOHHO-CITPABOYHBIX CHCTEM,HCIIONIb3YEMBIX npu

OCYIIECTBIIEHUU 00pa30BaTEIHLHOTO MPoliecca MO AUCIUILTHHE
[lepeuens WCTHONB3yeMBIX HH(POPMAIIMOHHO-CIIPABOYHBIX CHCTEM IIPEICTABICH B
Tabimue 11.

Tabauna 11— Ilepeuenb MHGPOPMAIIMOHHO-CIIPABOYHBIX CUCTEM

Ne m/m HanmenoBanue

He mpenycmorpeno

9. MarepuanbHO-TeXHUYeCKas 6a3a
CocraB MaTepHaTbHO-TEXHUYECKONW 0a3pl, HEOOXOAMMOW ISl  OCYIIECTBIICHHS
00pa3oBaTeNbHOTO Mpoliecca Mo TUCIUIUIMHE, IPEACTaBiIeH B Tabmuiel 2.

Tabmuna 12 — CocTaB MaTepHaIbHO-TEXHUIECKON 0a3bl

Ne HanmeHnoBaHMe cOCTaBHON 4acTH Howmep aynutopun
/1 MaTepUaTbHO-TEXHHUUECKOH 0a3bl (TIpu HEOOXOMMOCTH )

1 | ®oug aynutopuii I'YAII myist mpoBeaeHUs 3aHITUN
JIEKIMOHHOTO U CEMUHAPCKOTO (MPaKTUYECKOT0) TUIIA,
I'PYIIOBBIX ¥ MHAMBUAYAIBHBIX KOHCYJIBTAIMI, TEKYIIETO
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KOHTPOJIS U IIPOMEKYTOYHOM aTTECTALINU.
Criermanu3upoBanHast MeOelb; TEXHIUECKHE CpeAcTBa 00ydeHus,
CITy’Kallue JUIsl IPEJICTaBICHUs] y4eOHOM nH(OpMaIuU OOJIBIIOH
ayJIMTOPUH; IEPEHOCHON HA0OP JEMOHCTPAIIIOHHOTO 000pY TIOBaHUS

2 | JIaGopaTopusi NPOrpaMMHO-aNMaPaTHBIX CPEICTB
o0ecnieuenusi ”HGOPMAITMOHHOM 0€30MACHOCTH
Crienmanu3upoBanHast MeOelh; TEXHIUECKHE CpeacTBa 00ydeHus,
CITy’Kallue JUIsl IPEJICTaBICHUs y4eOHO! nH(OpMaIuu 0OJBIIOH
aynutopun;, naboparopHoe obopynoanue (II19BM - 10 mwir.,
00BETMHEHHBIX B JIOKATbHYIO BBIYHCIIUTENLHYIO CETh C BEIXOJIOM B
BBEIIUCIATENRHYIO ceTh | YAIT u aTepHeT)

10. Onenounble cpencTBa s MPOBEACHUS TPOMEKYTOUHOMN aTTECTAIIUU
10.1. CoctaB OIICHOYHBIX CPEICTBAJS MPOBEACHUS IPOMEKYTOYHOH aTTECTAllUU
00yyJaronuxcs no IUCHUILIMHE TpUBeIeH B Tabnuie 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEJCTB JIJIsl IPOBEACHHMSI IPOMEKYTOYHON aTTeCTalluU

Bun HpOMe)KYTOqHOﬁ aTTCCTallun Hepequb OICHOYHBIX CPCACTB

3auer Crincox BONpocoB

10.2. B kauecTBe KpUTEpPHEB OICHKM YPOBHS C(HOPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIMH OOYYalOUIMMHCS MPUMEHSETCS S-0ajuibHasi MIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIICTEHIIHIA, KOTopas npuBecHa B Tadumie 14. B TeueHune cemecTpa MOXKET HCIIOJIB30BaThCS
100-0annpHast ~ mKajma ~ MOXIYJIbHO-PEUTMHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIA
UCIIOJIB30BaHUSI KOTOPOM, YCTaHOBJICHBI COOTBETCTBYIOIIUM JIOKAJIbHBIM HOPMATUBHBIM aKTOM
['YAIL
Tabmuua 14 -Kpurepuu oLeHKH YPOBHSI CPOPMHUPOBAHHOCTH KOMITETEHIIUI

OlieHKa KOMIIETEHITHH X .
5o Tbras Lk apaKTEepUCTUKA CPOPMUPOBAHHBIX KOMITETECHITHIA

— oOyuaromuiics TiayOOKO M BCECTOPOHHE YCBOWJI IPOTPAMMHBIN
MaTepuan;
— YBEpEHHO, JIOTHYHO, ITOCIIEI0BATEIHLHO U TPAMOTHO €T0 U3JIaraer;

COTIIHOD — OMUPasiCh HAa 3HAHWS OCHOBHOM U JIOTIOJHHUTEIIbHOU JITEPaTypEl,

GATTCHOY TECHO TPUBS3LIBACT YCBOCHHBIC HAYYHBIC IMOJOXKCHHS C MPAKTHICCKON
JESITENIbHOCTHIO HAPABIICHHS;
— yMeTno 000CHOBBIBAET U apTYMEHTUPYET BBIIBUTAaEMbIE UM HJIEH;
— JIeJa€eT BBIBOJBI M 0000IIEHHUS;
— cBOOOJIHO BJIaJIe€T CHCTEMOM CIIeIMAIN3HPOBAHHBIX MOHSITHH.
— o0yuJaroIuiics TBEPI0 YCBOWIJI MPOTPaMMHBINA MaTepuan, TpaMOTHO U
M0 CyIIEeCTBY H3JIaraeT ero, ONupasch Ha 3HAHUS OCHOBHOU
JTUTEPATYPHI,

«Opomoy — HE JIOMYCKAeT CYIIECTBEHHBIX HETOYHOCTEHH; 3

GATTCHOY — YBSI3bIBAa€T YCBOCHHBIC 3HAHUS C MPAKTUYECKOW JEeSATEIbHOCTHIO
HATPaBIICHUS;
— apryMEHTUPYET Hay4IHBIC TIOJIOKEHUS;
— JIeJIaeT BBIBOALI M 00OOIICHHS;
— BIAJCCT CHCTEMOM CIICIIMAIM3UPOBAHHBIX TTOHATHH.
— o0yyaromuiicss yCBOWJI TOJIBKO OCHOBHOW MPOTpaMMHBIN MaTepual,
M0 CYIIECTBY H3JaraeT €ro, OMMpasch Ha 3HAHUS TOJLKO OCHOBHOM
JTUTEPATYPHI,

«yJIOBJIETBOPUTEITLHOY .

GATTOHOY — JIOMyCKaeT HEeCYIIECTBEHHBIE OMMUOKN U HETOYHOCTH; 3
— UCTIBITHIBACT 3aTPYJHEHHUS B MPAKTUYECKOM IPUMEHEHUU 3HAHHMA
HATPaBIICHUS;
— ¢71a00 apryMEHTUPYET Hay9IHBIC IMOJTOKCHHSI;
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Or11eHKa KOMITETEHITUH

5-0ayubHas mKana

XapakreprcTrka ChOpMUPOBAHHBIX KOMITCTECHITHIA

— 3aTpyaHsaeTcs B (GOPMYJIUPOBAHUHN BBHIBOJOB M 000OIIECHUI;
— YaCTHUYHO BJIAJICET CUCTEMOM CIIEIIMATU3UPOBAHHBIX TOHATUM.

«HEY/IOBJICTBOPUTELHO
«HE 3a4TCHO»

— o0yyJaromuiicss He YCBOWJI 3HAYUTENBHOHW 4YacTH MPOrPaMMHOIO
MaTepuana;

— JIOYCKAeT  CYyLIECTBEHHbIE  OIIMOKM U  HETOYHOCTU  IpHU
paccMOTpeHHH pobJIeM B KOHKPETHOM HalpaBJICHUH;

— UCHBITHIBAET TPYJHOCTU B IPAKTUUECKOM IIPUMEHEHUU 3HAHUII;

— HE MOXET apryMEHTUPOBAaTh HAYYHBIE ITOJ0XKECHUS;

— He GOopMYJIMPYET BBIBOJIOB H 0000IICHUI.

10.3. TumoBble KOHTPOJIEHBIC 3aJaHUs HJTH WHBIC MAaTEPHAIIbI.
Bomnpocsl (3agaun) ass 9K3aMeHa IpeIcTaBiIeHbl B Ta0auie 15.

Tabmuna 15 — Bonpocs! (3agaun) 1s 9K3aMeHa

Ne i/m [Tepedyens BompocoB (3a1a4) 115 IK3aMeHa I/IHI[II/I<IE)£FOpa
Y4eOHBIM MJIAHOM HE MPEAYCMOTPEHO
Bomnpocsr (3amaun) nis 3avera / qudd. 3auera npeacTaBieHsl B Tadauie 16.
Tabmuna 16 — Bonpocs! (3agaun) mis 3adera / qudd. 3adera
Ne n/nn Ilepeuens BonpocoB (3aga4) juist 3auera / audd. 3agera I/IHI[II/I<IE)£FOpa
1. XapaKTepUCTUKA U COCTAB MPOIlecca XPaHEHUs! TaHHbIX I11K-2.3.3
2. ApXHTEKTYpBI XpaHEHHS IAHHBIX.
3. dusnyeckre KOMIOHEHThI CHCTEM XPaHEHHUs! JAHHbIX.
4. WHTennexTyanbHble CHCTEMBI XpaHEHHs IaHHBIX.
5. CeTy XpaHeHHs TaHHBIX
6. Llenb pe3epBHOTO KOMMPOBAHUSL.
7. BoccraHoBieHne nocie oTkasa. IIK-4.V.1
8. OrnepalimoHHOE PEe3epPBHOE KOMMUPOBAHHE. T1IK-4.B.1
9. ApXUBUpPOBaHHE. TIK-6.B.1
10. JlokanpHas peTTHKAIIHSL. T1K-1.3.6
11. TexHOJIOTHH JOKaJbHON PEIIMKALINU. T1IK-2.3.2
12. VY nasieHHast perukanysi. PeKUMbl y1aeHHON peruInKanum. I1IK-2.3.3
13. TexHon0rMU yaNeHHON PEIIMKALIMK: HA OCHOBE XOCTa, HA OCHOBE | [[K-2.3.4
MacCHBa XpaHEHHUs JaHHBIX, Ha ocHOBE SAN. K-2.V.1
14. Tpuazna pucKa: akTHUBBI, YTPO3bl, YSI3BUMOCTH. [K-4.3.2
15. Jomensl 6€301acCHOCTH XpaHEHHSL. MK-4.3.3
16. Apxurektypa 6ezonacaoctu SAN. K-4.Y 1
17. OcHoBHbIe MexaHu3MbI 6e3omacHocTH SAN. [IK-4.Y 2
18. [apameTpsl JiJIsl MOHUTOPHHTa UHPPACTPYKTYPHI XPAHSHHSL. o
19. Mertoap!l pasrpaHUYeHUs] JOCTYMNA K TaHHBIM. IK-4.Y.3
20. OcobeHHOCTH pe3epBHOTO KonupoBaHus. JKypHanupoBaHue 11K-4.B.1
HW3MEHEHHUH. TIK-6.Y.1
21. MexaHu3Mbl MOBBIIEHHUS 3aTUIIEHHOCTH, PEAIU3YEMBIE B 1K-6.B.1
mporeccope.
22. MexaHU3MBbI MOBBILICHUS 3aUIIEHHOCTH, PEATN3yeMbIe BO
BHEIIHUX YCTPOMCTBAX.
23. MexaHn3MBbI 3aIUThl (HaHIOBBIX CUCTEM.
24, Cxema mporiecca 00pabOTKH TAHHBIX, YTPO3bI U YSI3BUMOCTH
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mporecca.
25. Ba3oBblie TexHOIOrHH 00eceueH s 0€30MaCHOCTH Mmpolecca
00pabOTKH TaHHBIX.
26. ApXHUTEKTypa mpoliecca nepeaadu JaHHbIX. YTPO3bl U YA3BUMOCTH
mporecca.
217. Tunmaable TPOOIeMBI 0€30ITACHOCTH B TVIOOAIBHBIX CETAX
28. Tunuusbie TpoOaeMbl 0€30IIACHOCTH JIOKAIBHBIX CETEH
NPEAIPUITHIN.
29. Cpencrsa 3anuThl HHOOPMAIIUU B OTKPBITHIX CETSX. T1IK-2.3.2
30. 3amuTa JaHHBIX HAa KAHAJILHOM YPOBHE. I1K-2.3.4
31. 3amuTa JaHHBIX HA CETEBOM YPOBHE. I1K-2.3.4
32. Texamdeckas peanusaius VPN Ha 60aze MeKCETEBBIX YKPaHOB I[IK-1.3.6
33. Texuuyeckas peanusanus VPN Ha 6aze MapiupyTH3aTOpOB I1K-2.3.2
34. Texuunueckas peanuzauus VPN Ha 6aze mporpaMMHOro [1K-2.3.3
obecreyeHust [IK-2.3.4
35. Texunueckas peanuzanus VPN Ha 6a3ze cereBoit OC TIK-2.V.1
36. Texuuyeckas peanusanus VPN Ha 6a3e crnenuain3upoBaHHbIX TIK-4.3.2
amnmapaTHbIX CPEJICTB. [IK-4.3.3
37. DyHKINY 1 Ha3HAYEHHE MEKCETEBBIX JKPaHOB. [K-4.Y.1
38. Cosianue IeMUINTAPH30BAHHOM 30HBI. [IK-4.Y .2
39. CxeMbl NOJKITFOUEHUS MEXKCETEBBIX IKPAHOB. T11IK-4.V.3
40. Cucrembl oOHapykeHus aTak. HasHaueHue, OCHOBHBIE BHUIBI, TIK-4.B.1
0COOEHHOCTHU HCIOJIb30BAHMS. [K-6.Y.1
4]. Konpuesast cuctema 3alliUThl MAMSITH POLIECCOB. [IK-6.B.1
42. Oco0EHHOCTH COBMECTHOTO MCIIOIB30BAHUS MTPOIECCAMU OOIIIMX
00BEKTOB B IaMSITH.

[lepeuenp TeM A KypcOBOTO MPOEKTUPOBAHUS/BBIIIOJHEHUSI KYypCOBOM paboThI
MpeICTaBIeHbI B Ta0nuie 17.
Tabauna 17 — IlepeyeHs TeM Juisi KYpCOBOI'O MPOEKTUPOBAHMUSI/BBIIIOJIHEHUSI KYPCOBOM pabOThI

No 11/ [TpuMepHBIii IepedeHb TeM Il KypCOBOIO MPOEKTUPOBAHUS/BBITTOIHEHHS
3 KYpPCOBOH paboThI

Y4eOHBIM MJIAHOM HE IPEIYyCMOTPEHO

Bompockl st mipoBeneHUsS TPOMEXKYTOYHOW aTTECTAllMM B BHJIE TECTUPOBAHHUS
npeJcTaBiIeHbl B Ta0nuie 18.

Tabnuua 18 — IIpumepHbIii mepeueHb BOIPOCOB JJIsl TECTOB

Kon

Ne n/nt ITprMepHBIii TepeueHb BOIPOCOB IS TECTOB
UHJIMKaTopa

He npenycmorpeHo

[lepeueHb TeM KOHTPOJIBHBIX PabOT MO TUCHUIUIMHE OOYyYaoUIUXCS 3a04HOM (OPMBI
oOydeHus1, IpecTaBIeHbI B Ta0muie 19.

Tabmuna 19 — IlepedeHb KOHTPOJIBHBIX PadOT

Ne n/mt [lepeyeHb KOHTPOJIBHBIX PabOT

He npenycmorpeno

10.4. Meroauueckue  Marepuaibl,  ONpPEACNAIONIMEe  HPOLEIyphl  OLIEHUBAHHS
MHAMKATOPOB, XapaKTepU3YIOIUX JSTanbl (OpPMHpPOBAHUS KOMIETEHIMH, coaepxarcs B
JIOKQJIBHBIX HOpMaTuBHbIX akTax ['YAIIL, pernameHTHpYHOIIMX NOPSAAOK MU MPOLEAYPY
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MPOBEJCHUS TEKYILEro KOHTPOJIS yCIIEBAEMOCTH U MPOMEXYTOUYHOMN aTTecTalli 00yJaronuxcs
['YVAIL

11. Meroaudeckue yKa3aHus Uit 00YJIarOIIUXCS TI0 OCBOSHUIO JUCITUTLIAHBI

11.1. Meroauueckue ykazaHus A OOYyYarOIIMXCSd 10 OCBOCHHIO JIEKIIMOHHOTO
Marepuaa.

OcHOBHOE Ha3zHAY€HUE JICKIIMOHHOTO MaTepuaia — JOTHYECKU CTPOUHOE, CHUCTEMHOE,
rIyOOKOe M SICHOE H3JIOKEHHE ydeOHOro marepuaia. HasHaueHWe COBpPEMEHHOUM JICKIMH B
paMKax JUCIHUIUIMHBI HE B TOM, YTOOBI TOJYYUTh BCIO MH(OPMAIMIO 1O T€ME, a B OCBOCHUU
byHIaMEHTANBHBIX MPOOJIEM AWCIUIUIMHBI, METOJIOB HAYYHOTO IIO3HAHUS, HOBEHUIINX
JOCTH>KEHUM HayyHOM MbIciu. B ydeOHOM mpoliecce JIEKIUsl BBIOJHSET METOA0JI0TUYECKYIO,
OpPraHU3AIMOHHYI0 ¥ MHPOPMAIMOHHYI0 (YHKIMU. JIEKIHs pacKpblBaeT MOHATHUHHBIN arrmapar
KOHKpPETHOW o0jacTu 3HaHUSA, €€ MPOOJEMBI, JaeT IENbHOE MPEJCTABICHUE O TUCIUILINHE,
MOKa3bIBACT B3aUMOCBSI3b C IPYTUMU JTUCHUIUTMHAMU.

ILranupyeMbie pe3yJIbTaThl IPH OCBOCHUU 00YYaIOIIMMHUCS JICKIIMOHHOIO MAaTepHaa;

— TIOJIy4YeHUE COBPEMEHHBIX, IIEJIOCTHBIX, B3aUMOCBS3aHHBIX 3HAHUM, YpPOBEHBb
KOTOPBIX OINPEIEISIETCS 1EJIEBOM YCTAHOBKOM K KaXK/10M KOHKPETHOU TEME;

— TIOJy4Y€HUE OMBITa TBOPUYECKOMN pabOThI COBMECTHO C MPEIOIaBaTEIEM;

— pa3BuTHEe MNpoecCHOHANBHO-IEIOBBIX  KAauyecTB, JIOOBU K  NpeaMeTy |
CaMOCTOSITEJIbHOT'O TBOPUYECKOTO MBIIIJICHUSI.

— TOSIBJIEHHE HEOOXOAMMOTro HHTEpEca, HEOOXOAMMOTO IJIsi CAMOCTOSITEIIbHOU PabOTHI;

— TIOJIyYyeHUE 3HAHUW O COBPEMEHHOM YPOBHE pa3BUTHUA HAYKH M TEXHHUKA H O
MIPOTHO3€ WX Pa3BUTHUS HA OJIMKAUIIINE TOJIBI;

— HAY4YUThCS METOJAMYECKH 00pabaThiBaTh MaTepual (BBIACIATH TIJIaBHbIE MBICTU U
MOJIOKEHUSA, TPUXOJUTh K KOHKPETHBIM  BBIBOJAM, HOBTOPATh HX B  Pa3IUYHBIX
bopMyIIMpOBKax);

— TIOJIyY€HHE TOYHOTO MOHUMAHUS BCEX HEOOXOIUMBIX TEPMUHOB U TTOHSITHH.

JlekMOHHBI MaTepual MOXET CONPOBOXKIAThCA JIEMOHCTpauuend CclaijoB H
WCIIOJIb30BAaHUEM pPa3[laTOYHOrO0 MarTepuana TIpU TPOBEACHUH KOPOTKHUX JUCKYCCHUH 00
O0COOCHHOCTSIX MPUMEHEHHSI OTACTBHBIX TEMATHK IO TUCIUIUIHHE.

CTpykTypa IpeoCTaBACHMS JSKIIMOHHOI0 MaTepHaa;

Pazgen 1. Beenenne
Paznen 2. AHanu3 BO3MOXKHBIX yTPO3 B KOMIIBIOTEPHBIX CHCTEMAX.
Paznen 3. OcobenHOCTH 3aUTH HH()OPMAITMOHHOTO MPOIIECca XPAHEHHUS TaHHBIX

Paznen 4. OcobenHOCTH 3aUTH HH()OPMAITMOHHOTO TIpoIiecca 00padOTKU JaHHBIX
Pasnen 5. OcoOenHoCTH 3aIUTHI HHGOPMAIMOHHOTO MPOIEcca MepeIaiun JaHHbBIX

11.2. Meroauueckue yka3aHus A OOy4aroIMXCs IO BBIIOJHEHUIO J1a0OpaTOPHBIX
pabor

B xozme BbIMONHEHHS J1a0OpaTOpHBIX paboT oOyyaromuics JOJDKEeH YIIyOuTh u
3aKpENHUTh 3HAHMS, TPAKTHUYECKHUE HABBIKH, OBIA/IETh COBPEMEHHON METOIMKOW M TEXHHKOU
HKCIIEPUMEHTAa B COOTBETCTBUH C KBAJU(HUKAIMOHHON XapaKTEPUCTHKOW 0O0yYaromerocs.
Breinonnenne 1abopaTopHbIX pabOT COCTOUT M3 3KCHEPUMEHTAIbHO-TIPAKTUYECKOM, pacueTHO-
AQHAJTUTUYECKON YacTe U KOHTPOJIBbHBIX MEPOIIPHUATUH.

BrimonHenne mabopaToOpHBIX paboOT OO0ydYaIOMIMMCS SIBJISIETCS HEOTHEMJIEMOW YaCThIO
U3yYeHHUs] JUCHMIUIMHBI, OIpelenseMoil ydeOHbIM IIJIaHOM, W OTHOCHUTCS K CpEICTBaM,
o0ecreunBaroIUM pelIeHre CIEAYIOMNX OCHOBHBIX 3a/1a4 00y4aroerocs:

— TnpuoOpeTeHHe HaBBIKOB HCCIEAOBAaHHSA MPOLECCOB, SBIEHUHM U OOBEKTOB,
U3y4aeMbIX B PAMKax JTaHHOW JAUCIUIUINHBL;

— 3aKpeIuvleHHe, pa3BUTHE U JIeTalu3allisl TEOPEeTHMUYECKUX 3HAHUHM, MOJYyYEHHBIX Ha
JEKIMX;
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— ToJlyueHHe HOBOW MH(OpMAINH 10 N3y4aeMON AUCIUILINHE;
— T[pPHOOpETCHHWE  HABHIKOB  CaMOCTOSTEIbHOH  paboThl ¢ J1abOpaTOpHBIM
o0opyaoBaHUEM U TIpUOOpamMHu.

3ajianue ¥ TpebOBaHUS K IPOBEJICHUIO T1a00paTOPHBIX paboT

BapuanT 3aganns o xaxmoi 1abopaTopHOi paboTe 00ydaromuiics MOTy9YaeT B COOTBETCTBUH C
HOMEPOM B CITUCKE TPYIIBl. B COOTBETCTBHH € 3aJaHHEM OOYYarOIIUICS JOMKEH IMOATOTOBUTH
HEOOXOIUMBIC JaHHBIC, TONYYNUTh OT MPEMoJaBaTessl MOMYCK K BBIMOIHEHHIO J1ab0OpaTOpHOU pabOTHI,
BBITIOJTHUT YKA3aHHYIO TOCIIEI0BATEIBHOCTh ACUCTBHM, TIONYYUThH TpeOyeMble pe3ynbTaThl, 0QOPMHUTE U
3alIUTHTh OTYET I10 JJAbOpaTopHOU paboTe.

Crpykrypa u popMa oTuera 0 1a00paTOpHON padoTte

Otuer o mabopaTopHOil paboTe JOKEH BKIIOYATH B ceOs: TUTYNBHBIA JHCT, GOPMYIHPOBKY
3alaHusl, TEOPETUYECKHE IIOJIOKEHUS, WCIOJIb3yeMble IPH BBIMIOJIHEHWH JIA0OPaTOpHON pPadoTHI,
OTIMICaHWE TPOIIECCa BBHIMTOIHEHMS Tab0paTOpHOH paboThI, MOyIeHHBIC PE3YIbTATH U BHIBOIBL.

TpeboBanus k ohopMIEHUIO OTYETA O J1AOOPATOPHOU paboTe

[To maGopaTopHbIM pabOTaM BBITIONHSACTCS OTYET. THUTYIBHBIA JTUCT O(OpMIISETCS B
COOTBETCTBHUH C mabioHoM (00pasiiom), npuBeaeHHbIM Ha caiite ['YAII (https://new.guap.ru/) B
pasaene «HopmatuBHas mokymentanms»  (https://guap.ru/standart/doc). TekcrtoBbie
rpadpuveckue MaTepualibl 0QOpPMISIFOTCS B COOTBETCTBUU ¢ aelicTByromumu ['OCTamu u
TpeOoBaHusIMU, NpuBeAcHHbIMU Ha caiite ['VYAII B pasgene «HopmaruBHas noKyMeHTaIus»
(https://quap.ru/standart/doc).

MeTtoandeckre yKkazaHus M0 MPOXOHICHUIO 1a00paTOPHBIX PaboT:
1) YueGHo-MeToauueckuii komiuieke ViPNet "MexceTeBbie 3KpaHbI"
2) YueOHo-MeToauueckuii komiuieke ViPNet "3ammTa oT HeCaHKIITMOHUPOBAHHOTO JA0CTyma"
3) IIporpammuo-annapartssiii komiuieke ViPNet IDS (IIpaktukym)

11.3. Meroauueckue ykazaHus UIsi 0OYyYaIOUIMXCS 10 MPOXOKIACHUIO CAMOCTOSITEITHHON
paboThI

B xone BbIMOMHEHUSI CaMOCTOSITEILHOM pabOThI, 00yJaroNIuiicss BBIMOIHAET paboTy IO
3aJJaHUI0 ¥ IPU METOJUYECKOM PYKOBOJCTBE IperojaBaTelisi, Ho 0e3 ero HernocpeiCTBEHHOIo
y4acTusl.

Jns oOyuwaromuxcs 1o 3aoyHoM ¢opme 00ydeHHus, camMocTOsITeIbHas paboTa MOXKET
BKJIIOUATh B ce0s KOHTPOJIbHYIO paboTy.

B npouecce BBINONHEHHUsS CaMOCTOSITENbHONW paboThl, y oOydaromierocst GopMHpyeTcs
nenecooOpa3Hoe MiIaHUpoBaHUE pabouero BpeMeHH, KOTOpOe MO3BOJISET UM pa3BUBATh YMEHHUs
U HaBBIKM B YCBOGHUU U CHCTEMAaTH3allMU MPUOOpETaeMbIX 3HAHUM, o0ecredyuBaeT BBICOKUMI
YPOBEHb YCHEBAaEMOCTH B THepuoJ OOyueHHs,, IOMOraeT IOJYy4YUTh HABBIKM IOBBIIICHHS
po(hecCuOHaNTbHOTO YPOBHSL.

MertoauyeckuMH ~ MaTepuallaMH,  HampaBJSIOINIMMU  CaMOCTOSITENIbHYIO — paboTy
00yJarONTUXCSASBIISIOTCS:

— y4eOHO-MEeTOJIMYEeCKUI MaTepual Mo AUCHUIUIHHE.

11.4. Metoauueckue yKa3aHusl [UIsl OOYYAarOMIMXCS TIO TMPOXOXKICHHIO TEKYIIEro
KOHTPOJIS YCIICBAaEMOCTH.

Texymuii KOHTPONb YCIEBAEMOCTH TMpEeAyCMaTpUBAeT KOHTPOIb KadyecTBa 3HAHUI
00yJaronuxcs, OCyIeCTBISIEMOTO B TEUCHHE CEMECTpa C IeNNbI0 OICHUBAHUS XO0J1a OCBOCHUS
IUCIUATUIMHEL

Pe3ynbpTaThl TEKymIero KOHTPOJIS YYHTHIBAIOTCS TPH IPOBEICHUU IPOMEKYTOUHOM
attectanuu B cooTBeTcTBUM ¢ TpeboBaHusMu CTO I'VAIL CMK 3.76 «IlonoxkeHue o TeKymieM
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KOHTPOJIE YCIEBAEMOCTH M MPOMEXKYTOYHOM arTecTaluu CTyIAEeHTOB W acnupanTtoB ['YAII,
00y4JaromuXxcst Mo 00pa3oBaTeNbHBIM IPOTPAMMAaM BBICIIIETO 00pa30BaHUS.

11.5. Meroauyeckue ykazaHusi Ajisi 0Oy4aroUIUXcsl MO MPOXO0XKIACHUIO MPOMEXYTOUHOMN
aTTeCTallUU.

[IpomexyTounass  arrectanus  OOYyYAIOIIUXCS  MPEAyCMaTpUBAeT  OICHUBAHHE
MIPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3yJbTaTOB 00y4YeHHs MO nuciuruiiHe. OHa BKIIIOYAET B
cedst:

— 3a4eT — 3To (opMa OIEHKH 3HAHUH, TOTYUYEHHBIX O0YYaAIOMIUMCS B XOJ€ M3yUCHUS
y4eOHOM TMCUUILIMHBI B LIEJIOM WJIM MIPOMEKYTOUHas (10 OKOHYAaHUU CEMECTpa) OLICHKA 3HAHUH
00y4JaromuMcs 10 OTIENbHBIM pa3fiesiaM TUCIUIUIMHBI C aTTECTAllMOHHON OLICHKOW «3aYTeHO»
WJIU «HE 3a4TECHO».

Cucrema OIEHOK IpPH MPOBEIECHUU MPOMEKYTOYHOW AaTTeCTAllMH OCYIIECTBISETCS B
COOTBeTCTBUU ¢ TpeboBanusmu Ilonoxkennit «O TeKymeM KOHTPOJE YCIEBAEMOCTH U
MPOMEXKYTOUHOH artectanuu cryaeHToB ['YAII, oOyuaromuxcs 1o mporpammam BBICHIETO
obpazoBanus» u «O MOIYJbHO-PEUTHHIOBOM CHCTEME OIICHKM KadecTBa ydeOHOH paldOoThI
ctynenToB B ['YAID». 3auer mpoBoautcs B ycTHOH dopMme. 3aueT 00ydaromuxcsi TPOBOAUTCA,
KaK MpaBUJIO, B TEUCHHUE HECIH, MPEAIISCTBYIONICH HaYally 3K3aMEHAIMOHHOM ceccuu, JIn0o Ha
MOCJICTHEM 3aHSITUU B CEMECTPE IO TUCHUILTHHE (MOoayiio). Eciin co cTopoHbI 00y4aronierocs
BO BpeMs 3ayera JOMNYIIEHbl HapylleHHs y4yeOHOW JUCUUIUIMHBI  (CIHCHIBaHHE,
HECAaHKI[TMOHHUPOBAHHOE MCIIOJIb30BAHUE CPEJICTB MOOMIHLHOM CBSI3U, ayIMO—TUJICHEPOB U JPYTUX
TEXHUUYECKUX YCTPOWCTB), HApPYIIEHUs MpaBuiI BHyTpeHHero pacnopsaka ['YAIL npennpunsta
MOMBITKA MOJJIOTa JOKYMEHTOB, IPENoJaBareiib BIPaBE yAaduTh OOyYarOMIerocs C 3adera ¢
3aHECEHUEM B BEJJOMOCTh OLIEHKH «HE 3auTeHO». [1o pe3ynbraTam 3adera «3auTE€HO» 3aHOCUTCS
IpernoiaBaTesieM B BEOMOCTh M 3a4eTHYIO KHIDKKY. OTpullaTelbHas OIEHKAa («HE 3a4TECHO»)
3aHOCHUTCSI TOJBKO B BeIOMOCTh. HesiBka oOyuaroierocss Ha 3adeT OTMEUYaeTcsi B BEIOMOCTHU
CJIOBaMH «HE€ SIBWJICS», JUOO «H/s». JMpEeKTOp MHCTUTYTa Ha OCHOBE BEIOMOCTH BBISICHSET
OPUYMHY OTCYTCTBUS OOydYaroIierocs Ha 3aueTe M TMPUHUMAET pelIeHHe O TMOopsIKe
MOCJEAYIOLIEH CIauH.

16



Jluct BHeceHUs U3MEHEHUH B pabouylo IporpaMMy TUCIUTUIUHBI

JlaTta BHECeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
W3MEHEHHUS

ConeprxaHne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOJIA
3aceaHusl
Kadeapsl

Iommuce
3aB.

kadempoit
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