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AHHOTaNINA

Huctunnuna «TexXHOJOrHM 3allMThl 3JEKTPOHHBIX IUIATEXEH» BXOAUT B 00pa3oBaTEIbHYIO
IporpaMMy BbICIIETO0 00pa3oBaHUs — MPOrpamMMy CHELHATUTETa 0 HAIPaBIECHUIO MOATOTOBKHU/
CIEUAIILHOCTH 10.05.05 «bezonacHoCcTh MH(POPMALMOHHBIX TEXHOJIOT Uil B
MIPaBOOXPAHUTENbHON cdepe» HampaBieHHOCTH «OpraHuzanuss ¥ TEXHOJOTMH  3alUThI
uH(popManuu (B HHPOPMAIIMOHHBIX cUCTeMax )». Juciurmaa peanusyercs kadeapoit «Ne33y.
Jucuuniuza HaneneHa Ha GOpPMHUPOBAHKE Y BBIMTYCKHUKA CIETYIOIINX KOMIIETEHIIUH:

[1IK-1 «CnocobeH npuHUMATh Y4acTHE B CO3JIaHUHM CHUCTEMBI 3allIUTHl HHPOPMAIIUU HA 00BEKTEe
nH(pOpMaTU3ALIUN»

[1K-4 «CriocobeH opraHu30BbIBaTh M MPOBOJUTH MEPOIIPHUATHUS 110 KOHTPOJIO 32 00ecredeHnemM
3alUThl MHGOpPMALMK, B TOM YHCJIE CBEIEHUN, COCTaBJISIOUIMX TOCYAApCTBEHHYIO TaiiHy,
MPOBOANTH aHATH3 YPPEKTUBHOCTH CUCTEMBI 3aITUTHI HHPOPMAITUN

[IK-5 «CmocobGeH  ocCymlecTBIATh  aJAMUHUCTPUPOBAHUE  IOJACHUCTEM  obOecreyeHUs
UH(POPMALIMOHHOM 0e30MacHOCTH 00BeKTa HH(POPMATHU3ALIUNY

CopepxaHue IUCHUIUIMHBI OXBaThIBA€T KPYTI BOIMPOCOB, CBA3AHHBIX C TMPUMEHEHHUEM Ha
NpaKkTUKE TMpe/UlaraéMble B HACTOSIIEE BPEeMs METOABI 3aIIUTHl  KOH(HUIACHIHAIHLHON
uH(popMalu (IpaBoBbIe, OpPraHU3aAI[MOHHBIE, IPOrPAMMHBIE U allllapaTHbIC) IPU OPraHUu3aluu U
HOJIEPIKKE AJIEKTPOHHOTO OM3HEca.

[IpenogaBanye MUCHUIUIMHBI MpEAyCMaTpHUBAaeT cieayioue (opMbl OpraHU3alUu y4eOHOTo
nporiecca: JISKIUH, J1adopaTopHbIe padOThI, CAMOCTOSTEbHAsS padoTa CTyACHTA.

[TporpaMMoil AUCHMILTUHBI MPEAYCMOTPEHBI CIEAYIOIINE BUABI KOHTPOJS: TEKYIIUH KOHTPOIb
yCIIEBaEMOCTH, MTPOMEXKYTOUHAS aTTecTanus B (hopMe SK3aMeHa.

OO61mas TpyA0eMKOCTh OCBOEHUS IUCHUIUIMHBI COCTaBIIsIeT 4 3a4eTHBIX eANMHUIIBI, 144 yaca.
SI3bIK 00yUeHHUs 110 AUCIUTUIMHE «PYCCKUU »



1. [TepedeHs mIaHUPYEMBIX PE3YIHTATOB OOYUCHHUS 110 JUCITUTIIIMHE
1.1. Uenu npenojaBaHus AUCHUILUIUHbBI

Ilenpto m3ydeHUs y4eOHOW NIUCHMIUIMHBI SIBJISETCS OOECIeueHHe OCBOCHHUS OOYYaroIIUMUCS
po(eCcCHOHANBHBIX KOMITETEHIUH, 3aKIIFOYAIONINXCsS B OOIIEH TOTOBHOCTH M CIOCOOHOCTH
NPUMEHATh Ha TPaKTUKE TMpejjaraeMple B  HACTOSIINEE BpEeMsl METOIbI  3alllMThI
KOH(QUIACHIMANbHOW  WH(pOpManuu  (MPaBOBbIC, OPTaHU3AMMOHHBIC, TPOTPAMMHBICE U
armapaTHbIC) IIPU OpraHU3alUK U TTOAJICPKKE FJICKTPOHHOTO OM3HEca.

[Tpu u3ydeHUN AUCUUIUIMHBI PEIIaeTCs 3a7a4a MOTydeHUsT 00y9aeMbIMU TCOPETHUSCKUX 3HAHUHT
U TIPAKTUYCCKUX HABBIKOB B 00JIACTH NMPUMEHEHHUS 3aIUTHBIX MEXaHU3MOB IPU OPTraHU3AINH U
BEJICHUU 3JICKTPOHHOTO OM3HEca.

1.2. JlucuumimHa BXOOUT B COCTaB  4YacTH, (HOPMUPYEMOH  y4acTHHUKaMH
00pa3oBaTeNbHBIX OTHOIICHUH, 00pa30BaTeNbHOM MPOrpaMMbl BBICIIET0 00pa3oBaHus (naee —
OIl BO).

1.3. IlepedeHs IIaHUPYEMBIX PE3yJIbTATOB 00YYEHUS MO TUCIMIIMHE, COOTHECEHHBIX

C IJIaHUpyEeMbIMH pe3ysibTaTaMu ocBoeHust OI1 BO.

B pesymbraTe wW3y4deHHs] JUCHMIUIMHBI OOYYAIONMIUICS JOJDKEH 00JaaaTh CICAYIOIUMU
KOMIETSHIMSIMH WM WX YacTAMU. KOMIEeTeHIInU 1 UHIUKATOPHI UX JOCTUKEHHS IPUBEICHBI B
tabnuue 1.

Tabnuna 1 — [lepeueHb KOMIETEHIIMI U UHAUKATOPOB UX JIOCTHXKEHUS

Kareropus (rpynna) | Kog u HaumenoBanue | Kopa u HaumMeHOBaHME MHAMKATOPA TOCTHKEHUS
KOMIIETEHIIMH KOMIIETEHIINH KOMIIETEHIIUU
I1K-1.3.1 3Hath cpencTBa pa3pabOTKU CHCTEM
3alIUThl HH(OPMAIMKA 00HEKTOB
I1K-1 Criocoben UH(pOpMaTU3aluK; TpeOOBaHUS HOPMATUBHBIX
NPUHUMATD yYacTHE | JIOKYMEHTOB U CTaHIAapTOB B OOJIACTH
B CO3JIaHMM CUCTEMBI | MH(POPMALMOHHOW 6€3011aCHOCTH
[Tpodeccuonanbuble
KOMIIETEHIIHH 3aIUATHI [IK-1.Y.1 ymeTps npoeKkTupoBath, pa3padaTbiBaTh,
uHpOpMaLUU Ha BHEPATH U DKCIUTyaTUPOBATh CUCTEMBI 3aILUTHI
o0BeKTe nHpopmanuu
uHpOpMaTU3aLUU [IK-1.B.1 BnageTs HaBbIKAMU NOIEPKAHUSA
TpeOyeMoro ypoBHSI HHPOPMAIIMOHHOMN
6e30macHOCTH 00BbEeKTa HH(POPMATHU3ALIUU
I1K-4 Cnocoben
OpPraHU30BBIBATH U
MPOBOJUTH [1K-4.3.1 3HaTh NOHSTHE U COACP)KAHUE
MEPOIPUATHS 110 HOJUTHUKUA HHPOPMALIMOHHOM 6€3011acHOCTH,
KOHTPOJIIO 32 [IOKa3aTean KauecTBa U 3PPEeKTUBHOCTH
o0ecrieyeHneM cHCTeMbl O€30MaCHOCTH MPEIIPUATHS
3alIUThI [TIK-4.Y.1 ymeTb BbIAEIATH 0OBEKTHI 3AIIUTHI U
[Tpodeccruonanbuble | MHGOPMAIUK, B TOM | CTPOUTH KOHIIENIUIO HH()OPMAITMOHHON
KOMIETEHIINU YHClie CBEACHUH, 0€30MMacCHOCTH, PETYJINPOBATH MEPHI IO
COCTaBJISAIOLINX oOecreyeHnto nH(POPMAIIMOHHOM 0€301MacHOCTH
TOCYJIapCTBEHHYO [1K-4.B.1 BnageTh HaBbIKaMu pa3padOTKH
TaliHy, IPOBOJUTH I0JIOKEHUH, PETJIAMEHTOB U NPOLIECCOB
aHaIu3 B3aMMO/JICHCTBUS CTPYKTYPHBIX 3JIEMEHTOB
3P PEKTUBHOCTH o0bekTa nHpOopMaTU3ALUU
CUCTEMBI 3alUThI
uHpopManuu
[TK-5 Cnocoben [1IK-5.3.1 3HaTh METOIBI 1 UHCTPYMEHTAJIbHBIE
[TpodeccrnonanbHble | OCYLIECTBIATD CpEICTBAa aIMUHUCTPUPOBAHMS U KOHTPOJIS
KOMIIETEHIIUU aIMUHHCTPUPOBAHUE | TIOJCUCTEM OOecredeHHs] UHPOPMaIlOHHOM
MIOJICUCTEM 6e30macHOCTH 00BbeKTa HH(POPMATHU3ALIUU




o0ecrieueHHs IIK-5.Y.1 ymeTp ocy1iecTBIsATs MOHUTOPUHT U

UHPOPMAIIMOHHOM MEPUOTNICCKUN KOHTPOJIb (DYHKITHOHUPOBAHHUS
0e3omacHoOCTH CPEACTB U MOACUCTEM 00eCTIeUeHHS

00BbeKTa nH(}OpMaAIMOHHOM 0€3011aCHOCTH 00BEKTa
uHpOpMaTU3aALUU nHpOpMaTU3ALUU

T1K-5.B.1 BiageTh HaBBIKAMHU HCIIOJIb30BaHUI
WHCTPYMEHTAJIBHBIX CPEJICTB MOHUTOPHUHTA U
aHaJM3a COCTOSIHUSI CUCTEMbI HH(OPMAIIMOHHON
0e30IMacHOCTH

2. Mecto nucuumivnsl B ctpykrype Ol

JucuumnirHa MoXeT 0a3supoBaTbCs Ha 3HAHMAX, paHee NPUOOPETEHHBIX O0YYaroIUMUCS IPH
U3YYEHUHU CIIETYIOIIMX AUCLIUILINH:

— OKOHOMHKA

— IIpousBonacTBeHHas (3KCIUTyaTallMOHHAs) IPAKTUKA

— VYueOHas (0O3HAKOMUTENbHAS ) IPAKTHUKA

— VYueOHas mpaKTHKa

— TexHonoruu 00pabOTKH ayH0- U BUACOTAHHBIX

— MynbTrMea TEXHOJIOTUU
3HaHMS, TMOJIyY€HHblE IMpPU M3YYEHUM MaTepuaja JaHHOM JHUCUUIUIMHBI, MMEIOT Kak
CaMOCTOSITEJIbHOE 3HAYE€HUE, TAK U UCIIOJIB3YIOTCS IIPU U3YyUEHUH IPYTUX AUCLMILINH:

— Hayuno-uccnenosarensckas pabora

- ITpon3BoaCTBEHHAs NPEIANIIIIOMHAs TPAKTUKA

3. O06beM U TPyAOEMKOCTh AUCHUTIINHBI
Jlannbie 00 o0meM 00beMe TUCITUIUIMHBL, TPYJIOSMKOCTH OT/ICIBHBIX BHJIOB YU4EOHOH paOOTHI IO
TUCIUILIMHE (U pacrpeaesieHUue 3TOM TPYI0EMKOCTH MO0 CEMECTpaM) PeICTaBICHbI B Ta0nuIie 2.

Tabmuia 2 — O0beM U TPYJ0EMKOCTh JUCITUTIIIUHBI

TpynoeMKocTb 1o
Bug yuebHoit paboThl Bcero ceMecTpam
No8

1 2 3
Oobwan mpyooemKocmep OUCUUNTIUHDL, 4/ 144 4/ 144
3E/ (uac)
H3 nux uacoe npaxmuueckoil n0020moeKu 17 17
Ayoumopnuie 3anamus, BCEro vac. 34 34
B TOM YHCIIE:
nekiuu (JI), (dac) 17 17
npakTuueckue/ceMunapckue  3ansatus  (I13),
(gac)
naboparopusie padbotsl (JIP), (dac) 17 17
KypcoBoii mpoekT (pabdota) (KII, KP), (gac)
9K3aMeH, (4Jac) 36 36
Camocmosamenvnas paboma, Bcero (dac) 74 74
Buo npomesicymounoit ammecmayuu: 3ayer,
mudd. 3auger, sx3amen (3auer, udd. 3aq, OK3. OK3.
OK3.%%*)

*k
IIpumedaHue: kaHIMAATCKHI 9K3aMeH

[




4, CopneprkaHue TUCIHUTITAHBI
4.1. PacnpeneneHue TpyJOEMKOCTH AUCIUIUIMHBI [0 pa3jiesiaM U BUJIaM 3aHSTUH.
Paznenbl, TeMbl JUCITUTIIIMHBI U UX TPYJO0EMKOCTh ITPUBECHBI B TA0IHUIIE 3.

Tabmuua 3 — Pazfesnbl, TeMbl TUCIMILINHBI, UX TPYA0EMKOCTh

Pazgensl, TeMBI TUCITUTIIMHEI Hexum | 113 (C3) P KII CPC
(gac) (gac) (gac) (gac) (dac)
CewmecTp 8
Paznen 1. DnekTpoHHBIE IIATEKHBIE CHUCTEMBI. 2 2 10
Bunel 571eKTpOHHBIX CHCTEM B3aMMOPAacueToOB M
OpraHu3aLMs IJIATEeKEN
Paznen 2. OcHOBHBICE MOJAEIU AJICKTPOHHOU 2 2 10
KOMMEPIIHH
Pazgen 3. Yrpossl 0e30macHOCTH AJIEKTPOHHON 2 2 10
KOMMEPIIMM W DJIGKTPOHHBIX  IJIATEKEH.
be3zomnacHocTh 0aHKOBCKHUX CTPYKTYP.
be3onacHocTh B OaHKOBcKast cdepe, KpeaAUuTHbIE
KapTOYKH.
Pazmen 4. Ilommtuka  wHGOPMAIMOHHON 2 2 10
0e30MacHOCTH. [Toctpoenue CUCTEM
0€30MacHOCTH JIEKTPOHHOTO OM3Heca.
Paznen 5. Meroasl M cpenactBa oOecnedeHUs 2 2 10
MH(OPMALIMOHHON O€30MaCHOCTH 3JIEKTPOHHOTO
Ou3Heca
Paznen 6. KopriopaTuBHbIe CTaHIapThI 3 3 10
obecrnieueHns HOOPMATMOHHON OE30IMACHOCTH
cuctem. Crangapt LlentpansHoro 6anka Poccun
110 3aIIUTe HHPOPMAITIH
Pa3nen 7. bezonacHble MPOTOKOJIBI 4 4 14
B3aMMOJICHCTBHS ¢ BeO-CEpBHCAMU
Hroro B cemecTpe: 17 17 74
Utoro 17 0 17 0 74

[TpakTHdeckasi MOATOTOBKA 3aKJIIOYAETCS B HEMOCPEJICTBEHHOM BBIMIOIHEHUU O0YYalOIIUMUCS
OTpPENIETICHHBIX ~ TPYAOBBIX  (QYHKIMHA, CBSI3aHHBIX ¢  Oyaymiedl  mpodeccHoHaTbHON
JEATETbHOCTBIO.

4.2. CopepkaHue pa3feiioB U TEM JICKIIMOHHBIX 3aHSATHA.
Copneprxanue pa3/ieioB U TeM JIGKLIMOHHBIX 3aHATUI MPUBEICHO B Tabnulle 4.

Ta6J'II/II_Ia 4 — COI[C JKAaHUC Pa3aCyIOB U TCM JICKIHMOHHOI'O NUKJIa

Howmep paznena HasBanue u comepxkanue pa3iesioB U TEM JICKIIMOHHBIX 3aHATHI
1 SHCKTpOHHBIe IIaTC)KHBIC CUCTEMBI. BI/I}II)I OJICKTPOHHBIX CUCTEM
B3aMMOPACUETOB U OpraHU3alMsl TIATEeKEN
2 OcCHOBHBIE TIOHATHS U TEPMUHBI AIEKTPOHHON KOMMEPIIUU U OU3Heca.

[Tonsitue snexTpoHHON KomMepuuu. KpaTkuit 0030p OCHOBHBIX MOHSTHIA.
Tumnonorus >nexTpoHHOM KoMMepiui. CTpyKTypa OCHOBHBIX OM3HecC-
MOJIeJIel PIIEKTPOHHOU KoMMepiini. OCHOBHBIE OTIINYUS U OCOOEHHOCTH
MOJICIIEH.

3 [ToTennuanpHbIe YTPO3bl AIEKTPOHHOTO On3Heca. OCHOBHBIC 3a/1a4u
obecnieueHus 0€30MacHOCTH HH(OPMAIIMK XO3SIICTBYIONIEro CyOheKTa Mpu




BEJICHUH JIEKTPOHHOTO On3Heca. OIeHKa ySI3BUMOCTH CUCTEM AJICKTPOHHOU
KOMMEpLHH. AHAIN3 U MEXaHU3MBbI OIIEHKH PUCKOB JIEKTPOHHOTO OM3Heca.
[Toctpoenne Moaenu 310yMblluIeHHUKA. Kitaccudukanus npecTymieHui B
anekTpoHHOM Ou3Hece. Kiaccudukanus u oOuias XxapakTepucTuka
KOMITBIOTEPHBIX MPECTYIUICHUNA. AHAIN3 U OI[EHKA MOCJIEICTBUI
KOMIIBIOTEPHBIX MPECTYIJICHUI Ha OCHOBE COBPEMEHHOM CTaTUCTHKHU.

[TonuTrka nHMOPMAIMOHHON 6€30MACHOCTH B CUCTEMaX AJIEKTPOHHOU
koMMepuuu. CTaHgapThl IOCTPOSHUS CUCTEM 3alUThl UHOPMAIUU U
MPAaKTUYECKOe MPUMEHEHUE UX TpeOOBaHUH /7151 0OecreueHus
MH(OPMALIMOHHON 6E30MaCHOCTU CUCTEM SJIEKTPOHHOM KOMMEPIIHH.
KopriopaTuBHble cTanaapTel obecnieueHust UH(HOPMAIIMOHHON 0€30macHOCTH
cucteMm. Crannapt LlentpansHoro 6anka Poccuu o 3amure unpopmanuu
(CTO BP UBBC-3.0-2014 «Obecneuenre nHGOpMAIIMOHHOW O€30TaCHOCTH
opraHu3anuii 6aHKoBCKOM cucteMbl Poccuiickoit deneparum» (¢
n3MeHeHusMu 2014 r.). OCHOBBI IOCTPOEHUS U MEHEPKMEHTA CUCTEM
0€30MMacHOCTH AIEKTPOHHOTO OM3Heca. AyAUT CUCTEM UH(DOPMAIIMOHHOM
0€30MaCHOCTH JIEKTPOHHOTO OM3HEca.

OCHOBBI ITOCTPOCHUS U UCIIOIB30BAHUS OAHKOBCKHX MH(POPMAIIHOHHBIX
cucreM. OcHOBHBIE 3a1auu ¥ QyHKIH. O630p OAaHKOBCKHX
MHQOPMAIMOHHBIX cucTeM. BupryanbHbie 6anku. HTEpHET-0aHKHHT.
Obecneuenne 6e30macHOCTH B 0aHKOBCKOH cepe. OcobeHHOCTH
ANIEKTPOHHBIX METO/IOB Iu1aTeka. LludpoBas HaMMYHOCTH. DIEKTPOHHbIE
1aTeXHble cucTeMbl. OCHOBHBIE MNPUHIUIBI BHCAPCHUA TIJIATCIKHBIX
CHCTEM B 3JICKTPOHHYIO KOMMEPIIHIO.

Pacripenenenne GyHKIMi U TOPSIOK B3aUMOJICHCTBUS TTOpa3/ICTICHIA Ha
Pa3IMYHbBIX FTaNax *XKU3HEHHOTO LUKJIA HH(OPMAIIMOHHBIX [TOJICUCTEM.
OTBeTcTBEHHBIE 32 HH(OPMAIIMOHHYIO 0€30MaCHOCTD B TIOPA3/ICIICHUSX.
AJMUHHUCTPATOPBI ITATHBIX U AOMOJHUTEIBHBIX CPEJICTB 3aLIUTHI.
[Tonpaznenenus TexHuueckou 3amuThl nHpopmanuu. Cucrema
OpPraHMU3alMOHHO-PACIOPSAUTEIBHBIX JOKYMEHTOB OpraHU3al|uH 110
BOIIpocaM oOecreueHus: 6e30MacHOCTH HH()OPMALIMOHHBIX TEXHOJIOTUH.
PernaMenTanus nelicTBU BceX KaTErOpUil COTPYIHUKOB, TOMYIIEHHBIX K
pabote ¢ nHQOPMALIMOHHBIMU CUCTEMAMHU

CerteBble yrpo3sl, ys3BUMOCTHU U ataku. CpesicTBa oOHapy KEHHs
ySI3BUMOCTEN y3710B [P-cereli n atak Ha y3JIbl, IPOTOKOJIBI U CETEBBIE
ciryx0bl. [Tosyuenue onepaTuBHOM HH(OPMAIMK O HOBBIX YSI3BUMOCTSIX U
atakax. CriocoObl yCTpaHEHUs ySI3BUMOCTEN U IPOTUBOICHCTBUS
BTOPKEHUSIM HapYIIUTEIIECH.

4.3.

[TpakTrueckue (CeMHUHAPCKUE) 3aHATUS

Tembl MPAKTUYCCKUX 3aHATHH U UX TPYAOCMKOCTDb IPHUBCICHLI B Ta6J'II/II_[C 5.

Tabmuna 5 — [IpakTuueckue 3aHsITHs U UX TPYJI0EMKOCTh

N3 nux Ne
Ne | Temsl npakTrueckux | PopMbl IPaKTUYECKUX | TpPyaO0eMKOCTh, | MPAaKTUYECKOM | pa3ziena
n/n 3aHITHH 3aHATUN (gac) MIOATOTOBKH, | JAUCLIUII

(gac) JIMHBI

VY4eOHbIM MJIaHOM HE MPEaYyCMOTPEHO

Bcero

44.

JlaGopaTopHbIe 3aHATHS




TeMbl 1Ta00OpaTOPHBIX 3aHATHH U UX TPYJOEMKOCTh IPUBEACHBI B TaOIHIIE 6.

Tabmuua 6 — JIabopaTopHbIe 3aHATHS U UX TPYJIOEMKOCTb

N3 Hux Ne
Ne HaumenoBanne 1abopaTopHbBIX paboT TpynoemKocte, | npakTiieckoii | pasacna
/1 (gac) MOJATOTOBKH, | JUCIIHII
(dac) JIUHBI
Cemectp 9

1. | AHanu3 3JIEKTPOHHBIX CUCTEM 1 1 1
B3aMIMOPACUETOB

2. | AHanmu3 W opraHu3anys miaTexen 1 1 1

3. | [loctpoeHue Moieu SIEKTPOHHOM 1 1 2
KOMMEPIIHH

4. | Ananu3 Ge30macHOCTH O(OPMIICHUS 1 1 3
KPEJIMTHBIX KapTOUYEK

5. | [locTpoenue cucrema 6€30MacHOCTH 1 1 4
AJICKTPOHHOTO IepeBoa

6. 3amura 3JeKTPOHHBIX IUIATEXKEN C TOMOLIBIO 2 2 5
TOKE€HU3alI U

7. 3amura 3JeKTPOHHBIX IuaTexel ¢ nomousio EMV u 2 2 5
P2PE

8. | OcHOBHBIE MOJIOKEHHUS KOPIIOPATHBHBIX 2 2 6
CTaHIApTOB oOecrieueHus] HHGOPMAITMOHHON
0e30IMacHOCTH

9. | OcHOBHBIC TTOJIOKEHUS CTAHIAPT 2 2 6
IenTpansHoro 6anka Poccuu 1o 3ammre
nHpopmaluu

10. | [IpumeHeHne Ge30MaCHBIE TPOTOKOIBI 2 2 7
B3aMMOJICHCTBHUS C BeO-caliTaMu

11. | Ilpumenenue Oe30macHbI€ MPOTOKOJIBI 2 2 7
B3aMMOJICICTBHS ¢ BeO-CepBUCAMU

Bcero 17 17

4.5. KypcoBoe npoekTrpoBaHue/ BHIIOJIHEHUE KypCOBOM paboThI
Y4eOHBIM MJIaHOM HE TPEYyCMOTPEHO

4.6. CamocrosTenbHas paboTa 00ydaromuxcs
Buner camocTosTennsHOM pabOTHI U €€ TPYIOEMKOCTh PUBEIEHBI B Ta0HIIe 7.

Tabnuna 7 — Buabl caMmocTosTenbHON pabOThI M €€ TPYA0EMKOCTh

. Bcero, | Cemectp 8,
Bun camocrositensHo# paboTh
qac qac
1 2 3
W3yueHne TeopeTuyecKoro Marepuasia 50 50

quciuminiel (TO)

Kypcosoe npoektuposanue (KII, KP)

PacuetHo-rpaduueckue 3ananus (PI'3)

Brimosnnenue pegepata (P)




[ToaroroBka K TEKyiemy KOHTPOIIIO 14 14
ycneBaemoctH (TKY)

Homamnee 3aganue ([13)

KonTtposbabIe paboThl 3a09HuKOB (KP3)

IToaroroBka K MpOMeEXyTOYHOMU

arrecranuu (ITA) 10 10
Bcero: 74 74
5. [lepeuenb yueOHO-METOANUECKOTO 0OECIeUeH s

JUTSL CAMOCTOSITEIBHON pabOThI 00YUYAIONINXCS IO TUCITUTUIMHE (MOIYJITIO)
Y4eOHO-METOIUYSCKUE MaTepUajbl JUISl CaMOCTOSTEIILHON pabOThl 00y4YalomUXCs yKa3aHbl B
ma. 7-11.

6. [lepedyeHb neYaTHBIX U SJEKTPOHHBIX YUEOHBIX M31aHUIHI
[TepeueHb neyaTHBIX U 3JEKTPOHHBIX YUEOHBIX U3/IaHHUH MTpUBEIEH B TabIuLe 8.
Tabmuna 8— [lepeyeHp MeYaTHBIX U JICKTPOHHBIX YUEOHBIX H3TaHUH

Komuectso
9K3EMILTSIPOB
Ulg_ll_ﬂj))lr;)/ec bubnuorpadudeckas ccpuika B 6?5;?32%6
ANIEKTPOHHBIX
9K3EMILISIPOB)
004.05B75 Boponos, A. B. OcHoBBI 3a111uThl HH(GOPMALIUU: 74

yaeOHoe ocooue/ A. B. Boponos, H. B. Boommna.
- CII6.: ’'OY BIIO "CII6I'YAIT", 2009. - 78 c.

004 III 22. [Hanprun, B. ® MudopmanmonHas 6€301MacHOCTb 8
[Tekct]: HayuyHO-

nonyisipHas aurepatypa / B. @. llanbrus. - M.:
JIMK Ilpecc, 2014. - 702 c.: puc. -
(AIMUHHCTpUpPOBAHUE U 3aILUTA). - 3aril. OO0
WNudopmanronHas 6€301MacHOCTb U 3aIlIUTa
uHdopmanuu. - bubnuorp.: ¢. 679 - 685 (100 Ha3B.). -
ITpeam. ykas.: c. 686 - 701

004 P 69 PomanbkoB, B. A. Beeaenue B kpuntorpaguto [Texcr] : | 8
Kypc JeKuui /

B. A. PoMaHbBKOB. - 2-¢ u3., ucIp. u Jom. - M. :
D®OPYM, 2015. - 240 c. - bubmwmorp.: c. 233 - 234
(28 Ha3B.). - [Ipenm. ykas.: c. 235 - 239. - ISBN 978-
5-91134-573-0 : 431.00 p.

004 P 98 Ps6xo, b. fI. Kpuntorpaguueckue MeTOIbI 3aIUTHI 10
nHpopmanuu

[Tekcr] : yue6HOe mocobue / b. f. Psbxo, A. H.
®HOHOB. - 2-¢ u31., ctep. - M. : ['opsiuas muHMS -
Tenexom, 2014. - 229 c. : puc. - (CrenunuaabHOCTh IS
BBICIITUX YUEOHBIX 3aBeNIeHMH ). - bubmmorp.: c. 218 -
221 (36 Ha3B.). - Ilpeam. ykas.: c. 222 - 226.

http://e.lanbook.com/ | Illanbrun, B.®. 3ammra nadopmanuu B
books/element.php?pl | KOMIBIOTEPHBIX CUCTEMAX H CETAX [DIEKTPOHHBIN
1 id=3032 pecypce] : yaebHOe mocobue. — DIEKTPOH. TaH. —
M. : IMK Ilpecc, 2012. — 592 ¢




004.49(075)E 60 EmenbsHoBa, H. 3. 3amura nadopmarum B 10
MePCOHAIBHOM KOMIbIOoTEpe: yueOHoe mocooue / H. 3.

Emenssnosa, T. JI. I1apTeika, 1. 1. [Tonos. - M.:
DOPVYM, 2009. - 368 c.2.

X 5147 Sxosern, E. H. [IpaBoBbie 0CHOBBI 0OecIIeUeHUs 9
nHpopMannoHHo# 6e3omacHocTr Poccuiickoit
Oenepanuu [Tekct] : yaebHOE mocooue / E. H.
Axoser. - M. : IOpmutuadopm, 2010. - 336 c.

004 M 48 Mensaukos, B. I1. 5
3amura nadopmanuu [Teker] : yue6nuk / B. I1.
Menbnukos, A. 1. Kynpusinos, A. I'. Cxuptianse ;
pen. B. I1. MenbHukoB. - M. : Akagemus, 2014. - 304c.

Tutos, A.A. UHXeHepHO-TEXHUYECKAs 3alluTa
http://e.lanbook.com/ | urdopmaruu [ DneKTpoHHBIN pecypc] : yuebHoe
books/element.php?pl | mocobue. — Dnektpon. nan. — M. : TYCYP

1 id=4959 (Tomckuii rocy1apcTBEHHBIN YHUBEPCUTET CUCTEM
yIpaBieHUs] U paAouIeKTpoHUKH), 2010. — 195 c.

7. [TepeueHb 37EKTPOHHBIX 00pPa30BaTENLHBIX PECYPCOB
WH(OPMAITMOHHO-TEIICKOMMYHHKAITUOHHOM ceTh «THTepHEeT»
[Tepeuenn AIEKTPOHHBIX 00pa3oBaTeNbHBIX pecypcoB nH(OPMALIMOHHO-
TEJICKOMMYHUKAIMOHHOU ceTH «UHTepHeT», HEeOOXOAMMBIX i OCBOCHHS JIUCUUILTAHBI
npuBesieH B Tabnuie 9.

Tabmuma 9 — TlepedeHb DJIIGKTPOHHBIX O0pPa30BATEIBHBIX PECYPCOB HH(POPMAIIOHHO-
TEJIEKOMMYHUKAIIMOHHOU cetn «HTepHeT»
URL anpec HaumeHnoBanue

http://www.cyberplat.ru | matexxsas cucrema CyberPlat, npeaHasnaueHa ajst aBTOPHU3AIIUH
nokymnaresneil B IHTepHET U poBepKe UX IJIATEKECIOCOOHOCTH

http://www.assist.ru cucrema KapTouHbIX matexxeil B Turepuer ASSIST (kapter VISA,
EuroCard/MasterCard, JCB, Diners Club, American Express) 6e3
PETHCTPALIUK MX BJIaJICIbLECB B CUCTEME

http://www.rbc.ru PocbusnecKoncantunr. Beck ciekTp nenoBoit nHpopmanuu. bupxu
“on-line”, 5KOHOMHMYECKHE UTPHI “on-line”

http://www.diasoft.ru KOMMepUeckue OaHKH, coeperaTebHble OaHKH, MEXKIYHAPOIHbIC
(brHAHCOBBIC OPraHU3AIMH, UHBECTUIIHOHHBIC KOMITAHUH,
JIETIO3UTAPUH U PETHCTPATOPHI, (DOH/IBI TOBEPUTETHHOTO YIIPABICHHS,
CTPaxoBbIe KOMITAHHH, TPOU3BOICTBEHHBIE, OFO/PKETHBIC U TOPTOBbIC
NPENPUSITHS, 3aKa3HbIE MPOCKTHI, aHATN3 (PUHAHCOBOTO COCTOSHHUS
0aHKOB, KOHCAJITHHT

http://www.infobez.ru | 6e3onacHocTh HHPOPMAIMOHHBIX cucTeM [lopTai mo 6e30macHOCTH
UH(OPMAIIMOHHBIX CUCTEM

http://www.cyberpol.ru | cnennanu3upoBaHHbII HAYYHO-UH(POPMAIIHOHHBINA CAUT
"KommproTepHasi npecTynHocTh U 6oprbda ¢ Hero'

8. [Tepeuenp HHPOPMALIMOHHBIX TEXHOIOTUH
8.1. IlepedyeHp MpoOrpaMMHOTO OOECTEUEHHsI, HCIIOJIB3YEMOTO MpPH OCYIIECTBICHUU
00pa30oBaTeNLHOTO MpoIiecca MO AUCIUIIIUHE.
[TepedeHp ucnoNb3yeMOro NpOrpaMMHOro o0ecreueHust npeacTasieH B Tadaume 10.

Tabmuua 10— Ilepedyens nporpaMMHOro o0ecrieyeHHs

‘ Ne /1t ‘ Haunmenosanue




‘ He mpengycmorpeno

8.2.  Ilepeuenn UH(POPMALMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3YEMBbIX pu
OCYIIECTBICHIH 00pa30BaTEILHOTO MpoIiecca Mo AUCIUITITHHE
[Tepeuens uCmoNb3yeMbIX HH(OPMAIIMOHHO-CIIPABOYHBIX CUCTEM MpeAcTaBieH B Tabmuue 11.

Tabnuna 11— I[lepeuenb HHGOPMAITMOHHO-CIIPABOUHBIX CUCTEM

Ne i/t HaumenoBanue

He npenycmotpeno

9. MarepuanbHo-TeXHHYECKas 0a3a
CoctaB  MarepHaIbHO-TCXHHYECKOW  0asbl, HEOOXOMUMOW  JIIsi  OCYIICCTBJICHUS
00pa30BaTeNLHOTO MpoIiecca Mo TUCIUIUIHHE, IPEICTaBICH B Tabmuiel?2.

Tabnuna 12 — CoctaB MaTepHallbHO-TEXHIUYECKON 6a3bl

Ne HanmeHnoBaHue cocTaBHOM YacTh Homep aynutopun
n/n MaTepHATbHO-TEXHUYECKOH Oa3bl (npu HEOOXOUMOCTH)

1 JlexuMOHHAS Ay IUTOPHUS

KommnsrorepHslii kinace

10.  OueHouHble cpeacTBa 71 IPOBEJCHUS IPOMEKYTOUHON aTTeCTalluU
10.1. CocraB OIICHOYHBIX CPEIACTBIUIS TPOBEICHHS MPOMEXYTOUYHOW AaTTECTAI[HH
00y4JaromuXxcs 1Mo JUCIUTUINHE TPUBEACH B Tabmuie 13.
Tabmuua 13 — CocTaB OLIEHOUYHBIX CPEACTB AJIsl IPOBEACHMSI TPOMEKYTOUHOM aTTecTallu

Buj npoMexyTO4YHO# aTTecTanuu [lepedyeHb OLIEHOYHBIX CPEJCTB
OK3aMeH Crircok BOMPOCOB K SK3aMEHY;
DK3aMeHaIlMOHHbIE OUJIETHI;
3amaun;
TecTsl.

10.2. B «kauecTBe KpHUTEpHUEB OLEHKH YPOBHA C(HOPMUPOBAHHOCTH (OCBOEHUS)
KOMIIETEHIINI OOYyYalOMMHCS TPUMEHSETCST 5S-0ajuibHasi MIKajla OIEeHKH C(HOPMHUPOBAHHOCTH
KOMIIETEHIINH, KoTopasi mpuBejeHa B Tabuune 14. B TeueHne cemecTpa MOXKET UCIOIb30BaThCs
100-6annpHast ~ mKajla ~ MOXIYJILHO-PEUTHHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIA
UCIOJIb30BaHUSI KOTOPOW, YCTAaHOBJIEHBl COOTBETCTBYIOIMM JIOKAJIbHBIM HOPMATHUBHBIM aKTOM
['YAIL
Tabmuua 14 —Kpurepuu oLieHKH YPOBHS CPOPMHUPOBAHHOCTH KOMIETEHIUH

OrreHKa KOMITETEHITUHN

XapakTepucTrka c(hOpMUPOBAHHBIX KOMITETEHITUIA
5-0aiubHas mKana P P (bop

— oOyuaromuiicss TIyOOKO M BCECTOPOHHE YCBOWJI IPOTPAMMHBII
MaTtepuai;

— YBEPEHHO, JIOTUYHO, MTOCJIEI0BATEILHO ¥ TPAMOTHO €TI0 U3JIaraeT;

— OMUpasiCh HAa 3HAHWSI OCHOBHOW W JIOMOJIHUTEILHOW JUTEpaTyphl,
TECHO MPUBS3bIBAET YCBOCHHbBIE HAYUHBIE MOJIOKEHUS C MPAKTUUECKON
JIeATETbHOCTBIO HAIIPaBICHUS;

— yMeso 000CHOBBIBAET U apTYMEHTHUPYET BBIIBUTAEMBIE UM HJICH;

— JIeJIaeT BBIBOALI M 00OOIICHHS;

— cBOOOJTHO BJIQJICET CUCTEMON CIICIIMATN3HUPOBAHHBIX MOHITHA.

COTIIMYHO»
GauTCHO»




Or11eHKa KOMITETEHITUH

5-0ayubHas mKana

XapakreprcTrka ChOpMUPOBAHHBIX KOMITCTECHITHIA

«XOpoHIO»
Ga4YTCHO»

— 00yJaroUics TBEPIO YCBOWII MPOrPaAaMMHBINA MaTepHajl, IPaMOTHO H
M0 CyIIECTBY H3JIaracT ero, ONUpasCh Ha 3HAHUS OCHOBHOU
JTUTEPATYPHI,

— HE JIOMYCKAeT CYIMECTBEHHBIX HETOYHOCTEH;

— YBSI3bIBACT YCBOCHHBIC 3HAHUSA C MPAKTHYCCKOH JESITECIbHOCTHIO
HATPaBIICHUS;

— apryMEHTUPYET Hay4YHBIC TIOJIOKEHUS;

— JIeJIaeT BBIBOALI U 000OIICHHUS;

— BIAJCET CHCTEMOM CIIENMAIM3UPOBAHHBIX TOHSITHI.

«YOOBJICTBOPUTCIIEHO
(GavTCHO»

— oOyyJaronuics yCBOWJI TOJIBKO OCHOBHOM MPOTPaMMHBIA MaTepHua,
[0 CYILIECTBY H3JIara€T €ro, ONHpPasCh Ha 3HAHHUS TOJBKO OCHOBHOM
JIUTEPATYPHI;

— JIOIyCKaeT HEeCYIIECTBEHHBIE OMMOKN U HETOYHOCTH;

— UCTIBITHIBAET 3aTPYJAHEHHUS B MPAKTUYECKOM MPUMEHECHHHM 3HAHMI
HaIpaBJICHUS,

— c1abo apryMeHTUPYET Hay4YHbIC MTOJIOKEHNUS,

— 3aTpyaHseTCs B (OPMYITUPOBAHUHU BBIBOJIOB M 0000IIEHHUI;

— YaCTHUYHO BJIAJCET CUCTEMOM CIECIMAIM3UPOBAHHBIX HOHSITHHA.

«HCYHAOBJICTBOPUTCIILHO»
«HEC 3a4TCHO»

— o0OyJaromuiicss HE YCBOWJI 3HAYUTCIBHOM 4YacTH MPOrPaMMHOTO
MaTepuana;

— JIOMYCKaeT  CYyIIECTBCHHbIC  OIMMOKM W  HETOYHOCTH TP
paccMOTPEHHH MPOOJIEM B KOHKPETHOM HaIPaBJICHUY;

— UCTIBITBIBACT TPYJHOCTH B MPAKTHYECKOM MPUMEHEHUH 3HAHMIA,

— HE MOXET apryMEHTHPOBATh HAYYHBIC TTOJIOKCHHUS;

— He GOpMYJIHPYET BBIBOJIOB M 0000IICHUI.

10.3. TwumoBbIe KOHTPOIBHBIC 3aJaHHS WU HHBIE MATCPUAIIBI.
Bormpocs! (3amaun) 1715 sK3aMeHa IpeIcTaBlIeHbl B Tadmwmie 15.

Tabmuna 15 — Bonpocs! (3agaun) 11 9K3aMeHa

Ne i/t

Kon

[Tepeuens BompocoB (3aa4) AJsl IK3aMEHa
WHJIUKATOpa

1 ONEKTPOHHBIE MJIATEKHBIE CUCTEMBI. BUIBI 2JIEKTPOHHBIX IK-1.3.1

CHCTEM B3aMMOpAcUeTOB M OpraHu3alus IiaTexei
OCHOBHbBIE MOHATHS U TEPMHUHBI 3JIEKTPOHHOW KOMMEPIIMU
CtpyKTypa OCHOBHBIX OM3HEC-MO/IEEH 2IIEKTPOHHOM
KOMMEpPILINH

[Inarexunbie cuctembl. Haznauenue u GpyHkumn

Buns! anexktpoHHO# koMMmepiinu. Onucanue u
XapaKTepUCTHKA

[ToreHnanbHbIe YIpo3bl 2JIEKTPOHHOIO OM3Heca

OneHka ysi3BUMOCTH U PUCKOB 3JIEKTPOHHOTO OM3Heca
Hanpasnenus obecriedeHnst 6aHKOBCKOM 0€30MacHOCTH.
3aKOHOJATENBCTBO B 00J1aCTH HHPOPMAITIOHHOM
6e30macHOCTH

OcHoBHbIE 337aun o0ecrieueHns 6e30MacHOCTH HH(pOpMaLUK
bupmbI

Krnaccudukanus npecTymieHui B 2JIEKTPOHHOM OH3Hece

2 OneHka nocnecTBUNA KOMIIBIOTEPHBIX NPECTYIIIIEHUN I[K-1.V.1

(mpumepsbI)

[TonuTuka nHpopMaMoHHOH 6e3omacHocTH. OCHOBHBIE
MTOJIOKEHHSI

[TporpammMHbIe MeTOIBI 3aIMTHI HHGopManuu. [lepeuens u




XapaKTepUCTHKA
TexHndeckrue METO b 3alTUThl HHPOpMaIUu

be3onacHOCTH 351€KTPOHHOM KOMMepLuH B Internet
AHTHUBHpYCHAas 3aIlUTa

Anroput™ paboThl aHTUBUPYCHOW IPOrpaMMBl. ( CKaHEPHI,
PE3HUJICHTHI U JIp.)

[IK-1.B.1

Buasl BupycoB u ux paboThl. AnmapaTHBINA U TPOrPaMMHBIHA
Opanamaysp. HazHauenue u anroputm paboTbl

Mertoabl 1 CpecTBa 3alIUTHl HHPOPMALIUK TIPU padboTe ¢
AJIEKTPOHHOMU Mo4TOoN. bezomacHocTh B 6aHKOBCKas cdepe,
KpEAUTHbIE KAPTOUKHU

DnexTpoHHas mudposas noanuck. Haznauenue u
MCIOJIb30BaHUE. DIEKTPOHHAS U(PPOBAst MOAMUCH —
npuHiunbl co3aanus DI [HudpoBanue kak cpeacTBo
3alMThl HH(GOpPMAIHU

[1IK-4.3.1

TexHo0r1M OLIEHKHU 3aTpaT Ha CPEACTBA U METO/IbI 3aIUTHI
uHpopmanuu. Llenn n KOHIENIHs OpraHu3aluy MPOIAXK
yepe3 MIHTepHET TOBAapOB WM YCIIYT CYLIECTBYIOIErO
HERJIEKTPOHHOI'O OM3HECa

Knaccugukanus ouznec-mozenei. OCHoBHbIE OU3HEC-MOAEIH
B3aUMO/JICHCTBUS C aIMUHUCTPATUBHBIMU U
rOCYJJapCTBEHHBIMH CTPYKTypamMH

Haznauenue u ctpykrypa B2C. Haznauenue u cTpykrypa
B2B. Haznauenue u ctpykrypa C2C. HazHauenue u
ctpykrypa C2B. OcHOBHBIEC TPUHITUIIBI CUCTEMBI
TOCYJJApPCTBEHHOT'O PEryJIMPOBAHUS HHTEPHET-3KOHOMUKHU

[IK-4.Y.1

OCHOBHBIE BOIIPOCHI TOCYJAPCTBEHHOTO PETYITUPOBAHUS B
cdepe UHTEPHET - BKOHOMMKH . 3a7a4il 3JIEKTPOHHOTO
MIPaBUTEIHCTBA

OCHOBHbBIE IPUOPHUTETHI ACATEIBHOCTH TOCYJAPCTBEHHBIX
CITy’K0, CBSI3aHHBIX C 3aKyIIKaMH U TutaTexamu . [Ipumepsr
WHTepHeT- Mara3uHOB U MX XapaKTePUCTUKU

DneKTpOHHbIE 0AHKOBCKUE CUCTEMBI /711 KPYIIHBIX, CPEHUX U
HeOoIbIINX OaHKOB

[IK-4.B.1

[TonsTre xem-hyHKIIMU 1 CBOMCTBA

ITnacTukoBbie KapThl U IU(POBasi HATUYHOCTh

be3onacHocTh muarexen B cetu IHTEpHET C UCIOJIBb30BaHUEM
IJIACTUKOBBIX Kap

OpraHu3alOHHO-TIPaBOBbIE BOIIPOCHI 3aIIUTHI HHPOPMALUH
OcHOBHBIE YI'p03bl HHPOPMALIMOHHOM 6€30MacCHOCTH U
TEXHUYECKHE METO/IbI 3aIlIUTHI.

[IK-5.3.1

Y nanéHHbIe TIATEKU MPU TOMOIIH 0AaHKOBCKUX KapT. 38.
Konuenmus 6e3omacHocTd 6aHKOBCKUX CTPYKTYP

OOBeKTHI 3aUTHI B 0AHKOBCKUX CTpyKTypax. 40. OCHOBHBIE
COCTaBJISONINE OAHKOBCKON CTPYKTYPhI

AynuT cucTeM UHT(POPMAITMOHHON O€30MaCHOCTH. DTarbl U
HOPMAaTUBHBIE TOKYMEHTBI

3ammra 3J1eKTpOHHON U(POBOI HHTEIIEKTyaIbHON
COOCTBEHHOCTH.

[IK-5.V.1

VYTeuka no NOOOYHBIM KaHadaM. 3amuTa WH(OpMaIUU B
ANEKTPOHHBIX MJIATEKHBIX CUCTEMAX.
OnexktpoHHas 1Mdposas noanuck. Haznauenue u

[IK-5.B.1




UCIOJIb30BaHNE
[[ndpoBanmre Kak CPeACTBO 3aNTUTHI HHPOPMAIIUH.
TexHoIOTHH OIIEHKU 3aTpaT Ha CPEICTBA U METOJIbI 3AIIUTHI
nH(opMaIuu.

Bormpocsr (3agaun) mis 3auerta / qudd. 3auera nmpeacTaBieHbl B Tadimie 16.
Tabmuna 16 — Bonpocs! (3agaun) ans 3adera / audd. 3auera

Kon

Ne i/ Ilepeuens Bompocos (3anav) s 3auera / qudd. 3adera
p p (3ana9) 1 Andd VHIUKATOPa

Y4eOHbIM MJIAHOM HE MPEAYCMOTPEHO

[TepeyeHs TeM IS KypCOBOTO MPOSKTUPOBAHHMS/BBITOJIHEHUS KyPCOBOM paOOThI TPECTABICHBI
B Tadmuie 17.
Tabnuua 17 — IlepeueHb TeM JjIsi KYPCOBOTO MPOSKTUPOBAHHMS/BBITIOJTHEHHUS! KYPCOBOM paboThI

No 11/ [TpuMepHBIii IepeYeHb TeM IJIsi KypCOBOTO MPOEKTHPOBAHUS/BHITOTHEHHUS
B KypCOBOH paboThl

Y4eOHBIM MJIaHOM HE IPEIYyCMOTPEHO

Bompock! aiist mpoBeieHUsT TPOMEKYTOYHOM aTTECTAlMU B BUJIE TECTUPOBAHMSI TIPEACTABICHBI B
Tabimuue 18.

Tabmuua 18 — IIpumepHBbIi epeueHb BOIIPOCOB ISl TECTOB

y Kon
Ne /i IIpuMepHBIii IepeYeHb BOIIPOCOB ISl TECTOB
WHJIUKATOpa
1. | AHanu3 5JeKTPOHHBIX CUCTEM B3aMMOPAacueTOB [1K-1.3.1
2. | AHanu3 ¥ opraHu3anus miaTexen [K-1.V.1
3. | IlocTtpoeHnne MoaeIH 3JEKTPOHHOM KOMMEPIIHH I1IK-1.B.1
4. | Ananu3 6e30macHOCTH 0OPMIICHHS KPEIUTHBIX KapTOUEK [1K-4.3.1
5. | Iloctpoenue cuctema 6€30MaCHOCTH JIEKTPOHHOTO NIEPEBOIA IK-4.¥.1
6. 3ammTa 3JeKTPOHHBIX IJIATEKEN C MOMOIIbI TOKEHU3AIUU T1IK-4.B.1
7. 3ammTa 3IeKTPOHHBIX TuIatexken ¢ momombio EMV u P2PE TIK-5.3.1
8. | OcHOBHBIE TOJOXEHUS KOPIMOPATUBHBIX CTaHAapToB obecneueHus | [IK-5.VY.1

nH(OpMallMOHHON 06€30MacHOCTH

9. | OcHoBHble mONOkeHUs craHnapt LlentpansHoro Oanka Poccum mo | I1K-5.B.1
3amuTe MHQOpMaLuK

10. | IlpumeHnenue Ge30macHble MPOTOKOJIBI B3auMoielicTBUs ¢ BeO-caiitamu | TTK-4.Y.1

11. | [Ipumenenue Oe3zonacHble MPOTOKOJBI B3aumoaeWctBus ¢ Bed- | [IK-4.B.1
cepBHCaMU

[TepeueHp TeM KOHTPOJBHBIX padOT MO JUCIUILIMHE 00yYaromuXcsl 3a04HONU (opMbl 00yUeHus,
npeJICTaBIeHbI B Ta0nuie 19.

Tabmuna 19 — IlepedeHb KOHTPOJIBHBIX padOT

Ne n/mt [lepeyeHb KOHTPOJIBHBIX PAOOT

He npenycmorpeno

10.4. Meromuveckne  MaTepualbl,  ONPEACISAIONIME  TMPOLEAYPHl  OICHUBAHHS
UH/IMKATOPOB, XapaKTEpU3YIOMIMX dSTanmbl (HOpPMUPOBAHMS KOMIIETEHLMH, COAepKarcs B
JOKaJIbHBIX HOpMaTUBHBIX akrtax [YAIL, peraMeHTHpYOmKUX MOPSAOK U MPOLEAYypYy
IPOBEICHUS TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOUHOW aTTeCTalluu 00ydaromuxcs
I'VAIL




1. MeTtoanyeckue yKazaHus VIl 00y4aroIIMXCcsl 10 OCBOCHHIO THCIHMIIIMHBI
L{enpi0 AMCUMIUIMHBI SBIISIETCS — MOJTYUYECHUE CTYyIEHTaMU HEOOXOIMMBIX 3HAHUH, YMEHUHN U
HaBBIKOB B 00JIaCTH CBA3aHHOM C IPUMEHEHUEM Ha MPAKTHKE U IIpe/ularaeéMble B HACTOSIIEE
BpeMsl METObI 3aIUThl KOH(PHIEHIMATBHOH nH(opManuu (TIpaBOBbIe, OPraHU3aAIUOHHBIE,
IIpOrpaMMHBIE U alllapaTHbIE) IPU OPraHU3aLUHU U IOJIEPIKKE AIEKTPOHHOI0 On3Heca.
MeTtoauyeckue yKazaHusi AJ1s1 00y4aroluXcsl 10 0CBOCHUIO JIEKIIMOHHOI0 MaTepuaJjia
OcCHOBHOE Ha3zHau€HUE JIEKI[MOHHOI'0 MaTepHasa — JIOTH4eCKU CTPOHHOE, CUCTEMHOE, IITyO0Koe
U SICHOE M3JI0KeHHe yuyeOHoro Matepuana. Haznauenne coBpeMeHHOH JIEKIIMU B paMKax
JUCLUIUIMHBL HE B TOM, YTOOBI ITOJIyYUTh BCIO HH(GOPMALIHIO 10 TEME, @ B OCBOCHUU
(byHIaMEHTAJIbHBIX MPOOJIEM ITUCIUILTMHBI, METOJJ0B HAYYHOT'O TIO3HAHMSI, HOBEHUIIINX
JOCTHO)KEHUI HayyHOH MbIciiu. B yueGHOM npoiecce JeKIusl BHIIOIHIET METO10JIOTHYECKYIO,
OpraHu3alMOHHYI0 U HH(POpMaMOHHYI0 (pyHKIMH. JIeK1ns pacKpbIBacT MOHATUIHHBIN anmapar
KOHKPETHOH 00J1acTH 3HaHus, €€ MpoOIeMbl, AA€T LeJIbHOE NPEACTaBICHUE O TUCLUILIINHE,
IIOKAa3bIBAET B3aUMOCBS3b C IPYTUMU AUCLUIIIIMHAMM.

[Tnanupyembl pe3yJbTaThl IPU OCBOEHUHU 00yYaroUIMMCs JIEKIIMOHHOTO MaTepuana:

- IOJyYeHHE COBPEMEHHBIX, IEJIOCTHBIX, B3aUMOCBS3aHHBIX 3HAaHUM, YpPOBEHb
KOTOPBIX OIpeJIeNsIeTcs 11eJIeBOM YCTAaHOBKOM K KaX10l1 KOHKPETHOI TeMe;

- HOJIyYEHHE OIbITAa TBOPUECKON PabOThl COBMECTHO C MPENOAABATENIEM;

- pa3sBUTHE NPOPECCHOHATBHO—ICNOBBIX KauyecTB, JIOOBH K HpeAMETYy U
CaMOCTOSITENIbHOTO TBOPUYECKOI'O MBIIITIEHHUS.

- NOSIBIICHHE HEOOXOAMMOTO MHTEpeca, HEOOXOIMUMOTro Ui CaMOCTOSTEIbHON
padoTHI;

- NOJyYeHHEe 3HAHUH O COBPEMEHHOM YPOBHE Pa3BUTUS HAyKH M TEXHUKU H O
IIPOrHO3€ UX Pa3BUTHsI HA OJIMKalIIne Tobl;

- HAy4yuTCsl METOAMYECKH oOpalaThiBaTh MaTepuai (BbLACIATH IJIaBHBIE MBICIU U
HOJIOKEHUS, NPUXOAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPATh MX B  Pa3IUYHBIX
(bopMyJIHpPOBKax);

- MOJTy4Y€HUE TOYHOTO MOHUMAHHUS BCEX HEOOXOAUMBIX TEPMUHOB U TIOHATHUH.
JIeKMOHHBIN MaTepuall MOKET CONIPOBOXKAATHCA JEMOHCTPALMEN CIaiiI0B U UCIIOJIb30BaHUEM
pa3IaTOYHOro MaTepuasa Mpy MPOBEJCHUH KOPOTKUX AUCKYcCU 00 0COOEHHOCTSIX
IPUMEHEHHS OTJeNbHBIX TEMATHK 110 TUCIUIUIMHE.

CrpyKTypa npeaocTaBieHus JEKIHOHHOIO MaTepuana:

— H3noxeHue 1EKIMOHHOTO MaTepuana;

— llpencraBieHne TEOPETUUECKOrO MaTepraa penoJaBaTesIeM B BUJIE CIIANIOB;

— OcBoeHHE TEOPETUUECKOTO MaTepraa 1o NPakTUYECKUM BOIIPOCAM;

— Cnmcok BOIIPOCOB IO TEME Ul CaMOCTOATENIbHON paboThl cTyaeHTa (Tadn.21).
MeTtoauyeckue ykazaHus AJs 00y4arouuxcs M0 NPOX0KIEHUI0 J1a0opaTOpHbIX padoT
B xoze BbinosiHeHNs 1a00paTOPHBIX PadOT 00yHarOMUICs JODKEH YIITyOUTh U 3aKPENUTh
3HaHMSI, IPAKTUUYECKHE HABbIKHU, OBJIaIETh COBPEMEHHON METOAMKON U TEXHUKOM SKCIIEPUMEHTA
B COOTBETCTBHUH C KBaTM(PUKAIIMOHHON XapaKTepuCTHKON oOyyaroerocs. BoimoiaHenue
1a00paTOpHBIX PabOT COCTOUT U3 IKCIIEPUMEHTATbHO-ITPAKTHUECKOH, pacueTHO-aHATUTHUECKON
qacTel ¥ KOHTPOJIbHBIX MEPOIPUATHH.
Brinonnenune nabopatopHbIX paboT 00yUaronuMcst SIBISIETCS HEOThEMIIEMON YacThi0 U3YUYEHUS
JUCLUTUIMHBIL, OTIpeiesIieMOl yueOHbBIM IJIAHOM U OTHOCHUTCS K CpeJICTBaM, 00ECTIeYHBAIOIIUM
peleHne CleAyIUX OCHOBHBIX 33/1a4 Y 00y4Jaronerocs:

- NpUOOpETEHNE HABBIKOB HCCIIEJJOBAHMSI MPOLECCOB, SIBICHUH M OOBEKTOB,
U3y4aeMbIX B PAMKax JAHHOW JUCIUIUTUHBI;

- 3aKpeIyIEHUE, Pa3BUTUE U JIeTAIN3alMs] TEOPETUUECKUX 3HAHUMN, TIOJYyUYEHHBIX Ha
JEKIUSAX;

- MOJTy4eHHEe HOBOM MH(POPMAINH 110 U3y4aeMOU TUCIUIUINHE;




- npuoOpeTeHrne  HaBBIKOB ~ CaMOCTOATENbHOM  paboTbl ¢ 1abopaTOpPHBIM
000pyI0BaHHEM U TPUOOPaAMHU.
3ananue U TpeOOBAHUA K MPOBEAEHUIO JIadopaTopHbIX padot (JIP)
— B 3aganuum gomkHo OBITH YeTKO chopMyIUpOBaHa 3a7aua, BeionHsemas B JIP;
— OrnucaHbl BXOJIHbIE U BBIXO/HBIE TaHHBIE /Ui rpoBeaeHus JIP;
— JIP nomkHa BBIMOIHATHCS Ha OCHOBE MOJTYYEHHBIX TEOPETUYECKUX 3HAHMSIX;
— Brinmonnenue JIP 10/KHO OCYIIECTBIATHCS Ha OCHOBE METOJUYECKUX YKa3aHUA,
IIPEIOCTABIIIEMBIX IIPETIOaBaTeENEM;
— JIP nomxHa BBIIOJHATHCA B CIEHUAIM3UPOBAHHOM KOMIIBIOTEPHOM KIlacce H
MOXKET OBITH J0pa0OTaHa CTYAECHTOM B JIOMAIIHUX YCIOBHSX, €CIH IO3BOJISET
I10;
— Hrorom BemonHenHou JIP sBnseTcsa oTyer.
Crpykrypa u ¢opma oryera o 1adopaTopHoii padote
— IlocranoBka 3amauu;
— BxopHbIe ¥ BBIXOHBIC JAHHEIE;
— CopeprxaHue 3TanoB BHITIOJHEHNUS,
— (O0ocHOBaHUE MOTYYEHHOTO pe3yJibTaTa (BBIBOM);
— CHOucoK UCIOJIb3YyEeMOM JTUTEPATYPHI.
TpeodoBanusi K 0(h)OpMIIEHHIO 0TYETA 0 JIA0OPATOPHOIl padoTe
— JlabGoparopnas pabota (JIP) mpemoctaBisieTcss B IEYAaTHOM/WJIU DJICKTPOHHOM
BUJIE;
— JIP nomkHa COOTBETCTBOBATH CTPYKTYpE U (hopMe OTUeTa NMPEACTaBICHHON BHIIIIE;
— JIP pgomxna umerb TuTynbHbIN nuct (COCT 7.32-2001 uzpanus 2008 roma) c
Ha3BaHMEM U MOANMCHIO CTyJIeHTa(OB), KOTOpbIi(ble) ee chenan(u) u
opopmui(n);
— Crygentr pomxeH 3amutuTh JIP. OTMerka o 3ammMre JOMHKHA HAaXOIUTHCS Ha
TUTYJIBHOM JIUCTE BMECTE C MOJMUCHIO IIPEToaaBaTels.
MeTtoauyeckue ykazaHus A/l 00y4ar0OHUXCS 10 MNPOXO0KAEHUIO CAMOCTOSITEIbHOI
padoThI
B xo/1e BBINONTHEHNS CaMOCTOSITENBHON pabOThI, 00yJarOIIUNCS BBITIOTHSIET paboTy MO 33aHUIO
U TIPU METOJIMYECKOM PYKOBOJCTBE MPENOaBaTeNsl, HO 0€3 €ro HeMOCPEACTBEHHOTO YUacTHs.
s oOygaromuxcs mo 3a04HOi opMe 00yueHus, CaMOCTOsTENbHAsI pab0Ta MOXKET BKJIIOYATh B
ce0st KOHTPOJIBbHYIO padoTy.
B mipotiecce BBIMONMHEHUS CaMOCTOSTENBHOM paboThI, y o0yyarorierocst opMupyercst
1enecoo0pa3Hoe MIaHUpPOBaHUE pabovyero BpeMeHHU, KOTOPOe MO3BOJISIET UM pa3BUBaTh YMEHUS
Y HaBBIKM B YCBOCHHH U CUCTEMAaTH3AIMH IPHOOPETAEMBIX 3HAHUH, 00eCIIeunBaeT BHICOKUI
YPOBEHB YCIIEBAEMOCTH B IEPUO]T O0yUEHUS, TIOMOTAET IMOTYYUTh HABBIKH ITOBBIIICHUS
npohecCHOHALHOTO YPOBHSL.
MeTtonnyeckuMu MaTepuaiaMi, HapaBJIsSOLIMIMI CaMOCTOSATENbHYIO paboTy 00ydaromuxcs
SIBIISTFOTCS:
— y4e0HO-METOINYECKUI MaTeprall Mo TUCITUTUINHE;
— CIIUCOK JIUTEPATYPHI, IPEIOCTABICHHBIN MPENOJaBaTEeIIEM.
[TpuMepHBIiA IepeYeHb TeM Il CAMOCTOSITETFHOTO OCBOCHHS MTPEICTaBIeH B Tabmwmie 21.
Tabnuna 21 —[IpumepHBIii TepeueHb TeM ISl CAMOCTOSATEIHHOTO U3YUCHHUS

No Tema
/1

1. | CyOwexTsl HHPOPMAIIMOHHBIX OTHOIICHUH, X UHTEPECHI U O€30MaCHOCTh, Ty TH
HaHeceHUsI UM yiiep6a. OCHOBHBIE TEPMHUHBI U OTIPEICTICHUSI.

N

OcCHOBHBIE UICTOYHMKH U ITYTH peaJIu3alMy yrpo3. Mosienu HapymuTenen.

3. | CocraB u opraHu3anoOHHAsI CTPYKTYPa CHCTEMBI 00eCTICUeHHS
MH(POPMAIMOHHOM 0€30MacHOCTH




4. | OCHOBHBIE 3aIIUTHBIE MEXAHU3MBI.

5. | Poccuiickue, 3apy0exnbie (0putanckuit BS7799 - ISO 17799 u repmanckuii
BSI) u MmexxnyHapoHble CTaHAAPTHI U KPUTEPUU 3AIIUILEHHOCTU CUCTEM

(1SO15408-99)

6. | CpencTBa BBIABICHHS YSI3BUMOCTEH Y3JI0B CETEl M CpelICTBA OOHAPY)KEHUS aTak
Ha y3JIbl, IPOTOKOJIbl M CETEBBIE CIYXKOBI.

MeToanueckue yKazaHus JJis1 00yYAKOIIMXCS 10 MPOXO0KAECHUIO ITPOMEKYTOYHOM
arrecTaluu

[TpomexyTouHas aTTecTalus 00yJaroIuXcs NpeaycCMaTpUBaeT OLICHUBAHKUE TPOMEXYTOUHBIX U
OKOHYATEJIBHBIX PE3yJIbTATOB 00ydeHwMs 1o aucuuruinae. OHa BKITIOYAeT B ceOst:

— 9K3aMeH — (opMa OIEHKH 3HAHUH, MOJYyYEHHBIX OOYYarOIIMMCS B IPOIECCe

M3Y4YEeHUS BCEH NUCIUILUIMHBI WM €€ YaCTH, HAaBBIKOB CAMOCTOATEIbHOU paboThl, CHOCOOHOCTH
NPUMEHATh MX JJIs pEHICHUs MPAKTHUECKUX 3ajad. JK3aMEH, Kak MpaBWIO, MPOBOJUTCS B
nepuoj, SK3aMEHAIIMOHHOW CECCHMM U 3aBEpIIAeTCsl aTTECTAllMOHHOW OIIEHKOW «OTIMYHOY,
«XOPOIIOY, «YOBICTBOPUTEIHEHOY, «HEYIOBIECTBOPUTEIILHOY.
CucremMa OIICHOK TIpU MPOBEIECHUU MPOMEKYTOUHOM AaTTeCTallud OCYLIECTBIAETCS B
cooTBeTcTBUU C TpeboBanusimu [lomoxkennit «O TekymieM KOHTPOJIE YCIIEBAEMOCTH U
MPOMEXKYTOUHOHM arrectanuu cryaeHToB ['YAII, oOyuaronmxcs Mo mporpaMmaM BBICHIETO
obpazoBanusi» u «O MOIYJbHO-PEUTHHIOBOM CHCTEME OIICHKM KadecTBa Y4eOHOW paboThl
ctyneHtoB B 'Y AID».



Jluct BHeceHUs U3MEHEHUH B pabouyto IporpaMMy JTUCIUILINHBI

JlaTta BHECeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
W3MEHEHHUS

ConeprxaHne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOJIA
3aceaHus
Kadeapsl

Iommuce
3aB.

kadempoit




