MUHHUCTEPCTBO HAYKU Y BBICILIEI'O OBPA3OBAHHUA POCCHUICKOM
OEJIEPAITUHA
(henepaibHOE roCY1apCTBEHHOE ABTOHOMHOE 06Pa30BaTENBHOE YUPENCACHHE BRICLICTO
obpasopaHms
"CAHKT-TIETEPBYPICKMI [FOCY IAPCTBEHHBIN YHUBEPCUTET
ADPOKOCMUYECKOTI'O ITPUBOPOCTPOEHKT"

Kadenpa Ne 33

VTBEPXJAIO
OtsercTBenHblii 32 00pa3oBare/bHyIO
nporpaMmmy
JLT.H.,JI01L,

Jluct cornacoBanus pa60qe|71 MPOrpaMMbl ANCUHIITTAHBI

TIporpammy cocTasi (2)
npod.,K.T.H.,mpod. 19.02.2025 C.I'. ®omunuena

(ROJUKHOCTD, Y. CTEMeHb, 3BAHHE) (noxmucs, gara) (uunumansl, Gamuaus)

INporpamma ofo6peHa Ha 3aceannm Kapeupsl Ne 33

«19» despans 2025 r, npoTokon Ne 7

JUT.H.,JOIL =7 19.02.2025 C.B. Be3zarees

3aseaylomumii kapeapoit Ne 33

(HODKHOCTD, Y, CTCTICHb, 3BIHHE)

C.B. Bez3areen

(rmum{%"‘r\wL
e

4, CTEMEHb, 3BAHKE MOANKCH, NATA, HHALHASBI, (PAMUITHS
y

€To/IM4ecKoit padore
19:02.2025 H.B. Pemernukosa

3amecTUTENs AMpEKTOpa HHCTHTYTA N3

(noarnmce)

«19» despans 2025 r.

PABOYASI ITPOT'PAMMA JTUCLUITIMHBI

«KOMIITEKCHBIE CHCTEMBI 3alIMTH MH(OPMALMHU B IPABOOXPAHUTENBHOM cheper
(HauMCcHOBAHHC JHCLIMILTUHb)

Ko HampaBieHus MOATOTOBKH/
s A 10.05.05
CreUHanbHOCTH
HaumeHoBaHKE HaNpaBIeHUs Be3onacHocTh WH(OPMALIMOHHBIX TEXHOJIOTHIA B
MOArOTOBKK/ CEUHANEHOCTH paBOOXPAHUTENBEHOH chepe
HaumeroBaHue OpraHu3auysa M TeXI0I0THH 3amuThl MHpopMauuH (B
HaNpaBICHHOCTH MH(OPMALHOHHBIX CHCTEMAX)
dopma o0yueHus 04HasA
[ox mpuema 2025

Canxr-ITerepbypr— 2025

(HOMKHOCTD, y4. CTENEHb, 3BAHKE) B, KaTa) (MuuLmasl, Gamuind)



AHHOTaNINA

JucturuimHa «KomIuiekcHbIe CHCTEMBI 3alUThl HHPOPMALUU B MPABOOXPAHUTEIHHON
chepe» BXOOUT B OOpa30BaTEIbHYI0 MPOTpaMMy BBHICIIETO0 00pa3oBaHUSI — MPOTrpamMmy
CHelMaIuTeTa M0 HamNpaBIeHUI0 NoAroToBku/ crenuansHoctd 10.05.05 «be3omacHocTh
WH(GOPMALIMOHHBIX ~ TEXHOJIOTUH B  IPABOOXPAHUTEIbHOW  cdepe»  HaNpaBICHHOCTU
«Opranuzansi W TEXHOJOTUW 3amuThl HHGopManuu (B HMH(POPMAIMOHHBIX CHCTEMAX)».
Hucnurmuna peanusyercs kadeapoit «Ne33».

JlucuuiuinHa HarelieHa Ha ()OPMHUPOBAHKE Y BBITYCKHUKA CIIETYIOIUX KOMITETCHIIUNA:

[IK-8 «Cnocoben aHanmu3upoBaTh CTIPYKTYPYy H cojepxaHue HHPOPMAIMOHHBIX
MacCHBOB M WH(POPMAIIMOHHBIX MIPOIIECCOB HA MPEAMET BBISBICHUS YTPo3 0€30MaCHOCTI

CopepxaHue IUCHUIUIMHBI OXBAaThIBA€T KpPYT BOIIPOCOB, CBS3aHHBIX C Hauboiee
BOXHBIMH TIOHATHSAMH B c(epe CO3JaHMs M OKCIUTyaTallid  aBTOMAaTHU3WPOBAHHBIX CHCTEM
samuTel  uHGopmamuu  (AC3M), packpblBaeT  BONPOCHI  HOPMATHBHO-METOJIUYECKOU
perimaMeHTannu (YHKIMOHAIBHONW CTPYKTYpbl (QPXUTEKTYpbI) MOJCUCTEM O€30MaCHOCTH
3anuiIeHHbIX KomnbioTepHbiXx cucteM (KC), dyHkimonansHble TpeOoBaHUs 0€30MaCHOCTU K
IpOAYKTaM M cucreMaM HH(OpManuoHHBIX TexHojoruil (MUT), >KW3HEHHBIM LUKI, MOPAIOK
co3ganus M kciutyatanuu 3amuineHHbix KC, npoaykroB u cucrem UT, yaoBieTBOpsOMIKUX
TpeOOBaHUSM MHPOPMAITMOHHOMN 0€301acCHOCTH.

[IpenogaBanne AMCHUIUIMHBI MpEeAycMaTpuUBaeT ciexyrompe ¢GopMbl OpraHu3aluu
y4eOHOTo Tporecca: JEeKIHH, J1adopaTopHbie pabOThI, CaMOCTOSATENbHAash padoTa CTY/CHTa,
KOHCYJIbTAIUH.

[IporpaMMoil IUCHUIUIMHBI TPEIYyCMOTPEHbI CIEAYIOIIUE BUABI KOHTPOJISA: TEKYIIMH
KOHTPOJIb YCIIEBAEMOCTH, IIPOMEKYTOUYHAs aTTecTaus B popMme 3a4era.

OO6miast TpyJOEMKOCTh OCBOCHHS AMCIIUIUIMHBI COCTAaBJISET 3 3a4eTHBIX eAuHUIbl, 108
4acoB.

SA3bIK 00yUYeHHUS 110 AUCHHUIUINHE «PYCCKUU »



1. IlepedeHb IIAaHUPYEMBIX PE3YJIBTATOB O0YUEHHS 110 JUCLUILIMHE

1.1. Ilenu npenoaaBaHusi JUCIUTUIMHBI

Henp  mucummiauabl  «KoMIUIEKCHbIE — CHCTEMBl  3allMThl  MHQOpPMaLuud B
NPaBOOXPAHUTEIBHOHN chepe» — hopMHUpOBaHKHE KOMIIETEHTHOCTH pa3pabOTKH M 3KCILTyaTalluu
aBTOMATH3UPOBAHHBIX ~ CHUCTEM  3allMThl  MH(MOPMALMU  OTAEIbHBIX  KOMIIOHEHTOB
ABTOMATH3UPOBAHHBIX CHCTEM, C YyYeTOM TpeOOBaHMH HOPMATUBHO-TEXHHYECKOH W
METOAMYECKONH JOKYMEHTAlUH 10 OOECIEYEeHUI0 O0e30MacHOCTH HH(OpManuu. — H3yueHHe
0e3omacHOCTH WHGOpPMAUKA B aBTOMATH3MPOBAHHBIX CHCTEMaX M OCBOEHHUE METOJIUK OLIEHKH
JAHHBIX yIpo3; - U3y4YE€HUE METOJIOB, CIIOCOOOB, CPEACTB, IOCIEAOBATEIBHOCTH U COJEPKAHUS
3TarmoB  pa3pabOTKM  aBTOMATHU3WPOBAHHBIX  CHUCTEM W TOJCHCTEM  0€30MacHOCTH
aBTOMATU3UPOBAHHBIX CHUCTEM B IPAaBOOXPAHMUTENbHOH cdepe; H3ydeHHE OCHOBHBIX Mep IO
3ammTe MH(pOpMaMK B aBTOMATU3UPOBAHHBIX CHCTEMaX; - U3yUEHHE COJCpIKAHUSA M MOpPsIKa
JeSITeIbHOCTH MIEPCOHANIA [0 SKCIUTyaTalluy 3aIUIIEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM.

1.2. JlucumnnmHa BXOAMT B  COCTaB  4acTH, (OPMHUPYEMOHl  y4aCTHHUKAMH
00pa30oBaTeNbHBIX OTHOIIEHUH, 00pa3oBaTeIbHOM MporpaMMbl BhICIIEr0 00pa3oBaHus (Jajee —
OI1 BO).

1.3. TIlepeueHb mIaHUPYEMBIX PE3yJIbTATOB O0yUEHUS 10 AUCLUILIMNHE, COOTHECEHHBIX C
IUTaHUpYEeMbIMU pe3yibTatamu ocBoeHust OIT BO.

B pesynbrare u3ydeHus AUCLMILIMHBI 00y4Yaroluiics AODKEH o0janaTh CielyroIUMU
KOMIIETSHIIMSIMUA HJTH WX 9acTsAMHU. KoMIeTeHIIMM ¥ WHAWKATOPBI MX JTOCTHIKECHUS TIPUBEICHBI B
Tabimue 1.

Tabmuua 1 — [lepeyeHp KOMIIETEHIIMKA U MHIUKATOPOB MX JTIOCTHKCHHUS

KaTCFOpI/IH (rpynna) KOI[ 1 HAMMCHOBAHUC KOI[ W HAMMCHOBAHUC MHAWKATOpa JOCTHUIKCHUA
KOMIICTCHIIU KOMIICTCHII M KOMIICTCHIINH

[1K-8.3.1 3HaTh METOIMKH MPOBEICHUS aHATIN3a
OTepaTUBHOM 0OCTaHOBKH, IIPaBHIIa
odopMIIeHUSs Pe3yTbTATOB KPUMUHAIEHOTO
aHanu3a

[1K-8 Criocoben

aHAIU3UPOBATh
p I1K-8.3.2 3HaTh Ki1accupUKaLNIO0 HCTOYHUKOB
CTPYKTYpY H o .
yIpo3 U HapyluTenaed nHPOPMaLMOHHOM
coJepKaHue
Oe3onacHocTH
[Tpodeccrnonanbuble | HTHPOPMAITMOHHBIX
ITIK-8.Y.1 ymeTh NpOBOANUTE aHAJIN3
KOMITETEHIHH MacCHBOB U
BEPOSATHOCTH pealln3aliy yrpo3sl U yiiepoa ot
MH(POPMALIMOHHBIX

€€ BOSHHMKHOBCHMS
I1K-8.B.1 BnameTh HaBBIKAMHU HUCIOJIb30BAHUSI
WH(POPMAIIMOHHBIX CEPBUCOB JJIS
aBTOMATHU3ALMHU NPUKIAIHBIX U
MH(OPMAIMOHHBIX MTPOIIECCOB aHATU3a CUCTEM
3aIuThl HH(OPMaILIUU

MPOIIECCOB Ha
MPEeIMET BBISBICHUS
yrpo3 0e301acHOCTH

2. Mecro nuctuIuIHHbEL B cTpykType OI1

JucuumnirHa MokeT 6a3upoBaThCsl HA 3HAHUSAX, paHee MPUOOPETECHHBIX 00YYarOIIUMHUCS
IIPU U3YYEHUH CIIETYIOIUX TACIUILIH:
— Teopus BEpOATHOCTEN N MaTEMAaTUYECKAs] CTATUCTUKA»
— «MaremaTnyeckas JOTHKa U TEOPUS aITOPUTMOBY
— «/luckpeTHas maTeMaTHK»
— «BpruncnurenpHas MaTeMaTHKa»
— «HMudopmaruka 1 nHGOPMALIMOHHBIE TEXHOJIOTUU B TPABOOXPAHUTENBbHOM NEATEIbHOCTI
— «MaremaTnueckre OCHOBBI 00paOOTKH HHPOPMAITHI)
—  «SI3pIKM IPOrpaMMUPOBAHUS»
— «TexHon0rNM ¥ METO1bI MPOrPAMMHPOBAHUS
—  «OcHOBBI HH(POPMAIIMOHHOH 0€30MaCHOCTH




— «[IporpamMHoO-anmapaTHas 3auTa HHGOPMAITUH
— «CucTembl 1 ceTH niepeaadd HHHOpMAaII»
— «Teopus cucTeM M CUCTEMHBIH aHAIIN3)
— «MogenmupoBaHHE CHCTEMY
— «MHTemeKkTyanbHble CUCTEMBI H TEXHOJIOTHI
3HaHMA, MOJYYCHHBIC TPU H3YyYCHUH MaTepHaia JaHHOW JUCIMIUIMHBI, MMEIOT Kak
CaMOCTOSITENIbHOE 3HAYCHUE, TAK U MOTYT UCIIOJIb30BATHCS TPU U3YYCHUU IPYTHX JTUCIHILINH:
— Texuuueckas 3amuTa HHHOPMAIHH
— OpraHu3anuoHHas 3anmra HHGopMaum
— VYmpasnenue nHHOPMAITMOHHON 0€30MaCHOCTHIO
— Teopus unpopmanuu
— TIpenmMeTHO-OpHEHTHPOBAHHBIC ABTOMATH3UPOBAHHBIC HH(POPMAIIHOHHBIC CHCTEMBI

3. O0BeM U TpyI0EMKOCTh JTUCIUIINHBI
Jannaple 00 o0meM o0beMe TUCIUIUIMHEI, TPYIOSCMKOCTH OTACIBHBIX BHJIOB y4eOHOM
paboThI 1O TUCIUILTHHE (M paclpeieieHue 3TOH TPYAOEMKOCTH 110 CEMECTpaM) MPEICTABIICHBI B
Tabauie 2.

Tabnuna 2 — O0beM U TPYJA0EMKOCTh AUCIUILIUHBI

TpynoemMKoCTs 110
Bun yuebnoit paboTbl Bcero ceMecTpam
Ne9
1 2 3

Oowan mpyooemKocmo OUCHUUNIUHDL, 3/ 108 3/ 108
3E/ (1ac)
U3 Hux uacoe npakmuueckoii N002Z0MO6KU 17 17
AyoumopHhuie 3anamus, BCETO vac. 34 34
B TOM YHCIIE:

nexuun (JI), (gac) 17 17

npakTuueckue/ceMunapckue 3anarus  (I13),

(gac)

nabopaTtopHubie padoTs (JIP), (yac) 17 17

KypcoBoii mpoekT (pabota) (KII, KP), (gac)

9K3aMeH, (Jac)
Camocmoamenvnasn paboma, Bcero (dac) 74 74
Buo npomesxcymounoit ammecmayuu:. 3a4er,
mudd. 3auer, sk3ameH (3auer, Judd. 3au, | 3ayer 3auer
OK3.%%)

*k
IIpumedanue: kaHaUAATCKHI SK3aMeH

4. ConeprkaHue TUCHUTUTHHBI
4.1. Pacnpenenenne TpyI0€MKOCTH JTUCIUTUIAHEI IO pa3/ieiaM | BUAAM 3aHATHN.
Pa3nensl, TeMbl AUCHUIIIIMHBI U KX TPYAOEMKOCTh IPUBEICHBI B Ta0IUIIE 3.

Ta6mmma 3 — Pa3nensl, TeMbl TUCIUIUIMHBI, KX TPYJI0EMKOCTh

Paznensl, TEMBI IUCIUITITHHBI Jlexumu | 113 (C3)| - JIP KII CPC
’ (qac) (qac) (qac) (qac) (qac)
Cemectp 9
Paznen 1. [Tonsitue u ocoGeHHOCTH
ABTOMAaTH3UPOBAHHOM CUCTEMBI 3AIIUTHI
2 2 10

uH(popMalun
Tewma 1.1. @yHKIIMOHAJI aBTOMAaTU3UPOBAHHOM




CHCTEMBI 3AIIUTHl HHPOPMAIIUH.

Tema 1.2. Opranuzanus aIMAHACTPUPOBAHS
aBTOMATHU3UPOBAHHBIX CUCTEM. AJIMUHUCTPATUBHBIN
nepcoHan U pabora ¢ moJIb30BaATEIISIMH.

Tewma 1.3. YupaBnenne, TECTHpOBAHUE U
9KCIUTyaTalysi aBTOMATU3UPOBAHHBIX CHCTEM.

Tema 1.4. MeTozpl, ciocoOBI M CpeacTBa 00eCIICUEeHHS
0TKa30yCTOWYMBOCTH aBTOMATU3UPOBAHHBIX CHCTEM.

Pazgen 2. Kpurepuu oneHKH 3aIlIAIICHHOCTH
aBTOMATHU3UPOBAHHBIX CUCTEM

Tewma 2.1. MexxmyHapoIHBIE U POCCUHUCKNE CTAaHIAPTHI
oreHkH 3amuieHHocTy. Kiraccerr 3ammumenHocta AC.
Tema 2.2. OOmmi mnoaxox K (GOPMUPOBAHHUIO
KPUTEPHEB OLIEHKH O€30MacHOCTH WH(POPMAaUOHHBIX
TEXHOJIOTUM.

Tema 2.3. Mopenu yrpo3 u 3alIUTHl 00ObEKTa OLEHKH.
[MocnenoBaTenbHOCTD (HOPMHUPOBAHMSI TPSOOBAHMIA

U ciennuKami.

Tema 2.4. Ilomstne mnpodwias 3amUTEI W €ro
ocobenHoctu. TpeboBaHUs 0OIIMX KPUTEPHEB

U pe3yIbTaThl OLICHKH.

16

Paznen 3. OcoOeHHOCTH DKCILTyaTalluu
ABTOMATHU3MPOBAHHBIX CHCTEM 3aIUTHI HHPOPMAIIH

Tema 3.1. Ananu3 nHGOPMAITMOHHOM
MHQPACTPYKTypBl aBTOMATU3UPOBAHHOM CUCTEMBI U €€
0e30macHOCTH.

Tema 3.2. Pa3paboTka u BelleHHE SKCILTyaTallMOHHON
JOKYMEHTAIMH 3aILUIIEHHbIX aBTOMATU3UPOBAHHBIX
CUCTEM
Tema 3.2. MeToapl MOHUTOPUHTA U ayANTA,
BBISIBJICHUS YTP03 HH(POPMALMOHHON 0€301acHOCTH
ABTOMAaTH3UPOBAHHbIX CHCTEM.

16

Paznen 4. Pa3paboTka aBTOMAaTH3UPOBAHHBIX CHCTEM
3a1uThl HH(OpMaLUn

Tema 4.1. O6mue TpeboBaHus 1O pa3paboTKe
ABTOMATH3MPOBAHHBIX CHCTEM 3AIATHI HHGOPMAITII
Tema 4.2. PaboTel Ha cTagugx W JTAax CO3IaHUSA
ABTOMATU3MPOBAHHBIX CHCTEM 3AIIUTHI HHPOPMAIIH
Tema 4.3. TpeGoBanus MO 3amUTe CBEACHUN O
C03/1aBaeMOil aBTOMaTH3UPOBAHHO cUCTEME.

16

Paznen 5. Craguu u sTams pa3paboTku
aBTOMATU3UPOBAHHBIX CUCTEM

Tema 5.1. ’Ku3HeHHBIN HUKI aBTOMaTU3UPOBAHHOM
CHCTEMBI.

Tema 5.2. OueHka yrpo3 6e30MacHOCTH
aBTOMAaTU3UPOBAHHBIX CUCTEM

Tema 5.3. OcobeHHOCTH pa3paboTKu
MHGOPMAIMOHHBIX CHCTEM IEPCOHAIBHBIX JaHHBIX.
Tema 5.4. Peanu3anus Moneieii 6e30acHOCTH
aBTOMATHU3UPOBAHHBIX CUCTEM

Tema 5.5. AnMuHHCTpUpPOBaHNE HHPOPMALIMOHHON
0e30IaCHOCTH aBTOMATH3HPOBAHHBIX CHCTEM

16

Uroro B cemectpe:

17

17

74

Hroro

17

17

74




[lpakTHueckas TOATOTOBKA 3aKJIIOYaeTCs B  HEMOCPEACTBEHHOM  BBIITOJHEHUH
Oo0yyaromKUMHUCS  OMNpENEeNeHHBIX  TPYNOBBIX  (YHKUMH, CBS3aHHBIX C  Oy;ymei
npodeccHoHaTbHON AEATETBHOCTHIO.

4.2. CopnepxaHue pa3/ieJioB U TEM JICKIIMOHHBIX 3aHSATHH.
ConeprxaHue pas/iesioB U TEM JICKITMOHHBIX 3aHITHI MPUBEICHO B TaOHIIE 4.

Tabmuna 4 — Coneprkanue pa3JesioB U TeM JEKIMOHHOIO UK

Howmep paznena HaszBanue u conep:xanue pas3ieiioB U TEM JEKIIMOHHBIX 3aHATHI
1 IloHsiTHE U 0COOEHHOCTH ABTOMATH3HMPOBAHHONH CHCTEMBbI 3aIIIUTHI
uHpopmanuu

Tema 1.1. DyHKIMOHAT aBTOMATU3UPOBAHHOM CHCTEMBI 3alllUThHI
nHDOpMaITUH. (IEMOHCTPAITUS CIAI0B)

Tema 1.2. Opranuzanus agIMUHUCTPUPOBAHUS aBTOMATHU3UPOBAHHBIX
CUCTeM. AJIMUHUCTPATHBHBIN NIEPCOHAT U PaboTa C MOJIb30BATEIISIMH.
(meMoHCTpanus ClIai/0B)

Tema 1.3. VYnopasneHue, TECTUpPOBaHHE UM  HKCIUTyaTalMs
aBTOMATU3UPOBAHHBIX CUCTEM. (IEMOHCTpAIIUSA CIAI0B)

Tema 1.4. Meromasl, cmnocobbl ¥  CpeAcTBa  OOeCIeYeHHS
OTKa30yCTOWYMBOCTH aBTOMATH3UPOBAHHBIX CHCTEM (JIEMOHCTPAIIHS
cJaiiioB)

2 Kpurtepun oueHKH 3alIHIIEHHOCTH AaBTOMATU3HPOBAHHBIX CHCTEM
Tema 2.1. MexnyHapogHble U POCCHICKHME CTaHOAPThl OLIEHKHU
samumenHoctd.  Kiaccer  3ammmierHoctn  AC.  (IeMoHCTpariust
crlaiiioB)

Tema 2.2. OOwmuii moaxoa K (QOPMUPOBAHHIO KPUTEPHEB OIICHKH
Oe3omacHOCTH  MH()OPMANMOHHBIX  TEXHOIOTHUH.  (JIeMOHCTpAIHs
crlaiiioB)

Tema 2.3. Moxgean yrpo3 W 3amlUThl  00BEKTa  OLICHKH.
ITocnenoBatensHOCTh (hopMHUpoBaHUs TpeOOBaHUI M creunUKALIHN.
(meMoHCTpanus CIai/I0B)

Tema 2.4. IToHsTue npoduist 3auUThl U ero 0co0eHHOCTH. TpedoBaHus
00X KPUTEPHUEB U PE3YIbTATHl OLCHKH. (I€MOHCTPALMS CIaliI0B)

3 OcCo0eHHOCTH IKCILTYATAIIMA ABTOMATH3HPOBAHHBIX CHCTEM B
3alIMIIEeHHOM MCIOJTHEHUH

Tema 3.1. Ananus WHPOPMAITMOHHON WHPPACTPYKTYPHI
ABTOMAaTH3MPOBAaHHON cUCTEMBI M €€ 0e30MacHOCTH. (IEMOHCTpALHs]
craiioB)

Tema 3.2. Pa3zpaboTka M BeAeHHE IKCILTyaTallMOHHOW JOKYyMEHTAIluH
3aLUILIEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM. (IIEMOHCTpaLHs Clai1oB)
Tema 3.2. Merogsl MOHMTOPUHIA M ayAuTa, BBIIBICHUS YIpo3
WHPOPMAIMOHHOH  0€30MacHOCTH  aBTOMAaTH3MPOBAaHHBIX  CHUCTEM.
(IeMOHCTpaIus CJIalI0B)

4 Pa3paboTrka aBTOMATH3MPOBAHHBIX CHCTeM B 3allHIICHHOM
HCTIOJTHEHUH

Tema 4.1. OOmmue TpeboBaHMS TO pPa3padOTKe aBTOMAaTH3WPOBAHHBIX
CHCTEM 3aIUThl HHPOPMALUH. (IEMOHCTPALIUS CIalIOB)

Tema 4.2. PaboThl Ha cTaAMAX W 3TANax CO3AaHUS ABTOMAaTHU3UPOBAaHHBIX
CUCTEM 3allUThl HHPOPMAIIUHU. (IEMOHCTPALIUS CJIAlI0B)

Tema 4.3. TpeboBaHMS 1O 3aNMTUTE CBEACHUH O CO3TaBAEMOMA
ABTOMAaTH3MPOBAHHOH cucTeMe. (IEeMOHCTpanus clai1oB)

5 Craguu u 3Tanbl pa3padoTKH aBTOMATH3MPOBAHHBIX CHCTEM

Tewma 5.1. ’KuzHeHHBIN UK aBTOMATH3HUPOBAHHOMN CHCTEMBI.
(nemoHCTpanus cnaioB)

Tema 5.2. Onenka yrpo3 0€30MaCHOCTH aBTOMATH3HPOBAHHBIX CHCTEM
(TeMoHCTpaIys CJIalI0B)




Tema 5.3. OcobGeHHOCTH pa3pabOTKH HHPOPMALMOHHBIX CUCTEM

MIePCOHANLHBIX JaHHBIX. (IEMOHCTPAITUS CIIANI0B)

Tema 5.4. Peanuzanmsa mopesneld 0€30MacHOCTH aBTOMAaTH3HMPOBAaHHBIX

CUCTEM (IEeMOHCTpALUs CIalia0B)

Tema 5.5. AnmuHHECTpHpOBaHHE HH(POPMAITMOHHON 0€30MMaCHOCTH

aBTOMAaTHU3HPOBAHHBIX CUCTEM (IEMOHCTPAIHS CTIAHI0B)

4.3. TlpakTtuueckue (CEMHUHAPCKHUE) 3aHATHS
Tembl IpaKTHUECKUX 3aHATHI U UX TPYTOEMKOCTh IIPUBEICHBI B TA0IHIIE 5.

Tabmuua 5 — [IpakTuyeckue 3aHsATHs U UX TPYJIOEMKOCTb

N3 Hux Ne
Ne | Tembl npaktrnueckux | OOpMbI IpaKTUUYECKUX | TPyHOEMKOCTb, |IPAKTUUYECKOU |pasjaeiia
/1 3aHSTUN 3aHATUN (dac) MMOATOTOBKH, | THUCITHII
(Jac) JIUHBI
Y4eOHBIM MJIAHOM HE MPEAYCMOTPEHO
|
Bcero
4.4, JlabopaTopHbIC 3aHATHS
Tewmbl JTabopaTOPHBIX 3aHATHH U UX TPYJAOEMKOCTh PUBEACHBI B TA0IHIIE 6.
Tabnuna 6 — JlabopaTropHble 3aHSITHS U UX TPYJIOEMKOCTh
W3 sux Ne
No HammenoBanue 1a60paTopHEIX padot TpyaoeMKoCTh, | MpakTUYECKO# | pa3nerna
/11 (gac) MOJTOTOBKH, | JUCITHII
(dac) JINHBI
Cemectp 9
1 «Omncanne 00bEKTa UCCIIEAOBAHNS C TOUKHU 4 4 1,2
3peHUs aJIMHHACTPATOPA T10
MH(POPMALMOHHOM 0€30MacCHOCTH»
2 «ITocTpoenue nHpOIOTHUECKUX MOJeNel, 4 4 3
samumieHHbIX MCy»
3 «Pa3paboTka moauTuk 6€30MacHOCTH 4 4 3,4
uHhopMaLun»
4 «Coop 110roB COOBITHI HHPOPMALMOHHOM 5 4 4,5
Oe3omacHocTd B AirSIEM»
Bcero 17

4.5. KypcoBoe npoeKkTHpoBaHKE/ BHIIOTHEHHE KYPCOBON pabOThHI
VY4eOHBIM MJIaHOM He MPEAyCMOTPEHO

4.6. CamocrosrenbHas paboTa 00y4aronxcs
Bunst camocTosTensHON paObOTHI M €€ TPYIOEMKOCTh IPUBEIEHBI B Ta0IHIIE 7.

Tabnuna 7 — Buabl caMmocTosTenbHON pabOThI M €€ TPYA0EMKOCTh

Bun camocrosiTensHO# paboTh

Bcero,
Jac

Cemectp 9,
qac




1 2 3
H3ydeHue TeopeTHuecKoro MmaTepuania 20 20
nucuuriuael (TO)
Kypcoroe npoektuposanue (KII, KP) - -
PacuerHo-rpaduueckue 3ananus (PI'3) - -
Brimonnenue pedepara (P) - -
[ToaroToBka K TEKy1emMy KOHTPOJIIO 14 14
ycneBaemoctu (TKY)
Jomamnee 3amganue (/13) - -
Kontponbnsie pabotsl 3a04nukoB (KP3) - -
[ToaroroBka K MpoOMEXKYTOUHOM 20 20
arrectanuu (I1A)

Bcero: 74 74

5. IlepeyeHnb y4eOHO-METOAMYECKOTO OOSCTICUCHUS
JUISL CAMOCTOSITEIILHOW Pa0OThI 00YUYAIOIIUXCS IO TUCIUIUTHHE (MOJIYIIIO)

Y4eOHO-METOAMUECKAE MAaTEPHAIBI JIJII CAMOCTOSTEIIBHONH PaboThl OOYYArOIIMXCSl YKa3aHBI B
ma. 7-11.

6. IlepeueHb MeYaTHBIX U AIEKTPOHHBIX YUEOHBIX U3JaHUN
[lepeueHp nevaTHBIX U 3JIEKTPOHHBIX YUEOHBIX U3/IaHUM IIpUBEIEH B Tabauie 8.
Tabnuua 8— [lepeyeHb Ne4YaTHBIX U JIEKTPOHHBIX YUEOHBIX U3AaHUI

[udp/ Komi4ecTBo 5K3eMILIApOB B
URL a P cc bubnuorpagpuyeckas ccpuika OUOIMOTEKE
P (KpoMe 3JIeKTPOHHBIX IK3EMILISIPOB)

['ocynapcTBeHHast UTOTOBasi aTTECTALUA !
METOUYECKHE YKa3aHUsI 110 MOJTOTOBKE K
roCyJapCTBEHHOMY PK3aMEHY M HaIlUCAHUIO U
3alUTE BBIMTYCKHON KBATH(UKAITMOHHON
pabotsl / C.-IlerepO. roc. yH-T a3pOKOCM.
npubopoctpoenus ; coct.: C. I'. @omuuesa, 5)
T. H. Enuna, B. A. MbuibHHKOB. - CaHKT-
[TetepOypr : U3n-Bo I'VAIIL, 2021.-79 c. :
puc., Tabmn. - bubnuorp.: c. 79 (10 Hass.). - b.
1. - TeKCT : HemoCpeACTBEHHBIN.

37
72

®domuueBa, Ceernana ['puropbeBHa.
O6paboTtka nHpopMaly B
pacrpenieNieHHbIX CUCTeMaXx : yaeOHoe
nocobue / C. I'. ®omuuena ; C.-Iletepb. roc.
YH-T a3pOKOCM. iprbopocTpoeHus. - CaHKT- 5
[TerepOypr : Uzn-so I'VAII, 2020. - 132 c. ;
131 c. : puc. - bubmmorp.: ¢. 123 (17 Hass.). -
ISBN 978-5-8088-1487-5 : b. 1. - Tekcr :

HETOCPEICTBEHHBIN

004
D 76

beszarees, Cepreit BanentnHoBud (1-p TEXH.
HayK, JOII.).

004 ITporpamMmmupoBanue 3a1ad o

b 39 o0ecreyeHnI0 UHPOPMAIIMOHHOM
0€30I1aCHOCTH : JJaOOPaTOPHBIN MPAKTUKYM /
C. B. beszarees, C. I'. ®omuuena ; C.-




[TeTepO. roc. yH-T a3POKOCM.
npudopoctpoenus. - Cankr-IlerepOypr :
Wzn-so I'VAIL, 2020. - 89 c. : puc., Tadm. -
bubmuorp.: c. 88 (10 Ha3.). - b. 1. - Teker :
HEIOCPEICTBCHHBIMN.

004
3-62

3uma, B. M.

Bbe3omacHOCTh r100aIbHBIX CETEBBIX
texHoyoruii / B. M. 3uma, A. A. MonnoBsH,
H. A. MonnossH. - 2-e u3n. - CII6. : BXB -
[TerepOypr, 2015. - 368 c. : puc. - (Macrtep
cucrem). - bubamorp.: ¢. 351 - 353 (31
Ha3B.).- [Ipeam. yka3s.:c. 354 - 362. - ISBN
978-5-94157-213-7 : 419.00 p. - Tekcer :
HETOCPEACTBEHHBIN

007
B 67

Bonkosa, B. H.

Teopus cucTeM U CUCTEMHBIN aHAHU3 :
yUeOHHUK I aKaZeMUYecKoro OakajgaBpuara
/ B. H. BonkoBa, A. A. Jlenucos ; Hair.
uccnen. C.-Ilerep6. roc. moimTexH. yH-T. - 2-
e u3., nepepad. u gom. - M. : FOpaiit, 2015. -
616 c. : puc. - (bakanaBp. AxageMuyeckuit
Kypc). - [Ipenm. ykas.: c. 600 - 606. - FmeH.
yka3.: ¢. 607 - 609. - bubmuorp.: c. 610 - 616
(109 nass.). - ISBN 978-5-9916-4783-0 :
870.87 p. - Tekct : HEemocpeACTBEHHBIH.
Hmeet rpud YMO Boicuiero o0pa3zoBaHusi

10

004
" 85

Hcaes, I'. H.

[TpoexTupoBanue HHGHOPMAITMOHHBIX
cucteM : yaeoHoe ocooue / I'. H. Hcaes. - 2-
e u3 ., crep. - M. : OMET'A-JI, 2015. - 424 c.
: puc., Tabm. - (Beiciee TexHuueckoe
obpazoBanue). - bubmumorp.: ¢. 421 - 424 (61
Ha3B.) . - ISBN 978-5-370-03507-4 : 401.60
p. - Texer : HEeMOCPEICTBEHHBIN.

Ha ctp. 7 - 8: Cniucok cokpaiieHuit

004
b 24

bapanosa, E. K.

HNudopmannonHas 6€30MacHOCTD U 3aIIUTa
uHpopmanuu : yauebHoe nocodue / E. K.
bapanoBa, A. B. babam. - 3-e u3n., mepepao.
u jgom. - M. : PUOP : UH®PA-M, 2017. - 322
C. : puc., Tabi. - (Beicmee obpazoBanue). -
bubnuorp.: c. 313 - 316 (56 Ha3s.). - ISBN
978-5-369-01450-9 (PUOP). - ISBN 978-5-
16-011164-3 (MHD®PA-M) : 942.63 p. -
Tekcr : HenmocpeACTBEHHBIN.

Nmeer rpud YMO no o6pazoBaHHIO B
o0yacTu NpuKIaHON HHPOPMATUKU

004.4
U 46

Wneuna, lapbs BukroposHa.
[TpoexkTupoBanue u pa3paboTka 0e30MacHbIX
BeO-nIpuiIokKeHuH : yueOHoe nocobue / J1. B.
Unwuna ; C.-Iletepb. roc. yH-T a3pOKOCM.
npubopoctpoenust. - Cankr-IlerepOypr :




W3n-so I'VAIL 2019. - 43 c. : puc. -
bubmuorp.: c. 42 (2 na3g.). - ISBN 978-5-
8088-1434-9 : b. 1. - Tekcr :

HEIOCPEICTBCHHBIN.
004.7 Kyuun, Hukonait BanentunoBud (71011.). 4
K 95 MHOroypoBHEBBIEC CHCTEMBI H 00JIaYHbBIC

BBIUUCIICHHS : yueOHoe nmocodue / H. B.
Kyuun, A. HO. Momuanog ; C.-ITerep6. roc.
YH-T a3poKocM. ipubopoctpoenust. - CII0. :
N3n-Bo I'YAIL 2018. - 136 c. : puc. -
Bubnmorp.: c. 133 (14 na3s.). - ISBN 978-5-
8088-1250-5 : b. 11. - Tekcr :

HEMOCPEICTBEHHBIN

7. IlepeueHb 2NEKTPOHHBIX 00pa30BaTENbHBIX PECYPCOB
WH(OPMAIMOHHO-TEIICKOMMYHHKAITMOHHOM ceTh «THTepHEeT»
[lepeuenn AIIEKTPOHHBIX o0pa3oBaTeNbHBIX pecypcoB nH(pOPMaLIMOHHO-
TEJICKOMMYHUKAIIMOHHOU ceTH «MHTepHeT», HEeOOXOAMMBIX JJIi OCBOCHHS JIHUCHIUILTAHBI
npuBeseH B Tabmuie 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX OOpPa30BATEIBHBIX PECYPCOB HH(POPMALMOHHO-
TEJICeKOMMYHUKaLMOHHOHU cetn «HTepHeT»

URL aapec HaumenoBanue
www.intuit.ru Hanuonanehneiii Otkpeiteii YHUBepcutTeT "MHTYUT"

8. Ilepeuenpr nH(HOPMALMOHHBIX TEXHOJIOTHIA
8.1. [lepeyenp mporpaMMHOT0 oOOecHeueHus, HCIOJIb3yEeMOTO TIPH OCYIIECTBICHUU
00pa3oBaTENFHOTO MpoIecca MO JUCIUILIIHHE.
[lepeuenp UCHOIB3yEMOT0 IPOrPaMMHOT0 OOecTieueHus IpeacTaBieH B Tadbaune 10.

Tabmuua 10— IlepedyeHb nporpaMMHOro o0ecrieyeHHs

No /1t HanmenoBanue

He mpenycmorpeno

8.2. Ilepeuenn MH(OPMAIIMOHHO-CITPABOYHBIX CUCTEM,HCII0NIb3yEeMbIX npu
OCYIIECTBIICHUU 00Pa30BaTEILHOTO MPOIlecca MO JUCIUILTHHE

[lepeuens uCHONB3yEMBIX HH(DOPMALIMOHHO-CIIPABOYHBIX CHCTEM TIPEICTaBICH B
Tabauie 11.

Tabnuua 11— IlepedyeHb HHPOPMALIMOHHO-CIIPABOUHBIX CUCTEM

Ne i/ HanmenoBanue

He npenycmorpeno

9. MarepuanpHO-TeXHHYECKas 6a3a
CoctaB MaTepHambHO-TEXHHUYECKON 0a3bl, HEOOXOAMMOW IS  OCYIIECTBIICHUS
00pa3zoBaTenbHOIO MpoIiecca Mo JUCIUIIINHE, TIPeICTaBlIeH B Tabmiel 2.

Tabnuna 12 — CoctaB MaTepHallbHO-TEXHUYECKON 0a3bl

Ne HaumeHnoBaHMe cocTaBHON 4acTu Howmep aynutopun
n/m MaTepUaIbHO-TEXHUUECKOH 0a3bl (pu HEOOXOMMOCTH)




1 JleknmonHas ayiuropus

MynbTuMeanitHas IEKIUOHHAS ay AUTOPUS

3 | KommbroTepHbIi Ki1acce

10. Onenounsle cpeacTBa A NPOBEICHHS IPOMEXYTOUHOM aTTeCTalK
10.1. CoctaB OLIEHOYHBIX CPEACTBAJIS MPOBEACHUS TMPOMEKYTOYHOH aTTeCTalllH
00yyJaronuxcs no JUCUUILIMHE TTpUBe/ieH B Taommie 13.
Tabmuua 13 — CocTaB OIEHOYHBIX CPEACTB ISl IPOBEACHHSI TPOMEKYTOYHOM aTTeCTaINH

Bua npoMexyTo4HOM arTecTaluu [IepedyeHb OLICHOYHBIX CPEACTB

3auer Cnucoxk BOMpOCOB;
TecTtsr;
3amaun.

10.2. B kauyecTBe KpUTEpPHEB OICHKH YPOBHS C(HOPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIINI OOYYalOMMMHCS MPUMEHSETCS S5-0ajuibHasi MIKajla OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIIHI, KOTopas puBecHa B Tadumie 14. B TeueHune cemecTpa MOXKET MCIOIB30BAThCS
100-0annpHast ~ mKajma ~ MOXIYJBHO-PEUTMHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIA
UCIIOJIB30BaHUSI KOTOPOM, YCTAaHOBJICHBI COOTBETCTBYIOIIUM JIOKAJIbHBIM HOPMATUBHBIM aKTOM
['YAIL
Tabnuna 14 —Kpurtepuu olieHKH YPOBHSI COPMHUPOBAHHOCTH KOMIIETCHITHI

Or11eHKa KOMITETEHIUI

XapakreprucTiuka chOpMUPOBAHHBIX KOMIIETEHIIMIA
5-0ayutpHad mIKama PAKTEp (bopmp

— oOyyvaromuiicss TJIyOOKO W BCECTOPOHHE YCBOWMJ IPOrPaMMHBIH
MaTepHal;

— YBEpPEHHO, JIOTHYHO, ITOCIICIOBATEILHO U TPAMOTHO €T'0 M3JIaracr;

— ONMpasiCh Ha 3HAHWS OCHOBHOW W JOMOJHHUTEIHHOU IJIMTEPATYyPHI,
TECHO MPUBS3LIBAET YCBOCHHBIC HAYYHBIE MOJOXKEHHS C MPAKTUIECKON
JESITENIbHOCTHIO HAPABIICHHUS;

— yMeJ0 000CHOBBIBAET U apTYMEHTHPYET BBIJIBUTACMBIC UM HJICH;

— JIeJIaeT BBIBOALI H 000OIIEHHS;

— cBOOOJHO BIIAJICET CHCTEMON CIIEIMAIM3HPOBAHHBIX IOHITHH.

COTIIMYHO»
GavTCHO»

— oOyuyaroIuiicss TBEPI0 YCBOWII MPOTPaAaMMHBIN MaTepuai, TPaMOTHO U
[0 CyIIeCTBY HW3JIaraeT ero, ONUpasCh Ha 3HAHUS OCHOBHOU
JTUTEPATYPHI,

— HE JIOMYCKAeT CYIIECTBEHHBIX HETOYHOCTEN;

— YBSI3bIBAa€T YCBOCHHBIE 3HAaHUS C MPAKTHYECKON AESITeTbHOCTHIO
HaTPABIICHUS;

— apryMEHTUPYET Hay4IHBIC TIOJIOKEHUS;

— JIeJIaeT BBIBOALI H 000OIIEHHUS;

— BIIaJICET CUCTEMOM CIICIIUATU3UPOBAHHBIX OHSATHMH.

«XOpOoLIO»
(GavTCHO»

— o0yuyaroluiicss yCBOMJI TOJBKO OCHOBHOW IPOrpaMMHBIA MaTepua,
[0 CYIIECTBY M3JIaraeT €ro, ONHMpasch Ha 3HAHUSA TOJBKO OCHOBHOM
JIUTEPATYPBHI;

— JIONyCKaeT HECYIIECTBEHHbBIE OIIMOKN U HETOYHOCTH;

— UCIIBITBIBAECT 3aTPYAHEHUS B NPAKTUYECKOM IPUMEHEHUW 3HAHWUU
HaIlpaBJICHUS;

— cnabo apryMeHTUPYET Hay4yHbIE TTOJI0KEHUS;

— 3aTpyIHsAETCA B (POPMYIMPOBAHUN BBIBOJOB M 0000IICHHUIA;

— YaCTHYHO BJIAJECET CUCTEMON CIIENMAIN3UPOBAHHBIX OHSITHII.

«yJIOBJIETBOPUTEITHHO
«3aUTEHO

— oOyyaroluiicss He YCBOWJI 3HAYUTENbHOM dYacTh MpPOrpaMMHOIO
MmarepHaa;

— JIOIYCKaeT  CyNIECTBEHHblE  OWMIMOKM W  HETOYHOCTH  IpH
paccMOTpEeHHH MPo0JIeM B KOHKPETHOM HalpaBJICHUY;

«HEYOBJIETBOPUTEITHHO
«HE 3aUTEHO»




Or11eHKa KOMITETEHITUH

5-0ayubHas mKana

XapakreprcTrka ChOpMUPOBAHHBIX KOMITCTECHITHIA

— HE MOXXET apryMEHTHPOBATh HAyYHbIE MTOJIOKEHNUS;
— He GopMyITUpPYET BBIBOAOB U 000OIICHUIA.

— UCIBITBIBACT TPYAHOCTHU B IMMIPAKTUYCCKOM IIPUMCHCHHU N 3HaHHI>i;

10.3. TunoBble KOHTPOJILHBIC 33/I1aHUS HJIK HHBIC MAaTCPUAIBL.
Bomnpocsl (3anaun) ams s5Kx3aMeHa npeacTaBieHbl B Tadnuie 15.

Ta6muma 15 — Boripocs! (3agaun) 115 2K3aMeHa

Ne /0

[lepeuenp BonpocoB (3aa4) AJs IK3aMEHa

Kon
WHJUKATOpa

Y4eOHBIM MJIAHOM HE MPEAYCMOTPEHO

Bomnpocsr (3amaun) nis 3avera / audd. 3adera nmpeacTaBieHsl B Tadbnwmie 16.

Tabmuna 16 — Bonpocs! (3agaun) ams 3adera / audd. 3adera

Ne i/t

[Tepedyens BonpocoB (3amav) mist 3adeta / nudd. 3auerta

Kon
WHJIUKATOpa

1.

[lonsiTre, BUIBI U CTPYKTYpa aBTOMAaTU3HPOBAHHBIX CUCTEM
(mo PJ1 50-680-88)

OpranuzanvoHHasi CTpPYKTypa, CXeMbl OpraHu3alu paboT npu
npoektupoBaHu AC U opraHu3alMOHHbIE (POPMBI IPOEKTHOTO
KOJIJIEKTHUBA

Coneprxanue u crienuuKa yupaBIeHYECKOT0 IHKIIA TPU
npoektupoBanuu AC

MeTo/pl IIaHUPOBAHUS U YIIPABIECHUS IPOEKTaMHU.
Huarpammsl ['anTTa, cereBble rpaduKu MPOEKTOB
ABTOMaTH3UPOBAHHBIE CUCTEMBI YIPABICHUS POEKTaMHU
Be3zonacHocts AC, ee cocraBisaronre. OCHOBHBIE CIIOCOOBI U
MeXaHMU3MbI obecnieueHus 6ezonacHocTy HHGopmanyu B AC
Opransl ynpaBiaeHUs U MIaHUPOBAHUS IKCIUTyaTalluH
3amuieHHbIx AC

OkcrutyartaunoHHas qokymenTtanus Ha AC (u3penus UT).
PykoBoscTBa nmosib30Barenst U aMUHUCTpAaTOpa
KoHcTpykTopckue skcmutyarannonsasle 1okyMeHTsl Ha TCO u
10, skcrutyaTalluOHHBIE JOKYMEHTHI IPEATPUATHS
Knaccudukanus, naentudukamnus (MHBEHTapU3aIus,
KaTaJoru3anus) 1 oleHUBaHue (KaTeropupoBaHue) 0ObEKTOB
3amuThl B AC

OO6mre MoI0XKEeHHS TI0 IKCIUTyaTalluu U3IeNi, KOMIUIEKCOB,
CpEeACTB eATenbHOCTH. COCTaBISAIOIIME OPTaHU3ALIMOHHBIX U
TEXHUYECKUX MEPONPUATUI MO IKCILTyaTalluu

Oco6ennoctu skcruryatanun KC (AC) u 3amummennpx KC
(AC B 3amuIIeHHOM HUcTIONHEHUH). AqmuHucTpupoBanue KC

(AC)

[IK-8.3.1

Knaccudukanms (katanorusanus), UaeHTHDUKAITHS,
crienu(uKanus 1 olleHuBaHue yrpo3 6e3onacHocTu B AC
Copep:xanue mpoiiecca pa3padOTKH U BBOJIa B JIEHCTBUE
uznenuit (cucrem) UT. YpoBHU npeacTaBiIeHUs! TPOSKTHBIX
peleHuit

ITpoextupoBanue AC kak 0coObli BUA JESITEIBHOCTH,
00BeKTHI MpoekTupoBanws pu co3xanun AC (o PJ1 50-680-

[1K-8.3.2




88)

Mertononorust (MeToABI U CpeacTBa) nmpoekTupoBanus AC
Kanonunueckoe (MHauBHUayanpHoe) npoektuposanue AC.
TexHonornyeckas cxema 3TaroB TEXHUYECKOTO U paboyero
MIPOCKTUPOBAHUS

TunoBoe npoektupoBanue AC 1 ero MEeToIbl.
TexHosornueckas cxemMa NpoOeKTHPOBAHUS

VYnpasnenue nponeccoM npoektupoBanus AC, ero
KOMITOHEHTHI | crienupuka

UYenoseueckuii pakTop B yrpo3ax 6e3omacHocTd. Mojienb
HapymuTens 6ezonacnoctu nHGopmarun B AC

JKu3HEeHHBIH LUK, CTa/IMU CO3/1aHUA U COJepKaHue paboT Mo
cozgaunio AC, ocodbennoctu cozmanus AC B 3alIAILIEHHOM
ucnionaenuu (mo 'OCT 34.601-90, TOCT P 51583)
Knaccudukanus m3penmii UT n pyHKIMOHATBHBIE TAKETHI
TpeboBanuii 6e3omacHocTy. Kiaccsl 3alUIIEHHOCTH U3IETHiA
UT u nakers! TpeboBanuii noBepus 6ezonacHoctu (mo 'OCT P
HNCO/M3K 15408-2002)

CtpykTypa, MOpAIOK pa3pabOTKH, PETUCTPALIUU U
oIyOJIMKoBaHus nipoduieit 3amutsl 1yt u3aenuit UT (o
I'OCT P UICO/M3K 15408-2002)

CrpykTypa, Ha3HAYEHUE U TOPSIO0K pa3pabOTKH 3aJaHHS 10
6e3omacHocTH npu cozaanuu uzaenuii T, cooTHomeHue
MEXy TpoHIIeM 3aIIUTHI ¥ 3alaHUEM 10 O€30MaCHOCTH.
Texaudeckoe 3aganue Ha co3npanue cuctembl UT (o 'OCT P
HNCO/M3K 15408-2002)

JlexoMno3unys Ha3HaYEHUs, LeJel 1 3a1a4
¢yukunonuposanus AC. @yHKIMOHANIBHAS CTPYKTYypa

AC u pyHKUHMOHATBHBIE TpeOoBaHus K 3amuimeHHpM CBT,
AC, nponykram u cucrtemam UT

VYenyru (cepBUCH) 6€30MACHOCTH TP B3aUMOIEHCTBUN
OTKPBITBIX CUCTEM U MEXaHU3MbI 0€30IaCHOCTH, UX
peanusyromue (mo OCT P UCO 7498-1-99),
B3aMMOOTHOLIEHHE MEXAY YCIyraMu 3allUThl U YPOBHSAMU
B3alMOJEICTBUA MO 7-MU YPOBHEBOM dTaNloHHONW Mozenu BO
Cucrema ¥ cTpyKTypa (pyHKIIMOHAIBHBIX TpeOOBaHUII 110
zaure oT HCJL k nnpopmanuu B CBT), knaccel
3amumieHHoctd CBT

Ocob6ennoctu Texuuueckoro 3aanus Ha co3naanue AC B
3alUIIEHHOM UcoTHeHUH. COoCTaBIIsIIOIIMEe 00X
TpeboBanuit K AC3U u cTpykTypy PyHKIIMOHATBHBIX
tpedoBanuii (mo I'OCT P 51624)

[IK-8.V.1

Cucrema u CcTpyKTypa (PyHKITHOHATBHBIX TPEOOBAHUH TIO
zamure or HCJI B AC), rpynmsl 1 kiaccsl 3anumeHHocT AC
Texaudeckoe 3aganue Ha co3nanne AC, TpeOoBaHUS 11O
CTPYKTYpE, COAEPIKaHUIO, MOPAIKY pa3paboTKu, oopMIIeHUS,
cornacoBanus u yrepxaeHus (mo [OCT 34.602-89)

OOmas cTpykTypa TpeOoBaHU 6€30MaCHOCTH K U3ACTHUAM U
cucremam UT, kinaccbl GyHKIIMOHATIBHBIX TPEOOBAHUN
6e3omacunoctu (mo 'OCT P MCO/MOK 15408-2002. Y.2)
KuznenHnblil nuki uznenuii (mpoaykroB u cucrem) UT, oOmras
cXeMa M IT0CIeI0BaTeNbHOCTE co3aanus u3aenui UT

[IK-8.B.1




Ilepeyenp TeM Jii KypCOBOTO TPOEKTUPOBAHUS/BBIIONHEHNUS KypCOBOH paboThI
MpeACTaBICHBI B Ta0mwmIe 17.
Tabmuua 17 — IlepeueHp TeM Jisi KYPCOBOTO MPOSKTUPOBAHMS/BBIIIOIHEHHUS] KYPCOBOM paboThI

Ne /i [TpuMepHBIii IepeYeHb TeM IJIsl KypCOBOTO MPOEKTUPOBAHUS/BHITOTHEHHUS
- KypCOBOM paboThl

Y4eOHBIM IIAHOM HE MPEAYCMOTPEHO

Bompocel 11 mpoBeleHHsT MPOMEXKYTOYHOM aTTecTallui B BUJE TECTHUPOBAHMS
MpeACTaBICHBI B Tabnwuie 18.

Tabmuna 18 — IlpuMepHbIi epeyeHb BONPOCOB JIsi TECTOB

y Koz
Ne n/mt IIpuMepHBIii IIepeYeHb BOIIPOCOB ISl TECTOB
MHIMKATOpa
Paznuuarot cienyromue ypoBHu ynpasienus b opranusanuun [IK-8.3.1

1) Crtparernueckuii
2) TakTudeckuit
3) IIpomexyTOUHBIH
4) OnepaTuBHBIN
K npenmymectsam ucnonb3oBanus SIEM cuctem oTHOCAT —
1) OnepaTUBHBIN KOHTPOJIb 3aIMIIEHHOCTH Ha BCEX YPOBHSX
CUCTEMBI
2) He tpeOyercs BoicoKas kBanmudukaius oneparopa SIEM
CHUCTEMBI
3) Hcnonbp3oBaHue TOKYMEHTHO-OPHEHTUPOBAHHBIX 0a3
JTAHHBIX
4) CHmKeHHe CTOMMOCTH BJaJ€HHs CHCTEMOI
I[Ipu  npoBeneHun  OOcCieJOBaHMSI ~ OpPraHMU3allMM  OCHOBHBIMU
MCTOYHMKAMU HH()OPMALIUH SBIISIFOTCS
1) JloKyMeHTbI OpraHU3aInH, TPOLEAYPhI
2) IlonuTHKU OpraHU3aIiK
3) Pe3ynbTaThl UHTEPBBIOUPOBAHUS  COTPYAHUKOB
4) TexXHOJOrHYECKUE KapT
Bexkrop yrpo3ssl — 310
1) HaGop ckaJsipHBIX 3HAUCHHI
2) TEeKCTOBasl CTPOKA, KOTOpasi COACPKUT 3HAYCHHS, CBSI3aHHBIC C
Ka)KJI0 METPUKON
3) MaccuB 37eMeHTOB
4) HeT npaBWIBHOTO OTBETA

Huskolt BeposITHOCTH peanu3annuy yrpo3 COOTBETCTBYIOT KPUTEPHUH [1K-8.3.2
1) oTcyTCTBYyeT MOTHBALIUS [UISl peaTU3alliu j-Oi yrpO3bl
2) OoTCyTCTBYeT TpeOyemasl CTaTHCTHKA 10 (aKkTaM peaau3aiyu j-oi
yrpo3bl 0€30MacHOCTH UH(OpMAIIH
3) OTCYTCTBYIOT OOBEKTHBHBIC MPEANIOCHUIKH K peaTU3aliu j-0if
yrpo3bl 0€30MacHOCTH HH(OpMAIIH
4) BO3MOJKHAs 4aCTOTA PEAIM3AIMH j-Oi Yrpo3bl HE MPEBBIIIALT 1
pasa B 5 jet
[Tonutrka nHPOPMATMOHHON 6E30MACHOCTH TTO3BOJISIET
1) ompenenuTh «IpaBUIa UTPHI» JJIs BCEX COTPYIHUKOB
OpraHu3aluy U TPETbUX JIULI
2) Paspabotath apxuTeKTypy 3aunmiaemoii 1C




3) cocTaBUTH OOIIYIO OCHOBY JIJIS 3AIUTHI BCEX BIIUSIONINX Ha
OUb akTHBOB OpraHu3aluy, B paMKax KOTOPOU
OIIPEACIISAIOTCS IIpaBUiia pa3rpaHUUCHUS JOCTYIIA K 3TUM
aKTHUBaM

cieNaTh MPaBUIbHBIN BEIOOP caMoil miiaT(opmbl Juist paboThI €
AKTUBAMU, YUUTHIBAsl, KAKUE HHCTPYMEHTAJIbHBIE CPEICTBA U
MpoLeayphl OyAYT UCTIOIB30BaHBI

CucTeMHBIH aHAJIM3  TOJIBKO OMpe/esieHHe MOTPEOHOCTH U Ha3HAUCHUS
ncC

1) TOJBKO OIpeeIeHUue OCHOBHBIX (DYHKIIMOHAIBHBIX
xapakrepuctuk MC

2) TONBKO OLIeHKA 3aTpaT U 3 exTHBHOCTH Hcnonb3oBanus NC

3) ompexenenue norpedHOCTH U Ha3HaueHus VIC,
€e OCHOBHBIX (DyHKIIMOHAIBHBIX Xapakrepuctuk NC,

4) ouenka 3aTpat ¥ 3GHEKTHUBHOCTH UCIIOIB30BAHUS
AkTyanuzanus yrpo3 6e30macHoCTd HHPOpMAITIT
3aKJIF0YAETCA B OLICHKE

1) BeposiTHOCTH peanr3aliu yrpo3sl

2) CreneHu pucka

3) B03MOKHOCTH peau3aluy yrpo3bl

4) Crenenu yuiep6ba

single loss expectancy - SLE IK-8.Y.1
1) okumaeMblit ro10BO# yiepo
2) BenuumHa 0)XHIa€MOT0 pa3oBoro yiepoa
3) exerojHas 4acToTa BOSHUKHOBEHHS PHCKa
4) CTOMMOCTDB aKTHBa IJId KaXX10I'0 pUCKa
HalMoHabHas 0a3a nqaHHbIX ys3sumoctent CLLIA;:
1) Common Vulnerabilities and Exposures
2) National Vulnerability Database
3) Open Sourced Vulnerability Database
5) Public Vulnerability Database

C:[N,L,H] MeTpuka yka3pIBacT HACKOJIBKO CHJIBHO B ciayyae ycnemsoro | [TIK-8.B.1
HCIOJIb30BaHUs YSI3BUMOCTH ITOCTpaJacT
1) HoctymHOCTb
2) KoHdpuneHuunambHOCTh
3) llemoctHOCTH
4) HagnexHOCTb
VY BekTOpa ysI3BUMOCTH
CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:L/A:N
3nayenue MeTpuku S:U o3HauaeT
1) user
2) unique
3) unchanged
4) updated

[lepeueHb TeM KOHTPOJBHBIX PabOT MO MUCIUIUIMHE OOYYaroUIMXcs 3a04HON (GopMbI
00y4eHus1, TpeICTaBIICHBI B Tabymie 19.

Tabmuua 19 — IlepeueHb KOHTPOJIBHBIX paboT

No /it [TepeyeHb KOHTPOJBHBIX PaOdOT

He npenycmorpeno




10.4. Metoauyeckue  MaTepHalbl,  ONPEACIAIONIME  TMPOIEAYPHl  OICHUBAHUS
UH/IMKATOPOB, XapaKTEpU3YIOMIMX dSTanbl (HOPMUPOBAHMS KOMIIETCHLUH, COAEpKaTcs B
JIOKAJbHBIX HOpPMAaTHBHBIX akTax [ YAII, periaMeHTHpYRIIUX TMOPSAOK W TPOLEIYPY
MPOBCACHUA TCKYILICTO KOHTPOJIA YCIICBACMOCTH U HpOMe)i(YTOqHOﬁ arrecraiuu 06yan01uHx051
['YAIL

11. MeTOI[I/ILIeCKI/Ie YKa3aHus I O6y‘IaI-OH_[I/IXC$I 110 OCBOCHHUIO JUCHUITJIMHBI

11.1. Meroauueckue yka3aHus i OOy4yaroIIMXCs [0 OCBOEHHMIO JIEKLIHOHHOTO
MaTepuaia

OCHOBHOE Ha3HAYEHME JICKIIMOHHOIO MaTepuajia — JIOTMYECKH CTPOWHOE, CUCTEMHOE,
riryOOKoe W SCHOE H3JIOKEHHE ydeOHOro marepuana. HasHadeHune COBpEMEHHOH JIeKIMU B
paMKax TUCLMIIJIMHBI HE B TOM, YTOOBI MOJIyYUTh BCIO MH(MOPMALMIO 110 TEME, a B OCBOCHUHU
(dyHIaMEHTAJIBHBIX TpOOJeM JUCHUIUIMHBL, METOJOB HAy4YHOrO IMO3HAHMSA, HOBEUIIMX
JOCTHDKEHUH Hay4dHOH MbIciu. B yueOHOM mporiecce JeKIUs BBINOJIHAET METOA0JIOIHYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (YHKUIMHU. JIEKIMs pacKpbIBaeT MOHATUHHBIN anmapar
KOHKPETHOW o0siacTH 3HaHus, €€ mpoOsieMbl, AAaeT LEeIbHOE NPEACTaBICHUE O AUCLUILUIMHE,
MIOKAa3bIBAET B3aUMOCBS3b C APYTUMU AUCLUIIIIMHAMM.

[Inanupyemble pe3yabTaThl IPU OCBOEHUH 00YYarOIUMUCS JEKIIMOHHOTO MaTepHaia;

— T[IOJIyY€HHE COBPEMEHHBIX, LIEJIOCTHBIX, B3aUMOCBS3aHHBIX 3HaHUH, YpPOBEHb
KOTOPBIX OIPEIEISIETCS LEIEBOM YCTAHOBKOM K KaK/10M KOHKPETHOU TEME;

— TOJy4Y€HUE OIbITa TBOPUYECKOM pabOThl COBMECTHO C MPEIO/IaBATEIEM;

— pa3BuTHE TPOPECCHOHATBHO-NIENOBBIX  KayecTB, JIOOBH K TPEAMETY H
CaMOCTOSITEJIbHOTO TBOPYECKOT0 MBIIUIEHUS.

— MOsIBJIEHHE HEOOXOAMMOro HHTEpeca, HE00X0AUMOTO Il CAMOCTOSITENIbHON pabOThI;

— T[OJIyue€HHE 3HaHUH O COBPEMEHHOM YpOBHE pa3BUTUS HAyKH WU TEXHUKH U O
IIPOrHO3€ UX Pa3BUTHsI HA OJIMKalIIne Tobl;

— HAY4YUThCS METOAMYECKH 00pabaTbiBaTh MaTepuai (BBIACIATH TIJIaBHBIE MBICIU U
MOJIO)KEHUS, MPHUXOAUTh K KOHKPETHBIM BBIBOJIAM, MOBTOPSATh HUX B  Pa3IMUHBIX
bopmyarpoBKax);

— TOJIyu€HHe TOYHOI'O IOHUMAaHHUs BCEX HEOOXOUMBIX TEPMUHOB U TOHSATHH.

JlekuMOHHBI MaTepuan MOXKET CONPOBOXKAATHCA JIEMOHCTpalMed CIajijoB U
UCMOJIb30BAaHUEM DA3laTOYHOIO MaTepuajna IMpH TNPOBEIEHUM KOPOTKHUX JHCKYCCHH 00
O0COOEHHOCTSIX MPUMEHEHUSI OT/AETbHBIX TEMATHUK I10 IUCHUIUIMHE.

CrpyKTypa npeaocraBiacHus JEKIHOHHOIO MaTepuaa:

— H3noxxeHue IEKIMOHHOTO MaTepHaa;
— llpencraBieHne TEOPETUUECKOrO MaTepraa IpenoJaBaTesIeM B BUJIE CIIANIOB;
— OcBoeHHE TEOPETUUECKOTO MaTepraa 1o NPakTUYECKUM BOIIPOCAM;
— Cnmcok BOIIPOCOB IO TEME Il CAMOCTOSATENIbHOW PabOThI CTYyIeHTa
11.2. MeTtoanueckue yKazaHUS ISl OOYYarOIIUXCsS MO YYacTHIO B CEMHHapax -
VUeOHbIM NAAHOM He NPedyCMOMPEHO .

11.3. Metoauueckue ykazaHHus JUIsl OOy4aroIUXCs IO MPOXOXKICHHUIO MPAKTHUECKUX
3aHATHH - yueOHbIM NIAHOM He NPEOyCMOMPEHO

11.4. Meroauueckue yka3aHus A OOYyYaroIMXCS MO BBIMOJHEHUIO JIAOOPATOPHBIX
pabor

B xozme BbIMONHEHHS J1a0OpPAaTOPHBIX pabOT oOOyYaromUics MOJDKEH YIriayOuTbh U
3aKpEeNUTh 3HAHMS, MPAKTHUYECKUE HABBIKH, OBJAJETh COBPEMEHHOW METOAMKOH W TEXHHKON
HKCIEPUMEHTAa B COOTBETCTBUHM C KBAJU(PHUKAIMOHHON XapaKTEpUCTHKONH 00ydarolierocs.
Brinonnenne 1abopaTopHbIX pabOT COCTOUT M3 3KCIEPUMEHTAIbHO-TIPAKTUYECKOM, pacueTHo-
AQHAJTUTUYECKON YacTe U KOHTPOJIBbHBIX MEPOIIPHUITUH.



BrimonHenne nmabGopaTopHBIX pabOT 0O0ydaromuMcs SBISETCS HEOThEMJIEMON YacThIO
U3y4YCHUS] IUCLUIUTUHBL, ONpEeAeIIeMOd YYeOHbIM IUIAaHOM, M OTHOCHTCS K CpPEICTBaM,
00€CTIeYMBAIOIINM PEIICHUE CICTYIOIINX OCHOBHBIX 33]1a4 00YYarOIIerocs:

— TMNpHOOpETCHHWE HAaBBIKOB WCCICIOBAaHHMS TPOIECCOB, SBICHUH U  OOBEKTOB,
U3y4aeMbIX B PAMKax JTAHHOW JUCIHUILTHHBI;

— 3aKpeIUICHHE, Pa3BUTHE W JICTAM3AIUS TEOPETHUYSCKMX 3HAHHM, TMOJTYYCHHBIX Ha
JCKLIUSX;

— TOJy4YeHHE HOBOW MH(OpMALIUY 110 U3yYaeMO AUCIUIUINHE,

— T[pHOOpeTeHHe  HABBIKOB  CAMOCTOSITEIBHOM  paboThl ¢ J1a0OpaTOpHBIM
000pyI0BaHUEM U TPUOOPAMH.

3ajianue ¥ TpeboBaHus K IPOBEICHUIO J1a00paTOPHBIX PaboT
JlabopaTtopnasi padora Ne 1 «Onucanue 00bEKTa HCCIENOBAHUA C TOUKH 3PEHUS
aJIMUHHCTpATOpa 10 MHPOPMAIIMOHHOI 0€30MacCHOCTI
Ienp nmaboparoproit padbotsel Ne 1: IlocTpoeHue pa3inuuHBIX MOJENEH, 0TOOPaKAIONTIX
ApPXUTEKTYpy aBTOMATH3UPOBAHHOM CHUCTEMbl OTrPAaHUYEHHH JOCTyna K HHQOpMAMH U
NPOBE/ICHUE aHaJIM3a MECT M BHJIOB yTeYkH HMHpopmanuu. OIEHKa CTENeHH 3aIlIUIICHHOCTH
uHpopmanuu.
3anmanue K mabopatopHoit padote Nel
1) BBbINOIHKUTE OIICHKY aKTyaJbHOCTH, pa3pabaTbiBaeMoil HHOOPMAHOHHON
2) CHCTEMBbI
3) IIpoBecTH CTPYKTYpPHBIN CUCTEMHBIN aHAIN3 OU3HEC-TIPOIIECCOB
4) npenmernori obsactu. [loctpouts aumarpammer IDEFO (AS-IS), DFD (ASIS),
(mpu Heobxoaumoctu — IDEF3 (AS-IS).
5) Omnucath pa3paboTaHHBIC THATPAMMBI
6) BbiienuTh aKkTHBBI (KPUTHYECKHE DJICMEHTHI), MOJIekalire HH(OOPMaHOHHON
3anuTe
Crpykrypa u dhopma oTueTa 0 JabopaTOpHOH paboTe
Otuer no nabopaTOpHBIM paboTaM JOJIKHA OTpakaTb HE (PAKT CHPOEKTUPOBAHHON CUCTEMBI
3alUTHI, a IPOIECC MPOEKTUPOBAHUS, MOKA3bIBAIOIIUI BCIO paboTy HaJ MPOEKTOM HAYMHAs OT
MOJIyYEHHOT0 MCXOJHOTO Marepuaja M HaOpocka Oynyied 3aluileHHOW WH(GOpMallMOHHON
CUCTeMBbl M 3aKaHYMBas pa3pabOTaHHBIM M TPOTECTHPOBAHHBIM MPOTPAMMHBIM TaKETOM, C
000CHOBaHHMEM BCEX MPUHATHIX B MpoIlecce MPOSKTUPOBAHUS pelIeHui. B conepxannm nomkHa
ObITh OTpaXkeHa CTPYKTypa oOTdeTa. BBeneHue [ODKHO XapakTepuszoBaThb Ty chepy
YeJIOBEUECKON JICATENIbHOCTH, JUISI KOTOpPOM OyIeT MpOoeKTUpoBaThcs Npuiokenue. [lpu
OMHMCAHUU JUarpaMM JOJDKHBI OBITh H3JI0KEHbl OCHOBHBIC (DYHKIIMOHAIbHBIE BO3MOXKHOCTHU
Oyaymield cucTeMbl 3alIUThl WHPOpPMAIMK, a TaKkKe BUIBl MHPOPMAIUN KOTOpBIE MPUAETCS
XpaHUTb W 00pabaThiBaTh [ JIOCTHXKEHHS TIOCTaBIeHHOM 1menu. B mociemyromux
7a00paTOpHBIX ~ paboTax  JOJDKHBI  OBITh  W3JIOKEHBI  OTambl  KOHCTPYMPOBAHUS |
(GYHKIIMOHUPOBAHUSI ~ MPOTPAMMHO-TEXHUYECKUX  YCTPOWCTB  3alIUTHl  MHPOpMAIMU U
TEXHUYECKUX 0OBEKTOB OT HECAHKIITHOHMPOBAHHOTO JIOCTYTIA.
TpeboBanus k ohopMIEHUIO OTYETA O TAOOpaTOpHOU paboTe
— Oruér o nabGoparopnoii pabore (JIP) mpenmocraBnseTrcs B IMEYaTHOM/UIU

JJIEKTPOHHOM BH/IE;

— Oruér o nmaboparopHoil paboTe JOIKEH COOTBETCTBOBATH CTPYKType U (opme
OTYETa, IPEICTABICHHOMN BBIILE;

— Ortuér o naboparopHoil paboTe nomkeH umerb TUTYIbHbIA nuct (TOCT 7.32-
2001 u3ganust 2008 royma) ¢ Ha3BaHUEM U MOAINUCKHIO CTYICHTA(OB), KOTOPHIH(BIE)
ee caenan(u) u opopMui(u);

— Crygenr pomxeH 3amutuTh JIP. OTMeTka o 3amure AOHKHA HAaXOOUTHCS HaA
TUTYJILHOM JIUCTE BMECTE C MOJMUCKIO MIPEToaaBaTels.



Ccouika Ha JIP1 - https://pro.quap.ru/get-task/78006590fcaa9bfclad5022f9065d23b

JlabopaTopuasi pa6ora Ne 2 «[locrpoeHne WH(MOIOTHUECKUX MOACIEH, 3aIIUICHHBIX
HC»

Ilenr naboparopuoit paborer Ne 2: IloctpoeHne WHQPOIOTUIECKUX MOJICICH,
sanuiieHHbIX MC u 6a3 JaHHBIX € 3alIMIICHHBIMU IOJISIMM M YCTAHOBJICHHBIMH IIPaBaMH U
NPUBUJIETUSIMH JIOCTYTIA K TaHHBIM OIIEHKA CTETIEHU 3aIlUIIEHHOCTH HH(OPMAIIHH.

3amanue K 1abopaTopHoit paboTe No2

1) TMoctpouts MOzEINB YIpo3 pa3pabaTbiBaeMOi HHHOPMALIMOHHON CHCTEMBI

2) TloctpouTh MOJEIb HAPYIIIUTEIS

3) CdopmupoBarh peecTp aKTyaaTH3UPOBAHHBIX YIPO3 JJIS KKI0r0 aKTHBA

4) OueHHUTh BO3MOXKHBIC PUCKH

5) TlpoBecTd CTPYKTYPHBIH CHCTEMHBIH aHAINW3 OW3HEC-TPOIECCOB IMPEIAMETHOM
obnmactu. Ilocrpouts mmarpammel IDEFO (TO-BE), DFD (TOBE), (mpu
Heooxoaumoct — IDEF3 (TO-BE).

6) Omucath pa3paboTaHHbBIC AUATPAMMBI

7) OueHuTh CTENeHb 3alIMIIEHHOCTH HH(OpMauu

[Ipu BhIMONIHEHUHU JTa0OPATOPHOM PabOTHI CTYNEHTY OTBOAUTCS POJIb aJIMHUHUCTPATOPA
CeTH TPEANPHATHA WU aAMHHUCTpaTopa 0a3 JaHHBIX. B COOTBETCTBUM C 3alaHHON POJIBIO
HEOOXOJMMO CIIPOCKTHPOBATh CHUCTEMY 3aIMTHI MHGOPMAIIUH JJIsi KOHKPETHOT'O y4acTKa CETH.
Jlns penieHus JaHHOM 3a7jauu TaKkKe HEOOXOAUMO:

1) PacmpenenuTh y4YaCTHHUKOB CETH IO TOMEIICHUAM MPEANPUATHS, YUUTHIBAs
pas3feneHne CIIyKaluxX MPeapUATHs Ha TPYIIIHI [0 3aJaHHOMY IIPU3HAKY .

2) CocTaBUTh CTPYKTYPHYIO CXE€MYy CBOET0 y4yacTKa CETH C YKa3aHHEM BO3MOXKHBIX
KaHAJIOB YTEUKHU HHPOPMALUHU U TTPOOIIEM 3aIUTHI.

Crpykrypa 1 dhopMma oTdeTa 0 1adopaTopHoOii pabore
JIomKHBI OBITH U3TI0KEHBI ATANbl KOHCTPYUPOBAHUS U (PYHKIIMOHUPOBAHUS TPOTPAMMHO-
TEXHUYECKUX  YCTPOMCTB  3alIUThl MHGOpPMAUMU M  TEXHUYECKHMX  OOBEKTOB  OT

HecaHKLII/IOHI/IpOBaHHOFO ,Z[OCTyTIa.
Ccouika Ha JIP 2 - https://pro.qguap.ru/get-task/a8e23daa5916a441df4694dfc8e89059

JlabopaTopHas padora Ne 3 «Pa3paboTka monuTuk 6€30macHOCTH HHGOPMALIHI

Lenp nabopatopHoit padotel Ne 3: OreHka 3aIIUIIIEHHOCTH HH(POPMAIMOHHOM CHCTEMBI,
dbopMHpOBaHWE KOPIOPATUBHOM ¢ YACTHBIX TMOJUTHK WH(OPMAIMOHHOW O€30IMacHOCTH,
peanu3yomux TpedyeMblii ypOBEHb 3aIUIIIEHHOCTH CUCTEMBI.

3amanue K abopatopHoii pabote No3

1) Ha ocHOBaHUHM TPEINONOKEHHH OE30MaCHOCTH, IMPH Y4YeTe Yrpo3 U HMEIOIIUXCS
ySA3BUMOCTEN  (MOJenu  yrpo3, TIOJy4YeHHOW B JiabopartopHoit pabore No 1)
chopMyIMpOBaTh 1IeU O€30MAaCHOCTH, ONMPEAEIUTh KJIacC M KAaTEeropuio 3allMIIEHHOCTH
MH(OPMaLlMOHHOMN (aBTOMaTU3WPOBAHHOI ) CUCTEMBI.

2) PykoBoactBysce OCT P MICO/M3BK TO 13335, TOCT P UCO/M3K 17799 u T'OCT P
NCO/M3K 27001 BBINOIHUTH aPUOPHYIO OLIEHKY M MPHOPUTHU3AIMIO PHUCKOB, a TaKXKe
COOJIIOJICHHE 3aKOHOJATEeNbHBIX M HOPMAaTHBHBIX AaKTOB JUIsl  paccMaTpHUBaeMoOn
nH(popMalMoOHHON cucTeMbl (/11 OLIEHKM peKOMEHIyeTcs HCIOIb30BaTh MPOrPaMMHOE
CPEICTBO MICROSOFT SECURITY ASSESSMENT TOOL)
https://www.microsoft.com/ru-ru/download/details.aspx?id=12273)

3) Pesynbratel SkcnepTHOH oueHKH puckoB UMb, momydeHHBle Ha TMpeIbLAyIIeM Iare
UCIIOJIb30BaTh NIl (POPMHUPOBAHUS KOPIOPATUBHOM M HEOOXOAMMOIO 4HCIa YacTHBIX
MOJINTHUK, TIO3BOJIAIOIIMX MPUBECTH 3ALUIIAEMYI0 CUCTEMY K cooTBeTcTBHIO ISO 17799 ¢
Y4€TOM MPUOPUTHU3ALINN PUCKOB


https://pro.guap.ru/get-task/78006590fcaa9bfc1ad5022f9065d23b
https://pro.guap.ru/get-task/a8e23daa5916a441df4694dfc8e89059

4) TlpoBecTH  OLEHKY  3aIMIIEHHOCTH, OKCIUIyaTHPyeMOH WM  MPOEKTHPYEMOi
UH(POPMALIMOHHOM CHUCTEMBI C YYETOM aJanTaliy IMpaBHJ TMOJUTHK HH()OPMAIIMOHHON
0e30MmacHOCTH (KPAaCHBIX KPYXKKOB B OKCIIEPTHOI OILIEHKE HE JIOJKHO OCTAaThCS).

5) BbienuTts B NOJIUTHKAX HHPOPMAIIMOHHON 0€30MaCHOCTH BHECEHHbBIC M3MCHEHUS

6) Odopmurh oTyeT MO JabOpPATOPHOIt padore.
Ccpuika Ha JIP 3 - https://pro.quap.ru/get-task/72f5bfd68686b1c0ef4ae3a25fb7d448

JlaGopaTopuasi padora Ne 4 «C6op 10roB coObITHI MHDOPMATMOHHON 0€30MaCHOCTH B
AirSIEM»
lenr nabGoparopuoit paboter Ne 4: pa3paboTarh CHCTEMY, KOTOpas IMO3BOJISECT
aQHAJIM3UPOBATh PETHCTPUPYEMbBIE B 3alIUIIAEMON HHAPACTPYKTYpe COOBITHS, MOCTYMAIOIINE OT
pPa3NIMYHBIX ~ HMCTOYHHKOB, W  OOHAapyXHBAaTh  aTaKW/CIEHAPHUHM  aTaK/TIOI03PUTEIIbHBIC
NEHCTBUS/OTKIOHEHUSI OT HOPMBI, (opMupys Npu HEOOXOJUMOCTH COOTBETCTBYIOIINE
UHIMJICHTHI 0€30I1aCHOCTH.
3amanue K 1aboparopHoit pabote Nod
1) CdopmupoBaTh TeXHUYECKHE MOTUTUKN 1B
2) Ha ocnoBanmu pa3paOOTaHHBIX IOJUTHK HHGOPMALMOHHON 0€30macHOCTH, IpoduIeit
3alIUTHl ¥ 33JaHUK 10 0€30MacHOCTH MH(POPMALMOHHON (aBTOMAaTU3MPOBAHHOMN) CHCTEMBI
u/umu C3U, pazpaborats apxutektypy SIEM-cuctembl

3) Pa3BepHyTh SIEM-skocucremy, WCIMOJIb3YS MPOEKT AirSIEM
https://github.com/fisher85/AirSIEM
4) HWcxomHblit KOJ sapa KOPpENSUUU -

https://github.com/fisher85/AirSIEM/tree/master/AirSIEM
5) Peanu3oBaTh MojACHCTEMY cOOpa M XpaHEHUS MOCTYHAIOIINX COOBITHI 0€30MaCHOCTH;
6) Odopmuth otyeT 1o JaboparopHoii pabore.

Ccpuika Ha JIP 4 - https://pro.guap.ru/get-task/c2d006368e42beb0e8e4c26dc7612b6f

11.5. Meronuyeckue yKazaHus s OOYYaIOIIUXCS MO TMPOXOXKIECHUIO KYpPCOBOTO
MIPOEKTHPOBAHUS/BBITIOIHEHUS] KYPCOBOU PaOOTEHI - yUeOHbIM NAAHOM He NPedyCMOMpPeHO

11.6. MeToauueckue yKa3aHus ISl OOYYArOMIMXCS 0 MPOXO0KACHUIO CaMOCTOSATEIHHON
paboTsl

B xoze BBIMOTHEHHUS CaMOCTOSATENBHON pabOThI, OOYUAIOIIHIiCS BBHIMOMHSAET paboTy MO
3JIaHUI0 M TIPH METOJMYECKOM PYKOBOJICTBE IMpETojaBaTelisi, HO 0e3 ero HemocpeJICTBEHHOTO
y4acTusl.

st oOyvaronuxcst o 3a04HOM ¢opme OOy4eHHs, CaMOCTOSATENbHass paboTa MOXKET
BKJIIOUATh B ce0s KOHTPOIBHYIO paboTy.

B mporiecce BBITTOTHEHUSI CaMOCTOSITEILHOM pabOTHI, y 00ydaromerocss GopMUpyeTcs
1enecoo0pa3Hoe TIaHUPOBaHKUE PaboUero BpeMEeHH, KOTOPOE MO3BOJISIET UM Pa3BUBATh YMEHHS
U HaBBIKA B YCBOCHHWW M CHCTEMATH3allMU MPUOOPETaeMbIX 3HAHHWH, 00SCIIeUMBAET BBICOKHI
YPOBEHb YCIEBAEMOCTH B TMEPHOJ OOYYEeHHs, TMOMOTaeT TMOJIYYUTh HABBIKM TOBBIIICHUS
po(hecCHOHATBHOTO YPOBHSL.

MeTtoaudyeckuMi ~ MaTepualiaMH,  HAMpaBJSIONIMMH  CaAMOCTOSITENIbHYIO  paboTy
00yJarONUXCASBIISIOTCS:

—  y4eOHO-METOAMYCCKHIA MaTepHa 10 JUCIHUILINHE;

—  METOJMYECKHE YKa3aHHsI [0 BBIMTOJTHCHUIO KOHTPOJILHBIX Pa0dOT (I 00yJarOIInuXCst
1o 3a04HOU (hopme 0OydeHus).

11.7. Meroaudeckue ykazaHUsA Ui OOYYArONIUXCS TIO TMPOXOXKIACHUIO TEKYIIEro
KOHTPOJISI YCIIEBAEMOCTH.

Texkynuil KOHTPOJIb YCHEBAEMOCTH NPEIyCMaTpPUBAaET KOHTPOJIb KayecTBa 3HAHUU
00y4aromunxcsi, OCYIIECTBIIEMOTO B TEUCHHE CEMECTpa C IIeNbI0 OICHUBAHMS XO0Jla OCBOCHUS
JUCITUTUTAHBI.

11.8. Metoauueckue ykazaHus Al O0y4YarOUIMXCs MO MPOXOXKACHUIO MPOMEKYTOUHOM
aTTECTAIINH.



https://pro.guap.ru/get-task/72f5bfd68686b1c0ef4ae3a25fb7d448
https://pro.guap.ru/get-task/c2d006368e42beb0e8e4c26dc7612b6f

[IpomexyTounas  arrectanus  OOydaloOIIUXCS — NpEeAycMaTpUBaeT  OLICHHWBAHUE
MPOMEKYTOUHBIX U OKOHYATEIBHBIX PE3yJIbTaTOB 00ydeHHs MO muciuruiiHe. OHa BKIIOYAeT B
cedst:

— D9K3aMeH — (opma OLIEHKM 3HaHUH, MOJYyYEHHBIX OOydYarollMMcs B IpoLiecce
M3YYECHUS BCEHM NUCUUIUIMHBI WM €€ YaCTH, HAaBBIKOB CAMOCTOSATEIHHOU paboThl, CHOCOOHOCTH
NPUMEHATh MX JJIs pEHICHUs MPAKTHUECKUX 3ajad. JK3aMEH, Kak MpaBWIO, MPOBOJUTCS B
nepuoj, SK3aMEHAIlMOHHOW CEeCCHMM U 3aBepILIAeTCsl aTTECTAllMOHHOW OLICHKOW «OTIMYHOY,
«XOPOLIOY, «YIOBICTBOPUTEIHLHOY, «HEYIOBIECTBOPUTEIILHOY.

— 3a4eT — 3TO (opMa OIEHKH 3HAHWH, TOJYUYECHHBIX O0yYaIOMUMCS B XOJIe U3YUYCHUS
y4eOHOM TUCUUIUIMHBI B LIEJIOM UJIM IPOMEXYTOUHas (110 OKOHYaHUU CEMECTpa) OLIeHKa 3HaHUMN
00yyJaroumMcs Mo OTJEIbHBIM pa3jeiaM AUCHUIUIMHBI C aTTECTAIMOHHOW OLIEHKOM «3a4TeHO»
WIH «HE 3a4TEHOY.

— auddepeHunpoBaHHbI 3auyeT — 3T0 ¢dopMa OLEHKU 3HAHWM, MOJYyYEeHHBIX
00yyJaromuMcs Mpu U3yYeHUH JAUCIHUILUIMHBI, TIPU BBHIITOJIHEHUH KYPCOBBIX MPOEKTOB, KYPCOBBIX
paboT, Hay4YHO-HCCIIEA0BATEIbCKUX PAOOT U MPOXOXKICHUH MPAKTUK C aTTECTAlMOHHON OLIEHKON
«OTIUYIHOY, «XOPOIIOY, KYIOBJIECTBOPUTEIHHOY, «HEYIOBICTBOPUTEIHLHOY.

Cucrema OIEHOK MpPH MPOBEIECHUU MPOMEKYTOYHOW AaTTECTAllMU OCYIIECTBIAETCS B
cooTBeTcTBUU ¢ TpeboBanusMu [lonoxenuit «O TekymeM KOHTPOJE YCIEBAEMOCTH U
MPOMEXKYTOUHOH artectanuu cryaeHToB ['YAII, oOyuarommxcs Mo mporpaMmaM BBICIIETO
obpazoBanusi» u «O MOIYJbHO-PEUTHHIOBOM CHCTEME OIICHKM KadecTBa Y4eOHOW paboThl

ctynentoB B 'Y AID.



Jluct BHeceHUs U3MEHEHUH B pabouyto IporpaMMy JTUCIUILINHBI

JlaTta BHECeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
W3MEHEHHUS

ConeprxaHne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOJIA
3aceaHus
Kadeapsl

Iommuce
3aB.

kadempoit




