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PABOYASA ITPOCPAMMA JIMCLHIUIHHEI

«IIporpaMMHo-annapaTHas 3amuTa HiopMaiHmy
(HassecHos e AHCIHILETHHE])

EHHA BKH/
Kon nanpasn MOAreTo 10.05.05
CHELHATBHOCTH
HaumeHoBaHHE HANPABASHHA Be3onacHocT HHGOPMALHOHIBIX TEXHOIOTHH B
NoAroToBKH/ CNEUHANBHOCTH NpaBooXpaHKTeNLHoi chepe
HauMCHOBAHHE Oprasusamia 1 TEXHONOTHH 3AHTH HiHdopMaLiK (B
HANPABICHHOCTH HMHDOPMALMOHHBIX CHETEMAX)
Mopma obyueHut OUHAA
Ton npuema 2025
(-
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AHHOTaNUs

Hucuumimaa  «IIporpamMMHo-anmapaTHas — 3amuTa  HMHGQOpMAanUM»  BXOJUT B
0o0pa3oBaTeNbHYI0 MPOrpaMMy BBICIIETO OOpa3oBaHUS — MPOrpamMMy CHELHUAIUTETa 10
HampaBieHuio noAarotoBku/ crermagbHocTH  10.05.05 «be3onacHocTs  HH(DOPMAIIMOHHBIX
TEXHOJIOTUH B NPaBOOXPAHUTEIbHOH cdepe» HampaBieHHOCTH «OpraHuzalys U TEXHOJIOTUU
3amuThl nHpOopMammu (B MHPOPMAIIMOHHBIX CHUCTeMaXx)». Juciuruimmaa peanusyercs Kadeapoit
«Ne33».

JucuumuinHa HaeneHa Ha GOpMUPOBAaHUE y BBITYCKHUKA CJIEIYIOIIUX KOMIIETEHIMM:

OIIK-5 «Cnoco0eH IUTaHUPOBaTh MpPOBEACHHWE pabOT MO KOMIUIEKCHOM 3almre
nHpopManuu Ha 00beKTe HHPOPMATH3AITUN

OIIK-7 «Cnoco0OeH MpHUMEHSTh NMPOTPaAMMHBIE CPEICTBa CHCTEMHOTO M IPHKIIAHOTO
Ha3HAUEHMsI, SI3bIKU, METO/Ibl U MHCTPYMEHTAJIbHbIE CPEACTBA MIPOrPaMMUPOBAHUS JJIS1 PEILICHUS
po¢eCCUOHATILHBIX 3a/1a1»

OIIK-8 «CnocobeH peamn30BbIBaTh KOMIUICKC MEp 1O OOECICUEHUIO0 Oe30MMacHOCTH
uHpopMaIuy, o0ecreynBaTh KOMIUIEKCHYIO 3aIIUTy MH(POPMALMU U CBEJECHUI, COCTABISIOIINX
rOCYJJapCTBEHHYIO TailHy, Ha o0O0beKkTe HH(pOpPMATH3aLUK C YYE€TOM pellaeMbIX 3aJad u
CTPYKTYpPBI 00beKTa HH(POPMATHU3AINH, BHEITHUX BO3ACHCTBUI U BEPOSITHBIX YTPO3»

OIIK-9 «CnocoOeH NpUMEHATh TEXHOJOIMU IMOJMY4YEeHHUs, HAKOIUICHHUS, XpaHEHUs,
00paboOTKH, WHTEpPHpETAlMd W WCIOJb30BaHUS HWHPOpPMALUU B XOAe NPoQecCHOHATbHOM
JEeSITEIbHOCTI

OIIK-10 «Crmoco0eH OCyHIeCTBIATh AHAIUTHYECKYIO JESITEIHHOCTh C TOCIEAYHOIINM
MCTIOJIb30BAHUEM JIAHHBIX NIPU PELICHUU MPO(PECCHOHATBHBIX 3314

OIIK-11 «CnocoOeH ucnoib30BaTh AaBTOMATU3UPOBAaHHbIE MH(OPMAIIIOHHBIE CUCTEMBI B
podeccCuoHaNbHON 1eATeTbHOCTI

CopnepxaHue AMCLUUIUIMHBI OXBaThIBAET KPYI BOIIPOCOB, CBA3aHHBIX C IPAaBOBBIMU U
IPOrpaMMHO-TEXHHUUYECKUMH  MpoOJeMaMu  3alUThl MH(QOpPMALMU TOCYJAPCTBEHHBIX MU
HETOCYAAPCTBEHHBIX OPTaHU3AIMNA U YUPEKJACHUH, OCYIIECTBISIONINX B3aNMOICHCTBUE 1 0OMEH
JTAHHBIMU [TOCPEJCTBOM 3JIEKTPOHHBIX KOMMYHUKAIIUH.

[IpenonaBanve JUCLUIUIMHBL IpeaycMaTpUBAaeT cieayrolpe (GopMbl OpraHu3aluu
y4eOHOro nporecca: JeKIUH, JJabopaTopHble paboThl, CaMOCTOsITENbHAs padoTa 00yyaromerocs.

[TporpaMmoii JAUCHMIIMHBI MPELyCMOTPEHBI CIEAYIOUIME BUABI KOHTPOJS: TEKYILIMH
KOHTPOJIb YCIIEBAEMOCTH, TIPOMEXYTOUHAsI aTTecTalus B popMe K3aMeHa.

OO0mas Tpy10EeMKOCTb OCBOCHUS JUCLUILIMHBI COCTABISIET 4 3a4eTHBIX eAUHULBI, 144
qaca.

SI3bIK 00yYEHHS 110 TUCITUTUINHE «PYCCKUUN »



1. TlepedeHb mIaHUPYEMBIX PE3yIbTATOB OOYUECHHUS MO TUCIUILTUHE

1.1. Ilenu npenomaBaHus JUCITUTUTHHBI

Llenbro MUCIUIUIMHBI SBIIETCS PUOOPETEHHUE CTYyICHTAMH 3HAHWUH, HABBIKOB M YMECHHIA,
CBSI3aHHBIX C IMPABOBBIMH WM TPOTPAMMHO-TEXHHYECKUMH MPOOIEeMaMH 3allUThl WH(OPMAIHH
TrOCYIapCTBEHHBIX M HETOCYIAPCTBEHHBIX OpPTaHHM3AIMi U YUYPEKICHHUH, OCYIICCTBIISIOIIUX
B3aMMO/ICIICTBIE U OOMEH JaHHBIMU OCPEACTBOM DJIEKTPOHHBIX KOMMYHHKAITHIHA.

OCHOBHBIMH 33JJa9aMH TUCITUTUTAHBI SIBIISTFOTCS:

® O03HAKOMUTH OYyIyIIMX CHEIHUAIMCTOB C MPOOJIEMHBIMU BOMPOCAMHU, DPEIIAEMBIMHU B
00J1aCTH 3aIUTH KOMITLIOTEPHOU MH(DOpMAITUN

® TI0Ka3aTh POJIb COBPEMEHHBIX MPOTPAMMHO-AIAPATHBIX CPEJCTB 3alUThl HH)OPMAIINH B
00ecCIeYeHNH ee IEIOCTHOCTH KOH(PUACHIINATBHOCTH U IOCTYITHOCTH

® TI0Ka3aTh HEOOXOJUMOCTh YCBOGHHUS 3HAaHUM O METoJaX U CPEICTBaxX 3allUThl
KOMIBIOTEPHON HH(POPMAITNH

® OCBETHTH KPYT BOIIPOCOB KAaCAIOIIMXCS NMEPCOHATHLHOW OTBETCTBEHHOCTH JIOJKHOCTHBIX
a1 3a oOecrneueHue Oe3omacHocTH WHGpOpManuu, oOpabaThiBaeMOW B COBPEMEHHBIX

KOMITBIOTEPHBIX CUCTEMAaX

® Co3/laTh YCIOBHUS Ui KA4eCTBEHHOTO OBJIAJICHHS CTYJICHTAMH TEOPCTHYECKUMH
3HAHUSMHU U MIPAKTUUECKUMH HaBBIKAMH MPH PEIICHUH TUIMOBBIX 33[a4 M0 00ECIICUCHHUIO
0e30macHOCTH MHPOPMAIIMOHHBIX TEXHOJIOTHI

® TIOJTOTOBUTH CTYJEHTOB I CAMOCTOSTEIHHOTO HCIIONH30BAHUS IMOJYYCHHBIX 3HAHHIA

JUISL TIPaBHJILHOTO BBIOOpA PEIICHUI MPU MPUMEHEHUU KOMIUIEKCHBIX CHUCTEM 3allUThI

KOMTBIOTEPHON HH(POPMAIIHH.

1.2. JlucuuruiiHa BXOJIUT B COCTaB 00s3aTebHOM 4acTH 00pa30BaTEIbHON MPOrpaMMbI
BhICcIIero oOpaszoBanus (mpanee — OIT BO).

1.3. TlepeuyeHp mIaHUPYEMBIX PE3yIbTaTOB OOYYCHUS IO TUCIUTUIMHE, COOTHECEHHBIX C
IUTAaHUPYEMBIMHU pe3yibTaramu ocBoeHus OI1 BO.

B pesynbrare m3ydeHus TUCHMILTUHBI OOYyYaroOIIMHCS JODKEH 00JiajaTh CIEAYIOUIUMU
KOMITETCHITUSIMU WM MX YacTsIMU. KOMITETEHIIMHM W WHIMKATOPHI WX JOCTH)KCHUS TIPUBEJICHBI B
tabmure 1.

Tabnuna 1 — IlepeueHb KOMIETEHIMI U HUHIMKATOPOB MX JOCTHXKCHHUS

Kareropus (rpymma) Kon n nanMmenoBanue Kon 1 HaumeHoBaHNe HHIUKATOPA
KOMIIETEHIUN KOMITETEHIUU JIOCTHIKEHHST KOMITETEHIIMH
OIIK-5 Crocoben
TUTAHUPOBATH

OIIK-5.3.3 3HaTh OCOOEHHOCTH
OpraHHU3allMOHHBIX U MTPOrpaMMHO-
anrmapaTHbIX METOJUK 00eCIIeUCHUS
nH(pOpPMaIMOHHOMN 6€30TTaCHOCTH

npoBeseHue padoT 1o
KOMIUIEKCHOM 3aIlUTe
UHpOpPMAIUY Ha

Oo6memnpodeccroHabHBIE
KOMIIETCHIIUH

o0BeKTe
nH(opMaTH3aIIH
OIIK-7 Cnocoben OIIK-7.3.1 3HaTh COBpEMEHHBIE
MPUMEHSTH MH(GOPMALIMOHHBIE TEXHOJIOTUU U
MPOrPaMMHBIC MPOrpaMMHEIE CPEJICTBA, B TOM YHCIIC
CpEeJIICTBA CUCTEMHOTO | OT€YECTBEHHOTO MPOU3BOACTBA MPU
Y TIPUKJIATHOTO pelieHnu 3anad npodeccuoHanbHON
HA3HAYCHUS, S3bIKU NeSITEIIbHOCTH
Oo6menpodeccrnoHabHBIE ’ ’
KOMIIETEHIIHH METOLI U OIIK-7.V.1 ymeTh BEIOUpaATh COBPEMCHHBIE
WHCTPpYMEHTAJIbHbIE | MH()OPMAIIMOHHBIE TEXHOJIOTHH U
CpencTBa MIPOrpaMMHBIE CPEICTBA, B TOM YHUCIIE
POrPaMMHPOBAHUS | OTEYECTBEHHOTO IIPOM3BOICTBA TIPH
JUISL peIICHUS pelieHnu 3anad npodeccuoHanbHON

po(heCcCHOHATTLHBIX NEATENBHOCTH
3ama4 OIIK-7.B.1 BiageTs HaBBIKAMU




IIPUMEHEHHsI COBPEMEHHBIX
MH(POPMAIMOHHBIX TEXHOJIOTHH U
IIPOrpaMMHBIX CPEJICTB, B TOM YHCJIE
OTEYECTBEHHOI'0 IPOU3BOJICTBA, IIPU
peleHny 3a7a4d IpoQeccuoHaIbHOR
JEATEIbHOCTU

O6menpodeccroHanbHbIE
KOMIIETCHIIUH

OIIK-8 Criocoben
pealln30BhIBAThH
KOMILJIEKC MEP T10
00eCIIeYCHUIO
0e30macHOCTH
uH(pOpMaIHuy,
obecrieynBaTh
KOMILJIEKCHYIO
3aumTy nHboOpMaluu
U CBCJCHUM,
COCTaBJISIOIIHMX
roCyIapCTBEHHYIO
TaliHy, Ha 00BbEKTE
UHPOPMATU3AIUH C
Y4ETOM peliacMbIX
3a/1a4 U CTPYKTYPBI
00BeKTa
UH(pOpPMAaTHU3aLINH,
BHEIITHUX
BO3JIEUCTBUU U
BEPOSITHBIX YIPO3

OIIK-8.3.4 3HaTh MOPSIOK BBOJA 00BEKTA
MH(GOPMATU3AIMH CUCTEMBI TEXHHUECKOM
32U Thl MH)OPMAIIMK B SKCILTYaTaIHIo,
MOPSIJTOK TTPOBEJICHUS KAaTETOPUPOBAHHMS
TEXHUUYECKHUX CPEJICTB U CHCTEM U
aTTecTanuu 00beKTOB MH(GOPMATH3AIINN
TpeOoBaHMAM O€30MaCHOCTH WH(POPMALINH,
MOPSAJIOK CePTU(DUKAIIMY TEXHUIECKUX
CPEJICTB 3alUThl HH(POPMAITUH

OIIK-9 Criocoben

MPUMEHSITh
TEXHOJIOTUU
OIIK-9.Y.1 ymeTh NpOeKTUPOBATH MOJAETU
MOy YCHUS,
JAHHBIX, CETH M CUCTEMBI Iepelavud U
HAKOIUICHUS,
Ob6menpodeccuoHanbHble | XpaHEHUS obpaGotku midopmarH
P P i OIIK-9.B.2 B1ageTh HaBBIKaMU
KOMIIETCHIIUU 00paboTkH,
000CHOBAHHOTO BHIOOPA COBPEMEHHBIX
UHTEPIIPETALNU U
CUCTEM YIIpaBJieHUs 0a3aMu JaHHBIX U
UCTIOJTb30BaHUS
00paboTku nHpOpMaIuu
UHpOpPMAIIUU B XO/1€
npodeccnoHaTLHON
JIeSITeIbHOCTH
OIIK-10 Cnocoben
OCYILIECTBIIATh
AHAJTUTHYECKYIO
y OIIK-10.B.2 BnageTh HaBbIKAMHU
JeSITETTLHOCTD C .
KPUTHUYECKOW OIIEHKU HAJISKHOCTH
Ob6menpodeccnoHanbHbIE | MOCIETYOINUM
MCTOYHUKOB MH(POPMAIIUU U pabOTHI C
KOMIIETCHIINU UCTIOJIb30BaHUEM . .
uHpopMaIMe, MOITy4eHHONU U3 pa3HBIX
JTAHHBIX TIPU
HCTOYHUKOB
peleHnH
po(hecCHOHATTLHBIX
3a1a4
OIIK-11 Crnocoben OIIK-11.B.2 BnageTh HaBBIKAMU
Ob6mmenpodeccroHanbHbIE
UCIIOJIb30BaTh MCIOJIb30BaHUS POTPAMMHBIX

KOMIICTCHIIUHN

ABTOMATU3UPOBAHHBIC

KOMIUIEKCOB JJId pCIICHUS ITPUKIIaIHBIX




UH(POPMAIMOHHEIE 3a71a4 B IPO(eCCHOHATBHON eI TETbHOCTH
CUCTEMBI B
npodeccroHaIbHOM
JeSITEITIbHOCTH

2. Mecro mucuuruinHb B cTpykType OI1

JuctumnnuHa MOXeT 60a3upoBaThCsa Ha 3HAHUAX, paHee MPHUOOPETEHHBIX 00YYarOIIUMHUCS
MPY U3YYECHUH CIEAYIOIUX JUCUUTLIVH:

— «HMuabopmaTuka,

— «SI3BIKH IPOrpaMMHUPOBAHUS,

3HaHUs, TONYYCHHBIC MPU U3YYCHUH MaTepualia JaHHOW UCUUILIMHBI, UMEIOT Kak
CaMOCTOSITEJIbHOE 3HAUE€HUE, TAK U MOTYT MCIOJIb30BATHCS IPU U3YUYEHUHU JPYTUX AUCHUILIINH:

— «YnpaBiieHue MHOOPMAIMOHHONM 0€30IIaCHOCTHIO,

— «lIpon3BoACTBEHHAS MPEeAAUIIIIOMHAS IPAKTUKAY

3. O0BeM U TPyA0EMKOCTh AUCITUTUTHMHBI
Jannsle 06 oOmieM o0beMe AMCHUUIUIMHBI, TPYAOEMKOCTH OTHAEIbHBIX BUIOB Yy4eOHOI
paboThI 10 AUCUUIUIMHE (M pacIpeielIeHHe 3TON TPYI0EMKOCTH 110 CEMECTpaM) MPeICTaBIEHbI B
tabnune 2.

Tabmuma 2 — O0beM U TPYJIOEMKOCTh JUCIMILITUHBI

TpyaoeMkocTs o
Bun yue6Hoit paboThl Bcero ceMecTpaMm
Neb
1 2 3
Obwasn mpyooemkocmp OUCUUNIUHDL, A/ 144 4/ 144
3E/ (uac)
U3 nux uacoe npakmuueckoil n0020moeKu
AyoumopHnule 3aHamus, BCETO 4ac. 68 68
B TOM YHCJIE:
nexkuuu (JI), (vac) 34 34
npaktuyeckue/cemunapckue 3ansatus  (I113),
(gac)
naboparopHbie padoThl (JIP), (dac) 34 34
KypcoBoit mpoekT (pabota) (KII, KP), (dac)
sK3aMeH, (Jac) 36 36
Camocmosmenvnasn paboma, Bcero (4ac) 40 40
Buo npomescymounoii ammecmayuu: 3a4er,
mubd. 3auver, sk3amen (3auer, [dudd. 3ay, JK3. JK3.
OK3.*¥)

*k
IIpuMmeuanue: kaHAUDATCKUI JK3aMeH

4. CopneprxaHue TUCIUTITAHBI
4.1. PacnpeneneHue TpyI0EMKOCTH AUCLUUILIMHBI 110 pa3/ieiaM U BUJIaM 3aHSATHI.
Pa3nensl, TeMbl AUCHUTUIMHBI U UX TPYJAOEMKOCTh MPUBEACHBI B Ta0OHIIE 3.

Tabnuma 3 — Pasnesnsl, TeMbl AUCIUILUIMHBI, X TPYJI0EMKOCTh

Paznensl, TeMbl AUCIUITIIMHEI Jlewwmn | 113 (C3)| - JIP KII CPC
’ (dac) (dac) (dac) (dac) (dac)
Cemectp 6
Paznen 1. IlporpamMHo-anmapaTHblie cpeacTBa 8 8 10
pasrpaHU4eHus JOCTyIa K KOMIBIOTEpHON




nHpOpMauu

Paznen 2. [IporpaMMHO-anmapaTHble CpesicTBa 8 8 10

Kpunrorpaduieckoi 3auThl HHGOpMaLUH.

Paznen 3. [IporpaMMHO-anmapaTHbIe CPEICTBA

3aIIUTHI IPOrPAMMHOIO 00ECIIEUEHUs OT 8 8 10

KOIMUPOBAHUS U U3YUCHUS

Paznen 4. TlporpamMHo-amnapaTHas 3alyra

KOMIIBIOTEPHON MH(OPMALIMK OT Pa3pyIAIOIIHX 10 10 10

MPOrpaMMHBIX BO3JIEHCTBUI

Hroro B CEeMECTpE:

34 34 40

Hroro | 34 0 34 0 40

[IpakTnueckas

noAroTOBKa  3aKJIIO4acTCA B HCIOCPCACTBCHHOM  BBIIIOJIHCHUU

OOy4alolUMUCSl  OMNpEAENCHHBIX  TPYIOBBIX  (PYHKIMH,  CBSI3aHHBIX C  Oynymiei
poecCHOHATLHOM IeATeThHOCTHIO.

4.2. CopeprxaHue pa3iesioB U TEM JIEKIIMOHHBIX 3aHITHIA.
Copneprkanue pa3ziesioB U TEM JIEKIIMOHHBIX 3aHATHI NPUBEACHO B TabiuIe 4.

Ta6nuna 4 — CoaeprkaHue pas/ieioB U TEM JICKITMOHHOTO IMKJIa

Howmep paznena

HazBanue u comepkanue pa3faesioB U TEM JEKIMOHHBIX 3aHATUI

1

Tema 1. Beeoenue. Ipoepammno-annapamusie  cpedcmsa
pasepanuyenus 00Cmyna Kk KOMnslomepHol uHGopmayuu.

Beenenune. llenn m 3agaunm gucuuiuiiHel. OCHOBHBIE TOHATHS U
ompeneneHusi B 00ONacTH 3alIUTHl KOMIBIOTEPHOW HH(OpMAIIHH.
CoBpemMeHHast CHUTyaluss B OOMacTH 3aIIUTHl  KOMITBIOTEPHON
nHpopmanun. OCHOBBI 3alIUTHl KOMIBIOTEpHOH HH(POPMALUH OT
HECAaHKIIMOHUPOBaHHOrO  jgocTyma.  OCHOBHbIE  TEPMHHBI  H
omnpeneNieHuss B 00JacTH 3alUThl KOMIIBIOTEPHOH HH(pOpPMAaLMH OT
HC/l. OcHoBuble mnpuHIMNB W HampasiaeHus 3anmtel ot HC/I.
dopMmanbHbIe MOJIETHN YIIpaBJICHUS JIOCTYIIOM. Tlonsrue
UACHTUGUKALMN W ayTeHTUGUKAIMU  CyObeKTa.  AJITOPUTMBI
ayTeHTU()UKALMK I10Ib30BaTeNCH.

CekperHas wuHOpMaus, HCHOIb3yeMass IS KOHTPONIS HOCTyIa:
KIIOYM M [apoiad. 3JOyMbIIUIEHHUK H Kioud. Kiaccuduxarus
CPEICTB XpaHEHHs KIO4YeH M HIAeHTUHUUpYIOmEeH HHpOpMaIHH.
MarautHele  OUCKM  MpSIMOrO  JOCTyMa. MarautHele U
uHTemekryansHbie. Cpencteo TouchMemory.

Tema 2. Ilpocpammuo-annapamuvie cpedcmea Kpunmozpaguyeckoll
3awumul uHGhopmayuu.

Ponp 1 MecTo KpunTorpaduyeckux METOJ0B U CPEIICTB B 00ECTIeUeHUH
0e30MmacHOCTH KOMITbIOTepHOH HH(opManuu. OCHOBHBIE TOHSTHS U
MPOLEeyPhl TEXHOJIOTHH YIIPaBICHHUS KPUNITOrpadhUUECKUMHU KITFOUaMH.
AnmapaTHble W IpOrpaMMHO-aNmapaTHble CPEACTBAa KPHUITO3AIIMUTHI
naHHbeIX. [locTpoeHne ammapaTHBIX KOMIIOHEHT KPHIITO3AIIHUTHI
JaHHBIX, crnenuanu3upoBanHele CBUC kak HocuTenu anropurMa
mmdpoBanus.  3ammTta  anroputMa  mMQpoOBaHU;,  TPUHIKI
YyBCTBUTENHHOMN 00JIACTH M IPUHIUI TJIaBHOTO Kitoda. HeoOxoaumele
W JIOCTaTo4Hble (YHKUMH amnlapaTHOrO CPENCTBA KPHUINTO3AIHUTHL
CexperHas wuH(pOpMaIus, HCHOJb3yeMas s KOHTPOJIS JOCTyTia:
KIIIOYH ¥ TIAPOJIH.

Tema 3. IIpoepammno-annapamnule cpedcmea 3auumol
nPOSPaAMMHO20 0becheyenus Om KONUPOBAHUS U U3YUEeHUSL.
HecankimonnpoBanHoe KomupoBaHue mporpamm  kak tun  HCJL




IOpugnueckue  acnekTsl HECAaHKUMOHHMPOBAHHOTO  KONMHMPOBAHUSA
nporpamM. OO11ee MOHATHE 3aIIUTHI OT KOITUPOBaHUS. Pa3HOBUIHOCTH
3aJa4 3aluTel OT KomupoBaHus. llpussszka IIO k amnmaparHomy
OKPYKECHHIO U (U3MYECKHUM HOCHUTENSIM KaK €IMHCTBEHHOE CpPEACTBO
3anmTel 0T KommpoBanus [1O. IlpuBszka mporpaMm K THOKHM
MarHuTHBIM guckam (I'MJI). IlpuBsizka mnporpaMm K KECTKUM
MarauTHbIM auckam (KM/I). Ocobennocru npuBsizku k KMJI. Bugpt
metok Ha JXKMJI. TlpuBsizka K NPOYMM KOMIIOHEHTaM IITATHOIO
obopynoBanuss [I9BM. IlpuBszka K BHEWHHM (100aBISEMBIM)
anemenTam [IOBM. [lpuBs3ka Kk TOPTOBEIM KiTtodaM. Vcmonb3oBaHMe
JIONIOJIHUTENBHBIX IUIAT pacuIupeHus. Meronasl "BOIASHBIX 3HAKOB" U
MetoAsl "ormeuarkoB mnanbieB". [loHATHEe W3ydYeHHWS W OOpaTHOTO
npoektupoBanus 110. Lenn u 3agaun nzydenus padotsl [10. CriocoOsr
n3ydenus [1O: cratudeckoe W JuUHaMuU4eckoe u3ydeHue. Pomb
MPOrpaMMHOM M ammapaTHoil cpenpl. BpeMmeHHas HaJeKHOCTb
(HEeBO3MOXHOCTb ~ OO€cCleYeHHsI TapaHTUPOBAHHOW  HAJEKHOCTH).
3ammra oT oTianku. uHamudeckoe npeodpasoBaHue Kona. [IpuHInn
JIOBYIIEK M HM30BITOYHOTO KOJA. 3amuTa OT IU3acCeMOIMPOBaHMUSL.
[Mpunuun BHewrHeW 3arpy3ku ¢aiiioB. JuHamuueckas MoauduKanus
MpPOrpaMMBbl. 3alIiTa OT TPACCUPOBKHU MO MPEPHIBAHUSAM.

Tema 4  Illpocpammuo-annapamuas  3auuma  KOMNbIOMEPHOU
uHGopMayuu oM  paspywaowux — NPOSPAMMHLIX  8030€UCMBUL.
3axniouenue.

3amuTa OT pa3pyIIaloNX MPOTPaMMHBIX BO3JAeHCTBHIl. Bupycsl kak
0CcOOBIf  KIacc  paspyllaloluX  NPOTPAMMHBIX  BO3JEHCTBHIM.
H606XOI[I/IMI)IC n JOCTAaTOYHBIC YyCI10BHUA HEOOIMYICHU A
paspy1aromiero Bosaeiicteus. IIoHsITHE N30IMPOBAHHON MPOTPaMMHOM
cpenbl. IIporpaMMHbie cpelcTBa aHTUBUPYCHOM 3alIUThl: OCHOBHBIE
XapaKTCPUCTUKH, IPHUHITUIIBI IOCTPOCHUA U IPUMCHCHU .

4.3. Tlpaktryeckue (CEeMHHAPCKUE) 3aHATHS
Tembl MPaKTUYECKUX 3aHATUH U UX TPYIOEMKOCTh MPUBEIEHBI B TAOIHUIIE 5.

Ta6nnua 5-— HpaI(TI/ILIeCKI/Ie 3aHATHUA U UX TPYAOCMKOCTD

N3 Hux Ne
Ne | Temsl npaktnyeckux | @opmbl npakTU4ecKuX | TpyloOeMKOCTb, |IPAKTUYECKOH |pasnena
/o 3aHATUN 3aHATUN (gac) MOATOTOBKH, | JUCLIMII

(gac) JIUHBI

VY4eOHbIM IJIAHOM HE IPEyCMOTPEHO

Bcero

4.4, JlabopaTOpHBIC 3aHATHUS
Tembl 1a00paTOPHBIX 3aHATUH U UX TPYJIOEMKOCTh NPUBEIEHBI B TabnuLe 6.

Tabnuna 6 — JlabopaTopHbI€ 3aHSTHS U UX TPYJAOEMKOCTh

N3 Hux Ne
2| Honvenonanme maGoparopmx paor | PYACSMOETE. | mpakTiecio | pastena
(gac) JIUHBI
Cemectp 6
1 | CpaBHHUTETBHBIN aHATH3 TOHATHIHBIX allIapaToB 8 1
Pa3IMYHBIX HICTOYHUKOB B 00JaCTH 3aILHThHI




nH(poOpMaLUny.

2 | UccnemoBanue ocobeHHOCTEH 2
Kpunrorpadguieckoi 3auyTel THPOPMALUHU IPH 8
MPUMEHEHHH KJIACCHYECKUX IIH(POB 3aMEHEI

3 | 3amwura CD niau DVD nuckoB OT KonUpoBaHUS C 3
MIOMOIIBIO IPOTPAMMHOTO CPENICTBA 8
WildCDProtector

4 | IlpoBepka NOTEHIMAIBHBIX MECT 3aITUCH 4
BPEIOHOCHOTO IIPOIPaMMHOI0 00ecIieueHHs B 10
CHUCTEMHOM pEeCcTpe ONEPaLMOHHON CUCTEMBI
Windows

Bcero 34

4.5. KypcoBoe npoekTHupoBaHue/ BHIIOJHEHUE KYPCOBOM paboThI
VY4eOHbIM IJIaHOM HE IPEIyCMOTPEHO

4.6. CamocrosTenbHas padoTa 00yJarOIXCs
Buner camocTosTensHOM paboThI U €€ TPYI0EMKOCTh MTPUBEICHEI B Ta0HIE 7.

Tabnuua 7 — Buzibsl caMocTosATEIbHOM paboThl U €€ TPYIA0EMKOCTh

. Bcero, | Cemectp 6,
Bun camoctosiTenbHON paboThI
qac qac
1 2 3
W3ydeHue TeopeTHueckoro Marepuana
20 20
jquctumuiiael (TO)
KypcoBoe npoektupoBanue (KII, KP)
Pacuerno-rpaduueckue 3aaanus (PI'3)
Brimoanenue pedeparta (P)
[ToaroroBka Kk TeKyIeMy KOHTPOIIO 10 10
ycneBaemoctH (TKY)
Homamnee 3aganue ([13)
KonTposbhbie paboTsl 3a0uHukoB (KP3)
IloaroroBka K MpoOMEKyTOUHON
10 10
arrectaruu (ITA)
Bcero: 40 40

5. Ilepeuenn yueOHO-METOIMIECKOTO 0OECTICUSHHUSI
ISl CAMOCTOSTENILHON pabOoThl 00YYAIOIIMXCS 1O AUCIUIUINHE (MOIYJIIIO)

Y4eOHO-MEeTOANYECKHE MaTepHaibl JJIsi CaMOCTOSITEIIbHOW paboThl 00y4YaromMXcsl yKa3aHbl B
n.a. 7-11.

6. IlepedeHp eUaTHBIX U SJIEKTPOHHBIX YUEOHBIX M3IaHHUHA
[lepeueHp nevaTHBIX U AJIEKTPOHHBIX YUEOHBIX U3/1aHUN MpUBEIEH B TadIuIe 8.
Tabnuua 8— IlepedeHp MeYaTHBIX M IEKTPOHHBIX YUEOHBIX M3AaHUI

KomaecTBo 9K3eMIUIIpOB B
[udp/ bubnuorpadudeckas ccbuika OubmoTexe
URL anpec (KpOMeE AIIeKTPOHHBIX

AK3EMIUIIPOB)




004.065 Oydaer 2.B. baspl nanusx: yaueOHoe nocodue 3.- M: 60
Axanemust, 2008.

004.6(075) lamannna B.A. ba3bl maHHBIX: BBEACHHE B TEOPHIO 64
pensmoHHBIX  6a3  maHHbEX. — CIIB:I'OY BIIO
«CTIBI'Y All»,2008

004.4(075)® | IlakeTbl NPUKIAAHBIX MPOrpaMM: ydeOHOE mocobue 60
96 g yupexgenuin CIIO/ 3. B. ®ydaes, JI. H.
Oydaena. - 4-¢ u3n., crep.. - M.: Akamgemus, 2008. -
352 ¢

http://e.lanbook.com/books/element.php?pll_id=511
7
Bbenenbkas, M.H. AIMHUHHCTpHUPOBaHNE B
MH(OPMAITMOHHBIX CHCTEMaX. [ DNEeKTPOHHEBIH pecypc|
yuebnoe mocobme / M.H. benenskas, C.T.
Manunosckuii, H.B. fIkoBeHKk0. — D5eKkTpoH. AaH. —
M. : T'opsiuast muaug-Tenekom, 2011. — 400 c.

004.65 144 | luro, C.M. ba3el maHHBIX: TPOCKTUPOBAHHE U 10
HCIOJIb30BaHHE: yueOHuK.-M.: @duHaHCHl WU
cratuctrka,2005.
681.518(075) | Muporos B.FO. UudopmannoHHble CHCTEMbI U 0a3bl 15
1133 JAHHBIX: OpraHu3alus W  IPOEKTUPOBAaHUE. —

CII6:bXB —Ilerepoypr,2009.

http://e.lanbook.com/books/element.php?pll id=2713
3unuenko, JI.A. buonnmdeckne wWHHOPMATMOHHBIC
CHCTEMBbI )51 Hux IMPaKTUYCCKUC IIPUMCHCHUA
[DnexTponnsni pecype] : / JILA. 3uHuenko, B.M.
Kypeitunka, B.I'. Penpko. — Dnekrpon. gan. — M. :
®uzmarmut, 2011. — 286 c.

004.007(075) | ApxuTekTypa BBIYHUCIHTEIBHBIX CHCTEM: Yy4YeOHOE 10
M 69 nocobue/ B. I'. XopoieBckuid. - 2-¢ u3., nepepad. u
jomn.. - M.: Mz3a-so MI'TY um. H. 3. baymana, 2008.

7. IlepedyeHb JEKTPOHHBIX 00OpPA30BATEIBHBIX PECYPCOB
MH(OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHOU ceTn « THTepHeT»
[lepeuenn 3JIEKTPOHHBIX o0pa3oBaTenbHBIX pecypcoB MH(POPMAIMOHHO-
TEJICKOMMYHHUKAIIMOHHON cetn «VIHTepHEeT», HEOOXOAUMBIX HJsl OCBOCHHUS JAUCUUIUTHHBI
npuBeJieH B TaduIe 9.

Tabmuma 9 — TlepeyeHb OdNEKTPOHHBIX 00pa30BaTEIBLHBIX PECYpCOB HWHGOPMAIMOHHO-
TEJICKOMMYHHKAIIMOHHOM ceTu «HTepHeT»
URL anpec HawnmenoBanue

http://www.intuit.ru HarpioHanbHbIi OTKPBITHIH YHUBEPCUTET
UHTYUT

http://citforum.ru/security/articles/ Nupopmanmonnas 6e30nacHOCTD - CTATbH,
0030pbl, KHUTH

http://www.intuit.ru/studies/courses/3499/741/info | Texunonapk Mail.ru Group: ba3bl 1aHHBIX

8. Ilepeuenr nHGOPMALIMOHHBIX TEXHOJIOTUI
8.1. [lepevueHp TPOTPaMMHOTO OOCCIICUEHUS, HCIOJIB3yEeMOr0 IPH OCYIICCTBICHHH
00pa3oBaTEeNBHOTO MPOIECcca MO AUCLUIITUHE.
[lepeueHb UCHOIB3yEMOro MPOrpaMMHOr0O obecriedeHus mpeacTasieH B Tadbnaune 10.

Ta6muma 10— IlepedeHb mporpaMMHOTO 00CCTICUCHHMSI

Ne o/t HanmenoBanue

He npenycmotpeno




8.2. IlepeueHb HH(POPMAIIMOHHO-CIIPABOYHBIX CUCTEM, HCITOJTb3YEeMBIX pu
OCYIIECTBIICHUU 00pa30BaTEILHOrO MPOoIecca Mo AUCIUILINHE

[lepeueHb WCTHONB3YEMBIX HH(POPMAIMOHHO-CIIPABOYHBIX CHUCTEM TMPEJICTABICH B
Tabmuie 11.

Tab6nuna 11— Ilepedyenb nHGOPMAILIMOHHO-CIIPABOYHBIX CHCTEM

Ne /i HauMmeHoBaHue

He nmpenycmotpeno

9. MarepuanbHO-TeXHHUYECKas Oa3a
CoctaB  MaTepualbHO-TEXHMYECKOH 0a3bl, HEOOXOAWMOW Ui  OCYIIECTBJICHHUS
00pa3zoBaTeNbHOrO Mpolecca Mo AUCHUILIMHE, MTPpeICTaBleH B Tabiauuel?2.

Ta6muma 12 — CocTaB MaTepHAIbHO-TEXHUYCCKOM 0a3bl

Ne HaumenoBanue cocTaBHOM 4acTh Howmep aynuropun
/o MaTepUaIbHO-TEXHUYECKOM 0a3bl (mpu HE0OXOAUMOCTH)

JlekunoHHas ayauTopus

MynsTuMeuiiHas JEKIMOHHAS Ay UTOPUS

10. OueHo4HBIE CpEACTBA TSI TIPOBEICHUS MTPOMEXKYTOUHOM aTTeCTAIIH
10.1. CocTaB OILIGHOYHBIX CPEACTBIJIA MPOBEICHUS MPOMEKYTOYHOM aTTeCTalluu
oOyJaronuxcs 1Mo AUCIUTUINHE IPUBEACH B Tadmuie 13.
Tab6nuna 13 — CocTaB OLIEHOYHBIX CPEJICTB ISl TPOBEICHUS] IPOMEKYTOUHON aTTECTAIMH

Bua mpoMexyTo4HOM aTTecTaluu [TepedeHb OLIEHOYHBIX CPENICTB
DK3aMeH CnmcoK BOIIPOCOB K 9K3aMEHY;
DK3aMeHaIMOHHEIC OUJICTHI;
3amaunu;
TecTsl.

10.2. B kauecTBe KpHUTEPUEB OLEHKU YPOBHSI CPOPMHUPOBAHHOCTU (OCBOCHUS)
KOMIIETEHIIMI O0YyYaromuMuCs TpUMEHseTcsl S5-0ayuTbHas IIKana OIEHKH CPOPMHUPOBAHHOCTH
KOMIIETEHLIU, KoTopas npuBeseHa B Tabnuue 14. B Teyenue cemectpa MOXKET UCHOJIB30BaThHCA
100-0annpHas  mKana  MOAYJIbHO-PEHTMHIOBOM  CUCTeMBbl — YHHBEpCUTETa,  IpaBUIIa
WCTIOJIB30BAHUSI KOTOPOH, YCTAaHOBJIEHBI COOTBETCTBYIOIINM JIOKAJIHHBIM HOPMATHBHBIM aKTOM
I'VAIL
Tabmuma 14 —Kputepun olieHKH YpOBHSI cDOPMUPOBAHHOCTH KOMICTCHITHI

OI_[eHKa KOMIICTCHIIV

XapakreprucTruka chopMUPOBAHHBIX KOMIIETEHIIUMA
5-0aupHad mKaa apaKIep (popwirpo

— oOyuaromuiicss TIIyOOKO M BCECTOPOHHE YCBOWJI IPOTPAMMHBIN
MaTepHal;

— YBEPEHHO, JIOTUYHO, MTOCJIEIOBATEIILHO ¥ TPAMOTHO €0 U3J1araeT;

— OMHpPasiCh HAa 3HAHHWSI OCHOBHOW W JIOTIOJHUTEIHHOW JHTEparyphl,
TECHO MPHUBSI3HIBACT YCBOCHHBIC HAYYHBIE MOJIOKEHHS C MPAKTUICCKOM
JESTEIPHOCTHIO HATIPABIICHUS;

— yMeJi0 00OCHOBBIBAET U APTYMEHTUPYET BHIJIBUTAEMbIC UM UJICH;

— JIeNaeT BBIBOJIBI M 00OOIICHUS;

— CBOOOJTHO BJIAJICET CUCTEMOM CIEIMATM3UPOBAHHBIX TIOHSITHIA.

«OTJIMYIHO»
GauTCHO»




OneHKa KOMIIETEHIUH X .
N, A, apaKTEpPUCTHKA COPMHUPOBAHHBIX KOMITETEHLIMI
— o0yyaromuiicst TBEpJ0 yCBOMII IPOTPaMMHBII MaTepual, rpaMOTHO U
O CYUIECTBY MH3JlaraeT ero, ONMpasch Ha 3HAHUS OCHOBHOM
JUTEPATYPHI;
(OO — HE JIONYCKAeT CyIIECTBEHHBIX HETOYHOCTEH; 5
GATCHOY — YBSI3BIBAE€T YCBOCHHBIC 3HAHHMA C MPAKTUYECKOH JEATETHHOCTHIO
HarpaBJICHUS;
— apryMEHTUPYET Hay4HbI€ TOJI0KEHUS;
— JIeNaeT BBIBOJIbI M 000OIICHUS;
— BJIaJICeT CUCTEMOM CIIEIIMATN3MPOBAHHBIX TOHITHIA.
— oOy4aromuiicss ycBOMJI TOJILKO OCHOBHOM MPOrpaMMHBIN Marepual,
[0 CYIIECTBY M3JaraeT €ro, ONUpasch Ha 3HAHUS TOJIBKO OCHOBHOM
JUTEPATYyPHI;
— JIOIyCKaeT HEeCYLIECTBEHHbIE OIIMOKN U HETOYHOCTH;
«yJIOBJIETBOPUTEIIHLHO .
GATICHOY — UCTIBITHIBACT 3aTPYAHEHHUs B TNPAKTUUYECKOM NPUMEHEHMH 3HaHWUN
HalpaBJICHUs;
— ¢1a00 apryMeHTUpPYeT Hay4YHbIE TIOJIOXKEHUS;
— 3aTpyaHsAeTCs B (JOpMYJIMPOBAHUH BBIBOJIOB U OO0OIICHUIA;
— YaCTUYHO BJIa/ICET CUCTEMOH CIIEIMATN3UPOBAHHBIX OHATHIL.
— o0yyaromuiics He YCBOWJI 3HAYUTEIBHOW 4YacTH MPOrpaMMHOIO
MaTepuana;
— JIOIyCKaeT  CYLIECTBEHHbIE  OMIMOKM M HETOYHOCTH  IpHU
«HEY/IOBIICTBOPUTEIIHLHO .
«HE AITCHON paccMOTpeHUH Mpo0JieM B KOHKPETHOM HaIPaBJICHUH; 3
— UCTIBITHIBACT TPYAHOCTH B MPAKTUUECKOM MPUMEHEHUN 3HAHUA;
— HE MOKET apryMEHTUPOBATh HAyUHbIE MTOJIOKEHUS;
— He (opMyIUPYET BBIBOJIOB M 000OIIICHMIA.

10.3. TumoBble KOHTPOIBHBIC 3aITaHNS WIIN HHBIC MaTePHATIBL.
Bomnpocs! (3amaun) Ui sK3aMeHa npeicTaBieHsl B Tabmmie 15.

Tabmuma 15 — Bonpocs (3agaun) ajis sSK3aMeHa

Kon

Ne n/m [lepeuens BOpoCoOB (3a1a4) /Ui SK3aMeHa
WHMKATOpa

1 1. OcHOBHEBIC TIOHATHSI U OTIPE/ICICHUS | B 00JIACTH 3aIUTHI OJIIK-5.33
KOMITBIOTEPHOH HH(OPMAIIUH.

2. CoBpeMeHHas cUTyalysl B 00JIaCTH 3alIUThl KOMIIBIOTEPHOM
nHpopMaruu.

3. TpeboBanus K cucTeMam 3aIUThl HHPOPMALIH.

4. lonsaTue yrpo3sl 6€30MaCHOCTH KOMITBIOTEPHON HH(pOpMAaLny.
HHTepBan noTeHUaaIbHON OTTACHOCTH.

5. Knaccuduxkaiius yrpo3 0€301acCHOCTH KOMITBIOTEPHOM
nHdopMaIuu.

2 6. UcTounuku, pucku u (popMbI aTak Ha HHPOPMAILIHUIO. OIIK-7.3.1
7. IIpUHIMTIBI 3aITUTH KOMITBIOTEPHON HH(pOpMain

8. Unentudukanms cyobekTa, MOHATHE MPOTOKOJIA
UICHTUDUKALINY, UICHTUPUIIUPYOIIast WHMOPMAIHS;

9. OcHoBHBIE TIOIXO BT K 3amuTe qaHHBIX oT HCJI (KOHTpOJIb
JOCTyTIa U pa3rpaHudeHne JOCTYIa, HepapXMUeCcKUil JOCTYI K
(hatimy).

10. ®opManbHble MOAEIU YIPABICHUS JOCTYIIOM.

11. Kimaccudukarms CpeicTB 3aIUTh KOMITBIOTEPHON HHGOpMAITHH
ot HCJI

3 12. AyTterTudukanys moyiap3opaTeneidi. OCHOBHBIC aJTOPHTMBI OIIK-7.V.1
(TpOoTOKOITBI) ayTEHTU(UKAIINH.

13. AAMUHUCTpUpPOBAHHE CETEH B acriekTe 0€30IMacHOCTH
nHpopmaruu




14. 3amura ceteBoro ¢aitoBoro pecypca, puKcaus A0CTyna K
(aiinam.

15. JlocTyn K TaHHBIM CO CTOPOHBI MpoIiecca, CHOCO0b! (PUKCALIH
(akra gocTyrma.

OIIK-7.B.1

16. Hage:xHOCTh CHCTEM OTpaHUYEHUS JOCTYIIA;
17. 3ammra ¢daiioB OT U3MCHEHHS,
18. DnexTponHas uudposas noanuch (ALII);

OIIK-8.34

19. Mertonbl ¥ cpeAcTBa OTPaHUUYEHHUSI 1OCTyIa K KOMIIOHEHTaM
OBM;

20. IlporpamMMmHO-anmapaTHble CpeicTBa MU (POBaHS;

21. llocTpoeHue anmmapaTHBIX KOMIIOHEHT KPUIITO3AIUTHI IAHHBIX;
22. 3ammTa aroputMa mu@poBaHHsL.

OIIK-9.¥.1

23. llpuHIMT 9yBCTBUTETHHON O0JIACTH M TPUHIIUTI TIIABHOTO
KITI0Ya,

24. Tlaponu ¥ KIIFOYH, OpraHu3aIus XpaHEeHUs KITHYei;

25. HeoOxoauMeble U AocTaToOvHbIe (PyHKITMH aIllapaTHOTO CPEIICTBA
KPHUIITO3AIIUTHL;

26. 3ammTa MporpaMM OT HECAHKIIHOHUPOBAHHOTO KOTIMPOBAHUS;
27. 3aumTa nporpamMm OT U3y4YEeHHS;

OIIK-9.B.2

28. 3ammra nporpamMm OT OTIAIKH, 3aLIUTa OT
J3acceMOIMPOBaHUs,

29. 3amuTa IporpaMM OT TPACCUPOBKH M0 IPEPhIBAHUSM;

30. 3ammTa OT paspylarImuX IporpaMMHbIX Boneiictuii (PIIB);
31. KomnbroTepHble BUPYCHI Kak 0coObIi kinacc PIIB;

32. HeoOxonuMble U JOCTATOUHBIE YCIOBHSI HEAOIY IICHHS
pa3pyLIalOUIEro BO3AECHCTBUS

OIIK-
10.B.2

33. IlonsTHE N30JIMPOBAHHON POTrPAMMHOM CPEBI.

34. OO01as xapaKkTeprCTUKA U KJacCU(PUKAH BPETOHOCHBIX
MPOTrpaMM.

35. Komnbrorepusie Bupychl. Kiaccugukanus KOMIbIOTEPHBIX
BHPYCOB.

36. OCHOBBI TEXHOJIOTUH aHAIN3a 3AINUIIEHHOCTH KOMIIBIOTEPHBIX
CHCTEM yIpaBJIeHHs U 00paboTK HHPOPMAIUH.

37. MHOTOYpOBHEBaS 3alTa KOPIIOPATUBHBIX CEeTeH.

OIIK-
11.B.2

Bomnpocs! (3amaun) s 3auera / aud . 3auera npeacraBieHsl B Tabnmie 16.

Tabnuna 16 — Borpocs! (3agaun) ans 3aueta / qudd. 3auera

Ne o/t

[Tepedenn BompocoB (3amay) mist 3aueta / qudd. 3adera

Kon
WHMKaTOpa

Y4eOHBIM TUIaHOM HE IIPEIYyCMOTPEHO

[lepeuenr TeM st KypCOBOTO TMPOEKTUPOBAHUS/BBITIONHEHUS KypCOBOH pPabOTHI
npecTaBieHsl B Tabnuie 17.
Tabmuma 17 — IlepeyeHs TeM I KyYpPCOBOTO MTPOSKTUPOBAHMS/BBITIOJIHEHHS KYPCOBOW pabOThI

[IpuMepHBIil TepedeHs TeM Al KypCOBOTO MPOEKTUPOBAHUS/BBITTOTHEHUS

No /it N
KYpCOBOH pabOThI
Y4eOHBIM IJIaHOM HE TIPEIyCMOTPEHO
BOHpOCBI IJie IpOBCACHUA HpOMe)KYTOLIHOf/i arrecrallii B BUAC TCCTHPOBAHUSA

npenacTaBieHsl B Tabnure 18.

Tab6nuna 18 — [IpuMepHBIil mepedeHb BOIPOCOB JIJIsl TECTOB

Ne o/t

[IpumepHsIil nepedeHb BOIIPOCOB IJIs TECTOB

Kon
HWHJIUKATOpa

TECT




o mucuuiinHe «lIporpaMMHO-annaparHble CpeICTBa 3alUThl HHPOPMALIHID)
BapuanTt Ne 1

YkazaHus:

3ajaHus UMEIOT pa3HOe KOJIMYECTBO BAPUAHTOB OTBETA, U3 KOTOPBIX

MPaBIJIBHBIMU MOTYT OBITH KaK OJIWH, TaK M HECKOJIBKO BapHaHTOB. B mucte

OTBETa IPOCTABIISAIOTCS HOMEpa MPaBUIBHBIX OTBETOB.

1. CxonpKo ypOBHEH BO3MOXXHOCTEH HAPYIIUTEIEH MPEIOCTaBIIEMBIX UM

mratHeiMu cpeactBamu KC npenycMoTpeHo Kiaccu@ukanueid B COOTBETCTBUI

¢ PATTK (®CTIK)?

1. OnuH.

2. [Ba.

3. Tpm.

4. Yetsipe.

5. IIars.

6. Cemb.

2. CxeMsl pasrpaHHyueHus JOCTyNa B KOTOPBIX 3aIlUTHBIE MEXAHU3MBI

BCTPanBAIOTCSI B KAXKIBIH OOBEKT U OCYLIECTBISIFOT KOHTPOJIb B COOTBETCTBUH

CO OTEKaMH JOCTyIa JaHHOTO 0OBEKTa HAa3bIBAIOTCS:

1. «CrinckoBBIe» CXeMBI (IUCKPEIMOHHBIN TOCTYII).

2. «MaHJaTHBIe» CXEeMBI (MAHIATHBIN TOCTYII).

3. «IlonHOMOYHEIEY» CXEMBI (ITOTHOMOYHEIA TOCTYII).

3. HoxymenT «Cmyx0a AupeKTopuii: 0030p KOHIICTIIIHI, MOJIEIICH U CEPBUCOBY

OTHOCHUTCS K:

1. O1ieHOYHBIM CTaHJApTaM

2. TexHUYECKUM CIIEITH (DUKAITHSM

3. PykoBogsuum nokyMeHTam @CTIK

4. B xakom roxy 6501 npuaAT CTangapT Munucrepctsa 06opons! CIIIA

«Kputepun orieHKH J0BEPEHHBIX KOMITbIOTEpHBIX cuctem» (Trusted Computer

System Evaliation Criteria, TCSEC)?

1. 1975

2.1980

3. 1985

4.1990

5. Kakum crangaptom ObUT0 BBenieHO moHsATHE: «CeTeBast JOBEpeHHAS

BBIUUCIUTEIbHAS 0a3an?

1. Department of Defense Trusted Computer System Evaliation Criteria,

TCSEC

2. Trusted Network Interpretation

3. ISO/IEC 15408-99

4. TOCT/MCO M3K 15408:2002

6. Kakoii cranmapT Ha3eiBatoT « OpaHKeBOH KHUTOW» ?

1. Cranmapt Munuctepcra 06oponsl CIIA «Kputepun orieHkH TOBEpEHHBIX

KOMIIBIOTEPHBIX

cuctem» (Department of Defense Trusted Computer System Evaliation Criteria,

TCSEC)

2. 'apmoHM3MpoBaHHbIE KpuTepun EBponelickux crpan” [eBponelickue

KpUTEpHH |

3. Mexnynapoansiii crangapt ISO/IEC 15408-99 «Kpurepuu onieHKu

0e3omacHOCTH

nH(popManMoHHBIX TexHoJorui» (Evaluation criteria for IT security)

1. Kakoii ctangapT cokpaieHHo HasbiBatoT « O0ummmMu kputepusmm» (OK)?

1. Crangapt Munucrepcrsa 06oporsl CIIA «KpuTeprnu olieHKH T0BEPEHHBIX

KOMITBIOTEPHBIX

CUCTEM»

2. Mexnynapoausiii cranmapt ISO/IEC 15408-99

3. bpuranckuii cranaapt BS 7799 «Ynpasnenue nHGpOpMaoOHHOH

0€30MmacHOCTHIO.




[IpakTuveckue npaBuIa»

4. Kakoe u3 nepeuncieHHbIX MOHATHI ObUT0 BBeNieHO B CTaHgapTe
Munuctepcra o6oponst CIIA

«Kpurtepuu oleHKH TOBEPEHHBIX KOMIbIOTEpHBIX cuctem» (Trusted Computer
System

Evaliation Criteria, TCSEC)?

1. CepBucs 6e30maCHOCTH

2. [Tonntuka 6e30MacHOCTH

3. Ouenounsie ypoBHU goBepus - OV /]

4. MexnayHaponusi crangapta ISO/IEC 15408-99 packpeiBaer (ONHUCHIBACT):
1. Cucremaruueckuii TOAX0 K BOIPOCaM JOCTYITHOCTH, (OPMHUPOBaHUE
ApPXUTEKTYPHBIX MPUHIIAIIOB €€ 00ecTieueHusI.

2. Paznmnume Mexmy cucteMamu U IpoayKTaMu HH(POPMAITMOHHBIX
TEXHOJIOTHH, HO JUIsl yHU(DUKAUK TPeOOBaHUI BBOJUTCS €INHOE TIOHSITHUE -
00BEKT OLIEHKHA

3. Kpurepuu onienku 6€30macHOCTH HHPOPMAITMOHHBIX TEXHOIOTHIA

5. Kak Ha3bIBaeTCS IOKYMEHT, B KOTOPOM B IENISIX TOOPOBOJIIBHOTO
MHOTOKPAaTHOTO

WCIIOJIb30BaHUs YCTAaHABIIMBAIOTCS XaPaKTSPUCTHKY PO Ty KITHH, TIPABUIIA
OCYIIIECTBIICHUS U XapaKTEPUCTHKHU IIPOIIECCOB TPON3BOJICTBA, IKCILTYaTaIlHH,
XPaHEHUS, IEPEBO3KH, PEATN3allUK U Y TUIM3AIMH, BBITIOJIHEHUS pa0bOT WU
OKa3aHus yCIyT?

1. TexHuueckue ycnoBus

2. Crnenmduxarus

3. PermamenT

4. Crangapr

6. Llexs co3ganus MOTUTHKH WH(OpMAITMOHHON Oe30macHOCTH?

1. Jlyist opraHn3aliiOHHO -TEXHIYECKOH MMOIIEPIKKU TIOMUTHKH (POPMUPOBAHUS
Y UCTIOTB30BAHMS

MH(OPMAITMOHHBIX PECYpPCOB IIPH OCYIIECTBIEHUH JOCTYTa K WH(OpMaIH
2. JIns 3alUThl OT BHEIIHUX JAECTPYKTUBHBIX BO3JIEUCTBUN

3. Jyis 3aumThl OT HEJOOPOCOBECTHRIX paOOTHUKOB (MTOJTE30BATENEH)

7. COBOKYNHOCTb MPUHIIUIIOB, IPABUII U PEKOMEHAALINM, ONpeaesionux
MOPSAOK OpTaHU3aluH 3alIUTH HHPOpMaIH, 00padaThBaeMOil B KOHKPETHON
KOMITBIOTEPHOH CHCTEME,

3aKCUpOBaHHAS JJOKYMEHTAIbHO HA3bIBACTCSL:

1. TexHUYECKON MOTUTUKON 6E30MaCHOCTH KOMITBIOTEPHOI CHCTEMBI

2. [Tonutukoit nH(HOPMAITMOHHOW OE30MTACHOCTH KOMITHIOTEPHOU CUCTEMBI
3. Crangapt 6€3011aCHOCTH KOMIIBIOTEPHOM CHCTEMBI

8. @opMynHpoBKa IeJiel, KOTOpBIE PecieyeT OpraHn3amus B 001acTu
0e30macHOCTH HHPOPMAIIUHU, OIIPESIICHHE OOIINX HAPaBJICHHIA B
JOCTH>KEHHMHU 3THX LEJIEH SBISETCS COCTABHON YACThIO:

1. ITomuTiky 6€30MacHOCTH BEpXHETO (IIPAaBOBOTO M aIMHUHUCTPATHBHOTO)
YPOBHSA

2. [Tonmutuku 6€30MacHOCTH cpeaHero (MPOoIeypHOTO) YPOBHS

3. [omuTrku 6€30MacHOCTH HUKHETO (TIPOTPAMMHO -alllapaTHOTO) YPOBHS
4. Het npaBWIBHOTO OTBETA

9. KoHTpoJIh y4aCTHHKOB B3aMMOJICHCTBUS SBJISETCS KIIFOYEBBIM MOMEHTOM
MIPY COCTABIICHUU

MTOJINTUKY MH(POPMAIIMOHHON 0€30I1aCHOCTH:

1. [MonuTikM 0€30MacHOCTH BEepXHETO (IIPAaBOBOTO U aIMUHUCTPATHBHOTO)
YPOBHS

2. [Tonutuku 6€30MacHOCTH cpeaHero (MPOIEYPHOTO) YPOBHS

3. [onuTHky 0€30MacHOCTH HUKHETO (IIPOTpaMMHO-alapaTHOTO) YPOBHS
4. HeT mpaBWILHOTO OTBETA

10. CricOK IOAYMHEHHBIX [OJIMTUK O€30IIACHOCTH SIBIISIETCS OCHOBOI:

1. Acceptable use policies - AUP




2. KopreBo#i monuTHKY 0€301MacHOCTH

3. [Nonutuku GOpMUPOBAHUS U UCTIONIE30BaHHS HHPOPMAIIMOHHBIX PECYPCOB
11. CoBoKynmHOCTH TpeOOBaHHI U MPaBWII O HUH()OPMALIMOHHOM 6E€30MaCHOCTH
11 00BEKTa

nH(pOPMAaIMOHHON 0€30M1aCHOCTH, BHIPA0OTAHHBIX B COOTBETCTBHH C
TpeOOBaHUSMU

PYKOBOJISIIMX U HOPMATUBHBIX JOKYMEHTOB B IIEJISIX TIPOTHBOJCHCTBHSI
3aJJaHHOMY MHOJXECTBY

yrpo3 UH(POPMaIMOHHOH 0e30MaCHOCTH, C YI€TOM IICHHOCTH 3alHIaeMOn
HHPOPMAITHOHHON

cepbl ¥ CTOMMOCTH CUCTEMBI 0OecTieueH s UHHOPMATHOHHOH 0€30MacCHOCTH
Ha3bIBAETCSL:

1. Crargapt 6e30macHOCTH

2. [lonutnka nHpOpMaAMOHHOI 6€30IaCHOCTH

3. Ilonutrka 06e30MaCHOCTH BEPXHET0 YPOBHS

4. KopHeBas monuTrKa 6€30MacHOCTH

12. B kakoM IOKyMeHTe (pa3elie) MOJUTUKKA 0€30MacCHOCTH OTPaXKaeTcsl OTBET
Ha BOIPOC:

«Cy1ecTBYIOT 1M OTpaHUUYeHHs Ha ycTaHOBKY I10»?

1. Ceprudukare 6e3omacHOCTA

2. Acceptable use policies - AUPS

3. Incident response plan - IRP

4. Password policy

13. Kakoif ToKyMeHT BKJIIOYaeT B ce0s1 CIEAyIOUINe MOIPa3Aebl: MOJTUTUKY
(hopMHPOBAHUS U UCIIOIB30BAHUS UH()OPMALIMOHHBIX PECYPCOB, IIOJUTHKY
nH(POPMAMOHHON 0€30IIaCHOCTH M TEXHUUECKYIO IONUTHKY ?

1. Cranmapt 6€301MacHOCTH

2. Texanueckas crienuuKanus

3. MadopMarinoHHas TOIUTHKA

4. ITonntuka HHGOPMATHOHHON 0€30IaCHOCTH

5. IlonuTtrka NCHoIb30BaHUSI HHPOPMALMOHHBIX PECYPCOB

14. B nonutuke 6€30MacHOCTH KaKOrO YPOBHS OIUCHIBACTCS] OTHOILIEHHUE K
MEepPEOBBIM, HO €I11€ HEAOCTATOUYHO ITPOBEPEHHBIM TEXHOJIOTHSM 3aLUTHI
nHpopmauu?

1. IIpaBOBOTO U AAMUHHUCTPATUBHOTO

2. IpoueaypHoro

3. AnmapaTHo-TIporpaMMHOT0

15. Uro onpenenseT cuctreMHast *HPOpMaIOHHAS TIOTUTHKA?

1. [IpuHIMITEL, TIOPSJIOK U MTPaBHIIa MHTErPallMy HH()OPMALMOHHBIX PECYPCOB
2. IIpuHimIbl, HOPSIOK U IpaBUiia HOCTPOCHUS CUCTEM 3aIUThI MH(OpManuu
3. [IpuHIMITBL, TOPSIOK M MTPaBUIIa pa3rpaHUUYSHHUS JOCTYTIA K
HHPOPMAITHOHHBIM pecypcam

16. Kak Ha3pIBaeTCs BHEIIHSS UM BHYTPEHHSIS [10 OTHOLIEHHUIO K aTaKyeMOH
KOMITBIOTEPHOH cHCTeMe MporpaMMma, 00J1aaromias orpeIeIeHHBIMI
JNEeCTPYKTUBHBIMU (DYHKLUSMH 10 OTHOLIEHHUIO K 3TOH cucteme?

1. KommbroTepHsli BUpYC

2. IIporpamMmmHas 3aKiagka

3. AnnapatHas 3aKiajaKa

17. Kak Ha3pIBaeTCa HECaMOPa3MHOXKAIOIIAsCS IPOTpamMMa, 00ecTIeyuBaoIIast
3JI0YMBIIIJICHHUKY BO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO AOCTYTa K
3aluIaeMo HHpopmamn?

1. KommproTepHbIi BUpYC

2. JloBymka

3. Jliok

4. Jlornyeckas 6omba

18. Kakast u3 nepeurcieHHbIX QYHKIHIH HE OTHOCUTCS K IPOTPaMMHBIX
3aKyIagKam?




1. YanuToxxeHne nHpopMaIum

2. CaMOCTOATENBEHOE PACIPOCTPAHEHHUE B KOMITBIOTEPHBIX CHCTEMAax

3. IlepexBaT u nepenada uapopmManun

4. LenenanpaBnennas MOAU(GUKAIHSI KOJIA TPOTPaMMBI

19. Ilo xakoMy IpHU3HAKY KIACCH(PUIHUPYIOTCS «IpaiiBepHBIE 3aKIaIKI»?
1. ITo MeToy BHEIpEHHUS

2. Ilo mpuHIMITYy KEHACTBUS

3. Ilo necTpyKTUBHBIM MOCJIEACTBUSIM

20. Kakoe n3 mepeunciIeHHbIX BO3ACUCTBHUI HE OTHOCUTCS K MOJIEIISIM
BO3JIEUCTBH IIPOrPAMMHBIX

3aKIa0K?

1. Ybopka mycopa

2. UckaxeHnue

3. HaGmonenune

4. KonupoBaHue

5. Ilepexsat

21. K kakomy Buny PIIC otHOCHTCS «KitaBuaTypHBIH MIMHOH»

1. K mporpaMmMHBIM 3aK1aiKam

2. K Bupycam

3. K 6akrepusim

22. Kakue u3 nepedrcieHHbIX CBOMCTB MIPUCYIIN KOMIIBIOTEPHBIM BUpYycam?
1. CriocoGHOCTH K BKIIIOYEHHIO CBOETO KOJia B TeJla JIpyTrux (aiiyioB u
CHCTEMHBIX 00JIacTell MaMATH KOMIIbIOTEPa

2. CrtocoOHOCTH K TIOCIEAYIOMIEMY CaMOCTOSTEIIFHOMY BBITIOTHEHHUIO U
CaMOBOCIIPOM3BEIEHUIO

3. CrtocoOHOCTB K CaMOCTOATENBHOMY pacipocTpaneruto B KC

4. Bce miepednciIeHHBIC CBOMCTBA

5. Tonbko 1 u 3 cBOMCTBO

6. Tonbko 2 u 3 cBOMCTBO

23. Corpynnuk Jlexaiickoro yausepcurera (CILIA) @pen Kosn:

1. BnepBsie co3an aHTUBHPYC

2. Cpenai coo0IIeHHE O BO3MOXKHOCTH CyIECTBOBAaHUS KOMITBIOTEPHBIX
BHPYCOB

3. SBnsercs co3naTeneM BUpyca-yepBs

24. B yeM NpUHIMIIHAIBHOE OTJINYME KOMITBIOTEPHOTO BUpYyCa OT
MPOrpaMMHOM 3aKIaIKu?

1. Cno>XKHOCTBIO HAITMCAHUS

2. BO3MOXHOCTBIO 1€CTPyKTUBHOT'O BO3JIEHCTBHS

3. CnocoOHOCTBIO K CAMOPa3MHOKECHUIO MO (UKAIINT

4. BceMu BHITICTICPEUUCIICHHBIMU CBOMCTBAMH

25. Kak Ha3bIBAIOTCS 3aKiIaIKu, HHTeP(EiC KOTOPHIX, COBMANALT C
nHTEP(HEHCOM HEKOTOPHIX

CITy»eOHBIX POTpaMM, TPEOYIONINX BBO KOH(PHUACHITUAIBHON WH(OpMAIH
1. Ilpuknaaxble 3aKnagka

2. UcnionusieMble 3aKIaaku

3. 3aKIagKu-UMUTATOPHI

4. 3akaagKu-HEBUIUMKA

26. Ilo kakoMy IpU3HAKy BUPYC KIacCUGHUIUPYETCS KaK PE3UACHTHBIN BUpYC?
1. Io pexumy QpyHKIMOHUPOBAHHS

2. ITo oOBekTy BHEAPEHHS

3. ITo 0coGEeHHOCTSIM peanu3yeMoro alropuTMa

4. ITo necTpyKTUBHBIM BO3MOKHOCTAM

27. Ilo kakoMy TpU3HAKy BUpYC Kiaccupuuupyercs kak «stealth-supyc»?
1. Ilo 06bekTy BHEIpEHUS

2. ITo 0COOEHHOCTSIM peaTn3yeMoro aJropuTMa

3. Ilo necTpyKTHUBHBIM BO3MOXKHOCTSAM

28. Ilo kakoMy MpU3HAKY BUPYC KIacCH(DUIMPYETCs KaK «3arpy309HbIHA




(GyToBBIi) BUpYC»H?
1. ITo oOBbekTy BHEAPECHUS
2. I1o ocoOeHHOCTAM peanu3yeMoro alropuTMa
3. Mo pexumMy QyHKIMOHUPOBAHUS
29. Bupycsl, copepxkaiye B cebe alropuT™Mbl MIMQPOBAHUS U
o0ecreynBaoIMe pazInyue pa3HbIX
KOIWI BUpPYyCa Ha3bIBAIOTCS:
1. BupychI-Clly THUKH
2. Stealth-Bupycer
3. MtE-Bupychl
4. PeruukaTopbl
30. K xakoMy THITY KOMITBIOTEPHBIX BUPYCOB OTHOCATCS TTOTUMOp(PHEBIE
BUPYCHI?
1. K MtE-Bupycam
2. K Stealth-Bupycam
3. K Bupycam-criyTHUKamM
31. Ilo kakoMy PU3HAKY KOMIBIOTEPHBIA BUPYC KIaccuPUIHUPYETCs KakK
perwiukarop?
1. 1o ocoGeHHOCTSIM peanu3yeMoro alropuTMa
2. ITo 06BeKTy BHEAPEHHUS
3. Ilo HaMMYHIO TOMOJIHUTEIBHEIX BO3MOKHOCTEH
32. Bupycsl, co3iatoniue Ajs 3apakaeMbix (aiiaoB oJJHOMMEHHbIE (Halitbl ¢
KOZIOM BHpYCa U
MEePEUMEHOBBIBAIOIINE NCXOIHBIC (haiiiibl HA3BIBAIOTCS:
1. Bupychbl - CIyTHUKA
2. Bupychl - HeBUIUMKH
3. Bupycsl - MyTaHTHI
33. Kak Ha3biBaeTCSI KOMIBIOTEPHBIA BUPYC, KOTOPBIA UCTIOIB3YET CIa0YI0
3aMIIEeHHOCTh HEKOTOPbIX OC 1 3aMEHAET HEKOTOPhIE MX KOMIIOHEHTEI
(mpaiiBepbl TUCKOB, IPEPHIBAHNS)?
1. ®aitnoBsIM
2. 3arpy304HbIM
3. Stealth-Bupyc
4. Perukarop
34. Kak Ha3bIBaIOTCA FPYIIIBI U3 HECKOJIBKUX BUPYCOB?
1. ITonuBupycamu
2. CeMelCTBOM BUPYCOB
3. BupycHbIM K1accoM
4. Het BepHBIX OTBETOB
35. Kakue BUpYChI XapaKTEPU3YIOTCsI CIOCOOHOCTHIO CAMOCTOSITEIIbHO
repeaaBarh CBOM KOJ Ha
yIaJIeHHBIN CEpBEp UM pabOdyIO CTAHITHIO?
1. daiinoBsie BUPYCHI
2. ByTtoBsle (3arpy304HbIE) BUPYCHI
3. HeT npaBWIBHBIX OTBETOB
4. ®alinoBeIX U 3arpy304HbIX BUPYCHI
BAPUAHT Ne 2
Ykazanus:
3aoanus umerom 00un npasunvHulil 6apuanm omeema. B aucme omeema
NPOCAGIAIOMCS
HOMepa NpasuIbHbIX OMEEenos.
1. Cxonpko knaccoB ABC onpeneneno PJ] I'TK «CpenctBa aHTUBHpYCHOI
3amuThl. [lokazaTeny 3aluIeHHOCTH U TpeOOBaHus 10 3aIUTE OT BUPYCOBY
1. Tpu
2. nATh
3. ceMb
4. neBATH




5. HET MPaBUIILHBIX OTBETOB

2. JlesTenbHOCTD, HAIIPABJICHHYIO HA MPEIOTBPAIIEHUE MOy YeHUS
3amuiaeMoi nHpopManuu

3aMHTEPECOBAHHBIM CYOBEKTOM C HApYIIEHHEM YCTaHOBJIEHHBIX MPABOBbIMU
JOKYMEHTaMHU WITH

COOCTBEHHHMKOM (BJaeNbleM HHPOPMAIINK) IPaB WK MPaBHII TOCTYIA K
3allHIAaeMOMN

“HpOPMAITUX Ha3bIBAETCS:

1. ObecnieueHne MENOCTHOCTH HHpOpMAITHU

2. ObecrieueHre JOCTYITHOCTH HH(OpMAITHH

3. 3amura uHpopmarun ot HCJI

4. 3amuTa HHGOPMAITHN

2. Kax Ha3pIBaeTCs TUIT JOKYMEHTA, B KOTOPOM B HEJISX JOOPOBOJIBEHOTO
MHOT'OKpPaTHOTO

WCIIOJIB30BaHUS YCTaHABIMBAIOTCS TIOPSIOK OCYIIECTBIEHHUS IPOIIECCOB
MIPOU3BOICTBA,

9KCIUTyaTally, XpaHeHUs], IEpEeBO3KHU, peaIu3allii U yTHIIN3aL1H,
BBITIOJTHEHUS PabOT UK

OKazaHus yciyr?

. PermamenTt

. Cranmapt

. Cnemmdukanms

. Ceptudukar

. Kak HaszwBaercs Cnenuduxanus X.509

. «Cy>x0a IUpEeKTOpHiA: KapKachl cCepTU(UKATOB OTKPHITHIX KIIoUeH U
aTpuOyTOBY.

. «Cy>x0a qupeKTopuii: 0030p KOHIIEIIIHIA, MOICTICH U CEPBUCOBY.

. «ApxuTektypa 0e30MacHOCTH JIJIs1 B3aUMOJIEHCTBUS OTKPBITHIX CHCTEMY.
. Uto obo3nauaer abopeBuarypa ®CTIK?

. ®enepanpHast cuCTEMa TEXHOJIOTHYECKOTO M AKCIUTYyaTalliOHHOTO KOHTPOJISL.
. ®enepanbHas cryx)0a TEXHUUECKOTO U 3KCIIOPTHOTO KOHTPOJIS.

. ®enepanpHas ciyk0a TEXHHIECKOTO U AKCIIEPTHOTO KOHTPOJISL.

. ®enepanpHas cinyx06a TaMOKEHHOTO M OKCIIEPTHOTO KOHTPOJIS.

. Her npaBuiibHOrO OTBETA.

. Kak Ha3zpIBaeTcs mpormecc nprucBOeHNE 00BEKTaM U CYObEeKTaM JIOCTyIia
uaeHTH(HUKATOPA U

(unu) cpaBHEHME TIPEIBABISIEMOTO HICHTH(PHUKATOPA C TIEpeuHEM
MPUCBOCHHBIX

UICHTUPHUKATOPOB?

1. AyrenTuduxarus.

2. Hatmonanusarus.

3. Unenruduxarms.

4. ITaponu3zanus.

10. st kakux nened mpu aAMAHUCTPUPOBAHUH, TAPOITBHON CHCTEMBI,
YCTaHaBIIMBAETCS

OTpaHHYECHHE YK CIIa MOMBITOK BBOJIA TApOs?

1. YcnoxHser 3a7aqy 3M0yMBIIUIEHHUKA TIPH TIOIBITKE MOI00paTh MapoIlb Mo
CJIOBapIo

2. [IpensTcTBYyeT MHTEPAKTUBHOMY IOAOOPY MapoJiel 311I0YMBIIIEHHUKOM
3. YcnoxHsieT 3a7auy 30yMBIIUICHHUKA TPH MOIBITKE T000paTh Mapoib
METOJIOM «TOTaJIBHOTO

OTIPOOOBAHMS.

4. 3amuiaer OT HENPaBOMEPHBIX IeHCTBUI CHCTEMHOTO aMHUHUCTPATOPA,
HMMEIOIIETO IOCTYT K

MapoJIi0 B MOMEHT CO3JaHHS YIeTHOHN 3aIiCH.

5. [ Bcex Leneit nmepevyrciaeHHbIX B MyHKTax 1-4.

11. Kakoil u3 mepeunciIeHHbIX METOI0B HE MPUMEHSAETCS TSl ayTeHTU(DUKAIUH
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MOJIB30BaTENEH?

1. CucteMbl, OCHOBAaHHBIC Ha 3HAHUHM HEKOTOPOW CEKPETHOM MH(POPMAIHH.
2. CucreMbl, OCHOBaHHBIE Ha BIAJACHUHN HEKOTOPBIM CIIEHHAIBHBIM IPEAMETOM
WJIA YCTPOMCTBOM.

3. CucteMbl, OCHOBaHHBIC HAa OMOMETPUYECKHX XapaKTepUCTHKAX.

4. Her npaBunsHOTO O0TBETa. Bee mpumenstoTes.

12. Moxer 1 Ha OJHOM KOMITBIOTEPE CO3/1aBaThCSI HECKOJIBKO YIETHBIX
3amucen ¢ mpaBaMu

agTMUHUCTparopa?

1. Hert, TonbKO HOIKHA OBITH TOIBKO O/THA YUETHAS 3aIMCh JAHHOTO THIIA.
2. Mosert ObITh HE MEHEe OJJHOW YUETHOH 3aIicy JaHHOTO THIIA.

3. JlomyckaeTcst He OoJiee MBYX YUETHBIX 3alMCEeH TaHHOTO THIIA.

4. HeT npaBUIbHBIX OTBETOB.

13. CBoiicTBO MH(OpPMAIINH, 3aKTIOYAOIIEECS B €€ aKTYaTbHOCTH U
HEIMPOTHBOPEIYUBOCTH, €€

3aLIMIEHHOCTH OT Pa3pyLeHNs U HECAHKIMOHUPOBAHHOTO H3MEHEHUS
Ha3bIBaeTCs:

1. locTynHOCTBIO.

2. llemoCTHOCTEIO.

3. KoH(uaeHIInalbHOCThIO.

14. Kako¥i u3 nepevncieHHbIX CEpPBUCOB HE SBIISAETCS CEpBUCOM Oe30TacHOCTH?
1. DxpaHupoBaHue.

2. TyHHEIMpOBaHUE.

3. ApXuBHUpOBaHHE.

4. lludporanmue.

5. KoHTpoJ1b LETOCTHOCTH.

6. KoHTpOJIb 3aIUTIIEHHOCTH.

15. o xakOoMy KpUTEPHIO KIacCHPUIIUPYETCs yaalleHHas araka, IPUBOIAIIas
K ICKa)KEHHIO

nHpopmaruu?

1. Ilo nenu Bo3mercTBUS

2. Ilo xapakTepy BO3ACHCTBUSA

3. INo pacnonoxxkeHnIo cyObeKTa aTaku OTHOCUTEIFHO aTakyeMoro o0beKra
16. Kakoii kmaccu(puKkaMoHHBIA MPU3HAK MTO3BOJISET CYUTH O TaK
Ha3bIBa€MOH «CTEMEeHH

yAaJeHHOCTH» aTaku?

1. Io yposHto 3ranonHoi moaenu ISO/OSI, Ha KOTOPOM OCyIIEeCTBIISIETCS
BO3JcicTBUE

2. o pacnonoxenuo cy0ObEKTa aTaki OTHOCHTEIBHO aTaKyeMoro 00beKTa
3. Ilo ycmoButo Hagama OCYIIECTBICHUS BO3ACHCTBUS

17. Kakas 3 nepedynciaeHHbIX yIaIeHHBIX aTaK SIBIJISETCS I1aCCUBHOM?

1. DNS spoofing

2. SYN flooding

3. Sniffing

4. IlepexBaT MaKeTOB Ha MAPIIPYTHU3ATOPE

18. Uro o3nauyaer abbpeBuarypa NIDS:

1. Mexnynaponnas Opranuzanus no CTaHaapTU3aluu

2. Cuctembl oOHapy>KeHHS (BBISIBICHHS) aTakK

3. JlaBunHoe 3atoruienue ICMP-naketamu

19. [IpeumymiecTBOM METOa JAHHOTO THIIA SBISIETCS BO3MOXKHOCTh
oOHapy KeHHUsI HOBBIX aTak

0e3 He0OXOIMMOCTH TOCTOSTHHOTO U3MEHEHHSI TTapaMeTPOB
¢byHKumonnpoBanus Moayis. O

KaKOM METOJIC UAET Peyb?

1. CuraarypHoM (signature)

2. IllabnonHoM (pattern)

3. Ha ocHoBe 06Hapy)eHHsl 3M0yoTpeOIeHUHA




4. HeT npaBWIbHBIX OTBETOB

20. IMpuHIUI paboThI ATOTO METOA 3aKII0YAETCsl B 0OHAPYKEHUN
HECOOTBETCTBHUS MEXKIY

TEKYIIUM pesxuMoM QyHKIrorupoBaHus KC 1 MoeNbIo ITaTHOTO PeXuMa
paboTHI,

3aJI0’KCHHOM B mapaMeTpax merona. O KakoM MeTozie 0OHapyKeHHS aTaK UAeT
pedsn?

1. Ha ocHoBe 0OHapy»)eHHsI aHOMaJTBHOTO TIOBEICHHS (TTOBEICHIESCKIE
METO/IbI)

2. Ha ocHOBe 0OHApYKEHUS 370YITOTPEOICHIA

3. CurHatypHbIii (signature)

4. Het npaBUIBHBIX OTBETOB

21. Kak nazpiBatorcst COA oOHapy KUBaIOIIME aTaky, HAITPAaBIICHHBIE HAa BCIO
CETh WU CETMEHT?

1. host-based

2. network-based

3. CucteMbl OOHapyKEHUS aTak Ha YPOBHE XOCTa

4. HeT npaBWIbHBIX OTBETOB

22. HegocTaTkOM TaKUX CHCTEM SIBISIETCS TO, YTO OHU CHUJIBHO 3arpysKaroT
MPOLIECCOP U TPEOYIOT

001X 00BEMOB IUCKOBOTO MIPOCTPAHCTBA IS XPaHEHHS KYPHAIOB
peructpanuu. O Kakux

tanax COA uner pedp?

1. network-based

2. host-based

3. Cucrembl 0OHapy> KEHUS aTaK YPOBHS CETH

4. HeT npaBUWIIBHBIX OTBETOB

23. Yro o3HauaeT abOpeBuarypa DoS?

1. aTaky THITa «OTKa3 B OOCITYKHBaHU

2. aTaky THUIA «3aTOTIJICHHE)

3. aTaky THIIa IIOJIMEHA aJIpecar

4. HET MPaBUIBHBIX OTBETOB

24. Ecnu arakylomas mporpamMma, 3aryIleHHas Ha CETEBOM KOMIIBIOTEpE, KIET
MOCBUTKH OT

MTOTEHIMAIBHOM [IeJTM aTaK! OTIPEISIICHHOTO TUIIA 3aIpoca, KOTOPbIi OyneT
yCIIOBHEM Hayaja

OCYIIECTBIICHUS aTaky, TO TakKas aTaka Kiaccu(QuIHpyeTcs Kak:

1. ATaka no 3ampocy OT aTaKyeMoro 00beKTa

2. ATaka 1o HacTYIJICHUIO ONPEEICHHOTO COOBITHSI Ha aTaKyeMOM OOBEKTE
3. besycnoBHas aTtaka

25. MexceTeBoil 3KpaH MpeIHa3HAYCH:

1. Jly1st 3anmThl MporpaMM OT HECAHKITHOHMPOBAHHOTO KOIMPOBAHUS

2. Jlns obecnieyenust 6€30macHOTO AOCTYIA K BHEIIHEH CETH U OTPaHUYEHUS
JOCTyTIa BHEITHUX

MI0JIh30BaTeNel K BHYTPEHHEH CETH.

3. JIns 3anmThl 9KpaHa MOHUTOPA OT HECAHKIIMOHUPOBAHHOTO CHSTHS
HHPOPMAITUH C IIOMOIITHIO

TEXHUYECKUX CPEJICTB Pa3BEIKH.

4. Het npaBUIIBHBIX OTBETOB.

26. Kakoii 13 nmepedncieHHbIX KOMIIOHEHTOB HE BXOAHT B COCTaB TEXHOJIOTHH
MesxkcereBoro

sKkpaHupoBanus (MO):

1. CereBast monuTHka 0€30MaCHOCTH.

2. llenTpanu3oBaHHOE yIIpaBJICHHE.

3. [lonuTHKa MPUMEHEHNST aHTHBHPYCHBIX CPEJICTB MPH paboTe B CETH.

4. IToacucrema cOOpa CTaTUCTUKK U TPEAYIPEIKACHUS 00 aTake.

5. Bce nmepeuncieHHbpIe KOMIOHEHTHI BXOJISAT B TEXHOJIOTHIO MO,




27. Ilonutuka AOCTYIA K CETEBBIM CEPBUCAM SIBJISETCS OTUMHEHHOU
HOJUTHKOM:

1. Ilonutuku ceteBoi 6€30MaCHOCTH

2. YcueHHOW ayTeHTU(UKATHI

3. [lonuTHKYM peann3anuy MeKCETEBbIX IKPaHOB

4. Het npaBUIBbHBIX OTBETOB

28. UeM ompeeisroTcs IpaBuiia IOCTyIla K pecypcaM BHYTPEHHEH CETH, PH
peanu3anyy NOTUTHKH MEKCETEBOTO SKPaHUPOBAHUS ?

1. [TonuTHKON peann3aiiii MEXCETEBBIX IKPAHOB

2. IlonuTHKO# HOCTyMa K CETEBBIM CEPBUCAM

3. Het npaBWIbHBIX OTBETOB

29. YewMm ompeensieTcs CUCOK cepBUCOB Internet, K KOTOPBIM TMOJIL30BATENN
JOJKHBI IMETh

OTpaHMYEHHBIN J0CTyM?

1. TTonuTHKOM TOCTYIA K CETEBBIM CEpBHUCAM

2. ITonuTUKON peann3aluy MEKCETEBBIX IKPAaHOB

3. HeT npaBUIBHBIX OTBETOB

30. Bo3MoKHOCTB HEKOTOPBIX MO 110 GI0KMpOBaHUIO (YHUUTOKEHHUIO)
MaKeTOB, MOMAAIONINX Ha

MD, 1o 3ajaHHOMY KPUTEPHUIO Ha OCHOBE JAHHBIX, COACPKAIIUXCA B
3aroJIOBKax NMakeToB U

TEeKYLMX apaMeTPOB OKPY Karollel cpeIpl Ha3bIBaeTCs:

1. ®unprpanms ¢ npuMeHeHneM [locpeaarka (TpaHCIIOPTHOTO) YPOBHS
coenunenwus (circuit-level

proxy)

2. IIpocras ¢puipTpanys NakeToB (C TOMOIIBI0 (PHUITBTPYIOIIETO
MapHIpyTH3aTopa)

3. ®unprpanus ¢ npumeHeHrneM llocpenHuka MPUKIAAHOTO YPOBHS
(application proxy)

4. HeT npaBUIbHBIX OTBETOB

31. Kakue u3 nepeuncieHHbIX IIyHKTOB OIPEEIISIIOT JOCTONHCTBA IPOCTON
(bUIBTpAIY TAKETOB?

1. JlokanbHas ceTb MOKET OBITH CJeNlaHa HEBUAMMOM M3 TII00AEHOM CEeTH
2. CriocoOHOCTh THOKOTO PEryIUpPOBaHUs (OTpaHUYECHUS) MPOITY CKHOM
CIIOCOOHOCTH

3. Ucnonp3oBaHKe NOTUTHKY «3aIIPEILEHO BCE, YTO HE Pa3peIeHO»

4. Het npaBUIBHBIX OTBETOB

32. Kakue u3 nepednciaeHHbIX MyHKTOB ONPEIeNsOT JOCTOMHCTBA [IUTI03a
MIPUKIAIHOTO YPOBHS

(application proxy)?

1. «IIpo3payHOCTH» CBS3U

2. 'nOKOCTh B OTIpeIeIICHUH TIPABIIT (PHIIBTPAITIT

3. HeGomnpimas 3ajepxka Mpu MPOXOXKIACHUHN TTAKETOB

4. Het npaBUIBHBIX OTBETOB

33. Kakue U3 nmepevncieHHbIX IyHKTOB ONMPEIEeISIFOT HEJOCTaTKH
(UIBTPYIOIIEro MapIpyTH3aTopa

(IpocToil (GUITBTpAITUN TTAKETOB)

1. He yuuTbIBaeTcs COCTOSIHUE COSAMHEHUS TPAHCIIOPTHOTO U IIPUKIIAIHOTO
YPOBHEH

2. IIpu napymenun padotocnocobHocT MD Bce KOMIIBIOTEPHI 32 HUM
CTaHOBSTCS TIOJTHOCTBIO

He3alIMIIEHHBIMY JTHO0 HEJIOCTYTHBIMH

3. He yuursiBaetcs coaepxumoe IP-nakeros

4. Bce yHKTHI OTIPE/ICNSAIOT HEJOCTATKY POCTON (DHITBTPAIINH ITAKETOB
5. HeT npaBUIbHBIX OTBETOB

34. dynkuus MO, ckpbiBaroliasi BHyTpEHHHE aJipeca 00beKTOB (CyOBEKTOB) OT
BHEIITHUX




CyOBEKTOB Ha3bIBACTCS:

1. DxpaHupoBaHue

2. Tpaucnsus aapeca

3. [paBuno guibTpauuu

4. HeT npaBWIBHBIX OTBETOB

35. Kak Ha3bpIBaeTCS HayKa O CO3JJaHUU U aHATN3e CHUCTEM 0e30macHOM CBsi3u?
1. Kpunronorus

2. Kpunirorpadus

3. Kpunroananus

36. Kak Ha3pIBaeTCS AUCIMILINHA (pa3/Ie HAyKH ), OXBAaTHIBAOMIAS TTPUHITUIIBI,
CPEeIICTBA i METOIBI

npeoOpa30BaHUsI TaHHBIX TSI COKPHITHS HX HH(GOPMAITHOHHOTO COIEPIKUMOTO?
1. Kpunroananus

2. Kpunrrorpadmst

3. Kpunronorus

37. Kak Ha3pIBaeTCsl KOHKPETHOE CEKPETHOE COCTOSHHE HEKOTOPBIX
napameTpoB ATOpUTMa

Kpunrorpadguyeckoro nmpeodpazoBaHus JaHHBIX, 00ECIIEUNBAIOIIEe BEIOOD
OJIHOTO

npeoOpa3oBaHs U3 COBOKYITHOCTH BCEBO3MOXKHBIX ?

1. Hudp

2. Kirou

3. Kpunrroanroputm

38. Kak Ha3pIBaeTCA COBOKYITHOCTH OOpAaTUMBIX ITPeoOpa3oBaHIil MHOKECTBA
BO3MOXHBIX

OTKPBITHIX JJAHHBIX (TEKCTOB) Ha MHOYKECTBO BO3MOIKHBIX 3amIn(hPpOBAHHBIX
JAHHBIX

(kpurToTpamMM), OCYIIECTBIIEMBIX TI0 OTIpEeIEHHBIM TIpaBuiIam?

1. Hudp

2. Kirou

3. KpuntoanroputM

[lepeyeHb TeM KOHTPOJBHBIX PA0OOT MO JUCIUIUIMHE OOYYAFOUIMXCS 3a09HOU (HOPMBI
oOydeHwus1, TIpeIcTaBIeHBI B Tabmie 19.

Ta6numa 19 — IlepeyeHb KOHTPOJILHBIX pabOT

Ne ni/mt IlepedyeHp KOHTPOILHBIX PAOOT

He nmpexycmorpeno

10.4. MeTtoauueckie  MaTepuaibl,  ONpPENENAIOlhe  MPOLEIypbl  OLIEHUBAHUS
WH/IMKATOPOB, XapaKTEePH3YIOMIMX dTambl (OPMHUPOBAHUS KOMIICTCHIIMH, COJEp)KATcs B
JIOKAJIbHBIX HOpMaTUBHBIX akTax [ YAIl, pernamMeHTHUPYIOMUX TMOPSJAOK W TMPOUEAYPY
MPOBEICHUS TEKYIETO KOHTPOJISI YCIEBAEMOCTH M MPOMEKYTOYHOM aTTecTal 00ydJarommuXcs
I'VAIL

11. Meroauueckue yka3aHusl JUisl 00Y4JaroIIMXCsl 0 OCBOCHUIO TUCITUTLIAHBI

11.1. Metoauueckne yKazaHus s OOy4arOHmMXCS IO OCBOEHHUIO JIEKIMOHHOTO
Marepuaa .

OCHOBHOE Ha3Ha4Y€HHE JIEKLIMOHHOIO MaTepuajla — JIOTMYECKH CTPOMHOE, CHCTEMHOE,
ri1yOoKoe M sSCHOe M3JI0)KeHHe ydyeOHoro martepuana. Ha3zHaueHue COBpeMEHHOW JIEKIMM B
paMKax AMCLUUIUIMHBI HE B TOM, YTOOBI MOJIY4YHUTh BCIO MH(POPMAIMIO IO TEME, a B OCBOCHUU
(GyHIaMEHTATbHBIX TPOOJIEM JUCIUIUIMHBI, METOJOB HAYYHOTO TIO3HAHUS, HOBEHIIMX
JOCTH)KEHUH HayyHOM MbICTU. B yuyeOHOM mpoliecce JeKIMs BBINOJIHAET METOA0JIOIHYECKYIO,
OpPraHU3alMOHHYI0 U MH(POPMALMOHHYIO0 QYHKIMHU. JIeKuus pacKkpblBaeT NOHATUIHBIN amnmapar




KOHKPETHOH o0nacTu 3HaHUsA, €€ MpoOJieMbl, JaeT LEJbHOE MNPEJCTAaBICHUE O AUCLUILIMHE,
MOKAa3bIBAET B3aUMOCBS3b C JPYTUMU JUCHUILTHHAMM.

[TnanupyeMble pe3ysbTaThl P OCBOCHUH 00YYAIONTMMHICS JIEKIIMOHHOTO MaTepraa;

— TIOJIy4YCHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBSA3aHHBIX 3HAaHUM, YPOBEHb
KOTOPBIX OMPEAEIISIETCS 1IeJIEBOM YCTAHOBKOM K KaXKJA0M KOHKPETHOM TEME;

— TIOJyYCHHE OIIbITa TBOPUECKOM pabOThl COBMECTHO C MPENoiaBaTelieM;

— pasBuTHe TOPO(ECCHOHATBHO-JENOBBIX  KauecTB, JIOOBM K  MOpeaMeTy |
CaMOCTOSITEIBHOI'O TBOPYECKOTO MBIIIICHUS.

— MOsBJIEHHE HEOOXOAUMOT0 HHTEepeca, HE0OXOIMMOTO JJISi CAMOCTOSITENHLHOM paboThl;

— T[IOJy4eHHE 3HAHUH O COBPEMEHHOM YpPOBHE pDa3BUTUSl HAayKM U TEXHUKHM U O
MIPOTHO3€ UX Pa3BUTH Ha OMKANIINE TOIbL;

— HAYYHTHCS METOJMYECKH 00padaThiBaTh MaTepuall (BBIACTATH TJIABHBIE MBICTH H
MOJIOKEHUS, MPUXOAUTh K KOHKPETHBIM BBIBOJAM, TIOBTOPATH HUX B  PA3IHYHBIX
bopMyIHpOBKax);

— TOJyYeHHE TOYHOTO MOHUMAaHUS BCEX HEOOXOIMMBIX TEPMHUHOB M TIOHSITHIA.

JlekMoHHBI Marepuall MOXKET CONPOBOXKJAATHCSA  JEMOHCTpAalMEN  ClIaioB U
UCIOJIb30BAaHMEM DPAa3AaTOYHOr0 Marepuana NpU MPOBEICHUH KOPOTKUX JTUCKYyCCHM 00
O0COOEHHOCTSIX MPUMEHEHUS OTAEIbHBIX TEMATHK 10 AUCLUIUIMHE.

CTpyKTYypa npeocTaBIeHusl JIGKIMOHHOIO MaTepuaa:

Pazgen 1. [IporpammHo-anmapaTHbie CpEACTBa Pa3rpaHUuEHHs JOCTYIa K KOMITBIOTEPHOH HHPOpMaLN

Paznmen 2. IIporpamMmMHO-anmapaTHbIe CpeACTBA KPUNTOTPAPHUIESCKON 3aIUTH HHPOPMAITHH.

Pazgen 3. [IporpaMMHoO-anmapaTHble CPEACTBA 3aLIUTHI IPOTPAMMHOI0 00€CIeUeHus! OT KOMUPOBAHUS U
W3y4YEHUs

Pazgen 4. [IporpamMHo-anmmapatHas 3aliTa KOMIBIOTEPHON HHPOPMALIK OT Pa3pyLIafOIIHX
MPOrpaMMHBIX BO3JEHCTBUIL

MeToanyeckue yKazaHMsl AJasi O0y4alOIIMXCH MO NPOXOXKICHUIO JA0OPATOPHBIX
padot

B xoxe BbimonmHeHus 1a0opaTOpHBIX paboT oOyyaromuics [OJKeH YIIyOuTh u
3aKpeNHTh 3HAHMS, NPAaKTUYECKUE HABBIKH, OBJIAZETh COBPEMEHHOH METOIMKOW M TEXHUKOU
OKCIIEPUMEHTa B COOTBETCTBUM C KBAIM(UKAUOHHOW XapaKTEPUCTUKOW OOyYaromerocs.
Brimonaenue mabopaTopHBIX pabOT COCTOMT W3 3KCIEPHUMEHTAIBHO-TIPAKTUYECKOW, pacueTHo-
aHAJIMTUYECKON YacTell U KOHTPOJIbHBIX MEPONPHUATHH.

BrmonHeHne 1a0opaTopHBIX padoT 0OydYaIOMIMMCS SIBISIETCS HEOTHEMJIEMOW YacThIO
U3yUYeHHs] JUCLMIUIMHBI, ONpeAesieMoll y4eOHbIM IJIAHOM, M OTHOCHUTCS K CpEICTBaM,
00€eCTIeYNBAOIINM PEIICHUE CIIEIYIOIIMX OCHOBHBIX 33/1a4 Y 00y4Jaroerocs:

— npuoOpeTeHHe HaBBIKOB HCCIICJOBAaHUS MPOLECCOB, SBICHUH U  OOBEKTOB,
U3y4aeMbIX B paMKaXxX JaHHOW JUCLUIUINHBL;

— 3aKpeIUIeHHe, pa3BUTHE U JeTalu3alys TEOPEeTHYECKUX 3HAHWM, IMOJYYEHHBIX Ha
JEKIHSIX;

— MOJyYyeHHE HOBOM MH(OpMALIUH 10 U3y4aeMOM AUCIUILITUHE;

— TpHOOpPETeHHE  HABBIKOB  CAaMOCTOSATENLHOM  paboThl ¢ J1abopaTOpHBIM
o0opyioBaHUEM U TIpHOOpaMHU.

3ananue ¥ TpeGOBaHUS K NMPOBeIEHNIO JJadopaTopHbIx padoT (JIP)
— B 3aganuu nomxHO OBITH YeTKO chopMyIHpoBaHa 3a1a4a, BeimoaHsemas B JIP;
— Onmnucanbl BXOJIHBIE M BBIXOHBIC JaHHBIC J71s1 TpoBeaeHus JIP;
— JIP nmomxHa BBIMOJTHATHCSA Ha OCHOBE MOJIYYEHHBIX TEOPETUUECKUX 3HAHMSIX;
— Bpmonnenue JIP 10KHO OCYIIECTBISITHCS HA OCHOBE METOJIMYECKUX YKa3aHUU,
MPEAOCTABIISIEMBIX [TPENOIaBATEIIEM;




— JIP nmoikHa BBINOJHATBCA B CHEUMAIU3WPOBAHHOM KOMIIBIOTEPHOM Kiacce W
MOXeT OBITh J0paboTaHa CTYJCHTOM B JIOMAIIHMX YCJOBHUSX, €CIH TMO3BOJIICT
I10;

— Hrorom BemonHeHHOM JIP sBNsercsa oTyer.

Crtpykrypa u ¢popma otrdera 0 J1abopaTopHOii padoTe
— IlocranoBka 3agauu;
- BXOIIHBIG U BbIXOJHBIC JaHHBIC,
— CopeprxaHue TaroB BHITIOJIHCHHUS;
— O06ocHOBaHME MMOJyYEHHOTO pe3yJbTaTa (BBIBOM);
— Cnucok UCnoJib3yeMOM JIUTEPATYPHI.

TpeGoBanus k opopMiIeHHIO OTUYETA 0 J1a0OpaTOPHOIi padore
— Jlaboparopnass paborta (JIP) mpemocraBisieTcss B MEYATHOM/WIH JJIEKTPOHHOM
BUJIC;
— JIP momkHa COOTBETCTBOBATH CTPYKTYpE U (popMe oTdeTa MpeACTaBICHHON BBIIIE,
— JIP pomxua umeth TUTynbHBINA yucT (TOCT 7.32-2001 wzmanus 2008 roma) c
Ha3BaHWEM U TOJNUCBHIO CTyAEHTa(OB), KOTOpHIK(bIe) ee caenan(u) u
oopmun(n);
Cryaent pomkeH 3amututh JIP. OTMeTKa 0 3amuTe J0MKHA HAXOIUTHCS HA THUTYJIHHOM
JIMCTE BMECTE C MOINUCHIO TIPENoIaBaTerIs.

MeTtoauueckue ykazaHus 1Jisi 00y4arOIUXCSl MO MPOXO0KIEHUI0 CAMOCTOSITETbHOI
padoThI

B xojie BBITONTHEHUS CAMOCTOSTEILHOW Pa0OThI, 0OYYAOIINICS BBIOIHIET PadOTy IO
3aJJaHUI0 U TIPU METOJMYECKOM PYKOBOJICTBE MpENojaBaTeisi, HO 0e3 ero HernocpeACTBEHHOIO
YYacTHs.

Jns oOydaronmxcst o 3aouHoi (hopme OOydeHHs, CaMOCTOSATENbHAas padoTa MOXKET
BKJIIOYATh B C€0s1 KOHTPOJILHYIO padoTy.

B mporiecce BBITIOTHEHHUS CaMOCTOATENBHONW paboThl, y oOyuarornerocs (Gopmupyercs
1eJIecoo0pa3Hoe TIaHMPOBAHUE PabOYero BPEMEHHU, KOTOPOE TMO3BOJISIET UM Pa3BHBATh YMEHHUS
Y HAaBBIKM B YCBOCHHHM M CHUCTEMATH3AIlMH MPHOOpPETAEMBIX 3HAHWH, OOCCIICUYMBACT BBICOKUH
YPOBEHb YCIIEBAEMOCTH B Tiepuoa OOYydYeHHs, IOMOTAET IIOJyYUTh HABBIKA TIOBBIIIICHUS
poeCCHOHATLHOTO YPOBHHI.

MeToau4ecKUMU ~ MaTepHhajiaMH,  HaNpaBISIONIAMH  CaMOCTOSTEIBHYI0  paboTy
00y4aroUXCs SIBISIFOTCS:

— y4eOHO-MEeTOJIMYECKHUI MaTepHall 1o TUCIUILUIHHE;

— METOJMYECKHE YKa3aHUsS IO BBIMOJTHCHUIO KOHTPOJIBHBIX padoT (i 0Oydaronuxcs
10 3a049HOU (popMe 0OyUeHUS).

11.2. Meroauueckue yKazaHHUs JJIS OOYYaloMIUXCS 10 MPOXOXKICHHUIO IMPOMEKYTOYHOM
aTTeCTallu.

[IpomexxyTounass ~ arrecranus  OOyYalOIIUXCSA  MpEeayCMaTpWBAeT  OIICHWBAHUE
MIPOMEKYTOYHBIX M OKOHYATEIbHBIX PEe3yJbTaTOB 00ydeHus Mo auciuruinHe. OHa BKITFOYAET B
ceost:

— 92K3aMeH — ¢opMa OIEHKH 3HAHWM, TOJYYCHHBIX OOYyYaloOmMUMCS B IIPOIECCEe
W3YYCHUs BCEH JAMCIUIUIMHBI WIM €€ YaCTH, HAaBBIKOB CaMOCTOSITEIIbHON pabOThI, CIIOCOOHOCTH
MPUMEHATh WX U1 PEIICHUS MNPAKTUYECKUX 3aJad. OJK3aME€H, KaK IpaBUJIO, MPOBOJIUTCA B
MEepUOJ] SK3aMEHAIIMOHHOW CECCUM W 3aBEpIIAETCSd AaTTECTAIlMOHHOM OIEHKOH «OTJIIMYHOY,
«XOPOILLOY, «YJIOBJIECTBOPUTEIILHOY, «HEYIOBIETBOPUTEIHHOY.



— 3a4eT — 3TO (opMa OIEHKHU 3HAHUI, TOTYyUYEHHBIX OOYUYAOLUIUMCS B XOJ/I€ U3YUCHHUS
y4eOHOM AUCUUIUIMHBI B LIEJIOM WK MPOMEXYTOYHAs (110 OKOHYaHUH CEMECTpa) OlIEHKa 3HAHUI
00yJaronmmMcs 1Mo OTACIBHBIM pa3zieliaM JTUCIUIUIMHBI C aTTECTAIIMOHHON OIICHKOUW «3a4TEHO»
WU «HE 3a4TEHO».

— muddepeHIMpOBaHHBI 3adeT — 93TO (opMa OICHKM 3HAHUH, TONyYEeHHBIX

00yJaronMMcs TIPH U3YYCHUN JUCIUILTNHBI, TIPH BBITIOJTHEHUH KYPCOBBIX MPOEKTOB, KYPCOBBIX
paboT, HAyYHO-UCCIIEOBATENLCKUX PA0OT U MPOXOXKACHUN MPAKTHK C ATTECTAIIHOHHOM OIEHKOM
COTIUIHOY, «XOPOIIIOY, «YTOBICTBOPUTEIHLHOY, «HEYIOBIECTBOPUTEIHLHOY.
Cucrema OLEHOK TP TPOBEACHUM MPOMEXKYTOUHOW AaTTECTAllMd OCYIIECTBIAECTCS B
COOTBETCTBUU C TpeOoBaHusamMu IlomokeHnit «O TeKymeM KOHTpOJE YCIEBAEMOCTH H
MIPOMEXKYTOUHOM aTrectauuu cTyaeHToB ['YAIL, oOywarommuxcsi 1Mo MporpaMMaM BBICIIETO
obpazoBaaus» U «O MOIYJIBHO-PEUTUHTOBOM CHUCTEME OIICHKM KadecTBa ydeOHOW paboThI
cTyneHtoB B ['YAID.
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