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AHHOTaNUs

JucuuminHa «be3onacHOCTh ONepaloOHHBIX CHCTEM» BXOIUT B 00pa30BaTeNbHYIO
MIPOrpaMMy BBICIIETO 00pa30BaHUsl — MIPOrpaMMy CIIEHUAIUTETa 110 HAMPABICHUIO OJITOTOBKH/
cnermansHocTH 10.05.03 «MHpOpMaImonHass 0e30MacHOCTh aBTOMATU3UPOBAHHBIX CHUCTEM)
HampaBleHHOCTH «be30macHOCTh  OTKPBITHIX HH(POPMAIMOHHBIX CHCTEM». JIHMCIMITHHA
peanuzyetcst kadempoit «Ne33».

JucuuniinHa HateneHa Ha GOpMUPOBaHUE y BBIMTYCKHUKA CIEIYIOINX KOMIETECHIIUI:

OIIK-2 «CnocobGeH NmpUMEHSTh HNPOTrpaMMHBIE CPEACTBA CUCTEMHOTO W MPHUKJIIAJHOTO
Ha3HAueHW, B TOM 4YHCJE€ OTEYECTBEHHOI'O TPOM3BOJICTBA, JJA pEIIeHUs 3ajaad
npodeccuoHaNbHOM 1eATeTbHOCTIY

OIIK-5 «Cnoco0eH TNpUMEHATh HOPMAaTHUBHBIC TIPABOBBIC AaKTHl, HOPMATHBHBIC U
METOMYECKUE JTOKYMEHTHI, pErJaMeHTHPYIOIIUE e TEIbHOCTD 10 3alUTe HHPOPMALIN»

OIIK-9 «Cnocoben pemare 3a7aud MNpOGECCHOHATBHOW JAEATENHHOCTH C Y4YETOM
TEKYIIETO COCTOSIHMS W TEHACHIMH pa3BUTHUS HWH(POPMALMOHHBIX TEXHOJOTHHA, CPEICTB
TEXHUYECKOH 3aIUThl HHPOPMALIUH, CeTeH U CHCTEM Meperaud HHPOPMALIUN

OIIK-12 «CnocobeH TpUMEHSTh 3HaHUS B 00JacTH O€30MacHOCTH BBIYUCIUTEIBHBIX
ceTel, ONEePaMOHHBIX CUCTEM U 0a3 JaHHBIX MPHU pa3paboTKe aBTOMATH3UPOBAHHBIX CHCTEMY

Copneprxanue TUCIMILIMHBI OXBAThIBAET KPYT BOIPOCOB, CBSI3aHHBIX C U3yUYEHUEM TEPMHU-
HOJIOTHUHU, TIOHATUHHOTO amnmapara U oOIMX MOIX0J0B K oOecreueHn0 HHPOpMaIMOHHOK 6e30-
MACHOCTHU OTEPAIMOHHBIX CHCTEM; U3YYEHHEM CPEJICTB M METOJOB yNpaBICHUS JOCTYIIOM B 3a-
LIUILEHHBIX OMEPAIMOHHBIX CUCTEMAaX; U3yUYE€HUEM CPEJICTB U METOA0B ayTeHTU(UKAIMU IO0JIb-
30BaTeNieil B 3alMICHHBIX ONEPALMOHHBIX CUCTEMAaX; U3YYEHHUEM CPEJICTB U METO/I0B peain3a-
[[UU ayJUTa B 3alUIIEHHBIX OMEPAIMOHHBIX CUCTEMAX; U3yUYEeHHUEM CPEJCTB U METOJIOB MHTErpa-
[IUH 3aIUIIEHHBIX OTIEPAIIMOHHBIX CUCTEM B 3alUIIICHHYIO CETh.

[IporpaMmoii JUCHMILIMHBI TPEIyCMOTPEHBI CIEAYIOMNE BHUIbI KOHTPOJS: TEKYIIUH
KOHTPOJIb YCIIEBAEMOCTH, TPOMEXKYTOUHAs aTTecTalus B popMe dK3aMeHa.

OOmrast TpyJTOEMKOCTh OCBOCHHWS TUCIMILIUHBI COCTABIIICT 8 3a4eTHBIX eiwHuIl, 288
4acoB.

S3bIK 00yYeHHMs 110 TUCIUIIINHE «PYCCKUHN »



1. TIlepeueHb MIaHUPYEMBIX PE3YIbTATOB OOYUYEHUS 110 TUCLUILUIMHE
1.1. Ilenu npenomaBaHus JUCITUTUTHHBI

Lenpro M3ydeHus: TUCIUIUTMHBI «be301macHOCTh ONEPaMOHHBIX CUCTEM) SBIISIETCS TEOpe-
TUYECKast U MPAKTUYECKasi MMOATOTOBKA CIIEMAIMCTOB K JIESITEIHHOCTH, CB3aHHOW C TPUMEHe-
HUEM 3alMIIECHHBIX ONEepPAIllMOHHBIX CHUCTEM, a TAK)KE CPEICTB U METOJIOB 00ECIICUEHUS 3aLUThI
nH(GOpPMAIIUY B ONIEPALIMOHHBIX CUCTEMAX.

3agaun TUCIIATLIINHEL:

—HM3y4YEeHHUE TEPMUHOJIOTHH, MOHATHIHOTO amnmnapara U oOUIMX MOJX0J0B K 00eCIeUeHUI0
nH(pOpPMaIMOHHOM 0€30MaCHOCTH OTIEPAIMOHHBIX CUCTEM;

—HM3Y4YCHHE CPEJCTB M METOJOB YIPABJICHUS JOCTYNIOM B 3alIUIIECHHBIX ONEPAMOHHBIX
cucTeMax;

—HM3y4YeHUE CPEJCTB M METOJOB ayTeHTHU(UKAIIUU TMOJIb30BaTENeH B 3alUILIEHHBIX OIepa-
IIUOHHBIX CHCTEMAX;

—HM3Yy4YEeHHE CPEICTB U METOJOB peai3alliy ayAuTa B 3aLUIIECHHBIX ONEPALMOHHBIX CHC-
TeMax;
U3yUYeHHE CPEJICTB U METOJIOB MHTErpallM 3alUILEHHbIX ONEPAMOHHBIX CHCTEM B 3alllMIIEH-
HYIO CETb.

1.2. JlucuuruiiHa BXOJIUT B COCTaB 00s3aTENbHONM YacTH 00pa30BaTEIbHOW MPOrpaMMbl
BhIcIIero oOpaszoBanus (panee — OIT BO).

1.3. TlepeuyeHp mIaHUPYEMBIX PE3yIbTaTOB OOYYEHUS IO TUCIUTUIMHE, COOTHECEHHBIX C
IUTAaHUPYEMBIMHU pe3yibTatamu ocBoeHust OI1 BO.

B pesynbTare u3ydeHus AMCUUILUIMHBI OOyYaroIMiicsl OJDKEH 00JafaTh ClEAYIOMUMU
KOMIIETEHIUSIMU WM UX YacTsAMU. KoMmeTeHInn U MHAMKATOPBl UX JOCTUKEHHS PUBEACHBI B
tabmuie 1.

Tabnuna 1 — I[lepeyeHh KOMIETEHIIMA ¥ WHAWKATOPOB UX JOCTHKECHUS

Kareropus (rpymnmna) Kon n HaumeHoBanue Kon u HaumeHoBaHME UHIMKATOPA
KOMIIETEHLIUU KOMIIETEHLIUU JOCTH)KEHUS] KOMIIETEHLIUU
OIIK-2 Cnocoben
PUMEHSTh
IIPOrpaMMHBIE
CPEeICTBAa CUCTEMHOTO
Y IIPUKJIATHOTO OIIK-2.3.2 3naTh Ha3HaYeHHE, QYHKINU U
ObmenpodeccuoHanbHble | HA3HAUEHHI, B TOM 0000IIEHHYIO CTPYKTYpPY ONEPaLlMOHHBIX
KOMIIETEHIIUU qucie CUCTEMHU THUIIOBbIE OIIEPALIMOHHbIE
OTEUYECTBEHHOTO CUCTEMBI

POU3BOJICTBA, IS
pelieHus 3a1a4
npodeccnoHanbHON
JICSTEIbHOCTH

OIIK-5 Cnocoben
MMPUMCHATH
HOpPMAaTHBHBIC
NPaBOBBIC AKTHI,
Oo6menpodeccnoHalbHBIC | HOPMATHBHBIE U

OIIK-5.Y.1 ymMeTb NpUMEHSThH
HOPMAaTHBHBIC aKThI IIPH MMPOSKTUPOBAHUU
1 pa3paboTKe cucTeM 0e30MacHOCTH

KOMIIETEHIIUU METOUYECKHUE
aBTOMATH3UPOBAHHBIX UH(HOPMAITMOHHBIX
JIOKYMEHTHI,
CUCTEM M UX KOMIIOHEHTOB
periaMeHTUPYIOIINE

JEeSITENBHOCTH TI0
3amuTe HHPOpMaIUn

OI1IK-9 Criocoben OIIK-9.3.1 3HaTL TEXHUYECKUE U
peliaTh 3a1aun MPOrpaMMHEIE CpeACTBa HH()OPMAIIHOHHOM
podeCCHOHATBHOM 0€30IaCHOCTH, OCHOBBI CETEBBIX

Ob6mmenpodeccroHanbHbIE
KOMIIETCHIIUH




JIESTEIBHOCTH C
YYETOM TEKYLIETO
COCTOSIHHS U
TEHJACHIMN Pa3BUTHS
UHGOPMAIIMOHHBIX
TEXHOJIOTUH, CPENICTB
TEXHAYECKOM 3aITUTHI
uHpOpMaIIUH, CEeTeH n
CHCTEM IIepeiaun
uHpOpMaIu

TEXHOJIOTUH ¥ HAaNPaBJICHUS UX
COBEPILICHCTBOBAHUS

OIIK-9.Y.1 ymeTp ucnoab30BaTh
COBpPEMEHHBIE TEXHUYECKHE,
MaTeMaTU4eCcKHe U MporpaMMHbIe
CpeAcTBa Ui peleHUs
npodeccHoHATBHBIX 3a/1a4
OIIK-9.B.1 BnaneTs cCOBpeMEHHBIMU
TEXHOJIOTUSMHU, METOJITAMH U MOJIEITISIMHU
IpU pa3paboTKe CUCTEM 3allUThI
nHopManuu

Oo6menpodeccrnoHabHBIE

KOMIICTCHIIMHA

OIIK-12 Crocoben
HpI/IMCHSITB 3HAHU B
obiactu
0e30macHOCTH
BBIYHCIIATEIBHBIX
ceTew,
OTePaIMOHHBIX
cHCTEM U 0a3 TaHHBIX
npu pa3padboTke
ABTOMAaTU3UPOBAHHBIX
CHCTEM

OIIK-12.3.1 3HaTh TEOPETUUECKHUE OCHOBBI
nocTpoeHus 0a3 JaHHBIX, MOJIENIN JaHHBIX,
MPUHIUIBI OPraHU3alMK BEIYUCIUTENBHBIX
CeTel, CEeTeBble TEXHOJIOIMH, TEXHUUECKNE
CPEICTBA UX peaJIn3allii, OPraHU3aLNU U
BUJIbI ONIEPALMOHHBIX CUCTEM

OIIK-12.VY.1 ymeTs NpoBOAUTH HACTPOHKY
OTIEPALIMOHHBIX CHCTEM C COOIIOIEHUEM
TpeOoBaHui MH(POPMALMOHHON
0€30I1acHOCTH, IPOEKTHPOBATH U
OpTraHU30BBIBATH OE30MACHBIC
BBIUNCIIUTEIbHBIC CUCTEMBI U 0a3bl JAHHBIX
OIIK-12.B.1 BnaneTs HaBbIKaMU
MHTETPaLUK MOJICUCTEM, YUUTHIBAsI
TpeboBaHus HHPOPMALIMOHHON
0€30MaCHOCTH U 3alUThl HH()OPMAITH

2. Mecro aucuumianssl B ctpykrype OI1

JucuumimHa MOXKeT 0a3upoBaThCSA HA 3HAHUAX, paHee MPUOOPETECHHBIX 00YUYaIOIIUMHUCS
MpU U3YUYCHUU CIICAYIOIINX NUCHUIIINH:

— «OcHOBBI MH)OPMAIIMOHHOW G€30MaCHOCTHY,

— «[IporpaMMHoO-anmapaTHbIe CPEICTBA 3aIIUTH HH)OPMAIIHI)Y

3HaHUs, TONydYeHHBIE MPH W3yYCHWH Marepuaja JaHHOW IAWCHIUIUIMHBI, MMEIOT Kak
CaMOCTOATCIIbHOC 3HAYCHUC, TAK U MOT'YT UCIIOJIB30BATHCA IMMPU U3YUCHHUU APYTUX AUCHUILINH:

— «Pa3paboTka ¥ SKcrulyaTanys aBTOMAaTHU3WPOBAHHBIX CHCTEM B  3allUIIICHHOM
UCTIOJTHCHUM,

— «3ammra nHOOPMAalMH B pacIpeaeIeHHbIX NHGOPMAIIHOHHBIX CHCTEMAX),

— «YnpapneHue HHQOPMAIIMOHHOW O€30MaCHOCTHIOY.

3. O0beM U TPyA0EMKOCTh JUCIUTUTHHBI

JlanHbie 00 00meM o0beMe MUCIUIUIMHBI, TPYAOEMKOCTH OTICIBLHBIX BHJIOB Y4eOHOM
paboTHI MO0 TUCHHUIUTHHE (M paclpeie]ICHHe dTOW TPYTOEMKOCTH 110 CEMECTpaM ) TPECTABICHBI B
Tabimue 2.

Tabnuna 2 — O6beM U TPYI0EMKOCTb JUCIHUILITNHBI

. Tpym1oeMKOCTh 110 ceMecTpam
Bun yue6HoIt paboThl Bcero No6 No7
1 2 3 4
Oowan mpyooemKkocma ouCUuUnIUHLL, 8/ 288 4/ 144 4/ 144
3E/ (4ac)
H3 Hux yacoe npakmuueckoii R0020MmMoeKU




Ayoumopnule 3anamus, BCEro 4ac. 136 68 68
B TOM UHCIIE:

nekiuu (JI), (dac) 68 34 34

npakTuyeckue/cemunapckue 3ansatua  (I113),

(dac)

naboparopubie padotsl (JIP), (dac) 68 34 34

KypcoBo# mipoekT (padora) (KII, KP), (gac)

JK3aMeH, (Jac) 36 36
Camocmosamenvuas paboma, Bcero (Jac) 116 76 40
Buo npomesxcymounoit ammecmayuu. 3adet, | Judd. OK3.
mudpd. 3ader, sk3ameH (3auer, Hudd. 3ay, 3au., Hudd. 3aq.

DK3.%%*) OK3.

[IpruMedaHne:  KaHAHAATCKHI SK3aMeH
4. CopeprkaHue TUCHUTLTUHBI
4.1. PacnpeneneHue TpPyI0EMKOCTH JTUCIUILIMHBI 110 pa3/eiaM U BUIAM 3aHSTHIA.
Paznenbl, TeMbI TUCIUTIIMHBI M UX TPYI0EMKOCTh MPUBEICHBI B TaOIHIIE 3.

Tabnunua 3 — Pa3aenbl, TeMbl TMCHUILIMHBL, UX TPYJI0EMKOCTh

Paznensl, TeMbI TUCTTUTLITIHBI Jlexumm | TI3 (C3)| - JIP KII CPC
’ (dac) (qac) (dac) (qac) (qac)
Cemectp 6
Paznen 1. [loHsATre 3amMIeHHOW OonepalMOHHON Cuc-
TOMBL 14 8 40
Paznen 2. YnpapneHnue nocrymnom 20 26 36
Hroro B cemecrpe: 34 34 76
Cemectp 7
Pasnen 3. Unentudukanws, ayTeHTUUKAIUS U aBTO-
ot 16 16 20
Paznen 4. WnTerpanys 3amuIieHABIX ONEPATHOHHBIX 18 18 20
CHCTEM B 3aIIUIICHHYIO CETh
Hroro B cemectpe: 34 34 40
Hroro 68 0 68 0 116

[IpakTuyeckass NOArOTOBKA 3aKJIIOUAETCS B  HEMOCPEACTBEHHOM  BBIIIOJIHEHUU
o0yJarolMMHUCs. ~ ONPEAETCHHBIX  TPYAOBbIX  (YHKIMH,  CBA3aHHBIX ¢  Oy;yuieut
po¢eCCUOHATILHON AEATEIbHOCTBIO.

4.2. ConepxaHue pa3ieiioB ¥ TEM JICKIIMOHHBIX 3aHATHH.
CopepxaHue paseioB U TeM JICKIIMOHHBIX 3aHSATUI MPUBEJCHO B TabmuIe 4.

Ta6muma 4 — Conepxanue pasieioB U TEM JICKITMOHHOTO MUK
Tabnuna 4 — ComepxaHue pa3/ieNoB U TeM JICKIMOHHOTO ITUKJIa

Howmep paznena HasBanue u coaeprxkanue pa3iesioB U TEM JIEKIIMOHHBIX 3aHITHI
1 IloHsTHE 3aIUIIIEHHON OTIepallMOHHON CUCTEMBbI

Oo6mas xapakrepuctuka OC; Ha3HAYCHUE U BO3MOXXHOCTH CUCTEM CeMEHCTRA
UNIX, cucrem cemeiictea Windows. UaTepdeiic Bzanmoneiicteus OC ¢
rorb3oBaresiMu. OOIIIe TPUHITAITHI YIIPaBIEHIS PECYPCaMH BEIYHCIHTEh-
HBIX cucteM. [lousaTus npomnecca (moroka) B OC. CpenmcTBa MEXIPOIIeCCOPHO-
ro B3amMmozeicTBus. Ynpasnenne namateio B OC. Buprtyansras namsares. O6-
paboTka npepbIBaHUi OT yCTPOHCTB BBoAa-BrIBoia B OC. CTpyKTypHas oOpa-
0oTtka uckIroueHuH. CHHXPOHHBIA W aCHHXPOHHEIA BBOI-BBIBOI.

YTpo3bl 6€30MacHOCTH OTEpPAIIMOHHON CHCTEMBI, KilacCH(HKAIWsl YIpo3, Hau-




Oonee pacipocTpaHeHHBIE yrpo3bl. [loHATHE 3aIUIIIEHHON OTepallMOHHON
cucteMsl. [10X0abI K OpTaHU3aIH 3 ThL. DTaIlbl IIOCTPOSHHUS 3aIUTHL.
AJMUHHUCTPATUBHBIC MEPBI 3alUTHIL.

2 YupasiieHue 10cTynoMm

CyOBeKThl, 00bEKThI, METOIBI M TIPaBa JOCTYIA, MPUBIIIETHN CYOBEKTa IOCTY-
na. TpeOGoBaHus K MpaBuiIaM yIpaBiIeHHUs JOCTYNOM. JJuCKpennOHHOE yIIpaB-
neHue goctynoM. Marpuia nocrymna. M3onupoBaHHas nporpaMMHas cpena.
ManatHoe ynpasieHue noctyrnomM. Metku gocryna. Kontpons nadopmaru-
OHHBIX TOTOKOB. [Ipo0ieMbl pean3aiui MaH aTHOTO YIPABJICHHS JOCTYIIOM
B OIEPAIIMOHHBIX CHUCTEMAaX.

YrpasieHue 10CTymoM B onepanuoHHbIx cucteMax cemeiictea UNIX. Cy0Os-
eKTHI, 00BEKTHI, MeTOABI U TipaBa goctyma. UID, EUID, GID, EGID. Atpuby-
ThI 3aIUTHI 00BEKTOB JocTyma. CpelicTBa AMHAMUYECKOTO U3MEHEHHSI TTOJTHO-
mounii cyowsekToB: SUID/SGID. Pacmnpenus ctangapTHONH CUCTEMBI yIIPaB-
JeHusI ToCcTyroM B Linux.

VYpasieHnne JOCTYIIOM B ONIEPAIlMOHHBIX cHcTeMax ceMetictBa Windows.
CyObeKxThl, 00bEKThI, METOIBI M TIPaBa JOCTYIIA, MPUBIUIETHH cyOBekTa. Map-
KepHhI I0CTyNa CyOBEKTOB, JECKPUIITOPHI 3alIUTHl 00beKTOB. [lopsimok mpoBep-
KU TIpaB J0CTyIa, MOPSIOK Ha3HAYEHHSI IECKPHUIITOPOB 3aIIMTHI CO3aBaeMbIM
obwvekram. CpeficTBa TMHAMHYECKOTO U3MEHEHHUS TTIOJTHOMOYHH CYOBEKTOB:
OJIUIETBOPEHHE CyOBEKTOB JIOCTyNa. Pacimpenus MUCKPEIIMOHHON CHCTEMBI
YIPaBIEHHS TOCTYIIOM: aBTOMAaTHIEeCKOe HAaCIieIOBaHUE aTpHOyTOB 3alTUTHI
00BEKTOB, OTPaHUYCHHBIE MAPKEPHI JOCTYIIA, MAHIATHBI KOHTPOJIb [IEIOCT-
HOCTH, KOHTPOJIb YUETHBIX 3allUCEN, SJIEMEHTHI U30JIMPOBAHHOW MTPOTPaMMHOMN
cpenbl

3 WUnentudukarms, ayTeHTHOHUKAITNA U aBTOPU3AITUS

[NonsaTHs HaeHTH)UKAIMN, Ay TCHTH(QUKAIIMHA U aBTOPU3AIMH MTOJIE30BaTENICH.
CpezcTBa U METObI XPaHESHUS STAIOHHBIX KOTIHIA ay TCeHTH(UKAIMOHHON WH-
(hopmaruu. [IpoTokomnsl nepenaun ay TeHTU(MUKAIMOHHOW WH(OPMAITUH 110 Ka-
HajaM BBIYHMCIUTEIbHON cetn. Kpunrorpaduueckoe obecrneueHne ayTeHTUDU-
KallUu¥ MOJIb30BaTENEH.

AyTteHTH(HUKaus Ha OCHOBE maposeid. CpecTBa U METOIbI 3aLIUTHI OT KOM-
poMeTaluK U nojdopa naposeii. [laponbHas ayrentudukanus B Linux, 6uo6-
nuotekn PAM. [laponbHas ayrenrudukanys B Windows, cpencraa ypasiie-
HUS TTapaMeTpaMu ayTeHTU(QUKALIH.

AyTeHTr(HKaIM Ha OCHOBE BHEIITHUX HOCUTENEH Kirroya. OcCOOCHHOCTH TIPo-
BEpKH ayTeHTU(UKAIMOHHOW WH(HOPMAITUH [T Pa3IMYHBIX TUITOB HOCUTEINEH
kiroda. [Ipo6aeMbl reHepamun, pacChlIKA U CMEHBI KITIOUCH.

buomerprueckas ayterTHuKanms: odmas cxema, IpenMyIIecTBa, mpooie-
MBI. JIOCTOMHCTBA ¥ HETOCTATKU PA3TUYHBIX CXeM OMOMETPUIECKON ay TEHTH-
(bukanmy.

4 WHTerpanus 3aMIIeHHBIX ONEPAIIMOHHBIX CHCTEM B 3AIIUIICHHYIO CETh
[IpenmyiecTBa TOMEHHOM apXUTEKTYphI JIOKadbHOU ceTu. IlonsTre nomexa,
KOHTposutep JoMeHa. [lopsok HageneHns nonb3oBaTencii JOMeHa IOJTHOMO-
YUSAMU Ha OTHENBHBIX KOMIIbIOTEpaX. LleHTpann3oBaHHOE yIpaBiIcHHE O~
TUKOW 0€30IaCHOCTH B IOMEHE.

«JlecHas» nomennas apxutekrypa Windows 2000/2003/2008/2010. UnenTu-
(uKanus KOMIBIOTEPOB B CE€TH. J{ByCTOPOHHHIE TPAaH3UTHBHbBIE OTHOLICHUS
nosepust. CpeAcTBa M METOABI CHHXPOHHU3ALUHU 0a3 JaHHBIX KOHTPOJIJIEPOB
pa3HbIX TOMEHOB 0JIHOTO Jieca. AyTeHTnukanus no Kerberos. I'pynmosas
nonrTuKa. JlenerupoBaHue MOJIHOMOYMM

4.3. Tlpakruveckue (CEMUHAPCKUE) 3aHSITHUS
TeMBI IPaKTHIEeCKUX 3aHATHH U UX TPYTOEMKOCTh IIPUBEACHBI B TAOIHUIIE 5.

Tabnuma 5 — [IpakTraeckue 3aHATHS U UX TPYIOEMKOCTb




W3 Hux Ne
Ne TeMbl npakTHYECKUX @®opMBI NPAKTUUECKUX TpynoeMKoCTh, | IPaKTUYECKOH | pazaerna
/1 3aHATUI 3aHATHN (gac) MOATOTOBKH, | JIHCIHII
(uac) JIUHBI
Y4eOHBIM IITaHOM HE MPEAYCMOTPEHO
|
Bcero
4.4. JlaGopaTopHbIE 3aHATHS
Tembl 1a00paTOPHBIX 3aHATHIA M UX TPYIOEMKOCTD IIPUBEICHBI B TabHIIE 6.
Tabnuma 6 — JlabopaTopHbIe 3aHATHS U X TPYAOEMKOCTh
N3 Hux Ne
Ne HaumeHnoBanue 1abopaTopHbIX paboT TpyAOeMKOCTS, || NMPAKTHUECKOH | pasieia
/o (qac) MMOJATOTOBKH, JTUCIIAIT
(gac) JIMHBI
Cemectp 6
1 | AHanu3 onepanyuoHHbIX CUCTEM 4 1
2 | M3yueHue xapaKTepUCTUK OMEPAIIHOHHBIX CUCTEM 4 1
3 | OcHOBHBIE aTpUOYTHI JOCTYyTIA 4 2
4 | Yupasaenune moctymoM B Linux 4 2
5 | Peanuzarms JjokanpHOro qocryma B Linux 4 2
6 | Peanmmsarmms cereBoro gocrymna B Linux 4 2
7 | Yapasnenue gocrymom B Windows 4 2
8 | Peanuzarms sokanpHOro gocryna B Windows 4 2
9 | Peanuzamus cereBoro goctymna B Windows 2 2
Cemectp 7
1 | CpencrBa  ayTeHTH(HUKAIMM  OIEPAIMOHHBIX 4 3
CUCTEM
2 | YmpaBieHue CpeAcTBaMH ayTCHTH(PUKAIUA B 4 3
Linux
3 | YropaBinenue cpeicTBaMH ayTCHTH(QUKAUK B 4 3
Windows
4 | U3yuenne cucremol PAM u opraHmzanus 4 3
KOHTpoOJIJIepa JoMeHa, nmporokona LDAP
5 | JHoKyMeHTHpOBaHHUE MOIUTUKU O€30MaCHOCTH 4 4
6 | LlenTpanuzoBaHHOE IUIAHMUPOBAHUE MOJUTHKH 4 4
6e3omacHocTH B jecy gomenoB Windows
7 | LlenTpanu3oBaHHOE IUIAHUPOBAHWE MOJUTHKU 4 4
0e3omacHocTu B Linux
8 | Hacrpoiiku nporokona KERBEROS, NTLM 4 4
9 | Hacrpotiiku npotokona SMB 2 4
Bcero 68

4.5. KypcoBoe mpoekTupoBaHue/ BEITOTHEHNE KYPCOBOM paboThI

Y4eOHBIM IITaHOM HE TTPETyCMOTPEHO

4.6. CamocrosiTenbHas paboTa 00yJarommxcs

Buapr camoctosTensHON pabOTHI U €€ TPYIAO0EMKOCTh MTPUBEACHBI B TAOIHIIC 7.

Tabnuma 7 — Bugsr camocToATenBHOI paboOTH U €€ TPYI0EeMKOCTh




Bun camocrosTenbHON paboOThI Bizl;o’ Cemectp 6, uac Cemectp 7, yac
1 2 3 4
Nzydenne TeopeTHaecKoro MaTeprana
50 20
nquctmussl (TO)
KypcoBoe npoektupoanue (KII, KP)
Pacuetno-rpaduaeckue 3amanus (P1'3)
Brinonuenne pedepara (P)
[loaroroBka K TEKyIeMy KOHTPOIO 16 10
ycneBaemoctu (TKY)
Homamree 3amanue (/13)
Kontponbabie paboThl 3209HHKOB (KP3)
IToaroToBKa K MPOMEKYTOUHOM aTTecTanuu 10 10
1A)
Bcero: 116 76 40

5. Tlepeuens yaeOHO-METOMIECKOTO OOCCIICUCHHUSI

JUTS CAMOCTOSITEIBHOM Pa0OThl 00YYaIONIUXCSI MO JUCITUILTIHE (MOJIYITIO)
Y4e0HO-METOAMIECKIE MaTePHAITBI JJISI CAMOCTOATEIHLHON padOTH 00yJarOInXCsl YKa3aHbl B 1.1, 7-11.

6. IlepedeHb MeYaTHBIX U EKTPOHHBIX YUSOHBIX W3/IaHUH

IlepedeHb MeYaTHBIX U 3JICKTPOHHBIX y4eOHBIX U3aHUI NpUBEACH B Tabnuue §.
Tabauua 8— IlepedyeHp neyaTHBIX M 3IEKTPOHHBIX YUEOHBIX U3IaHUH

Komnmyecto
SK3EMILTSIPOB B
Uugp/ bubmorpaduaeckas ccpuika 6H6J11/IOH”1P6KC
URL anapec
(KpoMe 3MEeKTPOHHBIX
SK3EMIUISIPOB)

004.056 BezomacHOCTh omepaMoHHBIX CUCTEM : METOANYECKIE YKa3aHUs 5
b 40 K BBINIOJIHEHHIO J1abopaTtopHbIX padot / C.-IletepO. roc. yH-T

a’poKocM. mpubopocTpoeHus ; coct. B. A. MbuibHUKOB. - CaHKT-

ITerepOypr : M3a-so ['YAII, 2020. - 53 c. : Taba. - bubmmorp.: c.

52 (4 nasB.). - b. 11. - TekcT : HEMOCPECTBEHHBIH.
004 Baraes, A. B. 20
b 28 OmnepanronHble cucTeMbl B cpeabl : yueobnuk st CI10] / A. B.

baraes, H. 1O. Hamotun, C. B. CunuiesH. - 4-e u3nm., crep. -

Mockgsa : Akanemus, 2020. - 272 c. : puc., a0 -

(ITpodeccuonansaoe obpazoBanme). - bubmmorp.: c. 267 (19

Ha3B.). - ISBN 978-5-4468-8681-4 : 1240.25 p. - Teker :

HENOCPENCTBEHHBIN.

Nwmeet rpud deneparbHOTO HHCTUTYT Pa3BUTHSI 00pa30BaHUS
004.4 Kamroxusiid, Butanuii [Tapnosuu (mo1r.). OnepannoHHbIE 68
K17 cuctemsl [Teker] : yaebHoe nocobue / B. 1. Kamroxnsrit, K. B.

3arr ; C.-Iletep®. roc. yH-T a3pokocM. npudopoctpoerus. - CIIO. :

Uzn-so I'VAIL 2012. - 145 c.
658 OnepalnoHHbBIE CUCTEMBI JIJIsl OPTaHU3alMHU POU3BOJICTRA B 100
0-60 npoMelnieHHOCTH [Tekcr] : yueOHoe mocooue / H. B.

Aptamonosa [u ap.] ; C.-IleTepO. Toc. yH-T a3pOKOCM.

npubopoctpoenust. - CII6. : U3x-Bo I'YAIL 2012. - 224 c.
004.4 Tanenbaym, 3. CoBpeMeHHBIC OIIEpalMOHHbIE CHCTeMBI [ TekcT] = 40
T18 Modern operating systems / 9. Tanenbaym. - 3-¢ uzn. - CIIO. :

I[MNTEP, 2015. - 1120 c.




004 AnmnapaTtHble cpeACTBa MOAACPKKU OMEPAIUOHHBIX CUCTEM 86
A 76 [Texcrt] : meTomuaeckoe nocodue / C.-Iletep6. roc. yH-T
a’pokocMm. mpudbopoctpoenus ; coct. H. B. Kyuun. - CII6. : U3n-
Bo I'VAII, 2015. -43 c.

7. TlepedeHb DIIEKTPOHHBIX 00Pa30BATEIBHBIX PECYPCOB
WH(OPMAIMOHHO-TEJICKOMMYHUKAIIMOHHO ceTn « THTepHeT»
[lepeueHb ANEKTPOHHBIX 00PA30BATEIBHBIX PECYPCOB HH(OPMAITHOHHO-TEICKOMMYHHUKAIIMOHHOH
ceTH «IHTepHET», HEOOXOJUMBIX JIJISl OCBOCHHUS JHUCITUITIIMHBI IPUBE/ICH B Tabmwie 9.

Tabmumma 9 —  llepedeHb  DIEKTPOHHBIX ~ OOpa30OBATENBbHBIX  pecypcoB  HH(OpManmoHHO-
TEJIEKOMMYHUKAIMOHHOU cetu «IHTEepHET»

URL anpec HaumenoBanue
www.intuit.ru Hanmonanessiit OtkpeiTeiil YHuBepcuter "UHTYUT"

8. Ilepevenb MHGOPMALMOHHBIX TEXHOJIOTUH
8.1. llepevyeHr  TPOTPaMMHOTO  OOECIICUCHHS,  HCIONB3YEMOTO MPH  OCYIICCTBICHUH
00pa30BaTeNBLHOTO MpoIlecca Mo TUCIUILTHHE .
[lepedens UCMOTB3yEMOTO TIPOTPAMMHOTO 0OeCIIeUeHMS IpenacTaiieH B Tadaure 10.

Tabmuma 10— [TepedyeHb NporpaMMHOI0 00SCIICUEHHS

Ne i/t HanmenoBanue

He npenycmotpero

8.2. IlepeueHr WHGOPMATMOHHO-CIIPABOYHBIX CHCTEM,HCIIONB3YEMBIX MPH OCYIIECTBICHUH
00pa30BaTeNBHOIO Mpoliecca M0 TUCUUILTUHE
[lepeuens HCnoOIBL3yEMBIX HHPOPMATMOHHO-CIIPABOYHBIX CUCTEM HpeacTaBieH B Tabmume 11.

Tabnuua 11— Ilepeyenb HHPOPMAIIMOHHO-CITPABOYHBIX CHCTEM

Ne i/t HaumenoBanue

He npenycmotpero

9. MarepuanbHO-TeXHHUECKAs 0a3a
CocTaB MaTepUaTbHO-TEXHUYECKOUM 0a3bl, HEOOXOIUMOI JJIs1 OCYIIECTRICHUST 00Pa30BaTENLHOTO
rporiecca 1Mo AUCIUILIAHE, IIPpeIcTaBicH B Tabmuiel 2.

Tabnuna 12 — CoctaB MaTepHaIbHO-TEXHUUYECKOH 0a3bl

Ne HanmeHoBaHME COCTaBHOM 4acTH Howmep aymutopun
n/m MaTepUaTbHO-TEXHUIECKOU 0a3bl (Ipu HEOOXOTUMOCTH)

1 JlexnmoHHasI Ay AUTOPHS

2 KomnerorepHsli kiace

10. OreHouHBIC CPEACTBA YIS MPOBEACHUS MPOMEKYTOYHOHN aTTeCTAI[UU
10.1. CocraB OIEHOYHBIX CPEIACTBIAJISA MPOBEACHUS MPOMEKYTOUHON aTTeCTAllMK 00YyJYaroIIuXCs
M0 TUCIUILIMHE MPUBEIeH B Tabnumie 13.
Tabauma 13 — CocTaB OLIEHOYHBIX CPEACTB AJIs MPOBENEHUS IPOMEKYTOUHOH aTTecTalluu

Bun npomMeXyTO4HOH arTecTaluu [lepeueHb OLIEHOYHBIX CPENCTB
OK3aMeH Crincok BOIPOCOB K 9K3aMEHY;
3agaum;
TecTsl.
JuddepenunpoBaHHblii 3a4€T Cnucok BONPOCOB;
TecTsr;
3amayun.




10.2. B kauecTBe KpHTEpUEB OIICHKUA YPOBHS C(HOPMHPOBAHHOCTH (OCBOCHWSI) KOMIIETEHITHIA
00yJaroImuMuCcs TpUMeHseTcsl S-OanmnpHas [mIKkana OneHKH cOPMHUPOBAHHOCTH KOMITETEHIIHHA, KOTOpas
npuBeaeHa B Tabimie 14. B Tredenne cemectpa Mosxer ucnonb3oBatbes 100-6ammpHas mKaia MOy IbHO-
pEUTUHTOBOM  cHCTEMBbl  YHUBEPCHUTETa, MpaBWla  HUCIOJb30BaHUS  KOTOPOH,  YCTaHOBJICHBI
COOTBETCTBYIOIIUM JIOKATBHBIM HOPMAaTUBHBIM akToM ['Y ATL.

Tabmmma 14 —Kpurepun orieHKH YPOBHS CQOPMHUPOBAHHOCTH KOMIETCHITHI

OlLIeHKa KOMITETEHIIN

XapakrepucTrka COPMUPOBAHHBIX KOMITETCHLIMIA
5-0ayuipHas mKana P bopp

— oOyuaronuiics riry0oKo U BCECTOPOHHE YCBOMJI MPOTPAMMHBIA MaTepUaT,

— YBEpEHHO, JIOTHYHO, MOCIICIOBATEIEHO U TPAMOTHO €r0 U3JIaracrT;

— OMHUpasiCh Ha 3HAHUS OCHOBHOW W JIOTMOJHUTENBHOW JUTEPATYphl, TECHO
«OTJINYHO» MPUBS3BIBACT  YCBOCHHBIC  HAy4YHbIE  [OJIOKCHHS C  MPAKTHYECKOH
«3aYTEHO» JeSITETBHOCTBIO HAMTPABIICHHUS,

— yMeJio 00OCHOBBIBAET M apryMEHTHPYET BBIABUTAEMbIE UM HJIEH;

— JetaeT BBIBOABI M 0000IIEHNS;

— CBOOOJIHO BJIAJICET CHCTEMON CIEIMATM3UPOBAHHBIX MOHITHH.

— o0yyJaronmiicss TBEPJO YCBOWJI NPOTPAMMHBIA MaTepHall, TPaMOTHO W IO
CYIIECTBY M3JaraeT ero, ONMpasiCh Ha 3HAHHSI OCHOBHOM JTUTEPATyphI;

— He JIOMYCKaeT CYIIECTBEHHBIX HETOYHOCTEH;

«XOPOIIIOY — YBA3BIBACT  YCBOGHHBIC 3HAHMS C  NPAKTUYCCKOW  JIEATEIIBHOCTHIO
«3AYTEHO» HaIpaBJICHUS;

— apryMEHTHPYET HAYYHbIC MOTOKCHUS;

— JIetaeT BBIBOABI U 0000IIEHH;

— BJIAJCET CHCTEMON CIEIMATN3UPOBAHHBIX TOHITHH.

— oOydarommiics YCBOWJI TOJBKO OCHOBHOW IIPOTPaMMHBI Marepuai, I

CYILECTBY M3JIaraeT ero, onMupasich Ha 3HaHUSI TOJIBKO OCHOBHOM JINTEPATYPHI;

— JIOTTyCKaeT HeCYIIeCTBEHHbIC OIMOKH H HETOYHOCTH;

«yJOBIIETBOPUTENIEHO» | — MCTIBITHIBAET  3aTPYAHEHHWS B  NPAKTUYECKOM TPUMEHEHWH  3HAHHH
«3aYTEHO» HaIpaBJICHUS;

— cnabo apryMeHTHUpyeT Hay4YHbIE TIONTO0KEHHS;

— 3aTpyaHsieTca B GOpMyIHPOBAHIH BEIBOJIOB U 0000IICHHUI;

— YaCTUYHO BIIaJIC€T CUCTEMO CIIeIIUATM3UPOBAHHBIX MTOHSITHIA.

— 00yJaronuiics He YCBOWI 3HAYUTEITBHON YaCTH MPOrPaMMHOIO MaTepuana;
— ZIONyCKaeT CYIIECTBEHHbIE OIMMOKA ¥ HETOYHOCTH TPU PAaCCMOTPEHHU
«HEYJIOBJICTBOPHUTENIHHOY | MPOOJIEM B KOHKPETHOM HAIPABICHHUM;
«HE 3aUTCHO» — UCTIBITHIBAET TPYTHOCTHU B MPAKTUIECKOM MMPUMEHCHUN 3HAHUIA;
— He MOXKET apryMEHTHUPOBATh HaAyYHBIE II0JIOKEHUS,
— He GOPMYIUPYET BLIBOJAOB U 0000IICHUI.

10.3. TunoBble KOHTPOJIbHBIE 3a1aHKS WIIM HHBIE MaTEPHAbI.
Bomnpocsr (3amaun) u1st 5K3aMeHa MpeAcTaBIeHbI B Taduie 15.

Tabauua 15 — Bonpocsr (3amaun) 1is 3K3aMeHa

Kon

Ne /it ITepeuens BopocoB (3amay) i dK3aMeHa
WHJMKATOpa

1 Omnpenenenue u HazHaueHne OC OIIK-5.¥.1
Buasr OC

Oynxunn OC

ApXUTEKTypa ONepaHOHHON CHCTEMBI
Crpyxrypa OC

MoHoOUTHAs apXUTEKTypa
MukposiiepHasi apXuTeKTypa

2 [ToHsATHS BEIYMCIUTENBHOIO MpOIIECCa U pecypca OIIK-9.3.1
IIpepriBanus

CucTteMHbIE BBI30BBI

IIpouecc, noTok.

Co3zmanne mpoIeccoB U TOTOKOB
CocTosgHNS IOTOKA




[InanupoBanue u quCHETYEPU3ALHUS IOTOKOB
AHFOpI/ITMBI HJIaHI/IpOBaHI/IH

YnpaBneHue naMsTbIO

Tunel anpecos

MeTob1 pactpeielieHnus TaMsITH 03 HCIIOIh30BaHUs IUCKOBOTO
MPOCTPAHCTBA
MeTob1 pactpeielIeHrus HaMsTH C HCIIOJIb30BaHUEM TUCKOBOTO
MPOCTPAHCTBA

OIIK-9.V.1

[TonsTHE BUpPTYaNbHOU aMITH

CtpannyHOE pacrpeeieHne BUPTYJIbHON NaMsITH
CerMeHTHOE pacupezeieHie BUPTYaIbHON TaMATH
CTpaHNYHO-CErMEHTHOE PacIpe/leIeHne BUPTYyaTbHOW NaMsTH
CsonuHr

OIIK-9.B.1

Haznauenne u ¢pyHnkumum (haiioBoi CHCTEMBI
Jlormaeckas opranu3amnus GaiIoBol CHCTEMBI
®aitnosas cuctrema FAT

®aitnosas cucrema NTFS

KonTpons nocrymna x (aitnam

OcHoBuble nousitus 6ezomacHocT OC

OIIK-12.3.1

CucTteMHBIN OAX0] K 00ecTiedeHUI0 6€30MacHOCTH
CHUMMeTpHUUYHBIE KPUIITOCUCTEMBI

ACUMMETPUYHBIE KPUIITOCUCTEMBI

AyTteHTuduKanus

AyTeHTH(]UKaIUI Ha OCHOBE MHOTOPA30BBIX Mapoiieit
AyTeHTH(HKaLKs HA OCHOBE OJHOPA30BbIX Mapojen

OIIK-12.V.1

Ludpossie cepTuduKrars

[Mudpossie moamucH

ABTOpH3aIys JOCTyMa

Aynnt

Cpencrea aqmunanctpupoBanuss OC Windows Server
Cpencraa 6e3onacHoctu OC Windows Server

OIIK-12.B.1

Bomnpocsr (3amaun) muist 3adera / audd. 3auera npescrasieHsl B Tadnuie 16.

Tabnuma 16 — Borpocs! (3agaun) st 3auera / qudd. 3adera

No
n/n

ITepeuens Bompocos (3amav) mis 3adeTa / qudd. 3agera

Kon
WHJUKaTOpa

1

CyObexTbl, 00bEKThI, METOIBL, TIpaBa U npuBmiIeruu Linux u Windows

OIIK-5.¥.1

2

JluckpernonHoe yIpaBICHAE TOCTYIIOM B COBPEMEHHBIX OTIEPAITIOHHBIX
CHUCTEMax

OIIK-9.3.1

CpencrBa 3amuTsl OT BPEJOHOCHOTO MPOTPAMMHOTO 00ECTIEYEeHHS B COBPE-
MEHHBIX OTIePAllHOHHBIX CHCTEMAaX

OIIK-9.V.1

[pobGnembl peanu3anuy MaHIATHOTO YIIPABJIEHHUS IOCTYTIOM B COBPEMEHHBIX
OIEPALMOHHBIX CUCTEMAX

OIIK-9.B.1

(6]

Yupasienue nocrynoM B Linux

OIlK-12.3.1

BazoBwie cpencTBa ympaBiieHus aoctyrnoMm B Windows: Mapkepbl J0CTyIma,
JIECKPHUITTOPHI 3aIUTHI.

HasnaueHue aTpuOyTOB 3allUTHl BHOBb CO3/1aBacMbiM 00bekTaM Windows,
HAaCJICJOBAHUE JICCKPUIITOPOB 3aIUTHI

OIIK-12.V.1
OIIK-2.3.2

VYnpasiienue cpencTsamMu ayTeHTHQUKaImu B Linux.
Yupasnenne nomeHamu Windows

OIIK-12.B.1




[lepeuens TeM A KypCcOBOTO MPOESKTHPOBAHUS/BBHITIONHEHNS KypCOBOW PabOTHI MPEACTaBIICH b
B Tabmuue 17.
Tabauma 17 — Ilepedenp TeM I KypcOBOTO MTPOEKTHPOBAHUS/BBIIOIHEHHUS KyPCOBOH paOOTHI

Ne /i [MpumepHBIit TepedeHb TeM AJIsi KypCOBOT'O MPOSKTUPOBAHU S/ BBITOTHEHUS
B KYPCOBO# paboTHI

VY4eOHBIM [UTAHOM HE IPEAYCMOTPEHO

Bormpocs! 1is mpoBeneHusT IPOMEKYTOUHOM aTTECTAlMK B BUJE TECTUPOBAHUS MIPEICTABICHBI B
Tabmune 18.

Tabnuma 18 — IlpumepHBIi iepedeHb BOOIPOCOB I TECTOB

y Kon
Ne /i [IpumepHBIii IepeYeHb BOMPOCOB ISl TECTOB
WHIUKATOpPA
1. [Tonk3oBarensp, (MoTpedUTEL) HHGOPMAIIMK — 3TO ... *TOJL30BaTEIIb, OIIK-2.3.2

I/ICHOHL3y}OHII/Iﬁ COBOKYIHOCTBH IPOTrPAaMMHO-TEXHUYECKUX CPEJICTB *Cy6”b€KT, OIIK-5.V.1
MOJIB3YFOIIHICS HH(OpMAIHeH, B COOTBETCTBHH C PETJIAMEHTOM JIOCTyTIa
*Brramener] GUpMBI WIH MPEANPUATHS *Gupma — pa3paOdOoTIHK MPOTPaAMMHOTO
MIPOJYKTA, KOTOPas 3aHUMAETCs €€ JUCTPUOBIoNnEi

2. [IpaBo goctyna Kk ”HGOPMALIUK — 3TO ... *COBOKYIMHOCTH IPaBUJI AOCTYIA K
nH(}opMaIuy, YCTaHOBJIEHHBIX PABOBBIMHU JIOKyMEHTaMH HIIH COOCTBEHHUKOM
100 BIaaenbLUeM HHPOPMAUH *JTHLO WK NPOLECC, OCYIECTBISIIONINE
HECaHKIIMOHUPOBAHHOTO JOCTYIa K HH(POPMAIHHA *BO3MOXHOCTH JIOCTyTa K
nH(}opMaIuu, He HapyIarIas YyCTaHOBJICHHBIE [TPaBHIIa pa3rPaHUICHUS
JOCTyTa *COBOKYITHOCTH IPABUII, PETIAMEHTUPYIOMINX MOPSIOK U YCIOBHS
JocTymna cyObeKkTa K MH(pOpMaLry U ee HOCUTENSIM *HapylIeHue
YCTaHOBJICHHBIX MMPaBUJI Pa3rpaHUuCHHsI JOCTYyIIa

3. ITox 1enocTHOCTHIO MH(POPMAITUN TIOHUMAETCS ... ¥3aIUTa OT
HECaHKIMOHUPOBAHHOTO AOCTYIA K MHPOpMAIMU *aKTyaIbHOCTh U
HENPOTHBOPEUYUBOCTH HHPOPMAIIUH, €€ 3alIHIICHHOCTh OT Pa3pyIIeHUs 1
HECaHKIIMOHUPOBAHHOTO N3MEHEHHS *BO3MOYKHOCTD 3a MPHEMIIEMOE BpEeMS
MOJIyYHTh TpeOyeMyto HHPOPMAITUOHHYIO YCIIyTY

4. Nadopmanust MOXKET OBITH 3alTUIICHA OT ... *IIEPECHITKH €€ TI0 IEKTPOHHOM
o4Te *ICUXOJIOTHIECKOTO COCTOSHUS *CaHKIIMOHUPOBAHHBIX ITOJIb30BaTENIEH
*yTedKH TOOOTHBIX 3JIEKTPOMATrHUTHBIX U3TyUeHU *(Pu3nmdeckoro iwma
*HEeCaHKIIMOHUPOBAHHOTO JIOCTYTIa

5. K Buam nHopManum ¢ OorpaHUYeHHBIM JOCTYTIOM OTHOCHTCA ...
*koMMepuecKkas TaifHa *rocyapcTBeHHast TaifHa *00IIeCTBEHHbIE TaHHbIC
*0aHKOBCKas TallHa *IiepCoOHANbHBIC JaHHbBIE *THYHast TaiiHa

6. YTUJINUTHI CKPBITOTO YTPaBICHUS TIO3BOJISIIOT ... 3aIlyCKaTh OTIEPalMOHHYTO
CUCTEMY pa3pyIIaTh KECTKUI TUCK 3aITyCKATh U YHUYTOXKATh (DaIIbl BHIBO TUTh
COOOIIEHUS CTUPATh HHPOPMALHIO

7. K mpaBoBBIM MepaM KOMITBIOTEPHOI 0€3011aCHOCTH MOKHO OTHECTH ...
*COOTBETCTBHE IPAKAAHCKOMY 3aKOHOAATENBCTBY *HOPMBI OTBETCTBEHHOCTH
COTPYAHUKOB *3aIIUTy aBTOPCKHUX TpaB *OpraHu3anuio 00CIy KUBaHUS
o0BeKTa *3aluTy OT HECAHKIIMOHUPOBAHHOTO IOCTYTIA K CHCTEME

8. K oprannzanioHHBIM MepaM KOMITBIOTEPHOH 0e30MaCHOCTH MOKHO OTHECTH
... ¥opranmzanuro o0CITyXKUBaHUS 00BEKTa *3aIUTy OT XUIIICHUHA, TUBEPCUH U
caboTaxka *oxpaHy 00BeKTa *TIaH BOCCTAHOBJIEHHS pab0oTOCTIOCOOHOCTH
00beKTa *TIaTeNbHbIH MOI00p ImepcoHana *yCTaHOBKY 000pyIOBaHUS
CUTHAJU3aIUH

9. Ceptuduxar npoaykra, 00ecrneyrnBaromi HHPOPMALTHOHHY IO
0€3011acHOCTb, ... *TIOITBEPIKAAET €T0 COOTBETCTBHE CTaHAapTy PD
*MOATBEPIKIAET OTCYTCTBHE B MPOAYKTE HE3aACKIapUPOBAHBIX BO3MOXKHOCTEH
*IPOCTO SIBISETCS TOKYMEHTOM, HEOOXOJUMBIM AJIsl peau3aliy POy KUK
*MOATBEPKIOAET €r0 Ka4eCTBO

10. K mpaBoBBIM MepaM KOMITBIOTEPHOH 0€30MaCHOCTH MOKHO OTHECTH ...
*TIIATENBHBIN MOI00p MepcoHaia *COOTBETCTBHE YTOJOBHOMY




3aKOHOJATENBCTBY *3alIUTY aBTOPCKUX MPaB * pe3epBUPOBAHNE BAKHBIX
MOJCHCTEM

11. IMonutuka noctyna Kk *HGOPMAIMH — 3TO ... *COBOKYITHOCTb ITPABHII,
perIaMeHTHPYIONUX MOPSIOK U YCIOBUA JOCTyIa CyOBheKTa K HH(opMaIwy u
€€ HOCHUTEIIAM *HapylIeHHWEe YCTaHOBJICHHBIX MTPABII pa3rpaHUICHUS JOCTYIIa
*COBOKYITHOCTb ITPABHJI JIOCTYIA K HH(OpMAaIINK, YCTAaHOBJICHHBIX MPABOBBIMH
JIOKYMEHTaMH WIH COOCTBEHHUKOM JHO0 BIajenblieM HH(OOPMAIUU *THUII0 WU
MPOILIECC, OCYIIECTBISIONINE HECAHKIIMOHUPOBAHHOTO J0OCTYIA K HH(pOpMAIuu
*10cTyn K nH(OpMaIUK, HEe HAPYIIAIONIMNA YCTaHOBJICHHBIC IIPaBUIa
pasrpaHU4eHuUs A0CTyIa (ITH MpaBUIa CIOyXkKat I periIaMeHTAIlNY [PpaBa
JOCTYTIa K KOMIIOHEHTaM CHCTEMBI)

12. K TeXHUYeCKUM MepaM KOMITHIOTEPHOH 0€30TT1aCHOCTH MOKHO OTHECTH ...
pe3epBHOE KOMMPOBAHKE Pe3epBUPOBAHNE BaXKHBIX MOJCHCTEM
WICHTH(DHUKAIHIO U ay TEHTH(HUKAIIIO 00HApYKEHHE yTeueK BOIbI
000pyZ0BaHUE CUCTEM TI0KAPOTYIICHHUS YCTAaHOBKY 000PYIOBaHHS
CUTHAJIH3AITIH

13. B craHmapTHO# MOIUTHKE 0€30TIaCHOCTH YCTAaHOBKA TIPOTPAMMHBIX
MIPOJYKTOB HEMOCPEICTBEHHO T0Ih30BaTEIeM KOPIIOPaTUBHOW padoueit
CTaHITUH ... *3amperieHa *pa3pemreHa *pa3perneHa, 3a HCKIIOUYeHueM
KOMITBIOTEPHBIX UTP *pa3pellieHa, HO TOJBKO C YCTHOTO COTJIACHS COTPYIHUKA
UT-otnena

14. Ilox xoH(pHUIEHITMATHHOCTHIO HHPOPMAIIUKA TOHUMAETCS ... *3ammmuTa oT
HECaHKIMOHUPOBAHHOTO JIOCTYIA K HH(OpMAIUK *aKTyaabHOCTh H
HEMPOTHUBOPEUYUBOCTh UH(OPMAIINH, €€ 3aIUIICHHOCTh OT Pa3pylICHUs U
HECaHKI[MOHUPOBAHHOTO U3MECHEHUS *BO3MOXKHOCTB 33 MIPUEMIIEMOE BpEeMsI
MOJyYHTh TpeOyeMyto HHPOPMAITMOHHYIO YCIIYTY

15. HeBepHo, 9TO K BUAaM BPEIOHOCHOTO IPOTPaMMHOTO oOecrieueHus
otHocuTcs ... *pyTkHT (Rootkit) *oTnamuuk *koMIbIOTEpHBIC BUPYCHI
*aHamu3arop cereBoro Tpaduka (caudep) *mporpaMMbl yIaaeHHOTO
YIIpaBIIeHUS (€CIIA OTCYTCTBYET (PYHKIUS CKPBHITHOTO BHEIPEHHUS)

16. HeBepHo, 9TO K OCHOBHBIM 1iejisiM ayaura b otHOCHTCS ...
*permaMeHTalus AeHCTBU MTOIb30BaTeNs *ToKaIN3anns MOTEHIAI bHO
OTIACHBIX MeCT *oIleHKa ypoBHSA 3amuiieHHocTH 1B *pa3paboTka
PEKOMEH/IAIHI 110 TIOBBIIIIEHUIO YPOBHS 0€30MIaCHOCTH

17. PaccraBbre sTamnsl ayaura b B ux goruueckom nopsiake: 1 goxanuzanus
MOTeHIMAIBHO onacHbIX MecT Mb 2 pa3paboTka pekomeHaanui mo
MOBBIIIEHUIO YpoBHs Oe3omacHocTy MC 3 cocraBnenne u aHann3 CrmcKa
pHUCKOB 4 olleHKa ypoBHS 3amuiieHHoctu Ub

18. ... — moMelIeHHas: Ha KOMITBIOTEP M0JIb30BaTeNs1 0€3 ero corjiacus,
KOHTPOJISA U YBEAOMJIICHUS CPEJICTBO CICKEHUS

19. OcHOBHO# CMBICT pa3rpaHUYEHHUs IPaB JOCTYIIA MOJIb30BaTEIeH — ...
*obecrieueHre 6e30MmacHOCTH HH(POPMAITUK BHYTPH KOMIAHUH U BO3MOKHOCTH
€€ MCIOIb30BaHMsI JIMIIb HETIOCPEACTBEHHO BialelblieM/HCIIOTHUTENIEM
*yIeMIeHne padboToaaTeeM IrpakJaHCKUX paB paboTHHUKa *co3maHue
TPYIHOCTEH TSl COTPYTHUKOB KOMITAHWH, C TIOCIIEMYIOIEM YBOIbHEHUEM
HEYTOJHbIX KOMITAHUH JIIOJICH

20. AHanmm3 pUCKOB BKIIIOUAET B €04 ... *BBISABICHUE CYIIECTBYIONINX PUCKOB
Y OIICHKY MX BEJIMYWHBI *aHAIU3 IPHYWHEHHs yIepOa U BeTUYHHEI yiiepoa,
HaHocuMoOTO pecypcam UC, B ciydae OCyIIeCTBIEHUS YTPO3bl 0€30T1aCHOCTH
*MepornpusaTus 1o odcienopanuo 6ezomacHocT VC, ¢ menpio onpeaeneHns
TOTO KaKHe PECypPCHI M OT KaKUX yTpo3 HAJO 3alIHINATh, a TAK)KE B KaKOi
CTETNICHH T€ WIIM MHBIE PECypChl Hy KIAIOTCs B 3aIuTe *HabOp aJeKBaTHBIX
KOHTPMEp OCYIIECTBIISCTCS B XOJI€ YIIPABICHHS PUCKAMHU
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21. TlporpammHOe obecriedeHre, KOTOpOe He TOKHO OBITh JOCTYITHO B
HOPMAaJbHOHN pa0oTe MOJIb30BaTeNs, — ... *CHCTEMHBIC YTHINTHI U CUCTEMHBIC
penaxKTopsl *cpencTBa 3alMThL *cpeIcTBa pa3paboTKU, YTHIUTH *CpeacTBa
3aIUThI, CHCTEMHBIC YTHUJIUTHI
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22. Hapymenue ycnoBuil, IpeTyCMOTPEHHBIX JTUIECH3NENH Ha OCYIIECTBICHU €
JEeSITeTbHOCTH B 00J1aCTH 3alIUTHI HHPOPMAIIHMH (32 HCKITIOYCHUEM
nH(pOpPMaLUH, COCTABISIONICH rOCyJapCTBEHHYIO TalHYy) ... *BliedeT TOIBKO
HaJOXeHHE a/IMUHUCTPAaTUBHOTO mTpada *BiIeyeT yroloBHYIO
OTBETCTBEHHOCTH U HaJOKEHUE aIMUHICTPATHBHOTO ITpada *BiIeueT BO BceX
ClIydasix YTOJOBHYIO OTBETCTBEHHOCTH *He BJIeUEeT 3a cOOOH YroJoBHOM
OTBETCTBEHHOCTH

23. Ilog mokanpHOM 0€30MTaCHOCTHIO HH(HOPMAITHOHHON CHCTEMBI
MOJIpa3yMeBaeTcs ... ¥3anpeT UCIONb30BaHMsI MOCTOPOHHHX
HHOPMAITHOHHBIX IPOTYKTOB, 0OHOBJICHHE aHTHBUPYCHBIX 06a3 *ycTaHOBKA
MUHUMAIBHOW OTIEPaTUBHOM NMaMSTH U MAJIEHBKOTO MOHHTOPA JUIS
HEBO3MOXKHOCTH OCYIIECTBJIECHHS II0JIb30BATEIEM B3JI0Ma CUCTEMBI
**orpaHu4eHHe MOJIb30BATENs HA JIOKAJIBHOM paboyeM MecCTe OT IpyTuX
COTPYAHUKOB C IIOMOLIBIO IEPETOPOJOK

24. Cucrema 3amuThl HHGOpMaKMU — 3TO ... *pa3paboTKa CTpaTeruy 3alUThI
Ou3Heca KOMIaHu# *00sacTh HHPOPMAIIMOHHBIX TEXHOJIOTHH *KOMILIEKCHAS
COBOKYITHOCTH MPOrPaMMHO-TEXHHYECKUX CPEJICTB, 00ECIIeUBAaIOLIas 3aIIUTY
nH(popMauuu *COBOKYIHOCTh OPTaHOB /WM UCIIONIHUTENICH, HCIIOIb3YeMast
WMU TEXHUKA 3aIUTHl HHPOPMAUH

25. Unentudukaius cy0ObekTa — 3T0 ... *NpoBepKa MOUIMHHOCTH CYOBhEKTa C
JaHHBIM UIEHTH()UKATOPOM *yCTaHOBIEHHE TOTO, ABJISAETCS I CyOBEKT
HMMEHHO TeM, KeM OH ce0s 00BSIBUII *IIpOIleaypa NPEI0CTABICHHS 3aKOHHOMY
CyOBEKTY COOTBETCTBYIOUINX [TOJTHOMOYMI M JOCTYIIHBIX PECYPCOB CUCTEMBI
*mporenypa pacrno3HaBaHus CyObeKTa 1o ero HICHTU(UKATOPY
**yCTaHOBJIEHUE JIUI WIN IPOLECCOB, OCYINECTBIIAIOIINX
HECaHKIHOHHUPOBAHHOTO AOCTYNA K HHPOpMaLHN

26. K TexHU9eCKIM MepaM KOMIBIOTEPHOH 0e301MacHOCTH MOYKHO OTHECTH ...
**pe3epBHOE MEKTPONUTAHUE *3aLIUTy OT HECAHKLIMOHUPOBAHHOTO JOCTYIA K
cucreMe *yCcTaHOBKY 3aMKOB *pe3epBHOE KOITMPOBAHHUE JAHHBIX *3alTUTy OT
HECaHKLIMOHUPOBAaHHOTO KOMMPOBAHMS *3aLIUTy OT XMIIEHUH, IUBEPCUI U
caboraxa

27. ABropuzanus cyObekTa — 3T0 ... *mpouenypa NpeaoCTaBICHHs 3aKOHHOMY
CyOBEKTY COOTBETCTBYIOLIMX MOTHOMOYHH U TOCTYITHBIX PECYPCOB CHCTEMBI
*yCTaHOBJICHUE JTUI WK MIPOLECCOB, OCYIIECTBIISIOMINX
HECaHKIMOHUPOBAHHOTO AOCTYINA K HHPOpMAIMU *yCTaHOBIEHHE TOTO,
SIBIISICTCS JIU CyOBbEKT UMEHHO TE€M, KEM OH ce0st 00BsBHI *TIpoBepKa
MOJUTMHHOCTH CYObEKTa ¢ JaHHBIM HICHTU(PHUKATOPOM *IpoLeaypa
pacro3HaBaHus CyOBeKTa MO €r0 WACHTH(PUKATOPY

28. CepBucoM 0€30MACHOCTH, HCTIONB3YEMBIM B PACIPEACICHHBIX CUCTEMAX U
CEeTAX SABJIACTCS ... *aBTOpH3AIUS *pa3rpaHUUCHHE OCTYIIA *IKpaHUPOBAHUE U
TYHHEJMPOBaHUE *MapIpyTu3aus *ayTeHTHQUKaus *uaeHTH QUKaIms

29. K opranu3aioHHbIM MepaM KOMIILIOTEPHOM 6€30I1aCHOCTH MOYKHO
OTHECTH ... *opraHu3aIuio o0CITy)KHBaHUs 00BbEeKTa *BeeHne 0co00 BaKHBIX
paboT HECKONBKUMU COTPYTHHKAMHU *pe3epBHOE MIEKTPOIIUTAHHE *3alUTy OT
HECaHKIMOHUPOBAHHOTO AOCTYIIA K CHCTEME *TIIaTeNIbHBIN 110100 epCoHana
* BBIOOP MecTa pacrnosiokeHust 00bekTa 30. OTirunTenbHas cnocoOHOCTh
KOMIIBIOTEPHBIX BUPYCOB OT BPEJJOHOCHOTO *[OBBICUTh IIPUBUIIETHH B CHCTEME
*coOupaTh HHPOPMALUIO *K CAMOBOCIIPOU3BEACHUIO *YHUUTOXKATh
nHpOpPMaIHIO

31. C ToukM 3peHus 3aKOHOJATEeNHCTBA (IIpaBa) CYIIECTBYET YPOBEHb JOCTYyIIa
K HHGOPMAITHH ... *3aKPBITHINA JOCTYN *OTKPBITHIA TOCTYII *OrpaHmdeHHBIH
JOCTYI *UHTEIJICKTyallbHasi COOCTBEHHOCTh *0e3 OrpaHHyIeHuUs MpaBa J0CTyma
**HaHOCSIIUI Bpea NPH pacnpoCTpaHEHUH

32. B cucteMHOE MporpaMMHOE 00eCTIeYeHHE BXOIST: *A3bIKH
MPOrpaMMHUPOBaHHUS *OMEPaUOHHBIE CUCTEMBI *KOMIIBIOTEPHBIE UTPHI
*rpaduuecKue pelakTopbl *TeKCTOBBIE PEAAKTOPEI

33. HeBepHo, 4TO K OMOMETPUYECKUM JaHHBIM OTHOCHUTCS ... *TIPOEKLUs UL
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*TeMOp romnoca *cepus nacnopTa *oTIE4YaTKU MaNbLEB *aApec NMPONUCKU

34. OneparrioHHas cucremMa [U(GPOBO BRIYUCIUTEILHOM CUCTEMBI
npenHa3sHaueHHas ist: *00ecedeHns] COBMELICHHUS pa3IMYHbIX HHTep(deiicoB
*o0ecreueHus y100HO# pabOThI MoIb30BaTeNs *00eceueHUS ONPEISIIEHHOTO
ypoBHS 3 EKTHBHOCTH IU(HPOBON BBIYUCIUTENLHON CUCTEMBI 33 CUET
aBTOMAaTH3UPOBAaHHOTO YIpaBieHUs ee paboTol U MPeI0CTaBIIEMOTO
MOJIb30BaTENsIM Habopa yciyT.

35. K OCHOBHBIM pa3HOBUAHOCTSIM BPEAOHOCHOTO BO3/IEHCTBUS HA CUCTEMY
OTHOCHTCS ... *MHUIIUUPOBAHKE JIOKHBIX JSHCTBUN *Moaudukanus
BBITTOJTHAEMBIX GYHKITUH *yaalleHne CHCTEMBI *KOITUPOBAaHNE TaHHBIX U3
CUCTEMBI *cO3/1aHHe TIOMeX B paboTe *BBIBOJ U3 CTPOS

36. Madopmarms — 310 ... *COBOKYIHOCTh 3HAHWM, HAKOTUICHHAS
YeJIOBEYECTBOM *COBOKYITHOCTH peduIeKCcHid MeX Ty Ujeeld U MaTepreil Ha
MaKpo- 1 MUKPOYPOBHSIX *CBEIEHHS O JIMLAX, IpeaMeTax, (paKTax, COOBITHSIX,
SIBIICHUSX W TIPOIECCaX HE3aBUCUMO OT (DOPMBI UX TIPECTABICHUS
*COBOKYITHOCTb PHHIUIIOB, METOJIOB M (JOPM yIpaBIeHUs

37. AnmapatHsie ¥ IPOrpaMMHBIE CPEJICTBA U TEXHOJIOTHH TapaHTHPOBATh
a0CONIOTHYIO HaJIe)KHOCTH U 0€30MaCHOCTh JAHHBIX B KOMITBIOTEPHBIX
CHCTEMaXx ... *He MOTYT *MOTYT TONBKO JJIsl TOCYIapCTBEHHBIX OpraHU3alii
*MOTYT *MOTYT TOJBKO JUIsI KOMMEPYECKUX KOMIAHUK *MOTYT TOJIBKO /IS
YaCTHBIX JIMIL

38. CBeneHus, KOTOPHIE HE MOTYT COCTABIIATH CIIYKEOHYIO UII KOMMEPUECKYIO
TaifHy, OTPECIISIIOTCS ... *opraHnu3anuel, B KOTOpOoi paboTaeT rpakIaHuH
*3aKOHOM JTMOO IPYTUMH HOPMATUBHBIMH aKTaMH, CITyKeOHOM 3ammmucKoi, a
TaKKe OpraHu3aIel, B KOTOpoi paboTaeT rpakIaHuH *Ciy>KeOHOM 3amMCKOi
*3aKOHOM JTHOO APYTUMH HOPMaTHBHBIMH aKTaMH

39. BupycHbIe TpOrpaMMbl TIPUHSITO ASIUTH 110 ... *CTENeH! IEHHOCTH
*0COOEHHOCTH aNropuTMa BUpyca *cpene odutanus Bupyca *crmocoOy
3apakeHust *oOIM IIpru3HaKaM

40. o Bugam paznuyaroT aHTUBUPYCHBIE TIPOTPAMMEI ... *BaKIIWHBI
*peBH30pHI *oKTOpa *cKaHephl *IPUHTEPHI *CTOpOXKa

41. K HanpaBieHHSIM, B KOTOPBIX OCYIIECTBISIETCS 3aITa WH(QOpMAaIH
BCTPOECHHBIMU METOAAMHU MPUKIATHBIX TPOTPAMM OTHOCHUTCH ...
*CHMMETPHIHBIX KpUNITOrpaduiecKux nmpeodpazoBanuii *kpunrorpadrdaeckoe
3aKpBITHE *pasrpaHuveHne JOCTyIa K TaHHBIM *0opb0a ¢ MaKpoOBHUPYyCaMU
*aynura

42. EBponeiickue xkputepun 6e3onacHoctd ITSEC ycranaBnusaior ... Ki1accos
6e3onmacHoctu 5 8 10 71512

43. K 0CHOBHBIM BHJaM CHCTEM OOHApYKEHHS BTOP>KCHHH OTHOCSTCA ...
*JIOKaJIbHBIC *MEXKCETeBbIe *aKTUBHBIC *CHHXPOHHBIC *MACCHBHBIC

44, Tlo TOCTYIHOCTHIO HHPOPMAIIMY TTOHUMAETCS ... ¥BO3MOXKHOCTh 3a
TIPUEMJIIEMOE BpeMsI TTONTYIHTh TpeOyeMyto HH(POPMAIIMOHHYIO YCIyTy *3ammmTa
OT HECAHKIITMOHUPOBAHHOTO JIOCTYIA K MHGOpMALUN *aKTyallbHOCTh U
HEMPOTHBOPEYNBOCTH HH(OPMAIINH, €€ 3aIIUIICHHOCTh OT Pa3pylIeHus U
HECaHKIIMOHUPOBAHHOTO N3MEHEHUS

45. BupycHble IpOTpamMMbl IPUHSATO AETUTH I10 ... BOZMOKHOCTH
OCYIIECTBJICHHS CIIEeIAIINM IPU3HAKAM OCOOSHHOCTH allTOPUTMa BUpyca
HaIPaBJIEHHOCTH JIECTPYKTUBHBIM BO3MOKHOCTSIM

46. B cOOTBETCTBUH C 3aKOHOIATEIBCTBOM OTBETCTBEHHOCTD 32 HE3AKOHHOE
OTpaHWYEHHE JOCTYTA K HH(GOPMAIIMY U 32 HAPYIICHHE PeKIMa 3aIIUThI
nH(}OpMaIK HECYT ... CITy)Kallie OPraHOB TOCYIapCTBEHHON BIaCTH
aJAMHUHHACTPATOPbI HH()OPMAITMOHHBIX CHCTEM CITy>Kalllie OXPaHHBIX areHTCTB
PYKOBOJUTENH

47. o cymecTBYIOIIMM MTpaBUiIaM pa3padaThiBaTh, IPOU3BOANUTE 3AIIHUTHI
WH(POPMAaLUU MOKET TOJIBKO NPEANPUATHE, UMEIOLIEE ... aKKPEIUTALUIO
HAYaIbHBIA KallUTaNI JIUIEH3UIO CepTUDHUKAT

48. HecaHKIIMOHMPOBAHHBII JOCTYN K HH(POPMALUHU — 3TO ... *JIMIO WIN
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Ipolecc, OCYLIECTBISIONINE HECAHKIIMOHUPOBAHHOTO JOCTYMa K HH(POPMAaLIIH.
*COBOKYITHOCTB IPAaBHJI, PETJIAMEHTUPYIOIIUX TOPSIIOK U YCIIOBHSI JOCTyTIa
cyObeKTa K nHQOpMAaLul U €€ HOCUTEISIM *HapyIIeHHe YCTaHOBJICHHBIX
MpaBuJi pa3rpaHuueHus IocTyna *IocTyn K HHQOpMaIluy, He HapyIalouHi
YCTaHOBIICHHBIE TIpaBHIIa pasrpaHndenus qocryna. [IpaBuina pasrpaHundeHus
JOCTYyTIA CIIy KaT JUIsl perylaMeHTallly TIpaBa JOCTya K KOMIIOHEHTaM CHCTEMBI
*COBOKYITHOCTB IPABIJI IOCTYIIA K HH(POPMAIIUH, YCTAHOBJICHHBIX PABOBBIMHU
TOKYMEHTaMH WIIH COOCTBEHHHKOM JIM0O BIaelIblieM HH(POpMAIuu

49. JlesITenbHOCTBIO IO cepTU(UKAIMH I (POBATHHBIX CPEACTB HA
tepputopuu PO 3anumaercs ... ©Cb ®CTOK ®CO MBJ[ ®CBTC

50. CoBpemenny opraauzanuo 9BM mpemtoxun: Hopbept Bunep Yapns3
be66nmx Jlxon don Hetiman

51. B «Konnenmumu 3anmtet CBT 1 AC ot HC/I k uHbOpMaImmuy» Kak riaBHbIC
CpeJCTBa 3aIUTHl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HHpOpMaIHn
paccMaTpuBaIoOTCs ... *KOMIIBIOTEPHBIE 1 KOMMYHHUKAIIHOHHBIE CUCTEMBI
**CHCTEMBI pa3sTpaHUYCHUS JOCTyIa *HHPPaCTPYKTYPHI MPOMBIIIICHHBIX
TIPEIIPUATHNA *OHMOMETPUIECKIE CHCTEMBI

52. HeBepHO, 4TO K MOAYJISIM aHTUBUPYCA OTHOCHUTCS ... *ckaHep (aiiyioB 110
CUTHATypaM *CcpencTBO OOHOBIIEHHUS IPOTPAMMHBIX MOJyJIeH u 0a3 CUTHATYD
*MOJIyJIb IIepexXBaTa HaXKaTHsl KJIABUII *MOHUTOP (TIepeXBaTUYMK U aHATM3aTOP
3aIyCKaeMBbIX IPOLIECCOB)

53. OcHOBHBIE CpeICTBAa MPOHUKHOBEHHS BUPYCOB B KOMITHIOTED ...
KonupoBaHue (ailioB KOMIIBIOTEPHBIE CETH ChEMHBIEC JUCKU UTPOBBIE
IIPOrpaMMBI

54. Tlon ¢pu3myecKoit 6€30MaCHOCTHI0O HHPOPMAILTHOHHOM CUCTEMBI
moJipa3yMeBaercs ... ¥*orpaHnueHne GU3NIECKOT0 TOCTYIIa K CUCTEME TI0
CpeACTBaM TPOIYCKOB, IMapoJiei, OMOMETPUICCKIX MaHHBIX *3ampeT
(hM3MUECKOT0 BX0/1a M BBIXOA U3 3/IaHKs KoMITaHuH B riepuo ¢ 10 1o 18 yacos
OTpaHWYEeHHE *TIOAKITIOUeHNS K MH(POPMAIMOHHON CHCTEME «U3 BHE»

55. Ha xoMmproTepax MpUMEHSIOTCS TOKAThHBIC TTOJIUTUKHA 0€3011acHOCTH ...
*napaMeTpoB 0€30MaCHOCTH *CHMMETPHYHBIX KPHITOrPaduecKiX
npeoOpa3oBaHuil *IpaB MOTB30BaTENCH *TIOICTAHOBKH *TaMMHUPOBAHUS
*aynura

56. B coctaB eBponetickux kputepueB ITSEC nmo nadopmarmonHoit
0€301MacHOCTH BXOJHUT ... IIeTH 0€30MacHOCTH KOH(MUICHIIMAIBHOCTD
nH(pOPMAaLUH 3aKPHITOCTh HH(OPMALUH LEIOCTHOCTh HH(OPMALIIH
3alUIIEHHOCTh OT MPOHUKHOBEHUSI Criel UKy QpyHKINI 0€301MacHOCTH
57. K Bugam uH(opMmamu ¢ orpaHuue€HHBIM JOCTYIIOM OTHOCHTCS ...
npodeccroHanbHas TaifHa TOCYAapCTBEHHAS TaliHa IEPCOHANBHBIC TaHHbIE
ciry>xeOHas TaliHa OOIIeCTBEHHBIC JaHHBIC TPOMBINUICHHAS TaliHA

58. YTUIUTHI CKPBITOTO YIPaBJICHUS MTO3BOJISIOT ... Iepe3arpyxarb
KOMITBIOTED 3aITyCKaTh ¥ YHUUYTOXKATh (DaliIbl IPUHUMATH U OTIPABIIATE (haidIIbl
MePEUMEHOBBIBATH (DAITBI M MX PACHIMPEHUS] BBOJUTH HOBYIO HH(QOPMAITHIO
59. B cocrag eBporneiickux kputepres [TSEC no nadopmanmonnoi
0e301MacHOCTH BXOJHUT ... OTIMCAHNE MEXaHN3MOB 0€30TTaCHOCTH JTOCTYITHOCTh
nHpOpMAaIUU KOHGUIESHITHATHFHOCTS HHPOPMAIINH 3aIMUAIIEHHOCTH OT
BO3CHCTBUI MOTHOTA HHpOpMaImy 1eau 6e3omacHocTH 60. YcTaHOBKa
nutieH3noHHOTO [10 siBAsieTcs ... 00s3aTeIbHBIM KpUTEPHEM
HHPOPMAITMOHHON 0€30IaCHOCTH OSCIIONIE3HOM TPaTOit KOPITOPATUBHBIX
JIEHEXKHBIX CPEJCTB HE00A3aTEIbHBIM KpUTEpHUEM HHPOPMAIIMOHHOH
Oe3omacHOCTH
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61. CaHKITMOHUPOBAHHBINA AOCTYI K MHGOPMAIIMN — 3TO ... *IOCTyH K
nH(popMaIuym, He HapyIIAIONINK yCTaHOBIEHHBIE TIPaBUIIa Pa3TPaHUICHHUS
JOCTyIa *COBOKYIHOCTb IIPaBUII, PEIIIAMEHTHUPYIOIINX MOPSIOK U YCIOBUS
JocTymna cy0ObeKTa K MH(popMalyy U ee HOCUTENSIM *IIUI0 WK MPOoIiecc,
OCYILECTBIISIOIINE HECAHKIIMOHUPOBAHHOTO JOCTyTa K HH(popManuu
**HapyIIEeHHE YCTaHOBJIEHHBIX NPaBHJI pa3rpaHudeHUs I0CTya *COBOKYIHOCTD
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MpaBui JOCTYNA K MH(POPMALMH, YCTAHOBIECHHBIX IPABOBBIMU JOKYMEHTAMH
WU COOCTBEHHUKOM JIM0O BIaJIeblieM HH(OpMaIuu

62. NndopmanmonHas 6e30MacHOCTb, [0 3aKOHOAATENbCTBY PD, — 3710 ...
*METOOJIOTUYECKU I MOIX0/T K 00ecTeueHHI0 Oe30MacHOCTH *MapKeTHHT
*COCTOSTHUE 3alUIIICHHOCTH HAIIMOHATHHBIX HHTEpecoB PO B
nH(pOpMaMOHHOH cepe, OnpeAeSIIOINXCs COBOKYITHOCTBIO
cOaaHCUPOBAHHBIX HHTEPECOB JIMYHOCTH, OOIIECTBA M TOCYAapCTBa *CBOJ
HOPM, COOITIO/IEHIEe KOTOPBIX MPU3BAHO 3aIUTHTH KOMITBIOTEPHI U CETH OT
HECaHKIIMOHUPOBAHHOTO AOCTYIA *COCTOSHHE 3alIUIIIECHHOCTH
nHGOPMAITMOHHON Ccpenbl 00IecTBa, obecneunBaroriee ee popMupoBaHue,
WCIIONIb30BaHUE U Pa3BUTHE B MHTEPECaX Tpak[aH, OpraHU3allnii, TOCYAapcTBa
63. AyTeHTHdUKAIN CyOBEeKTa — 3TO ... *Iporeaypa paciio3HaBaHHs
cyOBeKTa 1o ero WAeHTH(PUKATOPY *TIPOBEpKa IO IMHHOCTH CYObEeKTa C
JaHHBIM UIEHTU()UKATOPOM *yCTaHOBIEHHE TOTO, ABJISETCS JIH CyOBEKT
MMEHHO TeM, KeM OH ce0s 00BsSIBUIT *IIpoIieypa MPeJOCTaBICHHUS 3aKOHHOMY
CyOBEKTy COOTBETCTBYIOUIUX MOTHOMOYHH M JOCTYITHBIX PECYPCOB CUCTEMBI
*yCTaHOBJICHUE UL WK MPOLECCOB, OCYIIECTBIISIOINX
HECaHKIHOHHUPOBAHHOTO AOCTYNA K HHPOpMALNN

64. Ayaut nH(GOPMAIIMOHHOM O€30MACHOCTH — 3TO... *OIleHKa TeKYIIETo
COCTOSIHUS CUCTEMbI HH(POPMAIIMOHHOW 0€30MacHOCTH *TIpoBepKa
HCHOJIb3YEMbIX KOMITaHHEW HHPOPMAIIMOHHBIX CUCTEM, CUCTEM 0€30I1acHOCTH
*3T0 MMpOBEpKa CIOCOOHOCTH YCHEITHO IPOTHBOCTOATH YIpo3aM *crieruanbHast
MIPOBEpPKa COOTBETCTBHUS OPTaHM3anH 1 d(H(HEKTHBHOCTH 3aIUTHI
nHpopMaluu *yCTaHOBIICHHBIM TPEOOBAHHUSM W/UIIH HOPMaM

65. IIporpammer keylogger ucnons3yrores s ... *ymxaneHus BUpycoB *cbopa
nH(popMaIm, BBOJUMOHN € KIIaBHATYPHI *yIalleHus IPOrpaMM-IIITHOHOB
*KOHTPOJIS 32 COCTOSTHHEM IICHTPAIBHOTO TPOIieccopa

66. OtnuauTenbHass 0COOEHHOCTh KOMITBIOTEPHBIX BUPYCOB TI0 CPaBHEHUIO C
JIPYTUM BPEIOHOCHBIM ITPOTPAMMHBIM 00€CTICUeHHEM — UX CIIOCOOHOCTH ... *K
CaMOBOCIPOU3BEIACHAIO *YHUYTOKATh WH(OpMAIHIo *coOMpaTh HHPOPMAIIAIO
*[MOBBICUTH IPUBUJIETHH B CUCTEME

67. B eBpomneiickux kpurepusx 6e3onacHoctu ITSEC ycranoBneHo ... KiraccoB
6e3onmacHoctu 57 8 10 12 15

68. HeepHo, uTo 3ammTa vHOOPMAIUU BCTPOCHHBIMH METOIAMY MTPHKJIATHBIX
MPOrpaMM MOKET OCYIIECTBISETCS B HAIIPABICHUH ... *ayaura *00opbObI C
MaKpOBUPYCaMU *KpHUNTOrpauueCcKOro 3aKphITUs *pa3rpaHHueHHs JOCTYyMa K
JTAHHBIM

69. HeBepHo, 4TO K ICTOYHHKAM yrpo3 HH(POPMALMOHHOK 6€30MacHOCTH
OTHOCATCS ... ¥4enoBeuecKuil pakrop *mpaBoBBIE ACTIEKTHI
(hYHKIIMOHUPOBAHUS UC *CTUXHIHBIC OSNCTBHS *anmaparHbie cOon *ormmoKu
MPOEKTUPOBAHUS U pa3pabOTKU HC

70. HeBepHo, 9TO K cepBHCaM 0€30TIaCHOCTH, UCIIOJIB3YEMBIM B
pacmpe/eIeHHBIX CUCTEMAaX M CETSX, OTHOCUTCS ... *UIACHTU(UKAIUS
*ayTeHTH(UKAIMA *MapmpyTH3aus *pasrpaHndeHne JO0CTyTa
*IKpaHUPOBAHKE U TYHHEIINPOBAaHUE

71. HeBepHO, 4TO K OCHOBHBIM BHIIaM CUCTEM OOHApy>KEHUS BTOPIKECHHMA
OTHOCSITCS ... CHCTEMBI *ceTeBble *JIOKaTbHBIE *MeKCETEBbIE

[lepeueHb TeM KOHTPONBHBIX PA0OT MO JAUCIUILUIMHE 00YYarOIIUXCs 3209HON (OpMBI OOyUeHHS,
MpeacTaBJICHB B TabmuIe 19.

Tabauua 19 — IlepeueHb KOHTPOIBHBIX padoT

Ne mi/m [TepedeHr KOHTPOIBHBIX PadOT

He npenycmotpeHo




10.4. MeToauueckue MaTepHalibl, OINPEACISIONINE MPOLEAYPhl OIECHUBAHHUS HWHAWKATOPOBR,
XapaKkTepHu3yIOIINX dTaIbl (OPMUPOBAHMS KOMIICTSHIIHMA, COACPKATCS B TOKATHHBIX HOPMAaTHUBHBIX aKTax
I'VAII, pernmaMeHTHpPYIOMMX MOPSAAOK M MPOLEAYPY MPOBEACHHS TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH H
MPOMEXYTOUHOU arTecraruy ooyvarommxcs ['Y AIL

11. MeTtoauueckue YKa3aHus Jjid 06yqaloumxca 10 OCBOCHHIO JUCLHITIMHBI

enpro n3yyeHus AUCUUILINHBI «be30IIacHOCTh ONEPALIMOHHBIX CUCTEM) SBIIAECTCA TEOPETUYECKAs
U TpaKTHYecKas MOJATr0TOBKa CIEIHATUCTOB K JEATENbHOCTH, CBSI3aHHOW C MPUMEHEHHUEM 3allUIICHHBIX
OTIEPAIIMOHHBIX CHCTEM, a TaK)Ke CPEACTB M METOJIOB 00ecTedeHns 3alliThl HH(OPMAILIUK B OTIepaIFOH-
HBIX CHUCTEMaX.

3amauy QUCIIAIUINHEL:

—H3y4YeHHe TePMHHOJIOTHH, IOHATHHHOTO armapara U oKX MOJX0J0B K obecriedeHno HHQOp-
MallMOHHOM 0€30MacHOCTH OTIEPAIIHOHHBIX CHCTEM;

—H3y4YECHHE CPEACTB U METOJOB YIIPABICHUS JOCTYIOM B 3aIIUILEHHBIX ONEPAUOHHBIX CUCTEMAX;

—H3Yy4YeHHE CPEJICTB U METOJIOB ayTEHTH(HUKAIMH I0JIb30BaTeNIel B 3aIUIIICHHBIX OMEPAIlHOHHBIX
CHCTEMAX;

—H3y4YCHHE CPEACTB U METOJOB pealn3aluy ayIuTa B 3allUIIECHHBIX ONEPAUOHHBIX CUCTEMAX;
M3y4EeHHE CPEICTB MU METOJIOB HHTETPaIMM 3aIUIIEHHBIX ONEPAMOHHBIX CUCTEM B 3AIMIIEHHYIO CETh.

MeToanuyeckue yKkazanus AJs 00y4ar0MXCs 10 0CBOEHUIO JeKIIHOHHOTO MaTepuaJjia

OcHOBHOE Ha3HAYCHHUE JIEKIHOHHOTO MaTepuaa — JOTHIeCKH CTPOHHOE, CUCTEMHOE, IIy0oKoe U
SACHOE M3JI0KeHUe yueOHoro Marepuana. HazHaueHrne cOBpeMEeHHOH JIGKIIMHM B paMKaX IUCHUIUTMHBI HE B
TOM, 4YTOOBI TOJNYYUTh BCIO HH(OpMAIUIO 1O TEeME, a B OCBOCHUHU (PyHAaMEHTAIBHBIX MpoOIeM
JMUCIUIUIMHBI, METOJIOB HAy4YHOTO IIO3HAHWsS, HOBEUIIMX IOCTHXKCHUH HAydyHOH MbICIH. B yueOHOM
mpolecce JEKIUS BBIIOTHSIET METOJO0JOTHYECKYI0, OpPTaHU3aHMOHHYI0 U MH()OPMAaIMOHHYI0 (QYHKIINU.
Jlexuust pacKpblBaeT MOHSATUHHBIN anmapaT KOHKPETHOW oOmacTu 3HaHUS, €€ MpoOIeMbl, JaeT IeIbHOe
MIpEICTaBICHNE O AUCIUIUINHE, TOKAa3bIBAET B3aHMOCBA3h C JPYTUMH JUCIUILIN HAMH.

IlmanupyeMble pe3yabTaThl IPH OCBOSHHH 00YYaIOMIMMCS JEKIIHOHHOTO MaTeprana

— TMOJYyYEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aMMOCBA3aHHBIX 3HAaHUH, YPOBEHb KOTOPBIX
OTPEJIENSAETCS 11eJIEBOM YCTAHOBKOM K KaXI0W KOHKPETHON TeMe;

—  TOJIy4eHHWEe OIbITa TBOPUYECKOI pabOTHI COBMECTHO C ITPETI0IaBaTelIeM;

— pasBuTHE TPOGECCHOHATEHO—/ICIIOBBIX Ka4eCTB, JIOOBU K MPEAMETY U CaMOCTOSTEIBLHOTO
TBOPUYECKOTO MBIIIJICHHUS.

— TOSBJIEHHE HEOOXOIMMOTO HHTEpeca, He0OXOMMOTO AJIsi CAMOCTOSATENBHOM padoThI;

— MOJIyYE€HHE 3HAHUH O COBPEMEHHOM YPOBHE PA3BHUTHsI HAYKH U TEXHUKH U O MPOTHO3E UX
pa3BUTHUS Ha OIMXKAKNIIE TOIEI,

—  Hay4YuTCs METOAMYECKH 00pabaThBaTh MaTepual (BBIACIATH TJIaBHBIE MBICIH U MTOJIOKEHHUS,
MPUXOAUTH K KOHKPETHBIM BBIBOJIaM, TIOBTOPSITh UX B PA3IIMIHBIX (DOPMYIMPOBKaAX);

—  TOJIy4eHHE TOYHOTO MOHMMAaHUS BCEX HEOOXOMMBIX TEPMHUHOB U TIOHSTHH .

JIeKIMOHHBIN MaTepuai MOXET COMPOBOXKAAThCSA AEMOHCTpaIlMel ClIailjloB M MCIOIb30BaHUEM
pa3maToYHOrO Marepuajia IMpH IPOBEICHUH KOPOTKUX MAUCKYCCHA 00 OCOOSHHOCTSX IpPHMEHEHUS
OTAENbHBIX TEMATHUK 10 TUCLUILIUHE.

CTpyKTypa npeAocTaBaeHuUs JIEKIMOHHOIO MaTepuaa:

— Tema Ne 1. [ToHsTHE 3aIUIIEHHON ONEPALMOHHON CHCTEMBI

— Tema Ne 2. YnpaBieHue JO0CTYIIOM

— Tema Neo 3. Unentudukanus, ayTeHTHPHUKAINS U aBTOPU3AIIHS

— Tewma Ne 4. IHTErpamus 3a0WIICHABIX ONEPAITMOHHBIX CHCTEM B 3aIUIIEHHYIO CETh

MeToanyeckue yKazaHus AJIs1 00y4aroLUXCsl 10 NIPOXOKACHHUIO J1A00PATOPHBIX padoT

B xoxe BbimonHeHHs 1a00OpaTOPHBIX PabOT oOydaromMiicss IODKEH yIIyOuTb M 3aKpenuTh
3HaHHUs, NMPAKTUYECKHE HABBIKH, OBJIaAECTh COBPEMEHHONM METOAMKONM M TEXHUKOH SKCIEpPUMEHTa B
COOTBETCTBHH C KBATM(UKALMOHHON XapaKTEepUCTUKOW oOywaromerocs. BrinosHeHune 1abopaTOpHBIX
paboT COCTOUT M3 IKCIIEPUMEHTATBHO-TIPAKTUIECKOH, pacueTHO-aHATUTUYECKON YacTeld 1 KOHTPOJIBHBIX
MEPOTIPUSITUH.



Brimonuenne mabopaTopHBIX paboT 00ydarommMcs SBISETCS HEOTHEMIEMOW YacThIO M3YYECHHUS
JTUCIUIUINHBI, OTpeeNIeMOi y4eOHbIM IJIaHOM, U OTHOCHUTCS K CPEACTBaM, OOECIIeUHBAIOIIUM PEIlIeHHE
CJIEYIOLIMX OCHOBHBIX 33124 y 00y4aromerocs:

— npuoOpeTeHHe HABBIKOB HCCIENOBAHUS IIPOLECCOB, ABJICHUH M OOBEKTOB, M3y4aeMbIX B
paMKax JTaHHOW JHCIUIUINHBL,

—  3aKpeIUICHHUE, Pa3BUTHE U JETAIU3ALNA TEOPETUUECKUX 3HAHUH, IOy deHHBIX Ha JIEKIHSIX;

— TOJy4eHHE HOBOM MHGOPMALUH MO U3y4aeMOW AUCLMILINHE;

— TpuoOpeTeHHEe HAaBBIKOB CAMOCTOSTEIBHOH paboThl C J1a0OpaTOpPHBIM 00OpYNOBAaHHEM U
npudopamu.

3ananue U TPeOGOBAHMSA K NPOBEIEHUIO JA0OPATOPHBIX padoT

3aganus Il Ta0OpaTOPHBIX padOT 3aKIIOYAIOTCS B PEIICHUH 3a7ad, PACCMOTPEHHBIX B XO7E
JIEKIIUH, TAKUX KakK:

e Vupasienue 10cTyrnom B Linux
Vupasaenune gocrymom B Windows
AHanu3 ONepanuoHHBIX CHCTEM
CpencrBa ayTeHTU(UKAIMH OTIEPAIIOHHBIX CUCTEM
VYrpasnenue cpeacTBaMu ayTeHTHGuKamuu B Linux
VYupasnenue cpeactBamu ayreHtudukaimu B Windows
JloxyMeHTHpOBaHIE MOJUTHKN 0€30IacCHOCTH
[enTpanu3oBaHHOE TUIAHUPOBAHHE MOJTUTHKH 0€30MacHOCTH B Jiecy gomMenoB Windows
[MenTpann3oBaHHOE TUIAHUPOBAHKE MOJTUTHKA Oe30macHOCTH B Linux
JlabopaTopHbie 3aHATHS MPOBOAATCS IOCIE YTEHUS JIKIHH, AAIOMNX TEOPETUUECKHE OCHOBBI
JUTSL MX BBITIOJTHEHHUs. JlomycKaeTcs BRIMONHEHNE JTa0OPATOPHBIX 3aHIATHH 0 MPOYTEHUS JICKIHH C IIEThI0
obneryenns HU3YUCHHA TCEOPECTUYCCKOIO MaT€puajla IpHu HaJIUIUN onMcaHui pa60T, BKIIFOYAIOIIITUX
HEOOXOMMBIE TEOPETHUYECKNE CBEICHUS WM CCHUIKM Ha KOHKpPETHBIE yUeOHbBIe M3TaHUsS, COJAEpIKallre
9TH CBEJICHHUSL.

[IpemogaBarens MMeEET MPaBO OMPEAEITATH COJepKaHue Tab0paTOPHBIX pabOT, BRIOMPATh METOIBI
U CpeJICTBA MPOBEACHUS JTa0OPATOPHBIX UCCIICIOBAHNH , HANOO0JIEE TTOTHO OTBEYAIOIINE UX 0COOCHHOCTSIM
1 o0ecIeunBalolIre BEICOKOE Ka4eCTBO yUeOHOro mpolecca.

[IpemogaBarens GopMupyeT pyOeKHbIE W WTOTOBBIE DPE3YyIbTAaThl (PEUTHHIH) CTyAEHTa IO
pe3yabTaTaM BBIOJHEHHUS JIaO0paTOPHEIX padoT.

Ha nabGopatopHOM 3aHATHH CTYACHT UMEET MPaBO 3aJaBaTh MPETOJIABATENIO0 U (MITH) JJAOOpaHTy
BONPOCHI II0 COACPKAHHI0O W METOAMKE BBHIMOJHEHUsT padOThl W TpeOOoBaTh OTBETa MO CYIIECTBY
oOpareHusl.

CTyneHT mMeeT MpaBo Ha BBITONHEHHE Ja00paTOpHOM padOTHI M0 OPUTHHATHLHOW METOIHKE C
corjiacusi TpernojaBaTeNss M IOJA €ro Haa30poM — NpU Oe3yCIOBHOM COONIOJICHUH TpeOOBaHHI
0e301macHOCTH.

K BemonHeHuo 1abopaTopHO pabOTH JOMYCKAIOTCS CTYIEHTHI, TOATBEPIUBIINE TOTOBHOCTH B
o0beMe TpebOBaHMH, COAEPKAIMMXCS B METOIUICCKUX YKa3aHUSAX K jabopaTtopHoOM padore W (WiH) B
YCTHBIX MTPEIBAPUTENHHBIX YKA3aHUAX MPETIofaBaTes.

B xome naGopaTopHBIX 3aHSATHIA CTYAEHTH BEIyT HEOOXOIUMBIE 3aIllMCH, COCTABISIOT (IO
TpeOOBaHUIO MPETIOAABATENs) HTOTOBBIA MUCHhMEHHBIA oT4eT. Ha rmepBoM 3aHATHH IMKIIA TaOOPaTOPHBIX
pabot npenoaaBarenb AOJKEH 1aTh KOHKPETHBIE YKa3aHUS MO COCTABICHUIO U O(DOPMIICHHIO OTYETOB C
Henplo obecneueHusi eTMHO00pas3us. B 3aBUCHMOCTH OT OCOOCHHOCTEH IMKJIA J1a0OPaTOPHBIX 3aHATHH
OTYET COCTABISACTCA KKABIM CTYJCHTOM HHIUBUAYAIBHO, OO OOMMU OTYET — MOArpyIIon u3 2-3
cryneHToB. [lo okoHYaHMHM 1a0OpPaTOpHOW pabOThl CTYAEHTHI OOS3aHBl MPEACTAaBUTH OTYET
[IPENOAABATEN0 Il INPOBEPKU € mocieayoomed 3amuroi. Ilo cornacoBaHuio ¢ IpenoaasaresieM
JIOTIyCKaeTcsl TpeAcTaBIeHHE K 3allluTe OT4eTa O JadOpaTOpHOH paboTe BO BpeMs CIEXyIOIIEro
71a060paTOPHOTO 3aHSATHS WM B MHIMBHyalbHBIE CPOKH, OTOBOPEHHBIE C MpenoaaBaTeneM. Jlomyckaercs
MO COTJIACOBAHMIO C MPETo1aBaTeseM MPeACTaBIsATh OTYET O JTabopaTopHOi paboTe B 3JICKTPOHHOM BHJIE.

JlabopaTtopHoe 3aHSTHE COCTOMT W3 CIEIYIOIIUX DIEMEHTOB: BBOJHAS YacTh, OCHOBHAs M
3aKIJIFOYNTEIbHAS.

BBomHas wacTe obecriedrBaeT MOJATOTOBKY CTYAEHTOB K BBITIOJHEHHIO 3alaHUil paboThl. B ee
COCTaB BXOJIT:



— (¢opMynupOBKa TEMBI, [eIH ¢ 3a7ad 3aHATHSA, OOOCHOBAaHHE €ro 3HAYWMOCTH B
Mpo(ecCHOHATBHOMN MOArOTOBKE CTYICHTOB;

— UBJIOKEHUE TEOPETUUECKUX OCHOB PaOOTHI;

— XapaKTepUCTHKa COCTaBa M OCOOCHHOCTEH 3aJaHuil paboThl U 00BICHEHNE METOIOB (CITOCOOOB,
MPUEMOB) WX BBITIOJHEHUS,

— XapakTepruCcTHKa TPeOOBAHMIA K pe3yIbTaTy paboThI;

— MHCTPYKTaX M0 TeXHUKE 0€30MaCHOCTU NPH SKCIUTyaTallii TEXHUYECKUX CPEICTB;

— IPOBEPKA FOTOBHOCTH CTYJICHTOB BBINOJIHSTH 3aJaHus paboThI;

— yKa3aHus [0 CAMOKOHTPOJIIO PE3YJIbTATOB BHIIOIHEHUS 3aJaHNI CTYICHTaMH.

OcCHOBHas 9acTh BKIIOYACT MPOIIECC BEITIOIHEHUS 1a00paTOpHO# paboThI, 0opMIICHHE OTUETA U
ero 3amury. OHa MOXET CONPOBOXKIATHCS MOMOJHUTEIBHBIMU Pa3bACHEHUSIMH IO XOXy paboThl,
yCTpaHeHHEeM TpPYAHOCTEHl NpH ee BBHIMOJHEHWH, TEKYyIIUM KOHTPOJIEM M OIECHKOH pe3yJbTaToB
OTHENBHBIX CTYICHTOB, OTBETAMH Ha BONPOCH CTYACHTOB. Bo03MOXXHO mpoOHOE BBINOJHEHHUE
3agaHusA(1ii) IO PyKOBOACTBOM IPEMOAaBaTeNsl.

3aKTI0uMTEeNbHAS YaCTh COJCPIKUT:

— HOBEJICHNE OOINX UTOTOB 3aHATHS,;

— OLIEHKY Pe3yJIbTaToOB PabOThl OTACITBHBIX CTYICHTOB;

— OTBETHI HA BOTIPOCHI CTYICHTOB;

— BBIJIa4y PEKOMEHAAIMIA 110 YCTPAaHEHHUIO MPOOENIOB B CUCTEME 3HAHUN U YMEHHH CTYJCHTOB, IO
YIIYYIIEHUIO Pe3ybTaTOB paboThI;

— cOOp OTYETOB CTYIEHTOB sl IPOBEPKHU, U3JI0KEHUE CBEACHHUI, KaCAIOLIMXCS MOATOTOBKU K
BBITIOJTHCHHIO CIICAYIOMIEH pabOTHI.

BBozHas 1 3aKIIOYUTENIBHAS YAaCTH J1Ta00OPATOPHOTO 3aHIATUS NPOBOASTCS (poHTanbHO. OCHOBHAsS
9acTb MOKET BBIOJIHSATHCS WHAMBUAYAJIBHO WM KOJUIEKTUBHO (B 3aBUCHMOCTH OT ()OPMBI OpraHU3aLuH
3aHATHA).

Crpykrypa u ¢gopma otuyera o JabopaTopHoii padoTe

Otuér mo nabopaTopHOil padore odopmiseTcs HHIMBUAYATHHO KaXKIOBIM CTYACHTOM,
BBIITOJIHUBIIMM HEOOXOMMBbIE (HE3aBUCHUMO OT TOTO, BBITOJIHSUICS JIM SKCIIEPUMEHT UHIUBUIYATBHO I
B COCTaBe TIpYNIbl CTyAeHTOB). CTpaHHLBI OT4ETa cledyeT MNPOHYMepoBaTh (THTYJIBHBIA JHCT HE
HyMepyeTcs, Jlajee HIeT CTpaHuia 2 u T.11.). TUTYJIbHBIN JIUCT 0TYETA OJDKEH collepkaTh (pasy: «OTuér
no jaboparopHoii pabore «HaszBanme pabOTB, YyTh HIDKE: BBIMONHWI CTyneHT Tpymmnbl (HOMEp
rpynnsl) (Oamunust, uHUUANE)». BHU3Y nucTta cnenyet ykasaTh Tekyumit roa. Hampumep, Otuér mo
nmaboparopHoii pabore Ne (Homep paboThl) «BBejeHNE B CHEKTPAIBHBIA aHAIN3», BBIIOTHUI CTYIACHT
rpynnsl 5221 WBanoB M.U. Bropas cTpaHuna Tekcra, cienylomias 3a TUTYJIbHBIM JIMCTOM, JOJIKHA
HauyMHAThCs ¢ myHKTa: Llenb paborel. OTUér, Kak MpaBHUIIO, JOJIKEH COJIEPKAThH CIICAYIOIINE OCHOBHBIE
paszmensl:

1. ens paboTsr;

2. Teoperuueckas 4acThb;

3. [IporpammHOe obecriedeHne, UCIOJIb3yeMoe B paboTe;
4. Pe3ynpTarsl;

5. BBIBOJEL.

B ciydae He00X0AMMOCTH B KOHIIE OTYETA IPUBOJUTCS IEPEUEHD JIUTEPATYPBL.

TpeboBaHus K 0(pOPMJICHHIO 0TYETA 0 JIaDOpPaTOPHOI padoTe

Teopernueckast 4acTh JOJKHA COIEPKATh MUHUMYM HEOOXOJMMBIX TEOPETHUECKUX CBEICHUI O
npeaMeTHoN ob6mactu. He criegyer KomupoBaTh LENMKOM MM YacTUYHO METOJIMYECKOe IocoOue
(onmcanue) 1abopaTOPHOH PabOTHI MU Pa3/Aeibl yueOHHKA.

B pazgene Ilporpammuoe oOecrieueHue HEOOXOAUMO OMUCaTh, C TOMOIIBIO KaKUX
WHCTPYMEHTAIBHBIX CPEJCTB U KaKUM 00pa3oM ObUTH pa3paboTaHbl MOJENU M IMOJYYCHBI PE3yNbTaThl.
PucyHnku, OJIOK-CXeMBI, ONMMCaHUE MOJCTH U e€ OCOOCHHOCTEH, HEOOXOJMMOCTh OTJIAaJKH — BCE 3TO
JIOJKHO OBITH TMPEACTABICHO B YKa3aHHOM pasere.

Pazgen PesynbraTel BKIIOYaeT B c€0sl CKPUHLIOTHI NMPOrPAaMMHOIO IPHIOXKEHHS, IOJIy4YCHHBIE
NpH  BBINOJHEHWN Ja0OpaTopHOW paboTbl. PucyHku, rpadukn W TaOMUIBI HyMEpyrOTCsS U
MOJIHMCHIBAIOTCS 3ar0JIOBKAMHU.

BrIBOIBI HE JOTKHBI OBITH MPOCTHIM MEPEUUCICHUEM TOTO, YTO CAENAaHO. 3/1€Ch BaXXKHO OTMETHUTh,
Kakie HOBBbIE 3HAHUS O IPEAMETE HCCIENOBaHUS ObUIM IIONYYEHBI NPHU BBIIOJHEHHU PAOOTHL, K YeMY
npuBeJIO OOCYXICHHE Pe3yIbTaTOB, HACKOIBKO BBIIOJHEHA 3asBiI€HHAs Lelb paboThl. BrBoabI 1o
paboTre KaxIbplii CTYAEHT JejaeT caMoCTOsTeNnbHO. B ciydae HEoOXogMMOCTH B KOHILE OTYETa



npuBoauTcss CHHMCOK JNHUTEpaTypbl, WCIOIB30BAaHHONW NpH MOATOTOBKE K padore. B Tekcre oruéra
JIEJTAl0TCsI KPAaTKUE CCHUTKU Ha JHUTEpaTypy (Y4eOHUKH, CIPaBOYHUKH, HHBIE UCTOYHUKH...) HOMEPOM B
KBaJIpaTHBIX CKOOKax, Hamp., [1]. JIlureparypHble MCTOUHHUKH HYMEpPYyIOTCS 10 Mepe WX TOABICHHUS B
TekcTe oT4éTa. B KOHIE 0oTYéTA Maércs ux moapoOHBIN cnucoK. Ha Bce HCTOYHMKY CIIMCKA JIUTEPATyphI
JTOJKHBI OBITH CCBUTKM B TEKCTE OTYETA, TaM, IIe 3TO HEOOXOAUMO.

IIpu cpade oruéra mpenogaBaTeldb MOXKET CHENAaTh YCTHBIE W MHCBMEHHBIC 3aME4YaHUs, 3a1aTh
JIOTIOJTHUTENBHBIE BONPOCH. Bce OTBeTH Ha JONMOIHUTENBHBIE BONPOCHL, OOCYKAEHHUS BBITOJHSIOTCS
CTYJICHTOM Ha OTJIEJbHBIX JIMCTAX, BKIIOYaEMBbIX B OTYET (TIIPU 3TOM B TEKCTE OCHOBHOTO OTYETA /IENIACTCS
CHOCKAa WM JpYroil 3HAYOK, KOTOPOMY OyZeT COOTBETCTBOBaTh HOBBIA Matepuan). [lpm sTOM
MUChMEHHBIC 3aMEUYaHU IPENOAaBaTesl J0JIKHbBI OCTAaThCs B TEKCTE sl ACHOCTH JUHAMUKU PaObOTHI Haf
OTYETOM.

O0BEM oTuéTa AOJKEH OBITh ONTUMAIBHBIM ISl IOHUMAHHUS TOTO, YTO M KaK CAeNial CTYJCHT,
BBIMONIHASL paboTy. OOs3aTenbHble TpeOOBaHWMSA K OTYETY BKIIOYAIOT OOIIYyI0 M CIELHUATIBHYIO
IPaMOTHOCTD U3JI0KEHHS], 8 TAKKE aKKypaTHOCTb O(hOpMIICHHSL.

INocne npuéma npenogaBareaeM OTUET XpaHUTCS Ha Kadeape.

MeTtoanyeckue yKa3saHusl 1JIs1 00y4al0OIUXCSl M0 MPOXO0:KIEHHI0 CAMOCTOATEIHLHON PadoThl

B xome BBIIOMHEHUS CaMOCTOSTEIRHOW paboThI, 00yJarOIIUACS BRITIONHSET paboTy 1O 3aJaHHUI0
Y TIPY METOJMYECKOM PYKOBOJCTBE TpEnoaBatelis, HO 0e3 ero HermocpeICTBEHHOTO YUacCTHSL.

s oOydaromuxcs 1mo 3a04Hoi Gopme 00yueHus, caMOCTOsITeNIbHAsI paboTa MOXKET BKJIIOYATH B
ce0s1 KOHTPOJIBHYIO padoTy.

B mpomecce BBIIONHEHHS CaMOCTOATENLHOW paboThl, y oOyuaromerocs QopMupyercs
1execoo0pa3Hoe IIaHNpOBaHUe pabodero BpeMeH!, KOTOPOE MO3BOJISIET M Pa3BUBAaTh YMEHUS F HABBIKU
B YCBOGHUH M CUCTEMAaTHU3allMU PUOOpPETaeMbIX 3HAHMIA, 00ECIIEUNBACT BRICOKHI yPOBEHb YCIIEBAEMOCTH
B ITepHO 00YYEHHs, IOMOTAET MOJyYUTh HABBIKM TIOBBITIIEHHUS MTPO(ECCHOHATEHOTO YPOBHSI.

MeToquueckuMy MaTepuaiaMy, HaNpaBISIONIIMU CaMOCTOSTENBHYI0 paboTy oOydaromuxcs
SIBIISTFOTCSL:

—  y4eOHO-METOIUYECKUI MaTepHal 1Mo JUCLIUILTHHE;

— METOJMYECKHE YyKa3aHWsl 10 BBHITOJHEHHWIO KOHTPONBHBIX paboT (Ui oOydaromuxcs Mo
3a04HON (hopMe 0OyUeHHS).

Meroanyeckue ykazaHus I8 O0y4AKOIIMXCS 10 IPOXOKACHUIO MPOMEKYTOYHOM
aTrecTanuu

ITpomesxyTouHast aTrecTanus 0Oy4arolUXcsl MpelyCMaTpuBaeT OLCHUBAHUE ITPOMEXYTOUHbBIX U
OKOHYATEJIbHBIX PE3YNIbTAaTOB 00y4eHHUs 10 qucuuiuinHe. OHa BKIIOYaeT B ceOst:

— 93K3aMeH — (opMa OLCHKM 3HaHWUHU, NOTY4YEHHBIX OO0YJarOLUIMMCs B IIPOLECCe U3yUeHUs BCEeH
JUCLUIUINHBI WJIM €€ 4YacTH, HAaBBIKOB CaMOCTOSITENBbHOW pabOThl, CIIOCOOHOCTHM NPUMEHSATh HX IS
pelIeHns IpakTUUECKNX 3a1a4. DK3aMeH, KaK [IPaBUJIO, IIPOBOJUTCS B TIEPHO]T IK3aMEHAIIMOHHOW CECCUU
U 3aBepHIaeTCs  aTTECTAlMOHHOM  OIEHKOW  «OTIMYHO», «XOPOIIO»,  «yIOOBIECTBOPUTEIBHOY,
«HEYIOBIETBOPUTEIHHO.

— 3a4eT — 3T0 (opMa OLCHKH 3HAHUH, MOTYUYCHHBIX 00yYaloUIMMCS B X0/ U3yUYeHHs yuyeOHOU
JTUCIUTUTNHBI B I[EJIOM UJIH MIPOMEXYTOUHasA (TI0 OKOHYaHUH CEMeCTpa) OlleHKa 3HaHUH 00yJaromuMces 1o
OT/AETBHBIM pa3jiesiaM AUCLUIUIMHBI C aTTeCTAllHOHHON OLIEHKOH «3a4T€HOY WU «HE 3a4TEHOY.

— nuddepeHMpoBaHHBIN 3aUeT — 3TO (OpMa OLEHKH 3HaHWH, MOJYYEHHBIX 00yJaromumcs

OpU M3YYCHUH IUCLUIUIMHBI, IPU BBIIOJHCHUH KypPCOBBIX IIPOEKTOB, KYpCOBBIX pabOT, Hay4dHO-
HCCIIEeI0BATEIbCKUX PA0OT U MPOXO0XKICHUH MPAKTHK C aTTECTAMOHHOM OIIEHKON «OTIUYHOY, «XOPOLIO»,
«YAOBIIETBOPUTEIILHOY, «HEYOBICTBOPUTEIHHON.
Cucrema OLICHOK IIpH NPOBEIECHUH MPOMEKYTOYHOH AaTTECTALMM OCYIIECTBIAETCS B COOTBETCTBUU C
TpeboBanusimu [lomokenuit «O TeKyIIeM KOHTpOJIE YCHEBAaE€MOCTH W TPOMEKYTOYHOH aTTecTalluu
cryneatoB ['VAIL, oOydatommuxcs 1o mporpamMMaM BhICIIero oOpaszoBaHus» U «O MOAYIBHO-
PEHTHHrOBOH cHCTEME OLICHKH KauecTBa yueOHo! paboTsl cTyneHToB B ['Y Ally.
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