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AHHOTaNUs

JuctumnuHa  «TeXHONMOTMHM — 3alllUThl  JJIGKTPOHHBIX  IJIaTeXeW»  BXOAUT B
o0pa3oBaTeNbHyI0 MpPOrpaMMy BBICIIErO0 OOpa3oBaHMs — MPOrpaMMy CHELHAJUTeTa IO
HampaBlieHHu0 moarotoBku/ crnenuaibHocTd  10.05.03  «MHpOopManmonHas 6e30macHOCTh
aBTOMATH3UPOBAHHBIX CUCTEM» HampaBIeHHOCTH «be30MmacHOCTh OTKPBITHIX WH(GOPMAIIMOHHBIX
cuctemy. Jlucimmrna peanusyetcs kKadgeapoi «Ne33».

JuctumuHa HareneHa Ha pOPMUPOBAHUE Y BBIMTYCKHHUKA CIIEAYIOIUX KOMITCTESHITUH:

[IK-2 «Cnocoben ¢opmupoBaTh TpeOOBaHUS K 3alMTe HH(POPMALMA B OTKPBITHIX
MH(POPMAIIMOHHBIX CHCTEMAX)

[1IK-4 «CrniocobeH ocymiecTBIsTh paboThl MO pa3pabdOTKe CHCTEM 3alluTbl UH(OpMAIMU
ABTOMATH3UPOBAHHBIX CUCTEM)

[1IK-7 «CnocobeH ynpaBIisiTh pa3BUTHEM CPEICTB 3AIIUTHI OTKPHITHIX MH(DOPMAIIMOHHBIX
CUCTEM OT HECAHKIIMOHHPOBAHHOTO JIOCTYIIa»

[IK-9 «CrnocobeH ocCymecTBIsITh pabOTBl 1O  OICHKE pabOTOCTIOCOOHOCTH H
3¢ (HeKTUBHOCTU TPUMEHSIEMBIX ITPOTPAMMHO-ANMAPATHBIX CPEACTB 3aIUTHI HH(DOPMAIIHI

IIK-11 «CmnocoOeH TpoBOIUTH OILICHKY YpPOBHS HH(POPMAIIMOHHONW 0€30MacHOCTH
OTKPBITBIX HHPOPMAITHOHHBIX CUCTEM)

CogepxaHue NUCIUILUIMHBI OXBaThIBA€T KPYT BOMPOCOB, CBS3aHHBIX C MPUMEHEHHEM Ha
MPAKTUKE TMpejsiaraéMble B HACTOAIMIEE BpeMS METOMbI 3alIUTHl  KOH(PUIACHIUATHHOU
uHbopManuu (IpaBoOBbIe, OpraHU3AIMOHHBIE, MPOTPaMMHbBIE U alllapaTHBIC) MPU OpraHU3aIK U
MOJIJIEPIKKE JIEKTPOHHOTO OM3Heca.

[IpenogaBanve NUCIUIUIMHBI MpeaycMaTpUBaeT clieAyronme (OpMbl OpTaHH3AINH
y4eOHOro mporiecca: JeKInU, JabopaTopHble paboThl, CAMOCTOSITENIbHAS padoTa CTyACHTA.

[TporpaMmoli AWCHHILIMHBI TPEITyCMOTPEHBI CIICAYIOIINE BHIBI KOHTPOJISA: TEKYIIU
KOHTPOJIb YCIIEBAEMOCTH, TPOMEXKYTOUHAS aTTecTalus B popme dK3aMeHa.

OO0mas TpyI0eMKOCTh OCBOCHHMS JUCHUIUIMHBI COCTaBisSeT 4 3a4eTHBIX eIuHUIlb, 144
Jaca.

S3bIK 00yYeHHMS 110 TUCIUTUINHE «PYCCKUUN »



1. TIlepedeHb MIaHUPYEMBIX Pe3yIbTATOB OOYUECHHUS MO TUCIUILTNHE
1.1. Ilenu npenomaBaHus JUCITUTUTHHBI

Lenpro u3ydeHus y4eOHOM TUCIMILTUHBI SBIIsSETCS 00eCreueHne OCBOCHHUS 00ydJarOmUMUCs
podecCHOHATBHBIX KOMITETEHITUH, 3aKITIOYAIONINXCSl B OOIIEel TOTOBHOCTH M CIIOCOOHOCTH
NPUMEHSITh Ha MpaKTUKEe TMpeiaraéMble B HACTOSIIEe BPEMS METOIbI  3al[UThHI
KOH(pUICHIMAIbHOH WHpopMaIu (IpaBOBbIC, OPTraHU3AIMOHHBIC, TPOTPaMMHBIC U
anmapaTHbIC) TIPH OPraHU3aIuH U MOJICPKKE SJICKTPOHHOTO OM3Heca.

[Ipy v3y4yeHWM MUCHUIUIMHBI PEIIaeTCs 3ajadya MONYYCHHS O0y4aeMbIMU TEOPETHUECKHX
3HAHUA W TIPAKTUYECKUX HABHIKOB B OOJACTH NMPHUMEHEHMsS 3aIUTHBIX MEXaHU3MOB IPH
OpTaHM3AIMH U BEJICHUH JICKTPOHHOTO OM3HEeca.

1.2. JlucuumiwHa BXOOUT B  COCTaB  4YacTH, (HOpMHpPYyeMOH  ydacCTHHKaAMU
o0pa3oBaTeNbHBIX OTHOIIEHUH, 00pa30BaTeIbHON MPOTrpaMMBbl BBICIIETO 00pa3oBaHus (qaiee —
OI1 BO).

1.3. TlepeueHsp MmIaHUPYEMBIX pe3yIbTATOB OOYUYCHHS IO TUCIUILTHHE, COOTHECEHHBIX C
IUTAaHUPYEMBIMHU pe3yibTaramu ocBoeHus OI1 BO.

B pesynbrare u3ydeHus QUCIHMILTUHBI OOYyYarOIIMICS JODKEH 00JaJaTh CIeIyHOIIUMU
KOMIIETCHIIUSIMH WIIA MX YacTAMH. KOMIIETeHIIMU W WHIUKATOPHI MX JTOCTIKCHUS TPUBEICHBI B
tabmume 1.

Tabnuna 1 — IlepeyeHb KOMIETEHINI M HHIUKATOPOB UX JOCTHUKEHUS

Kareropus (rpynna) | Konx u HaumeHoBaHue Kox 1 HaumMeHOBaHUe MHIMKATOPA
KOMIIETEHLIUU KOMIIETEHLIUU JOCTH)KEHUS] KOMIIETEHLIUU
[IK-2 Cnocoben
(hopMHpOBaTH [TK-2.3.3 3HaTh crIOCOOBI peanu3amuu yrpo3
TpeOOBaHUS K 3aIIUTE 0€301acHOCTH B aBTOMATU3UPOBAHHBIX
[IpodeccrnonanpHbIC
nHpopManmu B cucTreMax
KOMIIETCHIINU
OTKPBITBIX [1K-2.3.4 3HaTh NOCIEACTBUS OT HApYILIEHUS
MH(POPMAIMOHHBIX CBOMCTB 0€30MaCHOCTH MH(pOPMAIUU
cucTeMax

[TK-4 Cnocoben
OCYIIECTBIIATH pabOThI

[1K-4.Y.2 ymeTh onpeaensiTh TUIbI CyObEKTOB
[TpodeccrnonanbHbie | MO pa3pabOTKe CUCTEM

1 00BEKTOB AOCTYTII4, SABJIAOINIUXCA 00BEeKTaMU

KOMIIETEHIINH 3aIUThl HHGOPMALIUU
3allIUThI

ABTOMAaTH3UPOBAHHBIX

CHCTEM

IIK-7 Cnocob6en

yIOPaBISATh Pa3BUTHEM

CPE/CTB 3alIUThI I1K-7.B.1 BnaseTh HaBbIKaMU OPTaHU3ALMHN U
[TpodeccrnoHambHbBIC | OTKPBITHIX KOHTPOJIS 32 BBIMIOJITHEHUEM PadOT 110
KOMIIETEHIIUN MH(GOPMAIIMOHHBIX Pa3BUTHIO U MOJEPHU3ALMU CUCTEM 3AILUTHI

CHUCTEM OT uHbopMaIun

HecaHKIII/IOHI/IPOBaHHOFO

JIOCTyTIa

T1K-9 Cnocoben
OCYUIECTBIISATH PabOThI

IO OIIEHKE
a0b0TOCTIOCOOHOCTH U
[TpodeccrnonansHbIe E (b(eKTHBHOCTH [1K-9.3.2 3HaTh MOPSIIOK OpraHu3aIiu padoT
KOMIIETCHIINU 10 3alUTe UHPOPMAIUU
MIPUMEHSIEMBIX
pOrpamMMHO-

anmnapaTHBIX CPEACTB
3aluUThl HHGOpMALUU

ITpodeccuonanpubie | [IK-11 Criocoben IIK-11.B.1 BnaseTh HaBbIKAMH OLICHKU




KOMIICTCHIIUH MIPOBOJIUTH OLICHKY paboTOCTIOCOOHOCTH MPUMEHSIEMBIX
YPOBHSI MIpOrpaMMHO-AMMapaTHBIX CPEJICTB 3aLIUTHI
nH(pOPMAIIMOHHON nHGOpPMaIIMU C UCTIOJIb30BAaHUEM IITATHBIX
0€30MacHOCTH CPE/ICTB U METOJIUK
OTKPBITBIX T1IK-11.B.2 BiageTh HaBBIKAMU OLIEHKU
MH(GOPMAIIMOHHBIX 3(PeKTUBHOCTH IPUMEHAEMBIX CPEICTB
CHCTEM 3aIUThl MHOOPMAIIHH, OTIPEICIICHUE MX

YPOBHS 3aIIUILIEHHOCTH

2. Mecro aucuumianssl B ctpykrype OI1

Juctunnuza 6azupyercss Ha 3HAHUSAX, paHee NMPUOOPETEHHBIX OOYYAIOIIMMUCSA MPU U3yYEHUU
CJIEIYIOIINX JAUCLUIUINH:

DKOHOMUKA

Mesx TyHapOoaHbIH OM3HEC

MupoBasi 5KOHOMHKA

[IpousBoacTBeHHAs (IKCIUTyaTallMOHHAs ) TPAKTUKA
TexHONOoruu 3aIuThl OT CKPBITOM Nepeaun JaHHBIX
3aimuTa OT BpeIOHOCHBIX TPOrpaMM
[IpousBoacTBeHHast (KOHCTPYKTOPCKas) MpaKTHKa
YyeOHast (03HAKOMUTEINLHAS ) IPAKTHKA

VYuebHas nmpakTHKa

Pacnipenenennble ceTH XpaHEHUS JaHHBIX
Pacnpenenennrie nHGOPMAITMOHHBIE CHCTEMBI
3amuTa HHGOPMAIIUU B paclpe/IeIeHHbIX HH()OPMAIIMOHHBIX CHCTEMAX
YcTpoiicTBa M cUCTEMBI OECTIPOBOAHOM CBS3H
Texnonoruu 06pabOTKU ayAU0- U BHJICOJAHHBIX
MynbTHUMe A TEXHOJIOTUU

3HaHMA, TIOJIyYCHHBIE TIPU MW3YyYEHUM MaTepuana JaHHOW JUCLMIUIMHBI, HMEKT Kak
CaMOCTOSITEJIbHOE 3HAYCHHE, TAK U UCIOJIB3YIOTCS IPU U3YUYECHHUH IPYTUX AUCLHUIIINH:

HayuHno-uccnenoBarenbckas padora
[Ipou3BoiCTBEHHAS IPEIUTUIOMHAS IPAKTHKA
3. O0beM U TPyA0EMKOCTh AUCHUILIHHBI
Jlanapie 00 oOmieM o0beMe AMCIUIUIMHBI, TPYAOEMKOCTH OTJACIBHBIX BHJIOB Y4cOHOM

pa6OTBI O JUCIHMITIIIMHE (I/I pacupeaciiCHNUC 3TOH TPYAOCMKOCTH I10 CeMeCTpaM) MMPEACTaBJICHBI B

Tabimue 2.
Tabnuna 2 — O06beM U TPYI0EMKOCTh JUCIUILITUHBI
TpynoemMkocTh Mo
Bun yueOHOM paboThI Bcero ceMecTpam
Nel0
1 2 3

Oowan mpyooemKkocmep oucuyunaunbl, 4/ 144 4/ 144
3E/ (gac)
U3 nHux uacoe npakmuyuecKkoil n0020moeKu 34 34
Ayoumopnuie 3anamus, BCETo vac. 68 68
B TOM YHCJIE:

nexmmu (JI), (dac) 34 34

npaktuueckue/cemunapckue 3anatus  (113),

(dac)

naboparopabie padoTsl (JIP), (dac) 34 34




KypcoBoit mpoekT (pabota) (KII, KP), (dac)

JK3aMeH, (Jac) 54 54
Camocmosmenvnasn paboma, Bcero (4ac) 22 22
Buo npomesicymounoii ammecmauuu’ 3a4er,
mubd. 3auver, sk3amen (3auer, [dudd. 3ay, JK3. JK3.
DK3.*%)

Kk
IIpuMmeuanue: kaHAUTATCKUIT dK3aMeH

4. ConepsxaHue JUCIUTLTIHBI
4.1. PacnpeneneHue TPyI0EMKOCTH TUCHUILIHHBI 10 pa3eiaM U BHIAM 3aHITHH.
Pasnensl, TeMbl TUCHMIUIMHBI M UX TPYAOEMKOCTh IPUBECHBI B TaOHIIE 3.

Tabmuma 3 — Pasznesnsl, TeMbl AUCIUIUIMHBI, UX TPYJI0EMKOCTh

Pazgensl, TeMBI JUCITUTIIMHEI Hexumn | 113 (C3) P KII CPC
(dac) (qac) (gac) (qac) (dac)
Cemectp 10
Pazpgen 1. DnekTpoHHbIE IUIATEKHBIE CUCTEMBI. 4 4 4
Bunbl 5MeKTPOHHBIX CHUCTEM B3aUMOPACYETOB U
OpraHu3alys IIaTexen
Pasnen 2. OcHOBHbIE MOJAENU 3JIEKTPOHHOU 4 4 4
KOMMEPITH
Paznen 3. Yrpo3sl 0e30macHOCTH 3JIEKTPOHHOM 4 4 4
KOMMEPIIMM M JJICKTPOHHBIX  IUIATSKEH.
besonacHocth 0aHKOBCKHX CTPYKTYP.
besomacHocTh B OaHKOBCKas cdepe, KpeauTHbIC
KapTOYKH.
Pasnen 4. ITonnTHka nHGOPMaAIMOHHON 4 4 4
0€30I1aCHOCTH. [TocTpoenwue CUCTEM
0€30MacHOCTH JICKTPOHHOI'O OM3HEeCa.
Pazmen 5. Meronsl M cpencTBa oOecmeUeHUs 4 4 4
MHGOPMAIIMOHHONW O€30MacHOCTH AJIEKTPOHHOTO
Ou3Heca
Pasnen 6. KoprniopatuBHbIe cTaHIApPTHI 6 6 2
obecnieueHrss MHOOPMAIIMOHHOW 0€30TTACHOCTH
cucrem. Crannapt LlentpansHoro 6anka Poccun
10 3a1uTe nHQOpPMaIuu
Pasnen 7. be3onacHsle MPOTOKOJIBI 8 8
B3aMMOJICHCTBHS C BeO-cepBUCAMU
Hroro B cemecTpe: 34 34 22
Hroro 34 0 34 0 22

[IpakTnueckass MOArOTOBKA 3aKJIIOYAETCSI B HEMOCPEACTBEHHOM  BBINOJHEHUU
OoOy4arolUMHUCSL  ONpEAENCHHBIX  TPYAOBBIX  (PYHKIIMH, CBS3aHHBIX  C Oymyuieit
npoeccHoHaNbHOM 1eATeIbHOCTBIO.

4.2. CopeprxaHue pa3iesoB U TEM JIEKIIMOHHBIX 3aHITHHA.
Copneprxanue pa3esoB U TeM JIEKIIMOHHBIX 3aHATHUI IPUBEEHO B Tabnule 4.

Tabmuma 4 — ConeprkaHue paseiaoB U TEM JICKITMOHHOTO IHKJIa

Howmep paznena HazBanue u conepkanue pa3faenoB U TEM JIEKIMOHHBIX 3aHATHN




3H€KTpOHHBIC IJIaTC)KHBIC CUCTCMBI. BI/IZ[BI SJICKTPOHHBIX
CHUCTCM B3aMMOPACUCTOB M OpraHMU3alusa IIaTeXeHn

OcCHOBHBIE IOHSTHS U TEPMHUHBI 3JIEKTPOHHOU KOMMEPLIMH U
ousHeca. [lonstue snekTpoHHON KoMMeprmu. KpaTkuit 0630p
OCHOBHBIX MOHATUHN. THIIOJOTHS 3JIEKTPOHHON KOMMEPIUH.
CTpyKTypa OCHOBHBIX OM3HEC-MOJIETICH 3JIEKTPOHHOM
KoMMmepuui. OCHOBHBIE OTIIMYUS U OCOOCHHOCTH MOJIeJIEH.

[ToreHnmanpHbIe YTPO3bI ANEKTPOHHOTO OM3Heca. OCHOBHbBIC
3aaum obecrieueHus: 0€30MacHOCTH H(GOPMAIUU
XO3SICTBYIOLIEro CyObeKTa NP BEACHUH 3JIEKTPOHHOTO
OusHeca. OleHKa YSA3BUMOCTH CUCTEM 3JICKTPOHHON KOMMEPLIUH.
AHanu3 1 MEXaHU3Mbl OLIEHKH PUCKOB 3JIEKTPOHHOTO OH3HEca.
[Toctpoenne Moaenu 3710yMbIIUIeHHUKA. Kimaccudukanus
MPECTYIUICHUH B AeKTpoHHOM Omu3Hece. Knaccudukanus u
o0mrast XapakTepUCTUKa KOMITbIOTEPHBIX MPECTyIUICHU. AHaIN3
Y OLICHKA MOCIEACTBUN KOMIIBIOTEPHBIX IPECTYIUICHUN Ha
OCHOBE COBPEMEHHOM CTATUCTHKH.

[Tonutrka nHpOPMATMOHHON 0€30MACHOCTH B CUCTEMAaX
AIIEKTPOHHOM KoMMepIy. CTaHAaPThl TOCTPOSHHS CHCTEM
3alUTHl UHPOPMAIMH U TIPAKTUIECKOE MTPUMEHEHHE X
TpeOoBaHul 1711 obecreyeHuss HHPOPMaLMOHHONW O€30MaCHOCTH
CHCTEM DJIEKTPOHHOHN KoMMepuuu. KopriopatuBHbie CTaHAapTHI
oOecnieueHus: HHPOPMALIMOHHON 0€30MaCHOCTH CHCTEM.
Crannapt LlenTpanpHoro 6anka Poccun mo 3ammure
unpopmarmu (CTO BP UBBC-3.0-2014 «ObecneueHue
MH(POPMAIIMOHHOI 0€30MacHOCTH OpraHu3anuii 6aHKOBCKOM
cucreMbl Poccutickoit @enepamum» (¢ uameHeHusmu 2014 r.).
OCHOBBI TOCTPOEHHSI K MEHEDKMEHTA CUCTEM 0e301TaCHOCTH
AIIEKTPOHHOTO OM3Heca. AyIUT CUCTEM MH(POPMAIIHOHHOM
0€30MacHOCTH JIEKTPOHHOTO OM3HECa.

OCHOBBI TOCTPOCHUS U UCTIOIB30BAaHUSI OAHKOBCKHX
WHPOPMAMOHHBIX crcTeM. OCHOBHBIC 33/1a4U U (PYHKIIHH.
00630p 6aHKOBCKMX MH(DOPMAIIMOHHBIX CUCTEM. BupTyanbHbie
O0anku. MIHTepHET-0anKkuHT. OOecneyeHne 6€30MmacHOCTH B
0aHKOBCKO cdepe. OCOOCHHOCTH IEKTPOHHBIX METOJIOB
miatexa. [udppoBas HATUYHOCTE. DIEKTPOHHBIC TUIATEKHBIE
cuctembl. OCHOBHBIE IPUHIIUIIBI BHEIPCHHUSI IJIATEKHBIX CUCTEM
B 3JICKTPOHHYIO KOMMEPIIHIO.

Pacripenenenne GpyHKIMiA 1 TOPSATOK B3aUMOICHCTBUS
NoZIpa3Ae/ICHUI Ha pa3IMyYHbIX dTanax XU3HEHHOIO LIMKIIA
MH(POPMAIMOHHBIX MojicucTeM. OTBETCTBEHHBIE 32
MH(POPMAIMOHHYI0 0€30IaCHOCTb B MOAPA3ACIICHUIX.
AJIMUHHMCTPATOPBI ITATHBIX U JIONIOJIHUTEIIbHBIX CPEJICTB
3amuThl. [lompasnenenus: TeXHUUECKOH 3aUThl HH()OPMAIHH.
CucreMa opraHM3allMOHHO-PACIIOPSIAUTENBHBIX JOKYMEHTOB
OpraHu3aIy 10 Bompocam obecrieueHus 0€301MacHOCTH
MH(POPMAIIMOHHBIX TEXHOJOTHHA. PermamMenranus neicTBuii Bcex
KaTeropuil COTpyAHUKOB, JIOMYIEHHBIX K paboTe ¢
MHGOPMALIMOHHBIMU CUCTEMaMHU

CereBble yrpo3sl, yA3BUMOCTH U ataku. CpeacTBa 0OHapyKEHUs
ys3BUMOCTEN y3110B [P-cereil u arak Ha y3I1bl, IPOTOKOJIBI U
cereBble cayx0bl. [lomyueHue onepaTuBHOM HHGOpPMALIUHU O




HOBBIX YA3BUMOCTSIX M aTakax. CriocoObl yCTpaHeHuUs
YA3BUMOCTEW U MPOTUBOACUCTBUSI BTOPKEHUSIM HAPYILLIUTEIEH.

4.3. TlpakTnueckue (CEeMUHAPCKHUE) 3aHATHS

Tembl MPaKTUYECKUX 3aHATUHN U UX TPYIOEMKOCTh MPUBEICHBI B Ta0OmHIIe 5.

Tabnuna 5 — I[IpakTuueckue 3aHATUS U UX TPYAOEMKOCTb

N3 Hux Ne
Ne | Temsbl npaktryeckux | @opmbl npakTUYECKUX | TpPyIOEMKOCTb, |IIPAKTUYECKOH |pasnena
/1 3aHATUN 3aHITUN (uac) MOATOTOBKH, | IMCITUTI
(uac) JIUHBI
Y4eOHBIM TJIaHOM HE TIPEyCMOTPEHO
| |
Bcero
4.4. JlabopaTopHbIE 3aHATHUS
Tembl 1a00pPaTOPHBIX 3aHATUH M UX TPYJAOEMKOCTh TIPUBE/ICHBI B Ta0HIIE 6.
Tabnuna 6 — JlabopaTopHBbIe 3aHSTHS U UX TPYJAOEMKOCTh
N3 Hux No
Ne HaunmenoBanue mabopaTopHbIX paboT TpyROGMKOCTS, | MPAaKTHHECKOI | pasjiea
/1 (gac) NOATOTOBKH, | JUCIIHII
(dac) JIUHBI
Cemectp 10
1. | AHanu3 3JeKTPOHHBIX CUCTEM 1 1 1
B3aMMOPACUETOB
2. | AHaiM3 M opraHu3anys IaTexen 1 1 1
3. | IlocTpoeHne MoaeH SIEKTPOHHOM 1 1 2
KOMMEPIIUU
4. | Ananu3 6ezomacHocTy oopmIiIeHHs 1 1 3
KPEJUTHBIX KapTOUEK
5. | IlocTtpoenune cuctema 6€30MacCHOCTH 1 1 4
3JIEKTPOHHOTO NEPEBOIA
0. 3amuTa 3JEKTPOHHBIX MIATEXKEH C TOMOIIBIO 2 2 5
TOKCHHU3aIIUH
7. 3aluTa 3JeKTPOHHBIX Iuatexkei ¢ momouipio EMV u 2 2 5
P2PE
8. | OcHOBHBIE MOJOKEHUSI KOPIIOPATUBHBIX 2 2 6
CTaHIapTOB oOecreueHus] THPOPMAITIOHHOM
0e30MacHOCTH
9. | OcHOBHbIE TIOJIOKEHUS CTAHAAPT 2 2 6
LentpansHoro 6anka Poccun mo 3amnure
uHbOpMaIH
10. | [IpumeneHue Ge301acHBIE TPOTOKOJIBI 2 2 7
B3anMOJEHCTBHUS C BEO-calTaMu
11. | Tlpumenenue O6e30MacHbIC MPOTOKOJIBI 2 2 7
B3aMMOJICHCTBHSI C BEO-cepBUCAMU
Bcero 34 34

4.5. KypcoBoe npoekTupoBaHue/ BHITOJIHEHUE KyPCOBOM PabOTHI

Y4eOHbIM IJIaHOM HE IPEIyCMOTPEHO




4.6. CamocrosTenbHas paboTa 00y4aromuxcs
Bujiel caMoCTOSITENIBHOI paOOThI U €€ TPYI0EMKOCTh IPUBE/ICHBI B TAOHIIC 7.

Tabnuma 7 — Buzbl caMocTosATEIbHOM pabOThl U €€ TPYJI0EMKOCTh

. Bcero, | Cemectp 10,
Bun camoctositensHo# paboThI

qac qac
1 2 3
H3yueHue TeopeTU4eCcKOro MmaTepuana 10 10

quctuiinael (TO)

Kypcosoe npoektupoanue (KII, KP)

PacuerHo-rpaduueckue 3ananus (PI'3)

Brimoanenue pedepara (P)

[ToaroroBka K TeKymeMy KOHTPOJIIO 5 5
ycneBaemoctH (TKY)

Jomamnee 3ananue (/13)

Kontposnbhbie paboTsl 3204HuKOB (KP3)

[ToaroroBka Kk MpoOMEKyTOUHOM

arrectanuu (I1A) 6 6

Bcero: 22 22

5. Ilepeyenn yueOHO-METOAMUECKOTO OOECIICUSHUS
JUTSL CAMOCTOSTEIIFHOM PabOThl 00YYAFOIIUXCS 110 JUCIUTUTHHE (MOJIYIIIO)
Y4eOHO-MeTOAMYECKHE MaTepuaibl A CaMOCTOSATEIbHOM paboThl OOydarOIIMXCs YKa3aHbl B
ma. 7-11.

6. IlepeueHb neyaTHBIX U JEKTPOHHBIX YUEOHBIX M3/1aHUIM
[lepeueHb meYaTHBIX M AJIEKTPOHHBIX yUeOHBIX N3AaHUN MPHUBEACH B Tabmmie 8.
Tabnuua 8- IlepedeHp MeYaTHBIX M AIEKTPOHHBIX YUSOHBIX U3IaHUI

Konmuectso
HK3EMILIIPOB
U g_ﬂgbgec bubnmnorpaduueckast ccplika B 6?5;::5;6@
SNIEKTPOHHBIX
HK3EMILISIPOB)
004.05B75 Boponos, A. B. OcHOBBI 3a11IUTHI HH(OPMALUH: 74

yueOHoe mocodue/ A. B. Boponos, H. B. Bonommuna.
- CI16.: 'OV BIIO "CIIoI'YAIT", 2009. - 78 c.

004 111 22. Hlanbrun, B. @ WudpopmanuonHast 6€30MacHOCTb 8
[Tekct]: HayuHO-

nonyysipHas auteparypa / B. @. [llansrun. - M.:
JMK TIlpecc, 2014. - 702 c.: puc. -
(AIMUHHCTPHPOBAHUE U 3aIUTA). - 3arJI. OO0
HNudopmarmonnas 6e30MacHOCTb M 3allUTa
unpopmanuu. - bubnuorp.: ¢. 679 - 685 (100 nass.). -
IIpeam. ykas.: ¢. 686 - 701

004 P 69 PomanskoB, B. A. Beeaenune B kpuntorpaduio [Teker] : | 8
KypC JIKIui /




B. A. PomaHbBKOB. - 2-¢ u3/1., UcHp. 1 A0I. - M. :
D®OPVYM, 2015. - 240 c. - bubnuorp.: c. 233 - 234
(28 nass.). - [Ipeam. ykas.: c. 235 - 239. - ISBN 978-
5-91134-573-0 : 431.00 p.

004 P 98 Ps6xo, b. f. Kpunrorpaduaeckue MeTo bl 3alTUTHI 10
uHpOpMaIn

[Tekcr] : yuebHoe nocobue / b. f1. Psabxo, A. H.
®UOHOB. - 2-¢ U311, ctep. - M. : ['opsvast TuHUS -
Tenexom, 2014. - 229 c. : puc. - (CnenuanbHOCTb 1751
BBICIIUX y4eOHBIX 3aBefieHuil). - bubauorp.: c. 218 -
221 (36 Ha3B.). - IIpeam. ykas.: c. 222 - 226.

http://e.lanbook.com/ | Illanbrun, B.®. 3amura nndopmanmu B
books/element.php?pl | KOMIBIOTEPHBIX CHCTEMAaX U CETAX [DIEKTPOHHBIIH
1 id=3032 pecypc] : yaebHOe mocobue. — DIEKTPOH. JaH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004.49(075)E 60 EmenbsHoBa, H. 3. 3amuTa napopmanyu B 10
MepPCOHATBPHOM KOMITbIOTEpE: yueObHoe mocobue / H. 3.

EmenbsnoBa, T. JI. ITapTeika, U. U. Tlonos. - M.:
DOPYM, 2009. - 368 c.2.

X A 47 SAxoser, E. H. IlpaBoBbie 0CHOBBI 00ecrieueHust 9
nHpopMaIMoHHo# OezomacHocTu Poccuiickoii
Oenepanuu [Teker] : yaeObHnoe mocodue / E. H.
Skogerr. - M. : FOpautunadopm, 2010. - 336 c.

004 M 48 MensHaukos, B. I1. 5
3amura uapopmanuu [Tekcr] : yaebnuk / B. 1.
Menbnaukos, A. . Kynpusnos, A. I'. Cxuptnanse ;
pen. B. II. MensHukoB. - M. : Akagemusi, 2014. - 304c.

TutoB, A.A. IHXeHEepHO-TeXHUYECKas 3allnTa
http://e.lanbook.com/ | urdopmarmu [DaeKTPOHHBIH pecypc] : yueOHOe
books/element.php?pl | moco6ue. — Dnaekrpon. nan. — M. : TYCVYP

1 id=4959 (TomMckuii rOCyTapCTBEHHBIN YHHUBEPCUTET CHCTEM
yIpaBJeHUs] U painodieKTpoHuku), 2010. — 195 c.

7. IlepeueHb 3JIEKTPOHHBIX 00PAa30BaTEIBHBIX PECYpPCOB
MH()OPMAIIMOHHO-TEICKOMMYHHUKAIIMOHHON ceTH «HTepHeT»
[Tepeuenn 3JIEKTPOHHBIX 00pa3oBaTeNbHBIX pecypcoB uH(pOPMALIMOHHO-
TEJIEKOMMYHUKAIIMOHHON cetn «MHTepHeT», HEOOXOMUMBIX M OCBOCHHS JUCHUILTHHEI
npuBezieH B Tabmmuie 9.

Tabnuna 9 — IlepeueHb dNEKTPOHHBIX 00pa30BATENBHBIX PECYpCOB HHGOPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHOM ceTu «MHTepHEeT»
URL anpec HaunmenoBanue

http://www.cyberplat.ru | ruiatexxnas cucrema CyberPlat, npeHasHaueHa a1 aBTOpH3aLUH
nokynaresnei B IHTepHET B MPOBEPKE UX IIATSIKECIIOCOOHOCTH

http://www.assist.ru cucrema Kaprounbix mwiarexeid B Marepuer ASSIST (kapter VISA,
EuroCard/MasterCard, JCB, Diners Club, American Express) 6¢3
PETHCTPALNK UX BIIAJICIIHIIEB B CHCTEME

http://www.rbc.ru PocbusnecKoncantunr. Bech criektp aenoBoii nadopmanuu. bupxu
“on-line”, sKOHOMHYECKHE UTPHI “on-line”

http://www.diasoft.ru KOMMepYecKkre OaHkH, coeperaTe/ibHble OaHKH, MEXTyHApOTHbIC
(bHHAHCOBBIC OpPraHU3aIMK, HHBECTHIIMOHHbBIC KOMITAHHH,




JICTIO3UTAPUH M PETUCTPATOPHI, (POH/IBI JOBEPHUTEIBHOTO YIIPABICHH,
CTpaxoBbIe KOMIIAHHUH, IPOU3BOICTBEHHbIC, OIOPKETHBIC U TOPTOBBIC
OPEANPUATHSI, 3aKa3HbIE MPOEKTHI, aHATU3 PUHAHCOBOTO COCTOSHHSI
0AHKOB, KOHCAJITHHT

http://www.infobez.ru | 6e3omacuocTs nHGOpManHOHHBIX cucTeM [lopTai o 6e3omacHOCTH
WHGOPMAIMOHHBIX CHCTEM

http://www.cyberpol.ru | cnenuanu3upoBaHHbIi HAyYHO-UH(DOPMAIIMOHHBINA CAUT
"KommnbroTepHasi mpecTynmHOCTh ¥ 60ps0a ¢ Hero'

8. Ilepeuenr MHGOPMAIMOHHBIX TEXHOJIOTHI
8.1. [lepeueHp TPOTpaMMHOTO OOCCIICUEHUS, HCIOJIB3yEeMOT0 TPH OCYIICCTBICHUH
00pa30BaTEeNBLHOTO MpOoIEcca MO AUCIUTUINHE.
[TepeyeHsb UCTIOIBL3YEMOr0 MPOTPAMMHOT0 oOeciedeHus npeacTapiieH B Tadsmie 10.

Tab6muma 10— ITepeveHb MPOrpaMMHOTO 00SCIICUCHUS

Ne i/t HawumenoBanue

He npenycmorpeno

8.2. Ilepeuenn MH(POPMAIIMOHHO-CIIPABOYHBIX CUCTEM, UCII0JIb3YEMBIX pu
OCYILECTBIIEHUH 00pa30BaTEIbHOTO MPOoLEcca MO AUCLHUIIINHE

[lepeuenp ucmoIb3yeMbIX HH()OPMAIIMOHHO-CIIPABOYHBIX CHCTEM MPEJICTAaBICH B
tabmure 11.

Tabnuna 11— Ilepeuenb nHGOOPMAIIMOHHO-CIIPABOYHBIX CHCTEM

Ne o/ HaumenoBauue

1. | BAKOH P® ot 27 utons 2006 r. N 149-®3 «O06 nadopmannu, nHPOPMAITMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTe MH(OPMALIUID)

2. 3akoH P® ot 19 deBpans 1993r. N 4524-1 "O denepanbHbIX opraHax
MPaBUTENHCTBEHHOM CBsI3U U HHPOpMaIuu (¢ u3MeHeHussMu ot 24 nekadps 1993 roxa,
1o coctosiHuio Ha 1 anpenst 1994 rona)"

3. 3akon P® ot 10 mronst 1993 roga N 5151-1 "O ceprudukanuu npoayKToB U yeayTr";
4. 3akoH P® ot 10 uronst 1993 roga N 5154-1 "O crangapTuzauuu
S. 3akoH P® ot 01 urons 1993 r. N 5306-1 "O BHEceHHUH U3MEHEHHM U IOTIOJIHEHUH B

3akoH Poccuiickoit @enepanun "O (enepanbHbIX OpraHax rocyapcTBEHHON
6e3onacHoctu"

6. 3akoH PO ot 21 urons 1993 romga N 5485-1 "O I'ocynapcrBenHoi Taiine"; 7. 3akoH
P® ot 20 siuBapst 1995 roma N 15-®3 "O cpsizu";

7. 3akon P® ot 03 anpens 1995t. N 40-D3 "O6 opranax denepanbHOM CIIyKObI
oe3omacHoctu B Poccuiickoit denepanuu

8. 3akoH P® ot 10 suBaps 2002 roga N 1-d3 " O6 snekTpoHHOM 1u(poBOd MOaIHCH

9. ABTOMaTI/IBI/IpOBaHHBIe CHUCTCMBEI. TepMI/IHBI M OIIpCACICHUA

10. | I'OCT 34.003.90.

11. | 3akon P® «O rocynapcrennoii taiine» Ne 182 ot 21.09.93. 12. YronoBHbIN KOJIEKC
P® Ne 63-®3 ot 13.06.96

9. MarepuanbHO-TeXHHUYECKas 0aza
CocraB MarepualbHO-TEXHWYECKOW 0a3bl, HEOOXOJUMMOH s  OCYIIECTBIICHHMS
00pa3oBaTeNbHOTO Mpoliecca Mo JAUCHUINIHHE, PEeICTaBIeH B Tadmmiel 2.

Tabnuna 12 — CoctaB MmaTepuaibHO-TEXHUUYECKOHN 0a3bl




No HaumenoBaHue cocTaBHOM YacTu Howmep aynuropun
/m MaTepHalIbHO-TEXHUYECKON 0a3bl (mpu HEOOXOAUMOCTH)

JlexumoHHas ayiuropus

KomnbrorepHslii kinacc

10. OuenHouHble cpencTBa IS MPOBEACHUS TIPOMEKYTOUYHON aTTeCTalluu
10.1. CocTaB OILIGHOYHBIX CPEICTBUIA TPOBEACHUS MPOMEKYTOUHOH aTTecTaluu
oOyJaronuxcs 1Mo AUCIUTUIMHE MPUBEACH B Tabwmie 13.
Tabmuma 13 — CocTaB OIIEHOYHBIX CPEJICTB JUIS MPOBEICHUS IPOMEKYTOUHON aTTECTAIMH

Bua mpoMexyTo4HOM aTTecTalu [IepedeHb OLIEHOYHBIX CPEACTB
DK3aMeH CHnmcok BOIPOCOB K AK3aMEHY;
3amaun;
TecTbl.

10.2. B xadecTBe KpHWTEPHUECB OICHKH YpPOBHI CHOPMHUPOBAHHOCTH (OCBOCHUS)
KOMITETEHIIUN O0yJarOIMMUCS TMPUMEHSETCS S-0aibHas IIKaja OIEHKH C(HOPMUPOBAHHOCTH
KOMIIETEHIUH, KOoTopasi mpuBeacHa B Tabnune 14. B Teuenne ceMectpa MOXKET HCIOIb30BAThCA
100-6amnmpHast ~ mIKanma — MOAYJIBHO-PEHTHHTOBOM  CHCTEMBI ~ YHHMBEPCUTETa,  IpaBHIIa
HCIIOJIb30BaHUsl KOTOPO, YCTAHOBJIEHBI COOTBETCTBYIOIINMM JIOKAJIbHBIM HOPMAaTUBHBIM aKTOM
I'VAIL
Tabnuua 14 —Kputepun orieHKH ypoBHsI ¢(HOPMHUPOBAHHOCTH KOMITETEHITHNA

Or11eHKa KOMITETEHIII

XapaxkTepucrrka c(hopMHUPOBAHHBIX KOMITETEHIIANA
5-0aupHad mKana apaKIep (bopmtp 1t

— oOydaromuiicss TIyOOKO W BCECTOPOHHE YCBOWJI IPOTPAMMHBIN
MaTepHa;

— YBEPEHHO, JIOTUYHO, MOCIEI0BATEILHO ¥ IPAMOTHO €ro U3J1araeT;

— ONUpAsCh Ha 3HAHUS OCHOBHOW W JIOTIOJIHUTEIILHOW JUTEpaTyphl,
TCCHO HpI/IBHSI)IBaeT YCBOGHHBIC Hay‘-IHI)IC ITIOJIOKCHHA C HpaKTH‘I€CKOﬁ
JESTEIBHOCTHIO HATIPABIICHUS;

— yMeli0 00OCHOBBIBAET U apTYMEHTUPYET BBIIBUTAEMbIE UM HJICH;

— JieNnaeT BBIBOJBLI 1 0000IICHHS;

— cBOOOIHO BJIQJICET CUCTEMOM CIICIIMATN3UPOBAHHBIX MTOHITHIH.

«OTJIMYHO»
«3aYTCHO»

— 00yyJaroImuics TBEPAO YCBOWI IPOrPaMMHBIN MaTepHall, FPaMOTHO 1
MO0 CYIIECTBY H3JIaraeT €ro, OMNHPasCh Ha 3HAHUS OCHOBHOM
JUTEPaTypHI;

— HE JIOMYCKaeT CYIIECTBEHHbIX HETOUYHOCTEM;

— YBA3BIBAET YCBOCHHBIC 3HAHUS C TPAKTHYECKON ACSATEIHHOCTHIO
HaIlpaBJICHUS;

— apryMEHTHUPYET HayUHbIE MOJIOKECHHUS;

— JIeNnaeT BBIBOIBLI U 0000IIEHHS;

— BJIQJICET CUCTEMOM CIEIHUATU3UPOBAHHBIX MTOHSITHA.

«XOPOIIO»
«3aUTCHO»

— o0yyJaromuiicst yCBOMJ TOJIBKO OCHOBHOW TMPOTPaMMHBIA MaTepHal,
MO0 CYLIECTBY H3JIara€T €ro, ONUpasCh HAa 3HAHUS TOJIBKO OCHOBHOM
JUTEPaTypHI;

— JIOIyCKaeT HEeCYIIeCTBEHHbIE OMMOKH U HETOYHOCTH;

— WCTIBITHIBAET 3aTPYIHEHUS B MPAKTHUECKOM IMPUMEHEHHHM 3HAHUUN
HaIlpaBJICHUS;

— ¢1ab0 apryMEHTUPYET Hay4HbIE TOJIO0KEHUS;

— 3aTpyAHseTcs B POPMYIMPOBAHUN BBIBOJIOB M 0000IIEHUH;

— YaCTUYHO BJIAJACET CUCTEMOU CHEMAIN3UPOBAHHBIX TOHSATHIA.

«YOOBJICTBOPUTECIILHO»
«GaYTCHO»




O1ieHKa KOMITETEHII

5-0aupHas mKama

XapakTepucTrka c(hpOpMUPOBAHHBIX KOMITETEHLIMI

— o0yyaromuiics He YCBOWJI 3HAYUTENBHOW YacTH TMPOTPaMMHOTO

MaTepuana;
— JIONyCKaeT  CYIIECTBEHHbIE  OMIMOKM W  HETOYHOCTU  MPHU
«HEYIOBJIETBOPHUTEIHLHO
paccMOTpEHUH TPOOJIeM B KOHKPETHOM HAIpaBJICHUH,
«HE 3a4TEHO»

— HE MOXET apryMEHTUPOBATh HAYYHBIC TIOJIOKEHUS;
— He (OpMYJIUPYET BHIBOJIOB M 000OIIICHHIA.

— HCIBITHIBAET TPYAHOCTH B MPAKTUYECKOM NIPUMEHEHUU 3HAHUU;

10.3. TunoBbIe KOHTPOJILHBIC 33JJAHUST WJIH UHBIEC MaTEePHUAIIbIL.
Bormpock! (3aiaun) 11 9K3aMeHa MpeicTaBieHbl B Tadmuie 15.

Tab6muma 15 — Borpocsr (3amaun) ajist sK3amMeHa

Ne o/t

[lepeuens BOmpocCoB (3a1a4) U1 SK3aMeHa

Kon
HWHJIUKATOpa

1

DJIeKTPOHHBIE IJIATEKHbIE CUCTEMBI. BUIBI AIEKTPOHHBIX
CHCTEM B3aMMOpACUETOB U OpraHU3aLus TUIATeKeH
OcHOBHBIE TTOHITHUS U TEPMUHBI SJICKTPOHHOM KOMMEPIIHH
CTpyKTypa OCHOBHBIX OM3HEC-MOJEIEH 2IIEKTPOHHON
KOMMeEpIUU

[Tnarexxubie cucrembl. HasHauenune u QyHKIAN

Buapl snextponHo koMMepuuu. Onucanue u
XapaKTepUCTHKA

[ToreHnmanbHBIE YTPO3BI AIEKTPOHHOTO OM3HECA

OreHka ys13BUMOCTH M PUCKOB 3JIEKTPOHHOTO OHM3Heca
Hanpanenus obecnieueHust 6aHKOBCKOM 0€30MacHOCTH.
3aKOHO/IATENILCTBO B 001aCTH HH()OPMAIIHOHHON
6e30macHOCTH

OcHoBHbIE 33J1auu obOecrieueHus: 0€30MacHOCTH HHMOPMAITUH
bupmbl

Knaccudukarms npecTyraeHui B 2JIEKTPOHHOM OM3HEcCe

I1K-2.3.3

OneHka 1nocieCTBUI KOMIIbIOTEPHBIX NPECTYINIEHUI
(mpumepsl)

[onutuka unpopmanmonHoi 6ezonacHoctu. OCHOBHbBIE
MOJIOKEHUS

[IporpammHBIe METOIBI 3aIIUTHI HHGOpMarmu. [lepeueHs u
XapaKTEePUCTHKA

TexHuueckue MeTo bl 3alUThl HH(OpMAIUK

[1IK-2.3.4

bezonacHoCTh 251€KTPOHHOM KOMMepLuH B Internet
AHTUBHpYCHAs 3allUTa

Anroput™ paboTbl aHTUBUPYCHOM MPOrpaMMBL. ( CKaHEpHI,
PE3UICHTHI U JIp.)

[IK-4.Y .2

Bunbl BupycoB u ux paboThl. AapaTHbIN U TPOrPaMMHBII
OpanaMaysp. HazHauenue u anroput™ paboThl

MeTo/bl ¥ cpeicTBa 3alTUTHI MH(GOPMAIIUU TIpU padboTe ¢
AJEKTPOHHOM MmouToi. be3onacHocTh B OaHKOBCKas cepe,
KpEIUTHbIE KapTOUKU

OnexTpoHHas nudposas nmoanuch. Haznauenue u
WCMONIb30BaHUE. DJIEKTPOHHAs U POBas MOANUCH —
npuHiunel co3aanus DI [udposanue kak cpeacTBo
3alUThl HHHOPMAIUU

[IK-7.B.1

Texuomoruu OIICHKH 3aTpaT Ha CpCaACTBA MU MCTOAbI 3allIMTEI

[1K-9.3.2




nHpopmarmu. Llenn v KOHIENus OpraHu3auy IpoIax
yepe3 MIHTepHET TOBapOB MM YCIIYT CYIIECTBYIOLIETO
HERJIEKTPOHHOTO OM3HECa

Kiaccudukanus 6usnec-moneneir. OCHOBHBIE OM3HEC-MOCITH
B3aUMOJICHCTBHS C AIMUHUCTPATUBHBIMU U
rOCYAapCTBEHHBIMH CTPYKTYPaMHU

Hasnauenue u crpykrypa B2C. Ha3nauenue u crpykrypa
B2B. Haznauenue u crpykrypa C2C. Ha3nauenue u
ctpykrypa C2B. OCHOBHBIE PUHIUIIBI CUCTEMBI
rOCYJIApCTBEHHOT'O PErYJIMPOBAHUS HHTEPHET-3KOHOMUKHU

OCHOBHBIE BOIPOCHI TOCYIAPCTBEHHOTO PETYIMPOBAHUS B
cdepe UHTEPHET - SKOHOMUKH . 3a/1a4i 3JIEKTPOHHOTO
MIPaBUTENbCTBA

OcCHOBHBIE TPHOPHUTETHI IEATEIHHOCTH TOCYJapPCTBEHHBIX
CITy’k0, CBSI3aHHBIX C 3aKyIKaMU | Iuiatexxamu . [Ipumepsl
WNuTepHeT- Mara3mHoB U UX XapaKTEPUCTUKU

DeKTpOHHBbIE 0AHKOBCKHE CUCTEMBI JJIsl KPYIHBIX, CPETHUX U
HeOOIBIINX OAHKOB

Y nanéHHbIe MIATSKH TIPH MMOMOIIY OaHKOBCKUX KapT. 38.
Konnenuus 6e3onacHocT 6aHKOBCKUX CTPYKTYP

OOBeKTHI 3aUTHl B 0aHKOBCKHUX CTPYKTypax. 40. OCHOBHbIC
COCTaBJIAIONINE OAHKOBCKOW CTPYKTYPBI

Aynut cucteM HHTQOpPMaMOHHONW O€30MacCHOCTH. JTarbl U
HOPMATHBHBIE JTOKYMEHTHI

3aiuTa 3J1eKTPOHHOM UPPOBOIl HHTEIUIEKTYallbHON
COOCTBEHHOCTH.

IIK-11.B.1

[ousiTue Xen-(yHKIMU U CBONCTBA

[TnacTukoBBIE KapThl U HU(PPOBas HATUIHOCTD
be3onacHocTh miarexei B cetu IHTEpHET ¢ HCHOIB30BaHUEM
IUTACTUKOBBIX Kap

OpraHu3alMoOHHO-TIPABOBBIE BONPOCHI 3aIIMTHI HHPOpMALIUU
OcHOBHBIE yrpo3bl HHPOPMALIMOHHOM 6€301MacCHOCTH U
TEXHUYECKHE METObI 3aIlUTHI.

VYTeuka 1o noOOYHBIM KaHayiaM. 3aimra HHPOpMaIum B
AJIEKTPOHHBIX IJIATEKHBIX CUCTEMAX.

DnekTpoHHas mudpoBas noanuck. Haznauenue u
WCTIOJIb30BAHUE

IudpoBaHue Kak CpenCcTBO 3aIUTHI HHPOPMAIINH.
TexHONOrMH OLIEHKH 3aTpaT Ha CPEJCTBA U METO/IbI 3aIIUThHI
nH(popMaIuu.

[IK-11.B.2

Bomnpocs! (3anaun) muis 3auera / aud . 3auera npeacrapieHsl B Tabiuie 16.

Ta6numa 16 — Bonpocs! (3a1aun) mis 3adera / qudd. 3adera

Ne i/t

[lepeuens BompocoB (3a1ayv) /uig 3aueta / audd. 3auera

Kon
HHIAUKATOpA

Y4eOHbIM IJIaHOM HE MIPEyCMOTPEHO

[lepeuenr TeM I KypcOBOTO MPOSKTUPOBAHMS/BBIIOJIHCHUS KYpPCOBOH pPabOTHI
mpecTaBieHbl B Tabnuie 17.
Tabmuma 17 — IlepeyeHs TeM TSI KYPCOBOTO MPOSKTUPOBAHUS/BBITOTHEHUSI KYPCOBOM pabOThI

No o/t

[TpumepHsIi TepeueHb TeM JUIsl KypcOBOTO MPOEKTUPOBAHUS/BBITIOTHEHUS

KypCOBOM pabOThI




\ Y4eOHBIM TJIaHOM HE TIPEyCMOTPEHO

Bomnpocsr

npecTaBieHbl B Tabnuie 18.

Tab6nuna 18 — [IpuMepHBIi IepedeHb BOIPOCOB JIJIsl TECTOB

IJit - IpOBCACHUSA HpOMe)KYTO‘IHOfI arrecrallui B BHAC TCCTUPOBAHUA

. Kon
Ne /mm [IpumepHbIil nepeyeHb BOIPOCOB JIsl TECTOB
WHAMKATOpa

1. | AHayim3 2JIEKTPOHHBIX CHCTEM B3aHMOPACUYETOB I1K-2.3.3
2. AHanu3 ¥ opraHu3anus miarexen I11IK-2.3.4
3. | [locTpoeHne Moeu 3JIEKTPOHHON KOMMEPIIUU [IK-4.Y.2
4. | Ananms 6e30macHOCTH OOPMIICHUS KPEAUTHBIX KApTOUYEK [IK-7.B.1
5. | Iloctpoenue cucteMa 0€30MacHOCTH JICKTPOHHOTO MEPEeBoIa I1K-9.3.2
6. 3anuTa 3JEeKTPOHHBIX IIJIATEXKEN ¢ MOMOIIBI TOKCHU3AIMKU TIK-11.B.1
7. 3anuTa JIeKTPOHHBIX IaTexen ¢ momompio EMV u P2PE IIK-11.B.2
8. | OcHOBHBIC TIOJOKEHHUS KOPIIOPATHBHBIX CTaHAapTOB obOecneuenus | [1K-2.3.3

nHGOPMAIIMOHHON 0€30MaCHOCTH
9. | OcHoBHBIC mONOXKEeHUs craHaapT lleHTpampHoro Oanka Poccum mo | [1K-2.3.4

3anmTe HHQopMaImn
10. | IlpumeneHue O6e30MacHbIe MPOTOKOJBI B3aUMOICHCTBUYS ¢ BeO-caiitamu | [TK-4.VY.2
11. | Ilpumenenue Oe3omacHble MPOTOKOJBI B3amMmoxeilictBus ¢  BebO- | [IK-7.B.1

CepBUCAMH

[lepeyeHp TeM KOHTPOJBHBIX PAadOT MO TUCHUIUIMHE OOYYAroIIUXCs 3a04HON (HOpMBI
oOyueHwus, peacTaBiaeHbl B Tabuie 19.

Ta6numa 19 — IlepeyeHb KOHTPOJIBLHBIX pabOT

Ne n/mn [lepeueHb KOHTPOJIBHBIX PAOOT

He npeaycMoTpeno

10.4. Meroanueckue MaTepuabl, ONpeETSAOIINe MIpOLIe Ty PbI OLICHUBaHUSA
WHJMKATOPOB, XapaKTEePU3YIOIIUX JTanmbl (OPMHUPOBAHUS KOMIICTEHIIMA, COJEp)KaTcs B
JOKaJIbHBIX HOpMaTuBHBIX akTax ['YAII, pernameHTUpyOIUX TMOPSAOK U MPOUEAYPY

MPOBEACHU TCKYLICTO KOHTPOJII YCIIECBACMOCTH U HpOMe)KYTO‘IHOfI aTTeCTanuu 06yqafom1/1xc;1
I'VAIL

1. Mertoauyeckue yKkazaHus AJs 00y4arOUIUXCSl 10 OCBOCHHIO 1M CLIMIIJIMHbI
Henbio AMCHUIUINHBI SBISETCS — MOJTYYSHHE CTYICHTaMU HEOOXOIMMBIX 3HAHUHN, YMEHUN

Y HaBBIKOB B 00JIACTH CBA3aHHON C MPUMEHEHHEM Ha MPAKTUKE U MpeJiaracMble B HACTOSIIIICE
BpEMsI METO/IbI 3aIIUThl KOHDUICHIHATBEHON HHpOpMaru (IpaBOBBIE, OpraHU3AIIMOHHbBIE,
MpOrpaMMHBIE U aliapaTHbIe) IPH OpraHU3aliK U MOAJIEPKKE JIEKTPOHHOTO OU3Heca.

MeTtoauyeckue ykazaHus /sl 00y4a0IIMXCS 110 OCBOCHUIO JIEKIIHOHHOT 0
MaTrepuaJa

OCHOBHOE Ha3HA4YECHHE JIEKIIMOHHOTO MaTepuasa — JJIOTHYECKU CTPOMHOE, CHCTEMHOE,
riry0OOKO€ U SICHOE U3JI0KEHHE yueOHOTo MaTeprana. Ha3Hauenne coBpeMEeHHOH JISKIIUU B
pamMKax AUCUUIUIMHEI HE B TOM, YTOOBI MOJIYYHUTh BCIO MH(DOPMAIIHIO 110 TEME, a B OCBOSHUU
byHIaMeHTaIbHBIX MPOOIEM TUCIUILIMHBL, METOI0B HAYYHOT'O ITO3HAHUS, HOBEHIIINX
JIOCTH)KEHUHN HAy4YHOU MBICIIH. B yueOHOM mporiecce JIEKIUs BBITIOHIET METO0JIOTHUECKYIO,
OpraHM3alMOHHYI0 U UH(OpMaIMOHHYI0 GYHKIUH. JIeK1us packpbIBaeT MOHATUIHBIN anmapat
KOHKPETHO# 001acTu 3HaHUs, €€ mpoOIeMBbl, TaeT LEIbHOE MPECTABICHNUE O AUCIUILTUHE,
[IOKa3bIBAECT B3aUMOCBA3b C APYTUMH JUCLUIIIIMHAMM.

[InaHupyemMbl pe3yJbTaThl IPU OCBOCHUH 00yYaromuMcs JeKIMOHHOTO Marepuaa;




— TIOJIy4YEHHE COBPEMEHHBIX, LEJOCTHBIX, B3aUMOCBS3aHHBIX 3HAHUH, YPOBEHb
KOTOPBIX OMPEACIISIETCS 1IeJIEBOM YCTAHOBKOM K KaXKJ0M KOHKPETHOM TEME;

— TOJYy4YCHHE OMbITa TBOPUYECKOM PabOTHI COBMECTHO C MPETOIaBaTeNIeM;

— pasBuTHe NPOPECCHOHATHLHO—IENOBBIX  KauecTB, JIOOBM K MpeaMery |
CaMOCTOSITEIbHOTO TBOPYECKOT'O MBIIIUICHHUS.

— TIOSIBJIEHHE HEOOXOAMMOTO HHTEpEca, HEOOXOAMMOTO JIJIsi CAMOCTOSITEIbHON PabOTHI;

— TIOJly4eHHE 3HaHUM O COBPEMEHHOM YPOBHE pa3BUTUSI HAYKM W TEXHUKH U O
MIPOTHO3€ UX Pa3BUTHs Ha OMMKaNIIINe rOJIbl;

— HAy4YHTCS METOJWYECKH oOpabaThiBaTh Marepuai (BBIACIATH TJABHBIC MBICIH M
MOJIOKEHUS, TMPUXOAUTh K KOHKPETHBIM BBIBOJAM, TIOBTOPATb WX B  PA3JIMYHBIX
bopMyIHpOBKax);

— TOJYYCHHE TOYHOTO MOHUMAaHUS BCEX HEOOXOUMBIX TEPMHUHOB U IOHSTHH.

JIeKIMOHHBIA MaTepral MOXKET COMTPOBOKAATHCA IEMOHCTPAMEN CIIAIOB U
WCIIOJIb30BaHUEM Pa3daTOYHOr0 MaTepHaa Mpu MPOBEACHUH KOPOTKHUX AUCKYCCUI 00
0COOEHHOCTSIX IPUMEHEHUS OTACIBHBIX TEMATHK O JTUCIUTIINHE.

CrpyKTypa npeocTaBIeHuUs JEKIIMOHHOTO MaTepuaa:

— MH3noxxeHue JNEKIMOHHOTO MaTepuana;

— IlpencraBieHue TeOpeTUUECKOro MaTeprala NpernoaaBaTesieM B BUE CIaiI0B;
— OcBoeHHE TEOPETUYECKOT0 MaTepraa Mo MPaKTUUYECKUM BOTIPOCaM;

— CnuHcok BOIIPOCOB MO TEME ISl CaMOCTOATENbHOU paboTh! cTyaenta (Tabn.21).

MeToauveckue yKazaHus 1 00y4AOUIUXCS M0 MPOXO0KACHUIO JTA00PATOPHBIX
padot

B xone BeimoaHeHHUs 1a00paTOPHBIX PabOT 00YUAIOLTHIICS TOJKEH YIITyOUTh 1
3aKpEeNUTh 3HAHUSA, TPAKTHUECKHE HABbIKHU, OBJIAZIETh COBPEMEHHON METOAUKON U TEXHUKON
9KCIIEPUMEHTA B COOTBETCTBHHU C KBATU(UKANMOHHON XapaKTEPUCTHKON 00yUaroIerocs.
Brinonnenue 1a0opaTOpHBIX pabOT COCTOUT U3 IKCTIIEPUMEHTAIBHO-TIPAKTUYECKO, pacueTHO-
AHAJIMTUYECKON YaCTe M KOHTPOJIbHBIX MEPONPUITHH.

Brimonaenue 1abopatopHbIX paboT 00ydaromuMcs sIBISETCS HEOThEMIIEMON YaCThIO
W3YYEHUs TUCIUILTAHBI, ONPeIeIsieMOl yueOHbIM TUIAaHOM M OTHOCHUTCS K CPEACTBAM,
00eCneurBaOIIMM PEIICHUE CIEIYIOIMINX OCHOBHBIX 3ajlau y 00y4arolerocs:

— TMpuoOpeTeHHE HABBIKOB WCCIEIOBAHUS TPOIECCOB, SBICHUH © OOBEKTOB,
M3y4aeMbIX B paMKax JaHHOM JUCIUILINHEI,

— 3aKperuvieHue, pa3BUTHE U JeTalu3alus TEOPETUYECKUX 3HAHWUN, MOJyYEHHBIX Ha
JEKIUSX;

— MOJy4YeHHE HOBOM MH(OpPMAIUH 110 U3y4aeMOil TUCIUILITUHE;

— TMnpuoOpeTeHHe  HaBBIKOB  CAMOCTOSATENbHOM  paboTel ¢ 1abOpaTOPHBIM
o0opyI0BaHHEM M TIPUOOPAMH.
3ananue u TpeOGOBaHUS K NMPOBEIEHNIO JJadopaTopHbIX padot (JIP)

— B 3aganuu nomxHO ObITH 4eTKO chOpMyIIUpOBaHa 3aa4a, BeInoiaHsemas B JIP;

— Onmucanbl BXOJIHBIE M BRIXOJHBIC JaHHBIC J71s1 ipoBeaeHust JIP;

— JIP nmomxHa BBIMOJTHATHCSA HA OCHOBE MOJIYYEHHBIX TEOPETUUECKUX 3HAHUSIX;

— Bpmosinenue JIP 10DKHO OCYIIECTBISITBCS HA OCHOBE METOJIMYECKUX YKa3aHUU,
MIPEIOCTABIISIEMBIX MPEIOJIaBaTEIeM;

— JIP mokHa BBINOJHATHCS B CIEHMATU3MPOBAHHOM KOMITBIOTEPHOM KJjlacce U
MOXKET OBbITh JopaboTaHa CTYACHTOM B JOMAIIHUX YCIOBUSX, €CIU IO3BOJIICT
I10;

— Hrorom BeimonHeHnHou JIP sgBnsercs oruer.

Crpykrypa u ¢popma otrdera 0 J1adopaTopHOii padore

— IlocTaHOBKa 3a7a4w;

— Bxoanblie u BbIXOHBIE JaHHbIE;

— CopeprkaHue TaroB BbITIOJIHEHHUS;




— O060ocHOBaHME MOJyYEHHOT'O pe3yJibTaTa (BbIBOA);
— CHomcoK MCHOJIb3yeMOil TUTepaTyphl.
TpeGoBanus k 0popMIIeHHIO OTUYETA 0 J1a0OPATOPHOII padore
— Jlaboparopnas pabota (JIP) mpemocraBnsieTcss B MEYATHOM/WJIM 3JIEKTPOHHOM
BUJIC;
— JIP momxHa COOTBETCTBOBATh CTPYKTYpPE U (popMe oTUeTa MpeCTaBICHHOM BBIIIE;
— JIP pomxna umets TurysnbHbIM aucT (TOCT 7.32-2001 uzpanus 2008 roxpa) c
Ha3BaHMEM U TOJMHUCBHIO CTyJEHTa(OB), KOTOpHIK(bIe) ee caenan(u) u
oopmun(n),
— Crynent nomkeHn 3amutuTh JIP. OTMeTka O 3amuTe JODKHA HAXOIUTHCA Ha
TUTYJIEHOM JINCTE BMECTE C TMOAMMICHIO IPENOoAaBaTeNsl.
MeTtoanyeckue yKazaHus U1l 00yYAIOUIUXCS N0 MPOXO0KIEHHI0 CAMOCTOATEIbHOi
padoThI

B xoze BBINIONHEHHST CaMOCTOATENBHON paboThl, 00y4JaIOIUiics BBIMOIHSIET paboTy 110
3aJ]aHUIO U TIPY METOJANYECKOM PYKOBOJICTBE TIPENoIaBaTesi, HO 03 ero HemoCpeACTBEHHOTO
Yy4acTHS.
st oGyuaromuxcs 1o 3a04Hoi hopMe 00ydeHHUs, caMOCTOsITeNIbHAsI paboTa MOXKET BKJIIOYaTh B
ce0s KOHTPOJIbHYIO padoTy.

B mporiecce BbINMOMHEHUS caMOCTOATENBbHOM paboThl, y oOyuarorierocs GopMHpyeTcs
enecoo0pa3Hoe IIaHUPOBAHUE PabOYero BpeMEeHH, KOTOPOE MO3BOJISIET MM Pa3BUBATh YMEHHUS
Y HaBBIKU B YCBOCHHMHU U CUCTEMAaTHU3alMU IPUOOPETaeMbIX 3HAHUH, 00E€CIIEUNBACT BHICOKHIMA
YPOBEHb YCHEBAEMOCTH B IIEPHO]T O0YUEHHS, TIOMOTAeT MOTYYUTh HABBIKU ITOBBIIICHHS
poeCCUOHATLHOTO YPOBHHI.

MetoandeckuMH MaTepualaMy, HalpaBJISIFOIMMHU CaMOCTOSITENbHYIO padoTy
00yJaronmXxcst SIBJISTFOTCSI:

— y4eOHO-MEeTOMYECKUN MaTepHall Mo IUCIUILIHHE;

—  CIIMCOK JIUTEPATYPHhl, IPEIOCTaBICHHBIH MPENOoAaBaTeIeM.

[TpumepHBIii epeyeHb TEM JUIsl CaMOCTOSATEIbHOTO OCBOEHHUS ITPEJICTABIIEH B TaOIUIE

21.

Tabmuma 21 —IlpuMepHbIi IEpeUeHb TEM JIJIsl CAMOCTOSITEIBHOTO U3YUYSHHUS
Ne Tema

n/m

1. | CyObexTbl HHPOPMAITMOHHBIX OTHOIICHUMN, UX HHTEPECHI U OE30MaCHOCTb, Ty TH
HaHeceHHsI UM yiiepOa. OCHOBHBIE TEPMHHBI M OTIPEICICHHUS.

no

OCHOBHbIE UCTOYHHMKH U MYTH pealn3aluu yrpo3. Mozienu HapymuTene.

3. | CocraB u opraHM3anMOHHAs CTPYKTYpa CUCTEMBI 00eCTICUeHHSI
nH()OpPMAIMOHHOM 0€30MaCHOCTH

4. | OCHOBHBIE 3aIUTHBIE MEXAHU3MBEL

5. | Poccuiickue, 3apyoexnnie (oputanckuit BS7799 - ISO 17799 u repmanckuit

BSI) u mextyHapoHbIe CTaHIAPTHI U KPUTEPUU 3AIIUIIIEHHOCTH CHCTEM
(1SO15408-99)

6. | CpencTBa BBISIBICHUS YSA3BUMOCTEH y3JI0B CeTel U cpeicTBa OOHAPYKEHUSI aTak
Ha Y3JIbl, POTOKOJIBI U CETEBbIE CIYKOBI.

MeTtoanueckue yKa3aHus JJ1s1 00YYAIONIUXCS 10 MPOXOKICHUIO ITPOMEKYTOUHOT
aTTeCTAlHHU

[TpoMexyTo4Has aTTecTanus 00y4aroIIUXCs MPeIyCMaTPUBAET OIICHUBAHUE
MIPOMEKYTOUYHBIX U OKOHYATEJIbHBIX PE3yJIbTaTOB 00yUeHHs 1o AucuUIUIMHE. OHa BKIIOYAET B
ceost:

— o9K3aMeH — (opma OICHKM 3HAHHWH, TOJYYCHHBIX OOYYaIOIIUMCS B IpOIECcCe
I/I3y‘IeHI/I$I BCCI7[ JUCHUIIIIMHBI UJIM €€ 4YaCTH, HABBIKOB CaMOCTOSITeJH)HOI\/JI pa6OTBI, CHOCO6HOCTI/I



IPUMEHITh UX Ul PELIEHUS NPAaKTUYECKHUX 3aJad. OK3aMeEH, KaK IPaBWIO, IPOBOAMTCSA B
MEepUoJ; SK3aMEHAIIMOHHOW CECCUM W 3aBEpIIAETCd AaTTECTAllMOHHOW OIEHKOH «OTJIMYHOY,
«XOPOILI0Y», «YJOBIETBOPUTEILHOY, «HEYIOBIETBOPUTEILHOY.

CucremMa OLIGHOK IpU TMPOBEACHUU MPOMEKYTOYHOM aTTECTALIUK OCYLIECTBISIETCS B
cooTBeTcTBUU ¢ TpeboBanusiMu Ilonokenuit «O TekylmeM KOHTpOJE YCIEBAEMOCTH H
IPOMEXYTOYHOM arTectauuu cTylneHToB ['YAIL oOyuaromuxcs 1o nporpammamM BbICILETO
obpazoBaruss» U «O MOAYIBHO-PEUTHHTOBOM CHCTEME OIICHKM KadecTBa ydeOHOW paboThI
ctynentoB B 'Y AID.



JIvct BHECEHUSI U3MEHEHUH B pabouyIo MPOrpaMMy JUCIMILIMHBI

[arta BHECEHUSs
W3MEHEHHUHN U
JIOTIOJTHCHUH.

IToamnuck BHECHIETO
M3MCHCHUS

CopepxaHue U3MEHEHHUH U TOTIOTHEHU I

Jata 1 Ne

MIPOTOKOJIA
3acelaHus
kadenps

Ilomnuce
3aB.
kadenpoi




