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AHHOTaNUs

Juctunnuna «UHbopmanmonHas 0€30MacHOCTh PacHpeesIeHHbIX WH(GOPMAIMOHHBIX
CUCTEM» BXOAMT B 00pa3oBaTelIbHYIO IPOrpaMMy BBICIIEr0 OOpa3oBaHHs — MPOrpaMmy
CIeLUAIUTETa O HampaBieHHIO NoAroToBkw/ crneuuanbHoctu 10.05.03 «MubopmarmoHHas
0€30MacHOCTh aBTOMATH3MPOBAHHBIX CHCTEM» HAIPaBICHHOCTH «be30macHOCTh OTKPBITHIX
nH()OpMaMOHHBIX crucTeMy. Juciumummaa peanusyercs kadeapoi «Ne33».

JucuumniivHa HaneneHa Ha GOpMUPOBAaHUE y BBIMTYCKHHUKA CIIEIYIOIIUX KOMIIETECHIIHIA:

[IK-1 «CrnocoGeH BBINMONHATH PabOThl MO MPOEKTUPOBAHUIO aABTOMATHU3UPOBAHHBIX
MH(GOPMAIIMOHHBIX CUCTEM»

IIK-2 «CnocobeHn ¢opMmupoBaTh TpeOOBaHUS K 3amuTe HHGOPMAIMH B OTKPBITHIX
MH(POPMAIIMOHHBIX CUCTEMAX)

[IK-3  «Cnocoben  paspabaTbiBaTh ~ CpeICcTBa  3allMThl  CeTed  CBA3M  OT
HECaHKIIMOHUPOBAHHOTO JIOCTYIIa»

[TIK-4 «CriocoOeH ocymiecTBISITE PabOThl IO pa3padOTKE CHCTEM 3alluThl HH()OPMAIHH
ABTOMATH3UPOBAHHBIX CUCTEM)»

[1IK-7 «CriocoGeH ynpaBisiTh pa3BUTHEM CPEACTB 3alTUThI OTKPBITHIX WH(POPMAIIMOHHBIX
CHCTEM OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIa»

[IK-9 «CnocobGeH ocymecTBiIATh pabOThl MO OLEHKE paboTOCHOCOOHOCTH U
3¢ (HeKTUBHOCTH IPUMEHSIEMBIX ITPOTPAMMHO-AMIMAPATHBIX CPEACTB 3aAIIUTHI HH()OPMATIHIDY

IIK-10 «CrnocobeH OCYyIIECTBIATh OpraHM3alUil0 paboOT 1O  BBHINOJHEHHIO B
aBTOMAaTH3UPOBAHHBIX CUCTEMAaX TPEOOBAHUHN 3alUTHI HHPOPMALIUN

[IK-11 «CnocoOeH NpOBOIUTH OLEHKY YPOBHS WH(POPMAIMOHHONH 0e30macHOCTH
OTKPBITHIX UH(POPMAIIIOHHBIX CUCTEM)

Copnepxanue IUCIMIUIMHBI OXBATBIBACT KPYTI BOIPOCOB, CBSA3aHHBIX C W3yYCHHEM
apXUTEKTYpbl pacnpeaeneHHbix uHPopMmarmonnbix cucreM (PUC), ocobeHHOCTEH 3aluThI
unpopmanuu B PUC, obecreuennem Oe3omacHOCTH HHGOpPMAIMKM B  MOJIb30BATEIbCKOM
MOJICKCTEME W CIEIHaIN3UPOBAHHBIX KOMMYHHMKAnMOHHbIX WC, 3ammroil mHpopmammu Ha
YpOBHE MOJCHCTEMBI YIPABICHHS, 3aLIUTON MHPOPMALIMU B KaHAJAX CBSI3U U OCOOCHHOCTSMHU
3alUThl HH(GOpMAaIUY B 0a3aX JaHHBIX.

[IpenogaBanye NUCUUIUIMHBI MpeaycMaTpuUBaeT cleAyromnme (OpMbl OpraHU3aAINH
y4eOHOT0 MmpoIiecca: JEKIHMH, Ja0opaTOpHbIe pabOThI, CaMOCTOSITEIbHAS pPaboTa 00yJarOIIEeToCs.

[TporpaMMoli JUCHMIUIMHBI MPETyCMOTPEHBI CIEAYIOMINE BUABI KOHTPOJS: TEKYIIUHA
KOHTPOJIb YCIIEBAEMOCTH, TPOMEXKYTOUHAs aTTecTalus B popme dIK3aMeHa.

OOmast TpyI0€MKOCTh OCBOCHHUS JUCIMIUIMHBI COCTABISACT 4 3a4eTHBIX eAWHMIIBI, 144
Jaca.

S3bIK 00yYeHHMs 10 TUCIUILTUHE KPYCCKUN



1. IlepeueHb MIaHUPYEMBIX PE3YIBTATOB OOYUYEHUS MO TUCLUILIMHE

1.1. Hemn MPETNoIaBaHMs IUCIATLINHEI «uadpopmarnmonnas 0€e301acHOCTh
pacrpenieieHHbIX  MH()OPMALMOHHBIX CHUCTeM» JUIS CTyJIeHTOB cremuainbHocTd 10.05.03
«MHpOopMarioHHass  0E30MaCHOCTh ~ ABTOMATHU3WPOBAHHBIX  CHCTEM»  3aKJIIOYacTCs B

nprOoOpPETEeHUH TEOPETUUECKUX 3HAHUN U (POPMHUPOBAHUHU MPAKTUYECKUX HABBIKOB, CBSI3AHHBIX C
MPOEKTHUPOBAHUEM apXUTEKTypbl pactpeneiaeHubix MC, pa3paboTkoi CHUCTEMBI 3allUThHI
unpopmarmn B PUC, obecnieuenneM Oe30macHOCTH HWH(GOPMAIMA B  IOJB30BATEIHCKOM
NOJCHCTEME U  CIEIHMAJIM3UPOBAHHBIX KOMMYHUKAaUMOHHBIX WMC, opraHuzanuu 3amiuThl
MHpOPMAIIMY HAa YPOBHE MOJACUCTEMBI YIIPABIICHHS, B KAHAIAX CBS3H U B PACIIPEICIICHHBIX 0a3ax
JTAHHBIX.

1.2. JlucuuruiiHa BXOAMT B  COCTaB  4YacTd, (opMupyemMol  y4yaCTHHUKaAMU
o0pa3oBaTeNbHBIX OTHOIIEHUH, 00pa30BaTeIbHON MPOTrpaMMBbl BBICIIETO 00pa3oBaHus (qaiee —

OI1 BO).

1.3. TlepeuyeHp mIaHUPYEMBIX Pe3yIbTaTOB OOYUYEHUS MO TUCIUIUIMHE, COOTHECEHHBIX C
IUTAaHUPYEMBIMHU pe3yibTaramu ocBoeHus OI1 BO.

B pesynbTare u3ydeHus AMCUUILUIMHBI OOyYaroIUiicsl OJDKEH 00JIafaTh CIEAYIOMIUMU
KOMIIETCHIMSIMH WJIM MX JacTIMH. KoMIeTeHIMN W MHANKATOPHI UX JOCTIDKEHHS IPUBEIICHBI B

Tadmure 1.

Ta6nnua 1-— Hepequb KOMIICT CHI_II/Iﬁ N MHAWKATOPOB UX NOCTHIKCHUA

Kareropus (rpynna) | Konx u HaumeHoBaHue Kox 1 HaumMeHOBaHUe MHIMKATOPA
KOMIIETEHLIUU KOMIIETEHLIUU JOCTH)KEHUS] KOMIIETEHLIUU
[IK-1 Cnocoben
BBITIOTIHATE, PA0OTH 110 [1IK-1.B.1 Bnagets HaBbIKaMu cOOpa CBEIECHHIMA
[IpodeccuonanbHbie | NPOSKTUPOBAHUIO .
KOMIIETEHLIUU aBTOMAaTU3UPOBAHHBIX A HH(bOpMaHHOHHO-KOMMyHHKaHHUOHHOH
HH(OPMALHOHHBIX CUCTEMBI U MEXCETEBbIX COEANHEHUN
CUCTEM
[1K-2.3.2 3HaTh nporpaMMHO-anmnapaTHble
T1K-2 Cnocoben cpencTBa o0ecreveHus 3auThl HHQOpMaLun
(dbopmMupoBaTh aBTOMAaTU3UPOBAHHBIX CUCTEM
TpeOOBaHUS K 3aIIUTE [1K-2.3.7 3HaTh METO/BI 3AIIUTHI HHPOPMALIUU
[IpodeccronanbHbIE " "
KOMITETEHIIHI uHpopMaIMU B oT "yTeuku" 1Mo TEXHUYECKUM KaHajiam
OTKPBITBIX [IK-2.Y .4 ymeTh aHATM3UPOBATh BO3MOKHBIE
UHPOPMAIMOHHBIX ySI3BUMOCTH UH(POPMALIMOHHBIX CHCTEM
cucTemMax [IK-2.Y.5 yMeTh BBIABISITH U3BECTHBIE
YSI3BUMOCTU UH(QOPMALIMOHHBIX CUCTEM
[1K-3 Cnocoben
pa3pabaTrbiBaTh
[Ipodeccuonanbuble | cpeacta 3amuThl ceteil | [1IK-3.B.1 BnaseTs HaBbIKaMH OLICHKH
KOMIIETEHLIUU CBSI3U OT ySI3BUMOCTHU CeTel
HECaHKIIMOHUPOBAHHOTO
JocTyna
[1K-4 CnocoGen [1K-4.3.2 3HaTh 0COOEHHOCTH 3aILUTHI
OCYUIECTBIIATH pabOThl | HH(OPMAIIMU B OTKPBITHIX HHPOPMAITUOHHBIX
[IpodeccuonanpHbIe | MO pa3pabOTKe CUCTEM | CHCTEMax
KOMIIETEHIIUU 3alUThl UH()OPMAITUH [1K-4.3.4 3HaTh NpUHIUIBI OPMHUPOBAHUS
aBTOMAaTU3UPOBAHHBIX NOJUTUKH UH(POPMAIIMOHHOH 0€301MacHOCTH B
CUCTEM ABTOMAaTU3UPOBAHHBIX CUCTEMAX
[1K-7 Cnocoben
[IpodeccronanbHbIe | YIPABIATH Pa3BUTHEM [IK-7.Y.1 ymeTh NpOBOAUTH aHAIMU3 YIPO3
KOMIIETEHIIUU CPEJICTB 3aLUThI HECaHKLIMOHUPOBAHHOI'O TOCTyIa
OTKPBITBHIX




WHPOPMAIIMOHHBIX
CHCTEM OT
HECaHKIIHOHHUPOBAHHOTO
J0CTyTa

[IK-9 Cnocoben
OCYILECTBIIATH PAOOTHI
0 OIICHKE
paboTocrnocoOHOCTH 1

[TpodeccrnonanpHbIC [1K-9.3.2 3HaTh MOpsI0K OpraHu3anuu padboT
KOMITCTCHITUT ddpexTuBrOCTH 10 3aIuTe HHPOpMaIUN
MIPUMEHSIEMBIX
MIPOrpaMMHO-
anmapaTHBIX CPEJICTB
3anUThl HHGHOPMAIUU
T1IK-10.3.2 3HaTh 3alIUTHBIE MEXAHU3MBI U
cpencTBa obecrieueHus: 0€30MacCHOCTH
ABTOMATH3UPOBAHHBIX CUCTEM
[IK-10 Cnocoben [IK-10.Y.1 ymeTs onpenensitTb METOIbI
OCYLIECTBIIATH yHOpaBlIeHUs JOCTYTIOM, THITBI JOCTyIIa U
TpodeccronanbHbie OpraHM3alMio padoT Mo | MpaBWJia pa3rpaHUYCHUs TOCTyIa
BBITNIOJIHEHUIO B [IK-10.Y.2 ymeTs Ki1accupuimpoBaTh
KOMICTCHIHHA aBTOMaTH3UPOBAHHBIX 3aIUIIaeMyto HHHOPMAIIHIO 110 BUIAM TalHBI
cuctemax TpeOoBaHHIA U CTETIeHU KOH(PUICHIINATIbHOCTH
3aUThl HHHOPMAITHN [TIK-10.B.2 BnageTh HaBBIKAMH OpTraHU3aIIN
nporiecca pa3paboTKu MojeTel yrpo3 u
Mojieniell HapymuTens 0€30MacHOCTH
KOMITLIOTEPHBIX CHCTEM
TIK-11.3.1 3HaTH METOIBI U METOAMKU OLICHKH
IIK-11 Cnocoben 0€30MacHOCTH MPOTrpaMMHO-aNIMaPaTHBIX
MIPOBOJUTH OLIEHKY CPEIICTB 3alIUThl HHGOPMAITUU
YPOBHS [1K-11.3.2 3HaTh IPUHIMUIIBI TOCTPOCHUS
[Tpodeccrnonanbubie | HHPOPMAITUOHHON MOJICUCTEM 3alUTHl HHPOPMAITUU
KOMIIETEHIIUN 0e30macHOCTH [IK-11.¥.1 ymeTs onpenensiTb napameTpbl
OTKPBITBIX (GYHKIIMOHUPOBAHUSI CPECTB 3AIIUTHI
MH(pOPMAIIMOHHBIX nH(dopmMaluu, papadaTbiBaTh METOIUKH
CUCTEM OIICHKH WX 3aIUIICHHOCTH, OIICHUBATH

3¢ peKTUBHOCTD 3alTUTHl HHGOPMAITUT

—  «OcHoBBI HH()OPMAIIIOHHOH 06€30TTaCHOCTIY

2. Mecro aucuumiaussl B cTpykrype OI1

JucuumuimHa MOXKeT 0a3upoBaThCs HA 3HAHUSX, paHee MPUOOPETEHHBIX 00YYaIONIMMHUCS
IIPU U3YUYEHHUH CIEAYIOUMX TUCIUILINH!
— «TexHomoruu U METOABI MPOrPaMMHUPOBAHUS»

— «Teopus cuCTEM M CHCTEMHBIN aHAIN3)
— «be3onacHocth cereit DBM»

— «3ammra nHOPMALIMU OT YTEUKH 110 TEXHUYECKUM KaHaJlaM»

— «Meronpl u cpeacTBa KpUnTorpagpuueckon 3auThl HHPOPMAIIH
— «Opranuzaiyst 9BM 1 BBIUNCAUTENbHBIX CUCTEM)

— «CetH ¥ cuCTEMBI Niepenayn UHGOpMaIUm»
— «OpraHu3aiioHHOE U MPaBOBOe oOecrieueHrne HHPOPMAIIMOHHOM OE30TTaCHOCTI

— «IIporpammHo-anmnapaTHble CpeICTBA 3aIUTHI HHOOPMALIUN

— «Pa3paboTka u 3KcIuTyaTaIysi aBTOMaTu3MPOBAHHBIX CUCTEM B 3alIMIICHHOM HCIIOJTHEHUM




— «YmpasieHue nHHOPMAIIMOHHON O€30MaCHOCTHION»
— «Mertompl 1 cpencTBa MPOSKTUPOBAHUS HHPOPMAIIMOHHBIX CHCTEM)
— «Teopus nHGOPMAIIMOHHON OE30TTACHOCTH
— «3ammrta nHPOpPMAIMK B pacpeeICHHBIX HHPOPMAIMOHHBIX CUCTEMAX )
3HaHUA, TONyYEHHBIE MPU HM3YYCHMHM MaTepuaia JaHHOW AUCHUIUIMHBI, MUMEIOT Kak
CaMOCTOSTEIIEHOE 3HAYCHUE, TaK U MOTYT HCITOJIH30BATHCS TIPU U3YUCHUU JIPYTHX JAUCITUTLINH:
— «IIpousBoicTBEHHAS TIPEIAUILIOMHAS TIPAKTHKAY,
— «['ocynmapcTBeHHAs HTOTOBasi ATTECTAIINSD)

3. O0beM U TPyA0EMKOCTh JUCIUTUTHHBI
Jlannple 00 oOmieM oObeMe AMCIMIUIMHBI, TPYAOEMKOCTH OTIEIbHBIX BHJIOB Y4eOHOM
paboThI 10 AUCUUIUIMHE (M pacIpeielieHUe 3TON TPYI0EMKOCTH 110 CEMECTpaM) MPECTABICHbI B
tabnuue 2.

Tabnuna 2 — O6beM U TPYI0EMKOCTb JUCIUILITNHBI

TpynoemMkocTh 1o
Bun yueOHol paboTh Bcero ceMecTpaM
NelO

1 2 3
Oowan mpyooemKocmep oucyunaunbl, 4/ 144 4/ 144
3E/ (gac)
H3 Hux uacoe npakmuueckoii no020moexku 34 34
AyoumopHnule 3aHamus, BCETO 4ac. 68 68
B TOM YHCJIC:

nekiuu (JI), (dac) 34 34

npaktnyeckue/cemunapckue 3anstus  (113),

(dac)

naboparopHbie padoTsl (JIP), (dac) 34 34

KypcoBo# mpoekT (padora) (KII, KP), (gac)

JK3aMeH, (Jac) 36 36
Camocmosamenvnasn paboma, Bcero (4ac) 40 40
Buo npomesxxcymounoii ammecmayuu: 3ayer,
mudd. 3aver, sk3amen (3auer, [dudd. 3ay, JK3. JK3.
OK3.**)

*k
IIpumeuanue: kaHAUOATCKUIT dK3aMeH

4. ConepsxaHue JUCIUTLTIHBI
4.1. PacnpeneneHue TPyI0EMKOCTH TUCHUILTHHBI 10 Pa3/iesiaM U BHIAM 3aHITHH.
Pasnensl, TeMbl TUCIMIUIMHBL ¥ UX TPYAOEMKOCTh IPUBE/CHBI B TaOHIIEC 3.

Tabnuna 3 — Pa3aensl, TeMbl TUCIUILIMHBL, UX TPYJI0EMKOCTh

Paznensl, TeMbl TUCITUTLITHBI Jlekumm | 113 (C3)| - JIP KII CPC
’ (dac) (qac) (dac) (qac) (qac)
Cemectp 10

Paznen 1.Apxurexrypa pacnpenenennsix UC
Tema 1.1.Knaccugpukamusa PUC

Tema 1.2.KommyTarmonnas mogcucrema PUC:
KoMMyTarnoHHbIe MoayTu (KM); kaHaBI CBSI3H; 4 4 6
KOHIIEHTPATOPbI; MEKCETEBBIC IILTIO3HI.

Tema 1.3.IToacuctemsr PUC: moap30oBaTenbCKas;
MoJICUCTEMA YIPABJICHUS, KOMMYHHKAIIHOHHAS
MOJICUCTEMA




Pazgen 2. Ocobennocty 3amuTsl nHpopmanuu B PUC
Tewma 2.1. KopriopatiBHbie u o6meaoctymnubsie PUC.
[MocTpoenue cucremsl 3ammThl nHGopManyu B PUC.
Tema 2.2. OcoOGeHHOCTH 3alIMThI HHPOpPMALUU OT
HenpenHamepeHHbx yrpo3 B PUC. IlaccuBHbie
aKTUBHBIE yTPo3bl Oe3onmacHocty uHpopmanuu B PUC.
Tewma 2.3. Mepsl, npeAnpuHIMaeMbIe I
obOecrieuennst 6e301MacHOCTH HH(pOpPMAITHH B
cocpenoroueHHbIX C, MEXaHU3MBI JIsI 3aIUTHI
nH(OpMaIuu mpu repenade ee Mo KaHaiuaM CBS3H
Tewma 2.4. MeTons! U cpencTBa, 00eCIeunBarone
0e30omacHOCTh HH(pOpPMAITUH B 3aIUIIICHHOM
BBIYHCIUTEIHHON CeTH

Paznen 3. Obecnieuenne 6e30macHOCTH HHPOPMAIINN B
MIOJTH30BATEIIECKOM MOJACUCTEME U
crieuaJIM3nPOBaHHBIX KOMMYHUKAaIUOHHBIX HcC

Tewma 3.1. [logaepxka MEXaHIU3MOB ayTEHTU(UKAITUHN H

pasrpaHu4eHus OCTyIIa
Tema 3.2. Crieunanu3upoBaHHbIE KOMMYHUKALIHOHHBIE
KOMITBIOTEPHBIE CUCTEMBI.

Tewma 3.3. LlenTp ynpasnenus cetbto. Cpencraa
3amUThl HHGOpManuy, crienuanu3upopaHaoi MC
aJIMUHHCTPATOPa CETH

Paznen 4. 3ammTa nHQOpManuy Ha ypOBHE
MOJICHCTEMBI YIIPABICHUS

Tewma 4.1. Ynpasnenne nepegadeii cooOMIeHNH 10
OIpeENEHHBIM IPOTOKOIAMH.

Tema 4.2. MexayHapoaAHbIE CTaHAAPTHI
B3aMMOJICHCTBUS YAaJCHHBIX 3JIEMEHTOB CETH:
npotokos TCP/IP u mpotoxon X.25.Monens OSI.
Tewma 4.3. [Ipobnems 3ammTs! nHGopManmu B PUC

Pasnen 5. 3amuTa naopMaluu B KaHajlaxX CBS3U
Tewma 5.1 Kommiekc METOIOB ¥ CPEJICTB 3aIlUTHI,
MO3BOJISIONIUX OJIOKUPOBATH BO3MOXHBIE YTPO3bI
6e3omacHOCTH HH(POPMALIUH.

Tema 5.2. [Ipouenypbl B3aUMHOTO TIOITBEPKACHUS
MIOUTMHHOCTH aO0HEHTOB WX MPOIIECCOB.

Tewma 5.3. Mcnonp3oBaare KpUOTOTpadUIecKux
METOJIOB 3aIUTHI

Pazgen 6. OcobenHocTy 3amMTsHl HHQOPMALIMH B
pacnpeesieHHbIX 0a3ax JTaHHBIX

Tema 6.1 PensimoHHbIC M HEPETAIINOHHBIC Oa3bI
JaHHbIX. OYHKINH yIpaBieHHus JaHHBIMH,

Tewma 6.2. OcoOeHHOCTH 3alMTHI HHPOPMAIIUH B
0a3ax IaHHBIX.

Tema 6.3. Pasrpanndenue gocryna k ¢aiiyiam 0as3
JaHHBIX U K 4acTsAM 0a3 IaHHbBIX

Tewma 6.4.Pexumbl paboThI ¢ 3ammppOBaHHBIMH
0a3aMu 1aHHBIX.

Tewma 6.5.MeTop! TPOTUBOACHCTBUS YIPO3aM
nH(popManuu B 6a3ax JaHHBIX

10

Uroro B cemectpe:

34

34

40

Htoro

34

34

40




[IpakTuyeckass TOArOTOBKA 3aKJIIOUAETCS B  HEMOCPEACTBEHHOM  BBIMIOJIHEHUU
OOy4alolMMUCSl  ONpEAENCHHBIX  TPYIOBBbIX  (PYHKLIMH,  CBSI3aHHBIX C  Oynaymei
npoeCCUOHATLHON AEATEIbHOCTHIO.

4.2. CopnepkaHue pa3aesioB ¥ TEM JICKIIMOHHBIX 3aHATHH.
Coneprxkanue pa3zieioB U TeM JICKIIMOHHBIX 3aHSATHUI MTPUBEICHO B Ta0IuUIE 4.

Ta6numa 4 — ConeprkaHue pasieioB U TEM JICKITMOHHOTO ITMKJIa

Howmep paznena Ha3zBanue u conepxanue pa3aesioB U TEM JICKIMOHHBIX 3aHITUN

1 ApxurtekTtypa pacnpeneneHnsix UC

Tema 1.1.Knaccudpukarms PUC (meMoHCTpaIus caaiios)

Tewma 1.2.Kommyrarnmonnas noacucrema PYC: kommyTtanuonasie Moxymu (KM);
KaHAJIbI CBSI3U; MEKCETEBBIC SKPaHbI (JIEMOHCTPAIIUS CJIAHIOB)

Tema 1.3.Iloacucremsr PUC: nonbs3oBaTenbCKas; MOACUCTEMA YIPABICHHUS;
KOMMYHHKAIIMOHHAsI TTOJICUCTeMa (JICMOHCTpAIIHS CIIaiIOB)

2 Ocob0ennocTu 3ammuThl HHpopmanuu B PUC

Tema 2.1. [locTpoeHue YacTHBIX MOJEINEH yrpo3. (IeMOHCTpaLHs ClIaliIoB)

Tema 2.2. OCOOCHHOCTH 3aIMThl HHPOPMALIMHU OT HENpeJHAMEePeHHbBIX yrpo3 B PUC.
[TaccuBHBIC 1 aKTHBHBIE YIpo3bl Oe3omacHocT HHGopMmarmu B PUC. (nemoHcTparms
CIIaiJIoB)

Tema 2.3. Mepsl, IpeApUHAMAaEMbIe I 00ecTiedeHusT 0e30macHOCTH HH(DOpMaIUH
B cocpenoTodeHHbIX C, MeXaHU3MBI A1 3a1UTH MHPOPMAIMK TIPH Mepegade ee mo
KaHaJIaM CBSI3U (JIEMOHCTpAITUS CJIAlIOB)

Tema 2.4. MeToasl 1 cpenicTBa, 00ecIeunBaromue 0e30macHOCTh HH(OOPMAIHH B
3aIIUIIICHHON BBIMUCIUTEIBHON CeTH (IeMOHCTpAIS CIaiiI0B)

3 Oobecneuenue 6€30MaCHOCTH HH(POPMALIUM B M0JIb30BATENLCKOI MOACHCTEME U
CHeNuaTU3MPOBAHHBIX KOMMYHUKAIHOHHBIX UC

Tema 3.1. Tloanepxka MEXaHU3MOB ayTEHTU(UKAIIMU ¥ Pa3rpaHiueHHs JOCTYyTa
(memMoHCcTpaIws CalIoB)

Tewma 3.2. Cnenmanu3npoBaHHbIE KOMMYHUKAIITMOHHBIE KOMITBIOTEPHBIE CHCTEMEI.
(meMoHCTpaIHs CIaiIOB)

Tema 3.3. SIEM-pemienust - kak cpeacTsa 3amuTsl nHGopMmaruu B PUC
(IeMoHCTpaIs cIaiioB)

4 3ammTa uHGOPMALMH HA YPOBHE MOJACHCTEMBbI YIIPaBJICHUS

Tema 4.1. YopapneHnue nepemadeii cOoOIMEHH 0 OnpeIeICHHBIM ITPOTOKOIAMH.
(memMoHcTpaIws CIalIoB)

Tema 4.2. MexxayHapoHbIe CTaHAAPThHI B3aUMOJICHCTBUS yAATIEHHBIX AJIEMEHTOB CETHU:
npotokon TCP/IP u mpotokon X.25.Mozaens OSI. (neMoHCTpaIyst CaiioB)

Tewma 4.3. IIpo6iems! 3ammuTel nHGopMarmu B PUC. (meMoHCTpaIys ciaiioB)

5 3amuTa nndopManun B KAHAJIAX CBS3H.

Tema 5.1 KoMIuIekec METOIOB M CPEJICTB 3aIIUTHI, TTO3BOJISIONINX OJIOKHPOBAThH
BO3MOJKHBIE YIPO3bI 0€30MMaCHOCTH HH(pOPMAIHH. (IEMOHCTpAITUS CIIAii10B)

Tema 5.2. Iporteypbl B3aUMHOTO TIOTBEPKACHUS TOATHHHOCTH a00OHEHTOB WU
MIPOIECCOB. (IEMOHCTpAIUS CIIaliI0B)

Tewma 5.3. Hcnonb3oBanne KpunTorpapuuecKux METOJIOB 3aIUTHI (I€MOHCTPAITHS
(1701 ():))

6 Oco0eHHoCcTH 321U THI HH(POPMAIIUY B pacnpenejeHHbIX 0a3aX JaHHBIX
Tewma 6.1 PensimoHHbBIE 1 HEPETAMOHHBIE 0a3bl JaHHBIX. OYHKINY YIIPaBICHUS
JIAHHBIMU, (JEMOHCTPAIIHS CIIai/IOB)

Tema 6.2. OcobeHHOCTH 3aIUTH HHGOPMAIMK B 0a3axX MaHHBIX. (IEMOHCTPAITHS
CJIAfIoB)

Tewma 6.3. Pasrpanudenue gocryna k 0a3e JaHHBIX U K 9acTsAM 0a3 JaHHBIX
(meMoHCTpaIHs CIaiIoB)

Tema 6.4.Pexumbl paboThI ¢ 3amM(POBaHHBIME 0a3aM¥ JAHHBIX. (JEMOHCTpAIIHS
CIIaiIoB)

Tema 6.5.MeToapl NPOTHBOICHCTBHUS yrpo3aM HH(popMannu B 0a3ax JaHHBIX




‘ (meMoHCTpaIHsl CIaiIoB)

4.3. TlpakTtnyeckue (CEeMHHAPCKHUE) 3aHATHS

TeMmbl IpakTUYECKUX 3aHATUM U UX TPYJOEMKOCTh IIPUBEIECHBI B TA0IHIIE O.

Tabnuna 5 — [IpakTuyeckue 3aHATUS U UX TPYAOEMKOCTb

N3 Hux Ne
No | Tembl npakTuueckux | ®@OpMbI MPAKTUUECKUX | TPyHOEMKOCTh, |IIPAKTUUYECKOM |pasieiia
n/m 3aHATUN 3aHATUN (uac) MOJTOTOBKH, | TUCIIHIT
(uac) JIUHBI
Y4eOHBIM MJIaHOM HE TIPETyCMOTPEHO
|
Bcero
4.4. JlabopatopHble 3aHATHUS
Tembl 1a00PATOPHBIX 3aHATHIA U UX TPYAOEMKOCTh IIPUBEICHBI B TaOIHUIIE 6.
Tabnuna 6 — JlabopaTopHbI€ 3aHSATHS U UX TPYAOEMKOCTh
N3 Hux Ne
Ne HaunmenoBanue 1abopaTopHBIX padoT TpyROEMKOCTS, | MPAKTHHECKOH | pasieia
/1 (dac) HOJATOTOBKM, | IUCIUI
(gac) JIUHBI
Cemectp 10
1 «Pa3paboTtka mojienu yrpo3 6€30macHOCTH 4 2 2
nHopMaIm»
2 «DopMupoOBaHHUE CTPYKTYPHI 06a3bl JaHHBIX 6 4 1,6
PUC»
3 | «Ouenka u npuoputu3zanus pucko Ib PPCy» 6 4 3,5
4 «C6op 710r0B COOBITHI HHPOPMAITMOHHOM 6 4 4,5,6
0€e301acHOCTHY
5 «Pa3paborka Web-kJIHMeHTa MOHUTOPHUHTA 6 4 1, 4,5,
WCKITIOUCHUH B pacIipeie]ICHHON 6
MHG)OPMAIIMOHHON CUCTEMEY
Bcero 34

4.5. KypcoBoe npoeKTHpOBaHHEe/ BBIMOJIHEHUE KYPCOBOM PabOTHI

Y4eOHBIM TUIAHOM HE MPEyCMOTPEHO

4.6. CamocrosTenbHas paboTa 00y4aromuxcs

Bunel camocToaTenbHOM paboThl U €€ TPYJI0EMKOCTh MTPUBEICHBI B Ta0IHIIE 7.

Tabnuma 7 — Buzibl caMocTOsATEeIbHOM pabOThI U €€ TPYJI0EMKOCTh

. Bcero, | Cemectp 10,
By camocTosiTenbHON paboThI
qac qac
1 2 3
W3ydeHne TeopeTudeckoro Marepuaa
20 20
qucturinael (TO)




KypcoBoe nmpoektupoBanue (KII, KP) -

PacuerHo-rpaduueckue 3ananus (PI'3) -

Brimonaenue pedepara (P) -

[ToaroToBka K TEKyIieMy KOHTPOJIIO

ycneBaemoctu (TKY) 10 10
Jomamnee 3aganue (/13) - -
KontponbHbie paboThl 3a09HuKOB (KP3) - -
[ToaroroBka Kk NpOMEKYTOYHOU 10 10
arrecrauuu (ITA)

Bcero: 40 40

5. Ilepedenb yueOHO-METOIMUECKOT0 00eceueHHs

JUTSL CAMOCTOSITEIbHON PabOThl 00YYAFOIIMXCS M0 AUCITUIUIMHE (MOTYJIIO)

qu6H0-MeT0anec1<He MaTepualbl IJIsA CaMOCTOSITEIbHOM pa6OTLI 06yqa10mnxc;1 YKa3aHbl B

. /-11.

6. IlepeueHb neyaTHBIX U JIEKTPOHHBIX YUEOHBIX M31aHUM
[lepeveHs nedaTHBIX U AJIEKTPOHHBIX YUEOHBIX M3/IaHUN MPUBEIEH B Tadmuie 8.
Tabnuua 8— IlepedeHb NeYaTHBIX M IEKTPOHHBIX YUEOHBIX U3AaHUI

MIudp/
URL anpec

bubnuorpaduyeckas ccpuika

KomaecTBo 3K3eMILIIpOB B
oulnmorexe
(KpoMe AIIEKTPOHHBIX IK3EMIUISIPOB)

004
D 76

®omuueBa, CBetinana ['puropbeBHa.

O6paboTka nH(DOpMaIUH B
pacrpeielIeHHbIX CUCTeMaXx : yueOHoe
nocodbue / C. I'. ®omuuena ; C.-IleTepbd. roc.
YH-T a3pOKOCM. npubopocTpoeHus. - CaHKT-
[etepOypr : M3n-so I'YAIL, 2020. - 132 ¢. ;
131 c. : puc. - bubamorp.: c. 123 (17 Hass.). -
ISBN 978-5-8088-1487-5 : b. 11. - Tekcr :
HETMOCPE/ICTBCHHBIN

004
b 39

Bbeszarees, Cepreii BaneHTrHOBUY (I-p TEXH.

HayK, JIOII.).

[IporpammupoBaHue 3a1a4 1Mo
o0ecreyeHnto HHPOPMAIIMOHHON
0e30MacHOCTH : 1a00PaTOPHBIN MPAKTUKYM /
C. B. beszatees, C.I'. ®omuuesa ; C.-
[TerepO. ToC. YH-T a9POKOCM.
npubopoctpoenus. - Cankr-Ilerepoypr :
Wzn-so I'VAIL, 2020. - 89 c. : puc., Tabm. -
bubnuorp.: c. 88 (10 Ha3B.). - b. 1. - Tekcr :
HENOCPE/ICTBEHHBIN.

004
3-62

3uma, B. M.

be3onacHocTh FJ'IO63.HBHBIX CCTCBbBIX
texHonoruii / B. M. 3uma, A. A. MoaaossH,
H. A. MonnossH. - 2-¢ uzn. - CII6. : BXB -
[etepOypr, 2015. - 368 c. : puc. - (Mactep
cucrem). - bubmuorp.: ¢. 351 - 353 (31
Ha3B.).- [Ipeam. ykas.:c. 354 - 362. - ISBN
978-5-94157-213-7 : 419.00 p. - Texker :
HEMOCPEICTBEHHbIN




007
B 67

Bonkosa, B. H.

Teopus cucTeM U CUCTEMHBIN aHAJINU3 :
y4eOHHK Ui aKkaIeMUYecKoro 0akaaaBpuara
/ B. H. BonkoBa, A. A. [lenucos ; Har.
uccnen. C.-Ilerep0. roc. moauTexH. yH-T. - 2-
e u3J., nepepad. u jorm. - M. : FOpaiir, 2015. -
616 c. : puc. - (bakanaBp. AkageMuuecKuit
Kypc). - [Ipeam. ykas.: ¢. 600 - 606. - meH.
yka3.: ¢. 607 - 609. - bubnuorp.: ¢. 610 - 616
(109 nasB.). - ISBN 978-5-9916-4783-0 :
870.87 p. - TekCT : HEMOCPEACTBEHHBIH.
Nwmeer rpud YMO Briciiero o0pa3oBaHMs

10

004
" 85

Hcaes, I'. H.

[TpoektupoBanue HHHOPMALIMOHHBIX
cucreM : yueOHoe nocodue / I'. H. HUcaes. - 2-
e u3l., crep. - M. : OMET'A-JI, 2015. - 424 c.
: puc., Ta01. - (Briciiee TexHuueckoe
obpasoBanue). - bubmmorp.: c. 421 - 424 (61
Ha3B.) . - ISBN 978-5-370-03507-4 : 401.60
p. - Tekcr : HemoCpenCTBEHHBIN.

Ha ctp. 7 - 8: Crincok cokparieHuit

004
b 24

bapanosa, E. K.

Nudopmarnmonnas 6€301macHOCTb U 3aIIUTa
uHpopmarmu : yueobHnoe nocodue / E. K.
Bapanoga, A. B. babam. - 3-¢ u3j., nepepad.
u jgom. - M. : PUOP : UH®PA-M, 2017. - 322
C. : puc., Tabu. - (Breiciiee obpazoBanue). -
bubmmorp.: ¢. 313 - 316 (56 nass.). - ISBN
978-5-369-01450-9 (PUOP). - ISBN 978-5-
16-011164-3 (MH®PA-M) : 942.63 p. -
TekcT : HenmoCcpeACTBEHHBIN.

Nmeer rpud YMO no oOpa3oBaHuIo B
00J1aCTH MTPUKJIIATHON HHPOPMATUKHU

004.4
U 46

Wnbuna, Japss BukropoBHa.

[IpoexTrpoBanue u pazpadoTKa
0e30macHbIX BEO-IPUIOKEHUH : yueOHoe
nocobue / /1. B. Unwuna ; C.-Iletep0. roc.
YH-T a3pOKOCM. npubopocTpoeHus. - CaHKT-
[etepOypr : M3n-Bo I'YAIL 2019. -43 c. :
puc. - bubnwmorp.: c. 42 (2 Ha3B.). - ISBN 978-
5-8088-1434-9 : b. 1. - Tekcr :
HENOCPEICTBEHHBIN.

004.7
K 95

Kyuun, Huxonaii BanenrunoBuu (zo11.).

MHoOroypoBHEBbIE CHCTEMBI U 00JIaYHbIE
BBIUMCIICHUS : yueOHoe nocobue / H. B.
Kyuun, A. FO. Momnuanos ; C.-Iletep6. roc.
YH-T a3poKocM. npubopoctpoenus. - CIIO6. :
W3n-Bo I'YAIL 2018. - 136 c. : puc. -
Bubauorp.: ¢. 133 (14 nass.). - ISBN 978-5-
8088-1250-5 : b. 1. - TekcrT :
HEMOCPEICTBEHHbIN




7. IlepeueHb 3JIEKTPOHHBIX 00PA30BaTENIbHBIX PECYPCOB
UH()OPMAIIOHHO-TEICKOMMYHUKAIIMOHHOW ceTH «HTepHeT»
[Tepeuenn AJIEKTPOHHBIX 00pa3oBaTebHBIX pecypcoB uH(pOpPMALIMOHHO-
TEJICKOMMYHHUKAIIMOHHOW ceT «lHTepHeT», HEOOXOAMMBIX [UIi OCBOSHHS JHCHIUIUINHBI
npuBezieH B Tabmuie 9.

Tabmuua 9 — IlepeyeHb SIEKTPOHHBIX O00Pa30BaTENBHBIX PECYpPCOB HMH(GOPMAIMOHHO-
TEJIEKOMMYHHMKAaMOHHOM ceTu «HTepHeT»

URL anpec HaumenoBanue
www.intuit.ru Haunonansnsiit Otkperteiii Yausepcurer "MHTYUT"

8. INepeuenr MHPOPMAIMOHHBIX TEXHOJIOTHI
8.1. Ilepeuenp mporpaMMHOro oOOeCHeUeHHusl, HCHOJIb3YEeMOr0 TMpPHU OCYIIECTBICHUH
00pa3oBaTEeNBLHOTO MPOIECCa M0 AUCITUTITHHE.
[TepeueHp UCHONIB3yEMOTro MPOrPaMMHOTO oOecrieueHus npejacranieH B Tadbauie 10.

Tab6nuna 10— IlepedeHp mporpaMMHOTO 00ecTieueHust

Ne o/ HaunmenoBanue

He npenycmotpeno

8.2. IlepeueHb HH(GOPMAIIMOHHO-CIIPABOYHBIX CHCTEM,UCTIOJIb3YEMbIX pu
OCYIIECTBIIEHUN 00pa30BaTEILHOTO MPOIIecca MO AUCIUILINHE

[lepeueHb UCHONB3YEMBIX HH(POPMAIMOHHO-CIPABOYHBIX CHUCTEM TPEACTaBIeH B
Tabimue 11.

Ta6muma 11— Ilepeuyenbp nHPOPMAIMOHHO-CIIPABOYHBIX CUCTEM

Ne o/t HanmenoBanue

He npenycmorpeno

9. MarepuanpHO-TeXHHUYECKas 0aza
CoctaB  MarepualbHO-TEXHMYECKOHM 0a3bl, HEOOXOAMMOW Ui  OCYIIECTBJICHHUS
00pa3oBaTebHOTO MpoIlecca Mo TUCHUILINHE, TPeACTaBiIcH B TabauIel 2.

Tab6muna 12 — CocraB MaTepHaIbHO-TEXHHYESCKOM 0a3bl

Ne HaunmMenoBanue coctaBHOM yacTu Howmep ayauropun
/11 MaTepUaJIbHO-TEXHHUECKON 0a3bl (mpu HEOOXOAMMOCTH)

JlekunoHHas ayauTopust

My.]'H:TI/IM eIuiiHas JIEKIIMOHHAs ayIuToOpu-d

KomnsrorepHsliil knacc

10. OueHouHbIE CpEACTBA IS IPOBEACHUS MPOMEKYTOUHON aTTeCTallul
10.1. CocTaB OIICHOYHBIX CPEICTBIUIA IPOBEACHUSA NPOMEKYTOUYHOH aTTeCTaluU
oOyJaronuxcs 1Mo AUCIUTUINHE MPUBEACH B Tabmwmie 13.
Ta6numa 13 — CocTaB OIICHOYHBIX CPEACTB IS POBEACHUS IPOMEKYTOYHON aTTECTAIlUU

Bua mpomMexyTo4HOM aTTecTalu [IepeueHb OLIEHOYHBIX CPENICTB
OK3aMeH Cnucok BOIIPOCOB K 3K3aMEHY;
DK3aMeHallMOHHbIE OUJIETHI;
3amauw;
TecTbl.




10.2. B xayecTBe KpHTEPUECB OIICHKH YPOBHI CHOPMHUPOBAHHOCTH (OCBOCHUS)
KOMITETEHIIUH OOyYaIOIUMUCS TIPUMEHSETCS S-0aTbHas IIKaja OIEHKH C(HOPMUPOBAHHOCTH
KOMIIETEHIIUH, KOTopasi nmpuBejcHa B Tabnune 14. B Teuenue cemectpa MOXKET UCIOIb30BAThCA
100-0annpHast  mKana — MOAYJBHO-pEHTHHIOBOM  CHCTeMBbl  YHHMBEpPCUTETa,  IpaBMIIa
UCIIONIb30BaHUsI KOTOPOi, YCTAaHOBIEHBI COOTBETCTBYIOIIMM JIOKAJIBHBIM HOPMATHBHBIM aKTOM
I'VAIL
Tabnuua 14 —Kputepun orieHkH ypoBHs ¢(hOPMUPOBAHHOCTH KOMIIETEHIIMN

O1ieHKa KOMITETEHII .
A ———. XapakrepucTrka c(hOpMUPOBAHHBIX KOMITETEHITHMA
— oOydaromuiicss TIyOOKO W BCECTOPOHHE YCBOWJ MPOTPAMMHBIN
MaTepHuar;
— YBEPEHHO, JIOTUYHO, ITOCJICIOBATEIIbHO M TPAMOTHO €r0 U3J1araeT;
OO — OomHpasiCh HA 3HAHWS OCHOBHOW W JIONIOJHUTEIHLHOM TIHTEPaTypbI,
CATTEHOY TECHO TMPUBS3BIBAET YCBOCHHBIC HAYYHBIC TIOJIOKEHUS C TIPAKTHUECKOM
JeSITETLHOCTHIO HAITPABIICHHS,
— yMeJI0 00OCHOBBIBACT U apTYMEHTHPYET BBIJIBUTAEMbIC UM UJICH;
— JIeJIaeT BBIBOJBI M 00O0OIIECHMS;
— cBOOOJTHO BJIAJICET CUCTEMOM CIICIIMAIN3UPOBAHHBIX TOHITHH.
— o0yyJaromuiicst TBEPJI0 yCBOWII MTPOrPAMMHBIN MaTepua, rpaMOTHO U
[0 CYIIECTBY W3JIaraeT €ro, ONHPasICh HAa 3HAHWUSA OCHOBHOM
JTUTEPATYPHI;
(XOPOMIO» — HE JIONMYCKAeT CyIIEeCTBEHHBIX HETOYHOCTEH; y
— YBSI3bIBACT YCBOCHHBIC 3HAHHS C MPAKTUYECKOH JIEATEIBHOCTHIO
«3aUTEHO»
HaTPaBJICHUS;
— apryMEHTUPYET HAyYHBIC MTOJIOKEHUS;
— JIeNaeT BBIBOALI U 0000IIEHHS;
— BJIQJICET CUCTEMOM CIEUATU3UPOBAHHBIX MTOHSITHM.
— o0Oy4aromuiicss yCBOUJ TOJIKO OCHOBHOHM MPOTpaMMHBIN MaTepual,
10 CYINECTBY HW3jaraeT ero, ONMUpasch Ha 3HAHUS TOJBKO OCHOBHOM
JUTEPATYPHI;
— JIOIyCKAaeT HEeCYIIECTBEHHBIC OIIMOKH U HETOYHOCTH;
«yJIOBJIETBOPUTEIIHLHOY .
CGATEHO — UCTIBITHIBAET 3aTPyJHEHUS B MPAKTUYECKOM NPUMEHEHUU 3HAHUMN
HaIpaBJICHUS;
— c1ab0 apryMEHTUPYET HAYYIHBIE TIOJI0XKCHHUS;
— 3aTpyaHsAeTCs B (JOpMyIMPOBAaHUH BHIBOJIOB U 000OIICHHIA;
— YaCTUYHO BJIAJICET CUCTEMOH CICITUATM3UPOBAHHBIX TTOHATHH.
— o0yJaromuicss HE YCBOWJ 3HAYUTCIBHOW YacTH MPOTrPaMMHOIO
MaTrepuana;
— JIOMTyCKaeT  CYNIECTBEHHbICE OMIMMOKM W  HETOYHOCTH  MPHU
«HEYIOBJICTBOPUTEITEHO ”
«HE 3AUTCHOY paccMoTpeHuH npo0aeM B KOHKPETHOM HaIlpaBJICHUU; y
— UCHBITBIBACT TPYIHOCTH B IIPAKTHYECKOM IPUMEHECHUH 3HAHMIA,
— HE MOXET apryMEHTUPOBATh HAYYHBIC TIOJIOKEHUS;
— He $OopMYIUPYET BHIBOJIOB U 0000IICHUI.

10.3. TunoBbie KOHTPOJILHBIE 3aJaHUS U UHBIE MATEPUAIIBIL.
Bompocsr (3amaun) asist sk3ameHa npeacTaBieHbl B Tabauie 15.

Tabmuma 15 — Bonpocs (3agaun) a1 SK3aMeHa

Ne i/m [lepedens BompocoB (3a1a4) AJisi SK3aMeHa Koz
MHAMKaTOpa
1 ApXUTEKTypa COBPEMEHHBIX PACIPEIECIICHHBIX [IK-1.B.1
MH(QOPMAIIMOHHBIX CUCTEM U CUCTEM HX 3alLLUTHI.
2 @OyHKIMOHAI CUCTEM yTNpaBieHUsI 0€30MaCHOCTHIO [1IK-2.3.2
KJIACCUYECKUX U HOBOTI'O ITOKOJICHUSI
3 ['ocynapcTBEHHbBIE CTAaHAAPTHI, PETVIAMEHTHUPYIOIINE I1K-2.3.7




(GYHKITMOHMPOBAHKE CHCTEM YIIPaBJICHHS 0€30MTACHOCTHIO

CTpyKTypHBIC KOMIIOHEHTBI pacIpeICIICHHbBIX
WHPOPMAIMOHHBIX cucTeM. OCOOEHHOCTH 3aIUTHI
MH()OPMAIIMOHHBIX PECYPCOB U MPOIIECCOB

[IK-2.Y .4

Komnonents! konnenryaipHo Mmoaenu Mb. I'paduueckas
cXema KOHIeNnTyajabHOU Mojienn cuctembl Ub.

[IK-2.V.5

OcHoBHbIE (henepanbHbIC 3aKOHBI B 00JIACTH 3AIIUTHI
uHbOopMaLUU

[IK-3.B.1

OObekT u mpenMer 3amuThl. OCHOBHBIC CBOMCTBA
MHPOPMAIIMY KaK MPEeIMeTa 3alluThl. XapaKTepHbIC
0COOCHHOCTH CEKPETHOW M KOH(DHISHIIMAILHON HHPOpMAIHH

[1K-4.3.2

O6nekTo! yrpo3 Ub. [lonsitue yrpo3sl nHboOpManum.
OCHOBHBIE UCTOYHUKHU yTPO3 3AIIUIIAEMON HH(POpMAIIHH.
[TopTpet 3M0yMBIIIIIEHHUKA

[1K-4.3.4

YT070BHAsI OTBETCTBEHHOCTh: MIPEyCMOTPEHHAS TIPU
HETPAaBOMOYHOM HCIIOJIb30BaHUN UH(POPMAITUH KPUTHUECKOH
WHGOPMANMOHHON HHPPACTPYKTYPHI

[IK-7.V¥.1

10

OxapaxkTtepusyiTe cBoiicTBa nHpopmarmu. Yto Takoe
npusHakoBas uHpopmanusa? [louemy cemanTuyeckas
nH(bOpMaIIUA 10 OTHOIICHUIO K MMPU3HAKOBOI ABIIsIETCS
BTopuyHOI? Kakue nprusHaku 0ObEKTOB SBISIOTCS
JIEMaCKUPYIOITUMHU?

[1K-9.3.2

11

OcHoBHBIE CTIOCOOBI HEPABOMEPHOT'O OBJIAZICHUS
KOH(MUIEHIMATBbHON HHOopMalmei

[1K-10.3.2

12

Urto Ttakoe yreuka koHpuaeHnmanbHou napopmanun? Kak
OCYIIIECTBIISICTCSl YTEUKa KOHPHUICHIIMATIbHON HHpOopMaIiu?

[1K-10.V.1

13

Kitaccel 3aIUIIeHHOCTH HHPOPMAIIMOHHBIX CUCTEM

[IK-10.Y.2

[ToHSITHSI TOCTYITHOCTH, IIEJIOCTHOCTH ¥ KOH(PHICHITHATEHOCTH
uHbopmanuu. CriocoObl X 00ecTIeUeHHs

[1K-10.B.2

14

[Tonsitue kubeparaku. Uto Takoe okHO onacHocTu? Kakue
COOBITUS IPOUCXOAT BO BpEMsI CyIIECTBOBAHUS OKHA
OMacHOCTHU?

[K-11.3.1

15

BeKTOp YI'pO3 1 €ro COCTABJIAIOIINEC

IIK-11.3.2

16

[Tpoduns 3ammter. [IpuBeauTe cTangapTHI, KOTOPHIE
periIaMeHTUpYIOT pa3paboTKy npoduiei 3ammTtel. KakoBo
coJiepXaHue 3aJjaHus 10 Oe301acHOCTH?

[K-11.¥.1

17

Knaccudunupyiire yrposzst Ub PO g nuunocty, s
obmiectBa, Juisi ['ocyapcTBa 1o o0IIeii HanpaBIeHHOCTH

[IK-1.B.1

18

Kpurnueckas nndopmarnmonnas uappactpykrypa. OObeKThI
KWWu cyowexktst KUN

[1K-2.3.2

19

YnpaneHnue puckamu. MeTOIMKH YIIPaBICHUIO PUCKAMU

[1K-2.3.7

20

Kananer yreuku uadopmanmu, YTo Takoe TEXHUISCKUN KaHAT
yTeuku nHpopmanuu? OxapakTepuzynTe caydyaiHblid U
OpraHN30BaHHBIN KaHaJ YTEUYKU MHPOPMAIIH

[IK-2.V .4

21

Hanpanenusi moBceTHEBHOM EATEIIBHOCTH CUCTEMHOTO
aJIMHHHUCTpATOpa, opuIepa mno 6€30MacHOCTH,
obecneunBaromue noanepxkanue padorocnocoonoctu 1C, a
Tak)ke cocTaB paboueil rpymmsl Mo pa3paboTKe U BHEAPEHHUIO
MTOJINTHK MH(OPMAITMOHHOM 0€301MacHOCTH

[IK-2.¥.5
[IK-1.B.1

22

HNudopmarmonnsie pecypebl DCTIK mist pa3paboTunkos,
aJIMUHUCTPATOPOB U SKCIEPTOB B chepe nHPOopMaIMOHHOM

[IK-3.B.1




0e30I1acCHOCTH

23 BpenonocHoe nporpamMmMHOe obecrieucHue, [aiite [1K-4.3.2
ornpeieieHue «00MObI», «UepBs», «BUpyca». Kakue
HEeTraTUBHbBIE TIOCIIEACTBHS B (hyHKIIMOHHpoBaHuu MC
BBI3BIBAaET BpeaoHocHoe [107?

24 Yro takoe uneHtudukanusa? Jlaiite TomkoBaHue TOHATHUS [IK-7.V.1
«ayTeHTUUKaAIHs». V3-3a KaKuX MPUYXH 3aTPyTHEHA
Ha/Ie)KHAst UICHTUUKALUS?

25 Cpencts 3ammtsl nHGopmaruu (C3N), nx knaccudukamms. I1K-9.3.2
Kunaccsl 3amumennoctu C3MU.

26 Oco0eHHOCTH 3aIUTHI OMOMETPHUYSCKON HH(POPMAITUU I1K-10.3.2

27 CucTemMbl KOHTPOJISI M YIIPaBIEHUS JOCTYIIOM. UTo Takoe IIK-10.V.1

matpuna nocryna? Kakas nadopmanus aHaausupyercs npu
IIPUHATHH PELLICHUS O PEAOCTaBICHUH JocTyna?

28 Cucremsl nnporokonupoBanus. [I[pokoMMeHTUpyiTE [IK-11.3.2
0COOCHHOCTH ITPUMEHEHHS IAaHHOTO CEPBUCA OE30MaCHOCTH. I1K-1.B.1
Kakwue cpencTBa aBTOMaTU3aIMK CYIIECTBYIOT JJIS
MOHHUTOPHUHTra cOObITUI Oe30macHoCTH?

29 OcHoBHas 3a7a4a ayIuTa, KaK cepBHUca Oe30MacHOCTH. I[K-11.V¥.1
OyHKIMoHaILHOCTh SIEM-cuctem?

30 DkpanupoBanue Kak ceppuc 0e3omacHocta PYC. Uro Takoe IK-11.V¥.1
firewall 1 xak oH pyHKIIMOHUPYET?

31 Jnst kakux 1enen cay>KuT cepBuc aHanuza 3ammiiennoctu? B | TIK-1.B.1
4yeM 3aKItoyaeTcs crnenruka ynpaBleHus, Kak cepBuca
6e3omacHocTu?

32 Kakne HOpMaTUBHBIE aKThl U CTAHAAPTHI PETJIAMEHTHUPYIOT I1K-4.3.2

JIeATeNIbHOCTD T10 MOBEPKE (OLEHKE) YPOBHSI 3aIIUIIEHHOCTH?
UTto Takoe OLIEHOYHbIA YPOBEHb JI0BEpUsi?

Bormpocs! (3anaun) 1 3adera / nudd. 3auera npeacTasieHsl B Tabnuie 16.
Tabmuma 16 — Borpocsr (3amaun) st 3adeta / mudd. 3adera

Kon

Ne /m [lepeuens BonpocoB (3a1au) ais 3aueta / qudd. 3ayera
P P (sana) 1 D WMHJMKaTopa

Y4eOHBIM TUTaHOM HE TIPEIYyCMOTPEHO

[lepeyeHr Tem [UIS KypCOBOTO NPOCKTHPOBAHUS/BBIMIONHEHUS KYpPCOBOW pabOTHI
npecTaBieHbl B Tabnuie 17.
Tabmuma 17 — IlepeyeHs TeM ISl KYPCOBOTO MPOSKTUPOBAHUS/BBIIOTHEHHUS] KYPCOBOM pPaOOThI

Ne /i1 [TpumepHbIil TepeyeHb TeM JUIsl KypCOBOTO MPOSKTUPOBAHMS/BBITIOTHEHUS
j KypcoBO paboThI

Y4eOHBIM MJIAHOM HE MPEYCMOTPEHO

Bompockl s mpoBeieHHs NPOMEXKYTOYHOM arTecTallii B BUJAE TECTHPOBAHUS
npecTaBicHbl B Tabimie 18.

Ta6numa 18 — [IpuMepHbIH IepeueHb BOIPOCOB ISl TECTOB

. Kon
Ne /it IIpumepHBIil nepedeHb BOIIPOCOB JJIsl TECTOB
WHJUKATOpa
1 K kakoil pa3HOBUJIHOCTH MOJEJIEH YIPABICHHS JOCTYIIOM OTHOCUTCS T11IK-2.3.2

Mojenb benna-Jla [agyner?
a) MOJIENIb TUCKPEIIMOHHOTO IOCTYIIA;
0) MOJIe]Tb MAHJATHOTO JIOCTYTIA;




B) poJieBasi MOJICIIb.

Kaxk Ha3pIBaroTCsl yrpo3bl, BEI3BAHHBIC OITMOKAMU B TPOCKTUPOBAHUH [1K-4.3.2
AUC u ee pneMeHTOB, OIIMOKaMH B TPOrPaMMHOM 00€CIICUeHHH,

olIMOKaMHU B ICHCTBUSIX MIepCOHANA U T.I1.7

K xakum mepam 3aiuThl OTHOCUTCS TIOJUTHKA 0€3011aCHOCTH? TIK-1.B.1
a) K aIMAHUCTPATUBHBIM;

0) K 3aKOHOJIATEJILHBIM;

B) K IPOrPaMMHO-TEXHUYECKHM;

T') K IPOLIECTyPHBIM.

B kakom u3 npeacTaBieHni MaTpHULIbI JocTyna HauboJiee MpocTo [1IK-2.3.2
OTIPENIENIUTH TOJIb30BATENEH, HMEIOIIHNX JOCTYI K ONPEIACTICHHOMY

¢aitny?

a) ACL;

0) CIIMCKH MTOJTHOMOYHH CYOBEKTOB;

B) aTpUOYTHBIE CXEMBIL

Kak Ha3piBaeTcs cBOWCTBO MH(POPMAIIMK, O3HAYAIOIIEE OTCYTCTBHE [1IK-2.3.2
HENPaBOMOYHBIX, M HE MPETyCMOTPEHHBIX €€ BJIAJAEIbLEM N3MEHEHUNA?

a) IIEJIOCTHOCTB;

0) aneyupyeMocCTh;

B) IOCTYIIHOCTb;

T') KOHQUICHIIHATHHOCTD;

J1) ayTEHTUYHOCTh

K ocHOBHBIM IpUHLIMIIAM NOCTPOEHUS cucTeMbI 3auThl AVC [IK-7.V¥.1
OTHOCATCS:

a) OTKPBITOCTh;

0) B3aMM03aMEHsIEMOCTh TIOJICHCTEM 3aIUTHI;

B) MUHUMU3ALIUS TPUBUIICTHIA;

') KOMIUIEKCHOCTb;

J1) TPOCTOTA

Kaxue u3 ciemyronux BeICKa3bIBaHUM 0 MOeNH ynpasieHus goctynom | [1K-9.3.2
RBAC cnpaBeiuBb?

a) ¢ K&KJbIM CYOBEKTOM (I10JIb30BATENEM ) MOXKET OBITh ACCOLIMMPOBAHO

HECKOJIbKO POJIEH;

0) posi yopsiIOYEHBI B UEPAPXHUIO;

B) C K&KJBIM 00BEKTOM JIOCTYIIA ACCOLMUPOBAHO HECKOJIBKO POJIEH ;

I) U1 KaX101 napbl «CyObeKT-00bEeKT» Ha3HaYeH HaOOp BO3MOMKHBIX

pas3penieHuin

. Jlucneruep pocryma... [IK-3.B
a) ... NCTIOJIb3yeT 0a3y JaHHBIX 3alIUTHI, B KOTOPOH XPaHSATCS MpaBUiia
pasrpaHMyYeHUs JOCTYTIa;

0) ... HCTIONB3YyeT aTPUOYTHBIE CXEMBI JIs MPEACTABICHUS] MATPHUIIbI

J0CTyTa;

B) ... BBICTYIIA€T IMOCPEHUKOM IIPH BCEX 0OpaIlleHUsIX CyObEKTOB K

00BEKTaM;

r) ... pukcupyeT nHGOPMAIHIO O MOMBITKAX JOCTYIa B CHCTEMHOM

KypHaJe;

Kakwue npennonoxenus BKIo4aeT HehopManbHas Moaens Hapymmrens? | [1K-4.3.4

a) 0 BO3MO)KHOCTSIX HAPYIIHTEIIS;

0) 0 KaTeropusx JMIl, K KOTOPBIM MOKET MPUHAIEKATh HAPYIIUTEIb;
B) O NIPUBBIUKAX HAPYIIUTEIS;

I') O IPEeABIIYIIMX aTaKaX, OCYIIECTBICHHBIX HAPYIIUTEIIEM;

1) 00 YpOBHE 3HAHUH HAPYIIUTEIS




10 Uro npexacrasisieT cob0il ToOKTpuHa HH(POPMAIIOHHON 0€301MacHOCTH [1K-4.3.4
PO?

a) HOPMaTHUBHO-TIPABOBOH aKT, YCTaHABIUBAIOLINN OTBETCTBEHHOCTh 32
npaBoHApyIIeHUs B chepe nHHOPMAIMOHHON 0€3011aCHOCTH;

0) dbenepanbHbIN 3aKOH, PErYIUPYIOLINI IPABOOTHOILIEHHS B 00JaCTH
nH(pOPMAIIMOHHON O€30MacCHOCTH;

B) IIeTIeBasi pOrpamMma pa3BUTHSI CUCTEMbI HH()OPMAIIHOHHON
6e3onacHoctu PO, npeacrasistomias co0oii Mocae10BaTeIbHOCTb
CTaJuM 1 3TAIoB;

I') COBOKYITHOCTb O(UIMATIbHBIX B3IJIAI0B Ha 1€, 3a]]a4H, IPUHLINIIBI
Y OCHOBHBIC Ha- MpaBJICeHUs1 oOecTieueHrsI THHOPMAITMOHHON
6e3onacHoctu Poccuiickoit denepanuu

11 K kakoMy Buy Mep 3alUThl HHPOPMAIMKA OTHOCUTCS YTBEP)K ICHHAS [1K-2.3.7
nporpamma padot B o0nactu 6e30macHoCTH?

a) MOJUTHKA 0E30MaCHOCTH BEPXHETO YPOBHS;
0) monuTHKa 6e30MaCHOCTH CPETHETO YPOBHS;
B) MOJIUTUKA OE30MaCHOCTH HIYKHETO YPOBHS;

T') IPUHIUI MUHAMHU3AIMN TPUBHUIICTHIA;

J1) 3aIUTa HOACPKUBAIONICH HHPPACTPYKTYPHI.

12 Kakue u3 nepeunciieHHbIX HUKE YTPO3 OTHOCATCA K KJIacCy [IK-2.V.4
IIpeIHaMEPEHHBIX ? [IK-2.V.5
a) 3apakeHUE KOMITBIOTEPA BUPYCAMU;

0) bu3mueckoe pa3pylIeHne CUCTEMBI B pe3yJIbTaTe IMOXKapa;

B) OTKJIIOYEHHUE WITU BBIBOJI U3 CTPOS MOACUCTEM 0OecrieueHHs
(YHKIIMOHUPOBAHUS BbI- YHCITHTEIBHBIX CUCTEM (DJIEKTPOITUTAHUS,
OXJIQXKICHUS M BEHTWISALINY, JTMHAN CBSI3U H T.IL.),

I') IPOEKTUPOBAHHUE APXUTEKTYPhl CUCTEMBI, TEXHOJIOTHMH 00padOTKU
JIAHHBIX, pa3paboTKa MPUKIIAIHBIX TPOTPaMM, C BO3ZMOXKHOCTSIMH,
NPEJCTABISIOIIMMHU ONACHOCTH JUI pab0TOCTIOCOOHOCTH CUCTEMBI U
0e30macHOCTH HH(POPMAITIH;

1) YTEeHUE OCTATOYHOW MH(POPMAIIUU U3 OTIEPATUBHON MAMSTH U C
BHEIIHUX 3aIIOMHHAIOUINX YCTPOICTB;

€) BCKPBITHE MHU(PPOB KPUNTO3AIMMTH HHOPMAITUH

[lepeueHb TeM KOHTPOJBHBIX Pa0OT MO AWCIUIUIMHE OOYYArOMIMXCs 3a09HON (HOPMBI
oOyueHwus, peacTaBiaeHbl B Tabuie 19.

Tabnuna 19 — [lepeueHb KOHTPOJIBHBIX PabOT

Ne n/mm [lepeueHb KOHTPOIBHBIX pabOT

He npegycmotpeHo

10.4. Meronnueckue MaTepuallbl, OIpeaessonme pouEaypbI OLICHUBAHUS
WHAMKATOPOB, XapaKTEepPHU3YIOIIUX dTambl (OPMHUPOBAHUS KOMIIETEHIIMM, COJEp)KaTcs B
JOKAJIbHBIX HOpMaTWBHBIX akTax [YAII, pernameHTHUpyOIIUX TMOPSIAOK U MPOUEAYPY
MPOBEJICHUS] TEKYIIETO KOHTPOJS YCIIEBAEMOCTH U MPOMEKYTOYHOW aTTeCTallud O0yYaroImuxcs
I'VAIL

11. Meroauueckue ykazaHusl JUisi 00y4aromMXcsi 0 OCBOCHUIO TUCIUTIINHBI
11.1. Meronuyeckue ykazaHus i1 OOYyYarolMXCS IO OCBOCHHIO JIEKIIMOHHOTO
MaTepuaa ).
OCHOBHOE Ha3HAauY€HHWE JICKIIMOHHOTO MaTepuana — JIOTHYECKH CTPOMHOE, CHUCTEMHOE,
riy0oOKoe W SICHOE M3JIOKEeHHe ydeOHoro marepuana. Ha3HaueHue COBPEMEHHOH JICKIIUU B




paMKax JIUCUUILIMHBI HE B TOM, YTOOBI MOJIYYUTh BCIO MH(MOPMAIMIO MO TeME, a B OCBOCHUHU
dbyHIaMEHTaIbHBIX TPOOJEM JUCHUIUIMHBI, METOJAOB HAy4YHOTO TIO3HAHUS, HOBEUIIUX
JIOCTH)KCHUH Hay4dyHOM MbBICIH. B yueOHOM Ipoliecce JICKIHS BBITOJHICT METOIOJOTHUCCKYIO,
OpraHU3alHMOHHYI0 M UH(OPMALMOHHYIO (YHKIMH. JISKIUs pacKphIBacT MOHATHHHBINA ammapar
KOHKPETHOM 00JIacTH 3HaHUs, €€ MpoOJEeMBbl, JaeT IEIbHOE MPEJICTaBICHUE O JIUCIMILINHE,
MMOKa3bIBAET B3aUMOCBS3b C IPYTUMHU TUCIUTIIHHAMMU.

[mapupyeMele pe3yIbTaThl IPY OCBOCHUH 00YYaIOMMMHUCS JEKIIMOHHOIO MaTepHaia.

— TMIOJy4eHHE COBPEMEHHBIX, II€JIOCTHBIX, B3aMMOCBS3aHHBIX 3HAaHUH, YpPOBEHB
KOTOPBIX OMPEACIISIETCS 1IeJIEBON YCTAaHOBKOM K KaXKJ0M KOHKPETHOU TEME;

—  TIOJIYYCHHE OIBbITa TBOPUYCCKOM pabOTHI COBMECTHO C MPETIOIaBaATEIICM;

— pasBuTHEe TPO(ECCHOHATLHO-JICIOBEIX  KAadecTB, JIIOOBH K  TPEAMETYy |
CaMOCTOSITEIBHOTO TBOPYECKOTO MBIIIICHUS.

— TIOSIBJIEHHE HEOOXOAMMOT0 MHTEpeca, HEOOXOAMMOTO JIJIsi CAMOCTOSITEIbHON PabOTHI;

— TIOJyYCHHE 3HAHUH O COBPEMEHHOM YypPOBHE pa3BUTHS HAyKH W TEXHUKHU U O
MIPOTHO3€E UX PA3BUTHSI HA OJIMKANTIIHE TOIBL;

— Hay4HMTbCsl METOAMYECKH O0pabaThiBaTh MaTepuain (BBIACIATH TJIABHBIE MBICTH U
MOJIOKCHUSI, TIPUXOAUTh K KOHKPETHBIM BBIBOJAM, TIOBTOPATH WX B  Pa3IMYHBIX
bopmMynupoBKax);

—  TOJy4YCHHE TOYHOTO ITOHUMAHHUS BCEX HEOOXOIUMBIX TEPMUHOB U TIOHITHIA.

JIeKUMOHHBIA ~MaTepual MOXKET COMPOBOXKIATHCS  JIEMOHCTpPAIIMEN ClIAaWAOB H
HCIIOJIb30BAHMEM Pa3JaTOYHOr0 MaTepHalla IpH IMPOBEACHUU KOPOTKHMX OUCKyCCHUH 00
0COOEHHOCTSIX MPUMEHEHUS OTACIbHBIX TEMATHK I10 TUCIUILINHE.

CTpyKTypa IpeaocTaBlIeHNs JIEKIIMOHHOIO MaTepraa;

— Apxwurekrypa pacnpenenenabix NC

— Ocobennoctu 3amuthl uHpopmaimu B PUC

— Oobecnieuenne 0€30MaCHOCTH MH(POpPMALMKA B TOJIB30BATEILCKOW TMOACUCTEME U
CTeIUaTU3UPOBAHHBIX KOMMYHUKAIMOHHBIX MC

— 3amura nHGOPMAIIUU HA YPOBHE MOJICUCTEMBI YIIPABICHHUS

— 3amura uHbOpMaIIMU B KaHAJIaX CBS3H

— Oco06eHHOCTH 3amuTH HHQOPMAITUHU B pacTpeIe]ICHHBIX 0a3ax JaHHBIX

11.2. Meroauueckue ykazaHus i1 OOydYalIMUXCA IO YYacTHI0O B CEMHUHapax -
VUeOHbIM NIAHOM He NPedyCMOMPEHO

11.3. MeTtoauueckue yKazaHHs Uil OOYYAIOMIMXCS [0 MPOXOKICHUIO MPAKTUYECKHUX
3aHSTHH - YYeOHbIM NIAHOM He NPedyCMOMPEHO

11.4. Metoauueckre ykazaHusl IJi1 OOyYaroIIMXCS MO BBIMOJHEHUIO Jab0paTOPHBIX
pabort

B xoze BbimonHeHus a0opaTOpHBIX paboT oOyyaromuics [OJKeH YIIyOuTh u
3aKpenuTh 3HaHMS, NPAKTUYECKUE HABBIKH, OBJIAJETh COBPEMEHHOH METOJAMKOW M TEXHHUKOMN
HKCIIEPUMEHTa B COOTBETCTBUU C KBAJIM(UKALUOHHOW XapaKTEPUCTUKOW OOydaroLerocs.
BeinosnHenne 1abopaTOpHBIX padOT COCTOMT U3 3KCIEPHUMEHTAIbHO-NIPAKTUYECKOH, pacyeTHO-
AQHAJIMTUYECKOMN 4aCTEW U KOHTPOJIbHBIX MEPOIIPUSTH.

Brinonnenue y1abopatopHeIXx paboT oOydarouMcsi SBISIETCS HEOThEMIIEMOW YacTbiO
U3y4YeHMs] JUCLMIUIMHBI, ONpeAeNsieMOM Y4YeOHbIM IUIAHOM, M OTHOCHTCS K CpEICTBaM,
00€eCHeunBaOIIMM PELICHUE CIEAYIOINX OCHOBHBIX 33aau 00Yy4aroIIerocs:

— npuoOpeTeHHe HaBBIKOB HCCIEAOBaHMsS IPOLIECCOB, SBICHUH U  OOBEKTOB,
U3y4aeMbIX B paMKaX JAHHOW JUCLUIUINHBL

— 3aKperuieHWe, pa3BUTHE U JeTalu3alis TEOPETHYECKUX 3HAHWM, MOJYYEHHBIX Ha
JEKIUSX;



— MOJy4YeHHE HOBOM MH(OpMAIUH 110 U3y4aeMOil TUCIUILTUHE;
— TpHOOpEeTeHHE  HABBIKOB  CAMOCTOSTENILHOM  paboOThl ¢ JabopaTOPHBIM
o0opyoBaHHEM U TIPUOOpaMHU.

3amanne u TpeOOBaHMS K MPOBEICHUIO JTA00PATOPHBIX PabOT

JlaGopaTopnasi padora Ne 1 «Pa3zpabotka Mozenu yrpo3 6€30nacHOCTH HHPOPMALIUN

Llens naGopatopHoil pabotsl Ne 1: IlocTpoeHue pa3nuuHBIX MOJENeH, 0TOOpaKarOLIMX
apXUTEKTYpy aBTOMATH3WPOBAaHHOW CHCTEMBI ¥ OTPaHWYCHHUH JOCTyma K HH(OpMAIUH.
[IpoBenenue aHanm3a MecT W BUAOB yTeukd HHpopMmarmu. OueHka yrpos, ys3BUMOCTEH U
CTETIEHH 3alUILEHHOCTH UH(OPMALHH.

3amanue K mabopaTopHoit padote Nel

1) BbINOMHUTE  OLIEHKY  aKTyaJlbHOCTH  pa3palaTbiBaeMOW  MH(POPMALMOHHON
CHUCTEMBI
2) [TpoBecTH CTPYKTYpHBIH CHCTEMHBIM aHanM3 OM3HEC-TPOLIECCOB MPEAMETHON

obomactu. Iloctpouts mmarpammel IDEFO (AS-IS), DFD (AS-IS), (npu
HeoOxoaumoct — IDEF3 (AS-IS).

3) Onucath pa3paboTaHHBIE JUArPaAMMBbI

4) Bb1ienuTh akTHBBI, MOAJIEKAIIIEe HHPOPMAIIMOHHON 3aIiTe

5) [TocTpouth MOAEIH YTpo3 pazpadarbiBaeMoi HHGHOPMAITMOHHONW CUCTEMBI
6) [TocTpouth MOJENb HAPYIIUTENS

7) CdopmupoBath peecTp aKTyaTM3uPOBAHHBIX YTPO3 IS KaXKI0TO aKTHBA
8) CdopmupoBath BEKTOPHI ysa3BUMOCTEH. OTICHUTH BO3MOKHBIE PHCKH

9) OLeHUTh CTEeNeHb 3alUIIEHHOCTH HHDOpMAIIH

https://pro.qguap.ru/get-task/cac51c01f6ef8be85769724d13573h9%a

CTDVKTVDa )41 d)ODMa OT4ECTa O Ha6ODaTODHOﬁ pa60Te

Otuer mo nabopaTopHBIM pPabOTaM JOJDKHA OTpaxaTrh HE (DAaKT CIPOEKTHPOBAHHON
CHCTEMBI 3alllUThl, a MPOIECC MPOEKTUPOBAHMS, MOKA3bIBAIOIIMN BCIO pabOTy HaJ NMPOEKTOM
HauuHas OT IIOJIyYeHHOIO HCXOJHOr0 Marepuajga M HaOpocka Oyayliedl 3aIiuIieHHON
MHPOPMAIIMOHHON  CHCTEeMBl M  3aKaH4MBas pa3pabOTaHHBIM H  NPOTECTUPOBAHHBIM
IPOrpaMMHBIM [AKETOM, C OOOCHOBAHHMEM BCEX MPHHATBIX B IMPOIECCE NPOEKTUPOBAHUS
peueHui.

TpeboBaHus K 0(DOPMIIEHHIO OTYETa O J1a00paTOpHOM paboTte

B comepxanum  momkHA OBITH OTPAOKEHAa CTPYKTypa OT4YeTa. BBeIcHHE TOJKHO
XapaKTepu30BaTh Ty chepy YeIoBEUECKOM NeATeNbHOCTH, Al KOTOPOil OyleT MPOeKTUPOBATHCS
cucTeMa 3amuThl nHpopManuu. [Ipy onmvucaHuy quarpamMM JIOJDKHBI OBITh H3JI0KEHBI OCHOBHBIC
(YHKIIMOHATILHBIE BO3MOXKHOCTH OYIylIed CHCTEMBI 3alIUThl WH(DOpPMAIUU, a TAKKE BHUIBI
uHbOpMaLIUK KOTOpbIE MPUACTCS XPaHUTh W 00pabaThiBaTh Uil AOCTHKEHHUS MOCTaBICHHOM
nenmn. B mocnenyromux  1a00paTOpHBIX  paboTax JODKHBI  OBITh  W3JI0KEHBI  ATaIlbl
KOHCTPYMPOBAaHUS M (YHKIIMOHMPOBAHUS TMPOTPAMMHO-TEXHHUUYECKUX YCTPOHCTB 3aIUThI
UHPOPMAIIMY U TEXHHYECKHX 00bEKTOB OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

JladopaTopHas pa6ora Ne 2 «DopmupoBaHue CTPYKTYpbI 0a3bl JaHHBIX PHC»
Llenp nmabopaTtopHOii paboThl: CHpOeKTHPOBATh JOTHYECKYI0 U Qusndeckyro ERD
MPOEKTHPYEMOH (3aIuiaeMoii) THPOPMAIIMOHHON CUCTEMBI.
3amanne K JabopaTopHOI paboTe
1) Ha ocHOBaHHMH pe3yJIbTaTOB CHCTEMHOTO aHAJW3a MPEJAMETHOU 00JIACTH, MOYUYECHHBIX B
naboparopHoit pabore Ne 1 cipoeKkTUpOBaTh apXUTEKTYPy UHPOPMAIIMOHHON CHCTEMBI


https://pro.guap.ru/get-task/cac51c01f6ef8be85769724d13573b9a

2) Tlo DFD-monenu (To-Be) cocraBuTh TaOHIly COOTBETCTBHSI BHEIIHHMX CYIIHOCTEH H
HaKomuTenen Tadnuam 6a3bl TaHHBIX (JIOTHYECKUA YPOBEHBD )

3) IlpuBectn Tabmuibl Ga3bl NaHHBIX (oruueckuii yposeHb) B 3H® (3 HopmanmbHYyIO
dopmy)

4) YCTaHOBHTH CBSI3U MEKIY TaOJUIIAMH, TUIIBI CBSI3eH B OTYETE OMUCATh

5) Paspaborate ER-muarpamMmmy ¢pu3nyeckoro ypoBHs

6) OdopMHUTE OTUET MO TA0OPATOPHOI padoTe.
B conepxanuu 10mkHa ObITh OTpaXkeHa CTPYKTypa OTUeTa.
https://pro.guap.ru/get-task/86f2a4558683e34¢270a760f15b2ab1d

JlabGoparopuasi padora Ne 3 «O1eHKa U TPUOPUTHU3ALIMS PUCKOBY

Lenp nmabopatopHOii paboTel: OleHKa 3aNUIIEHHOCTH WH()OPMAIMOHHONW CUCTEMBI U

npuopuTuszanus puckos Ub.

3ananue kK 1abopaTtopHOil paboTte

1) Ha ocHoBanuu npeamnonioxkeHuit 0€30MacHOCTH, MPU y4eTe yrpo3 U UMEIOIIUXCs
ySI3BUMOCTEH (MOJIENIM yrpo3, MOJydeHHOH B jJabopaTopHbIX paborax Ne 1-2)
chopmynupoBaTh 1enu  0€30MaCHOCTH, OINPENENIUTh KJIacC H  KaTerOpHIo
3alUIIEHHOCTH UH()OPMAIIMOHHON (aBTOMAaTU3UPOBAHHOI) CHCTEMBI.

2) PykoBoactBysice I'OCT P UCO/M3BK TO 13335, TOCT P UICO/MBK 17799 n
I'OCT P MCO/M3BK 27001 BBITIOIHUTH aNpUOPHYIO OIEHKY M TMPUOPUTU3AIUIO
PUCKOB, a TaKXke COONIIOJIEHUE 3aKOHOAATENbHBIX M HOPMATHBHBIX aKTOB JJIs
paccMarpruBaemMoil WH(GOPMAIMOHHOW CHUCTeMBbI (/[ OlleHKu pexomeHmyeTcs
MCII0JIb30BATh MIPOrpaMMHOE CpEACTBO MICROSOFT SECURITY
ASSESSMENT TOOL) https://www.microsoft.com/ru-
ru/download/details.aspx?id=12273)

3) Pe3ynbTaThl 5KCIEpTHON OLIEeHKH pUCKOB b, nosy4yeHHbIe Ha IpeAbIyIIEM 1are
UCIIOJIb30BATh 7151 (POPMHUPOBAHUS PEKOMEHIAIMN MO0 IPUOPUTHU3ALIUU PUCKOB

4) [IpoBecTH O1EHKY 3alUIIEHHOCTH dKCcIuryatupyemoi (AS-IS) u mpoekTupyemoit
(To-Be) unpOpMAIMOHHONW CHCTEMBI C YYETOM aJanTallid MPaBUI TOJMTHK
nH()OpPMAIIMOHHON 0€30MacHOCTH (KPaCHBIX KPY>KKOB B AKCIEPTHOM OIICHKE HE
JIOJIKHO OCTaThes).

5) OdopmuTth oTUeT 10 TAaGOPaTOPHOU padoTe.

B coneprxanuu gomkHa ObITH OTpaXKeHa CTPYKTypa OTUeTa.

https://pro.quap.ru/get-task/9372943330e90d0af0d0974d8a%ec9d4

JlaGopatopnass padora Ne 4 «COop 10roB coObITHI HH(pOPMALMOHHOW O€30MacHOCTH B
AIrSIEM»

Llens mabopatopnoit pabotrer Ne 4:  pa3paboTarh cuCTEMY, KOTOpas IO3BOJSIET
aHATM3UPOBATh PETUCTPUPYEMBIE B 3alIUIIAEMON HHPPACTPYKTYpE COOBITHS, MOCTYMAONINE OT
pa3IMYHbIX ~ MCTOYHUKOB, U  OOHApY>KMBaThb  aTaKW/CLEHApUU  aTaK/TMOA03pPHUTEIbHBIE
NEHCTBUS/OTKIIOHEHUSI OT HOPMBI, (QOpMHUPYsS TIpU HEOOXOIUMOCTH COOTBETCTBYIOIINE
MHIMJCHTHI 0€30M1aCHOCTH.

3amanne K JadopaTopHoil padote Nod

1) Passepuyts SIEM-3kocuctemy, ucnonb3ys mpoekt AirSIEM — (oOpa3 mucka
conepxut AirSIEM, pa3sepnyyto Ha Windows 7)
2) Passepuyth AirSIEM, ucronmb3yst Ha Windows 10)


https://pro.guap.ru/get-task/86f2a4558683e34c270a760f15b2ab1d
https://pro.guap.ru/get-task/9372943330e90d0af0d0974d8a9ec9d4

3) PeamusoBarth moacucTeMy cOopa ¥ XpaHEHHsS IOCTYMAIONIMX  COOBITHI
0e30MacHOCTH;
4) OdopmuTh OTUET 110 JAOOPATOPHOM padoTe.

JlabopaTtopnass padora Ne 5 Paspaborka Web-kineHTa MOHUTOpWHTA WCKIIOUYCHUH B
pacrnpeneneHHol HHPOPMAIIMOHHOHN cucTeMe

Hens pabotel: U3yunts nmpuHIunel moctpoeHuss MVC-pereHuii, mo3BONSIONIMX PaCIIPEACIIUTh
OW3HEC-JIOTUKY B paclpeieieHHBIX HH(MOPMAIMOHHBIX CHUCTEMaX, HAYYUTHCS WCIOJIb30BATh
METO/bl NPOEKTUPOBAHUS MPUIOKEHUN JOCTyMa K JNaHHBIM, Oasupysch Ha mpuHimmax Model-
First. OcBouth Mexanu3mbl Entity Framework nnst mpoektuposanus Web-kimentos PUC.
3amaHue K J1a0opaTopHOM paboTe

1) M3yuuTts Marepuansl JeKIUN pa3MellleHHbIe B TJUYHOM KaOHHETe.

2) B cooTBeTcTBHM C 3asABIECHHON B JEKIMAX (DYHKIIMOHAIBLHOCTHIO, pa3padboratb Web-
kymeHT, ucnonb3ytonuid ASP.NET Core MVC noaxobl pa3paboTKH pacipeIeICHHBIX CHCTEM.

3) Web-kireHT nomkeH o0ecreuynBaTh BOSMOKHOCTD YaICHHOIO MOHUTOPHUHTA TaOJIHIIBI
UserExceptions pa3zpabotanHoii panee apxuTektypsl b/l, a takke momnepxkky BbizoBa CRUD-
onepanuii (create, read, update, delete) Hax maHHOM TabIUTICH.

4) Jloxanu3oBate uHTepdeiic Web-kimueHra (Ha pyccKoM sI3bIKE JIOJDKHBI OBTH BCE €T0
3JIEMEHTHI)

5) Paspaborarh JOMOJHHUTEIbHBIM (YHKIIMOHAT TPOEKTa B  COOTBETCTBHH C
WH/IUBHTy IbHBIM BapUAHTOM.

6) OdopMuTh OTUET TIO TAOOPATOPHOUN paboTe, COACPIKAIIMIA: TUTYIILHBIN TUCT, HA3BaHUE,
HOMEpP U 1LIeJb paboThl, OCTAHOBKY 3a/ayd, AJITOPUTM PELICHUs AJsl KaXJO0ro MporpaMMHOIO
MOJIYJIsI, JIUCTUHT TPOTPaMMHBIX MOJYJIEH, pacredyaTKy pe3yibTaroB, pacrieyaTKy H300paKeHUs
(hopM, UCTIONTB3YEMBIX B IpOrpamMMe

11.5. Meroauueckue yKazaHus JUIS OOYYaloOIIUXCS IO TMPOXOXKJICHHUIO KypPCOBOTO
MPOEKTUPOBAHHUSA/BBITOJHEHUS] KYPCOBOM PabOThI yueOHbIM NAAHOM HE NPedyCMOMPEHO

11.6. MeToaudeckue yka3aHUs JUIsI OOYYArOIMIMXCS M0 MPOXOXKIACHUIO CaMOCTOSTEILHOM
paboThI

B xone BBIMOMHEHUS] CaMOCTOSATEIBHOM paboThl, 00YYAIOIIMICS BBIMOMIHAET PabOTy IO
3aJ]aHUI0 W TIPH METOJMYECKOM PYKOBOJICTBE IPEIOIaBaTeis, HO 03 ero HEemoCpeICTBEHHOTO
y4acTHsl.

Jns oOyuaromuxcs 1o 3a04HOM (opme oOyueHHs, camocCTosITellbHAs paboTa MOXKET
BKJIFOYATh B c€0s1 KOHTPOJBHYIO padoTy.

B mporiecce BBIMOTHEHHUS CaMOCTOATENBHONW padoOThl, y oOyuarorierocs (Gopmupyercs
1enecooOpa3Hoe IIaHUPOBAHUE PabOUYero BPEeMEHH, KOTOPOE MO3BOJISIET UM Pa3BHBATh YMEHHUS
M HaBBIKM B YCBOCHHHM M CHUCTEMATH3allMd MPUOOpETaeMbIX 3HAHUM, 00ECredrBaceT BBICOKHUI
YPOBEHb YCIEBAEMOCTH B Mepuoj OOydeHHs, MOMOraeT MOJIyYUTh HAaBBIKM [OBBIIICHUS
poeCCUOHATLHOTO YPOBHHI.

MeToaudueckuMu ~ MaTepuallaMd,  HAmpaBISIONUMU  CaMOCTOSITENBHYIO  paboTy
00yJarONUXCSISIBIISTFOTCS :

—  y4eOHO-METOAMYECKUN MaTepHal Mo JUCIUILINHE,

— METOJMYECKHE YKa3aHHUsS IO BBHIMOJIHEHUIO KOHTPOIBHBIX padoT (A1 00ydaromuxcs
o 3a04HOM (hopme 0O0ydeHHUs).

11.7. Metoauueckue yka3aHusi s OOYyYalOUIMXCS IO MPOXOXKACHUIO TEKYIIEro
KOHTPOJIS yCIIEBAEMOCTH.

Tekymuii KOHTPOJb YCIIEBAEMOCTH IIpELyCMaTpPUBAeT KOHTPOJIb KadecTBa 3HAHUMN
o0yyaromuxcs, OCYIIECTBISEMOrO0 B TEYEHUE CEMECTpa C LEJIbI0 OLIEHUBAHUS XOJa OCBOCHHUS
JUCLUTIINHBL.



11.8. Meroauyeckue yKazaHHUs I OOYYaIOMIUXCS IO MPOXOXKIACHUIO TPOMEKYTOYHOM
aTTEeCTaLUY.

[lpomexxyTounass  arrectauusi  OOydyalOmMXCs ~ MpeIyCMaTpUBaeT  OLICHUBAHHE
HpOMC)KyTO‘-IHBIX 1 OKOHYATCJIIBHBIX pGSYJ'II)TaTOB O6y‘-ICHI/I${ 110 JUCHUIIJIINHEC. OHa BKJIFOYACT B
ceost:

— D9K3aMeH — (opMa OLEHKM 3HAaHUM, MOJNYyYEHHBIX OOyYalolmMMcs B Mpoliecce
W3yYeHHUs BCEH AUCUMIUIMHBI WIM €€ YacTH, HAaBBIKOB CaMOCTOSITENIbHON pabOThI, CIIOCOOHOCTH
MPUMEHATh WX JUI1 PEIICHUS MPAKTHYECKUX 3aJad. OJK3aMeH, KaK IPaBWIIO, TPOBOIUTCS B
MEepUoJ; SK3aMEHAIIMOHHOW CECCUM W 3aBEpIIAETCd AaTTECTAIlMOHHOW OIEHKOH «OTJIIMYHOY,
«XOPOIIOY, «YIOBJIETBOPUTEILHO», HEYAOBIETBOPUTEIHHOY.

— 3a4eT — 3TO (opMa OIEHKHU 3HAHUH, MOTYyUYEHHBIX OOYyYarOIUMCS B XOJ€ H3yUCHUS
y4eOHOM TUCIUIUIMHBI B IIEJIOM WM MPOMEXKYTOYHAS (IT0 OKOHYaHUH CEMECTpa) OLIEHKA 3HAHUI
00ydaronmmMcs 10 OTACTbHBIM pa3fieliaM JUCIUIUIMHBI C aTTECTAIIMOHHON OICHKOHN «3a4TCHOY
WU «HE 3a4TCHOY.

— muddepeHIMpoBaHHBIM  3a4eT — 3TO (opMa OIEHKH 3HAHHWM, MONYYSCHHBIX
OoOy4arolmMMcs MPU W3YYEHUN JUCLUIUINHBI, TPU BBIIOJHEHUH KYPCOBBIX MPOEKTOB, KYPCOBBIX
paboT, HAYYHO-UCCIICIOBATEILCKUX PA0OT U IPOXOXKJICHUN TIPAKTHK C ATTECTAIIHOHHOW OICHKOMN
COTIUIHOY, «XOPOIIOY, «YIOBICTBOPUTEIHLHOY, «HEYIOBIECTBOPUTEIIHLHOY.

Cucrema OLIEHOK MpH TNPOBEJCHUU MPOMEKYTOUHOM AaTTeCTallMM OCYILECTBIAECTCS B
coOoTBeTCTBUU ¢ TpeboBaHusMu llonoxeHnit «O TeKyleM KOHTPOJIE YCIIEBAEMOCTH U
MPOMEKYTOUHON aTTtectaumu cTyaeHToB [ YAIL, oOydwarommxcs Mo MporpamMmaM BBICIIETO
obpazoBarus» U «O MOIYJIBHO-PEUTHHTOBOM CHCTEME OIICHKM KadecTBa ydeOHOW paboThI
cTyneHToB B ['YAID».



JIuct BHECEHUSI U3MEHEHUH B pabouylo IpOorpaMMy JTUCLUILUIUHBIL

[arta BHECEHUSs
W3MEHEHHUHN U
JIOTIOJTHCHUH.

IToamnuck BHECHIETO
M3MCHCHUS

Copnep:xanue U3MEHEHUH U TOTIOTHEHUH

Jata 1 Ne

MIPOTOKOJIA
3acelaHus
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