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AHHOTaNINA

Hucuumnuaa «OcCHOBBI yrpaBieHHsT MH()OPMAIMOHHOW O0€30MacHOCThIO» BXOAUT B
0o0pa30BaTe/bHYI0 IporpamMMmy BbICIIErO0 oOOpa3oBaHMsl — IporpamMmy OakajaBpuara IO
HampaBjeHuto noarotoBku/ cneruanbHocTH 10.03.01 «MHpOopManmnonHas 0€301acHOCTHY
HaIpaBJIECHHOCTH «be30MacHOCTh KOMIBIOTEPHBIX cHCTeM». JlucuuiuinHa peanusyercs
kadeapoit «Ne33y.

JlucuurminHa HaleleHa Ha (JOPMHUPOBAHKE Y BBITYCKHUKA CIIETYIOIINX KOMITETCHIIUNI:

OIIK-5 «CnocobeH TpUMEHSATh HOPMATHUBHBIE IIPAaBOBBIC AaKThl, HOPMATHUBHBIC H
METOJUYECKHE JOKYMEHTBI, PErJIaMEHTUPYIOIIUE ACATeIbHOCTh MO 3aluTe WH(OpManud B
cdepe npodeccrnoHaNbHOM 1eATEeIbHOCTH

OIIK-6 «CnocobeH mpu pemeHur npodecCHOHAIbHBIX 33/1a4 OPTaHU30BBIBATH 3AIIUTY
uH(pOpMalLlMK OTPAaHUYEHHOTO JIOCTYIa B COOTBETCTBUU C HOPMATHBHBIMU MPABOBBIMHU aKTaMH,
HOPMAaTUBHBIMH ¥ METOJIUYCCKUMHU JOoKyMeHTamu DenepanbHON cioykO0bl 0e30macHOCTH
Poccuiickoii ®enepanu, OenepanibHOM CTyKObI IO TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJTIO)

OIIK-10 «CmocobeH B KayecTBE TEXHHUYECKOTO CIICIUAIUCTAa MPUHUMATh YYacTHE B
(dbopMUPOBAHUU MOTUTUKH UHGOPMAITMOHHON 0€30MacHOCTH, OPraHU30BBIBAThH U MOJICPKUBATD
BBIMIOJIHEHUE KOMIUIEKCA Mep M0 obOecreyeHno MH(OpMAlMOHHONW 0€30IacHOCTH, YHPaBISATh
MPOLIECCOM UX pealh3aliy Ha 00BEKTE 3alUThI»

OIIK-1.4 «CnocobeH oIleHUBAaTh YpPOBEHb OE30MAaCHOCTH KOMIBIOTEPHBIX CHUCTEM H
CeTeil, B TOM YHUCJIe B COOTBETCTBUU C HOPMATUBHBIMHU M KOPIOPATUBHBIMU TPEOOBAHUSIMID)

Conepxanve AUCIHUIUIMHBI OXBAaTHIBAET KPYr BOIPOCOB, CBS3aHHBIX C H3YyUYECHHUEM
METOJIOB U CpEeACTB ympaBieHUs uHpopmannoHHoi Oe3omacHocThio (Mb) B opranuzamum, a
TaK)K€ M3YYEHHEM OCHOBHBIX IOAXOJOB K pa3paboTKe, peajau3aluy, 3KCIUIyaTalluy, aHalIu3y,
COMPOBOXKACHUIO M  COBEPUICHCTBOBAHMIO  CHUCTEM  YIpaBIeHUS  WHGOPMALUOHHON
oe3onacHoctrio (CYUDB) onpeneneHHOro o0beKTa.

[IpenogaBanne AMCHUIUIMHBI MpeAycMaTpuUBaeT ciexyrompe ¢GopMbl OpraHu3aluu
y4eOHOro mpoliecca: JEeKIUH, PaKTHYECKUEe 3aHATHsI, JJabopaTOpHbIe paboThl, CAMOCTOSITENbHAS
paboTa cTyeHTa, KOHCYJIbTAIl|H.

[TporpamMmmoit AMCHUIUTHHBI TPEAYCMOTPEHBI CIEAYIOIINE BHUIBI KOHTPOJIS: TEKYIIHI
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAs aTTecTalus B popMe IK3aMeHa.

OO6miast TpyJOEMKOCTh OCBOCHHS JAUCIIUIUIMHBI COCTAaBISET 3 3a4eTHBIX eAuHUIL], 108
4acoB.

SA3bIK 00yUYeHHUS 110 AUCIUIUINHE «PYCCKUH »



1. IlepeudeHb MIaHUPYEMBIX PE3YJIHTATOB O0YUEHUS MO AUCLUILITHHE

1.1. Ilenu npenoaaBaHusi JUCIUTUIMHBI
Hensimu u3ydeHuss TucHUIUIMHBI «OCHOBBI YIIpaBlIeHUS HHQYOPMAIIMOHHON 0€3011aCHOCTHIO»
ABIseTCS:  (OPMUPOBAHHWE  HABBIKOB  OpraHW3allMM W METOJOJOTHH  OOecTeueHus
nH(OPMaLlMOHHON O€30MacHOCTH B OPraHU3alMsIX; CO3/aHHE NPEACTaBICHUS O (DYHKIHUSAX,
CTPYKTYpax M IITaTax Mojapas3aeieHus NHPOPMALMOHHOW 0€30MacHOCTH; 00 OpraHU3alMOHHBIX
OCHOBax, [MPHUHIMIAX, METOAaX MW TEXHOJIOTUAX U YIpaBleHUH UHGOPMAIMOHHON
0e30macHOCThI0O B opranm3anusax P®; pa3BuTue CmocoOHOCTEH MO  HCIOIH30BAHHIO
CYILLECTBYIOIIEH CUCTEMBI YIIpaBiIeHUsI UH(POPMALIMOHHON OE301MaCHOCTH

1.2. JlucumminHa BXOIUT B COCTaB 00s3aTEIHLHON YacTH 00pa30BaTeIbHON MPOTrpaMMBI
BhIcIIeTo oOpasoBanus (naiee — OIT BO).

1.3. TlepeueHb IUTAHUPYEMBIX PE3YJIBTATOB O0YUEHUS MO JUCIUILINHE, COOTHECEHHBIX C
IJIaHUpyeMbIMU pe3ysibTaTaMu ocBoeHus: OI1 BO.

B pesynbrare u3ydeHus AUCHUILIMHBI OOYYaIOUIUICS JODKEH 00J1alaTh CIelyroIuMu
KOMIETCHIMSIMH WIH WX YacTAMU. KOMIEeTeHIInH 1 UHIUKATOPBI UX JOCTUKEHUS MIPUBEACHBI B

Tabymune 1.

Tabnuna 1 — [lepeueHb KOMIETEHIMI U UHAUKATOPOB UX JIOCTHXKEHUS

Konn
Kareropus (rpymnma) HaI/IMeHI(I)BaHI/Ie Ko n HauMeHOBaHME HHIUKATOPA
KOMIIETEHIINU JOCTHIXEHUS KOMIIETEHIIUU
KOMITETEHIIN T
OIIK-5 Crnocoben
[IPUMEHATD
P OIIK-5.3.4 3HaeT npaBOBbIE OCHOBBI
HOPMAaTHBHBIE

O6menpodeccroHanbHbIE
KOMITCTCHIIHH

MIPaBOBBIC AKTHI,
HOPMAaTUBHBIC 1
METOIMYECKHE
JIOKYMEHTHI,
perIaMeHTHPYIOIIUE
JCATCIIBHOCTH 110
3anure HHpopMaIum
B chepe
npodeccuoHaNbHOM
JCSITeTIbHOCTH

OpraHu3alH 3aLUThI IEPCOHATBHBIX
JAHHBIX U OXpaHbl PE3YyJIbTaTOB
UHTEJUIEKTYaJIbHOM 1€ TeIbHOCTH
OIIK-5.Y .4 ymeer ¢hopMyaupoBaTh
OCHOBHbIE TPeOOBAHUS 110 3aIIUTE
KOH(uaeHIMaTbHON HHpOopManuu,
NIEPCOHAJIBHBIX JaHHBIX U OXpaHe
pe3yJIbTaTOB MHTEIIEKTYJIbHOMN
JESATEIIBHOCTH B OpraHU3aluu

O6menpodeccrnoHanpHbIE
KOMIIETSHIIH

OIIK-6 Cnocoben
[IPU PELICHUN
npohecCuOHaTBHBIX
3amad
OpraHU30BBIBAThH
3aIIATY
uHpopMaun
OTPaHUYEHHOTO
JIOCTYTIA B
COOTBETCTBHH C
HOPMATHUBHBIMU
PaBOBBIMHU aKTaMH,
HOPMATHUBHBIMU U
METOAMYCCKUMHU
JIOKYMEHTaMHU
denepanbHON
CITyKObI
0€30macHOCTH
Poccuiickoit

OIIK-6.3.3 3Haer cucremy
OpraHM3aI[MOHHBIX MEp, HAIIPAaBJIEHHBIX Ha
3alIUTy UH(OPMAIIMKM OTPAaHUYEHHOTO
JocTyna

OIIK-6.3.5 3HaeT OCHOBHBIE YTPO3bI
0e30MmacHOCTH UH(OPMALIMK U MOJIENH
HapywmuTesns o0bekTa HHpopMaTH3aU
OIIK-6.Y.1 ymeer pa3zpabaTsiBaTh MOJICTH
yrpo3 U MOJETHN HapyIIUTelNsi 00bEeKTa
nHpopmaTUzauu

OIIK-6.Y.2 ymeer pa3pabaTbIBaTh MPOEKTHI
WHCTPYKIHUW, PETJIAMEHTOB, MOJ0KEHUN U
MIPUKA30B, PEVIAMEHTUPYIOLIUX 3aLUTY
nH(pOpMaLIUK OTPAaHUYEHHOTO JIOCTyIa B
OpraHu3aLu

OIIK-6.Y.3 ymeer onpenenuTs NOJIATAKY
KOHTPOJIS 10CTYyTNa PaOOTHUKOB K
nH(pOpMaLIUK OTPAaHUYEHHOTO JJOCTYyTa
OIIK-6.Y .4 ymeet popmyaupoBaTh




denepannu, OCHOBHBIE TPeOOBaHUS, IPEIBSIBIIEMBIC K
denepanbHOI (buzmveckoit 3anmure 00bEKTa U

CITy>KOBI TIO IIPOILyCKHOMY PEXUMY B OpraHU3aluu
TEXHUYECKOMY U
AKCIIOPTHOMY
KOHTPOJTIO

OIIK-10 Cnoco0eH B
Ka4yecTBe
TEXHHYECKOTO
CHeIHAIHNCTa
MPUHUMATDH y9acTHE
B (hopmMupoBaHumn

IIOJINTUKHU OIIK-10.3.2 3HaeT npaBoBbIE OCHOBBI

MH(POPMALIMOHHOM OpraHu3alK 3aLUThI IEPCOHATIBHBIX

0e301acHOCTH, JAHHBIX U OXpaHbl PE3YyJIbTaTOB
ObwenpodeccuoHanbHbIe | OPraHU30BBIBATE U UHTEJUIEKTYaJIbHOM 1€ TeIbHOCTH
KOMIIETCHIINH IIOJICPKUBATH OIIK-10.3.3 3HaeT NpUHIMUIIBI

BBINOJIHEHHUE (hopMHUpPOBaHUS TOJTUTUKH

KOMIUIEKCa Mep 1O MH(POPMALMOHHON O€30MTaCHOCTH

o0ecrneyeHno OpraHu3aIHu

MH(}OpMaLIOHHON

0€e30IacHOCTH,

YIOPaBIATh

MPOIIECCOM UX
peanu3anuu Ha
00BEKTE 3aIIUTHI

OIIK-1.4 Cnocoben
OIICHUBATh YPOBEHb

0e301macHOCTH OIIK-1.4.Y.1 ymeer omnpenensiTh ypoBEHb
KOMIIBIOTEPHBIX 0€30MaCHOCTH U COOTBETCTBHE MPOPHUITIO
O6menpodeccroHanbHbIE .
CUCTEM U ceTeill, B 3alUTHI
KOMIIETEHIIUH T10
TOM YHCJIE B OIIK-1.4.Y.2 ymeeT aHaIu3UpOBaTh YIPO3bI
HaIpaBJIEHHOCTU
COOTBETCTBUU C 0e30MmacHOCTH UH(OpMAaLIMH B
HOPMAaTHUBHBIMU U KOMITbIOTEPHBIX CHCTEMaX U CETAX
KOPIOpPaTUBHBIMU
TpeOoBaHUSIMU

2. Mecro nucuumiaussl B ctpyktype OI1

Hucnurnnuna MoxkeT 6a3upoBaThCsl HA 3HAHUSX, paHee TPUOOPETEHHBIX 00YUYaIOITUMUCS
MIPU U3YUYEHUH CIIETYIOLUX TUCIUILINH:
— TexHoMOrUM U METOBI IPOTPAMMHUPOBAHUS»
—  «OcHOBBI HH(OPMAIIMOHHOH 0€30MaCHOCTH
— «be3zomacHoctb cereit 9BM»
— «3amura nHMOpPMAIIUU OT YTEUKU MO TEXHUUECKUM KaHaTam»
— «Meronp! 1 cpencTBa KpUNTOrpaQuuecKoit 3amuThl HHPOPMAIHI
—  «Oprannzanust 9BM 1 BBIUUCIUTEIBHBIX CHCTEM))
— «Cetu u cuctemsbl epesauu nHGoOpMaLUI»
—  «Teopus nuapopManMOHHON OE30TTACHOCTH

3HaHUs, TMOJYyYEHHbIE NPU M3YyUYEHUHM Marepuana JaHHOM JAMCIMUIUIMHBL, MUMEIT Kak
CaMOCTOSITENIbHOE 3HAUY€HUE, TAK U MOTYT HCIIOIb30BaThCs MPU U3yUYEHUU IPYTUX TUCIUIUINH!
— « [IpousBonacTBeHHas IpeAUILIIOMHAS TPAKTUKAY,

— «["ocynapcTBeHHast UTOrOBasi aTTECTALUS




3. O0BeM U TpyIOEMKOCTh TUCITUTLIAHBI
JlanHbie 00 00mEM O0beMe JMCIUILUIMHBI, TPYIOSMKOCTH OT/ACIBHBIX BHIOB Y4EOHOU
paboThI 1O TUCIUILIMHE (M paclpeieieHue 3TOH TPYA0EMKOCTH 110 CEMECTpaM) MPEICTaBICHBI B
Tadymue 2.

Tabmuna 2 — O0beM U TPYJAOEMKOCTh JUCIUITIIUHBI

TpynoemMKoCTh 110
Bun yuebnoit pabotbl Bcero ceMecTpam
Ne8
1 2 3
Oowan mpyooemKocmsp OUCUUNTIUHDL, 3/ 108 3/ 108
3E/ (uac)
U3 nux uacos npakmuyeckoii 0020MoeKu
AyoumopHhuie 3anamus, BCETO 4ac. 40 40
B TOM YHCIIE:
nexmu (JI), (gac) 20 20
npakTudeckue/cemunapckue 3anatus (I13),
(dac)
nabopaTtopHbie paboTs (JIP), (yac) 20 20
KypcoBoii npoekT (padota) (KII, KP), (uac)
9K3aMeH, (Jac) 27 27
CamocmoamenvHnas paboma, Bcero (dac) 41 41
Buo npomesicymounoit ammecmayuu: 3ayer,
madd. 3ager, sk3amer (3auer, Judd. 3auq, OK3. JK3.
OK3.*%*)

[pumeuanue: = KaHIUMIaTCKUN JK3aMeH

4. CopneprxaHue JUCHUIUIMHBI
4.1. PacnpeneneHue TpyI0EMKOCTH JUCIUILIMHBI IO pa3jesiaM U BUAAM 3aHITHIA.
Paznensl, TeMbl TUCHMITIIMHBI U UX TPYI0EMKOCTh NPUBEIEHBI B Ta0nuLe 3.

Tabauna 3 — Pa3ensl, TeMbl AUCUUILINHBL, X TPYAOEMKOCTh

Jlexuu 113 JIP KII CPC
(gac) (C3) (gac) (4ac) (gac)

Paznensl, TeMBI TUCITATIIMHEBL

Cemectp 9

Paznen 1. Ocuossl ynpasnenus Ub

Tema 1.1. BBenenue [Tonsatue mnpouecca
ynpasienus b

Tema 1.2. Ilonutuka rocymapcTBa B 00IacTH
nH(pOpPMaLlMOHHON 06€30MacHOCTH

Tema 1.3. bazossle Bonpocs! ynpasinenus Vb
Tewma 1.4. CrangapTtu3zanus B 001acTu
ypasienus b

Paznen 2. [lonutrka 6€30MacHOCTH OpraHu3alun
Tema 2.1. Haznauenue u cojiepkaHue MOJIUTUKA
0e30MacHOCTH

Tema 2.2. Ynpasnenue aktuBamu. be3omnacHocTs, 2 2 6
CBSI3aHHAS C YNPABJICHUEM [IEPCOHAIOM
Tema 2.3. JKu3HEHHBIN HUKI TOJTUTHKU
0e30MacHOCTH




Pa3znen 3. Cucremsl ynpasnenus b

Tema 3.1. IlpoueccHblil mOAXOA K YHPaBICHHUIO
b

Tema 3.2. O6nacte nesreapnoctu CYUDB

Tema 3.3. PoneBas ctpykrypa CYUB

Tema 3.4. Ilonmutuka CYUB

Pasznen 4. OcHoBbl ynipaBienus puckamu 1b

Tema 4.1. Yrpo3sl U HapymuTeaud O€30MMacHOCTH
uHpopMaun 4 4 7
Tewma 4.2. Puckonorusa Ub

Tema 4.3. Metoap! aHasiu3a puckos b

Paznen 5. Ilpoueccs! ynpasienust Ub

Tema 5.1. OcHosuble nponeccsl CYUD

Tewma 5.2. BHenpenue pa3paboTaHHBIX MPOIIECCOB
Tema 5.3. Bueapenue Mep (KOHTPOJIbHBIX|
npoueayp) mno odecrneuenuto b

Tema 5.5. Ilpomnecc «YmpamieHnue uHuuaeHTamy 4 4 8
Nb»

Tema 5.6 Ilponecc «ObecnieueHne HENPEPLIBHOCTH]
BeJICHUs OM3HECa»

Tema 5.7. Dkcmtyaranuus U HE3aBUCUMBIHN ayauT
CYUb

Paznen 6. Cucrembl 0OHapy)eHUS U
IPEJOTBPALICHNS KOMIIBIOTEPHBIX aTaK

Tema 6.1. TpeboBanus k cucremMam OOHapyKEHUSI
U MPEIOTBPAIIEHUS KOMITBIOTEPHBIX aTak

Tema 6.2, CucTeMbl aHaJIM3a 3aIIUIIIEHHOCTH.
Cuctembl 0OHapyKEHHUs aTaKk 4 4 8
Tema 6.3. CucteMbl KOHTPOJIS LIETOCTHOCTUOMUH
CucTeMbl aHaIM3a KypPHAJIOB PErUCcTpaluu

Tema 6.4. Kputepuu BbiOOpa cuctem
oOHapy’KeHUs U NPEJOTBPALICHNUS KOMIIBIOTEPHBIX
aTaK

Hroro B cemectpe: 20 20 41

Hroro 20 20 0 41

IIpakTrueckass IOATNOTOBKA 3aKIIOYAETCAd B  HEMOCPEICTBEHHOM  BBINOJIHEHUU
o0y4JallmMMHUCS  OINpENeJeHHBbIX  TPYAOBBIX  (YHKUMH,  CBSI3aHHBIX ¢ Oy;yuiei
npodecCHOHATBHOMN 1€ TETbHOCTBIO.

4.2. ConepxaHue pa3/ieJioB U TEM JICKIIHOHHBIX 3aHSATHH.
Coneprxanne pa3iesIoB U TEM JICKITMOHHBIX 3aHITHI MPUBEICHO B TaOHIIE 4.

Ta6muma 4 — ConepxaHue pa3aesioB U TeM JIEKIIMOHHOTO UK

HOMCp pasaciia HazBanue u COACPIKAaHUC PA3CJIOB U TCM JICKITUOHHBIX 3aHATUH

1 OcHosbl ynpasienus Ub

Tema 1.1. BBenenue ITonsarue mnponecca ynpasienus Hb
(memoHcTpaIus ciaaiaoB)

Tema 1.2. [TonuTHka rocyaapctsa B 001acTd MHGOPMAITMOHHON
0€30macHOCTH (JIEMOHCTPAIIHS CJIAN]IOB)




Tema 1.3. bazoBbeie Bompocel ynpasieHuss Wb (nemoncTpanus
CJaiI0B)
Tema 1.4. Crangaptuzauus B odnactu ynpasienus b

(nemoHcTpanus ciaaiioB)

2 IHonuTuKa 6€301ACHOCTH OPraHU3ALMUU

Tewma 2.1. HazHauenue u copepkaHue MOJUTUKU O€30TIaCHOCTH
(nemoHcTpanus ciaaiioB)

Tema 2.2. YipaBnenue aktuBaMu. bezonacHOCTh, CBsI3aHHAas €
YIPaBIEHUEM IIEPCOHATIOM (AEMOHCTpALUs CJIalI0B)

Tema 2.3. JKus3HEHHBIH IUKII TIOJIMTHKH OC30IIaCHOCTH
(nemMoHcTpaIus ciaaiiioB)

3 Cucremsbl ynpasienusi Ub

Tema 3.1. [IlpoueccHbii mnoaxoxn k ympasienuto Wb
(memoHcTpaIus ciaaiaoB)

Tema 3.2. O6nacte pnesrensHocTH CYUB (memoncTpanms
CJIaiI0B)

Tema 3.3. PoneBas ctpykrypa CYUDB (nemoHcTpamus ciaiiioB)
Tema 3.4. ITonmutuka CYUDB (nemoHcTpanus ciaaiioB)

4 OcHoBbl ynpasJenusi puckamu Ub

Tema 4.1. Yrpo3sl u HapymmrTenu Oe3o0mnacHOCTH HHGOpMaLUY]
(memoHcTpaus ciaaiaoB)

Tema 4.2. Puckonorust b (memoHcTparus ciaaiaoB)

Tema 4.3. Merozs! ananusa puckoB Ub (nemoncTpanus

CJIaiI0B)

5 IIpoueccnl ynpaBiaenus Ub

Tema 5.1. OcHosuble nponeccsl CYUD (nemMoHcTpanus cinaiij1oB)
Tema 5.2. BHenpenue pazpaboTaHHBIX MPOIECCOB (JIEMOHCTpAIHS]
CJaiioB)

Tema 5.3. Baempenne wmep (KOHTPOJIBHBIX MPOIENyp) IO
obecnieuenuro b (memoHcTpanus cnaiioB)

Tema 5.5. [Ilpomecc «¥Ymnpasnenue uHOMAeHTamMu by
(memoHcTpaIus ciaaiaoB)

Tema 5.6 Ilpomecc «OOecneueHrne HEMPEPHIBHOCTH BeEICHUS
OusHeca» (IeMOHCTpAIUs CIIaliI0B)

Tema 5.7. DOxcruyatanuss W He3aBucuMblii  ayautr CYUDB
(IeMoHCTpaIys claiiioB)

6 Cucrembl 00HApYKeHHUS U NPEIOTBPALLICHUSI KOMIIBIOTEPHBIX
aTak

Tema 6.1. TpeboBaHUs K cucTeMaM OOHApYKEHUS U
MPEIOTBPALICHHUS KOMITBIOTEPHBIX aTak (JIEMOHCTpAIUs CJIaiiI0B)
Tema 6.2, CucteMbl aHaJIH3a 3aMIIeHHOCTH. CHCTEMBI
0OHapyXeHUs aTak (JEMOHCTpAIHs CJIaliI0B)

Tema 6.3. CrucreMbl KOHTPOJIS LETOCTHOCTUOMUH CHCTEMBI
aHaJn3a XypHAJIOB PETUCTPAIH (JIEMOHCTpAIUs CIai0B)

Tema 6.4. Kputepun BbeIOOpa cHCTEM OOHapyX eHUsS U
MIPEIOTBPALICHHS] KOMITbIOTEPHBIX aTak (JIEeMOHCTpAIUsl CJIaifI0B)

4.3. Tlpaktuyeckue (ceMUHAPCKUE) 3aHATUS
Tembl mpakTUUECKUX 3aHATHI U UX TPYJIOEMKOCTh IPUBEIEHBI B TaOIHUIIE 5.

Ta6J'II/II_Ia 5— HpaKTI/ILICCKI/IC 3aHATUSA U UX TPYAOCMKOCTDb



N3 aux Ne
Ne | Tewmsl npaktudeckux | @opmel npakTudeckux | TpyroeMKOCTb, |IIPAaKTUYECKOM |pasnena
/1 3aHSATUN 3aHATUN (uac) MMOATOTOBKH, | THUCITHIT

("ac) JIUHBI
VY4eOHBIM MJITaHOM HE MPEAYCMOTPEHO
| |
Bcero
4.4, JlabopaTopHBbIEC 3aHATHS
Tewmbl 1a00opaTOPHBIX 3aHATUH U UX TPYJAOEMKOCTh IPUBEACHBI B TA0IHIIE 6.
Tabmuna 6 — JlaboparopHble 3aHSITHS U UX TPYJI0OEMKOCTh

N3 Hux Ne
No HauMeHOBaHHe 1a6opaTopHbIX paGoT TpynoeMKocTb, | IpakKTUYECKOU | pa3jena
/11 (gac) MOJATOTOBKH, | JUCITHII

(dac) JINHBI
Cemectp 9
1 Pa3paboTtka Mozenu yrpo3 6e30macHOCTH 4 1-3
uH(popMaLuu
2 | ®opMmupoBaHHUE 3aIaHU 1O OE30MACHOCTH U 4 2,3
SIEM-3kocucTeMbl
3 CO6op s1oroB coObITHIT MHOOPMATMOHHON 4 4-6
6e3omacHoctu B AirSIEM
4 Peructparus uamuaentos B AirSIEM 8 4-5
Bcero 20

4.5. KypcoBoe npoeKTHupoBaHUE/ BBHITIOJIHEHHE KyPCOBOM PabOTHI

Y4eOHbIM MJIaHOM HE PEAYCMOTPEHO

4.6. CamocrosTenbHas paboTa 00yJaroIIIXcs
Bunasl camoctosTensHON paboOThI M €€ TPYI0EMKOCTh NPUBEIEHBI B Ta0IuIEe 7.

Tabauna 7 — Busbl camocToATebHONU pabOThI M €€ TPYAOEMKOCTh

. Bcero, | Cemectp 8,
Bua camocrositensHOM paboThI
qac qac
1 2 3
H3ydeHue TeopeTHuecKkoro MmaTepuania 20 20
qucturiaHel (TO)
KypcoBoe npoextuposanue (KII, KP)
PacuetHo-rpaduueckue 3ananus (PI'3)
Brimosnnaenue pegepata (P)
[ToaroroBka K TEKyIIeMy KOHTPOJIIO 14 14
ycneBaemoctu (TKYVY)
Jomamnee 3amganne (/13)
Kontposbuble pabotsl 3a04HuKoB (KP3)
IToaroToBKa K MPOMEXYTOYHOMU 7 7
arrectanuu (I1A)




Beero: | 41 | 41 |

5. IlepedyeHnb yueOHO-METOUYECKOTO 00ECTICUCHUS
JUISL CAMOCTOSITENIbHON PabOThI 00yUaIOMUXCS MO0 JUCHUIUTHHE (MOJIYJIIIO)
Y4eOHO-MeTOIMYEeCKUEe MaTepuaibl JUIsl CaMOCTOSTENIbHOM paboThl 00ydalomuXcsl yKa3aHbl B
.. 7-11.

6. IlepeueHb MeYaTHBIX U ANEKTPOHHBIX YUEOHBIX N3TaHUN
IlepedyeHb neyaTHBIX U 3JIEKTPOHHBIX YUEOHBIX U3/1aHUH NpHUBeeH B TadauIe 8.
Tabauna 8— IlepedeHb MeYaTHBIX U JIEKTPOHHBIX YUEOHBIX M3TaHHIMA

HIndp/ KommuecTBo 9K3eMILTSIPOB B
URL a p ec bubnuorpaduueckas ccpiika oubmoreke
AP (KpOMe JIEKTPOHHBIX IK3EMILISIPOB)

Komiuectso 3x3eMInIsIpoB B
bubnuorpaduueckas ccplika OndIMoTeKe
(KpOMe JIEKTPOHHBIX SK3EMILISIPOB)

Mudp/
URL anpec

['ocynapcTBeHHast UTOTOBasi aTTECTAUA !
METOJMYECKHE YKa3aHUsI 110 MOJATOTOBKE K
roCy/IapCTBEHHOMY 2K3aMEHY U HaIllMCaHUIO U
3allUTe BBITYCKHON KBAIU(PUKAIIMOHHOM
pabotsl / C.-Iletepb. roc. yH-T a3pOKOCM.
npubopoctpoenus ; coct.: C. I'. @omuuesa, 5)
T. H. Enuna, B. A. MbuibHHKOB. - CaHKT-
[TetepOypr : U3n-Bo I'VAIIL, 2021. - 79 c. :
puc., Tabm. - bubnuorp.: c. 79 (10 HasB.). - b.
1. - TeKCT : HemoCpeACTBEHHBIN.

37
72

®domuueBa, Cernana ['puropbeBHa.
O6paboTtka nHpopMaIy B
pacrpenieNieHHbIX CUCTeMaXx : yaeOHoe
nocobue / C. I'. ®omuuesa ; C.-Iletepb. roc.
YH-T a3pOKOCM. iprubopocTpoeHus. - CaHKT- 5)
[TerepOypr : Uzn-so I'VAII, 2020. - 132 c. ;
131 c. : puc. - bubmuorp.: ¢. 123 (17 Hass.). -
ISBN 978-5-8088-1487-5 : b. 11. - Tekcr :

HEMOCPEICTBEHHBIN

004
D 76

bes3arees, Cepreii BanenTuHoBHY (1-p TEXH.
HayK, JO1L.).

[TporpamMupoBaHue 3aa4 o
o0ecreueHnI0 HHPOPMAIIMOHHOM
0€30IaCHOCTH : JJaOOPAaTOPHBIN MPAKTUKYM /
C. B. beszarees, C. I'. ®omuuena ; C.- 5
[Terep®. roc. yH-T a9pOKOCM.
npubopoctpoenus. - Cankt-IleTepOypr :
Uzn-Bo I'VAIL, 2020. - 89 c. : puc., Tadm. -
bubnuorp.: c. 88 (10 nass.). - b. 1. - Teker :
HEIOCPEICTBCHHBIMN.

004
b 39

3uma, B. M.

004 Be3omacHOCTE Iri100adbHBIX CETEBBIX

3-62 texuosioruii / B. M. 3uma, A. A. MoaioBsH,
H. A. MonnossH. - 2-e u3z. - CI16. : BXB -




[TeTepOypr, 2015. - 368 c. : puc. - (Macrep
cucrem). - bubamorp.: ¢. 351 - 353 (31
Ha3B.).- [Ipeam. ykas.:c. 354 - 362. - ISBN
978-5-94157-213-7 : 419.00 p. - Tekcr :

HEMOCPEICTBEHHBIN

007
B 67

Bonakosa, B. H.

Teopus cUCTEM U CUCTEMHBIN aHAJIM3 :
y4eOHUK Ui akaJleMU4YecKoro bakaitaBpuara
/ B. H. BonkoBa, A. A. Jleaucos ; Harr.
ucciaen. C.-Ilerep6. roc. moauTexH. yH-T. - 2-
e u3., nepepad. u gom. - M. : FOpaiit, 2015. -
616 c. : puc. - (bakanaBp. AxageMUYeCKUiA
Kypc). - [Ipenm. yka3s.: c. 600 - 606. - Mmen.
yka3.: ¢. 607 - 609. - bubnuorp.: c. 610 - 616
(109 nass.). - ISBN 978-5-9916-4783-0 :
870.87 p. - Tekct : HEMOCPEICTBEHHBIM.
Nmeet rpud YMO Briciiero o0pa3zoBaHus

10

004
" 85

Hcaes, I'. H.

[TpoexTrpoBanre MHPOPMAITUOHHBIX
cucteM : yue6Hoe rocodue / I'. H. Hcaes. - 2-
e u3l., crep. - M. : OMET'A-JI, 2015. - 424 c.
: puc., Tab. - (Beiciiee TexHHUECKOE
oOpazoBanue). - bubmumorp.: c. 421 - 424 (61
Ha3B.) . - ISBN 978-5-370-03507-4 : 401.60
p. - TekcT : HemocpeACTBEHHBIN.

Ha ctp. 7 - 8: Cniucok cokpanieHuit

004
b 24

bapanoga, E. K.

WNudopmannonHas 6€300acHOCTb U 3alluTa
uH(popmanuu : yueobnoe nocodue / E. K.
bapanosa, A. B. baba. - 3-e uzn., nepepa0.
u jor. - M. : PUOP : UHOPA-M, 2017. - 322
C. : puc., Tabm. - (Bricuiee oOpa3oBanue). -
bubmwmorp.: c. 313 - 316 (56 Ha3B.). - ISBN
978-5-369-01450-9 (PUOP). - ISBN 978-5-
16-011164-3 (MHDPA-M) : 942.63 p. -
TekcT : HemocpeACTBEHHBIH.

Nmeet rpud YMO no o6pazoBanuio B
00J1aCTH NPUKIATHON HHPOPMATHKH

004.4
" 46

Nneuna, lapsst BuktopoBHa.
[TpoexTupoBanue u pa3padoTka
0e30MacHbIX BEO-NPUIIOKEHUH | yueOHOe
noco6ue / 1. B. Unwuna ; C.-ITetep0. roc.
YH-T a9pOKOCM. IpuOopocTpoeHust. - CaHKT-
[TetepOypr : U3n-Bo I'YAIIL, 2019. -43 c. :
puc. - bubmmorp.: ¢. 42 (2 Ha3.). - ISBN 978-
5-8088-1434-9 : b. 1. - Teker :

HEIOCPEICTBEHHBIM.

004.7
K95

Kyunn, Hukonaii BanentuHoBuy (11011, ).
MHOTroypOBHEBbIE CUCTEMBI U 00JIaYHbIC
BbIUUCIIEHUS : yueOHoe nocooue / H. B.
Kyuun, A. YO. Momuanos ; C.-Iletep6. roc.
YH-T a3pOKocM. ipudopoctpoenusi. - CII6. :




Uzp-so I'VAIL 2018. - 136 c. : puc. -
bubnuorp.: c. 133 (14 nass.). - ISBN 978-5-
8088-1250-5 : b. 1. - Tekcr :
HETOCPEACTBEHHBIN

7. IlepeyeHb AMEKTPOHHBIX 00Pa30BATEIBHBIX PECYPCOB
MH(}OPMaLMOHHO-TEIIEKOMMYHHUKAITMOHHOM ceTn «IHTepHeT»
Ilepeuenn AIIEKTPOHHBIX 00pa3oBaTEeNbHBIX pecypcos UH(POPMAIMOHHO-
TEJIEeKOMMYHUKALIMOHHON ceTu «VHTepHeT», HEOOXOAUMBIX Jii OCBOCHHUS JUCIHILIMHBI
npuBezeH B Tabnuue 9.

Tabmuua 9 — IlepedyeHb 3IEKTPOHHBIX OO0pa30BaTEIbHBIX PECYpPCOB HH(POPMALUOHHO-
TEJIEKOMMYHUKAMOHHOU ceTtu «HTepHET»
URL anpec HaumenoBanue

http://www.intuit.ru/studies/courses/10/10/info | Bnamumup ["anarerko. OCHOBBI
uH(popMalMOHHON O6e30macHoCTH (Kype
JEKUUH, C TUCTAaHIIMOHHBIM 00yUEHHUEM)

https://ru.coursera.org/learn/management- Copokun Asnekcanap Biaagumuposuy.
informacionnoi-bezopasnosti#syllabus MeHepKMEeHT HHPOPMALMOHHOM 0e30MacHOCTH

8. Ilepeuenpr nH(HOPMALMOHHBIX TEXHOJIOTHIA
8.1. [lepeyenp mporpaMMHOTO oOOeCHeueHHs, HCIOJIb3yEeMOTO0 IPH OCYIIECTBICHUU
00pa3oBaTENLHOTO MpoIecca MO JUCIUILIIHHE.
[lepedeHp UCTIONB3yEMOTr0 IPOTPAMMHOTO OOecrieueH s npeacTasieH B Tadmuie 10.

Tabmuna 10— [lepeuens nporpaMMHOro obecredeHus

Ne i/t HaumenoBanue

He npenycmotpeno

8.2. Ilepeuenn UH(OPMAIIMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEeMbIX npu
OCYIIECTBIICHUU 00Pa30BaTEILHOTO MPOIlecca MO JUCIUILTHHE

[lepeuens HCHONB3yEMBIX HH(DOPMALIMOHHO-CIIPABOYHBIX CHCTEM TIPEICTABICH B
Tabauie 11.

Tabnuua 11— IlepedyeHb MHPOPMALIMOHHO-CIIPABOYHBIX CUCTEM

No /1t HaunmenoBanue

He mpenycmorpeno

9. MarepuanpHO-TeXHHYECKast 6a3a
CoctaB MaTepUambHO-TEXHHUECKON 0a3bl, HEOOXOAMMOW IS  OCYILIECTBIICHUS
00pa3zoBaTenbHOrO MpoIiecca Mo JUCIUIIINHE, TPeICTaBlIeH B Tabmiel 2.

Tabnuna 12 — CoctaB MaTepHallbHO-TEXHIUYECKOH 06a3bl

Ne HaumeHnoBaHMe cocTaBHON 4acTu Howmep aynutopun
n/m MaTepUaIbHO-TEXHUUECKOH 0a3bl (pu HEOOXOMMOCTH)

1 | JlexuuoHHas ayiuTopus

MynbTUMeaUiTHAS TEKINOHHAS 8y AUTOPUS

3 | Knacc nnst nenoBoit urpsl

10. OmneHouHbIe CpeACTBa IS TPOBECHHS TPOMEXKYTOTHOH aTTECTAIIH




10.1. CoctaB OIICHOYHBIX CPEACTBIUISI TMPOBEICHUS MPOMEKYTOYHOM aTTECTallUuU
00ydaromuxcs Mo AUCHUTUINHE TPUBEACH B Tabmuie 13.
Tabauna 13 — CocTaB OLIEHOYHBIX CPEACTB JUIsl POBEACHUS IPOMEKYTOUYHOM aTTecTaluu

Bua npoMexyTO4HO# aTrTecTanuu [lepedyeHpb OLIEHOYHBIX CPEJCTB
OK3aMeH Crrcox BOIPOCOB K 3K3aMEHY;
DK3aMeHalMOHHbIE OUJIETHI;
3amauu;
TecTsl.

10.2. B kayecTBe KpUTEpUEB OICHKH YPOBHA C(HOPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00y4YarolMHcs MPUMEHseTCsl 5-0ayuibHas IIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIINI, KOTopas mpuBeaeHa B Tabuuie 14. B TeueHne cemecTpa MOXKET UCIOIB30BAThCS
100-6amtpbHast ~ mIKajga ~— MOAYJIBHO-PEUTHHTOBOM  CHCTEMBl  YHUBEpPCUTETa,  IpaBUja
UCTIOJIB30BaHUSI KOTOPOW, YCTAaHOBJIEHBI COOTBETCTBYIOIIUM JIOKAJILHBIM HOPMATUBHBIM aKTOM
['VAIL
Tabmuua 14 —Kputepuu oLieHKH YpOBHS CPOPMHUPOBAHHOCTH KOMIETEHITHI

OlieHKa KOMIIETCHITHH

Xapakrepructika chOpMUPOBAHHBIX KOMITCTEHITUI
5-0ayuipHasd MIKaia paKIep (bopup

— oOyuaromuiicss TIyOOKO H BCECTOPOHHE YCBOWI IPOTPAMMHBII
MaTepHa;

— YBEPEHHO, JIOTUYHO, ITOCIIEI0OBATEILHO U TPAMOTHO €TI0 M3J1aracr;

— ONUPAsCh HA 3HAHUS OCHOBHON W JIOTIOJHHUTEIBHOHN JIUTEPATYPHI,
TECHO MPUBS3LIBACT YCBOCHHBIC HAYYHBIC ITOJOXKCHHS C MPAKTUICCKON
JESITSIIbHOCTHIO HAIPABJICHHS;

— YMeJI0O 00OCHOBBIBAET U ApPTyMEHTUPYET BBIIIBUTAaEMbIC UM UJICH;

— JIeJIaeT BBIBOALI H 000OIIECHHUS;

— cBOOOJIHO BJIQJICET CUCTEMOM CIICIMAIN3HUPOBAHHBIX IIOHITHIA.

«OTIIMYHO»
(GavTCHO»

— oOyyJaronuiics TBEp0 YCBOMII MPOTPAMMHBIN MaTepuai, TpaMOTHO U
M0 CYILIECTBY WM3JlaraeéT €ro, ONWUpasCh Ha 3HAHUS OCHOBHOM
JUTEPATYPHI;

— HE JIOMYCKAeT CYIIECTBEHHBIX HETOYHOCTEIH;

— YBSI3BIBACT YCBOCHHBIC 3HAHUS C MPAKTHUYECKOW NEATEIbHOCTHIO
HaIlpaBJICHUS;

— apryMEHTUPYET HayUYHbI€ MOJIOKEHHUS;

— JIeJaeT BBIBOJBI M 0000IIEHHUS;

— BJIQJICET CUCTEMOM CIICIIMATN3UPOBAHHBIX TTOHSATHH.

«XOPOILIIO»
«3aYTCHO»

— o0yuyaromuiicss yCBOMJI TOJIBKO OCHOBHOW MPOrpaMMHBINA MaTepua,
M0 CYIIECTBY M3JIaraeT €ro, ONHpasch Ha 3HAHUSA TOJBKO OCHOBHOM
JTUTEPATYPHI,

— JIONyCKaeT HEeCYIIECTBEHHbIE OMMOKN U HETOYHOCTH;

— UCIIBITHIBAET 3aTPYJHEHUs B NPAKTUYECKOM NPUMEHEHUU 3HAHHUU
HaIlpaBJICHUS;

— cnabo apryMEHTHUPYET Hay4IHBIC MTOJ0KEHNS,

— 3aTpyaHseTcs B GOPMYJIUPOBAHUHN BBHIBOJOB M 000OIICHUH;

— YaCTHYHO BJIAJEET CUCTEMON CIIeIMAIU3UPOBAHHBIX OHSITHIA.

«y/IOBIIETBOPUTEITEHO
«3AYTCHO»

— oOyyaroluiicss He YCBOWJ 3HAYUTENbHOM 4YacTh MPOrpaMMHOTO
MaTepuana;

— JIONTyCKaeT  CYIICCTBCHHBIC  OIMMMOKA W  HETOYHOCTH  IPH
paccMOTpEeHHH MTPOOJIEM B KOHKPETHOM HalPaBIICHUY;

— UCTIBITHIBAET TPYJHOCTH B MPAKTUYECKOM MPUMEHEHUH 3HAHMIA,

— HE MOXET apryMEHTHPOBATh HAYYHBIE MTOJIOKEHHUS;

— He GopMyYJIHpYET BBIBOJIOB H 0000IICHU.

«HEYJIOBJIETBOPUTEITHHO
«HE 3aUTEHO»

10.3. TunoBbie KOHTPOJILHBIC 33/IaHUS MITM HHBIE MaTCPHAITBL.




Bomnpocsr (3amaun) nist sKx3aMeHa mpeacTaBiIeHbl B Tadmuie 15.

Tabmuna 15 — Bonpocs! (3agaun) 1S 9K3aMeHa

Ne i/t

[lepeuenp BonpocoB (3aa4) A IK3aMEHa

Kon
WHIUKATOpa

[TpuBenure yOeauTenbHbIE JOBOABI TOTO, YTO
uHpOpMaIMOHHAs 0€30MaCHOCTH - OJJHA U3 BAYKHEHUIINX
po0JIeM COBPEMEHHOM JKU3HH.

B dem 3akimouaeTcss OCHOBHasI 33/ja4a JOTHYECKOTO
ynpasieHus poctynom? Uro takoe Mmarpuna gocryna? Kakas
MHOPMAIHS aHATU3UPYETCS IPH NPUHITUHU PEIICHUS O
IIPEIOCTABIIEHUH A0CTyMa?

JaiiTe onpeznenenue cnocoda 3amuThl HHOOpMAaLUH.
OxapakTepu3yiTe OCHOBHBIE CITOCOOBI 3alUTHI. [lepednciuTe
OCHOBHBIC 3alIUTHBIC ICHCTBUS IIPU peaTi3alyy Croco00B
3.

[Tepeuncnure OCHOBHBIE BUIBI KOH(PHICHINATHHOM
nH(pOpMAaLNH, HYKJAIOIIEHCs B 3alIHUTe.
[TpoKOMMEHTHPYHTE BO3MOXKHOCTH OHOMETPUYIECKON
uACHTUUKAINH (ayTeHTU(DUKAIIH).

[Tepeuncnure OCHOBHBIE YTPO3bl KOH(DUACHIIMATEHOCTH
uHbOpMaNnH.

OIIK-5.3.4

JIist KakuX LeNed CITy>KUT CepPBHC aHalin3a 3aluiieHHoctu? B
9YeM 3aKITI09aeTCs CreuuKa ypaBlIeHHs, KaKk CepBHCa
Oe3omacHocTu?

OIIK-5.V 4

Oxapakrepusyiite mudppoBanue (Kpunrorpaduio) B KayecTe
OCHOBHOTO cepBuca 6e3onacHoctu C.

Uro Ttakoe rocynapcrBenHas taiina? [lepeunciure cBenenus,
KOTOpPBIE MOTYT OBITh OTHECEHBI K TOCYJJapCTBEHHOI TaiiHe.
[IpuBenuTe knaccuduKanio CBEACHUH, COCTABIISIONINX
roCy/IapCTBEHHYIO TaliHY, IO CTENEHSAM CEKPETHOCTH
[IpokoMMeHTUpYHTE MaposbHy0 HaeHTuuKanuto. Kakue
MepBI TIO3BOJISAIOT MTOBBICUTH HA/IEKHOCTD MTAPOIbHON
3aIAThI?

OxapakTepu3yiTe OCHOBHBIE YIPO3bl LIEJIOCTHOCTU
KOH(UIEHIMaIbHON HH(OpMaLIKH.

OIIK-6.3.3

Jlaiite onpenesieHne NepCcoOHANbHBIX JaHHbIX. Kakue cBenenus
MOTYT OBITh OTHECEHBI K IEPCOHAIbHBIM JJaHHBIM? KTO
ABJIAETCS AepKATEIEM MEPCOHAIBHBIX JAHHBIX?

OIIK-6.3.5

OxapakTepu3yiTe SKpaHUPOBaHUE B KAUECTBE OCHOBHOTO
cepBuca 6e3onacHoctu MIC. Urto Takoe firewall u kak on
byHKIHOHUPYET?

UYro Takoe 00bekThl yrpo3 Ub? B uem BoipakaroTcst yrpo3sl
uHpopmanun? KakoBsl OCHOBHbIE HCTOYHHUKH yTPO3
3amuiiaeMoit nHpopmaun? Kakossl 1enu yrpos
MH(pOPMAIIUU CO CTOPOHBI 3JI0YMBIIIUIEHHUKOB?

Kaxkas nadopmarius siBiasieTcst mpeIMEeTOM 3alUThI?
[lepeuncante OCHOBHbIE CBOICTBa MH(POPMALIUHU KaK
npeameTa 3auuThl. OXapakTepu3ynTe CEKpETHYIO U
KOH(HICHIIMATIBHYIO HH(POpMAIHIO.

[lepeuncnure OCHOBHbIE KOMIIOHEHTHI KOHIIENTYaIbHON
mozaemu UB. M300pa3ute rpaduyueckn cxeMy KOHIETITYaTbHOU
Mozenu cucreMsl Mb.

OIIK-6.VY.1




Jaiite onpeneneHre HHPOPMALMOHHON CUCTEMBI.
[lepeuncnure CTPyKTypHbIE KOMIIOHEHTHI HH(GOPMAITMOHHBIX
cucreM. UTo MOHUMAIOT MO UH(OPMAIIMOHHBIMH pecypcamMu
U npoueccamu?

UTo MoHUMAaETCs MOJI CHCTEMOM YIIpaBlIeHHs 0€3011acHOCTHIO?
KaxkoB ¢ynkimonan SIEM-cuctem?

[Iepeuncinre U OXapakTepU3yUTe 3aLUTHBIEC JEUCTBUS OT
HCJI x xonduneHnuansHoi nHGOpMAaIIH.

[lepeuncnure OCHOBHbIE IPUYHUHBI BAXKHOCTH IIPOTrPAMMHO-
texuudeckoro ypoBHs b. HazoBute ocHoBHBIE cepBHCH b
IIPOrPaMMHO-TEXHUYECKOTO0 YPOBHSI.

Urto Takoe UCTOYHUK yTrpo3 Oe3omnacHocT HHbopMauu?
Ha3oBuTe OCHOBHBIE HCTOYHHMKH IIPEIHAMEPEHHBIX YIPO3.
[lepeunciure HanpaBiIeHUs IOBCEIHEBHOM I€ATEIbHOCTH
CUCTEMHOI'0 a/IMMHHCTpaTOpa, 00ecreurBaroIIye
noaaepxkanue padorocnocodnoctu UC.

Yro Ttakoe kaHai yreuku nHGopmanuu? Yro takoe
TEXHUYECKU KaHal yTeuku nHpopmanuu? OxapakTepusyiiTe
CITy4aiiHBIN M OpTaHW30BaHHBIN KaHa yTeUKH HH(DOpMaIU.
B uewm 3akmiouaercs ocHOBHas crieniuduKa MpoueypHOro
yposHst Ub? [lepeuncnnte 0oCHOBHBIE KJIacChl Mep
npouenypHoro yposHsi Ub. [louemy Bonpocs! noaaepxanus
paborocniocobHocTH VC SBISIOTCS MPUHIMIHAIBHBIMHI Ha
npoueaypHom yposae Mb?

OIIK-6.Y .2

Kakum TpeGoBaHUAM TOJDKHA YIOBIETBOPATH HHPOpMALIHS,
YTOOBI €€ MOXHO OBLJIO OBl OTHECTH K CITyKeOHOI TaiiHe?
[IpuBenuTe nepeveHs CBeIEHU, KOTOPBIE HE MOTYT OBITH
OTHECEHBI K CTy’eOHOH MHPOpPMAaLIU OTPaHUYEHHOTO
pacnpocTpaHeHusl.

OIIK-6.Y.3

B uewm 3akmiouaetrcs OCHOBHAS 3a/1a4ya ayAuTa, Kak cepBuca
0e30macHOCTH?

JlaiiTe onpezeneHue 3aui@aeMoil nupopmalu u
OXapaKTepU3yHTe ee OCHOBHBIC TIPU3HAKH.

Uro Takoe uneHTHUKama? JlaiiTe TOIKOBaHUE MOHATHS
«ayTeHTHUHUKAHs». M3-3a KaKUX MPUYWH 3aTpyTHEHA
HaJe)KHas uAeHTUpUKaIHs?

Urto Takoe BpeOHOCHOE ITporpaMmHoe ooecnieueHue? Jlaiire
ornpezaeneHue «0oMObD», «4epBs», «BUpYyca». Kakue
HETaTUBHBIE TOCIIEACTBUS B GyHKIMOHUpoBaHuu NC
BBI3bIBACT BpeoHocHoe [107?

OIIK-6.Y 4

[Iepeuncinure 1 MPOKOMMEHTUPYWUTE 3aLIUTHBIE JEHCTBUS OT
yTE€UYKH KOH(DUICHINAIBHOW HHPOPMALINH.

JlaiiTe onpenenenue yrpo3 KOHPUIECHITHATFHON HHPOPMAIIUH.
Kakue nelicTBUS onpeaenstoT yrpo3bl KOH(pUIEeHIINATbHOMI
uHpopmanuu?

Haiite onpenenenue nuueH3uposanus. KTo Takue nuneH3uar
U JULEH3upyromue opranbl? [Touemy inieH3upoBanue u
cepTH(UKAIM BBICTYNAIOT B KAYECTBE CPE/ICTBA 3AIIUTHI
unpopmanun? [lepeuncnure nepeyeHb BUAOB AESITEIbHOCTH,
kacatormuxcst b, Ha ocyIiecTBiIeHne KOTOPBIX TPeOyIOTCs
JIMLIEH3HUH.

UYrto Takoe «MCTOUYHUK KOH(UISHIHATbHON nHpopManum»?

OIIK-
10.3.2




[Tepeuncnure OCHOBHBIC HCTOUHUKH KOH(DUIECHITNATBEHOM
nHpopMaIuu.

10.

[Tepeuncnure u oxapakTepU3yHTE OCHOBHBIC OOBEKTHI
npodeccuonanbHoit TaliHbl. Kakum Tpe6oBaHUSIM JOHKHA
yIOBJICTBOPATH HHPOPMAIIHS, YTOOBI €€ MOYKHO OBLIO OBI
OTHECTH K Ipo(eccroHanbHOMN TaiiHe?

Kakue ctatbu YTOJ0BHOTIO KOJEKCA HAIPSIMYIO KaCarOTCs
nH(popMannoHHOM 6e30macHocTr?

OIIK-
10.3.3

11.

Uro Ttakoe npotokosupoBanue? [IpokommeHTHpYyHTE
0COOCHHOCTH MPUMEHEHHS IaHHOTO cepBrca 0€30M1aCHOCTH.
UYro Takoe ynpasnenue puckamu? Ilouemy ynpasinenue
pUCKaMH paccMaTpUBAeTCs Ha AIMUHUCTPATUBHOM YPOBHE
NB? B yem 3akiito4aeTcst CyTb MEPONPUITHI IO YIPABICHUIO
puckamMu?

[lepeunciure BakHeMe 3a1a4u 00€CTIeUeHU
nHpopMannoHHo# 6e3omacHoctu PD.

HazoBure rimaBHyro 1eib Mep aIMUHUCTPATUBHOTO YPOBHS
UB. Yto nmoHnMaeTcs o MOJIUTUKON 0e30IMacHOCTH?
[IpuBenuTe NpUMEPHBINA CIIUCOK PELICHUI BEPXHETO YPOBHS
MOJINTUKU OE30MacCHOCTH.

UYro Takoe ataka? Yto Takoe okHO onacHocTH? Kakue
COOBITHS MTPOUCXOJAT BO BPEMS CYIIIECTBOBAHUS OKHA
OIacCHOCTU?

OIIK-
14.V.1

12.

Kakum TpeGoBaHUAM J10JDKHA OTBEYATh KOMMEpUecKas TaifHa?
OxapakTepu3yiiTe 0 CAaHOBHBIE CyOBEKTHI IIpaBa Ha
KoMMepuecKyto Taiiny. Kakas unpopmanus He MoXKeT ObITh
OTHECEHAa K KOMMEpPUECKOil Taline?

Packpoiite conep:kaHnue NOJIUTHIYECKUX, JKOHOMUUYECKUX H
OpPraHMU3aIlMOHHO-TEXHUUYECKUX (PaKTOPOB, BIUAIONIUX HA
cocTosiHue UH(popMaroHHoi 6e3onacHocTu PO.

Kakwue acniexkts! coBpemeHHbIX IC ¢ TOUkM 3peHus
0e30macHOCTH HanboJsee CyleCTBEeHHbI?
[IpokoMMeHTUpYIiTE HarOoJIee paclpOCTPAHEHHBIE YTIPO3bI
noctynHocTd. OXapakTepu3yHTe NporpaMMHbIE aTaKu Ha
JOCTYITHOCTb.

OIIK-
14V.2

Bompocs (3agaun) ans 3aueta / qud¢. 3adera npencrasieHsl B Tadauie 16.

Tabnuua 16 — Borpocs! (3a1aun) ais 3aueta / qudd. 3ayera

Ne /1t

[Tepeuens BompocoB (3amayu) mist 3adeta / nudd. 3auera

Kon
WHJIUKAaTOpa

Y4eOHbIM MJIAHOM HE MPEAYCMOTPEHO

[lepeuenr TeM [ KypcOBOTO TMPOEKTUPOBAHUS/BBIOIHEHUS KypCOBOM paboOThI
npezcTaBieHbl B Tadmuie 17.
Tabauna 17 — IlepeyeHb TeM Uil KYPCOBOTO IPOEKTHPOBAHHUS/BBIIIOJIHEHUSI KYPCOBOM pabOThI

[TpumepHBIii TepeueHb TeM ISl KYpCOBOT'O TPOEKTUPOBAHMSI/BBITIOIHEHUS

Ne n/mt .
KypCOBOW pabOThI
Y4eOHBIM IJIAHOM HE IPEAYCMOTPEHO
Bonpocel i mpoBeneHUS MPOMEKYTOYHOM aTTECTallMd B BHJE TECTHPOBAHUS

MpeJICTaBIeHbI B Ta0nwie 18.




Ta6mmma 18 — [IpumepHbIii TepedeHs BONPOCOB ISl TECTOB

y Koz
Ne n/mt IIpuMepHBIii IepeYeHb BOIIPOCOB ISl TECTOB
MHAMKATOpa
1 K xako# pa3HOBUIHOCTH MOJENEH YyIpaBICHUS TOCTYIIOM OTHOCUTCS OIIK-5.3.4
mozeinb bemna-Jla [Tagynsi?
a) MOJIeJIb IUCKPELIMOHHOIO JOCTYTIA;
0) MOJIeNTb MAHJATHOTO JIOCTYTIA;
B) poJieBasi MOJEJIb.
1 Kak Ha3pIBaroTCs yrpo3bl, BbI3BaHHBIE OIIMOKAMHU B IIPOEKTUPOBAHUH OIIK-5.V 4
AMUC u ee 31eMeHTOB, OIMOKaMHU B IPOTPaMMHOM O0ECIICUEHHUH,
omuOKamMu B ACHCTBUAX NEpcoHasa U T.1.7
3 K xakum mMepam 3aimThl OTHOCHTCS TIOJUTHKA 0€3011aCHOCTH? OIIK-6.3.3
a) K aIMUHUCTPATUBHEIM;
0) K 3aKOHOJIaTEIHHBIM;
B) K IPOrPaMMHO-TEXHUYCCKHM;
T') K IPOLIETYPHBIM.
4 B kakom U3 npezacTaBieHul MaTpUIbl JOCTya HanboJsee NpocTo OIIK-6.3.5
OTIpEACTUTH MOJIb30BaTENeH, HMEIOIIUX JOCTYII K ONpPeAeIEHHOMY
daiiny?
a) ACL;
0) CIMCKH TOTHOMOYHH CyOBEKTOB;
B) aTpUOYTHBIE CXEMBI.
5 Kak Ha3zpiBaeTcs CBOMCTBO MH(OPMALINY, O3HAYAIOIIEE OTCYTCTBUE OIIK-6.V.1
HEMPABOMOYHBIX, U HE MMPETYCMOTPEHHBIX €€ BJIaIeTbIeM H3MEHEHUIT?
a) 1IeJIOCTHOCTb;
0) aneTupyeMocTh;
B) JIOCTYITHOCTb;
T') KOH(UIEHIINAIEHOCTD;
1) AyTEHTUYHOCTh
6 K ocHOBHBIM IpHHIMIIAM MOCTPOEHUS cUCTEMBI 3aiuThl AIC OIIK-6.Y.2
OTHOCSITCS:
a) OTKPBITOCTb;
0) B3aMMO3aMEHSIEMOCTh TIOJICUCTEM 3aIlHUTHI;
B) MUHUMU3AIUS TPUBHIIETHIA;
I') KOMIUJIEKCHOCTb;
1) IPOCTOTA
7 Kaxkue u3 crneayronmx BeICKa3bIBaHUN 0 MOJieH yripasienus qoctynom | OIK-6.Y.3
RBAC cnpasenyiuBsi?
a) C KaXJIbIM CyOBEeKTOM (IT0JIb30BaTEIEM) MOXKET OBITH aCCOIMUPOBAHO
HECKOJIBKO pOJIeH;
0) posii yHOpsIOYECHBI B HEPAPXUIO;
B) C KaX/IbIM O0BEKTOM JIO0CTyIa aCCOLIMUPOBAHO HECKOJIBKO POJIeH ;
T) U KayKJI0M Mapbl «CyObeKT-00beKT» Ha3HAU€H HAaOOP BO3ZMOMKHBIX
paspeneHuin
8 . Hducnieryep gocryma... OIIK-6.V 4

a) ... UCTIOJIb3YeT 0a3y JaHHBIX 3aIIUTHI, B KOTOPOM XpaHATCA MpaBuiia
pasrpaHMyYeHHs JOCTYIIA;

0) ... ICTIONIB3YET aTPUOYTHBIE CXEMBI JJIS PEJCTABICHUS MaTPHUIIbI
JOCTYyTIa;

B) ... BBICTYIIAET IMOCPETHUKOM MPHU BCEX 0OpaIIeHUsIX CyOBEKTOB K
00BEKTaM;

r) ... GUKCUpPYeT HHPOPMALIMIO O MOMBITKAX JIOCTYNA B CHCTEMHOM




KypHaJe,;

9 Kaxkue npeanonoxenus BkitodaeT HehopmanbHas moaens Hapymutens? | OINK-
a) 0 BOBMOXKHOCTSIX HapyIIUTEIS; 10.3.2
0) 0 KaTeropusx JIMl, K KOTOPHIM MOKET MPUHAJJIeKATh HAPYILIUTEID;
B) O MPUBBIYKAX HAPYIIUTEIS;

T) O MPEeAbIAYIINX aTaKaxX, OCYLIECTBICHHBIX HAPYIIUTEIEM;

1) 00 ypoBHE 3HAHUI HAPYLIUTEIS

10 UYro npeacTaBisieT co0oi ToKTpruHa HH)OPMAITMOHHOM 0€30MMacHOCTH OIIK-
P®? 10.3.3
a) HOPMATHUBHO-TIPABOBOM aKT, YCTAHABIMBAIOIINN OTBETCTBEHHOCTH 32
MpaBOHAPYIIEHUS B chepe NHPOPMAITMOHHON 0€30MaCHOCTH;

0) benepanbHBIN 3aKOH, PETYJIMPYIONIUNA TPAaBOOTHOIICHUS B 00J1acTH
nH()OPMAIIMOHHON OE30MaCHOCTH;

B) IIeJIeBast IpOrpamMma pa3BUTHsI CUCTEMbI HH(OPMAIIMOHHON
6e3omacHoctr PD, npencrasisronias co00 mocie10BaTeIbHOCTh
CTaJMi U ITAIOB;

') COBOKYITHOCTh O(DHUIIMATBHBIX B3TJISAIOB HA [IEJIH, 3a/Ia49H, TPHHITUITHI
Y OCHOBHBIC Ha- MpaBJieHHsI oOecrieueH s UH(HOPMAIIMOHHON
6e3onacuoctu Poccuiickoii Penepanuu

11 K kakomy Buay Mep 3aIiuThl MHPOPMAILIUU OTHOCHTCS YTBEPIKICHHAS OIIK-
mporpaMma padot B 06JacTi 6€30macHOCTH? 1.4.V.1
a) MOJIUTHKA OE30MaCHOCTH BEPXHETO YPOBHS;

0) monuTrKa 6€30MaCHOCTH CPEIHETO YPOBHS;

B) IMOJINTHUKA 0€30IIACHOCTH HIDKHETO YPOBHS;

I') IPUHLIMIT MUHUMU3ALUN TPUBUIICT A

1) 3alMTa MOICPKUBAIOIIeH HHPPACTPYKTYPHI.

12 Kakue 13 nepeuncieHHbIX HUXKE YIpO3 OTHOCSTCS K Kilaccy OIIK-
IIpeTHaMEPEHHBIX ? 1.4.¥.2
a) 3apaKeHHe KOMITbIOTEpa BUPYCaMH;

0) ¢pu3nueckoe pa3pylIeHUE CUCTEMBI B pe3yJbTaTe MoXapa;

B) OTKJIFOUEHUE WJIM BBIBOJ U3 CTPOS MOJCUCTEM 00€CIIEUEHHUSI
(YHKIIMOHMPOBAHUS BbI- YUCIUTEIBHBIX CUCTEM (JICKTPOMUTAHUS,
OXJIQXKJICHUS ¥ BEHTHJISIINH, JIMHUH CBSI3U U T.I1.);

I') IPOEKTHUPOBAHUE APXUTEKTYPBl CUCTEMBI, TEXHOJIOTUU 00pabOTKH
JAHHBIX, pa3pad0TKa MPUKIIAJHBIX IIPOTPAMM, C BO3MOXKXHOCTSIMH,
MPEJCTABISAIOIIMMHU OMACHOCTb JUI pa0b0TOCTIOCOOHOCTH CUCTEMBI U
0e30macHOCTH HH(OpMaLINH;

1) YTeHUE OCTaTOYHOU MH(POPMALIMHU U3 ONIEPATUBHOM MaMATH U C
BHEIIHUX 3aIlIOMHHAIONINX YCTPOMCTB;

€) BCKpBITHE HIM(PPOB KPUNTOZALUIMTHI HH(OpMALIUU

[lepeueHb TeM KOHTPOJBHBIX PAbOT MO MUCIUIUIMHE OOYYaroUIMXcs 3a049HON (GopMbl
00y4eHus1, TpeICTaBIICHBI B Tabmie 19.

Tabmuua 19 — IlepeueHb KOHTPOJIBHBIX paboT

No /it [TepeyeHb KOHTPOJIBHBIX PAOOT

He npenycmorpeno

10.4. Meroguueckue  Marepuaibl,  ONPEACISAIONIME  TPOIEIYyphl  OICHUBAHHUS
UH/IMKATOPOB, XapaKTEpU3YIOMIMX dTanmbl (HOpPMUPOBAHHMS KOMIIETEHLMH, COAepKarcs B
JOKaJbHBIX HOpMaTuBHBIX akrtax [VYAIL, peraMeHTHpYOIKUX MOPSAOK W MPOLEAYypYy
IPOBEICHUS TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOUHOW aTTeCTallui 00ydaromuxcs
I'VAIL




11. Meroauueckue yKazaHus JUisi 00y4aroIMXCsl 10 OCBOCHUIO AUCITUTIINHBI

11.1. Meroauueckue ykazaHus A OOy4yaroIIMXCs 10 OCBOEHHMIO JIEKLIHOHHOTO
MaTepuaia

OcHOBHOE Ha3HA4Y€HHE JIEKIIMOHHOIO MaTepuana — JIOTUYECKH CTPOMHOE, CHUCTEMHOE,
riyOOKoe W SCHOE H3JIOKEHHE ydeOHOoro marepuana. HasHadeHune COBpEMEHHOH JIeKIMU B
paMKax TUCLMIIJIMHBI HE B TOM, YTOOBI MOJIyYUTh BCIO MH(OPMALMIO 110 TEME, a B OCBOCHUHU
(dyHIaMEHTAJIBHBIX TpPOOJIEeM JUCHUIUIMHBL, METOJOB HAy4YHOrO IMO3HAHMSA, HOBEUIIMX
JOCTHO)KEHUH Hay4dHOH MbIcinu. B yueOHOM mporiecce JEeKIHs BBIIOJIHAET METOAO0JIOIHYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (YHKUMHU. JIEKIMs pacKpbIBaeT MOHATUHHBIN anmapar
KOHKPETHOW o0yiacTH 3HaHus, €€ mpoOseMbl, AAaeT LEeJbHOE NPEACTaBIECHUE O AUCLUILIMHE,
[IOKAa3bIBAET B3aUMOCBS3b C IPYTUMU AUCLUIIIIMHAMM.

ITnanupyemble pe3yabTaThl IPU OCBOEHUH 00YYarOIUMUCS JEKIIMOHHOTO MaTepHaa;

— TIOJYyYEHUE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBA3aHHBIX 3HAHUN, YPOBEHb
KOTOPBIX ONPEIEISIETCS LEIEBOM YCTAHOBKOM K KaXK/10M KOHKPETHOU TEME;

— TOJyY€HUE OIbITa TBOPUYECKOM pabOThl COBMECTHO C MPEIOIaBATEIEM;

— pa3BuTHE TPOPECCHOHATBHO-NIENOBBIX  KayecTB, JIOOBH K TpEAMETY H
CaMOCTOSITEJIBHOTO TBOPYECKOI'O MBIIITICHHUS.

— MOsIBJIEHUE HEOOXOAUMOro UHTEpeca, HE00X0AUMOTO Il CAMOCTOSITENIbHON pabOThI;

— TIOJy4Y€HUE 3HAHUU O COBPEMEHHOM YPOBHE pAa3BUTHS HAyKM U TEXHUKU U O
IIPOTHO3€ UX Pa3BUTHsI Ha OJIMKaiIlIne Tobl;

— Hay4YuThCSI METOIUYECKH 0OpadarbiBaTh MaTepuas (BBIACIATH TIABHBIE MBICITH H
MOJIOKEHUS, MPUXOAUTh K KOHKPETHBIM BbIBOJAM, IOBTOPSATh HUX B  Pa3IMYHBIX
dbopMyIHUpoBKax);

— IOJIyu€HHe TOYHOI'0 IOHUMAaHHUs BCEX HEOOXOIUMBIX TEPMUHOB U IOHSATHH.

JlekuMOHHBI MaTepuan MOXKET CONPOBOXKAATbCA JIEMOHCTpAalUMed CIajioB U
UCIOJIb30BAaHUEM DA3aTOYHOIO MaTepuaja IpU MPOBEIEHUM KOPOTKHUX JUCKYCCHH 00
O0COOEHHOCTSIX MPUMEHEHUSI OT/AETBHBIX TEMATHUK I10 IUCHUIUIMHE.

CrpyKTypa npeaocraBiacHus JEKIHOHHOIO MaTepuaa:

— H3noxkeHue IEKIMOHHOTO MaTepHaa;

— llpencraBieHne TEOPETUUECKOrO MaTepraa IpenoJaBaTesIeM B BUJIE CIIANIOB;
— OcBoeHHE TEOPETUUECKOTO MaTepraa 1o NPakTUYECKUM BOIIPOCAM;

— Cnmcok BOIIPOCOB IO TEME Il CAMOCTOSATENIbHONW PabOThI CTYIeHTa

11.2. Metoauueckue yka3zaHus 151 00y4aromuxcs M0 y4acTHIO B CEMHHApax- yUYeOHbIM
NIAHOM He NpedyCMOMPEHO

11.3. Meroauueckue ykasaHus JUIsl OOy4aroIUXcs IO MPOXOXKICHHIO MPAKTHUYECKUX
3aHATHI

[IpakTHyeckoe 3aHATHE SBISETCS OAHOM M3 OCHOBHBIX ()OpPM OpraHM3aluu y4eOHOro
nporiecca, 3aKII0YaoNIasics B BBITOJTHEHHN 00YYaIOIMMUCS TIOJT PYKOBOJCTBOM PO aBaTess
KOMILJIEKCa Y4eOHBIX 3aJJaHUi C LENbI0 YCBOEHHUS HAayYHO-TEOPETUYECKHX OCHOB Y4yeOHOM
TVICIIATUTHHBL, IPUOOPETEHHSI YMEHUN M HaBBIKOB, OITBITA TBOPYECKON JACATEIBHOCTH.

Lenbt0 MPaKTUYECKOTO 3aHATHUS [T 00YYaroIIerocs sBJsSeTcs NPUBUTHE 00yUYaroIIUMCs
YMEHUH ¥ HaBBIKOB NIPAKTUIECKOM IEATETFHOCTH M0 U3y4aeMOU JUCITUTUINHE.

[Tnanupyemblie pe3yabTaThl IPH OCBOEHUH 00YUYaIOIMMCS PAKTUYECKUX 3aHATHI:

— 3aKperuvieHue, yriyOleHue, pacIIMpeHue M JeTalu3alisl 3HAaHWA IpH peIleHUH
KOHKPETHBIX 3a]1a4;

— pa3BUTHE IIO3HABATEIBHBIX CIOCOOHOCTEH, CaMOCTOSTEIBHOCTH  MBINUICHUS,
TBOPYECKOI aKTUBHOCTH;

— OBJIAJICHHNE HOBBIMH METOJAMH W METOJMKAMH H3Y4YCHHs KOHKPETHOW y4eOHOM
JUCLUIUIMHBI,



— BBIpa0OTKa CHOCOOHOCTH JIOTHYECKOTO OCMBICICHHUS TOJTYYEHHBIX 3HAHUM JUIs
BBITIOJTHEHUS 3aJJaHUI;

— olecrneueHne palMOHAIBHOIO COYETaHMS KOJUIEKTMBHOM M MHIMBHIYaJbHON (GopMm
00y4eHwusI.

TpebGoBanusl K IPOBEACHUIO NPAKTUYECKUX 3aHITUN

B pamMkax mnpoBencHUS NPAKTUYECKHUX 3aHATHM IPOBOAMTCS OINPOC IO IPOUIEHHOMY
TeopeTu4eckoMy Marepuan. CTyIeHTy CTaBUTCS OLEHKa II0 pe3ysbTaTraM OIIpoca, KOoTopas
YYUTBIBACTCS IIPU IPOMEKYTOYHON aTTECTALIUU.

11.4. Meroauueckue yKa3aHusi A OOYYarOIIMXCsS MO BBIMOJHEHHIO JIAOOPaTOPHBIX
pabor.

B xozme BbImOMHEHHS J1a0OpPAaTOPHBIX pabOT OOyYarOIIMICS [OJDKEH YIIyOuTh U
3aKpENUTh 3HAHMS, NMPAKTUYECKHE HABBIKH, OBJIAJIETh COBPEMEHHOM METOAMKOM M TEXHUKOU
OKCIIEPUMEHTAa B COOTBETCTBUHM C KBAJTU(PHUKAIMOHHONH XapaKTEPUCTHKONH 0O0yYaromerocs.
Beinonnenue 1abopaTopHbIX paboOT COCTOUT M3 3KCIEPUMEHTAIbHO-IPAKTUYECKOM, pacyeTHO-
AQHAJIMTUYECKON YaCTeH U KOHTPOJIBHBIX MEPOIIPUATU.

BrinonHenue 51abopaTopHBIX paboOT OO0y4aroIUMCs SIBJISETCS HEOThEMJIEMOM YacTbhio
U3Y4YEHUs] JUCLUIUIMHBI, ONpENesseMOll Y4YeOHbIM IUIAaHOM, M OTHOCUTCS K CpEICTBaM,
o0ecreynBaroIUM pelIeHUe CIeyOIUX OCHOBHBIX 33aJjau 00y4aromerocs:

— TIpHOOpeTeHHEe HaBBIKOB HCCIEIOBaHMs IPOLIECCOB, SBIEHUH U  OOBEKTOB,
M3y4aeMbIX B paMKaxX JaHHOM JUCIUILINHBI,

— 3aKpeIuleHHEe, Pa3BUTHE U JeTalu3alls TEOPETUYECKUX 3HAHUN, MOJYYEHHBIX Ha
JEKLUSX;

— IoJIyuyeHHe HOBOM MH(OpMAIMH 10 U3y4aeMON AUCIUILIMHE;

— T[pHOOpeTeHHe  HABBIKOB  CAMOCTOSITEIbHOM  paboThl ¢ J1a0OpaTOpHBIM
000pyI0BaHUEM U IPUOOPAMH.

3ajilaHue ¥ TpeObOBaHUs K IPOBEICHUIO J1a00paTOPHBIX paboT
JlaGopatopnas padora Ne 1 «Pa3zpaGoTka Mosienu yrpo3 6€30nacHOCTH HHPOPMALITN
lens maGoparopHoit paborer Ne 1: TlocTpoeHue pa3IMyHBIX MOJENEH, OTOOpPaKaAIIINX
apXUTEKTypy AaBTOMAaTU3UPOBAHHOW CHCTEMBl W OTpPaHMYEHHUH JocTynma K HH(OpMAIMH.
[IpoBenenne ananmusza MeCT W BUIOB yTeuku uHpopManuu. OneHka yrpos, ysS3BUMOCTEH U
CTETIEHH 3allUIIEHHOCTH HH(OPMAIIH.
3amanue Kk abopatopHoit padote Nel
1) BBINOIHUTB OLCHKY aKTyaJbHOCTH pa3padaTbiBaeMOi HH)OPMAIIMOHHOI
2) CHUCTEMBI
3) TlpoBecTH CTPYKTYpHBIil CHCTEMHBIH aHAIN3 OU3HEC-TIPOLIECCOB
4) npenmernoit oOmactu. Iloctpouts muarpammbel IDEFO (AS-IS), DFD (ASIS), (npu
Heooxoaumoctu — IDEF3 (AS-IS).
5) Omnwucars pa3paboTaHHBIE UATPAMMBI
6) BelaenuTh akTUBBI, MOAJIEKANIHE HHOOPMALIMOHHOH 3aIuTe
7) TlocTpouTh MOJEIH YTPO3 pa3padaThiBaeMoil HHPOPMAITHOHHON CHCTEMBI
8) IlocTpouTh MOJETH HAPYIIHTEIS
9) CdopmupoBaTh peecTp aKTyalu3UPOBAHHBIX YTPO3 TS KaXI0r0 aKTHBA
10) ChopmupoBathk BEKTOPHI ysi3BUMOCTEH. OLIEHUTh BOBMOXKHBIE PUCKU
11) OueHHTH CTENEHb 3aNUICHHOCTH HHPOPMAIHN

Crpykrypa u popMa oTuera 0 1a00paTOpHON padboTte

Otuer mo mabopaTopHbIM paboTaMm [OMKHA OTpaXkaTh HE (aKT CHPOEKTUPOBAHHOMN
CHCTCMBI 3alllUThI, a npouecc HpOGKTHpOBaHI/Iﬂ, HOK&?)BIB&IOHII/Iﬁ BCHO pa60Ty Hazq HpOGKTOM
HAYMHAsg OT TMOJYYEeHHOTO MCXOJHOTO MaTepuana W HaOpocka Oynaymied 3aliuiieHHON




UHPOPMALIMOHHOW CHCTEMBI ¥  3aKaH4YMBas pPa3pabdOTaHHBIM W  MPOTECTUPOBAHHBIM
MPOrpaMMHBIM TaKeTOM, ¢ OOOCHOBAaHHWEM BCEX MPHUHATHIX B MPOLECCE MPOCKTHUPOBAHUS
pemeHuii. B comepkaHum JODKHA OBITH OTpakeHa CTPYKTypa ordera. BBeneHHe HOIDKHO
XapaKTepu30BaTh Ty chepy 4eI0BEUECKOH ACATEIbHOCTH, Uil KOTOPOH OyJeT MpOeKTUPOBATHCA
cucreMa 3amuThl nHpopmanuu. [Ipy onrcaHuu AuarpamMm JO0JDKHBI OBITh U3JI0KEHBI OCHOBHBIE
(YHKIIMOHATBHBIC BO3MOXKHOCTH OyAyIIed CHUCTEMBI 3allUThl MHQPOPMAIUMH, a TAKKE BHJIbI
UHPOPMALIUU KOTOPBIE MPHIETCS XPAHUTh W 00padaThIBaTh VIS JAOCTHIKCHHS TOCTaBICHHON
nenu. B mocnenyromux 51abopaTopHBIX  paboTax JAOMDKHBI  OBITH  HM3JIOKEHBI  3TaIlbl
KOHCTPYUPOBaHMsI W (PYHKIMOHHUPOBAHHUS IMPOIPAMMHO-TEXHHYECKHX YCTPOWCTB 3alllUTHI
uH(OPMAIIUU ¥ TEXHUYECKUX O0BEKTOB OT HECAHKIIHOHUPOBAHHOTO JIOCTYIIA
TpeboBanus k ohopMIIEHUIO OTYETAa O JJAOOpaTOpHOU paboTe
— Ortuer no 1abopaTopHON pabOTe MPEIOCTABISICTCS B IIEYaTHOM/HITH 3JICKTPOHHOM BHJIC,
— JIOJKHA COOTBETCTBOBAThH CTPYKTYpe U JOpPME OTUETa, MPEACTABICHHOH BHIIIIC;
— Ortuer no nabopatopHoii pabote  AomkeH uMeTh TUTYNbHBIA et (TOCT 7.32-2001
uznanus 2008 roga) ¢ Ha3BaHUEM U MOJIUCHIO CTYIEHTa(0B), KOTOPBIH(bIe) ee caemnan(u)
u ohopmui(n);
— CryneHnt nomkeH 3amuTuth JIP. OTMeTKa 0 3ammTe J0JDKHA HAXOAUTHCS Ha TUTYJIHHOM
JIMCTE BMECTE C MOJIUCHIO MPETIOAaBaTEIS.
Ccpuika Ha Matepuansl JIP1 - https://pro.guap.ru/get-task/b25b17¢8140089be72add01c1e078f59

JlabopaTopnasi padora Ne 2 «DopmupoBanue 3amanuii mo Oe3omacHoctd u SIEM-
9KOCHCTEMBI»

Lens maGoparopuoit paborer Ne 2: Ha ocHoBaHuMM (QOPMYIHPOBAaHHBIX LENEH
6e3o0macHOCTH c(hOpMUPOBATH MPOGUIN 3aIUTHI U 337jaHUs IO O€30MaCHOCTH UH(OPMAIIMOHHON
cucrembl 1 C3U, peanmsyronmx TpeOyeMblld YpOBEHb 3aIIMIICHHOCTH CHCTEMBI. Pa3BepHYTh
SIEM-3kocucremy

3ananue k maboparopHoit padote No2

1) Ha ocHoBanum chOpMYJIMPOBaHHBIX Iieiell Oe30macHOCTH chopMHUPOBATH MPOPUIH
3alUThl HHHOPMALIMOHHON (aBTOMaTU3UPOBaHHOM) cucTeMbl u/nnu C3U.

2) B mpodunasix 3amuThl MOCTPOMTH TaOJMIBI, KOTOpbIC B3aMMOCBs3bIBaOT llenn
6e3onacHocTH ¢ yrpozamu u [lonb. BzanmocBsizu 060cHOBATh U OMUCATh.

3) CdopmynupoBars QyHKIHOHATBHBIE TPEOOBaHMUS, TPEOOBAHUS HOBEPUs U TPeOOBaHHS K
cpene

4) Paspaborarh 3ajaHue 1O OE30MAaCHOCTH. BpigenuTh mpaBWiIa 0E30MaCHOCTH,
peaM30BaHHbIE B TEXHUYECKHUX IIOJIMTHKAX O€30MacHOCTH, KOTOpPbIE MPEICTOUT
peann3oBath B mojicucTemMe aHanu3sa (koppensuuit) SIEM-cuctemsl.

5) Pa3sBepHyTbH SIEM-skocucremy, WCTIOJIB3YS MPOEKT AirSIEM
https://github.com/fisher85/AirSIEM
6) Hcxomubrit KOJ anpa KOppesaLuu -

https://github.com/fisher85/AirSIEM/tree/master/AirSIEM
7) OdopMHTE OTUET 10 JTa0OPATOPHOI padboTe
CrpykTypa ¥ opMa 0TUETa 0 Ja00PATOPHOI paboTe
— TlocranoBka 3amauu;
— BxoxaHbIe ¥ BBIXOJIHBIC JAHHBIC,
— Copep:kaHue TAoB BHITIOTHEHHUS;
— O0ocHOBaHME MOJIYYCHHOTO pe3yibTaTa (BBIBON);
Cnucok UCIoIb3yeMoil JTUTepaTyphl
TDC6OBaHI/IH K 0()OpMIICHHUIO OTYETA O J1a00PaTOPHOI paboTe
— Oruer 1o nabopaTopHON paboTe MPETOCTABIAETCS B IEYATHOM/UIIH YIEKTPOHHOM BHUJIE;
— JIOJKHA COOTBETCTBOBAThH CTPYKTYpe U JOpME OTUETa, MPECTABICHHOM BHIIIIE;



https://pro.guap.ru/get-task/b25b17c8140089be72add01c1e078f59

— Ortuer no nabopatopHoit pabote  AomkeH uMeTh TUTYIbHBIA yuct (TOCT 7.32-2001
nu3nanus 2008 roga) ¢ Ha3BaHMEM M MOJANUCHIO CTYAEHTA(0OB), KOTOPBIH(bIE) ee caenan(u)
u opopmMuiI(n);
— Crynent nomkeH 3auTuth JIP. OTMeTKa 0 3ammre A0KHA HAXOAUTHCS Ha TUTYJIBHOM
JHMCTE BMECTE C MOJAMUCHIO MPENOAaBaTes
Ccouika Ha MaTepuaisl JIP2 - https://pro.quap.ru/get-task/29751f9f3e45bela6db3dbad876f9ab5
JlaGopaTopuasi padora Ne 3 «Co6op 10roB coObITHI MHDOPMATMOHHON 0€30MaCHOCTH B
AirSIEM»
lenr nabGoparopuoit paboter Ne 3: pa3paboTarh CHCTEMY, KOTOpas IMO3BOJISET
aQHAJIM3UPOBATh PETHCTPUPYEMbBIE B 3alIUIIAEMON HHAPACTPYKTYpe COOBITHS, MOCTYMAIOIINE OT
pPa3NIMYHBIX ~ HMCTOYHHKOB, W  OOHAapyXHBaTh  aTaKW/CICHAPHUHM  aTaK/TIOI03PUTEIIbHBIC
NEHCTBUS/OTKIOHEHUSI OT HOPMBI, (opMupys Npu HEOOXOJUMOCTH COOTBETCTBYIOIINE
UHIMJICHTHI 0€30I1aCHOCTH.
3amanue K 1abopatopHoit pabote No3
1) CdopmupoBaTh TeXHUYECKHE MOTUTUKN 1B
2) Ha ocnoBanmu pa3paOOTaHHBIX IOJUTHK HHGOPMALMOHHON 0€30macHOCTH, Mpoduieit
3alIUTHl ¥ 33JaHUK 10 0€30MacHOCTH MH(POPMALMOHHON (aBTOMAaTU3MPOBAHHOMN) CHCTEMBI
u/umu C3U, pazpaborats apxutektypy SIEM-cuctembl
3) PeanuszoBath moacucteMy cOOpa M XpaHEHHs MOCTYIAIOIIMX COOBITHI O€30I1aCHOCTH;
4) OdopMuTh OTYET 110 JJaAbOpaTOpHOI pabdore.
Crpykrypa u dhopma oTyeTa 0 1a60paTOPHOHN padboTe
— IlocranoBKa 33724,
— BXoJHBIC U BBIXOJIHBIC JAaHHBIC;
— CopeprkaHue 3TaroB BBHITOTHEHUS;
— OO6ocHOBaHUE TOJYYEHHOT'O pe3yibTaTa (BBIBO);
— CHHCOK UCTIONIb3yeMOH JINTepaTyphl
TpeboBanus k 0ohopMIECHUIO OTYETA O J1TAOOPATOPHOU paboTe
— Oruer 1o nabopaTopHON paboTe MPEIOCTABIAETCS B IEYaTHOM/UIIH IEKTPOHHOM BHUJIE;
— JOJDKHA COOTBETCTBOBATH CTPYKTYpeE M (hopMe OTUeTa, IPEACTaBICHHON BHIIIIE;
— Ortuer no nmabopatopHoii pabote  AomkeH uMeTh TUTYNbHBIA et (TOCT 7.32-2001
uznanus 2008 roga) ¢ Ha3BaHUEM U MOJIHUCHIO CTYIeHTa(0B), KOTOPHIH(bIe) ee caeman(u)
u opopmui(n);
— Crynent nomwkeH 3amututh JIP. OTMeTKa 0 3amuTe JOKHA HaXOAUTHCS HA TUTYJIHHOM
JIMCTE BMECTE C MOJMUCHIO MPeroiaBaTess
Ccruika Ha Matepuainst JIP3 - https://pro.guap.ru/get-task/1586365b0a7f4af9f6c2e921c0al206a

JlaGopaTopHas padora Ne 4 «Perucrpanus nnnuaeaToB B AirSIEM»

Lens nabopatopHoit paborbl Ne 4: paszpaboraTe cucTeMy, KOTOpas I103BOJIIET
AHAJTM3UPOBATh PETUCTPUPYEMBIEC B 3AIIUIIIAEMON HHPPACTPYKTYPE COOBITHS, MOCTYIAIOUINE OT
pasIMYHBIX ~ MCTOYHMKOB, M  OOHapyXHBaTh  aTakW/CLEHAPHUM  aTaK/TIOJ03PUTENIbHBIE
NEHCTBUS/OTKIIOHEHUS OT HOPMBI, (GOPMHpYST TpH HEOOXOAWMOCTH COOTBETCTBYIOIIHE
MHIIUJICHTHI 0€30I1aCHOCTH.

3amanue k aboparopHoii pabote Nod

1) PeanmnsoBarh 00pabOTKy M aHAIH3 3apPETHCTPUPOBAHHBIX COOBITHI 0€30MacHOCTH;
2) Paspabotath mojacucTeMy OOHApY)KEHHsI aTaKk M HApPYIICHUH TOJUTUK OE30MacHOCTH B
peasbHOM BpeMeHH (OJIM3KOM K pealbHOMY BPEMEHH);
3) Peanu3oBaTh BBIABICHHUE U pa300p WHIMIECHTOB O€30MaCHOCTH.
4) OdopMuTh OTYET 1O JIAbOpaTOpHOH padore.
CrpykTypa u hopma oTueTa 0 1abopaTopHOM paboTe
— TlocranoBka 3as1a4u;
— BxonHBIC U BEIXOIHBIE TaHHEIC,



https://pro.guap.ru/get-task/29751f9f3e45be1a6db3dba4876f9ab5
https://pro.guap.ru/get-task/1586365b0a7f4af9f6c2e921c0a1206a

— CopepxaHue 3TaroB BHITIOJTHCHUS;
— OO6ocHOBaHHE TIOJYYCHHOTO pe3yibTaTa (BBIBO);
— CHHCOK UCIIOJIb3YeMOH JINTEPaTyPhl
TpeboBanus k oopmIICHHIO OTYETa 0 JaObOpaTOPHOH paboTe
— Ortuer no nabopaTopHO paboOTe MPETOCTABIAETCS B IIEYaTHOM/HMITH 3JIEKTPOHHOM BHU/IC;
— JIOJKHA COOTBETCTBOBAThH CTPYKTYpe U JOpME OTUETa, MPEACTABICHHOM BHIIIIC;
— Ortuer no nabopatopHoit pabote  AomKeH uMeTh TUTYNbHBIA et (TOCT 7.32-2001
n3nanust 2008 roga) ¢ Ha3BaHWEM M TIOJAINKCHIO CTYACHTA(0B), KOTOPHIH(bIC) ee caenan(u)
u opopmui(n);
— Crynent nomkeH 3amuTtuth JIP. OTMeTKa 0 3ammTe J0JDKHA HAXOAUTHCS Ha TUTYJIHHOM

JIMCTC BMCCTC C MOAINUCHIO NPLCIIOaBaTCIIA
Ccouika Ha MaTepuaisl JIP4 - https://pro.quap.ru/get-task/2deeada227cabcc77748f9e39303882f

11.5. Meroauueckue ykazaHus Uig OOy4aloOUIMXCs IO MPOXOXKICHHIO KypCOBOTO
POEKTHPOBAHUS/BBITIOIIHEHUS KYPCOBOU PaOOTHI- yUeOHbIM NIAHOM He NPedyCMOMPEHO.

11.6. Meroauueckue ykazaHus JUisi 0OyYarOUIMXCs MO MPOXO0XKICHUIO CAMOCTOSITEIHLHOM
paboThI

B Xoje BBITIOTHEHHUS CaMOCTOSATEIBHON pa0OThI, O0YUYAIOIIHIICS BBIOIHSIET paboTy 1O
3aJJaHUI0 U TIPU METOAMYECKOM PYKOBOJACTBE IpErojaaBaressi, HO 0e3 ero HemocpeICTBEHHOTO
y4acTusl.

s oOywarommxcsi 1Mo 3a04HOi (opMe 00ydeHHs, caMOCTOsATelIbHas paboTa MOXKET
BKJIIOUATh B c€0s KOHTPOJIbHYIO paboTy.

B mporecce BBIMOTHEHHSI CaMOCTOSITENILHON paboThl, y oOywarorierocst (GhopMupyercs
1enecoo0pa3Hoe IIAHUPOBaHKUE PaboUero BpeMeHH, KOTOPOE MO3BOJISIET UM Pa3BUBATh YMEHHS
U HaBBIKM B YCBOCHHMU W CHUCTEMAaTH3aIlMH NPUOOpPETaeMbIX 3HAHWH, 00ECIIeYMBAET BBICOKUI
YPOBEHb YCIEBAEMOCTH B IMEPHOJ OOYy4YEeHHs, MOMOTaeT TMOJIYYUTh HABBIKM TOBBIIICHUS
po(hecCHOHATBHOTO YPOBHSL.

MeroauyeckuMH ~ MaTepuallaMH,  HampaBJSIOIMIMMU  CaMOCTOSITENIbHYIO  paboTy
00yYarOUXCASBISIOTCS:

— y4eOHO-METOAMYECKUI MaTepual Mo AUCIUILIMHE;

— METOJIUYECKHE YKa3aHHUS MO BBIMOJHEHHIO KOHTPOJIBHBIX paboT (Ui o0yyaromuxcs
1o 3a049HOU (popme oOydeHHs).

11.7. Metoauueckue ykazaHusl JUIsl OOy4arolmMXcs IO MPOXOXKICHUIO TEKYIIEro
KOHTPOJI YCIIEBAEMOCTH.

Texkymuil KOHTpPOJIb YCIEBAEMOCTH NIPEIyCMaTpPUBACT KOHTPOJIb KayecTBa 3HAHUU
00yyaroImuxcs, OCyLIECTBISEMOrO B TEUEHUE CEeMecTpa C IIeJbl0 OLEHMBAHUS X0Jla OCBOEHUS
JUCIUIIAHBL..

11.8. MeToauveckue yKazaHUs JUIs OO0YYaIONIUXCS 0 TPOXOXKJICHUIO MPOMEKYTOTHOM
aTTeCTalUU.

[IpomexxyTounast ~ aTTecTamusi  OOy4alOImIUXCS  TMPEAYyCMAaTPUBAaeT  OICHUBAHUE
MPOMEKYTOUHBIX U OKOHYATEIBHBIX PE3yJIbTaTOB 00ydeHHs MO muciuruiiHe. OHa BKIIOYAeT B
ceost:

— »9K3aMeH — ¢opMa OIEHKM 3HAaHWM, TOJYYCHHBIX OOYyYalomuMcs B TIpoliecce
W3YYCHHS BCEHW MUCIUIUIMHBI WM €€ YaCTH, HAaBBIKOB CAMOCTOSATEIHHOU pabOThl, CIOCOOHOCTH
MPUMEHATh WX JJIs pEelIeHUs MPAKTHUYEeCKUX 3a7ad. JK3aMeH, Kak TMpPaBWJIO, MPOBOJUTCS B
NepuoJl HK3aMEHALMOHHOM CECCHMM U 3aBEpIIAETCS aTTEeCTAlMOHHOM OLEHKOW «OTIUYHOY,
«XOPOILIOY», «YIOBIETBOPUTEIHHOY, «HEYIOBIETBOPUTEIHHOY.

— 3ader — 9T0 (opma OIEHKH 3HAHUU, MOTYUYEHHBIX O0yUYaIOIMUMCS B XOJ€ MU3YUCHUS
y4eOHOM TUCIUTUTMHBI B LIEJIOM UJIH IPOMEXYTOUHas (TI0 OKOHYaHUU CEMECTpa) OIIeHKa 3HaHUN


https://pro.guap.ru/get-task/2deea4a227cabcc77748f9e39303882f

00ydJaronuMcs 0 OTJEIBHBIM pa3fieinaM AUCIUIUTHHBI C aTTECTAIMOHHOW OIIEHKOW «3a4TeHO»
WU «HE 3aYTEHOY.

— 1uddepeHIpPOBaHHBIM 3a4eT — 3T0 (opMa OLEHKM 3HAaHUM, IOJy4YEeHHBIX
00yYaromuMcs PU U3YYECHUH TUCIUIUIMHBI, PU BBIOJHEHUN KYpPCOBBIX MPOEKTOB, KYPCOBBIX
paboT, HayYHO-MCCIIEJOBATEIBCKUX PadOT M MIPOXOXKACHUH HPAKTHK C aTTECTAIIMOHHOW OLEHKOMN
COTIIMYHOY, «XOPOIIIOY, KyIOBICTBOPUTEIHHOY, «HEYIOBICTBOPUTEIHHON.

CucremMa OIECHOK MNpU IPOBEICHHU IPOMEXYTOYHOH AaTTECTallMd OCYILIECTBISCTCS B

cooTBeTcTBUU ¢ TpeboBanusMu [lonoxenuit «O TekymeM KOHTPOJE YCIEBAEMOCTH U
MPOMEKYTOUYHOU arrectanuu cryaeHToB ['YAII, oOyuwaromuxcsi Mo mporpaMmam BBICIIETO
oOpazoBanusi» U «O MOAYIbHO-PEUTUHIOBOM CHCTEME OILICHKM KadecTBa y4deOHOW paboThl
ctynentoB B 'Y AID».



Jluct BHeceHUs U3MEHEHUH B pabouyto IporpaMMy JTUCIUILINHBI

Jara BHEeceHHs
W3MEHCHUI B
OIIOJTHEHUH.
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BHECIIIETO
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Coneprxkanre U3MEHEHUI U JOTIOTHEHU N
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