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AHHOTaNINA

JucuuiuinHa «3amuTa B ONEPALMOHHBIX CHCTEMax» BXOAMT B 00pa3oBaTEIbHYIO
IporpaMMy BbICIIET0 00pa3oBaHUsl — MporpaMMy OakajaBpHuara MO HAIpPaBIECHUIO MOJITOTOBKHU/
cneruansHocT 10.03.01 «MHDOpManmonHas 6€30MacHOCThY HampaBlIeHHOCTH «be3omacHoCTh
KOMITBIOTEPHBIX CUCTEMY. [[ucniumnna peanmsyercs kadeapoit «Ne33».

JlucuuiuinHa HaresneHa Ha (P OpMHUPOBAHKE Y BBIITYCKHUKA CIEIYIOLUIMX KOMITETCHIIUIA:

OIIK-2 «CrocobeH mNpuMeHATh MHPOPMAIHUOHHO- KOMMYHHKAIIMOHHBIC TEXHOJIOTHH,
POTPaMMHBIE CPEJCTBA CUCTEMHOTO M NMPUKJIATHOTO Ha3HAUYEHHS, B TOM YHUCIIE OTEYECTBEHHOTO
MIPOU3BOJICTBA, JIIsl pEIICHUS 3a/1a4 MPOPECCUOHAIBHOMN 1EATEeILHOCTI

OIIK-1.1 «Cmocoben pa3pabaTbiBaTh W pEATU30BBIBATh IOJUTHKH  yIPaBICHUS
JIOCTYTIOM B KOMITBIOTEPHBIX CHCTEMAaX)>

OIIK-1.2 «CnocobeH aJAMUHUCTPUPOBATh CpPEACTBAa 3AIIUTHl MHPOPMALUU B
KOMITBIOTEPHBIX CUCTEMAX U CETIX»

OIIK-1.4 «CnocobeH oOIeHHBATh YPOBEHb OE30MACHOCTH KOMITBIOTEPHBIX CHCTEM U
CeTeil, B TOM YHUCJIe B COOTBETCTBUU C HOPMATUBHBIMHU M KOPIOPATUBHBIMU TPEOOBAHUSIMID)

ConeprxaHue TUCIMIUTMHBI OXBATHIBAET KPYT BOIIPOCOB, CBS3AHHBIX C H3yUYECHHEM TEPMU-
HOJIOTUH, MOHSATUITHOTO anmapaTta U o0IIMX MOAXOA0B K oOecreueHr0 HHPOPMAIIMOHHOM 6e30-
MACHOCTH OIEPALMOHHBIX CUCTEM; U3yUYCHHEM CPEJICTB M METOAOB YIIPABICHHS JOCTYIIOM B 3a-
HIMIIEHHBIX ONEPAIlMOHHBIX CHCTEMaX; U3yUYE€HUEM CPEICTB U METOJOB ayTeHTH(PUKAIUU MOJb-
30BaTelNieil B 3alIMIEHHBIX OMEPAMOHHBIX CUCTEMAaX; U3YYEHUEM CPEICTB U METO/OB pealn3a-
[[MU ayJUTa B 3alIUIIEHHBIX OMEPAIIOHHBIX CUCTEMAX; U3YYEHHEM CPEJICTB U METOJIOB MHTErpa-
[IUH 3aIIUIIEHHBIX OTIEPAIIMOHHBIX CHCTEM B 3aIUIIEHHYIO CETh.

[IporpaMMoil IHUCHUIUIMHBI TPETYyCMOTPEHBbI CIEAYIOIUE BHUABI KOHTPOJS: TEKYIIMMA
KOHTPOJIb YCIIEBAEMOCTH, IIPOMEKYTOUHAS aTTeCTaIHs B (popMe dK3aMeHa.

OO6miasi TpyA0EMKOCTh OCBOEHHS JUCUHUIUIMHBI COCTaBISET S5 3aueTHBIX enuHul, 180
4acoB.

SI3bIK 00yUeHUs O JUCHUILTUHE KPYCCKHM »



1. IlepeudeHb MIaHUPYEMBIX PE3YJIHTATOB O0YUEHUS MO AUCLUILITHHE
1.1. Ilenu npenoaaBaHusi JUCIUTUIMHBI

[lenbto M3ydeHUs OUCHMIUIMHBL SBISETCS TEOpPETHUECKas U IMpakTUYecKas MOJroTOBKa
CHELHATHNCTOB K JAEATEIbHOCTH, CBI3aHHOM C MPUMEHEHUEM 3alMICHHBIX ONEPAMOHHBIX CHUC-
TEM, a TaKXKe CPEACTB U METOJIOB OOeCIeueHus 3alIUThl HHPOPMAIMH B OMEPAMOHHBIX CHUCTE-
Max.

3amauu JUCIUIUIMHBIL:

—HM3y4YeHHE TEPMUHOJIOTHH, MOHATUHHOIO anmapara u OOIIUX MOAXOJ0B K 00eCreueHHIO
nH(OPMaLMOHHON 6€30MaCHOCTH ONEPAMOHHBIX CUCTEM;

—HM3y4YCHHE CPEJCTB U METOOB YNPaBJICHUS JOCTYNOM B 3alIMIIEHHBIX ONEPALMOHHBIX
CUCTEeMaXx;

—HM3y4YCHHE CPEACTB U METOAOB ayTeHTH(HMKALMU TOJIH30BATENCH B 3aIIMIICHHBIX OIepa-
[MOHHBIX CUCTEMAX;

—HM3y4YeHHE CPEACTB M METOJIOB PEaM3alllH ayIuTa B 3aIIMIICHHBIX ONEPALMOHHBIX CHC-
TeMax;
U3yYeHHE CPEJICTB U METOJOB MHTErPAIMU 3AIUIIEHHBIX ONEPAIMOHHBIX CHCTEM B 3alIHIICH-
HYIO CETb.

1.2. JlucumnimHa BXOJUT B COCTaB 00s3aTENbHON YacTH 00pa30BaTEIbHOMN MPOTPaMMEI
BhIciiero oopazosanus (naiee — OI1 BO).

1.3. TlepeueHp MmIaHUPYEMBIX PE3yJIbTATOB O0yUEHUS 110 AUCIUILINHE, COOTHECEHHBIX C
IUTaHUpYEeMbIMH pe3yibTatamu ocBoenust OIT BO.

B pesynbrare W3ydeHus NDUCHUILIMHBI OOYyYalOUIMiics AODKEH 00JaiaTh CIeTyOIUMH
KOMIETSHIMSIMU WM WX YacTaMu. KoMIeTeHIIMN U MHAWKATOPHI UX JIOCTHXKEHUS MPUBEICHBI B
tabnuue 1.

Tabnuna 1 — [lepeueHb KOMIETEHIINN U UHAUKATOPOB UX JIOCTHXKEHUS

Kareropus (rpymnma) Konn Konx n HanMeHOBaHME HHIMKATOpA
HalMEHOBaHUE
KOMIIETEHIIUU JOCTHO)KEHUS] KOMITETEeHLIUU
KOMIIETECHITIH
OIIK-2 Cnocoben
IPUMEHSTh
MH(OpPMaLOHHO-
KOMMYHHUKAI[HOHHbIE
TEXHOJIOTHH, OIIK-2.3.1 3HaeT kIaccuPpUKaLUIO
porpaMMHBbIE COBPEMEHHBIX KOMITBIOTEPHBIX CHCTEM,
CpeicTBa TUIOBbIE CTPYKTYPBI ¥ TPUHLIUIIBI
Ob6menpodeccnoHanbHble | CHCTEMHOTO U OpraHM3ali KOMITBIOTEPHBIX CETEH;
KOMITETEHIIMH MPUKJIIAJHOTO Ha3zHaueHue, QYHKIHUU 1 0000IIEHHY IO
Ha3HAYEHUS, B TOM CTPYKTYPY OINEPAITHOHHBIX CUCTEM;
qucie Ha3Hau€HHE U OCHOBHbIE KOMIIOHEHTHI
OTEYECTBEHHOTO cucreM 0a3 JaHHBIX

MPOU3BOJICTBA, JJIS
perieHus 3a1a4d

npodeccuoHaNbHOMI

JIeSITEIIbHOCTH

OIIK-1.1 Croco6en | OIIK-1.1.3.1 3HaeT apXuTekTypy u

pa3pabaTsIBaTh U MIPUHIIHUITBI TTOCTPOSHUS U 3aIIUTHI
OBIEnpoheccHOHATbHbIC peasin30BbIBaTh OTIEPAIIMOHHBIX CHCTEM

P MOJIUTUKHU OIIK-1.1.3.2 3HaeT nporpaMmmHbIe

KOMITETEHIIHH TI0 o

yIpaBICHUS nHTEepEHCH HACTPOEK TTOJUTHK
HAPaBIEHHOCTU

JIOCTYIIOM B yIpaBIeHUS TOCTYIIOM B OMEPAIMOHHBIX

KOMITBIOTEPHBIX crcTemMax

cucTemax OIIK-1.1.V.1 ymeer ucnoab30BaTh




CpeACTBa 3aIIUThl HHPOPMALIUU
OTIEpPAIIMOHHBIX CUCTEM [T
IIPOTUBOAECHUCTBUS yrpo3aM 0€3011aCHOCTH
uHdopmanuu

OIIK-1.1.B.1 Bnaneer HaBbIKaMHU
HACTPOMKU aHTUBUPYCHOMU 3aLTUTHI B
COOTBETCTBHUHU C ICUCTBYIOIIMMHU
TpeOOBAHUSIMU

OIIK-1.2.3.2 3HaeT NpUHIUIIBI
(YHKIIMOHHPOBAHUSI IPOTPAMMHBIX
OIIK-1.2 Criocoben | cpeacTB KpuNTorpapuuecKou 3aiuThl

aJIMUHUCTPUPOBATh | HHPOPMAIHH
Oo6menpodeccnoHanbHbIC . pHp (bopmar

CpEACTBA 3aLUTHI OIIK-1.2.B.2 Bnaneer HaBbIKaMHU
KOMIIETEHIIUHU T10
uH(popMaluu B YCTaHOBKH NPOTrPaMMHO-aNNapaTHBIX
HaIpaBJICHHOCTH
KOMITHIOTEPHBIX CPEJICTB 3alIUThl HHPOPMAIUHU B
CUCTEMaXx M CeTAX OTIEpPAIIMOHHBIX CUCTEMAaX, BKIIIOYas
cpencTBa KpunTorpaduyecKom 3amuThl
nHdopmanuu

OIIK-1.4 Cnocoben
OLICHUBATh YPOBEHb

Oe3omacHOCTH

KOMIIBIOTEPHBIX OIIK-1.4.3.3 3HaeT NpUHIUIBI
O6menpodeccroHanbHbIE .

CUCTEM U ceTeill, B (YHKITMOHHPOBAHUS POTPAMMHBIX
KOMIETEHIIUHU IO .

TOM YHUCJIE B CPEICTB KpUNTOrpaduuecKoil 3amuThl
HaIpPaBJIEHHOCTU

COOTBETCTBUHU C UHpOpMALIUU

HOPMAaTUBHBIMH U

KOPIIOPaTHBHBIMU

TpeOOoBaHUSIMU

2. Mecro nucuumianssl B ctpyktype OI1

HucnunnuHa MokeT 6a3upoBaThCsl Ha 3HAHUSX, paHee MPUOOPETEHHBIX 00YyUYaIOITUMUCS
MIPU U3YUYEHUH CIIETYIOLUX TUCIUILINH:

— «OcHOBBI HH)OPMAIIMOHHOM G€30MaCHOCTHY,

— «[IporpaMMHo-anmapaTHble CpeACTBAa 3aIUTHI HHQOpMAITHI)

3HaHUs, TOJYyYECHHBIE TPH M3YyUYEHUH Marepuaia JaHHOW JUCIHUIUIMHBI, HUMEIOT Kak
CaMOCTOSTENIbHOE 3HAUE€HHE, TaK U MOTYT UCIIOIb30BATHCS MPU M3YUYEHUU APYTUX JTUCHUILINH:

— «Pa3paboTka ¥ OSKCIulyaTanusi aBTOMAaTHU3MPOBAHHBIX CHCTEM B 3alllUIICHHOM
HCIIOJTHCHUWY,

— «3amura nHQOpMaIliK B pacupeieIeHHBIX HHPOPMAIIMOHHBIX CHCTEMAX ),

— «Ynpasnenue nHQOPMAITMOHHON 0€30MaCHOCTRION.

3. O0beM U TPyJO0EMKOCTb JUCLIUIUIUHBI
Jlanable 00 o0meM oO0beMe TUCIUIUIMHBI, TPYIOEMKOCTH OTAENbHBIX BHJIOB y4eOHOM
paboThI 1O TUCIUIIMHE (M paclpeielieHne 3TOH TPyA0EMKOCTH 10 CeMecTpaM) MpeACTaBICHbI B
tabnure 2.

Tabmuua 2 — O6beM U TPYA0EMKOCTh TUCIUIITMHbI

. TpynoeMKOCTb 1O ceMecTpam
Bun yueGHOM paboTh Bcero No7 Nos
1 2 3 4
Oowasn mpyooemKocmb OUCYUNIUHDL, 5/ 180 2/ 72 3/ 108
3E/ (4ac)




U3 nux uacoe npakmuyeckoii 0020MoeKu
AyoumopHhuie 3anamus, BCETO vac. 91 51 40
B TOM YHCJIE:
nexmu (JI), (gac) 54 34 20
npaktuyeckue/cemunapckue 3anarus  (I13),
(dac)
naboparopusie padbotsl (JIP), (dac) 37 17 20
KypcoBoii nmpoekT (padota) (KII, KP), (uac)
9K3aMeH, (Jac) 27 27
Camocmoamenvnas paboma, Bcero (4ac) 62 21 41
Buo npomescymounon ammecmayuu:. 3ader, | Judd. OK3.
mudd. 3ager, sk3amer (3auer, dudd. 3au, 3au., Hudd. 3au.
OK3.*%*) OK3.

*x .
HpI/IMeanI/Ie: KaHAUJIATCKHUU 3K3aMCH

4. ConepxaHue JUCITUTUTHHBI
4.1. Pacnpepnenenue TpyI0€MKOCTH JTUCHUILIMHEI 110 pa3eiaM 1 BUAAM 3aHATHMN.
Pa3nensbl, TeMbl AUCHUIIIMHBL U UX TPYAOEMKOCTh PUBEIEHBI B TabmuIe 3.

Tabmuua 3 — Pazesnbl, TeMbl TUCIMILINHBI, UX TPYA0EMKOCTh

Paznensl, TeMbl TUCTIUITITIHEL Jlexunn | 113 (C3)) - JIP KII CPC
’ (dac) (dac) (uac) (dac) (gac)
Cemectp 7
Paznen 1. [lonatue 3anuiieHHON OneparmioHHON CHC- 14 4 6
TEMBI
Paznen 2. YpaBneHue 10CTyoM 20 13 15
HWroro B cemecTpe: 34 17 21
Cemectp 8
Paznen 3. Mnentudukanus, ayTeHTUGUKAIUS H aBTO-
— 10 10 20
Paznen 4. MnaTerparus 3alMIEHHBIX OMEPAIIMOHHBIX 10 10 21
CHCTEM B 3alIUIIEHHYIO CETh
Hroro B cemectpe: 20 20 41
Hroro 54 0 37 0 62

IIpakThueckass IOATNOTOBKA 3aKIIOYAETCAd B  HEMOCPEICTBEHHOM  BBINIOJIHEHUU
o0y4JallMMHUCS  OINpENeJeHHbIX  TPYAOBBIX  (YHKUMH,  CBSI3aHHBIX ¢ Oy;yuiei
npodecCHOHATBHOMN 1€ TETbHOCTBIO.

4.2. CopneprxaHue pa3/ieioB U TeM JICKIIMOHHBIX 3aHITHH.
ConeprkaHue pa3/ieioB U TeM JIEKLIMOHHBIX 3aHATHI MPUBEICHO B TabauIe 4.

Ta6J'II/II_Ia 4 — Coz[epxcaHHe Pa3acyIioOB U TCM JICKHMOHHOI'O MHUKJId

Howmep paznena HaszBanue u conepxkanue pa3iesioB U TEM JICKIIMOHHBIX 3aHATHI

1 IToHsATHE 3aUIIIEHHON ONEPAallMOHHON CHCTEMBI

O6mas xapaktepuctuka OC; Ha3HAUCHUE H BO3MOKHOCTH CHCTEM Ce-
meiictBa UNIX, cucrem cemeiictBa Windows. UnTepdetic B3anmoneii-
ctBust OC ¢ monp3oBarenaMu. OO1IMe TPUHIMIIE YIIPABICHUS PECyp-
CaMHM BBEIYHCIUTEIRHBIX cucTeM. [lousaTus mpomecca (moroka) B OC.
CpencTBa MEXIPOLECCOPHOIO B3aUMOACHCTBUSA. YIIpaBIICHUE TaMs-
Te10 B OC. Bupryanbnas namsats. O6paboTka npepbIBaHuil OT ycT-
poticts BBojia-BbIBoJIa B OC. CTpyKTypHasi 00paboTKa HCKIIOUYESHU.




CHHXpOHHBIN 1 aCHHXPOHHBIN BBOJ-BBIBOI.

VYTrpo3s! 6€30M1aCHOCTH ONIEPAlMOHHOM CHCTEMBI, KITAaCCU(PHUKAIIHS YT-
po3, Hanbosee pacnpocTpaHeHHble yrpo3bl. [loHATHE 3alMIIeHHOM
onepanoHHON cucTeMbl. [10AX0 bl K OpraHu3aIiy 3alIUThl. DTaIlbl
MIOCTPOCHUS 3aILUThl. AIMUHUCTPATHUBHbBIE MEPBI 3aIUTHL.

YpasiieHHE T0CTYIOM

CyOBeKTbl, 00BEKTBI, METOABI U TIpaBa JOCTYIa, IPUBUIICTHH CYOBEKTa
noctyna. TpeboBaHus K IpaBUiiaM yrpaBlieHHUs A0cTynoM. uckpenu-
OHHOE YIIPaBIIEHUE NOCTYyNOM. Matpuna goctyna. M3onupoBanHas
IporpamMmHas cpenia. MannaTtHoe ynpaBieHUe 10CTyNoM. MeTku 1oc-
Tyna. KouTpons nHpopMannoHHBIX MOTOKOB. [IpobiiemMsl peanuzanun
MaHJATHOT'O YIPABIEHUS JOCTYIIOM B ONEPALMOHHBIX CUCTEMAX.
YnpagneHue JO0CTyIOM B ONEPALMOHHBIX cucTeMax cemeiicta UNIX.
Cy0OBekThl, 00beKThI, MeTOIbI U paBa poctymna. UID, EUID, GID,
EGID. Atpu0yTsI 3amutsl 00BeKTOB AocTyna. CpeacTBa TUHAMUYE-
CKOro m3MeHeHus nmomHoMmounii cyorexToB: SUID/SGID. Pacmmpenus
CTaHJApTHOHN CUCTEMBI YIIPaBICHHUS HOCTYIIOM B Linux.

YpapiieHue TOCTYIIOM B OIIEPAIIMOHHBIX CUCTEMax ceMerictBa Win-
dows. CyOBeKkThI, 00BEKTHI, METOBI  TPaBa OCTYIa, TPUBHIETUN
cyOBpekTa. Mapkepsl ocTyma CyOBheKTOB, JECKPUTITOPHI 3alUTH 00b-
ekToB. [lopsiiok mpoBepku MpaB JOCTyMa, TOPSA0K Ha3HAUYEHUS TECK-
PHUIITOPOB 3aIIUTHI CO3aBaeMbIM 00bekTaM. CpeacTBa AUHAMHYECKOTO
M3MEHEHUS IOJIHOMOYHH CyObEKTOB: OJIMLIETBOPEHHE CYOBEKTOB A0C-
Tyna. Pacmmpenust TUCKpELMOHHON CUCTEMBI YTIPaBIEHUS JOCTYIIOM:
aBTOMAaTHYECKOE HACIIEOBaHNE aTPHOYTOB 3alIUTHI 00BEKTOB, OTpa-
HUYEHHBIE MapKepbI TOCTYNA, MAaHAATHBIA KOHTPOIIb IIETOCTHOCTH,
KOHTPOJIb YYETHBIX 3aIIMCEH, FIEMEHTHI U30JIMPOBAHHOU POTPaMMHOMN
cpeibl

Wnentndukarys, ayTeHTHQUKAIS U aBTOPU3AINS

[MonsiTus nAeHTHUKAINH, Ay TEHTU(HHUKALNHA ¥ aBTOPU3ALUH MOJIb30-
Bateneil. CpeJcTBa M METOABI XpaHEHHUS 3TATOHHBIX KOIUI ayTeHTH-
¢dukanronHoi nHpopmaun. [IpoTokoisl nepenaun ayreHTHGUKAIN-
OHHOH HH(OpPMANIUK MO KaHAJIAM BBIYHCIUTENbHOU ceTr. Kpunrorpa-
¢uueckoe odecrieueHre ayTeHTU(UKAIMN TTOJIb30BaTEICH.
Aytentudukaius Ha ocHOBe naposieil. CpelicTBa U METO/IbI 3AIUTHI OT
KOMITpOMETAIUH ¥ noa0opa maposieit. [laposbHas ayreHTHGHUKAIUs B
Linux, 6ubarorexku PAM. ITaponbHas ayreHtudukaips B Windows,
CpeJICTBa YIPaBJICHUS MapaMeTpaMH ay TeHTU(UKAIIHH.
AyTeHTH(]UKAIM HA OCHOBE BHEIIHNX HOCHTeNeH Kiova. OcoOeHHO-
CTH TIPOBEPKH ay TEHTU(PHUKAIIMOHHON HH(POPMAIINH JUIS pa3IHIHbIX
TUTIOB HOCcHTeNel Kimoya. [Ipo0ieMsl TeHepaly, pacChTKi U CMEHEI
KIIIOYEH.

buomerpudeckas ayreHTH(UKAIMSA: 00IIas cxeMa, IpeuMyIIecTBa,
npoOJieMbl. JJOCTOMHCTBA M HETOCTATKHU PAa3IMYHbIX CXeM OHOMETpH-
YeCcKOW ayTeHTH(HKAIUH.

WHTerpanys 3aiuineHHbIX ONEPaMOHHBIX CUCTEM B 3aIUIIEHHYIO
CCTh

[IpenmyiiecTBa TOMEHHOM apXUTEKTYpPHI JOKaNbHOU ceTu. [lonarue
JIOMEHa, KOHTpoJutep foMeHa. [lopsiiok Haenenns noas30BaTeneit 10-
MeEHa MOJTHOMOYHSMH Ha OTJENBHBIX KOMIbloTepax. LlenTpann3oBan-
HOE YIIPaBJICHUE MOJIMTUKOH 0€3011aCHOCTH B IOMEHE.

«Jlecuas» nomennas apxurekrypa Windows 2000/2003/2008/2010.
WnenTudukanus KOMIbIOTEPOB B ceTH. [{BYCTOPOHHUE TPAH3UTHBHBIE
oTHoeHus goBepusi. CpeacTBa M METOIbI CHHXPOHHU3aMu 0a3 gaH-
HBIX KOHTPOJUIEPOB Pa3HbIX JOMEHOB OJIHOTO Jieca. AyTeHTU(DUKAIHSI
o Kerberos. I'pynmosas monutrka. J{enernpoBanue MOTHOMOYH




4.3. TlpakTtuueckue (CEMHUHAPCKHUE) 3aHATHS

TeMmbl MpakTUYECKUX 3aHATHIA U UX TPYJOEMKOCTb IPUBEICHBI B TAOIHIIE 5.

Tabmuna 5 — [IpakTuueckue 3aHsITHsI U UX TPYI0EMKOCTh

U3 Hux Ne
No | Tembl npaktrueckux | @opMbl IpakTUYECKUX | TpPyaO0eMKOCTb, |IPaKTUYECKOM |pasjielia
/o 3aHATHI 3aHATHAI (gac) IMOJTOTOBKH, | TUCLIMII
(gac) JIUHBI
Y4eOHbIM MJIaHOM HE MPEayCMOTPEHO
|
Bcero
4.4. JlabopatopHble 3aHATUS
Tembl 1a00paTOPHBIX 3aHATUI U UX TPYAOEMKOCTh IIPUBEACHBI B Ta0MIIE 6.
Tabmuua 6 — JIabopaTopHbI€ 3aHATHS U UX TPYIOEMKOCTb
N3 Hux Ne
Ne HaumenoBanue nabopatopHbix paboT Tpyn0eMKOCTS, | MPAKTHICCKOH | pasiena
/o (gac) MMOATOTOBKH, | JMCIIHAI
(gac) JIMHBI
Cemectp 7
1 | Ananu3 onepanroOHHBIX CUCTEM 2 1
2 | UzyueHne xapaKTEpHCTHK ONEPAIMOHHBIX CUCTEM 2 1
3 | OcHOBHBIE aTpUOYTHI TOCTyTIA 2 2
4 | Ympapnenue goctymnom B Linux 2 2
5 | Peanuzarust TokaapbHOrO gocTymna B Linux 2 2
6 | Peamuzamus ceTeBoro goctyma B Linux 2 2
7 | Ynopasnenue goctynom B Windows 2 2
8 | Peanmzarus mokaapHOro Hoctyma B Windows 2 2
9 | Peanm3zanus cereBoro gaocrymna B Windows 1 2
Cemectp 8
1 | CpenctBa  ayreHTH(UKANMM  ONEPALMOHHBIX 2 3
CHCTEM
2 | YmopaBieHue cpencTBamMu ayTeHTH(QUKauu B 2 3
Linux
3 | YopaBneHue cpeacTBaMH ayTCHTU(QHKALUU B 2 3
Windows
4 | Uzyuenne cucreMel PAM wu opranuzanus 2 3
KOHTpoOJIIepa JoMeHa, mporokona LDAP
5 | JlokymMeHTHpOBaHWE TIOJIUTUKHA OE301TaCHOCTH 2 4
6 | LlenTpanu3oBaHHOe TIUIAHUPOBAHHE TOJHTUKH 2 4
6e3omacHocTH B jecy qomeroB Windows
7 | LenTpanu3oBaHHOE IJIAHHPOBAaHHE IOJUTUKHU 2 4
Oe3omacHocTH B Linux
8 | Hactpoiiku nporokoia KERBEROS, NTLM 2 4
9 | Hactpotiku nporokona SMB 4 4
Bcero 37

4.5. KypcoBoe npoeKkTupoBaHue/ BBHIIOIHEHUE KYPCOBOU PabOTHI

VY4eOHbIM MJIaHOM He MPEayCMOTPEHO




4.6. CamocrosiTenpHas paboTa 00yJaronuxcs
Buasl camocTosTensHON paboOThI M €€ TPYI0EMKOCTh IPUBEIEHBI B Ta0uLe 7.

Tabauna 7 — Buabl camocTosTenbHONU paboThl U €€ TPYA0EMKOCTh

Bua camocrositenbHOM paboThI BSIZEO’ Cemectp 7, yac CemecTtp 8, yac
1 2 3 4
M3yueHne TeopeTUYecKoro Marepuasia
11 21
nucuurinHbl (TO)
KypcoBoe npoektuposanue (KII, KP)
PacuetHo-rpaduueckue 3aganus (PI'3)
Brimonnaenue pedeparta (P)
[ToaroroBka K TeKyIieMy KOHTPOJIIO 5 10
ycneBaemoctu (TKY)
Jowmamnee 3ananue ([13)
KonTponbubie pabotsl 3a04HNKOB (KP3)
IToaroroBka K MpoOMeEXyTOYHOU 5 10
arrectanuu (I1A)
Bcero: 62 21 41

n.a. /-11.

5. IlepeueHn yueOHO-METOAMUECKOTO OOECTIeUeHuUs

6. IlepeueHb MEYATHBIX U ANEKTPOHHBIX YUCOHBIX W3AHUN

JUTSL CAMOCTOSITENTEHOU PadOThI 00yUaIOMIMUXCS IO JUCIUIUTHHE (MOJTYIIIO)
Y4eOHO-MeTOIMYECKUE MaTepuasbl ISl CaMOCTOSTENIbHON padoThl 00YyYaroIIMUXCsl yKa3aHbl B

[lepeueHs eYaTHBIX U SJIEKTPOHHBIX YUEOHBIX U3/IaHUH TIpUBeIeH B Tabmulle 8.
Tabnuia 8— IlepeueHpb MevaTHBIX M AIEKTPOHHBIX YYSOHBIX U3IaHUM

Komnmyectso
9K3EMIUIPOB B
udp/ bubnuorpaduueckas ccbuika 6I/I6JII/IOF[I;KG
URL agpec
(KpoMe ITEKTPOHHBIX
IK3EMIUTIPOB)

004.056 be3onacHOCTh OnepanOHHBIX CUCTEM : METOJMYECKHE YKa3aHUS 5
b 40 K BBINIOJTHEHHUIO J1abopaTopHbIx padot / C.-Iletepd. roc. yH-T

a’pOKOCM. TIpubopocTpoeHus ; cocT. B. A. MbutbHUKOB. - CaHKT-

ITetepOypr : U3n-Bo I'YAIL 2020. - 53 c. : Tabin. - bubnuorp.: c.

52 (4 Ha3B.). - b. 1. - TekcT : HEMOCPEACTBCHHBIH.
004 Bbaraes, A. B. 20
b 28 OnepaunoHHbIe cCHCTEMBI U cpeapl | yueonuk [ CI1O] / A. B.

baraes, H. 1O. Hamorun, C. B. Cunauiiprs. - 4-¢ u3n., cTep. -

Mocksa : Akagemus, 2020. - 272 c. : puc., Ta0mI. -

(ITpoeccronansuoe obpazoBanue). - bubmmorp.: c. 267 (19

Ha3B.). - ISBN 978-5-4468-8681-4 : 1240.25 p. - Tekcr :

HETOCPEICTBEHHBIH.

Nmeer rpud PenepanbHOr0 HHCTUTYT Pa3BUTHSI 00pa30BaHUsI
004.4 Kasmroxusiit, Butanuii [Tapnosud (zom.). OnepannoHHbIE 68
K17 cuctemsl [Tekcr] : yaeonoe mocobue / B. I1. Kamroxnsiid, K. B.

3arr ; C.-Iletep6. roc. yH-T aspokocMm. npudbopoctpoerus. - CII6. :

W3n-o I'VAIL 2012. - 145 c.




658 OnepalliOHHbBIC CUCTEMBI JIJIS OPraHU3allii MPOU3BO/ICTRA B 100
0-60 npomeinuieHHoCTH [ Teker] : yueOHOe mocobue / H. B.
Aptamonosa [u np.] ; C.-IleTep0. roc. yH-T a3poKocMm.
npubopoctpoenus. - CII6. : Uzn-Bo I'VAIL 2012. - 224 c.

004.4 Tanenbaym, 3. CoBpeMeHHbIE OllepalnoHHbIe cuctemsl [ Teker] = 40
T 18 Modern operating systems / 9. Tanenbaywm. - 3-e uzz. - CII0. :

I[TUTEP, 2015. - 1120 c.
004 AnmapaTHbIe CPEJICTBA MOAIEPIKKH OTICPAIIIOHHBIX CUCTEM 86
A 76 [Tekcr] : MeTomuueckoe mocobue / C.-Iletepb. roc. yH-T

aspokocm. ipudopoctpoenus ; coct. H. B. Kyuun. - CII6. : U3n-
Bo I'VAII, 2015. - 43 c.

7. TlepeueHsb 3IEKTPOHHBIX 00PA30BATEIHHBIX PECYPCOB
WH(POPMAITMOHHO-TEIICKOMMYHUKAIIMOHHOHN ceTh «IHTepHeT
[epedeHs 3NEeKTPOHHBIX 00pPa30BaTENBHBIX PECYPCOB HHPOPMAITMOHHO-TEICKOMMYHHUKAIIMOHHOM
cetn «IHTEpHET», HEOOXOAUMBIX JUISI OCBOCHUS TUCIIMIUIMHBI TIPUBEICH B TabmuIe 9.

Tabmuma 9 — TlepedeHb  93JEKTPOHHBIX  00pa30BaTEIbHBIX  PECYpcOB  MH(OPMAIOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTu «HTepHET»

URL anpec HaumeHoBanue
www.intuit.ru Harmonansueiit OTkpeIThi Yausepcuter "UHTYUT"

8. Ilepeuenb nHMOPMALIMOHHBIX TEXHOJIOTHI
8.1. [lepeuenr  mporpaMMHOTO0  OOECIIEYEHHS, WCIONB3YeMOTO TPH  OCYIIECTBICHHH
00pa30BaTEILHOIO MPOLIECCca MO JUCHUIIIMHE.
ITepeueHb HCHONB3yEMOro IIPOrpaMMHOr0 obecredeHus npeacTanieH B Tadaune 10.

Tabmuma 10— Ilepedens nporpaMMHOTO OOeCTICUeHHS

Ne i/ HaumeHnoBanue

He npenycmorpeno

8.2. Ilepeuenp WHQPOPMAIIMOHHO-CIIPABOYHBIX CHCTEM,HCIOIb3YEMBIX IPU  OCYIIECTBICHUU
00pa3oBaTeIbHOTO IIpoliecca 110 JUCLUILUINHE
[epevens ucmoabp3yeMbIX HHPOPMAITMOHHO-CIIPABOYHBIX CUCTEM peicTaBlieH B Tabnuie 11.

Tabmuma 11— Ilepedens HHPOPMAITMOHHO-CIIPABOYHBIX CHCTEM

Ne i/ HaumeHnoBanue

He npenycmorpeno

9. MarepuanbHO-TexHHUYECKas 0aza
CocraB MaTepHaIbHO-TEXHUUECKOW 0a3bl, HEOOXOIMMOM JIIS OCYIIECTBIICHHSI 00pa30BaTeILHOIO
mpoliecca Mo JUCIUILINHE, IPeICTaBlieH B Ta0nuel?2.

Tabmuia 12 — CoctaB MaTepraabHO-TEXHUYECKOH 0a3bl

Ne HaumeHnoBaHue cocTaBHON 4acTH Howmep aynuropun
n/m MaTeprUaIbHO-TEXHIUECKOI 0a3bl (Tipu HEOOXOIMMOCTH)

JlekmonHas ayAuTOpHS

2 | KomnbroTepHslii kiiace

10. OueHouHbIE CpeACTBA ISl IPOBEICHUS TPOMEKYTOUHON aTTECTAINH
10.1. CocTaB OIIEHOYHBIX CPEIACTBIJIA TPOBEJACHHUS IMPOMEKYTOYHOW aTTeCTaIlluu
o0ydaromuxcs Mo AUCHUIUINHE IPUBEACH B Tabnuie 13.




Ta6mmma 13 — CocTaB OIEHOYHBIX CPEJICTB 711 TPOBEICHMS MPOMEXYTOYHOM aTTeCTAIINK

Bug npomMeXyTOUHOM aTrTecTaiuu IlepedeHb OIIEHOYHBIX CPEICTB

OK3aMeH Crrcox BOIPOCOB K 3K3aMEHY;
DK3aMeHalMOHHbIE OUJIETHI;
3amauu;

TecTsl.

JuddepeHpoBaHHbIN 3a4ET Crincox BOIpPOCOB;
TecTsr;
3anauu.

10.2. B kayecTBe KpUTEpUEB OICHKH YPOBHA C(HOPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00y4YarolMHcs MPUMEHseTCsl 5-0ayuibHas IIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIINI, KOTopas mpuBeaeHa B Tabuuie 14. B TeueHne cemecTpa MOXKET UCIOIB30BAThCS
100-6amtpbHast ~ mIKajga ~ MOAYJIBHO-PEUTHHTOBOM  CHCTEMBl ~ YHUBEpPCUTETa,  IIpaBUja
UCTIOJIB30BaHUSI KOTOPOW, YCTAaHOBJIEHBI COOTBETCTBYIOIIUM JIOKAJILHBIM HOPMATUBHBIM aKTOM
['VAIL
Tabmuua 14 —Kputepuu oLieHKH YpOBHS CPOPMHUPOBAHHOCTH KOMIETEHITHI

OlieHKa KOMIIETCHITHH

Xapakreprctuka chOpMUPOBAHHBIX KOMITCTEHITUI
5-0ayuipHad MmIKaia paKIep (bopup

— oOyuaromuiicss TIyOOKO H BCECTOPOHHE YCBOWI IPOTPAMMHBIN
MaTepHa;

— YBEPEHHO, JIOTUYHO, ITOCIIEI0OBATEILHO U TPAMOTHO €TI0 M3J1aracr;

— ONUPAsCh HA 3HAHUS OCHOBHON W JIOTIOJHHUTEIBHOHN JIUTEPATYPHI,
TECHO TPUBS3LIBACT YCBOCHHBIC HAYYHBIC ITOJOXKCHHS C MPAKTUICCKON
JESITSIIbHOCTHIO HAIPABJICHHS;

— YMeJI0O 00OCHOBBIBAET U ApPTyMEHTUPYET BBIIIBUTAaEMbIC UM UJICH;

— JIeJIaeT BBIBOALI H 000OIIECHHUS;

— cBOOOJIHO BJIQJICET CHCTEMOM CIIEMATIN3HPOBAHHBIX MOHITHIA.

«OTIIMYHO»
(GavTCHO»

— o0yyJaronuics TBEpI0 YCBOMII MPOTPAMMHBIN MaTepuai, TpaMOTHO U
M0 CYILIECTBY WM3JlaraeéT €ro, ONWUpasCh Ha 3HAHUS OCHOBHOM
JUTEPATYPHI;

— HE JIOMYCKAeT CYIIECTBEHHBIX HETOYHOCTEH;

— YBSI3BIBACT YCBOCHHBIC 3HAHUS C MPAKTHUYECKOW NEATEIbHOCTHIO
HaIlpaBJICHUS;

— apryMEHTUPYET HayUYHbI€ MOJIOKEHHUS;

— JIeJaeT BBIBOJBI M 0000IIEHHUS;

— BJIQJICET CUCTEMOM CIICIIMATN3UPOBAHHBIX TTOHSATHH.

«XOPOILIIO»
«3aYTCHO»

— o0yuyaromuiicss yCBOMJI TOJIBKO OCHOBHOW MpPOTpaMMHBIN MaTepual,
M0 CYIIECTBY M3JIaraeT €ro, ONHpasch Ha 3HAHUSA TOJBKO OCHOBHOM
JTUTEPATYPHI,

— JIONyCKaeT HEeCYIIECTBEHHbIE OMMOKN U HETOYHOCTH;

— UCIIBITHIBAET 3aTPYJHEHUsT B MPaKTUYECKOM NPUMEHEHUU 3HAHWUU
HaIlpaBJICHUS;

— cnabo apryMEHTHUPYET Hay4IHBIC MTOJ0KEHNS,

— 3aTpyaHseTcs B GOPMYJIUPOBAHUHN BBHIBOJOB M 000OIICHUH;

— YaCTHYHO BJIAJEET CUCTEMON CIIeIMAIU3UPOBAHHBIX OHSITHIA.

«y/IOBIIETBOPUTEITEHO
«3AYTCHO»

— oOyyaroluiicss He YCBOWJ 3HAYUTENBHOM 4YacTh MPOrpaMMHOTO
MaTepuana;

— JIONTyCKaeT  CYIICCTBCHHBIC  OIMMMOKA W  HETOYHOCTH  IPH
paccMOTpEeHHH MTPOOJIEM B KOHKPETHOM HalPaBIICHUY;

— UCTIBITHIBAET TPYJHOCTH B MPAKTUYECKOM MPUMEHEHUH 3HAHMIA,

— HE MOXET apryMEHTHPOBATh HAYYHBIE MTOJTOKEHHUS;

— He GopMyYJIHpYET BBIBOJIOB H 0000IICHU.

«HEYJIOBJIETBOPUTEITHHO
«HE 3aUTEHO»

10.3. TumnoBbie KOHTPOJIbHBIC 33aHUS WIIK MHBIE MaTePUAIIBI.




Bompocsr (3amaun) nist sK3amMeHa mpeIcTaBlieHbl B Taoimie 15.

Tabmuna 15 — Bonpocs! (3agaun) 1s 9K3aMeHa

Ne i/t

[lepeuenp BonpocoB (3aa4) A IK3aMEHa

Kon
WHIUKATOpa

1

Onpenenenne u HazHaueHne OC
Buasr OC

Oynkuun OC

ApPXUTEKTypa ONEPanOHHON CHCTEMBI
Crpyxtypa OC

MoHonuTHasA apXUTEKTypa
MukposiiepHasi apXUTeKTypa

OIIK-2.3.1

[ToHsATHS BEIYMCIUTEIHHOTO MpOIlecca U pecypca
IIpepsiBanus

CucreMHBIE BBI3OBHI

IIporecc, moToK.

Co3znanue mpoieccoB U OTOKOB

CocTosiHUS IOTOKA

[ImarnpoBanue U IUCTIETYEPU3ANHS TOTOKOB
AIII‘OpI/ITMI)I IIJIaHUPOBAHU A

VYnpaBieHue nNaMsThIO

Tunbl agpecoB

OIIK-
1.1.3.1

MerTo/p1 paciipeneneHus naMsaTa 0e3 UCTIONh30BaHUS JUCKOBOTO
MIPOCTPAHCTBA
MeTo/pI pactipeielieHus aMsTH C UCTIOIh30BAHUEM JUCKOBOTO
MIPOCTPAHCTBA

OIIK-
1.1.3.2

ITonsiTHE BUPTYaNbHON MAMSTH

CrpanuyHoe paclpe/ielieHue BUPTYyaJTbHOW NaMsTH
CerMeHTHOE paclpeiesieHue BUPTYaabHOM MaMsITH
CTpaHMYHO-CETMEHTHOE paclpeesieHHe BUPTYalbHOU HaMATH
CBonuHr

OIIK-
1.1.V.1

Hasnauenue u ¢pyHkimu GaityioBoi CUCTEMBI
Jlornueckas opranmzanus (HhaiIoBoil CHCTEMBI
Qaiinosas cuctema FAT

Qaitnosas cuctema NTFS

KonTpons gocrymna k ¢aiinam

OcHoBHbIe noHATHS Oe30omacHocTr OC

OIlIK-
1.1.B.1

CucremMHBIN IOX0/ K 00ecreueHn 0 6e3011acCHOCTH
CuMMeTpUYHbIE KPUIITOCHCTEMBI

ACHMMETpPUYHBIE KPUIITOCUCTEMBI

AyTreHTHUKAIHS

AyTreHTH(UKAIMS HA OCHOBE MHOT'OPA30BBIX MapOJIei
AyTteHTH(UKAIMS HA OCHOBE OIHOPA30BbIX Napojen

OIlIK-
1.2.3.2

Hudpossie cepTrduKaTh
Hudpossie moamucu
ABTOpHM3aIUs TOCTyMa

OIIK-
1.2.B.2

Aynut
Cpencrea anmuauctpupoBanuss OC Windows Server
Cpencrsa 6e3onacHoctu OC Windows Server

OIIK-
1.4.3.3

Bomnpocs! (3agaun) muis 3adera / nug¢. 3auera npencrapieHs! B Tadnue 16.

Tabmuna 16 — Bonpocs! (3a1aun) s 3adera / audd. 3adera

No /1t

[Tepedyens BompocoB (3amav) myist 3adeta / nudd. 3auera

Kon
HHJMKATOpa

1

CyOBeKTbl, 00BEKTBI, METO/IBL, TIpaBa U NpUBHIETUU Linux u
Windows

OIIK-2.3.1




2 JIMCKpenMOHHOE YITPaBIIeHHE TOCTYIIOM B COBPEMEHHBIX OIIepaIly- OIIK-
OHHBIX CHCTEMaX 1.1.3.1

3 CpencrBa 3alIMTHI OT BPEAOHOCHOTO MporpaMMHOro odecrieuenns B | OITK-
COBPEMEHHBIX ONEPAIMOHHBIX CUCTEMAX 1.1.3.2

4 [TpoGieMbl peanu3aluu MaHJATHOTO YIIPABJICHUS JIOCTYIIOM B CO- OIIK-
BPEMEHHBIX OMEPAIUOHHBIX CHCTEMAx 1.1.V.1

5 Yupaenenue noctynom B Linux OIIK-
1.1.B.1

6 BbazoBeie cpenctBa ympasieHust goctynom B Windows: mapkepst | OTTK-
JIOCTYTIa, IECKPUTITOPHI 3aIlUTHI. 1232

7 Ynupaenenue cpencteamu ayTeHTHukammu B Linux. OIIK-
Yupaenenue nomenamu Windows 1.2.B.2

8 Hasnauenne aTprOyTOB 3aIIUTH BHOBB CO3/ITaBAEMBIM OOBEKTaM OIIK-
Windows, HaclieZjoBaHUE TECKPUTITOPOB 3aIUTHI 1.433

[lepeuenr TeM It KypCOBOTO TPOCKTHPOBAHUS/BBITIONHEHUS KYPCOBOW pabOTHI
MpeICTaBICHBI B Ta0mwmIe 17.
Tabmuna 17 — IlepedeHp TeM JUIsi KYPCOBOTO TPOSKTHPOBAHMSI/BBIIIOJIHCHUSI KYPCOBOM paOOTHI

Ne i/t

KYpCOBOi1 pabOThI

[TpumepHBIii TepeueHb TeM ISl KypCOBOTO MTPOEKTUPOBAHUS/BBIMOIHEHUS

Y4eOHBIM MJIaHOM HE IPEIYyCMOTPEHO

Bompocel st mpoBeneHUsT TPOMEXYTOUHOM aTTecTallid B BHJE TECTUPOBAHUS
IpeJICTaBICHBI B Ta0wmie 18.

Tabmuua 18 — [IpumepHBbIi epeueHb BOIIPOCOB ISl TECTOB

o Ko
Ne i/ IIprMepHBIi IEPEUYEHBb BOIIPOCOB 711 TECTOB A
WHAUKATOpa
1 1. I[Tome30BaTenb, (MOTpeOUTENH) HHPOPMAIIHH — 3TO ... *ITOJIB30BaTEINb, OIIK-2.3.1

UCTIONB3YIOIIUI COBOKYITHOCTh IPOTPAaMMHO-TEXHUYECKUX CPENICTB *CYyOBEKT,
MOJB3YIOMIHiAcs MH(OopMaIreli, B COOTBETCTBHH C PETTIAMEHTOM JOCTYTIa
*Branesner] GUpPMbI WIH TPeANpUATHs *PrpMa — pa3paboTUUK IPOrPaMMHOTO
NPOJYKTa, KOTOPAask 3aHUMAETCS €€ AUCTPHObIOUEH

2. [IpaBo gocryna Kk uHPpOPMAIMH — 3TO ... ¥*COBOKYIHOCTb MIPABKJI JIOCTyIIA K
WHPOPMAIIUH, YCTAHOBJICHHBIX PABOBBIMH JOKYMEHTAMH HIIH COOCTBEHHHUKOM
1100 BIIaIENIbIIeM HH(POPMAIIUH *JTUIIO WK MPOIIECC, OCYIIECTBIISIONINE
HECaHKIIMOHUPOBAHHOTO JIOCTYNA K HHPOPMAIMU *BO3MOXKHOCTB JIOCTYTIA K
WHPOPMAIINK, HE HAPYIIAIONIAs YCTAHOBIICHHBIC TIPaBUIIa pa3rPaHUICHUS
J0CTyma *COBOKYITHOCTD MPABHII, PETIIAMEHTHPYIOIIUX ITOPSIOK U YCIOBUS
noctymna cyobekTa K MH)OpPMaIHy U €€ HOCHTENSIM *HapylIeHue
YCTaHOBJICHHBIX MTPABUIJI Pa3rpaHUueHHS JOCTYIa

3. [Tox 11e10CTHOCTHIO HH(OPMAITUHU IOHUMAETCS ... *3aIuTa OT
HECaHKIMOHUPOBAHHOTO AOCTYNA K MHPOpMaMK *aKTyaJbHOCTb U
HENPOTUBOPEUYUBOCTH HHPOPMALIMH, €€ 3aUIUIICHHOCT OT Pa3pyLeHUs 1
HECaHKIIMOHUPOBAHHOTO U3MEHEHUS *BO3MOKHOCTh 32 IPUEMIIEMOE BPEMSI
MOJY4YHUTh TpeOyeMyro HHPOPMALMOHHYIO YCIYyTY

4. adopmanust MOKeT ObITh 3allIMIICHA OT ... *IIePEeChIIKH €€ 110 3JIEKTPOHHON
moyTe *ICUXOIOTHYECKOTO COCTOSIHHS ¥ CAHKITMOHUPOBAHHBIX TOJIb30BaTEIeH
*yTeUKH MOOOYHBIX JIEKTPOMATHUTHBIX U3ITydeHHN *(hU3NIECKOro JIHIa
**HECaHKLIIMOHUPOBAHHOTO JIOCTYyTIa

5. K Buziam uH(pOpMaIuy ¢ OrpaHAYEHHBIM JIOCTYIIOM OTHOCHTCH ...
*KkoMMepuecKas TaifHa *rocyJjapcTBeHHast TaiiHa *00IIeCTBeHHbIC IaHHbIC
*OaHKOBCKas TaliHa *IepcoHaNbHBIC JaHHbIE *JIMYHas TaliHa

6. YTUINTBI CKPHITOTO YNIPABICHUS O3BOJISIIOT ... 3allyCKaTh ONEPAlMOHHYIO




CHCTEMY pa3pylIaTh KECTKUN TUCK 3aIlyCKaTh U YHHUTOXXATh (paiiiibl BEIBOAUTH
COOOIIIEHUS CTUPATh HHPOPMAIHIO

7. K mpaBOBBIM MepaM KOMIIBIOTEPHOM 0€30MaCHOCTH MOKHO OTHECTH ...
*COOTBETCTBHE TPAKAAHCKOMY 3aKOHOJATENbCTBY *HOPMBI OTBETCTBEHHOCTH
COTPYTHHUKOB *3alUTy aBTOPCKHX MpaB *OpraHU3aIfio 00CTy>KHBaHUS
00BeKTa *3aluTy OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K CHCTEME

8. K oprannzanoHHBIM MepaM KOMITBIOTEPHOH 0€30MaCHOCTH MOKHO OTHECTH
... *opraHuzanmio o0CITy>KUBaHUS 00bEKTa *3aIUTY OT XUILCHUN, TUBEPCHHA U
caboTaxka *oxpaHy 00beKTa *TUIaH BOCCTaHOBIIEHHS pabOTOCIIOCOOHOCTH
00beKTa *TIATEeIbHBIN MoA00p MepcoHana *ycTaHoBKY 00OpyAOBaHHUS
CUTHATTU3aIUN

9. CepTrduKaT MpoayKTa, 00ECTIEUNBAIOIIHI HHPOPMAIIHOHHYIO
0€301acHOCTb, ... *MOATBEPKIAAET €r0 COOTBETCTBHE CTaHAapTy PD
*MoATBEpP>KJaeT OTCYTCTBHE B MPOAYKTE HE3aACKIapUPOBAHBIX BOZMOKHOCTEH
*[IPOCTO ABISETCS TOKYMEHTOM, HEOOXOAUMBIM IS PeaTU3aIliH PO Ty KITHH
*MOATBEPIKIAET €r0 Ka4ECTBO

10. K mpaBoBBIM MepaM KOMITBIOTEpHON 0€30MacHOCTH MOKHO OTHECTH ...
*TImaTe bHBIN MOI00p MepcoHaa *COOTBETCTBUE YTOJIOBHOMY
3aKOHO/IATENBCTRY *3alIUTy aBTOPCKUX MpPaB * pe3epBUPOBAHIE BAKHBIX
MOJICCTEM

11. [onutrka goctyna K HHGOPMAIMK — 3TO ... ¥*COBOKYIMHOCTH IPaBHJI,
periIaMeHTHPYIOIIUX MOPSIIOK U YCIOBUS IOCTyNa cyObeKTa K HHpOpMauu 1
ee HOCUTENSIM *HapylleHHe yCTaHOBJICHHBIX IPAaBUII Pa3rpaHUuEHUs OCTyIa
*COBOKYITHOCTH MPaBHJI IOCTYIA K HH(POPMAIIMH, yCTAHOBJICHHBIX IPABOBBIMU
JIOKYMEHTaMH WM COOCTBEHHUKOM JHOO0 BJIaCbIieM HHDOPMALUU * TUIIO0 HITH
MIPOLIECC, OCYIIECTBIAIOIINE HECAHKIIMOHUPOBAHHOTO JOCTYIa K HH(POPMAIIH
*OCTyN K HH(pOPMAaLIUK, HE HAPYIIAIOIIUI yCTaHOBJICHHBIE MTPaBHiIa
pasrpaHMYeHuUs T0CTyMa (3TH MpaBUIIa CIYXKaT JJIsl periIaMeHTalluH MpaBa
JOCTyIa K KOMIIOHEHTaM CHCTEMBbI)

12. K TexHIYecKrM MepaM KOMITBIOTEPHON 0€301TaCHOCTH MOYKHO OTHECTH ...
pe3epBHOE KOMMPOBAHKUE PE3EPBUPOBAHUE BXKHBIX TOJCHCTEM
UACHTU(PHUKALNIO U ayTeHTU(UKALIIO OOHAPYKEHNE YTEUEK BOJbI
000pyZIOBaHHUE CHCTEM IOKAPOTYIIECHHUS YCTAHOBKY 000PYIOBaHUS
CUTHAJIM3AIIH

13. B cTrangapTHO# monuTHKe 6€30MacHOCTH yCTaHOBKA MPOTPAMMHBIX
MPOAYKTOB HETIOCPEICTBEHHO MOJIb30BaTENEM KOPIIOPAaTUBHON paboueit
CTaHIMH ... *3ampelieHa *paspelieHa *paspeleHa, 3a HCKIIUYeHIEeM
KOMITBIOTEPHBIX HTP *pa3peleHa, HO TOJILKO C YCTHOTO COTJIaCHUs COTPYAHUKA
UT-ornena

14. Ion xoH(pUASHIMATIBHOCTHIO HH)OPMALMK TOHUMAETCS ... *3aIuTa OT
HECaHKIIMOHUPOBAHHOTO J0CTYTa K MHPOpMAIMK *aKTyadbHOCTb U
HETNPOTUBOPEUYUBOCTH HH(POPMALIUH, €€ 3alIHIICHHOCTh OT Pa3pylIeHUs 1
HECAaHKIIMOHUPOBAHHOTO U3MEHEHUs *BO3MOXKHOCTH 3a IPUEMIIEMOE BpEMSI
MOJIyYUTh TPEOYeMYI0 HH(DOPMAITUOHHYIO YCIIYyTY

15. HeBepHo, 4TO K BHIaM BPEIOHOCHOI'O IIPOrPaMMHOI0 00eCIICUEHUS
otHocHUTCA ... *pyTkuT (Rootkit) *oTnaguuk *KoMIbl0TepHBIE BUPYCHI
**aHamM3aToOp ceTeBOro Tpaduka (cHudep) *mporpaMMsl yIaaeHHOTO
yIpaBieHus (€CI OTCYTCTBYET (PYHKIIMS CKPBHITHOTO BHEAPEHIS)

16. HeBepHo, 4TO K OCHOBHBIM LieisiM ayauta b otHocHTCS ...
*pernaMeHTanys AeHCTBHHA NOIb30BaTeNs *IOKAIN3aHs HOTEHIUAIBHO
OTIacHBIX MecT *oreHKa ypoBHs 3amuiieHHoctd b *pa3padboTka
PEKOMEH/IAIHIA TI0 TIOBBIIICHUIO YPOBHS 0€30MaCHOCTH

17. PaccraBbte 31amnsl aynuta b B ux mornyeckoM nopsiake: 1 okanuzanus
MIOTEHITHATBHO omacHBIX MecT Wb 2 pa3zpaboTka pekoMeHAaImii mo
MOBBIIIIEHHIO ypoBHs Oe3onacHocTH VIC 3 cocTaBlieHHe 1 aHATU3 CITUCKA
PHUCKOB 4 olieHKa ypoBHS 3amiuineHHoctu b

18. ... — moMenIeHHas Ha KOMIIBIOTEP TOJIb30BaTelsl Oe3 ero corjacus,
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KOHTPOJISI U YBEAOMIICHHS CPEACTBO CICKECHUS
19. OCHOBHOM CMBICHT pa3rpaHUYEHUS MIPaB AOCTYyIA IMOIH30BaTENCH — ...
*o0ecneyeHne 0e30macHOCTH HHQOpMAIMK BHYTPH KOMIIAHUU U BO3MOKHOCTH
€€ MCIOJIb30BaHMS NI HETIOCPEACTBEHHO BIIa/IENbLIEM/HCIIOTHUTEIIEM
*ymeMseHne paboToaaTeNeM TpakIaHCKUX MpaB paboTHHUKA *co3maHue
TPYAHOCTEH [T COTPYIHUKOB KOMITAHHUH, C TTOCIIEIYIONIEM YBOJILHEHUEM
HEYTOJHBIX KOMIIAHWUH JIIOAeH

20. AHaJIN3 PUCKOB BKITIOYAET B €04 ... *BBIABICHUE CYIIECTBYIOIINX PUCKOB
Y OIICHKY WX BEJTMYWHBI *aHaI3 MPUYHMHEHUS yilep0a U BeTHYUHBI yiiepoa,
HaHocuMoro pecypcam UC, B cirydae oCyIIecTBIEHHs yrpo3bl 6€30MacHOCTH
*MeponpusTus Mo obcienoBanmo 6ezonacHoctu MC, ¢ memnpto onpeneneHus
TOr0 KaKHMe PECypchl M OT KAKHMX YTPO3 HAJIO 3alIHINATh, 4 TAKKE B KAKOH
CTETICHH TE WJIM UHBIC PECYpPChl HY)KJAIOTCS B 3aIUTe ¥*HA0Op a/leKBaTHBIX
KOHTPMEP OCYIICCTBIISICTCS B XO/I€ YIIPABJICHHUS] pUCKAMU

21. IlporpammHOe oOecniedeHre, KOTOpoe He JOKHO ObITh JOCTYIIHO B
HOPMAJIBHOH paboTe MOJIB30BATEN, — ... *CHCTEMHBIC YTUINTHI U CUCTEMHBIE
penakTopsl *cpeacTBa 3alUThl *cpelcTBa pa3paboTKu, YTHIUTHI *cpencTBa
3alIUThbl, CACTCMHBIC YTUJIINTLL

22. HapyuieHue ycinoBui, OpeyCMOTPEHHBIX JINLIEH3UEH Ha OCYILIECTBICHUE
JEeSTeTLHOCTH B 00JIACTH 3aIIUTHI HHGOpMAaIHH (32 UCKITIOUYEHUEM
WHPOPMALIUH, COCTABISIONIEH rOCYyJapCTBEHHYIO TaifHy) ... *BIIe4eT TOJIBKO
HaJIO)KEHHE aIMUHUCTPATUBHOTO mTpada *BiIedeT yroJoBHYIO
OTBETCTBEHHOCTh M HAJIO)KCHNE aIMUHHUCTPATUBHOTO IITpada *BiIedeTr BO BCeX
CJIy4asix YroJOBHYIO OTBETCTBEHHOCTh *HE BJICUET 332 COOOi yroJIOBHOM
OTBETCTBECHHOCTH

23. Ilox mokanbHOM 0€30MacHOCThIO HH()OPMAITMOHHOW CHCTEMBI
MOJIPa3yMeBaeTCs ... *3ampeT UCIOIb30BaHUS TOCTOPOHHHUX
WHPOPMALIMOHHBIX IPOILYKTOB, OOHOBJICHHE aHTUBUPYCHBIX 0a3 *ycTaHOBKa
MHUHUMAaJIBHON ONEPATUBHON MaMATH M MaJICHBKOTO MOHUTOPA JUIS
HEBO3MO)KHOCTH OCYIIIECTBICHUS MOJIb30BATENIEM B3JIOMA CHCTEMBI
*orpaHu4eHNe NOJIb30BaTENS Ha JIOKAILHOM pabodeM MecTe OT JAPYTHX
COTPYZHUKOB C MTOMOIIBIO TIEPErOpOI0K

24. Cucrema 3a1uThl HHGOPMAIHU — 3TO ... ¥*pa3paboTKa CTpaTeruy 3aIlUThI
Ou3Heca KOMIaHuH *001acTb HHPOPMAIIMOHHBIX TEXHOJIOTHI *KOMIUIEKCHAsI
COBOKYITHOCTh ITPOrPaMMHO-TEXHHUYECKHX CPEJCTB, 00ECIIEUNBAIOIIAs 3AIUTY
nH(opManuK *COBOKYITHOCTh OPTaHOB M/WJIM UCTIOJTHUTEINECH, HCIIOJIb3yeMast
MMM TeXHHUKA 3aIUTHl HHPOPMAIIUU

25. Unentudukaius cyobekTa — 3TO ... *NpoBepKa MOAJIMHHOCTH CYObEeKTa C
JTaHHBIM UICHTU(QHUKATOPOM *yCTaHOBIICHUE TOTO, SBIISETCS JIM CYOBEKT
MMEHHO TeM, KeM OH ce0st 00BSBII *TIporieypa MpeaoCTaBIeHHs 3aKOHHOMY
CYyOBEKTY COOTBETCTBYIOUIMX MOJHOMOYNH U JOCTYITHBIX PECYPCOB CHCTEMBI
*mpoleaypa pacro3HaBaHus CyObeKTa 10 ero HIeHTU(HUKATOPY
*yCTaHOBJICHUE JIUI] WU MIPOLIECCOB, OCYIIECTBIISIONINX
HECaHKIIMOHWPOBAHHOTO JAOCTYIa K HHPOpMAIH

26. K TexHU4ECKUM MepaM KOMIBIOTEPHOI 0€30MacHOCTH MOYKHO OTHECTH ...
*pe3epBHOE 3JIEKTPOITUTAHUE *3aIIUTY OT HECAHKLIMOHUPOBAHHOTO AOCTYTA K
cucreMe *yCTaHOBKY 3aMKOB *pe3epBHOE KONMPOBAaHHE AaHHBIX *3alIUTy OT
HECaHKIIMOHUPOBAHHOTO KOMMPOBAHHS *3alIUTy OT XHIICHUH, TUBEPCUH U
caboraxa

27. ABropu3auus cyobekTa — 3TO ... *mpoleaypa npelocTaBIeH!s 3aKOHHOMY
CyOBEKTY COOTBETCTBYIOIIMX MOJTHOMOYNH M JOCTYITHBIX PECYPCOB CHCTEMBI
*yCTaHOBJICHUE JIUIT WK MPOIECCOB, OCYIIECTBIISFOIIIX
HECaHKIIMOHUPOBAHHOTO JA0OCTYyINa K HH(pOpMaMy *ycTaHOBJIEHUE TOTO,
SIBJISICTCS JIU CYObEKT UMEHHO TeM, KeM OH ce0st 00bsABMI *IIpOBEpKa
MOAJTMHHOCTH CyOBEKTa ¢ JAaHHBIM HIECHTH(GHUKATOPOM *Ipolieaypa
pacno3HaBaHus CyOBEKTa MO €ro HACHTUPHUKATOPY

28. CepBucoM 0€30M1aCHOCTH, HCHOJIb3YEMBIM B PACIIPEACICHHBIX CUCTEMAaX U
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CeTsX SABJISACTCA ... ¥aBTOpHU3aIUs *pa3rpaHUUCHUE TOCTyIa *IKPaHUPOBAHUE H
TYHHEJIUPOBaHUE *MapIipyTH3anus *ayTeHTH(GUKAIMS *UaeHTUDUKAIUSL

29. K opraHu3anuoHHEIM MepaM KOMITBIOTEPHOM 0€30IaCHOCTH MOYKHO
OTHECTH ... *opraHuzaiuio o0CITy)KUBaHUs 00beKTa *BeieHne 0C000 BaKHBIX
paboT HECKOIBKUMH COTPYTHUKAMU *pe3epBHOE IEKTPONHUTAHUE *3alTUTy OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA K CHCTEME *TIIATENLHBIN MOI00p TepcoHalia
* BpIOOp MecTa pacrnonokeHus o0bekra 30. OTnuuuTeNbHas CIIOCOOHOCTh
KOMITBIOTEPHBIX BUPYCOB OT BPEJAOHOCHOTO *TOBBICUTH MMPUBHIICTHH B CUCTEME
*cobupath HHGOPMAITHIO *K CAaMOBOCITPOM3BEICHUIO *YHHUITOXKATh
nHPOPMALIUIO

31. C ToukM 3peHus 3aKOHOAATENLCTBA (TpaBa) CYIIECTBYET yPOBEHB IOCTYTIA
K HHOOPMAITUH ... *3aKPBITHIA JOCTYT *OTKPBITHIA JOCTYIT *OrpaHNYEeHHBIN
JIOCTYT *MHTEIUIEKTyallbHasi COOCTBEHHOCTh *0e3 orpaHryYeHws IpaBa I0CTyIa
**HAHOCSILUI Bpell IPH paclpoCTpaHCHUH

32. B cucreMHOe IporpaMMHOE 00SCIICUCHUE BXOIAT: *SI3BIKH
[IPOTPaMMUPOBAHHUS *ONEPALUOHHBIE CUCTEMBI *KOMIIBIOTEPHBIE UTPbI
*rpaduuecKie peJakTophbl *TeKCTOBBIE PEIaKTOPhI

33. HeBepHo, 4TO K OMOMETPUUECKUM JaHHBIM OTHOCHUTCS ... *IIPOCKIINS JIUIIA
*TeMOp ToJIoCca *cepus macropra *OTIeYaTKH MajbIeB *aapec MPOIrCKA

34. OnepanrioHHas cuctemMa IU(GPOBOI BEIYUCIUTENFHON CUCTEMBI
npeqHa3HadeHHas Juist: *00ecedeHns: COBMELCHNUS pa3IMYHbIX HHTEpdeicoB
*obOecreueHns y100HOM pabOTHI MOIh30BaTENsl *00eCcTIeueHIs ONPEIeIEHHOTO
ypoBHS 3PPEKTUBHOCTH MU(PPOBON BEIYUCIATENBHON CHCTEMBI 33 CUET
AaBTOMATHU3WPOBAHHOTO yIpaBIIeHHS €€ padOTOH U MPEJOCTaBIIEMOTO
MOJIb30BATEIIIM HA0Opa YCIIyT.

35. K 0CHOBHBIM Pa3HOBUIHOCTSIM BPEIOHOCHOIO BO3JCHCTBUS HA CUCTEMY
OTHOCHTCA ... *MHUIIUUPOBAHME JIOXKHBIX JCHCTBHUN *MoaupuKarms
BBIMOJTHSIEMBIX (PYHKUMH *yaaneHne cuCcTeMbl *KOMTUPOBaHUE JaHHBIX W3
CUCTEMEI *CO3/1aHne ITOMeX B paboTe *BBIBOM U3 CTPOS

36. Madopmanus — 370 ... *COBOKYITHOCTh 3HAHUH, HAKOTIIEHHAS
YeJI0BEYECTBOM *COBOKYITHOCTH pedieKCHil MeX Ty uieeii u marepueil Ha
MakKpo- U MUKPOYPOBHSX *CBEIICHHS O JINLAX, IpeIMeTax, paKTax, COOBITHIX,
SIBICHUSAX U MPOLIECCaX HE3aBUCHMO OT (DOPMBI X MPENICTABICHUS
*COBOKYITHOCTh MPHHIIUIIOB, METOZIOB M (YOpM yIIpaBIICHUSI

37. AnmapatHsie ¥ TPOrpaMMHBIE CPEJICTBA U TEXHOJIOTHH TapaHTHPOBATh
aOCOIOTHYIO HaZIe)KHOCTh U 0€30MacCHOCTh JAHHBIX B KOMITBIOTEPHBIX
CHCTEMax ... *He MOTYT *MOTryT TOJBKO ISl FOCYJapCTBEHHBIX OpTaHU3alni
*MOTYT *MOT'YT TOJIBKO I KOMMEPUYECKHX KOMIIaHUH *MOTYT TOJIBKO JIJIst
YaCTHBIX JIMIL

38. CBeneHusi, KOTOpPbIE HE MOTYT COCTABIIATh CIIY>KEOHYIO MII KOMMEPUYECKYIO
TaliHy, ONPENENAIOTCS ... ¥*OpraHu3amue, B KOTOpoil paboTaeT rpakaaHuH
*3aKOHOM JTUOO JPYTUMH HOPMATHBHBIMH aKTaMH, CIIyKEOHOM 3aMrCKOM, a
TaKXe OpraHu3alyeii, B KOTOpoi paboTaeT rpakAaHuH *ciryKeOHO! 3auCKOM
*3aKOHOM JTHOO JPYTUMH HOPMATHBHBIMH aKTaMU

39. BupycHble IporpaMMbl IPUHSTO JEUTH 10 ... *CTENEHH IEHHOCTH
*0coOEHHOCTH aJITOpUTMa BUpyca *cpene oouTanus Bupyca *crnocody
3apakeHHs *0O0LIMM pU3HAKAM

40. TTo BuaM pa3nUyarOT aHTHBUPYCHBIE IPOTPAMMEI ... *BaKIIUHBI
*peBU30pbl *1oKTOpa *CcKaHephl *MPUHTEPHI *CTOpOXKa

OIIK-
1.1.V.1

41. K HanpaBieHusIM, B KOTOPBIX OCYIIECTBIISIETCS 3a1uTa HHpopManuu
BCTPOEHHBIMU METOAAMH MPUKIIATHBIX TPOTPaMM OTHOCHTCH ...
*CHUMMETPUYHBIX KpUnTorpaguueckux npeodpasoBanuii *kpunrorpadudeckoe
3aKpBITHE *pa3rpaHUYeHue JOCTyIa K JaHHBIM *0opb0a ¢ MakpOBHPYCaMH
*aynura

42. EBponeiickue kputepun 0ezonacaoctr ITSEC ycTanaBnmmBaior ... K1accoB
6e3onacHoctu 58 107 1512

43. K ocHOBHBIM BHJaM CHCTEM OOHApY>KEHHS BTOP>KEHHHA OTHOCSITCA ...
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*OKaTbHBIC ¥*MEXKCETEeBhIC *aKTUBHBIC *CHHXPOHHBIC *TIaCCHBHBIC

44. Tlox MOCTYITHOCTHIO WH(OPMAITIH IIOHUMAETCS ... *BO3MOXKHOCTD 32
pHUeMIIEMOe BpeMs TONTyYUTh TpeOyeMyto HHPOPMAaMOHHYIO yCIyTy *3amuTa
OT HECAaHKIIMOHMPOBAHHOTO JIOCTYMa K MH(OPMALUHU *aKTyalbHOCTh U
HEMPOTHUBOPEYNBOCTHh HH(OPMAITUH, €€ 3aIUIIEHHOCTh OT pa3pyIIeHHus 1
HECaHKIIMOHUPOBAHHOTO U3MEHEHUS

45. BupycHble IpOrpaMMbl IPUHSTO AEIUTH 110 ... BO3MOXXHOCTH
OCYILIECTBJICHUS CIEIAIINM MPU3HAKaM 0OCOOCHHOCTH aJrOpUTMa BUpyca
HaIPaBIEHHOCTH JIECTPYKTHBHBIM BO3MOXXHOCTSIM

46. B cOOTBETCTBUH C 3aKOHOJATEIHCTBOM OTBETCTBEHHOCTD 33 HE3aKOHHOE
orpaHHuYEHHE JOCTYyNa K MHOOPMAIMU 1 32 HAPYLICHUE PEKUMA 3aIIUTHI
nH(GOpPMAITUHU HECYT ... CIy’Kalllie OPTraHOB TOCYJapCTBEHHON BIACTH
aJIMHHUCTPATOPHI HH(OPMAITIOHHBIX CHCTEM CITy>KaIllie OXPAaHHBIX areHTCTB
PYKOBOJIUTEIH

47. Ilo cymiecTBYIONINM MIPaBHIaM pa3pabaThIBaTh, IPONU3BOINTE 3AIIHUTHI
rH(GOPMAITUU MOKET TOJBKO MPEANIPHUITHE, UMEIOIIIEE . .. aKKPEIUTAIHIO
HAYaIbHBIA KalUTaN JIULIEH3UIO CEPTUPHUKAT

48. HecaHKIIMOHUPOBAHHBIN TOCTYI K HH(MOPMALIUU — 3TO ... *JIMIIO0 WU
MIPOIIECC, OCYIIECTBRISIONINE HECAHKITMOHUPOBAHHOTO JOCTYIIA K MHPOPMAIIHH.
*COBOKYITHOCTH MPaBHJI, PETJIAMEHTUPYIOIINX ITOPSIOK U YCIOBHS AOCTYTIA
cyObekTa K HHOPMAIIUU U €€ HOCUTEISM *HapylIeHHe yCTaHOBICHHBIX
MIPaBUII Pa3TpaHUYEHIsI JOCTYya *mocTyn Kk mHPOpManuy, He HapyIIatoIHil
YCTaHOBJICHHBIE MTPaBWIIa pasrpaHndeHust qoctyma. [lpaBuia pasrpaHudeHus
JIOCTYTIa CITY>KaT JUTS PerfiaMeHTAIMU TIpaBa JOCTyIa K KOMIIOHEHTaM CUCTEMBI
*COBOKYITHOCTb TIPaBHJI IOCTyTa K HH()OPMAIINH, YCTAHOBICHHBIX TIPABOBBIMU
JOKYMEHTaMH WM COOCTBEHHUKOM JHOO BIIaAeTbIleM HH(OpMAITUU

49. JlesTenbHOCTHIO IO cepTUhUKAMN IHU(PPOBATHHBIX CPEACTB Ha
tepputopuu PO 3anumaercs ... @Cb ®CTIK ®CO MBI ®CBTC

50. CoBpemenHyto opraamzanuto DBM npemnoxwmr: Hopoept Bunep Uapnss
beooumxk Hxon gon Heiiman

51. B «Konnenuuu 3amurel CBT u AC ot HC/] x uH(popMaIim» Kak riiaBHbIC
CpEeACTBA 3alUThl OT HECAHKLIMOHUPOBAHHOTO AOCTYNA K HH(pOpMau
paccMaTpUBAarOTCA ... *KOMIBIOTEPHbIE 1 KOMMYHUKAIIMOHHbBIE CUCTEMBI
*CHUCTEMBI pa3rpaHUUYeHHUs IOCTyNa *HHPPACTPYKTYPBI TPOMBIIUICHHBIX
MPEeaNpUITUN *OHOMETPHUYECKUE CUCTEMBI

52. HeBepHO, 4TO K MOAYJISIM aHTUBUPYCA OTHOCHUTCS ... *CKaHep (aillioB 1mo
CUrHaTypam *cpencTBO OOHOBJIEHUS IIPOTPaAMMHBIX MOJYJIeH U 6a3 CUTHATYP
*MOJyJIb TIepeXBaTa HaKaTHsl KJIABUII *MOHUTOD (TIEpEeXBaTYMK U aHATIH3aTOP
3aIlyCKaeMBbIX IIPOLIECCOB)

53. OCHOBHBIE Cpe/ICTBA IPOHUKHOBEHHUS! BUPYCOB B KOMIIBIOTED ...
KonrpoBaHue (ailyIoB KOMITBIOTEPHBIE CETH CHEMHBIE JUCKH UTPOBBIE
MIPOrpaMMBbl

54. Tlox pusmdeckoit 6€30MacHOCThIO HH(POPMAITMOHHON CHCTEMBI
MoJIpa3yMeBaeTcs ... *orpaHnueHne GU3NIECKOTO JIOCTYIa K CHCTEME IO
Cpe/CcTBaM MPOIYCKOB, apoJiei, OMOMETPUIECKUX JaHHBIX *3arper
(u3MUecKoro BXoAa 1 BbIX0Ja U3 3[aHus KoMIaHuu B mepuoa ¢ 10 go 18 wacos
orpaHrueHHE *MOIKIIOUEHNS K HHPOPMAIIMOHHON CUCTEME «H3 BHEY

55. Ha koMmbroTepax NPUMEHSIOTCS JIOKAJIbHBIC TOJUTUKH 0€30TMIaCHOCTH ...
*napamMeTpoB 0€30MaCHOCTH *CUMMETPUYHBIX KPUIITOIpadhUUECKUX
npeoOpa3oBaHuid *1IpaB MONIb30BaTENCH *IIOICTAHOBKH *raMMHUPOBaHUS
*aynura

56. B cocras eBpomneiickux kpurepues ITSEC no undopmanmonHon
0€301aCHOCTH BXOJHT ... LIEeIH 0€301acHOCTH KOHPHUICHINAIEHOCTh
WHPOPMAITUH 3aKPBITOCTh HHPOPMAITUH [IENIOCTHOCTH HHPOPMAITUH
3alMIICHHOCT OT MPOHUKHOBEHMUS CrieU( KA GYHKIUH Oe30MacHOCTH
57. K Buaam napopmanuy ¢ orpaHu4eHHBIM JOCTYIIOM OTHOCHUTCH ...
npodeccuoHanbHas TailHa TOCYAapCTBEHHAs TaiiHa EPCOHAIbHbIE JaHHbIE
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ciry>keOHas TaliHa OOIIECTBEHHBIC JaHHBIE TPOMBIIIJICHHAs TaiiHa

58. YTHIUTHI CKPBITOTO YIPaBJICHUS MO3BOJISIOT ... TIepe3arpykaTh
KOMIIBIOTEP 3aIlyCKaTh U YHUUTOXKATh (ailsibl IPUHUMATh U OTHPABIATE (Qaiiiibl
MEPEUMEHOBBIBATH (DAIIIBI M X PACHIMPEHUS BBOAUTH HOBYIO HHPOPMALHIO
59. B coctas eBporetickux kpurepues ITSEC no nadopmarmonnoi
0€30IaCHOCTHU BXOJIHT ... OMHUCAHHE MEXaHU3MOB 0€30MaCHOCTH JOCTYITHOCTh
nHPOPMALUN KOHPHICHINATEHOCTh HHPOPMALIUH 3alIUIICHHOCTb OT
BO3ACHCTBHI TOTHOTA HH(pOopMarmu 1enu 6e3onacHocty 60. YcraHoBka
nuren3nonHoro IO sBisiercs ... 00s3aTeIbHBIM KPUTEPUEM
WHPOPMALMOHHON 0€30MacHOCTH OeCIoIe3HOH TPaTol KOPIOPATUBHBIX
JICHEKHBIX CPENICTB HE00sM3aTEeIbHBIM KpUTEpHeM HH(OPMaLnOHHON
Oe3omacHOCTH

61. CaHKIIMOHMPOBAHHBIN JOCTYIT K MHPOPMAIIMA — 3TO ... *TOCTYH K
WHPOPMaLIUK, HE HAPYIIAIOIINHA yCTaHOBJICHHBIE MIPaBHUila pa3rpaHuueHUs
JOCTyMa *COBOKYITHOCTH MPAaBWII, pEriIaMEHTHPYIOLIHNX MOPSAO0K U yCIOBUS
JIocTyma cyObekTa K HH()OPMAIlUU B €€ HOCHUTEISIM *JTUII0 MITH TpOoIIece,
OCYIIECTBIISIONINE HECAHKIIMOHUPOBAHHOTO AOCTYNa K HH(pOpMaIu
*HapyIIeHWEe YCTaHOBIICHHBIX MPABHJI pa3rpaHUUICHUs JOCTYIA *COBOKYITHOCTD
MPaBUI JOCTyNA K MHPOPMALMH, YCTAHOBIICHHBIX IIPABOBBIMU TOKYMEHTaMHU
Wi cOOCTBEHHUKOM JTHOO0 BIaAeNbIieM HH()OpMAITUU

62. UadpopmarimonHas 6€30MacHOCTS, 10 3aKOHOAATENbCTBY PD, — 370 ...
*METOIOIOTUIECKHIA MTOIX0] K 00eCTIeYeHHIO 0€30TTaCHOCTH *MapKeTHHT
**COCTOSIHUE 3aLIMIEHHOCTH HAlIMOHAJIbHBIX HHTEpecoB PO B
WHPOPMALTMOHHOH cepe, ONpeAeTSIOIUXCS COBOKYTHOCTBIO
cOaaHCUPOBAHHBIX HHTEPECOB TMYHOCTH, OOILIECTBA U FOCYIapCTBa *CBOA
HOPM, COOJIIOJICHNE KOTOPBIX NPU3BAHO 3AIIUTHTh KOMIIBIOTEPHI U CETh OT
HECaHKIIMOHUPOBAHHOTO JAOCTYTA *COCTOSIHUE 3aIUILIEHHOCTH
WHPOPMALTMOHHOHN cpelibl 00IIecTBa, oOecreunBarolee ee opMHUpoOBaHHE,
HCIOJIb30BaHKE U Pa3BUTHE B HHTEPECax rpakJaH, OpraHu3aLuii, rocyaapcTaa
63. Ayrearudukanus cyObexTa — 310 ... *Tporierypa pacro3HaBaHH
cyObeKTa 1Mo ero uJIeHTU(PUKATOPY *TpoBepKa MOJUTMHHOCTH CyObEKTa C
JaHHBIM UIEHTU()UKATOPOM *yCTaHOBIIEHHE TOTO, SBJSIETCS JIU CYyOBEKT
HUMEHHO TeM, KeM OH ce0st 00BsIBHI *IpoLeaypa NpeI0oCTaBICHHUS 3aKOHHOMY
CyOBEKTy COOTBETCTBYIOMINX MOTHOMOYHI M JOCTYITHBIX PECYpPCOB CHCTEMBI
*yCTaHOBJICHHUE JIHII WK MPOIECCOB, OCYIECTBIISFOIINX
HECaHKLIMOHUPOBAHHOTO AOCTYNA K HHpOpMaLK

64. Ayaut nHGOpPMAIIMOHHON OE€30MaCHOCTH — 3TO. .. ¥OI[eHKa TeKYIIEeTo
COCTOSIHUSI CUCTEMBI HH(POPMAIIMOHHOM O€30MacHOCTH *TIpoBEpKa
UCTOJB3YEMBIX KOMIIaHHEH HH()OPMAIIMOHHBIX CUCTEM, CUCTEM 0€30I1aCHOCTH
*3TO MpOBEpKa COCOOHOCTH YCHEIIHO IPOTUBOCTOATE YyTpo3aM *crenuanbHast
MIPOBEPKa COOTBETCTBHUS OPraHu3ainu 1 3)(HEKTUBHOCTH 3aI[UThI
nHpOpPMAIIUKN *yCTaHOBICHHBIM TPEOOBAHHUAM W/HIIM HOPMaM

65. IIporpammer keylogger ncnone3ytores s ... *ynaneHust Bupycos *cbopa
WH(POPMAIIUH, BBOJUMOH € KIIaBUATYPbI *yJalieHHs] TPOrpaMM-IIITHOHOB
*KOHTPOJISI 32 COCTOSTHUEM IIEHTPAIBHOTO TIPoIieccopa

66. OTimunTensHast 0COOEHHOCTh KOMITBIOTEPHBIX BUPYCOB IO CPAaBHEHUIO C
JPYTUM BPEIOHOCHBIM IPOIPaMMHBIM 00€CIIEYeHHEM — UX CIIOCOOHOCTS ... *K
CaMOBOCITPOM3BEJICHHIO *YHHUTOXKATH HHPOPMAIIUIO *coOMpaTh HHPOPMAITHIO
*[IOBBICUTD PUBHUJIETHH B CICTEME

67. B eBpomneiickux kpurepusix 6esonacHoctu ITSEC yctaHOBJICHO ... KIaccoB
6e3onacHoctu 57 8 10 12 15

68. HeBepHo, uTo 3ammnTa HHPOPMAIUK BCTPOSHHBIMU METOAMH TPUKJIATHBIX
MPOTrpaMM MOKET OCYLIECTBIIICTCS B HANPaBIICHUH ... *ayaurta *0opsObl ¢
MaKpOBUpYcaMHU *KpHUIITOrpapuecKoro 3aKphIThs *pa3rpaHudeHust JOCTyna K
JTAHHBIM

69. HeBepHo, 4TO K HICTOYHHKAM yTpo3 HH(OPMALMOHHON 0€301acHOCTH
OTHOCATCS ... *4yenoBeueckuil pakTop *npaBoBbIe aCHEKTHI

OIIK-
1.2.B.2




(YHKIMOHUPOBaHUS UC *CTUXUITHBIE OeCTBUA *anmnapaTHbele cOou *OmmnOKH
MPOSKTHPOBAHUS U pa3pabOTKHU HC

70. HeBepHo, uTO K cepBucaM 0€30MacHOCTH, UCTIONB3YEMbIM B
pacrnpeeieHHbIX CHCTEMAaX U CETSAX, OTHOCUTCS ... *UICHTUUKALHS
*ayTeHTU(UKAINS *MapIIpyTH3aIus *pasrpaHnueHne JOCTyTa
*IKpaHUPOBAHUE U TYHHEITMPOBAHHUEC

71. HeBepHO, 4TO K OCHOBHBIM BHJIaM CUCTEM OOHapY>KEHUs BTOPKECHUH
OTHOCSITCS ... CUCTEMBI *ceTeBble *10KaIbHbIC *MEKCETEBbIC

[lepeyeHbp TeM KOHTPOJBHBIX PabOT MO AMCUUIUIMHE OOYYAIOUIMXCS 3a04YHON (HOpPMBI
00y4eHus1, mpeacTaBiIeHbl B Tadymie 19.

Tabmuna 19 — IlepedeHb KOHTPOJIBHBIX PadOT

Ne i/t [TepeyeHb KOHTPOJBHBIX PAOOT

He npenycmorpeno

10.4. Metoauueckue  Marepuaibl,  ONpPEACIAIOIIME  HPOLEIypbl  OLIEHUBAHMS
WH/IMKATOPOB, XapaKTEPU3YIOMMX dTanbl (HOPMUPOBAHMS KOMIIETCHIUH, COAEpKaTcs B
JOKaJIbHBIX HOpMaTuBHBIX akrtax [VYAIIL, peraMeHTHpYOIUX MOPSIAOK U IPOLEAYypYy
IPOBE/ICHUS TEKYIIEro KOHTPOJISI YCIIEBAaEMOCTH U MPOMEKYTOUHOM aTTecTaluyi 00ydaromuxcs
I'VAIL

11. Metoandeckne yka3aHus Ui 00yJaronIiuxcs 0 OCBOSHHUIO THUCITUTUINHBI

Henpio uzydeHuss TucUILINHBL «be30macHOCTh OTEPAMOHHBIX CUCTEM) SIBISIETCS TEOpETHUECKas
Y IPAKTUYECKasl MOATOTOBKA CHEIUAIHNCTOB K JEATEIbHOCTH, CBA3AHHOW ¢ MPUMEHEHUEM 3alIUIICHHBIX
OTIEPAIMOHHBIX CUCTEM, a TAK)KE CPEJICTB M METOJIOB 00CCIICUCHHs 3aIIUThl HH(POPMAIMK B ONEPAIUOH-
HBIX CHCTEMaXx.
3amgaun TUCIUIIIMHEL:
—H3y4YeHHE TEPMHHOJIOTHH, TIOHATHIHOTO amnmapaTta ¥ O0IIUX MOAXOIOB K obecrieueHnto HHMOp-
MAaI[MOHHOM 0€30MMaCHOCTHU ONEPAIIMOHHBIX CUCTEM;
—H3y4YEHHE CPEACTB U METOAOB YIIPABICHUSI TOCTYIIOM B 3aLUIICHHBIX OMEPAUOHHBIX CUCTEMAX;
—H3Yy4YeHHE CPEJICTB U METOJIOB ayTeHTH(UKAINH MOJIh30BaTeNeH B 3alUINEHHBIX ONEePAIlMOHHBIX
CHCTEMaXx;
—H3y4eHHE CPEICTB U METOOB PEATH3AINH ayIUTa B 3alTUIIICHHBIX OMEPAIMOHHBIX CUCTEMAX;
U3YYEHHUE CPEICTB U METOJIOB UHTETPALlUU 3aIUIICHHBIX OMEPAIIMOHHBIX CUCTEM B 3AILUIIEHHYIO CETh.
MeTonnueckue yKazaHus J1Jis1 00y4aroluXcsl Mo OCBOEHUIO JTEKIIMOHHOI0 MaTepuasia
OCHOBHOE Ha3HaUEHUE JICKIIMOHHOTO MaTepHralia — JIOTHUECKU CTPOHHOE, CHCTEMHOE, TIIy0OOKOoe 1
SICHOE U3JI0KEeHHe yueOHOro Marepraia. HasHaueHne COBpeMEHHOM JISKINH B paMKax JUCIUILINHEI HE B
TOM, 9YTOOBI TONYYUTHh BCIO HH(OPMAIMIO IO TeMe, a B OCBOCHHMU (DyHJaMEHTAIBHBIX MPOoOIIeM
JIUCITUILTAHBI, METOJIOB HAYyYHOTO IIO3HAHUsS, HOBEHMIINX OCTHKCHHMN HAydyHOW MbICIA. B ydeOHOM
MIPOIIECCe JIEKIHsI BBHITIOIHIET METOMOJIOTHUECKYI0, OPraHU3alHOHHY0 U WH()OPMAITMOHHYIO (DYHKIIWH.
Jlexiust pacKkpbIBaeT MOHSATHMHBIN ammapar KOHKPETHOW o0NacTH 3HaHWs, €€ MPOOJIEMBI, AaeT IEeIbHOe
MIPEICTABICHUE O TUCIUATIINHE, TOKA3BIBACT B3AaUMOCBSI3h C IPYTUMHU JUCIUTUINHAMH.
IInagupyemble pe3yJIbTaThl IPHU OCBOSHNH 00YYAOIIAMCS JIEKIIMOHHOI0 MaTepraa;
— TIONy4YeHHWE COBPEMEHHBIX, II€JOCTHBIX, B3aWMMOCBSI3aHHBIX 3HAHWHA, YPOBEHH KOTOPBIX
ONpeIENseTCs 1IeIeBOM YCTAHOBKOM K KaXK10M KOHKPETHOU TEME;
—  IOJIy4EHHUE OIbITa TBOPUYECKOH pabOTHI COBMECTHO C TMIPEIIO/IaBaATEIICM;
—  pa3BuUTHE TPOPECCHOHAIEHO—/EIIOBBIX Ka4eCTB, JIOOBH K MPEIMETY U CaMOCTOSITEIHHOTO
TBOPYECKOTO MBITUICHHUS.
—  TOSBJICHHE HEOOXOAUMOTO UHTEPEca, HEOOXOIUMOTO JJIsi CAMOCTOSTEIBHON paOOTHI;
— TOJy4YeHHE 3HAHUU O COBPEMEHHOM YPOBHE Pa3BUTHSA HAYKW U TEXHHKU U O MPOTHO3E HUX
pasBUTHS Ha OJIMHKANIIIAE TOIHI;
—  Hay4uTCS METOJIUYECKH 00padarhiBaTh MaTepuall (BbLICIAThH IJIABHBIC MBICIIH M ITOJIOKCHHUS,
MPUXOJIUTh K KOHKPETHBIM BBIBOJIAM, TTOBTOPSITh UX B Pa3IMYHBIX (DOPMYITHPOBKaX);
—  IOJIy4E€HHE TOYHOI'O IIOHUMAHHUS BCEX HEOOXOUMBIX TEPMUHOB M MOHITHH.




JIeKIIMOHHBIN MaTepuans MOXKET CONPOBOXKAATHCA JEMOHCTpallUe CIal/IoB W UCIIOIb30BaHUEM
pa3gaToyHOrO MaTepuaja MpH MPOBEACHHH KOPOTKHX MAHCKYCCHH 00 OCOOEHHOCTSX NPUMEHEHUS
OTAENBHBIX TEMATHUK 10 JUCLUILIUHE.

CrpyKTypa NpeoCTaBICHUS JICKIIMOHHOTO MaTepHraa:

— Tewma Ne 1. [TonsiTHE 3a1IUIIICHHON ONIEPAIIMOHHON CUCTEMBI

— Tema Ne 2. YnpaBieHue 10CTYIIOM

— Tema Ne 3. Unentudukanus, ayTeHTU(OUKAINS U aBTOPHU3AIHS

— Tema Ne 4. Unterpaius 3alMIIEHHBIX ONEPAIIMOHHBIX CUCTEM B 3alUIICHHYIO CETh

MeTtoanyeckne yKazaHus I 00y4alOIMXCS M0 MPOXO0KAEHHIO J1a00pPaATOPHBIX padoT

B xone BbimonHeHHs a0OpaTOPHBIX PabOT OOyYarOMIMKCS AOJKEH YIIYOHTh W 3aKpemuThb
3HaHUs, NPAKTUYECKHE HAaBBIKM, OBJAJETh COBPEMEHHOH METOAMKON M TEXHUKOW 3KCIIEPUMEHTa B
COOTBETCTBHM C KBaIM(MKAIIMOHHON XapakTepUCTUKON oOydaromierocsi. BeimonHeHne mabopaTOpHBIX
paboT COCTOHT M3 IKCTIEPUMEHTANBHO-IPAKTUIECKON, PaCYeTHO-aHATUTUIECKOW YacTei U KOHTPOJIBHBIX
MEPOIPUATUH.

Brimonnenune nabopatopHbx paboT 00ydarOIIMMCS SBIAETCS HEOThEMIIEMON YacThIO MU3Y4YEHHUS
JAUCIUIIIINHBI, OHpCHCHHGMOﬁ y‘Ie6HI>IM IJIaHOM, U OTHOCHUTCA K CpCACTBaM, O6eCHC‘II/IBaIOH_[I/IM PEeUICHUC
CJICIYIOMIMX OCHOBHBIX 33/1a4 y 00y4aromerocs:

— TpuoOpeTeHre HABBIKOB HCCIENOBAHUSI TPOLIECCOB, SBICHHH M OOBEKTOB, M3Y4YaeMBIX B
paMKax JaHHOM AMCLUIUINHEL,

- 3aKpCIIJICHUEC, Pa3BUTUC U ACTAIN3alUsA TCOPETUICCKUX 3HaHPII>'I, IMMOJIY4YCHHBIX Ha JICKIUAX,

—  TOJy4eHHe HOBOH MH(POPMAIIUH [0 N3yYaeMOi TUCIIUTLINHE;

— IpUOOpETEHHE HABBIKOB CaMOCTOSTEIBLHOW pPabOTHI ¢ JIAOOPATOPHBIM OOOPYIOBaHUEM U
npudopamu.

3ananue U TPeOOBAHMA K NPOBEJAEHUIO JJA00PATOPHBIX PadoT

3amanusa Ui 1a00paTOPHBIX PadOT 3aKIIOYAIOTCA B PELICHWH 3a/1ad, PACCMOTPEHHBIX B XOAE
JICKITUM, TaKUX KaK:

e VYnpasnenue 10cTyrnom B Linux
Vpasnenue goctynom B Windows
AHanu3 onepanoHHbIX CHCTEM
CpencrBa ayTeHTU(HUKALIMN ONEPALIIOHHBIX CUCTEM
Vmpasienue cpencrBamu ayTenTrdukanuu B Linux
Vupasienue cpencrBamu aytenTudukanuu B Windows
JIoKyMeHTHpOBaHUE MOJUTUKN 0E30ITaCHOCTH
LleHTpaM30BaHHOE TNIAHUPOBAHKE TOJIMTUKN 0€30MacCHOCTH B Jiecy gjomeHoB Windows
IenTpanu3oBaHHOE TUIAHUPOBAHKE TIOJUTHKHU Oe3omacHocTr B Linux
JlaGopaTopHble 3aHATHS NPOBOASTCS MOCJIE YTEHHS JIEKIMH, NAOIIUX TEOPETUUYECKHUE OCHOBBI
JUIS UX BbINOJIHEHMS. JlomycKaeTcs: BBIOJIHEHUE TaOOPAaTOPHBIX 3aHIATUI 10 MPOYTEHHS JEKIHUN C LEIbI0
oOyierdyeHnss M3y4YeHHsI TEOPETHYECKOTO MaTepuasia TpU HaJIMYUM ONHCAaHUK padoT, BKIFOYAIOMIMX
HEOOXOIUMBIE TEOPETHUYECKHE CBEICHUS WIIM CCHUIKM Ha KOHKPETHbIE Y4eOHbIE M3aHUs, COJepKallue
9TH CBEICHHMS.

[IpenonaBarens UMeeT MPaBO ONPEACTATH CoJiepKaHue TabopaTOPHBIX paboT, BEIOMPATh METOIBI
W CpEJICTBA MPOBEACHUS J1TA00PATOPHBIX MCCIEA0BAaHNUN, HANOOJIeE TIONHO OTBEYAIOIUE HX OCOOCHHOCTSIM
1 00ecIeunBaroIINe BEICOKOE Ka4eCTBO y4eOHOro mporecca.

[IpenonaBarens QopMupyer pyOeXHBIE M HTOTOBBIE PE3YJbTaTbl (PEHTHHTM) CTyJEHTa IO
pe3yJIbTaTaM BBITOTHEHHUS Ta00paTOPHBIX padoT.

Ha naGopaTtopHoM 3aHATHH CTYJCHT UMEET MPaBO 3a/1aBaTh MpeEnoaBareito U (W) JIabopaHTy
BOMPOCHI II0 COJAEPKAHHWI0O W METOAMKE BBHINMONHEHUS PabOTBI W TpeOOBaTh OTBETAa IO CYIIECTBY
obpareHus.

CTyJneHT MMeeT MpaBO Ha BBHIMOJIHEHHE JIAOOPATOPHOW PabOTHl 10 OPUTUHAILHOW METOJMKE C
corylacHsl TIperojaBaTelsl M MOJ €ro Hag30poM — MpH Oe3yCIOBHOM COOJIIOJACHUU TpeOOBaHUN
6€e30MacHOCTH.

K BemonaeHnto 1abopaTopHO pabOTHI AOMYCKAOTCS CTYAEHTHI, TOATBEPANBIINE TOTOBHOCTH B
o0beMe TpeOOBaHUH, COAEPKALIMXCS B METOAWYECKUX yKa3aHMAX K JabopaTtopHOW paboTte W (Win) B
YCTHBIX MPEIBAPUTEIbHBIX YKa3aHUSIX PernoaaBaTes.



B xone naOopaTopHBIX 3aHATHM CTYIEHTHl BENYT HEOOXOAMMBIE 3allMCH, COCTABILSIIOT (IO
TpeOOBaHUIO NPEIOoABaTENsl) UTOTOBBIN MUCbMEHHBIM oTdeT. Ha nepBoM 3aHATHM LHKIIA J1A00PaTOPHBIX
paboT mpenoaaBaTenb NOJDKEH JaTh KOHKPETHBIE YKa3aHUS IO COCTABICHHIO U O(OPMIICHHIO OTYETOB C
HeNnplo0 obecrieueHuss equHoo0pasus. B 3aBHCHMOCTH OT OCOOGHHOCTEH IMKJIA JIAOOPAaTOPHBIX 3aHATHH
OTYET COCTABILIETCSI KaKIBIM CTYACHTOM WHIMBHIYaJbHO, JIMOO oOmuil oT4eT — moArpymmoil m3 2-3
cryaeHToB. Ilo oxoHwanum sabopaTOpHOM pabOTBI CTYOEHTHI OOSA3aHBl IPEACTABUTH OTYET
NpenojaBaTento JUisd IMPOBEpKU C Tocieayromeid 3amuToi. [lo cornacoBaHuio ¢ mpemnogaBaTelieM
JOITyCKaeTCsl NPEACTaBICHHE K 3allMuTe OT4eTa O JIAOOpaTOpHOHl paboTe BO BpeMs CIIEAYHOIIErO
71a00paTOPHOTO 3aHATHS WM B MHIUBHyalbHbIE CPOKH, OTOBOPEHHBIE ¢ IpenogaBareneM. Jlomyckaercs
TI0 COTJIACOBAHHMIO C MPEeToiaBaTeeM NpeACTaBIsATh OTYET O JabopaTopHOl paboTe B 3JEKTPOHHOM BHJIE.

JlaGopaTopHoe 3aHSTHE COCTOUT M3 CICAYIOIIMX SJIEMEHTOB: BBOJHAs YacTh, OCHOBHas H
3aKJIFOYUTENIbHAS.

BBosaHas yacte oOecrieunBaeT MOJATOTOBKY CTYACHTOB K BBIIIOJHEHHUIO 3aJaHUi paboThH. B ee
COCTaB BXOJIAIT:

— (dopMyIMpoBKa TEMBI, LEJM U 3agad 3aHATHSA, OOOCHOBAaHME €ro 3HAaYMMOCTH B
npodecCHOHANIBHON OATOTOBKE CTYACHTOB;

— M3JI0’KEHHUE TEOPETHYCCKUX OCHOB paboThI;

— XapaKTepHUCTUKA COCTaBa U OCOOCHHOCTEH 3aanuii paboThl U 00BIICHEHHE METOAOB (CIIOCOO0B,
MPUEMOB) UX BBIIIOJIHECHHUS;

— XapaKTepUCTHKA TPeOOBaHUH K pe3yabTaTy padOTHI;

— UHCTPYKTaX 10 TEXHUKE 0€30MacHOCTH MPH IKCIUTyaTaAH TEXHIYECKUX CPEJICTB;

— POBEPKa FOTOBHOCTH CTYACHTOB BBINOJHSATH 3a7aHus paboThI;

— yKa3aHUsl [0 CAMOKOHTPOITIO PE3yJIbTATOB BHITIOJHEHHS 331aHUI CTYJJCHTaMH.

OcHOBHas yacTh BKIIIOYAET MPOLIECC BHIMTOIHEHHS JTabopaTopHoi paboThl, 0ohopMIIeHHE OTYEeTa U
ero 3amuTy. OHa MOXET CONPOBOXXIATHCS JOMOIHUTEIBHBIMU Pa3bsCHEHUAMH IO XOAY padoTHI,
YCTpaHEHHEM TPYAHOCTEH MpH €€ BBINOJHCHWH, TEKYIIUM KOHTPOJIEM M OLEHKOH pEe3yJbTaToB
OTJENBHBIX CTYACHTOB, OTBETaMH Ha BOMPOCHl CTYACHTOB. B03MOXXHO TpoOHOE BBITOTHEHUE
3aJaHus(Uii) oA PYKOBOACTBOM IpernoaBaTess.

3aKII0YUTENIbHAS YaCTh COACPKUT:

— MO/IBEJICHUE OOLINX UTOTOB 3aHSTHS;

— OIIEHKY pe3yJIbTaTOB PadOThI OTACIHHBIX CTYIEHTOB;

— OTBETHI HA BOIPOCHI CTYJCHTOB;

— BBIJauy PEKOMEHAIMIA [0 YCTPAHEHHUIO POOENIOB B CUCTEME 3HAHUW U YMEHHUH CTYJEHTOB, 110
VIIyYIICHUIO PE3yIbTaTOB PaOOTHI;

— cOOp OTYETOB CTYAEHTOB ISl IPOBEPKHU, M3JI0KEHHE CBEIEHHH, KacalOIIMXCs MOATOTOBKH K
BBITIOJIHEHUIO CIIeAYIOIIEei paOoThI.

BBojiHas M 3aKIIIOYUTENBHAS YACTH J1A00PaTOPHOTO 3aHATHUS IPOBOAATCS PpoHTaNBEHO. OCHOBHAS
4acTh MOKET BBIMOJHSITHCS WHIAWBUAYAIBHO WIH KOJUIEKTHBHO (B 3aBUCHMOCTH OT ()OPMBI OpTaHU3AINU
3aHATHA).

Ctpykrypa u ¢dopma otyera 0 1adopaTopHoOii padoTe

Otuét mno JaboparopHoii paboTe odopMIISeTCs HMHIUBUAYAIBHO KAXKIBIM CTYJICHTOM,
BBITIOJTHUBIIUM HEOOXOANMBIE (HE3aBUCUMO OT TOTO, BBIITOJHSUICS JIM HKCHEPUMEHT MHIUBUIYATbHO HIIH
B COCTaBe TIpymHmbl cTylneHTOB). CTpaHMLBI OT4YETA cJelyeT NPOHYMEpOBaThb (TUTYJIBHBIA JIUCT HE
HyMepyeTcs, Jlaliee UIeT CTpaHua 2 u T.1.). TUTYIbHBIN JIMCT OTYETA JIOJDKEH coaepkaTh ppasy: «OTaér
no naboparopHoii pabore «HasBanme pabOTBD), UyTh HIKE: BBIMOJHWI CTyIEHT Tpymibl (HOMEp
rpynnsl) (Gamunus, nHUOMANE])». BHM3y nucTta cnenyer ykasath TeKyuwmid roj. Hanpumep, Otuér mo
naboparopHoit pabore Ne (Homep paOoThl) «BBeneHHe B CIEKTpaJIbHBIN aHaIN3», BBIIOIHWI CTYAEHT
rpynnsl 5221 WBanoB M.U. Btopas cTpaHuna Tekcra, cienyromias 3a THTYJIbHBIM JICTOM, JOJDKHA
HaunHaThCs ¢ myHKTa: Llenp paborel. OTYéT, Kak MpaBUiIO, TOJDKEH COAEPKaTh CIEAYIOUINEe OCHOBHBIC
paszensl:

1. Lems paboThI;

2. Teopetnueckas 4acThb;

3. IlporpammHoe o0OecriedeHne, UCToIb3yeMoe B paboTe;

4. Pe3ynbTarsl;

5. BEIBOZIBI.
B ciyuae He00X0IMMOCTH B KOHILIE OTUETA IPUBOIUTCS TIEpeUEHb JTUTEPATYPHI.
TpeOoBanus Kk 0(popMIIEHHIO 0THETA 0 J1AG0PAaTOPHOIi padoTe



Teoperudeckas 4acTh JIOIDKHA COCPKATh MUHUMYM HEOOXOJMMBIX TEOPETUYCCKUX CBEICHHH O
npeaMeTHOH obmactu. He crnenyer KomupoBaTh IIEJIMKOM WM YacTHYHO METOJHYECKOe Mocobue
(ommcanue) 1abopaTOPHOU paObOTHI WIIH Pa3/ieibl yueOHUKA.

B pasgene [IlporpamMmHOe obecrniedyeHne HEOOXOOUMO OMNMCaTh, C TIOMOIIBIO  KakKUX
WHCTPYMEHTAIBHBIX CPEJCTB U KaKUM 00pa3oM ObUTH pa3pabOTaHbl MOJAETH M TIOIYYEHBI PE3yIbTAaThI.
PucyHkm, OG10K-CXeMBI, OIMHCAaHUE MOJETH W € OCOOCHHOCTEH, HeOOXOIWMOCTh OTIAAKH — BCE ITO
JOJDKHO OBITH MPEACTABICHO B YKa3aHHOM paszelie.

Paznen Pe3ynbTarhl BKIIOUAeT B ceOSl CKPHHIIOTHI MPOTPAMMHOTO MPHIOKCHUS, MMONyYCHHBIC
MIpH  BBITTOJIHECHWH JTIA00paTOpHOW paboThl. Pucynkm, rpadukm W TaONMHMIBl HYMEPYIOTCS H
MOJMCHIBAIOTCS 3ar0JIOBKAMHU.

BrIBO/IBI HE TOIDKHEI OBITH IPOCTHIM NIEPEYHCICHUEM TOTO, YTO CIICIAHO. 31€Ch BaXXKHO OTMETHUTh,
KaKhe HOBBIC 3HAHUS O TPEAMETE UCCIEIOBAHUS OBUIM MOJYYEHBI TPU BBITIONHEHUH Pa0OThI, K YeMy
NpUBENO OOCYXKICHHE PEe3yJlbTaTOB, HACKOJIBKO BBIMOJHEHA 3asBJICHHAs Ielb paboThl. BwIBomBI 1O
paboTe KaXIOplli CTYACHT JelaeT CaMOCTOATeNbHO. B ciayyae HEoOXOOMMOCTH B KOHIE OTYETa
npuBonuTcs CIUCOK JIUTEpaTyphbl, UCIOJNL30BAHHOW NpPH TOATOTOBKE K pabote. B Tekcre oruéra
JIENA0TCS KpaTKHe CChUIKM Ha JIUTepaTypy (Y4eOHUKH, CIPABOYHUKH, HHbIE UCTOYHUKH...) HOMEPOM B
KBaJpaTHBIX CKOOKax, Hamp., [1]. JIuteparypHble MCTOYHHKH HYMEPYIOTCS IO MEpE WX IOSBIICHUS B
TekcTe oTuéra. B KoHIE oTyéTa Maéres ux moApoOHBIN crucok. Ha Bce HCTOYHUKH CIIUCKA JTUTEPATYPhI
JIOJDKHBI OBITh CCBUTKU B TEKCTE OTUYETA, TaM, TJIe 3TO HEOOXOUMO.

HpI/I caaye oTuéTra mpernoJaaBareyib MOXKET CACJaTb YCTHBIC U IMHUCBbMCHHBIC 3aMCUYaHUs, 3a4aTb
JOMNOJHUTCIIBHBIC BOIPOCHI. Bce oTBernl Ha JONOJHUTCIIBHBIC BOIPOCHI, O6CY)KI[CHI/I$1 BBIIIOJIHAIOTCSA
CTYZICHTOM Ha OTJICIBHBIX JINCTAX, BKIFOYAEMBIX B OTUYET (TMPY 3TOM B TEKCTE OCHOBHOT'O OTUYETA JIeaeTCsl
CHOCKa WM Jpyrol 3HAa4YOK, KOTOpPOMY OyJeT COOTBETCTBOBAaThH HOBBIM Marepuain). [lpm 3Tom
IMUCbMCHHBIC 3aMCYaHUA MTPETIoAaBaTeCIid JOJDKHBI OCTAThCA B TEKCTE IJI4 AICHOCTU JUHAMUKU pa6OTI)I Hazg
OTYETOM.

O0BEM 0TuéTa MOMMKEH OBITh ONTUMANBHBIM JUIsl IOHUMAaHHS TOTO, YTO M KaK CHEeNan CTYJCHT,
BRIMONHSSL paboTy. OOs3aTenbHble TpPeOOBaHUS K OTYETY BKIOYAIOT OOIIYI0 M CIICHHATIbHYIO
TPaMOTHOCTb U3JIOKEHHSI, @ TAKXKE aKKYpaTHOCTb 0()OPMIICHHUSL.

[Tocne npuéma npenogaBareneM OTIET XpaHUTCS Ha Kadenpe.

MeTonuueckue yKazaHus 1/l 00y4AIOUIUXCS MO MPOXO0KAEHHIO CAMOCTOSITEILHOI padoThI

B X0z1€ BBIOIHEHUS] CAMOCTOSTEIBHON PaOOTHI, 00YUYArOIIHIACS BBIIOIHAET paboTy IO 3aJaHUI0
Y IIPY METOANYECKOM PYKOBOJICTBE TPETIOIaBaTelsi, HO 0e3 ero HermoCpeICTBEHHOTO YYaCTHsI.

Jlyis o0yuaronmxcs 1o 3a04Hoi hopMe 00yUeHHMSI, CAMOCTOATENIbHAS pa00Ta MOXKET BKIIIOUATh B
ce0st KOHTPOJIBHYIO PadoTYy.

B rmpomecce BBINOJNHEHHS CAMOCTOSATENBHOW pPaboOTHI, y oOywaromerocst QGopMupyercs
1esecoo0pa3Hoe TIaHUPOBaHUE Paboyero BpeMeHH, KOTOPOE TIO3BOJISIET UM pa3BUBATh YMEHUS U HABBIKU
B YCBOCHUH U CUCTEMATH3AIUH PUOOPETAeMbIX 3HAHUH, 00ECIICUMBACT BLICOKHI YPOBEHD yCIIEBAEMOCTH
B Iepro]] 00yUYEHUsI, TOMOTAET ITOJyYHTh HABBIKHU MOBBIIICHHUS TPO()ECCHOHATBHOTO YPOBHSL.

MeTtoandyeckuMi MaTepualiaMH, HampaBISIONIMMH CaMOCTOSATENFHYI0 PaboTy oOydaromuxcs
SIBJISTFOTCSL:

—  y4eOHO-METOIUYECKUI MaTepHal 1Mo JUCIUILINHE;

—  METO/MYECKHe yKa3aHWs MO BBIMOJHEHHIO KOHTPOJBHBIX pabOT (i OOy4YaroIIuxcs 1o
3209HOH opme 00ydeHHS).

MeTtoauyeckne YyKa3aHusi JIs  O0y4alOUIUXCH 1O TPOXOKAEHUIO NPOMEKYTOYHOM
aTTecTAMH

[IpomesxyTouHast aTTecTanusi 0Oy4aroUIUXCsl MpeIyCMaTpUBaeT OLEHUBAHUE MPOMEXKYTOUHBIX U
OKOHYATENILHBIX PE3yJIbTaTOB 00y4eHus 1o qucnuiuinHe. OHa BKIIFOYAeT B ceOst:

— 3K3aMeH — $opMa OLEHKH 3HAHWH, MOJYYEHHBIX 00yJaromumMcs B MpoLecce U3ydeHHsl BCei
JUCIMIUIMHBl WM €€ YacTH, HABBIKOB CaMOCTOSITEIBHOW pabOThI, CIOCOOHOCTH MPUMEHSATh HX IS
pEIIEHNs MPAKTHUYECKUX 3a]1ad. DK3aMeH, KaK MPaBUJIO, TPOBOAUTCS B MEPHOJ dK3aMEHALIMOHHOMN ceccuu
M 3aBEpIIACTCS  aTTECTALIMOHHOM  OLIEHKOM  «OTIMYHO», «XOPOLIO»,  «YIOBJIECTBOPUTEIILHO»,
«HEYJIOBJIETBOPUTEIBHO.

— 3a4eT — 3T0 $opMa OICHKH 3HAHUH, MOyUYSHHBIX 00yJaroIUMCcs B X0JIe H3yUeHHsT YIeOHOI
JUCLUIUIMHBI B LIEJIOM WM IPOMEXYTOUYHAs (110 OKOHYaHUH CEMECTpPa) OLIeHKA 3HAaHUK 00YYaroLIMCs TI0
OTJICNBHBIM pa3/iesiaM JUCHUIUINHEI C aTTECTAI[MOHHON OLIEHKON «3aYTEHO» WM «HE 3aUTEHO.



— muddepeHIpOBaHHBIN 3a4eT — 3TO (QopMa OLEHKH 3HAHUM, MOJYYEHHBIX O00ydYaroIIUMCS
OpU W3Y4YEHUM AMCLUIUIMHBI, IPU BBIIOJHEHUHM KYPCOBBIX IIPOEKTOB, KypCOBBIX paboT, HaydHO-
UCCIICIOBATENbCKUX PA0OT U MPOXOKACHUH IIPAKTUK C aTTECTALIMOHHOM OLIEHKOW «OTIMYHO», «XOPOIIOY,
«YJOBJIETBOPUTEIBHOY, «HEYJOBIETBOPUTEIHHOY.
Cucrema OIIEHOK NpU NMPOBEIECHUH MPOMEKYTOYHOU aTTECTallMM OCYILECTBISETCS B COOTBETCTBHH C
TpeboBanmsMu Ilonokennit «O TekymeM KOHTPOJIE YCIEBAEMOCTH M IIPOMEKYTOYHOW aTTecTaluu
crynentoB ['YAIIL, oOydarommxcs 1o mporpaMMaMm BhICIIETo oOpasoBaHus» u «O MOIyITBHO-
PEUTHHIOBOH CUCTEME OLICHKH KayecTBa yueOHoM paboThl cTyaeHToB B ['Y All».



Jluct BHECEHMS M3MEHEHUH B pab0vyI0 MPOrpaMMy IUCIUTUIAHBL

JlaTta BHECEeHUs
H3MEHEHUH U
JIOTIOTHCHUH.

Iloamnmce BHECHIETO
W3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Iloanuce
3aB.
Kadeapoit




