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Annoranus

JucuumnuHa «OCHOBBI TMOCTPOEHUS 3aMIIEHHBIX KOMIIBIOTEPHBIX CETENH» BXOAUT B
00pa30oBaTeNIbHYIO0 MIPOrpaMMy BBICILIEIO 00pa30BaHMs — porpaMMmy OakajaBpuaTa 110 HaIPaBICHUIO
noarotoBku/ cnermanbHocT 10.03.01 «MHbOpManinonHas 6€30macHOCTb» HANPaBICHHOCTH
«be301macHOCTh KOMITBIOTEPHBIX CHCTeM». JluciumuinHa peanusyercs kadeapoit «Ne33».

JlucuuiuinHa HalesieHa Ha ()OpMUPOBaHUE Y BBITYCKHUKA CIEIYIOIMX KOMIIETECHIIUMI:

OIIK-9 «CrocobeH NUpUMEHSTHh CpPEACTBa KPHUNTOTpaguuecKod M TEXHUYECKOH 3alluThI
uHOpPMAaLIUK T peIIeHHs 3a/1a4 PO(PECCUOHATLHON 1A TEIIEHOCTIY

OIIK-12 «CrnocobeH mpoBOAUTH IOATOTOBKY HMCXOJHBIX JAHHBIX ISl MPOEKTUPOBAHUS
MOJCHCTEM, CpEACTB O0ecleYeHus: 3am|Thl WHPOPMAIMM U UL TEXHUKO-DPKOHOMHYECKOTO
000CHOBaHUS COOTBETCTBYIOIUX ITPOEKTHBIX PEILICHUI»

OIIK-1.1 «Cnocoben pa3pabarhiBaTh U pEaIM30BBIBATH MOJUTHUKU YIPABICHUS IOCTYIIOM B
KOMITbIOTEPHBIX CUCTEMAX»

OIIK-1.2 «CrocobeH aqMUHUACTPUPOBATh CPEACTBA 3aIIUTHl MH(OPMAIMHA B KOMITBIOTEPHBIX
cUCTEeMax U CEeTAX».

CopepxaHue TUCLUIUIMHBI OXBAaThIBAET KPYI BOIIPOCOB, CBSI3AHHBIX C Pa3padOTKON IMPOEKTOB
CHCTEM M IOJICUCTEM 3AIIUIIEHHBIX KOMIIBIOTEPHBIX CETEH.

[IpenogaBanue MUCHUIUIMHBI MIpelycMaTpUBaeT cieayrouue (popmMbl OpraHu3aluu yueOHoro
npoliecca: JIeKLUH, Ja0opaTopHble paboThl, CAMOCTOsTENIbHAs paboTa 00yyaromerocs.

[IporpaMMoil AMCUMILIMHBI IPEAYCMOTPEHBI CIAEAYIOINE BUJIbI KOHTPOJIS: TEKYLINI KOHTPOJIb
yCIIEBaEMOCTH, MPOMEXKYTOUYHAS aTTeCTaus B (hopMe 3a4era.

OO0w1ast TpyA0€MKOCTb OCBOCHUS JUCLUIUIMHBI COCTABIIAET 2 3a4ETHBIX eIMHULIbI, 72

qaca.

SI3pIK 00yUeHUs 110 JUCLUIUINHE «PYCCKUI »



1. TlepedeHpb MIaHUPYEMBIX PE3YIbTATOB OOYUECHHUS 11O TUCIIUTLTAHE
1.1. Tlenu npenogaBaHust UCUUILITUHBI
Ilenpto mnpenogaBaHusl AUCIUIUIMHBI SBIISETCS OOy4YEHHE CTYJCHTA IIOMCKY pPaIllMOHAJIbHBIX
pemieHuii Tpu pa3paboTKe CPEACTB 3alUThl HH(pOpMANMKU C y4eTOM TpeOOBaHWN KadecTsa,
HAJeKHOCTH M CTOMMOCTH, a TaK)K€ CPOKOB HCIIOJTHEHHS, YYHUTHIBAas TPEOOBaHMsI TEXHUYECKOTO
3a/IaHHMS.
1.2. JlucuuruiiHa BXOJIUT B COCTaB 00s3aTEIHbHOM YacTH 00pa30BaTEIBLHOM MPOTPAMMBI
BhICIIero oOpazoBanus (nanee — OIT BO).
1.3. TlepeueHs mIaHUPyEMBIX PE3yIbTATOB OOYUCHUS O TUCIUIIIINHE, COOTHECEHHBIX C
IUTaHUpYEMbIMU pe3yibTatamMu ocBoenus OI1 BO.

B pesynbrare n3yueHHs IHUCHMIUIMHBI OOyYaroUIuics TOJDKEH 00J1aaTh CIASAYIOIMIMMHA
KOMIIETCHIMSIMU I WX 4YacTsAMHU. KOMIETeHIIMM W WHIAMKATOPHI MX JOCTH)KCHHS TPUBEICHBI B
Tabymue 1.

Ta6mmuma 1 — IlepeyeHb KOMITETCHIIMIA ¥ MHAMKATOPOB UX TOCTHKCHUS

Kox u
Kareropus (rpymma) Kon n HanMeHOBaHME HHIUKATOPA
HauMEHOBaHUE
KOMIIETEHIINHU TOCTHIKEHUS KOMIIETEHIINHU
KOMIIETEHIINHU

OIIK-9.3.1 3HaeT npUHLUIIBI IOCTPOEHUS
CUCTEM U CETEH INEKTPOCBSIZU

OIIK-9.3.4 3HaeT OCHOBHBIE BU/IbI CPEJICTB
OIIK-9 Cnocoben Kpunrorpaduaeckoi 3ammTsl HHOOPMAITUN
HNPUMCHSTH CpeicTBA | (CK3W), BKiIFOYAast OJIOYHBIE M IOTOYHBIC

06 KpUNTOrpapuyecKoit | cucremsl mudpoBaHus,
enpo(hecCUOHATIbHBIE i
wenpod U TCXHUYCCKOU KpUINTOrpauuecKue CUCTEMBI C OTKPBITHIM

KOMTICTCHIHH 3alNThI KIJIFOYOM, KpUTNITOTpaUIeCcKue Xel-
HH(OpMALIIH JUIs (GyHKIMU ¥ KpUnTorpapuaecKkue
peuieHus 3ana4y TIPOTOKOIBI
npodeccHoHanbHON | OTTK-9.Y.1 yMeeT IpOBOIMTH aHAIH3
ACATCIIEHOCTH nokasaresuen 3(pHEeKTUBHOCTH ceTel U

CUCTEM TCHGKOMMyHI/IKaIH/II\/JI 1 Ka4YeCTBa
MPETOCTABISAEMBIX yCIyT

OIIK-9.V.3 ymeer ucnons3oBath CK3U B
ABTOMATHU3HPOBAHHBIX CHCTEMaxX

OIIK-12 Cnocoben
MIPOBOJIUTH
MOATOTOBKY
HCXOJHBIX JAHHBIX OIIK-12.3.4 3HaeT OCHOBHBIE ATAIbI
JUISl IPOEKTUPOBAHHUS | TIpoIlecca MPOSKTUPOBAHUS U 001IIHe
OouienpodeccuoHanbHbIE | MTOJICUCTEM, CPEJICTB | TpeOOBa-HHUSI K COJIEPIKAHHUEO MMPOCKTA

KOMITETEHIINHI o0ecrnieueHus OIIK-12.VY.3 ymeer hopMupoBaTh
3aLIUTHI TpeOoBaHus U pa3pabaThIBaTh BHEIIHUE
uHbopManuu U uId | cnenruKanuy s pa3padaTbiBaeMOro
TEXHUKO- MIPOrpaMMHOTO 0OecrieueHust
HKOHOMHUYECKOTO
000CHOBaHUS
COOTBETCTBYIOIINX
TIPOEKTHBIX pelIeHUH
OIIK-1.1 OIIK-1.1.B.2 BrageeT HacTpOHKOM

O6menpodeccronansubie | Crocobexn IIPOrpaMMHBIX U alnapaTHBIX CPEACTB

KOMITETEHIIMH 10 pa3pabaTbIBaTh MOCTPOEHHSI KOMIIBIOTEPHBIX CETEH, B TOM

HaIpaBICHHOCTH u YHCIIe UCIOIb3YIOIIUX
peanu30BbIBaTh KpUNTorpaduyuecKyro 3amTy HHOpMAIu
MOJTUTHKH
yIpaBJICHHS

JOCTYIIOM B




KOMIIBIOTCPHBIX
CUCTEMaAx

OIIK-1.2 Cnocoben
O01ienpodeCCHOHANBHBIC | g MUHICTPUPOBATH

KOMIICTCHI MU I10 CpCAcCTBA 3alIMTHI
HaIIpaBJICHHOCTHU I/IH(bOpMaHI/H/I B
KOMITBOTCPHBIX

CHUCTEMAX M CCTAX

OI1IK-1.2.3.1 3Haer BUABI MOJIUTHK

YIIPABJICHUS JOCTYIIOM U
MH(GOPMAIIMOHHBIMH TOTOKAaMH B
KOMITBIOTEPHBIX CETAX

OIIK-1.2.V.1 ymeer HacTpauBaTh MpaBuiia
00pabOTKH MaKeTOB B KOMITBIOTEPHBIX

CCTAX

OIIK-1.2.B.1 BiageeT HaBBIKAMU
YIPaBJICHUS CPEJICTBAMH MEXCETEBOTO
SKPaHUPOBAHHUS B KOMIIBIOTEPHBIX CETAX

2. Mecro quciuIumHE B cTpykType OIT

HI/ICHI/IHHI/IHa MOXCT 6aSI/IpOBaTBC$I Ha 3HAHHAX, paHCC HpI/IO6peTeHHLIX O6y‘laIOIHI/IMI/ICH

I[IpU U3YUCHUH CIICAYIOINX JUCHUIIINH:
- MeTOI[LI OLICHKHU 0e30macHOCTH KOMIIBIOTCPHBIX CUCTCEM,

— 3amura B OIICPAIUOHHBIX CUCTCMAX,

- I/IH)KCHepHO'TeXHI/I‘IeCKI/Ie CpCACTBaA 3allIUThI I/IH(I)OpMaI_[I/II/I.

3HaHI/I$I, MNOJIYYCHHBIC IIpW H3YUCHUHW MaTcpualia I[ElHHOfI JUCHUIINIMHBI, HMMCIOT KakK
CaMOCTOATCIIBHOC 3HAYCHUEC, TaK HW MOI'YT HUCIOJb30BaAThCA IIPpU HAIIMCAHUU BLIHYCKHOﬁ

KBaJTM(HKAIIMOHHOMN pabOoTHI.

3. O0OBeM H TPYyA0EMKOCTh TUCITUTUTHHBI

Januple 00 oOmeM oObeMe AMCLUUIUIMHBIL, TPYIOEMKOCTH OTAEIbHBIX BUAOB Y4eOHOM
paboThI O ITUCHUILIMHE (M paclpellelIeHue 3TOH TPYyIOEMKOCTH IO CeMecCTpaM) MpeJICTABICHBI B

Tabaure 2.

Tabmuna 2 — O6beM U TPYIOEMKOCTh TUCIIMIIIIHHBI

TpyaoeMkocTs o

Dk3.*¥)

Bun yue6HO# paboThl Bcero cemecTpam
No8
1 2 3
30E6/maﬂ mpyooemKocmp OUCHYUNIUHDBL, 2/ 72 2/ 72
(dac)
U3 Hux uacos npakmuueckoii 0020Mo8KU 20 20
Ayoumopnuie 3anamus, BCETro 4ac. 40 40
B TOM YHCIIE:
nexruu (JI), (dac) 20 20
npakTuyeckue/cemunapckue 3anarus (113),
(dac)
nabopaTtopusie padoTts (JIP), (wac) 20 20
KypcoBoii mpoekT (padota) (KII, KP), (uac)
9K3aMeH, (Jac)
Camocmoamenvnan paboma, Bcero (dac) 32 32
Buo npomexcymounoii ammecmayuu: 3a4er,
nudd. 3auer, sx3ameH (3auet, qudd. 3aq, 3auer 3ader

[Ipumeyanue: ~ KaHAUAATCKUN DK3aMEH

4. CopeprxkaHue TUCHUIUINHBI
4.1. PacnpeneneHue Tpy10EMKOCTH JUCLUILIMHEI 10 pa3JesiaM U BUIaM 3aHATHI.

Pazaenbl, TeMbI AUCITUTIIMHBI U UX TPYIOEMKOCTD MPUBEICHBI B TabuIIe 3.




Ta6mmma 3 — Paznensl, TEMbI TUCIUTIIAHBI, UX TPYAO0EMKOCTh

Jlexnu | 113 JIP KII CPC
Pasjenpl, TEMBI JUCIMUIIIINHEI u (C3) (uac (dac) (dac)
(gac) | (wac) )
Cemectp
8
Paznen 1. TumnoBbie yrpo3sl ceTeBO 7 5 10
0€30MacHOCTH
Paznen 2. Kpunrorpadudeckre METOIbI 3aIIUTHI 7 5 10
nH(GOpMallMU B KOMIIBIOTEPHBIX CETSIX
Paznen 3. [IporpamMHo-anmnapaTHbIE CpeICTBA
obecrieueHust 6€30MaCHOCTH B KOMITBIOTEPHBIX 6 10 12
CeTsAX
Hroro B cemectpe: 20 20 32
Uroro 20 0 20 0 32

[IpakTuueckas

IoAroToBKa 3aKJII049acTCA B HCTIOCPCACTBCHHOM BBITIOJTHCHHUH

00y4aroIUMUCS ONPENEICHHBIX TPYAOBbIX (YHKIUI, CBA3aHHBIX C Oyayuied npodeccruoHalbHON

JACATCIIbHOCTBIO.

4.2. CopepsxkaHue pa3eiioB U TEM JICKIIMOHHBIX 3aHATHH.
ConeprkaHue pa3/iejoB U TEM JICKIIMOHHBIX 3aHSITHH IMPUBEICHO B TabuIe 4.

Ta6muia 4 — Coneprxkanue pa3ieioB U TEM JICKIIMOHHOTO 1K1

Howmep paznena

Hazpanue u COACPIKAaHUC pa3ICIOB U TCM JICKIITMOHHBIX 3aHATUH

1

Paznen 1. TunoBsbie yrpo3sl ceTeBoii 6€30MacHOCTH

Tema 1.1. CereBble aTaku.

Craagun npoBesneHust cereBoil araku. Kiaccudukanum ceTeBbIX
yIrpo3, ys3BUMOCTEHl M arak. ATakud Ha pean3allud CETEBBIX
IPOTOKOJIOB, OTAEIbHbIE Y316l U  CIyXObl. OCHOBHBIE
MEXaHU3MBbl MPOBEJICHHS CETEBbIX aTaKk Ha Pa3jIMYHBIX YPOBHAX
MOJIETHN ISO/OSI. [Tpobnembl o0ecrieueHus
KOH(HIEHIINAIbHOCTH, LIEJIOCTHOCTH U JOCTYITHOCTH
uHpOpMAIMY Ha pa3InIHbIX ypoBHAX Monenu ISO/OSI.

Tema 1.2. Mexanusmsl peannzanuu atak B cetax TCP/IP.
Vnanennoe omnpenenenue Bepcurn OC ¢ UCHOJIB30BaHHEM
ocoOeHHOCTeH peanu3anuu creka nporokosoB TCP/IP. Metomabt
CKaHMPOBAaHUS MOPTOB. MeToabpl OOHApyKEHUsI MaKEeTHBIX
caudepos. Meronpl 06xo1a MO.

Tema 1.3. Meroasl mepexBaTa CETEBBIX COEAMHEHHUI B CeTAX
TCP/IP. Wmnepconanusi Beienywo. Jlecunxponusanus TCP-
COECIMHEHU. ATaku, HaIIpaBJICHHBIE Ha CETEBYIO
UHDPACTPYKTYPY.

Tema 1.4. Ilpumepst cereBbix aTak B cersix TCP/IP.
TexHuueckue Mepsl 3alIUTHI OT CETEBBIX aTak. [IpuHYyXIeHHe K
YCKOpEHHOI mepenaye. ATaku, HalpaBlieHHblE Ha OTKa3 B
oOciry)xnBaHuu. M3MeHeHne KOH(HUTYpalud U COCTOSTHHS
xocToB. Hemocratku mporokosioB cemeiictBa TCP/IP ¢ Touku
3peHusi obecnieueHus: O6e3omacHocTd nHpopmaruu. TexHuueckne
MEpBI 3aLIUTHI OT CETEBBIX aTaK.




2 Pa3nen 2. Kpunrorpaduveckne  MeToabl  3aIUUTHI
nH(GOpPMAINIMU B KOMIBIOTEPHBIX CETAX

Tema 2.1. Kpunrorpadpuueckue NpOTOKONBI oOOecreueHus
0e301acHOCTH

[Iporokonsl  ayTeHTHU(UKANMK HA TNPUKIATHOM  YPOBHE.
[Mporokon  Kerberos. IIporokossl  ayTeHTHQHKAUK  Ha
TpaHcnopTHoM ypoBHe. IIpotoxonm SSL/TLS. [locrouncTBa U
HE/IOCTaTKN ayTCHTU(HUKAIMA Ha Pa3IMYHBIX YPOBHSIX MOJICIH

ISO/OSI.
Tema 2.2. 3ammra BupryanbHbix dacTHbIX ceTeir  (VPN)
Hasznauenwue, OCHOBHBIE BO3MOKHOCTH, TPUHIUTIBI

¢dbyHKUIMOHMpPOBaHUS W BapuaHThl  peanu3amuu VPN,
Opranu3anys TYHHEJIWPOBAHUS Ha PAa3IUYHBIX YPOBHSIX MOJCIH
ISO/OSI. [locromnctBa u Hemoctatku mnpumeHenus VPN.
[Tporoxoin IPSEC. ITpotokonst AH u ESP. Ocobennoctu paboTsl
npotokona IPSEC B TyHHENBHOM M TpPaHCIOPTHOM pPEKUMaXx.
ITpoTokoin yIpaBICHUS KIIFOYaMHu ISAKMP/QOakley.
Hcrnonp3oBaHue  MpOTOKOJIA L2TP TUTS OpraHu3aIHH
BUPTYaJIbHBIX YaCTHBIX CETEH.

Tema 2.3. Pa3paboTka 3alIUIEHHBIX CETEBBIX MPUI0KEHHH
Aytentudukanys, mudpoBanue, o0ecredeHre MEITOCTHOCTH C
HCII0JIb30BaHUEM IPOrpPaMMHOTO uHTEepdeiica SSPI.
[Tporpammusrii uatepdeiic Open SSL.

3 Pa3nea 3. IlporpaMmMmHoO-annapaTHbie CpeACTBa o0ecneyeHus
0€e30M1aCHOCTH B KOMIIBIOTEPHBIX CeTAX

Tema 3.1. CpeacrtBa 3amMThl JIOKAIBHBIX ceTell  mpu
nonkimoueHuu k Untepuer. MexcereBble dkpanbl (MD). Mecto
u posib MO B o0ecriedeHnH ceTeBoi 6€30IacHOCTH.
Knaccudpukammss MD. TpeboBanuss k MD. OcHOBHBIE
BO3MO>XHOCTH M CXEMBbI pa3BepThIBaHUSI MO.

HocrounctBa u  Hegoctarku MDO. Iloctpoenue mpaBui
¢bunsTpanuu. Mertoasl ceteBoit TpaHcisiuu aapecoB (NAT).
[IInro3el ypOBHS NpuIIOkKEHUW. Peamnsanust ceTeBOMl NOJUTHUKU
O0e3omacHOCTH ¢ ucHojib3oBaHueM MD. Meroasl o06xona
MEXKCETEBBIX IKPAHOB.

Tema 3.2. 3amura cepBepoB u pabouux cranmuil. Cpencrsa u
METOJbl  MPEAOTBpAIlleHUss U  OOHApyXKeHHs  BTOPXKEHHUU.
Cucrembl oOHapyxeHust BropxeHuil (COB). Hasnauenue wu
BO3MOXXHOCTH CpEJICTB OOHApyXeHHs] BTOP>KEHUH Ha XOCTHI,
IIPOTOKOJIbI U CeTeBble CHykO0bl. MecTo M poOJb CpencTB
oOHapy>KeHUsI BTOp)KEHMH B o0OmEell cucreme obecneueHus
cereBoil 6e3onacHocT. Knaccudukanus COB. Brisanenue arak
HAa OCHOBE CHUTHATYyp aTaK M BBISBICHHUA aHOMalIuil. AynuT
OpUKIAAHBIX ciyx0. CpenctBa OOHapyX eHHS YS3BUMOCTEH
ceTeBbIX ciyk0. CriocoObl MPOTUBOIEHCTBUSI BTOPKEHUSIM.
Cucrembl BUpTYalbHbIX JoBymek (Honey Pot u Padded Cell).

4.3. TlpakTtrueckue (CEMUHAPCKUE) 3aHATUS
TeMbl MPaKTUYECKHUX 3aHATUN U UX TPYJOEMKOCTb IIPUBEICHBI B Ta0IHIIE 5.




Tabmuna 5 — [IpakTuyeckue 3aHATHS U UX TPYAOEMKOCTh

N3 Hux Ne
No | Tewmsbl npaktuueckux | Dopmbl npakTHUECKUX | TpPymOeMKOCTb, |IpPaKTHYECKOM |pasaena
n/n 3aHATAN 3aHATAN (uac) IOJArOTOBKH, | IACLIUII

(gac) JIHBI

Y4eOHBIM IJIaHOM HE IIPEyCMOTPEHO

Bcero

4.4. JlabopaTopHbIC 3aHATHUS
TeMmbl 1ab0OpaTOPHBIX 3aHIATUI U UX TPYIOEMKOCTh ITPUBEAEHBI B Ta0muIe 6.

Tabnuia 6 — JlabopaTtopHbIe 3aHATHS U UX TPYAOEMKOCTh

N3 Hux Ne
No HaumenoBanue 1a00paTopHbBIX paboT TpyaoeMKOCTh, | IPAKTUYECKOH | paszaena
n/m (gac) HOJArOTOBKH, | IUCLIMII
(dac) JIUHBI
Cemectp 8
1 | MexanusMbl peanM3alud arak B  CETAX 4 4 1
TCP/IP
2 | Kpunrorpaduueckue MIPOTOKOJIBI 4 4 2
oOecnieyeHus 6€300aCHOCTH
3 | Bamura BupTyanbHbIX yacTHbIX ceteit (VPN) 4 4 2,3
4 | Pa3pabotka 3aIUAIIEHHBIX CETEBBIX 4 4 1,3
MIPUIIOKEHU I
5 | CpencrBa 3anIuThI JOKATBHBIX CETEH MPH 4 4 3
MOJIKJIIOUeHUH K VIHTepHeT.
Bcero 20 20

4.5. KypcoBoe npoeKTHpoBaHuE/ BBHITIOJIHEHHE KYPCOBO pabOTHI
Y4eOHBIM MJIaHOM He TPETyCMOTPEHO

4.6. CamocrosTenbHas paboTa 00yJaromuxcs
Bunbl camoctosTenbHON paboOThI U €€ TPYJO0EMKOCTh IPUBEIEHBI B TAOIHUIE 7.

Tabmuna 7 — Buasl camocTosITeTbHOM paboThl U €€ TPYA0EMKOCTh

. Bcero, | Cemectp 8,
Buna camocTositenpHOM pabOThI
qac qac
1 2 3
M3y4eHne TeOpeTUYECKOro MaTeprana 20 20
muctuminHel (TO)
[ToaroroBka K TeKyIemMy KOHTPOJIIO
6 6
ycneBaemoctu (TKVY)
IToaroToBKa K MPOMEXKYTOYHOMN
6 6
arrectanuu (I1A)
Bcero: 32 32

5. Ilepedenp yueOHO-METOINYECKOTO OOECTIeUeHHS
JUISL CAMOCTOSITENIbHON paboThl 00yYaromuXcs Mo JUCUUIUIHHE (MOJTYJTIO)
V4eOHO-MEeTOIMUECKHE MaTepUalbl ISl CaMOCTOSATENIbHOM paboThl 00YyYaloOMmMXCs yKa3aHbl BILIL
7-11.



6. [lepeueHb MEYATHBIX U JIEKTPOHHBIX YUCOHBIX M3IaHUN
[lepeuenp neyaTHBIX U AIEKTPOHHBIX YUEOHBIX U3AaHUI IpUBEIeH B Tabnue 8.
Tabnuna 8— IlepeyeHb neyaTHbIX U JIEKTPOHHBIX YUECOHBIX U3IaHUN
KonmuecTBo3K3eMILISpOB B

Mudp/ bubnmorpaduueckas ccpuika o6ubnuoreke
URL anpec (KpoMe JIeKTPOHHBIX
9K3EMILISPOB)
004.05B 75 Boponos, A. B. OcHOBbI 3alIUThI CO (74)

nHpopmanuu: yueOHoe mocodome/ A. B.
Boponog, H. B. Bonommuna. -CII16.: TOY
BITO "CII6I'YAIT", 20009. - 78 c.
http://e.lanbook.com/ | Ilauerun, B.®. 3amura uaGopManin B
books/element.php? | koMIBIOTEpHBIX ~ CHUCTEMax M CETIX
pll_id=3032 [DnekTpoHHBIH pecypc] yueOHOe
nocobue. — DIJIEKTPOH. JaH. — M.:
JAMK TIlpecc, 2012. — 592 ¢

http://e.lanbook.com/ | Tutos, A.A. H>xeHEepHO-TeXHUYECKas

books/element.php? | — Daektpon. man. — M. . TYCYP
pll_id=4959 (Tomckuit roCcyJapCTBEHHBIM

YHUBEPCHTET CHCTEM yIpaBJICHUS U
pamguosnekrponuku), 2010. — 195 c.

7. TlepeueHb HJIEKTPOHHBIX 00pa30BaTEIBHBIX PECYPCOB
H(}OPMAaLIMOHHO-TEIIEKOMMYHHKAITMOHHOM ceT « IHTepHeT»
[lepeuenn AJIEKTPOHHBIX 00pa3zoBaTebHBIX pecypcoB uH(OPMAIMOHHO-
TEJIeKOMMYHUKALIMOHHON ceTn «VHTepHeT», HEOOXOAUMBIX I OCBOSHUS TUCIUIUIMHBI TPUBEACH
B Tabute 9.

Tabmuma 9 — IlepeyeHb d3JEKTPOHHBIX O00pa30BaTENBHBIX PECYpCOB  HH(DOPMAIMOHHO-
TEJIEKOMMYHUKalMOHHOM ceTn «VHTepHET»
URL agpec HaumeHnoBanue
He npenycmoTrpeno

8. Ilepeuens HHPOPMAITMOHHBIX TEXHOIOTUN
8.1. Ilepevenp mporpaMMHOTO 0OECIICUSHHUS, UCIIOIH3yEMOTO TP OCYIIECTBICHUH
00pa30BaTeNbHOTO MpoIlecca Mo JUCIUILINHE.
[Tepeuens MCIOIB3yEMOT0O TIPOTpaMMHOT0 oOecriedeHus ipeactaicH B Tadbmuie 10.

Tabmumna 10— [TepedeHb mporpaMMHOTO 0OeCIIeUeHUS
No /it HanmenoBanue

He npenycmoTrpeno

8.2. IlepeueHp MH(OPMAIIMOHHO-CITPABOYHBIX CUCTEM,UCITIOJIb3yEeMbIX npu
OCYIIECTBIICHUH 00pa30BaTEILHOTO MPOIecca IO JUCIHILINHE
Ilepeuenn UCIOJIb3YEeMBIX MH(GOPMAIIMOHHO-CIIPABOYHBIX CHUCTEM TMPEACTaBIEH B
Tabauie 11.

Tabnua 11— [lepeuens nHPOPMAIIMOHHO-CITPABOYHBIX CUCTEM
Ne ni/mm HanmenoBanue

He npenycmorpeno

9. MarepuanbHO-TeXHUYECKasK Oa3a
Cocras MaTepHabHO-TEXHUYECKOM  0a3bl, HEOOXOAMMON s  OCYIIECTBIICHHUS
00pa3oBaTeLHOTO MPOIIecca 10 TUCIUILTIHE, PEICTaBlIeH B Tadmuiel2.


http://e.lanbook.com/%0bbooks/element.php?%0bpl1_id=3032
http://e.lanbook.com/%0bbooks/element.php?%0bpl1_id=3032
http://e.lanbook.com/%0bbooks/element.php?%0bpl1_id=3032
http://e.lanbook.com/%0bbooks/element.php?%0bpl1_id=4959
http://e.lanbook.com/%0bbooks/element.php?%0bpl1_id=4959
http://e.lanbook.com/%0bbooks/element.php?%0bpl1_id=4959

Ta6muma 12 — CoctaB MaTepuaaIbHO-TEXHUUECKON Oa3bl

No HaumeHnoBanue cocTaBHOM yacTu Howmep aynuropuu
n/n MaTepHaATbHO-TEXHUYECKOM 0a3bl (Ipu HEOOXOTUMOCTH)

JlexiMOHHAs ay TUTOPUS

KommnsrorepHslii kiace

10. OueHo4HBIE CPENICTBA VIS POBEICHUS MPOMEKYTOYHON aTTeCTAIluN
10.1. CocTaB OIICHOYHBIX CPEIACTBIUISI IPOBEACHUS IMPOMEKYTOYHOH aTTECTAI[UH
oOyJaromuxcs 1o IUCIUIUIHHE TTpuBeIeH B Tabmuie 13.
Ta6muna 13 — CoctaB OIEHOYHBIX CPEJICTB ISl IPOBEACHUS MPOMEXKYTOYHOH aTTeCTaINH

Bua npomexxyTodHOM aTTecTaiun [TepedyeHb OLIECHOYHBIX CPENICTB

3auer Cnucok BoMmpocoB

10.2. B kayectBe KpWUTEpHEB OIEHKH YpPOBHSI CGHOPMHUPOBAHHOCTH (OCBOCHHUS)
KOMIIETEHIIMH 00ydJaromumMucs NpuMeHsercss S-OaibHas IIKajga OLEHKH C(HOPMUPOBAHHOCTU
KOMIIETEHIIMH, KOTOpas npuBeneHa B Tabumne 14. B Teyenue cemectpa MOXKET MCIOIB30BATHCS
100-0amnpHast  1IKajma  MOAYJIbHO-pPEHTHHIOBOM  cuCTeMbl — YHHBeEpcUTETa,  IpaBHJIa
HCIOJIb30BaHUSI KOTOPOM, YCTAaHOBJIEHbI COOTBETCTBYIOIIMM JIOKAJIbHBIM HOPMAaTUBHBIM aKTOM
I'VAIL

Tabmmna 14 —Kpurepun onieHkr ypoBHS chOPMUPOBAHHOCTH KOMITETECHITHIA

O1ieHKa KOMIIETEHIIAN

XapakTeprucTUKac(hOPMUPOBAHHBIX KOMIIETEHIIUIA
5-0ayuipHad KaIa P P (bop =

— oOyuaromuiics TiayOOKO M BCECTOPOHHE YCBOWJ IPOTrPaMMHBIN
MaTepuan;

— YBEPEHHO, JIOTHYHO, TTOCTIEI0BATENIBHO H TPAMOTHO €T0 U3JIaraeT;
KOTITHIHO — ONMHUpPasiCh Ha 3HAHUS OCHOBHOW U JIOMOJIHUTENIHLHON JHUTEpaTyphl,
TECHO MPUBS3bIBACT YCBOCHHBIE HAYYHBIC MOJOXKEHUS C MPAKTUYECKOM
JIESITEIIBHOCTHIO HAIPaBIICHUS;

— yMeno 000CHOBBIBAET M apTyYMEHTHPYET BBIIBUTAEMbIE UM UJIEH;

— JenaeT BEIBOALI M 0000IIEeHNS;

— CBOOOJIHO BIIQJICET CHCTEMOH CITeIIUATM3UPOBAHHBIX MIOHSATHH.

«3a4YTCHO»

Or11eHKa KOMITETEHIINA

XapaktepucTUKachOPMUPOBAHHBIX KOMIIETEHIIAI
5-0ayuipHad mKana P P (popp =

— o0yuJaroIuiicss TBEPI0 YCBOWI MPOrpaMMHBINA MaTepHal, TpaMOTHO U
M0 CyIIEeCTBY H3JaraeT ero, ONUpasCh HAa 3HAHHUA OCHOBHOM
JTUTEPATYPHI,

«XOPOLIOY» — HE JIOMYCKAaeT CYIICCTBEHHBIX HETOUHOCTEH; 5

— YBSI3bIBAa€T YCBOCHHBIE 3HAHUSA C MPAKTUYECKOU ESTEIbHOCTHIO
HaTPaBJICHUS;

— apryMEeHTHUPYET Hay4YHbIE MTOTO0KEHHUS;

— JeNaeT BEIBOALI M 0000IIEHNS;

— BIIQJICET CUCTEMOU CIIEIHATN3UPOBAHHBIX TOHITHIA.

«3a4YTCHO»

— o0yyaroluiicss yCBOMWJI TOJBKO OCHOBHOW IpPOrpaMMHBIM MaTepual,

[0 CYIIECTBY M3JIaraeT €ro, ONHMpasch HAa 3HAHUSA TOJBKO OCHOBHOM

JIUTEPATYPBHI;

«YJIOBJIETBOPUTEIBHO» | — J0ITYCKACT HECYIICCTBCHHBIC OIINOKHU U HETOYHOCTH, .
«GAITEHO» — UCIBITBIBACT 3aTPYJHEHUs B IPAKTUYECKOM IPUMEHEHHM 3HAHUUN

HallpaBJICHUS;

— c11abo apryMeHTHpYeT Hay4HbIe TIOJI0KEHHUS;

— 3aTpyAHsETCs B (POPMYIMPOBAHUY BBHIBOJIOB M 000OIICHUIA;

— YaCTUYHO BJIAIEET CUCTEMOM CIIELIUAIN3UPOBAHHBIX ITIOHATHMN.




— 00y4Jarouuiicst He YCBOMJI 3HAUUTEIbHON YaCTH MPOrPaMMHOTO
Marepuana;
«HeyIOBJIETBOPHTEbHO»| — AOTYCKAET  CYIIECTBEHHbIC OMMOKKM W  HETOYHOCTH  TPH
«HE3AUTCHOY paccMOTpeHHH Ipo0JIeM B KOHKPETHOM HaIlPaBICHHUH; 3
— UCTIBITBIBACT TPYTHOCTH B MPAKTHYECKOM IPUMEHEHNUHU 3HAHUH;
— HE MOXET apryMEHTUPOBATh HAyYHBIE TTOJI0KEHUS;
— He popMyIHUpYET BHIBOJAOB U 0000IICHU.
10.3. TumoBble KOHTPOJILHBIC 3aaHUS UM MHBIC MaTEPUAIIBL.
Bompocs (3agaun) 118 9k3aMeHa npejicTaBieHbl B Tabmauie 15.
Tabmuna 15 — Borpock! (3amaun) AJis1 9K3aMeHa
Kon
Ne /it [lepeuens BompocoB (3a1a4) sl IK3aMeHa
UH/IMKaTopa
Y4eOHBIM IITAHOM HE MPEyCMOTPEHO
Bomnpocs! (3anaun) mis 3adera / qudd. 3auera npejacraieHsl B Tabnuie 16.
Tabnuna 16 — Borpocs! (3agaun) s 3adera / qudd. 3auera
Ne [Tepeuens Bompocos (3amay) s 3aueta / audd. 3auera Koz
n/a WHJIUKATOpa
1 Crtanuu IpOBEICHHS CETEBOM aTaKH. OIIK-9.3.1
2 Knaccugukanum ceTeBbIX yrpo3, yI3BUMOCTEH U aTax. OIIK-9.3.4
3 | Araku Ha peaqM3aliK CETEBBIX MPOTOKOJIOB, OTACIbHBIC Y3IIbI U OIIK-9.V.1
CITYKOBI. OIIK-9.V .3
4 | OCHOBHBIE MEXaHU3MBI IIPOBEICHHS CETEBBIX aTaK HA Pa3IHYHbIX OIlK-12.3.4
ypoBusix mozesu ISO/OSI. OIIK-12.V.3
5 | IIpoGiemsl obecrieueHns KOH(HAEHINAILHOCTH, 1IeJI0OCTHOCTH U OIIK-1.1.B.2
JOCTYIHOCTH HH(MOPMAIMH Ha Pa3IHIHBIX ypoBHsiX Mojenu ISO/OSI. OINK-1.2.3.1
6 3amuta BUpTYabHbIX YacTHBIX ceteil (VPN) OlIK-1.2.V.1
7 HasHaueHne, OCHOBHBIE BOSMOHOCTH, IpHHIAME! pyrkimonnposanns | OIIK-1.2.B.1
U BapuaHThl peanuzauu VPN.
8 Opranu3anys TyHHETUPOBaHUS Ha PAa3IMYHBIX YPOBHSIX MOJACITH
ISO/OSI.
9 HocrouncTBa u Hegoctatku npuMmenenns VPN.
10 | IIporoxoxn IPSEC. IIpoTokonsr AH u ESP.
11 | Ocobennoctu padbotsl mpotokoia IPSEC B TyHHETEHOM 1
TPaHCIIOPTHOM PEXHMaXx.
12 | Iporokon ympasnenus kiodamu ISAKMP/Oakley.
13 | Ucnons3oBanue npotokona L2TP ans opranuzanuu BUPTyalbHBIX
YaCTHBIX CETEH.
14 | 3ammTa cepBepoB ¥ pabOUNX CTAHITUH.
15 | CpexactBa M METOIBI IPEIOTBPALICHHS M OOHAPY KEHUST BTOPKECHHH.
16 | Cucremsl oOHapyxenus sropxenuit (COB).
17 | Ha3znaueHue 1 BO3MOKHOCTH CPE/ICTB OOHAPYKEHHS BTOPKEHUHN Ha
XOCTBI, TPOTOKOJIBI U CETEBBIE CITYKOBI.
18 | Mecto u poJib CpeICTB OOHAPYKEHUsI BTOP>KEHUH B 00111el cucteme
obecrieueHus cereBoii 6e3onacHocTu. Knaccudukamus COB.
19 | BrisiBieHUe aTak Ha OCHOBE CHTHATYP aTaK U BBISBICHHUS aHOMAJIHH.
20 | AyauT NPUKJIAIHBIX CITYXKO.
21 | CpenctBa oOHapYX eHHUS YA3BUMOCTEN CeTeBBIX C1yk0. CriocoObl
MIPOTHBOJICHCTBUS BTOPKECHUSIM.
22 | Cucremsl BUpTyanbHbIX jJoBymek (Honey Pot u Padded Cell).
23 | Craguu mpoBeIcHUS CETEBOM aTaKH.




[Tepeuenn TEM I KypCOBOTO TMPOCKTHPOBAHUS/BBITIONHEHUSI KYypPCOBOW pabOThI
npeICTaBICHbI B Ta0mmie 17.

Tabnuna 17 — [lepeueHs TeM U1 KypCOBOTO MMPOSKTUPOBAHMS/BHITIOTHEHUSI KypCOBOIl pabOTHI
No 11/ [TpumepHbIi IepevyeHp TeM AT KypcOBOTo MIPOEKTUPOBAHUS/BHITIOTHEHUS
KypCOBOi1 pabOThI
Y4eOHBIM IJIIaHOM HE IIPELyCMOTPEHO
Bormpocsr JUIsL TIPOBEJIEHUS IPOMEXKYTOYHOM aTTeCTallud B BUJE TECTUPOBAHMUS
npeAcTaBiIeHbI B Tabymie 18.
Tab6numa 18 — [IpumepHsIil mepeueHb BOIPOCOB sl TECTOB
No /it [IpumepHBIii TepedeHb BOIPOCOB JIJ1 TECTOB Koz
UHAMKATOpa
He npexycmotpeno

[lepeveHb TeM KOHTPOJIBHBIX PA0OT MO AUCHHUILUIMHE 00YYAIONIUXCS 3209HON POPMBI
o0ydeHus1, IpeICTaBICHbI B Ta0wie 19.

Tab6muia 19 — IlepeyeHb KOHTPOJIBHBIX padOT

Ne i/m [lepeueHb KOHTPOJIBHBIX PaOOT

He npenycmorpeno

10.4. Metoguueckue  Marepuaibl,  ONPENCNSIONME  HPOIEAYyphl  OICHWBAHUS
MH/IMKATOPOB, XapaKTepU3YIOLIMX JTanbl (HOPMUPOBAHMS KOMIIETCHLHMH, colepxkarcsi B
JOK&IbHBIX HOpMaTHBHbIX akTax ['YAII, pernameHTUpYIOIIMX MOPAJOK U MPOLELYpY
IIPOBE/ICHUS TEKYIIEr0 KOHTPOJS YCIEeBAEMOCTU M MPOMEXYTOYHOM aTTecTalluy 00ydaromuxcs
I'VAIL

11. Meroaudeckue ykazaHus AJsl 00YYarONIMXCs IO OCBOSHHUIO TUCITUTITMHBI

11.1. Metoaudeckne yKazaHus s OOy4yarolmMXcs IO OCBOGHHUIO JIEKIIMOHHOTO
MaTtepuana

OcHOBHOE Ha3HAauY€HWE JIEKIIMOHHOTO Marepuanga — JIOTHYECKH CTPOMHOE, CHUCTEMHOE,
rIyOOKOe U SICHOE M3JI0XKEeHHe yueOHOro mMarepuana. HasHaueHne cOBpeMEHHOM JIEKIIMU B paMKax
TUCHUIIIMHBI HE B TOM, YTOOBI TMOJYYUTh BCIO HHPOPMAIMIO IO TEeMe, a B OCBOCHUU
byHIaMEeHTaTbHBIX MPOOIEeM TUCIHUILTUHBI, METOJOB HAYYHOTO MO3HAHUS, HOBEUIINX TOCTHKEHUI
Hay4YHOU MBICTH. B yueOHOM mpoiiecce JeKIHs BBITOIHIET METOJ0JIOTMYECKYI0, OPTraHU3aIIMOHHYIO
u uHpopmanroHHy0 (GyHKUUHU. JIeKius pacKkpbiBaeT MOHSATUIHBINA ammapar KOHKPETHOW 00JacTh
3HaHUs, €€ TPOOJIEeMBbI, JTaeT IeIbHOE MPEACTABICHHE O JUCIUILIINHE, MOKA3bIBAET B3aUMOCBS3H C
JIPYTHUMH TUCIUTUIMHAMHU.

[1manupyeMble pPe3yabTaThl IPU OCBOCHUN 00YYAIOIIMMUCS JISKIIMOHHOI0 MaTepHaIa;

— TIOJYyYEeHHE COBPEMEHHBIX, IICJIOCTHBIX, B3aWMMOCBSI3aHHBIX 3HAHUH, YpPOBEHb
KOTOPBIX OIPEIENSIETCS IeJIEBOM YCTAHOBKOM K Ka)K/10M KOHKPETHON TEME;

— TIONy4Y€HHUE OMBITa TBOPUYECKON PabOTHI COBMECTHO C MPEToJaBaTelIeM;

— pa3BuTHe TPO(GECCHOHATHHO-JCNOBBIX  KadecTB, JIOOBM K  TpeaMeTy U
CaMOCTOSATEILHOTO TBOPYECKOTO MBIIIJICHUSI.

— TOsBIICHHE HEOOXOMMOT0 HHTEpECca, HEOOXOIUMOTO TSI CAMOCTOSITEIIBHOU paOOTHI;

— TIOJlyYeHHWE 3HAaHUH O COBPEMEHHOM YPOBHE Da3BUTHS HAYKH M TEXHHKH U O
MIPOTHO3€E UX Pa3BUTHI HA ONMKANIIINE TOBL;

— HAy4YUThCS METOJIWYEeCKH oOpabarhiBaTh MaTepuan (BBIACNIATH TJIaBHBIE MBICIH U
MOJIOKEHUS, TPHUXOAUTh K KOHKPETHBIM BBIBOAAM, IMOBTOPSATH WX B  Pa3IUYHBIX
hopmMyITUpOBKax);

— TIONyYeHHUE TOYHOTO MOHMUMAHHUSI BCEX HEOOXOUMBIX TEPMUHOB U MOHSATHH.




JleKuuMoHHBIA ~ MaTepual  MOXKET  CONPOBOXKIATHCS  JEMOHCTpALMEN  CIAWIOB U
UCIIOJIb30BAaHUEM Ppa3/laTOYHOTO MaTepHala TpU MPOBEIECHUM KOPOTKUX JUCKyccuid 00
0COOEHHOCTSX MPUMEHEHHS OTJCIIBHBIX TEMATHK 110 TUCIUIUIHHE.

CTpyKTypa npe/1ocTaBieHus JIGKIIMOHHOTO MaTepuaa:
Paznen 1. TumoBbie yrpo3sl ceTeBoii 0€301MacHOCTH
Tema 1.1. CereBble aTaku
Tema 1.2. MexanusMsbl peanusaiuu atak B cetsx TCP/IP
Tema 1.3. Metoabl iepexBara ceTeBbIX coequHenuii B cetsix TCP/IP
Tema 1.4. Ilpumepsr ceteBbix arak B cersix |CP/IP. TexHuueckue Mepsl 3alUTHI OT
CETEBBIX aTaK.
Paznien 2. Kpunrorpadudeckre MeToab! 3auThl HHPOPMALUU B KOMIBIOTEPHBIX CETSIX
Tewma 2.1. Kpunrorpadudyeckue mpoToKoJIbI 00ecredeHus: 0€301acHOCTH
Tema 2.2. 3amuTa BUpTyanbHbIX YacTHbIX ceTeil (VPN)
Tewma 2.3. Pa3zpaboTka 3aIuIeHHbIX CETEeBBIX MPUI0KCHHUM
Paznen 3. IlporpamMmHo-anmapaTHble cpeincTBa obOecnedeHHs 0€30macHOCTH B
KOMITBIOTEPHBIX CETAX

Tema 3.1. CpezncrTBa 3aIUTHI JIOKAIBHBIX CETEH MPH MOAKIIOUeHNH K IHTEepHeT.

Tema 3.2. 3amura cepBepoB u pabounx cranuuid. Cpencrtsa U METOAbI IPEIOTBPALICHUSIT
00OHapy>KeHUS BTOPIKEHUH.
11.2. Metoauueckue yka3aHus A5 OOYy4yarolIMXcs MO BBIMOJHEHUIO J1a0OpaTOPHBIX
pabor

B xone BbimonHeHHs 1a00paTOpHBIX paboOT oO0ydwaromuiicss AODKEH YINIyOUTb U

3aKpeNuTh 3HaHUS, NPAKTUYECKHWE HABBIKH, OBJAJETh COBPEMEHHOM METOAMKOM U TEXHHUKOU

OKCIIEPUMEHTAa B COOTBETCTBHHM C KBAJHU(PHUKAIMOHHOH XapaKTEPUCTHKOHW OOydYaromerocs.

Boinonnenne nabopaTopHbIX pabOT COCTOUT U3 HKCIEPUMEHTaJbHO-IPAKTHYECKOH, pacdyeTHO-

AQHAJIMTUYECKON YaCTeH U KOHTPOJIBHBIX MEPOIIPUATUN.

Boinonnenue nabopatopHblx paboT oO0y4arommmcsl SBISETCS HEOThEMIIEMOH YacThIO
U3yYeHHUs JUCHUIUIMHBL, OMNpeensieMod Yy4eOHBIM IUIaHOM, W OTHOCHUTCS K CpEACTBaM,
o0ecreyrBaroIuM pelIeHue CcIeIyIoIUX OCHOBHBIX 3a/1a4 00y4aroIerocs:

— TmnpuoOpeTeHHe HaBBIKOB MCCIIEJOBAHUS IMPOLECCOB, SBIEHUH U  OOBEKTOB,
M3y4aeMbIX B paMKaX JJAHHOW TUCIUILINHBL,

—  3aKpeIUICHHE, Pa3BUTHE U JIeTANIN3aLMsl TEOPETUYECKUX 3HAHUM, TOJyUYEHHBIX Ha
JIEKUHUAX;
— ToJIyueHHe HOBOH MH(pOopMaLnu 10 N3yd4aeMoi TUCIUITIINHE;
— T1npuOOpeTeHHe  HABBIKOB  CAMOCTOSTENbHOW  paboTel ¢ J1aOOpaTOpHBIM
000pyJ0BaHUEM U IPUOOPaMHU.
3ajaHue u TpeOOBaHUS K IPOBEICHUIO JIAOOPATOPHBIX padoT
Bapuant 3agaHus mno Kaxaod JsaboparopHoil pabore oOywaromuiicss TMOdydaeT B
COOTBETCTBUM C HOMepoM B cmucke rpynnbl. [lepen mnpoBenenuem mabopaTopHoit paOOTHI
oOyuyaromemMycsi cielyeT BHHMATEJIbHO O3HAKOMHUTBCS C METOJMYECKUMH YKa3aHUSAMH I0 €€
BBIMOJHEHUIO. B cOOTBETCTBUU € 3a/laHueM OOy4YaroIuics TOJIKEH MOArOTOBHTH HEOOXOAMMBbIE
JTaHHbIE, TIOJTYYUTh OT MPENoAaBaTes JONYCK K BBINOJHEHHUIO Ja0OpaTOpHOI paboThI, BHINOJIHUTH
YKa3aHHYIO T0CJeI0BaTeIbHOCTh JEHCTBUI, MONy4uTh TpeOyeMble pe3yibTaTbl, OGQOPMUTH H
3alIUTUTB OTYET MO JIAbopaTopHO padoTe.

Crpykrypa u ¢opma oTdera 0 J1abopaTopHOU paboTe
Otuer o 1abopaTopHO paboTe AOKEH BKIIIOUATh B C€0s: TUTYJIBHBIN JTUCT, (POPMYITHUPOBKY
3aJjaHusl, TEOPETHUECKUE IMOJIOKEHHSI, MCIIOJIb3YeMbIe MPH BBIMOJIHEHUH J1a00paTopHO paboTHI,
OTICaHKE TIPOIIeCcCca BBITIOTHEHUS JIA0OPATOPHOU pabOTHI, MTOTyYEHHBIE PE3yJIbTAThl U BEIBOIBI.

TpeboBanust k 0OPMICHHIO OTYETa O JTa00paTOPHOU paboTe
[To xaxmoit y1abopaTopHO pabOTEe BBITIOIHACTCS OTACIBHBIA OTYET. THUTYJIBHBINA JIHCT
opopmisieTcss B COOTBETCTBHHM C Ima0ioHoM (oOpasiom) mpuBeneHHbIM Ha caiite ['YAII
(www.guap.ru) B pazgene «CeKkTop HOpMATHBHOW JOKyMEHTaluu». TeKCToBble U Tpaduyeckue
MatepHuaibl 0QOpPMIISIOTCS B cooTBeTCcTBUU C aeicTByrommu ['OCTamu u TpeGoBaHUsIMH,




npuBefcHHbIMM Ha caiite [YAIT (www.guap.ru) B pasmene «Cektop  HOpPMAaTHBHOM
JIOKYMEHTAITUI.

11.3. MeTtoauueckue ykazaHusi Jjsi 00y4aromuXcsl 0 MPOXOKICHUIO CaMOCTOSATEIbHOM
paboThl

B Xozxe BBIMONTHEHHS] CAMOCTOSITENILHOW PA0OOTHI, O0O0ydYaIONIUICS BBITIONHSAET paboTy IO
3aJJaHWI0 U TIPU METOJAMYECKOM DPYKOBOJICTBE IPEIOAaBaTelisi, HO 0e3 ero HENmoCPeICTBEHHOTO
YYaCTHAL.

B mporiecce BBITIONHEHUS CAaMOCTOATENbHOW pPaboThI, y oOyuaromierocs (opmupyercs
nenecoo0pa3Hoe IIaHUPOBaHUE pabodero BpeMEHH, KOTOPOE IMO3BOJIIET MM Pa3BHBATh YMEHUSH
HaBBIKM B YCBOCHHH M CHCTEMAaTHU3allUU MIPHOOPETaeMBbIX 3HaHU, 00eCIIeunBaeT BHICOKUN YPOBEHb
yCIIEBaEMOCTH B MEPHO 00yUEHHsI, TOMOTAET MOJyYUTh HABBIKHM MMOBBIIICHUSTIPOPECCHOHATHHOTO
YPOBHSI.

MeToauyecKUMH ~ MaTepuajaMd,  HaIpaBJSTFOIIUMU CaMOCTOSITEIILHYIO paboty
00yYaromuXxcs SBISIOTCS: Y4eOHO-METOIMICCKUN MaTepHal Mo JUCIUILIHHE.

11.4. Metoauueckue yKa3aHusl [ OOYy4YarolUXcs M0 TMPOXOXKACHUIO TEKYIIEero
KOHTPOJISI YCIIEBAEMOCTH.

Texkymuii KOHTpOJIb YCIIEBAEMOCTH MPEIyCMaTPUBAET KOHTPOJIb KayecTBa 3HAHUU
00yyJarommxcs, OCyIIEeCTBIIEMOr0 B TEUYCHHE CEMECTpa C IEIbI0 OICHMBAHUS XOJla OCBOCHUS
muciumiiael. DopMa MpOBEACHUS TEKYLIEro KOHTPOJS — 3alluTa OTYETOB MO JIabopaTOpHBIM
paboram. Pe3ynbTarhl TEKYIIErO KOHTPOJS YUUTHIBAIOTCS MPHU MPOBEACHUU IPOMEKYTOUHOMN
attectauuu B coorBercTBuu ¢ TpeboBanusiMu CTO I'VAIL CMK 3.76 «Ilonoxxenue o Tekyiiem
KOHTPOJIE YCIIEBAEMOCTH U TMPOMEXKYTOYHOM aTTeCTalluu CTyAeHTOB W acnupantoB [ YAII,
oOy4aromuxcs o o0pa3oBaTeIbHBIM IPOrpaMMaM BBICIIETO 00PA30BAHUS.

11.5. Metoauueckue ykazaHus A 0OydarolUXCs MO MPOXOXKICHUIO MPOMEXYTOYHON
aTTeCTaluu.

IIpomexyTouHas aTTeCcTalus 00yyaromuxcs IIpelyCMaTpUBAET OLICHUBAHHE
MPOMEXKYTOUHBIX U OKOHYATEJIbHBIX PE3yJbTaTOB OOyueHHs Mo aucuuiuinHe. OHa BKIIOYAaeT B
celsi: 3a4eT — 370 (hopMa OLEHKHU 3HAHUH, MTOJYYEHHBIX 00YYalOIUMCS B X0/1€ U3yUeHHsI yueOHOi
JUCLUIUIMHBL B II€JIOM WM MPOMEXYTOYHas (MO OKOHYaHMM CEMECTpa) OIeHKa 3HaHWM
00yyaroImuMcs 1o OT/AEIbHBIM pa3/iesiaM AUCHUIUINHBI C aTTECTAMOHHON OIIEHKON «3a4Te€HO» WU
«HE 3aYTCHO».

Cucrema OLEHOK INpHU NPOBEACHUM IPOMEKYTOUHOM aTrTeCcTalMd OCYIIECTBIAECTCS B
cooTBeTcTBUU ¢ TpeOoBaHusiMu Ilonoxkennii «O TekylmieM KOHTpOJIE€ YCIEBAaEMOCTH U
IPOMEXYTOUHOW arrecTauuu cryneHToB ['YAIL, oOydaronmxcss MO MporpamMMmbl  BBICILIETO
obpazoBanusi» u «O MOAYITHHO-PEUTUHTOBOM CHCTEME OIIEHKH KauyecTBa Yy4eOHOW paloThI
ctyneHtoB B 'Y AIy.
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