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AHHOTaIHSA

Juctumivza «H)OKOMMYHHKALMOHHBIE CHCTEMBI M CETH» BXOIHUT B 00pPa30BaTEIbHYIO
MporpaMmy BBICLIEr0 00pa30BaHUs — MpOrpaMMmy OakajiaBpuara 0 HANPABICHHIO [TOATOTOBKH/
cneuuanbHoct 09.03.02 «MHpOpMalMOHHBIE CHCTEMBI U TEXHOJOTHMH» HAIMPABICHHOCTH
«VH(OopMaLMOHHBIE TEXHOIOTHH B Au3aiiHey. [lucuuminna peanusyercs kadempoit «Ned2y.

JlucuunivHa HaneneHa Ha (JOPMHUPOBAHUE Y BBIITYCKHHKA CJIETYIOLIMX KOMIIETEHIHHA:

OIIK-3 «CriocobeH periaTh CTaHAAPTHBIC 3a7a4i NPOGECCHOHATIBHON JESTENbHOCTA Ha
OCHOBE NH(OPMALOHHON 1 OUOIHOrpaduIecKoil KYJIbTYpHI ¢ IPUMEHEHIEM HH(POPMAIIOHHO-
KOMMYHHUKALMOHHBIX TEXHOJOIMH M C Y4€TOM OCHOBHBIX TpeOOBaHHMI HH(MOPMALMOHHOM
6e30macHOCTI»

OIIK-7 «CmocobeH OCYyIECTBIATH BBIOOp IUIATGOPM M HHCTPYMEHTAIBHBIX
HPOrpaMMHO-ANIAPATHBIX CPEJICTB IS peau3aluy HHPOPMALIMOHHBIX CHCTEM»

IK-1 «CriocobeH BBIIONHATH PaOOTHI 110 CO3AAHUIO (MOIU(UKALINK) H COIPOBOXICHHIO
MH(OPMALMOHHBIX CUCTEMY

[K-3 «CrocobeH pa3pabaTbiBaTh TEXHHUYECKYIO JTOKYMEHTALIMIO Ha MTPOLYKLHIO B chepe
HH(OPMAIIMOHHBIX TEXHOJIOT U1, YIIPaBICHUs TEXHHYECKOI HH(pOpMaLiein»

[IK-6 «MHTepHeT Beuiein»

CozepxaHue NUCUUIUIMHBI OXBATHIBAET KPYT BOIPOCOB, CBA3AHHBIX C IOCTPOCHUEM U
SKCIUTyaTanye HHPOKOMMYHHKAIIMOHHBIX CUCTEM U CETEH.

[lpenonaBanue IUCHMIUIMHBI IPELyCMaTpHUBaeT cliiexyroniue (HOpMbl OpraHU3aLUu
y4eOHOro mpouecca: JEKIMH, HPAKTHYECKHE 3aHATHsA, KypcOBOE IPOEKTHPOBAHHME U
CaMOCTOsITeIbHAsl paboTa CTYIEHTOB.

[Iporpammoii IUCUMIUVIMHBI MPEIYyCMOTPEHBI CIEAYIOLIME BUIBI KOHTPOJS: TEKYIIMH
KOHTPOJIb YCHEBAEMOCTHU, IPOMEXKYTOUHAsL ATTECTallUsl B (JopMe IK3aMeHa.

OOurass TPyI0EMKOCTh OCBOCHHS AWCIMIUIMHBI COCTABISAET 5 3a4eTHhIX eaunHuL, 180
4acoB.

S13bIK 0OyUCHHUS 110 TUCHUIUINHE «PYCCKUHN »

1. TIlepeueHs muaHUPyEMBIX PE3yJIbTATOB OOYUECHUS MO JUCIUIIMHE

1.1. Ienu npenogaBaHus AUCHHUILUTHHBI

JlucuuIuivHa npeHa3HaueHa JUisl OCBOCHHUS 3HAHUI U MMOJTy4YCHHs] HABBIKOB OpraHU3alUuK
U JKCIUTyaTalni MHQOKOMMYHHUKAIIMOHHBIX cUCTeM U ceTeil. [lonydenue cTyeHTaMu 3HaHUi 1
YMEHHH B 0OOJAaCTH CETEBOTO B3aUMOJCHCTBHS B JIOKAIBHBIX M TJIOOATBHON CETH IO3BOJHT
00YYarOIINMCsl 3aKPEIUTh 3HAHUS M HABBIKA B CMEKHBIX 00JIACTSIX 3HAHWH, TAKHUX, KAK CETEBBIC
OTEepalMOHHBIC CUCTEMbI U HH(OKOMMYHHUKAIIMOHHBIE CUCTEMBI U CETH

1.2. JlucrmrummHa BXOJUT B COCTaB 00s3aTEIbHON YacTH 00pa30BaTENbHON IPOrpaMMBI
BeIciIero oopaszosanus (nanee — OI1 BO).

1.3. TlepedeHb IaHUPYEMBIX PE3YJIBTATOB O0YUYCHUS 10 JUCLUIUIMHE, COOTHECEHHBIX C
IUTAHUPYeMbIMHU pe3ynbratamu ocBoeHus OI1 BO.

B pesynbraTe M3ydeHHs AMCUMILTMHBI OOYYAIOIIMICS JODKEH 00Ja1aTh CICAYHOIUMU
KOMIIETCHIMSAMU WK UX YacTsMU. KoMOETeHIMH 1 MHIUKATOPBl UX JOCTHXKEHHS IPHBE/ICHBI B
Tabmuie 1.

Tabmnuua 1 — IlepeyeHb KOMIIETEHIMI U HHIMKATOPOB X JOCTHKCHHUS

Kareropus (rpynma) Kon u Kon 1 HanMeHOBaHNE MHIUKATOPA
HanMEHOBaHHE
KOMIETEHLIUU JOCTHIKEHHS] KOMITETEHIUN
KOMIIETCHIINH

OIIK-3.3.1 3HaTh NPUHIMIIEI, METOBI U
CpezAcTBa pelIeHHs CTaHIapTHBIX 3a1a4
podecCHOHAIBHON AesITEIbHOCTH Ha
OCHOBE MH(OPMAIIMOHHON U
O6ubnnorpadgueckon KyabTyphl ¢
MIpUMEHEHHEM HH(pOPMaLHOHHO-

OIIK-3 Cnocoben
peuiaTh CTaHapTHBIC

3a7a4un .
. | KOMMYHHUKAIIMOHHBIX TEXHOJOTHIi 1 C

IpodeCcCHOHANTBHOM .

y4eTOM OCHOBHBIX TpeOOBaHHI
JIeATEeIbHOCTH Ha .

nHGMOPMALOHHON 6€30IIaCHOCTH
OCHOBE

. OIIK-3.Y.1 ymeTb peluarsh CTaHIapTHbBIE
nHGOPMALIOHHON U o
.| 3a7a4u IpodecCHOHANBHOM AeATeIbHOCTH

oubnmorpaduueckon

O6urenpodeccroHaIbHBIE CVIBTVDEL Ha OCHOBE HH(OPMAIIUOHHOU U
KOMIICTCHIINH YAETYP 6ubnuorpahIeckoil KyIbTypHl ¢

PUMEHEHHEM
IPUMEHEHHEM HH(POPMALIOHHO-
nH(opMaLnOHHO- N
KOMMYHHKAIMOHHBIX TEXHOJIOTU U C
KOMMYHHKaIHOHHBIX

Y4ETOM OCHOBHBIX TPEOOBaHMI
HHPOPMAIIMOHHOHN 6€30MacHOCTH
OITK-3.B.1 uMeTh HaBBIKU MMOJATOTOBKH

TEXHOJIOTHH U C
Y4€TOM OCHOBHBIX

TpeboBaHuit .

o 0030p0B, aHHOTALIUH, COCTABICHUS
MR OpMALIOHHOTH edeparoB, HAYYHBIX JOKIAJ0B
6e301MacHOCTH pedep » Haye ’

ny6nukanuit u Oubnuorpaduu Mo Hay4HO-
HCCIIEI0BATENIBCKON paboTe ¢ yueToM
TpeOoBaHMi HHPOPMAIIMOHHON
0e30macHOCTH

OIIK-7.3.1 3HaTh OCHOBHBIC IIAT(QOPMEL,
TEXHOJOTUH U HHCTPYMEHTAIIbHbIE

OIIK-7 Cniocoben

OCYIIECTBIISTh
[POrpaMMHO-aMapaTHbIe CPEACTBA JUIS
BbIOOp MIaTHOpM U
peanu3anuy MHPOPMALIMOHHBIX CHCTEM,
HHCTPYMEHTAIIBHBIX
OourenpodeccroHanbHbIe DOIDAMMHO BKJIFOYAs! MHTEJJICKTyaIbHbIC
KOMIICTCHIINH porp MH(MOPMAIMOHHEIE CHCTEMBI

anmnapaTHbIX CPEICTB
IUTSL peau3aum
MH(POPMAILIMOHHBIX
cucTeM

OIIK-7.Y.1 yMeTh OCYyILIECTBIISATH BEIOOD
1aThOpM U HHCTPYMEHTAIIBHBIX
IIPOTPaMMHO-AIIAPATHBIX CPEACTB VIS
peanu3aniy MHPOPMALIMOHHBIX CHCTEM,




MIPUMEHSATh COBPEMEHHBIE TEXHOJIOTHU
peanu3anuy NHOOPMAIIOHHBIX CHCTEM,
BKJIFOYAsi MHTEJJICKTyaIbHbIC
MH(POPMAIMOHHBIE CHCTEMBI

OIIK-7.B.1 uMeTh HABBIKH BJIaJCHUS
TEXHOJIOTUSIMH ¥ HHCTPYMEHTAIbHBIMH
IIPOTPaMMHO-AIIaPAaTHEIMHU CPEACTBAMU
JUISL peaiu3alui HHOPMAIMOHHBIX
CUCTEM, BKJIIOYasl HHTEIUICKTYaIbHbIC
UH(OPMALIMOHHBIE CHCTEMBI

Tabnuua 2 — O0bEeM U TPYJOSMKOCTb TUCHUIUTHHBI

TIK-1 Cnocoben
BBITIOJIHATH PaOOTHI
10 CO3aHUI0

I1K-1.3.1 3HaTh apXUTEKTYpY, yCTPOICTBO U
(yHKIMOHMPOBaHKE HHPOPMALIMOHHBIX
CHCTEM; CETEBbIC IIPOTOKOJIBI; OCHOBBI

TpynoemkocTb IO
Bupn yueGHoii paGoThI Bcero ceMecTpam
Ne5
1 2 3
Oowan mpyooemKkocmeo oucyunIunbl, 5/ 180 5/ 180
3E/ (uac)
U3 Hux uacoe npakmuyeckoil n0020moseKu 20 20
Ayoumopnuie 3auamus, BCEro 4ac. 51 51
B TOM YHCJIE:
nexumu (J1), (vac) 17 17
npakTHieckue/ceMunapckue 3amsarus  (I13),
17 17
(gac)
naboparopasie pabotsl (JIP), (dac)
KypcoBoii poekT (pabora) (KII, KP), (uac) 17 17
JK3aMeH, (Jac) 36 36
Camocmoamenvhas paboma, Bcero (4ac) 93 93
Buo npomesicymounoit ammecmayuu: 3ayer,
madpd. 3ager, skzameH (3auer, Judd. 3au, OK3. OK3.
DK3.*¥%)

o -
HpHMeanl/le: KaHIUJATCKHUH 3K3aMCH

4. CopeprkaHue TUCLMILTHHBL
4.1. PacnpeneneHue Tpy10eMKOCTH JUCLUIUIMHBI IO pa3/iesiaM U BUJAM 3aHSATHH.
Paznensl, TeMBI AMCIUILIMHEL U UX TPYIOEMKOCTh IIPUBEAEHBI B Tabmuie 3.

Tabnuua 3 — Pa3nensl, TeMbl AUCHMIUIMHBI, UX TPYI0EMKOCTh

Pazzenbl, TeMbI JUCIUILIAHBI e | 113 (C3)| - JIP KII CPC
> (1ac) (aac) (1ac) (1ac) (1ac)
Cemectp 5

Ipodeccuonanbubie COBPEMEHHBIX OIEPALIMOHHBIX CHCTEM;
(MopnduKanum) u
KOMIIETEHLIUH OCHOBBI COBPEMEHHBIX CUCTEM YIPABICHUS
COIIPOBOXKICHUIO
0a3aMM JJaHHbIX; METOZBI U HHCTPYMEHTbI
MH(POPMALIMOHHBIX
Juist cOopa ¥ OpraHU3aliyi XPaHESHHS
cucTeM
OOJBIINX JaHHBIX
[1K-3.3.1 3HaTh apXUTEKTypHBIE PEIICHUS,
[PUMEHSIEMBbIE MPU IPOSKTHPOBAHHU
[K-3 Cnocoben p fipHt AP P
[POrPaMMHBIX CPEICTB M KOMITBIOTEPHBIX
pa3pabarbIBaTh
CHCTEM Pa3IMYHOIO Ha3HAYEHMS;
TEXHUYECKYIO 2
CTaHIAPThl B 00JIACTH CUCTEMHOM U
JIOKyMEHTALHIO Ha .
Ipodeccuonanbubie HPOAYKLHIO B chepe NIPOTPAMMHOM HEKCHCPHH
P poLy P [IK-3.Y.1 ymeTs aHanu3upoBaTh
KOMTETeHIUH MHpOPMAIIHOHHBIX TEXHUYECKYIO IOKYMEHTALMIO U HAYYHO
TEXHOJIOTHiA, YIO IOKyM e
TEXHHYECKYIO JINTEPaTypy, U3BJIEKATh
YIpaBJICHUS
N CBEJICHHS1, HEOOXOMMBIE JUIS PEICHUS]
TEXHUYECKOH o
N MOCTABJICHHOM 3a/1a4M; COCTABIISITh
napOpManueit o
0000I1IEHHBIE ONUCAaHUs SBICHUM,
IIPOIIECCOB, OOBEKTOB YIPaBICHUS
Ipodeccuonanbubie [1K-6 UnTepuer [1K-6.3.1 3HaTh KOHIETINH TEXHOJIOTHI
KOMIICTCHIIMU BelleH HMHTEPHETA BeuleH

Paznen 1. OcHoBBI ceTeil nepejaun JaHHBIX.
Tema 1.1.DBononust KOMIIBIOTEPHBIX CETEH. 2 10
Tema 1.2. O01ue IpHHIMIIBI IOCTPOSHHS CETEH.

2. Mecto aucuumianHsl B cTpykType OIT

JucimmimHa MoXxeT 6a3MpoBaThCs Ha 3HAHUSAX, paHEe MPUOOPETEHHBIX 00YYaOINMHUCS
TIpY U3YYEHHUH CIIETYIOINX AUCIUILINH:

— «VH(popMaLMOHHBIE TEXHOJIOTHIY,

— «/HCTpyMEHTaNIbHBIE CpeIcTBA HHPOPMALMOHHBIX CHCTEMY.

3HaHMs, MOJyYCHHBIC NMPU W3YYCHHH Marepuaia JaHHOW MMCLUIUIMHBI, HMEIOT Kak
CaMOCTOSITEIbHOE 3HAYCHHE, TAK 1 HCIIOJIb3YIOTCS TP U3YUCHHU IPYTUX JUCLMILIHH!

— «MeToap! 1 cpeacTBa MPOSKTUPOBAHNS HHOOPMALMOHHBIX CHCTEM H TEXHOIOTHiD),

— «BamuTa uHGoOpMaLUIy.

Tabaue 2.

3. OOBeM U TPYJOEMKOCTh AUCIUILINHBI
Jlanubie 00 o0iieM oObeMe JMUCHHUILIHHBI, TPYAOSMKOCTH OTIEIBHBIX BHIOB y4EOHOI
paboThI IO JUCLHUILIMHE (U PaCIpeeieHue ITOM TPYIOEMKOCTH 110 CEMECTPaM) MPEACTABIICHBI B

Paszpen 2. TexHonoruu GU3UIECKOro ypoBHsL.
Tema 2.1 JIunuu cBs3M.

Tema 2.2 KoaupoBaHHie U MyJIbTUILIEKCHPOBaHUE 2 10
JIAHHBIX.

Paznen 3.Texuosorus Ethernet

Tema 3.1 Ethernet B TokaabHBIX CETAX 2 6 10

Tema 3.2 OTka30ycToiYMBbIE U BUPTYaJIbHbIE
JIOKaJIbHBIE CeTH

Paznen 4.Cetu TCP/IP

Tema 4.1. Anpecanus B creke nporokonos TCP/IP
Tema 4.2 [IpOTOKOI MEKCETEBOTO B3AUMOICHCTBHS 2 3 6 12
Tema 4.3 TIpOTOKOIBI TPAHCIIOPTHOTO YPOBHS
Tema 4.4 TIpOTOKOJIBI MaPLIPYTH3ALUH

Pa3znen 5.I'nobanbHbIE KOMITBIOTEPHBIE CETH
Tema 5.1 Opranuzarus riao6anbHbIX ceTeit
Tema 5.2 TpaHCIIOPTHEIE TEXHOJIOTHHU ITI00ABHBIX 2 6 11
cereit

Tema 5.3. Texnonornu MPLS




Paznen 6 BecnipoBoaHas nepenaya JaHHBIX

Tema 6.1. TexHonoruu GU3NUECKOrO ypOBHS
0eCIIpoBOIHBIX ceTel

Tema 6.2 BecripoBoaHbIE JIOKAJIbHbIE U IIEPCOHAIIBHbIC
cetn

Tema 6.3 MoOuJIbHbIE TEIEKOMMYHHUKAIIMOHHbIE CETH

10

AJTOpUTM MOKpBIBAONIETro AepeBa. OuinbTpanus Tpaduka. ArperupoBaHne JIMHUN CBSA3U B
JIOKaJIBHBIX CeTsIX. BUpTyanbHBIC IOKAIBHBIEC CETH
JleMoHCTpaIys ClaiiioB

Pasnen 7 CereBble HH(POPMALUOHHBIC CITYXObI
Tema 7.1 MHpOpManOHHBIE CITyKOBI 2 4 5
Tema 7.2 Ciryx6a yrpaBiIeHHs CEThIO

10

Pa3znen 8 be3onacHOCTh KOMITBIOTEPHBIX CETEH

Tema 8.10cHOBHbIE IPUHIMIIBI U TIOHATHS
HH(OPMAOHHON 6E30I1aCHOCTH.

Tema 8.2 TexHOMOTUM ayTeHTU(UKALMN, aBTOPH3ALIMH
1 yIPaBIICHAS TOCTYIIOM

Tema 8.3 TexHosioruu 6€30MaCHOCTH Ha OCHOBE 3 4
aHaim3a Tpaduka

Tema 8.4 Ataku Ha TPAHCHIOPTHYIO HHPPACTPYKTYPY
cetn

Tema 8.5 Be30macHOCTh MPOrpaMMHOTO KOZIA M CETEBBIX
Ciyx0

20

Ceru TCP/IP

Tema 4.1. Anpecarus B creke npotokonos TCP/IP

Crpyxkrypa creka TCP/IP. Tumst anpecos. ®@opmar IP-anpeca. ARP. DNS. DHCP. Tema 4.2
ITpoToKOII MEXCETeBOro B3aHMOICHCTBHS

IP-naker. Cxema IP-mapuipyrusanuu. Macku. ®dparmenrarus. ICMP

Tema 4.3 I[IpoTOKOJIBI TPAHCIIOPTHOTO YPOBHS

MyIbTHILICKCUPOBAHUE U JEMY/IbTHILIEKCUPOBaHNE IpHIoxeHuil. Jleitarpammbl. CerMeHTSI.
Jloruueckoe coeMHEHHE. YIIPABICHUE IIOTOM.

Tema 4.4 TIpOTOKOJIBI MAPIIPYTH3ALUH

RIP. OSFP. BGP.

JleMoHCTpaIus ClaiiioB

Bsinonsenue KypcoBoi paboTh 17

Hroro B cemectpe: 17 17 17

93

Hroro 17 17 0 17

93

I'mobanbHBIe KOMITBIOTEPHBIE CETH

Tema 5.1 Opranuzanus riao6anbHbIX ceTeit

Cetn onepatopoB cBs3u. Opranusanus Murepaera. O61avHbIe CEPBUCHL.

Tema 5.2 TpaHCHOPTHBIE TEXHOJIOTHH ITI00ATBHBIX CeTel

TexHOIOrUM BUPTYaIbHBIX KaHATIOB. TEeXHOIOIHH IBYXTOUCHYHBIX KaHanoB TexHomoruu
JOCTYmA.

Tema 5.3. Texnonornu MPLS

Bazossie npuHImns 1 Mexannsmel MPLS. LDP. VPN.

JleMoHCTpaIus crnaiiioB

HpaKTI/I‘{eCKaﬂ NOATrOTOBKAa  3aKIOYAaC€TCsI B HCIMOCPCACTBEHHOM  BBIIIOJHCHUHN

O0yJalomuMHUCs  ONpPENENCHHBIX  TPYAOBBIX  (QyHKIMH,  CBA3AHHEIX  C
npodeccroHaNbHOI AeSATENBHOCTBIO.

4.2. CopepskaHue pa3JeNIOB M TEM JICKIIMOHHBIX 3aHATHH.
CopneprxaHue pa3aesioB U TeM JCKIMOHHbIX 3aHATHI PUBEACHO B TaduIe 4.

Ta6m/1ua 4— COI[Cp)KaHI/IC pas3aeyioB U TEM JICKIHMOHHOT'O 1M KJIa

Oymymieit

Homep

Ha3zBanue u cozneprxaHue pa3ziesioB U TeM JEKIIMOHHBIX 3aHATHH
paszena

BecrpoBozHas nepenaya JaHHBIX

Tema 6.1. Texuosnoruu GU3MYECKOro ypOBHsI OECIIPOBOHBIX CeTel

BecnpoBoaubie muHuH cBs3u. [IpreM n mepeqada ¢ HCIONB30BAHHEM HECKOIBKHX aHTCHH.
TexHuKa pacIIMPEeHHOr0 CHEKTPa

Tema 6.2 becnipoBOIHBIE JIOKAIBHBIC U TEPCOHATBHbIEC CETH

OcobeHHOCTH cpe/bl GecrpoBoaHbIX JoKanbHbIX cereil. IEEE 802.11. IlepconanbHble ceTd 1
texHonorus Bluetooth

Tema 6.3 MoOuIIbHBIE TEIEKOMMYHUKAIIMOHHbBIE CETH

TIpuHuMnE MOOMIBHOMN CBsi3H. [TOKONIEHUS MOOMIIBHBIX CETEH.

JleMoHCTpaIus ClaiiioB

OCHOBEI CeTeii mepeaun JJaHHBIX.
1 Tema 1.1.9BoMONHS KOMITBIOTEPHBIX CETEH.

IlepBbie nokanbHble cetd. KonBeprenuus cereil. MurepHer.
Tema 1.2. O01ye NPHHIUIIBI TOCTPOSHHS CETCH.

Kommyranus
JleMoHCTpaIus ciaiiioB

CucTeMbl TakeTHON 00paboTKM. MHOrOTepMHUHANIBHBIE CUCTEMBI. [IepBbIe II100aIbHbIE CETH.

CerteBoe nporpaMmMHoe obecriedenne. Gusnueckas nepeaada JaHHBIX 10 JIMHUSIM CBS3H.

CeteBble HHOOPMALMOHHBIE CITY>KOBI
Tema 7.1 MHpOpMaIMOHHBIE CITY>KOBI
Beb-ciyx6a. IToutoBast ciyx06a.

Tema 7.2 Ciryxba yrpaBieHHs CETbIO

ODyHKIUM CUCTEM YIIPABIIEHUS CEThIO. APXUTEKTYpa CHUCTEM YIpaBlieHus ceTbro. SNMP.
telnet
JleMoHCTpaIs crnaiiioB

2 Texuonornu GU3NIECKOr0 YPOBHSL.
Tewma 2.1 JIuaun CBS3M.

Tema 2.2 KoxupoBanue u MyJIbTHIIIEKCHPOBAaHUE JaHHbIX.

Konuposanue nuckpernoii uadopmanuu. Koguposanue ananorosoii nHdopmanuu.
MyIbTHILICKCUPOBAHUE U KOMMYTaIlHsl

JleMoHCTpaIys ClaiiioB

Kraccuduxanms auHuit cBsi3u. XapakTepuCTHKU JMHUHA CBsi3u. [IpOBOIHbBIC JIMHUH CBSI3U

3 Texuomorus Ethernet

Tema 3.1 Ethernet B ToKaJIBHBIX CeTAX

Paznensemas cpena. Kommyrtupyemsiit Ethernet. Ckopocthbie Bepeun Ethernet
Tema 3.2 OTKa30ycTOHYMBBIC U BUPTYaJIbHbIC JIOKAJIbHbIC CETH

Be30onacHOCTh KOMIIBIOTEPHBIX CeTel

Tema 8.10cHOBHbIC IPUHIIUIBI U HOHSATHS UH(POPMALMOHHON G€30MaCHOCTH.
Wnenrndukanus, ayreHTUUKAIMA 1 aBTopu3anus. Mojean nHGOpMaMOHHON 6e30MacHOCTH.
VA3BUMOCTb, YTPO3a, aTaka. YnpasieHue puckamu. Mepapxus cpencts 3amuThl. IIpuHIMIB!
3amuThl nHGOpMaroHHol cuctemsbl. [IIudpoBanue

Tema 8.2 Texunonoruu ayreHTH(GHKAMY, ABTOPH3ALUU U YIPABICHHUS JOCTYIIOM
Texnonorun ayrenTnduKanuy. TeXHOIOTHH YIIPaBIeHHS JOCTYIIOM U aBTOPH3AIHH.
LlenTpanu3oBaHHbIC CUCTEMBI ayTCHTU(DHKALMY U aBTOPU3ALIUH.

Tema 8.3 TexHonoruu 6€30MaCHOCTH HAa OCHOBE aHaJIN3a Tpaduka

DunpTpanus. Mexceresble 3kpanbl. [Ipokcu-cepsepbl. TpaHCISINS CETEBBIX aIPECOB.
CucTeMbl MOHUTOPUHTA Tpaduka. AymuT coObITHIT 6€30ITacHOCTH.

Tema 8.4 Ataku Ha TPAHCIOPTHYIO HHPPACTPYKTYPY CETH

ATaky Ha TPaHCIOPTHbIE NIPOTOKOJbL. ATaki Ha DNS. be3onacHoCTs MapupyTu3aluy Ha
ocHoBe BGP. TexHoJ0rvu 3alIMIIEHHOr0 KaHaJa.




JleMoHCTpaIys ClaiiioB

Tema 8.5 Be3onmacHOCTb IPOrPaMMHOTO KOJIa M CETEBBIX CITyXKO
V43BUMOCTH MPOrPaMMHOT0O KOJZ[a M BPEAOHOCHBIC MporpaMMbl. besomacHocTs BeO-cepBuca.
Be3011acHOCTb IIEKTPOHHOM 0YTHL. Be30macHoCT 001a4HbIX CEPBHCOB.

VI3ydeHne TeOPETHYECKOro MaTeprana

nuctinael (TO)

56 56

Kypcooe npoekruposanue (KII, KP) 17 17

Pacuerno-rpaduueckue 3ananus (PI'3)

4.3. Ilpaxruyeckue (CEMHHAPCKUE) 3aHATHUS
TeMbl IpaKTUYECKUX 3aHATHI U UX TPYOEMKOCTh IPUBEICHBI B TA0IHILIE 5.

Ta6111/1ua 5— HpaKTI/I‘ICCKI/IC 3aHATUS U UX TPYAOCMKOCTh

Bsinonaenue pedepara (P)

ITonroroBka k TCKYLIEMY KOHTPOIIIO

ycneBaemoctH (TKY)

Jomamnuee 3aganue ([13)

Kontponbhsie pabotsl 3a0unnkos (KP3)

IToaroroBka K MpOMEXYTOYHOM

atrecraryu (I[1A)

20 20

Bcero: 93 93

5. IlepeueHb yueOHO-METOANUECKOTO O0ECIEUEHUS

JUISL CAMOCTOSITEIbHON paboThl 00yUarOLIMXCS [0 TUCHHUILTHHE (MOYJIIO)
V4eOHO-METOAUYECKIE MaTepUabl sl CaMOCTOSTENBHON PaboThl 00YYarOIINXCs yKa3aHbl B

mi. 7-11.

6. HepequL TI€YaTHBIX U 3JICKTPOHHBIX y‘IC6HLIX W3IaHuN

[NepeueHpb nMeYaTHBIX U MEKTPOHHBIX YYEOHBIX U3JaHHU MPUBE/CH B Tadnuue 8.
Tabnuua 8— [lepeueHp ne4aTHBIX U 3JICKTPOHHBIX Y4EOHBIX H3IAHUI

W3 Hux Ne
Ne | Tewmsl npaktuueckux | Dopmel mpakTudyeckux | TpyAOeMKOCTh, |NpakTHYECKOH |pasaena
n/n 3aHSITHU 3aHATHI (gac) TIOJITOTOBKH, | TUCIIUAIT
(gac) JINHBI
Cemectp 5
1 Pabora ¢ ceTeBbIMU mMuTanmonHbIe 3 1 4
YTHIMTaMHU 3aHATHS
Amnanus tpaduka MMurtannonsasie 6 2 5
KOMITBIOTEPHBIX 3aHATHS
cereit
VLAN MmMuTanmonHbIe 4 2 7
3aHATHS
IToctpoenue MMurtanuonssie 5 2 8
JIOKAJIbHOH ceTn 3aHATHA
Bcero 17
4.4. JlaGopaTopHble 3aHATHS
TeMmsbl 1aG0OpaTOPHBIX 3aHATHI M UX TPYLOEMKOCTh IPUBEICHEI B Ta0IHLIE 6.
Tabnuua 6 — JlJabopaTtopHble 3aHATHS U UX TPYIOEMKOCTh
W3 Hux Ne
Ne HauMeHOBAHKE TaGOPaTOPHBIX paBoT TpynoeMKocCTh, | MPaKTHYECKOH | pa3aena
n/n (aac) MOArOTOBKH, | JMCIIMII
(gac) JIHBI

YyeOHBIM IUIAHOM HE HPESyCMOTPEHO

Bcero

4.5. KypcoBoe npoekTrpoBaHue/ BBITOIHEHHE KypCOBOI paboThI

Lens kypcoBoii paboter: HacTpouTs cTeH 1 JIOKaIbHOM ceTH
YacoB NpakTUYECKOH MOATOTOBKU: 15
[IpumepHbie TeMBbI 3a1aHKil Ha KYPCOBYIO paboTy npuBeaeHsl B paszaerne 10 PIT/.

4.6. CamocrosTenbHas paboTa 00y4aroInuXCst

Buzpl caMocTosTeNbHOM paOOTHI M €€ TPYJO0EMKOCTh IIPUBECHBI B TA0IMLIE 7.

Tabnuua 7 — Buasl caMoCTOSITENBbHON paboThl U e TPYAOEMKOCTh

. Bceero, | Cemectp 5,
Bua camocrositenbHON paboTh
qac Jac
1 2 3

Komigectso
9K3EMILLIPOB B
UIL{LI[,HEJ)Jl;)/ec Bubsnmorpaduyeckas ccpuika 6“2;2)3:1(6
MEKTPOHHBIX
9K3EMILISIPOB)
K17 AIMUHHCTPHPOBaHKUE HHPOPMAIIMOHHBIX CHCTEM: 50
kypc aekuuii / Kanroxxustit B.I1. — CI16. 'VAIIL,
2019.-35c.
K17 HHCTpyMeHTaIbHbIE CPEACTBA HHPOPMALTHOHHBIX 50
cucteM: yuebHoe nocodbue / Kamoxusiit B.I1,
Ocwunos JI.A. — CII6 I'VAIL CII6., 2015. — 126 c.
K17 CeTeBoe porpaMMHUpOBaHKe: yaeOHoe mocoodue / 50
Kamoxusrit B.I1, Ocunos JI.A. — CII6 I'YAIL CIIG.,
2018.-53 c.
004 O-54 Omudep, B. I'. KomnsrorepHsie cetu : [IpuHuunmsi, 75
TEXHOJIOTHH, TIPOTOKOJIBL: yuebHOe mocobue/ B.T.
Omudep, H. A. Onudep. - 4-¢ uzn. - CII6. : [IUTEP,
2012, 2015. - 944c¢. YueOHuk st By30B. - meer
rpud MunobpHayku PO
004 T 18 Tanenbaym, O. Kommbrorepusle cetu = Computer 30
networks / D. Tanenbaym, JI. Yazepoun. - 5-e u3n. -
CII6. : TTMTEP, 2015. - 960 c.
http://e.lanbook.com/ | [lstubparos, A.I1., I'yasino, JLIL., Kupuyenko, A.A.
books/ BbIuuCIUTEIBHBIE CHCTEMBI, CETH U
element.php?pll_id=6 | Tenekommynukaimu, 4-¢ uzf., M.: Gunancer 1
5928 cratuctuka, 2014. — 736¢.
004 O-54 Omudep, B. I'. Komnbrorephsle cetu: IIpuHInILL, 75

TEXHOJIOTHH, POTOKOJIBI: yueOHoe mocobue/ B.T.




| Onupep, H. A. Onudpep. - 4-e w3, - CII6. : [IMTEP, |

7. IlepedeHb IIEKTPOHHBIX 00pa30BaTEIbHBIX PECYPCOB
HH(pOPMaLMOHHO-TEIEKOMMYHUKALIMOHHON ceTH «IHTepHeT»
[Mepeuens JNMEKTPOHHBIX 00pa3oBaTeIbHbIX pecypcoB UH(OPMALMOHHO-
TEJIEKOMMYHHUKAIIMOHHOW cetn «MHTepHeT», HEOOXOIUMBIX JUIS OCBOCHHS HCILHILIAHBI
npuBesieH B Tabmuie 9.

10.1. CocTaB OLIEHOYHBIX CPEACTBIUIA IPOBEIACHUS IMPOMEXKYTOUHOH aTTecTanuu
o0yuaromuxcs o AUCUUIIMHE PUBEJeH B Tabauue 13.
Tabauna 13 — CocTaB OLIEHOUHBIX CPEJCTB ISl IPOBEJEHHS IPOMEKYTOUHOM aTTecTalluu

Buz npoMexxyToyHOH aTTecTaluu [TepeueHp OLIEHOUHBIX CPEICTB

DK3aMeH CHHcoK BOIPOCOB K DK3aMEHY;
Tectol

DKcrepTHas OL[EHKa Ha OCHOBE TpeOOBaHHH K
COEPXKAHUIO KypCcOBOH paboTsI 1o
JIUCIIUIIINHE.

BeinonHenne KypcoBoit paboThI

Tabmuma 9 — IlepedeHb 3IEKTPOHHBIX O00pPa30BATENBHBIX PECYPCOB HH(POPMAIUOHHO-
TEJICKOMMYHUKALMOHHO# ceTn «MHTepHEeT»

URL agpec HanmenoBanue
www.ietf.org/rfc Caiit crangaproB MHTepHeTa
WWWw.csrc.nist.gov/ Caiit HauimoHaapHOTr0 HHCTUTYTA CTaHAAPTOB U TexHosoruii CIIIA
www.sans.org/reading- | Martepuansl nacturyta SANS (MHCTUTYT aAMUHUCTPUPOBAHHUS
room/whitepapers 0€30MacHOCTH ceTeil)
http://libgost.ru/ bubnuoreka 'OCToB 1 HOpMAaTUBHBIX JOKYMEHTOB

8. IlepeueHb MHPOPMALIMOHHBIX TEXHOIOIHI
8.1. Ilepeyenp nporpaMMHOrO oOecleueH s, HCIOIB3yEMOr0 MPH OCYLICCTBICHUU
00pa3oBaTebHOTO Tpoliecca M0 AUCIUIUINHE.
[epeuenp KCOIB3yEeMOro IPOrpaMMHOro obecrieueHus npeacrasiieH B Tadnuie 10.

Tabnuua 10— Iepeuerp nporpaMMHOro obecrieueHus

10.2. B kauecTBe KpUTEpPHUEB OLECHKA YyPOBHSI Cc(HOPMHUPOBAHHOCTH (OCBOCHMS)
KOMIIETCHIMI O0Y4aloUMMHCS PUMEHSSTCSl 5-0aiuibHasi 1IKajda OLUCHKH C(HOPMUPOBAHHOCTH
KOMIIETEHIIMH, KOTOpasi mpuBeicHa B Tabnuie 14. B TeueHne cemecTpa MOXKET HCIIONb30BATHCS
100-0anipHast — mKaja  MOAYJIbHO-PEHTHHIOBOM  CHUCTEMBl ~ YHHBEpPCHUTETa,  IpaBUIia
HCIOJIb30BAHUS KOTOPOH, yCTaHOBJIEHBI COOTBETCTBYIOLIMM JIOKAIbHBIM HOPMATHBHBIM aKTOM
T'YAIL
Tabnuua 14 —Kpurepuu olieHKH ypoBHS CHOPMHUPOBAHHOCTH KOMITETCHIIUI

Or1eHKa KOMIIETEHINA

XapakrepucTrka cOpMUPOBAHHBIX KOMIIETECHIMI
5-OayuTbHas IIKasa PaKTep bop

Ne i/ HaunmenoBanue
1 Wireshark
2 Eve-ng
3 PNET-lab
8.2. Ilepeuenn HH(OPMAIIHOHHO-CIIPABOYHBIX CHCTEM,UCTIONb3YEMbIX pu

OCYIIECTBIICHUH 00pa30BaTEILHOTO HpoLecca 110 JUCIUILINHE
[lepeueHbp HCHONB3yeMbIX HMH(POPMAIMOHHO-CIIPABOYHBIX CHCTEM MPEACTAaBICH B
Tabuie 11.

Tabmuna 11— IlepeueHb HHPOPMALMOHHO-CIPABOYHBIX CHCTEM

— oOyuatonuiics I7IyOOKO M BCECTOPOHHE YCBOMJ IIPOTPAMMHBIN
MarepHan;

— YBEPEHHO, JIOTHYHO, MOCJICIOBATEIILHO M TPAMOTHO €r0 M3JIaraet;

— OMHUpAsCh HA 3HAHUS OCHOBHOW M JOTIONHUTEIBHOW JIUTEPATYpBI,
TECHO TPHBA3BIBAET YCBOCHHBIE HAYYHBIC MOJOKEHHS C NPAKTHYECKOM
JIeSTENbHOCTHIO HAIIPABJICHUS;

— yMeJi0 000CHOBBIBAET M ApTYMEHTHPYET BBIJIBUI'AEMbIE UM HIICH;

— JIENaeT BLIBOALI M 0000IIEHN S

— cBOOOJTHO BJIAJICET CHCTEMOM ClielnaIn3UpOBAHHbIX HOHSTHIA.

«COTJIMYHO»
<«Ga4TCHO»

Ne /it HaumenoBanue

He npenycmorpeno

9. MarepuanbHO-TeXHHUECKas 6a3a
CocTaB  MaTepHalbHO-TEXHMYECKOH 0a3bl, HEOOXOAMMOM [y  OCYLIECTBIECHHS
00pa3oBaTeIpHOro Npoliecca Mo AUCLHILIMHEE, TIPeCTaBIeH B Tabmuiel 2.

Tabumma 12 — CocraB MaTepHaIbHO-TEXHHIECKON Oa3bl

— oOyyaromnuiics TBEpAO YCBOMI IPOrPaAMMHBII MaTepHal, rpaMOTHO U
[0 CyHIECTBY H3JIaraeT ero, OMNHPascCh Ha 3HAHMUS OCHOBHOM
JIUTEPaTYpPHI;

— HE JIONYCKAET CYIIECTBEHHBIX HETOYHOCTEH;

— YBSI3bIBaCT YCBOCHHBIC 3HAHHMA C IPAKTHUECKOW HEATEIBHOCTHIO
HarnpaBJICHUs,

— apryMEHTUPYET Hay4HBIC TOJIOKCHHS;

— JIeNaeT BBIBOJIBI M 0000IICHNS,

— BJIaJieeT CUCTEMOH CIeMaIN3UPOBAHHBIX OHATH.

«XOpOLIO»
«3a4YTCHO»

Ne HaunmenoBanue coctaBHON 4acTH Howmep ayautopun
/o MaTepUaIbHO-TEXHUYECKOW 0a3bl (TIpu HEOOXOAUMOCTH)

— oOyuaronuiicsi yCBOMJI TOJILKO OCHOBHOHM MpPOrpaMMHbBII Matepual,
MO CYLIECTBY H3JIaraet €ro, OMMPasCh HAa 3HAHUS TOJBKO OCHOBHOM
JIMTEPATYPHI;

— JIOMYCKAeT HECYIECTBEHHbIC OLIMOKH U HETOYHOCTH;

— UCTIBITBIBACT 3aTPYIHEHHs B HPAKTHYECKOM INPUMEHEHHH 3HAHWMN
HaIpaBJICHUs;

— c11a00 apryMEeHTUPYeT Hay4HbIE TOJIOKEHUS;

— 3aTpyaHseTcs B GOPMYIHMPOBAHUH BHIBOJIOB M 0000IICHNUH;

— YaCTHUYHO BJIAJICET CUCTEMOH CIICLMAIM3UPOBAHHbIX TOHSITHH.

«YIOBIICTBOPUTEIIBHOM
(«3AUTCHO»

JlexunoHHas ayautopus

2 | BeruucnaurenbHas 1ab0paTopusi ¢ KOMIBIOTEPAMH, 33-02
00beIMHEHHBIMU B JIOKAJIbHYIO CETh

10. OuenouHsble cpecTBa UI IPOBEACHHUS IPOMEKYTOUHOM aTTecTalu

— oOyyaronuiics He YCBOMJ 3HAYMTEJBbHOH YacTH MPOrpaMMHOTO
Marepuana;

— IOIlyCKaeT  CYLICCTBEHHbIE  OMMOKA M  HETOYHOCTH  IIPU
paccMOTpeHHH MpobJieM B KOHKPETHOM HalpaBJICHUH;

— HCOBITHIBACT TPYJHOCTH B MPAKTHYECKOM NPUMCHCHHH 3HAHMIL;

— HE MOXKET apryMEHTHPOBAThH HAYYHBIE [TOJIOKCHHUS;

— He GOPMYIHPYET BHIBOJOB M 0000IICHH.

«HEYIOBIICTBOPUTEIIHLHOY
«HE 3a4TCHO»




10.3. TumoBble KOHTPOJIBHBIE 3a/1aHUS MIIM HHbIE MaTepUabIL.
Bomnpocs! (3aaun) 115 9K3aMeHa MpeJcTaBlieHbl B Taduie 15.

Tabnuua 15 — Bonpocs! (3a1auun) as1st sK3aMeHa

/1

WHHKATOpa

3agaHue KOMOMHUPOBAHHOT'O TUIIA C BHIOOPOM O/IHOTO BEPHOTO OTBETA U3
YeThIpEX NPEATI0KEHHBIX U 000CHOBaHUEM BBIOOpa

[Ipouuraiite TeKCT, BHIOCPUTE MPABUIIBHBINA OTBET U 3AMHUIINTE apTyMEHTHI,
000CHOBBIBAIOIINE BBIOOp OTBETA);

1.1

DMZ 510 ...

a) CerMeHT ceTd TpadHK, B KOTOPBIH npoxoaut, Munys NAT

0) OoJiee 3alUIIICHHBIN BapUaHT TOCTEBOI CETH

B) MapLIpyTH3aTOp ¢ GyHKIUSIMHE (aiiepBona

I') CeTb, CoieprKallasi OOIEI0CTYIHbIE CEPBHCHI, 1 HE MMEIOILast JOCTYIIA B
OCHOBHYIO CETh OpraHU3aLuK

OIIK-3

1.2

Kak Ha3bIBaeTCs TOHOJIOTHSI, B KOTOPOH JIF000# XOCT UMEET MPsIMOe
COEJIMHEHHE C JII0OBIM JPYTHM XOCTOM?

a) pacIMpeHHas 3Be3/a

0) MONHOCBsI3aHHAS

B) 3Be3/1a

T') KOJIBLIO

OIIK-7

13

Kakoe 13 MpUBEACHHBIX HUKE YTBEPIKICHHUI CIIPABEIIMBO YISl OMTHCAHUS
(yHkIHiT KOMMyTaTOpa?

a) KoMMyTaTopb! yBeIMYHUBAIOT KOJMYECTBO JOMEHOB KOJUTH3HI

6) KommyTaTopsl 00bequHSIOT B cebe (GYHKINHU CO3/IaHUs COCMHEHUIT
KOHLICHTPATOPa U HYHKLMIO PErYIMPOBAHHS TOTOKOB JaHHBIX, IIPUCYIIYIO
MapupyTU3aTopy

B) KoMMyTaTops! yMEHBIIAIOT KOJMYECTBO JOMECHOB KOJUTH3HI

r) KoMMyTaTOpBh! OCYIIECTBISIIOT BEIOOP MaplIpyTa Ha Y4eTBEPTOM YPOBHE

IK-1

Ne ITepeuens Bom B (3a71a4) TSI SK3aMeHa Kon
W epedeHb BOIIPOCOB (3a1a) Ul SK3aMe ———
1 OBOJIIONHMS. KOMITBIOTEPHBIX CETeH OIIK-3.3.1
2 KonBeprenuus cereit I1K-6.3.1
3 WHTtepHeT kak GakTop pa3sBUTHS CETEBBIX TEXHOJIOTHIT OIIK-3.B.1
4 CereBoe nporpaMMHOE oOecredeHre TIK-1.3.1
5 duznueckas nepeaada JaHHbIX 110 JIUHUSIM CBS3U OIIK-7.B.1
6 Tononorust pusnyueckux cesizeit T1K-3.3.1
7 Anpecaiys y3JI0B CeTH T1IK-1.3.1
8 KommyTanus kaHauoB ¥ NaKeTOB OIIK-7.B.1
9 CpaBsHeHune Mogaeneii 0S/1SO n TCP/IPI OIIK-7.3.1
10 CTaHAapTM3auma cetei T1IK-3.3.1
11 KoaunposaHue gnCKpeTHOU nHopmaLmnm OIIK-3.V.1
12 KoaunposaHWe aHanoroBon nHoopmaumum OIIK-3.V.1
13 Ethernet TIK-1.3.1
14 ®dunbTpauma Tpaduka TIK-3.3.1
15 BupTyanbHble n0KaibHble ceTH OIIK-7.3.1
16 IP-agpecauuna T1K-6.3.1
17 MynbTUNNEKCUPOBAHUE U AEMYNbTENNEKCUPOBAHME NPUNOKEH UM OIIK-7.B.1
18 TpaHCNOPTHbIE MPOTOKOAbI TIK-1.3.1
19 NaeHTMdMKauma, ayTeHTUOUKALMA 1 aBTOPU3aLMNA OIIK-7.V.1
20 MpUHUMNBI 3aWMTbl UHPOPMALMOHHOMN CUCTEMBI TIK-3.Y.1
21 NHTepHeT Belel TIK-6.3.1

Bomnpocs! (3agaun) s 3auera / qudd. 3adera npencTasieHsl B Tadnumne 16.
Tabnuua 16 — Borpocs! (3aaun) mist 3adera / nudd. 3auera
Kon
Nen/nt INepeueHs Bompocos (3axa4) 11 3aueta / qudd. 3adera HETKATOpA

1.4

C NOMOIIIBI0 KaKOH TEXHOJIOTHH MOXKHO TepeaBaTh HH(OopMaLio o
MmHO)ecTBe VLAN 110 ogHOMY (hH3UYeCKOMY OAKITIOUECHHIO?

a) VVLAN

6) Q-in-Q

B) DT-VLAN

r) SVLAN

IIK-3

YueOHBIM IUIAHOM HE NPEYCMOTPEHO

IlepeyeHp TeM [Jisi KypCOBOTO MPOEKTUPOBAHUS/BBINOIHEHHS KypcOBOW paboThI
npeAcTaBieHsl B Tabuie 17.
Tabnuua 17 — [lepeyeHs TeM i KypCOBOTO IPOEKTHPOBAHHS/BBITIOIIHEHHUS KYPCOBOW paboThI

1.5

Kakoii mpoTOKOJ1 00BIYHO HUCTIONB3YETCs AJIs CBsi3u Mexay [oT-
ycrpoiictBamn?

a) HTTP

6) FTP

B) MQTT

r) SMTP

IIK-6

Ne /it

KypCOBOi pabOTbI

IIpumepHsIii epeyeHb TeM ISl KypcOBOro MPOEKTUPOBAHMUS/BBIIOIHEHHS

HasBanue pabotsl: Pa3paboTka cTeHa TOKaNbHON ceTn

3HAYCHUSI [IAPAMETPOB:
- KOJIMYECTBO MOJICETEH i YCTPOHCTB B HUX;

- CKOPOCTb Ha KOTOPOW paboTaeT CerMeHT CeTH;
- Macka IOJICEeTH.

BapuanTsl 3aganuii (Tem) -Kax10€ 3aJjaHiue COACPIKUT HHANBU/yaTbHbIC

3aaHne KOMOMHUPOBAHHOTO TUIIA C BBIGOPOM HECKOJIBKUX BapHAHTOB
OTBETa M3 MPEITIOKEHHBIX H Pa3BEPHYTHIM 000CHOBaHHEM BBIGOpa
[pounTaiite TeKCT, BEIOEPUTE MPABHIbHBIC BAPHAHTHI OTBETA U 3aIUILIUTE
apryMeHTbl, 000CHOBBIBAIOII[HE BHIOOP OTBETOB

Bompocs!l 1yt mpoBeseHHS TNPOMEXKYTOYHOM aTTecTallid B BUAE TECTHPOBAHMS
npejAcTaBieHsl B Tabue 18.

Tabmuua 18 — [IpuMepHsLii IepedeHb BOIPOCOB JUIS TECTOB

2.1

Kakne yrpo3s! nHGOpMannoHHOI 6€3011aCHOCTH MOTYT BO3HUKHYTH ITPH
ucnosp3oBaHnu oduenoctynubix Wi-Fi cereit?

a) [TepexBar JaHHBIX 3J0YMBIIIJICHHUKAMH

6) YcranoBka anTuBHpycHoro 10

B) ATaka «4enoBek nocepeanse» (MITM)

r) CHIXEHUE NIPON3BOUTEIIFHOCTH YCTPOICTBa

1) YTpara ycTpoiicTa

¢) DDoS-atakal

OIIK-3

[N ]

[TpyMepHBIil epedeHb BOIPOCOB AJIsl TECTOB

Kog

22

CereBoii ypoBenb moaenu OSI oTBeuaer 3a ...
a) IP-anpecanuto
0) coBIaJicHNE YPOBHsI CUTHAJIOB HA BBIXOJIE U BXOJIE

OIIK-7




B) MapUIPYTHU3ALHIO

I') JIOTHYECKYIO JOCTaBKY JaHHBIX [0 HanOoJee ONTUMAIBHOMY ITYTH
1) MAC-anpecanuio

€) KOMMYTAIHIO

23

Kax naspiBaercs [P-agpec, KOTOpBI MOXKET NepeaaBaThes uepes
MapuipyTtu3atopsl B UHTepHeTe?

a) Oenblit

0) cepslit

B) MapUIPYTU3HPYEMBIil

T') He MapLIPyTH3HUPYEMBbIii

1) yOIMYHbIH

€) NpUBaTHbII

TIK-1

B) YcrpoiicTBa nmoakiI04eHbI TOCIC0BATEIBHO, U €CIIA OAMH U3 HUX
BBIXOJIUT U3 CTPOSI, CETh MOXKET OCTAThCS HEPAOOTOCIIOCOOHOH.

C) Kaxxziplit y3en coeJuHeH ¢ IBYMsI JPYTHMHU, CO3/aBasi 3aMKHY ThIi
KOHTYP.

D) YerpoiicTBa B3aNMOCBs3aHBI Yepe3 HECKOJIBKO MapIIpyTH3aTOPOB HIIN
KOMMYTAaTOPOB, YTO MOBBIIIAET YCTOHYMBOCTB CETH.

2.4

YT0 U3 NePEeYHCIICHHOTO SBISIETCS IPOTOKOJIOM IIPUKJIAHOTO yPOBHS?
a) HTTP

6) Netscape Navigator

8) JPEG

r) FTP

) UDP

¢) HTTPS

IIK-3

3.4

CormocraBbTe MPOTOKOI U ypoBeHb Mojean OSI/ISO
1 INpuknagHoit

2 TpaHCHOpPTHBII

3 CereBoii

a) ICMP

6) SCTP

d) POP3

IIK-3

2.5

Bribepure ycrpoiicTBa siBisitorinecs 4actbio [0T?
a) YMHas 1aMnovka

6) CmaptdoH

B) YMHBII TepMocTaT

r) [Tpunrep

IIK-6

3ajiaHue 3aKPHITOTO THUIIA HA YCTAaHOBJICHHE COOTBETCTBHS
IpounTaiite TEKCT U YCTAHOBHTE COOTBETCTBHE. K ka0l MO3HIIHYL,
JJaHHOH B JIEBOM CTOJIOLE, TOAOEPHUTE COOTBETCTBYIOIIYIO MTO3HIIUIO B
IpaBoOM CTONIOLE

3.5

ConocraBpTe npoTokoisl [0T ¢ ux onucanusMu:

1. MQTT

2. CoAP

3. Zigbee

4. LoRaWAN

A) JlerkoBecHBI MPOTOKOJ Mepeaadl COOOIICHUH, YaCTO UCTIONIb3yEMBbIit
JUTS TIOAKIIFOYSHUS YCTPOUCTB ¢ OTPAaHUUCHHBIMH PECYPCaMH.

B) IIpoTokon uist nepegaun JaHHbIX Ha MaJble PACCTOSIHUSI C HU3KHM
9HEPronoTpedIeHueM, 4aCTO UCTIOIb3yEMbIi B yMHBIX JOMaXx.

C) IIpoTokoi1, KOTOPBIH 0OecreYnBaeT CBsI3b Ha OOJIBIINX PACCTOSHUAX U
HU3KOH MOILHOCTH, MOJXOASIIUH /Il IPUMEHEHHUS B CEIbCKOM XO03sIiCTBE
U ropojax.

D) IIpoTokod ajist yrpapieHHs! yCTPOHCTBAME C OIPaHHYCHHBIMH
pecypcaMul B JIOKaJIbHBIX CETAX

IIK-6

3.1

ComocTaBbTe THIIBI ATaK C UX OHMHCAHUSIMH

1. ®umuHr

2. DDoS-araka

3. Bpenonocnoe 110

a) ATakyroLui nepeHanpasisieT MHOXKECTBO 3alPOCOB Ha CEPBEP C LIENbI0
€ro neperpys3ku

0) 3JI0yMBIIUICHHHK TBITACTCS MOJTYYUTh KOH(PUACHIUATEHYIO
nH(pOpMaLuIo, BbIJaBas ceds 3a JOBEPEHHOE JIUIIO

B) [Iporpamma, KoTopast IpeHa3HaueHa ISl Bpeia Wik
HECAHKIIMOHHUPOBAHHOTO IOCTYIA K CHCTEME

OIIK-3

3agaHue 3aKPBITOTO TUIA HA YCTAHOBJICHHUE I1OCIIEI0BATEILHOCTH
[IpounTaiiTe TEKCT U YCTAHOBUTE MOCIEA0BATEILHOCTD. 3aIHUILIUTE
COOTBETCTBYIOMIYIO IOCJIEOBATEIIFHOCTE OYKB ClIeBa HAIIPaBo

4.1

YcTaHOBUTE NPABUIIBHYIO ITOCIIEA0BATEILHOCTD ICHCTBUI JUTst
pearupoBaHus Ha MHIMACHT HHPOPMAIIMOHHO 6e30MacHOCTH:
1. OneHKa MHIUACHTA

2. YBeJOMJICHHE OTBETCTBEHHBIX JIHI]

3. YcrpaHneHue ysi3BUMOCTH

4. JIOKyMEHTHPOBaHHUE HHIU/ICHTA

5. UccnenoBanue MHIMICHTA

OIIK-3

32

CoIoCTaBbTe THIIBI CETEH C X OMMCAHUSIMH:

1. LAN

2. WAN

3. MAN

A) Certb, 0XBaThIBaOLIAs 0OJIBIIYIO reorpaduueckyro 001acTb

B) JlokanpHas ceTh, OXBaThIBaroLIask HEOOJIBIIYIO 00JaCTh, HAIPUMED,
oduc uim goM

C) Cetsb, 0XBaThIBaIOIIAs TOPOJICKOH paiioH

OIIK-7

4.2

YcTaHOBUTE NPABIIIBHYIO ITOCIIEJOBATEIBHOCTD ATAIIOB ITPH CO3AaHIH
HOBO JIOKaJIbHOM ceTH:

1. ITonGop u ycTaHOBKa CETEBOrO 000PYI0BAHUS

2. Hacrpoiika IP-anpecanun

3. IloaxmnroueHue yCTPOHCTB K CETH

4. IIpoBepka paboOTOCTIOCOOHOCTH CETH

5. JIOKyMEHTHpPOBaHHE HACTPOEK

OIIK-7

33

CorocTaBbTe BU/IbI CETEBBIX TOMOJOTHH C UX XapaKTePUCTHKAMU:
1. 3Be3na

2. lluna

3. Konblto

4. Slueucras

A) Bcee yerpoiicTBa HOAKIIOUEHBI K IEHTPAIBHOMY Y3I1y.

TIK-1

43

YcTaHOBUTE NPaBUIIBHYIO MOCIIEA0BATEIBLHOCTD MIPOLIecca Nepeaadn
nanaeix o cetu TCP/IP:

1. Pa3enenue TaHHbBIX HA MAKEThI

2. Ycranoka coenunenus (handshake)

3. Ilepenava akeToB Yepes CETh

4. O6paboTka 1 cOOpKa NOIYUYEHHBIX 1AKETOB

5. 3aKkpbITHE COCTUHEHUS

TIK-1

44

Pacnonoxute ypouu moaenu OSI/ISO B npaBHIIbHOM MOPSIKE

I1K-3




a) ceTeBoi

0) npuKIagHON

B) usnyeckuii

') TPAHCTIOPTHBIH

1) CEaHCOBBII

€) KaHaJIbHBIH

) YPOBEHb NPEJICTOBJICHUI

4.5 | YcraHOBHTE IPaBUIBHYIO IIOCIEIOBATEIBHOCTD STAIIOB IIPH I1K-6
pa3BeptbiBaHuy petenus [0T B koMnaHuu:

1. Onpenenenue HENbHOrO NIPOEKTa

2. Bb160p HEOOXOIUMBIX YCTPOHCTB

3. Pazpabotka nH(ppacTpyKTyphl [isi cOOpa JaHHBIX
4. TecTUpOBaHUE CUCTEMBI

5. AHaiu3 JaHHBIX ¥ OPHHSITHE PeLICHHI

5 3agaHue OTKPHITOTO THIIA C Pa3BEPHYTHIM OTBETOM
[IpounTaiiTe TEKCT M 3aIHILINTE Pa3BEPHYTHI 0OOCHOBAHHBIH OTBET)
5.1 Pacckaxxute 0 pa3IMYHBIX METO/1aX 00ecredeHust Oe30MacHOCTH CETH. OIIK-3

Kakue TeXHOIOruu 1 npakTuku Hanodosnee 3h(HEeKTUBHBI UTS 3AIUTHI OT
BHEIIHUX U BHYTPEHHHUX yrpo3?

5.2 | O6bsacHute pasuuiy Mexxay IPv4 u IPv6. Ilouemy 6bu1 BBenieH IPv6, xakue | OIIK-7
po0IEeMBI peliaeT TOT MPOTOKOI

5.3 | Onuwure, kak padotarot mporokossl TCP u UDP. B uem nx ocHOBHbIE TIK-1
Pa3NUYMs U B KaKHX CITyYasix CICAYeT MPEANOYeCTb OJHH MPOTOKOI
Apyromy

5.4 | Onuumre, yro Takoe NAT (Network Address Translation), kak oH IIK-3

paboTaer u 115l Yero MCIONB3YETCs B CETEBBIX TEXHOIOTUsIX. B ueMm ero
MIPEUMYIIECTBA U HEJOCTaTKH?

5.5 | KakoBbl OCHOBHbIE BBI30BbI, C KOTOPBIMHU CTaJIKMBAETCs 0€30MaCHOCTh TIK-6
ycrpoiictB MHTepHeTa Bemmeld? [IpuBeanTe mpuMepsl U NPeUIOKUTe
BO3MOJKHBIC ITyTH UX PEIICHUS

[lepeueHb TeM KOHTPOJBHBIX PA0OT MO AMUCUUIUIMHE OOYYarOUIMXCs 3a0YHOI (OpMBI
o0yueHus, peacTaBieHbl B Tabuuie 19.

Tabnuua 19 — [epeyeHb KOHTPOJIBHBIX padoT

Ne /i IlepedeHb KOHTPOJIBHBIX paboOT

He npeaycmoTpeno

10.4. Mertonuueckue  MaTepHalbl,  ONpENE/SIONIMEe  NPOLENyphl  OLIEHHUBAHUS
HMHIUKATOPOB, XapakTepH3yIOIIUX dSTanbl (HOPMHUPOBAHHMS KOMIETCHIHMIl, colepkarcs B
JIOKaNbHBIX HOpMAaTMBHBIX akTax [ YAII, pernaMeHTUpYIOIIMX HOPSIOK M MPOLEAypy
NPOBEJICHHS TEKYIIEro KOHTPOJIS yCHEeBAEMOCTH U MPOMEXYTOYHOH aTTeCTalMU 00y4alomuxcs
T'YAIL

11. MeTtonuueckue YKa3zaHus OJist 06y‘IaIOHII/IXC$I 110 OCBOCHHUIO TUCIUITIIMHBI

11.1. Meroauueckue yKka3zaHHs M OOy4aroOUIMXCS MO OCBOCHHIO JIEKIIHOHHOTO
MaTepHana.

OCHOBHOE Ha3HAa4YeHHE JICKIIMOHHOTO Marepuajia — JIOTMYECKH CTPOIHOe, CHCTEeMHOE,
r1y0OKOe W SICHOE H3JIOKeHHEe ydeOHOro marepuana. Ha3HaueHHe COBpPEMEHHOHM JIEKIMH B
paMKax AMCUMIUIMHBI HE B TOM, YTOOBI MOJYYHTH BCIO MH(OPMALMIO MO TEME, a B OCBOCHHHU
(yHAaMEHTANBHBIX MPOOJEM JUCLUMIUIMHBL, METOJOB HAy4YHOTO IIO3HAHUS, HOBEHIINX

JOCTHXKCHUIT HaydHOH MbICaH. B yueOHOM mpoliecce JEKIHsl BBIIOIHSIET METOA0I0IHYECKYHO,
OpraHU3alMOHHYI0 ¥ WHGOPMAUMOHHYIO QyHKIUH. JIEKIHs pacKkpblBaeT MOHATHHHBIN armapar
KOHKPETHOW 00yacTu 3HaHUs, €€ NpoOJeMbl, JaeT LIENbHOE MPEACTABICHHE O IUCLUILIUHE,
MOKAa3bIBACT B3aUMOCBSI3b C JPYTMMH JUCIUIUIMHAMH.

[lnanupyemsble pe3yIbTaThl IPH OCBOECHUH 00YYAIOIIUMUCS JEKIIMOHHOIO MATEPHAIIA;

— TMOJyYeHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBS3aHHBIX 3HAHHUH, YPOBEHB
KOTOPBIX OIpPE/CIISIETCS LIEJICBOW YCTAaHOBKOW K KaXK/I0i KOHKPETHOH TeMe;

— MOJy4YCHHE OINbITa TBOPUECKON PabOThl COBMECTHO C MPENO/aBaTeeM;

— pasBuTHE NPO(ECCHOHANBHO-JCNOBBIX  KAa4yecTB, JIIOOBM K  HpeIMeTy |
CaMOCTOSITEIILHOTO TBOPYECKOTO MBILIICHHSI.

— MosIBJICHHE HEOOXOIUMOro HHTEpeca, HEOOXOAUMOro Il CaMOCTOSITENIbHOM PaboThI;

— TMOJydYeHHE 3HAHUI O COBPEMEHHOM YpPOBHE DPAa3BHTHS HAyKH M TEXHHKH U O
MPOTHO3€ UX Pa3BHUTHs Ha OJIKAMIINE TO/IBI;

— HAYYHThCS METOJAMYECKH 00padaThiBaTh Marepuai (BBIACIATH IVIABHBIC MBICIH U
MOJIOKEHHsSI, TMPUXOJUTh K KOHKPETHBIM BBIBOJIAaM, IIOBTOPSATH HMX B  Pa3IMYHBIX
(hopMyITHpPOBKaX);

—  MOJy4YeHHE TOYHOTO MOHMMAHMS BCEX HEOOXOANMBIX TEPMUHOB U MOHSATHH.

JlekuoHHBIE MaTepuad MOXKET CONPOBOXKAATHCS JEMOHCTpAlMel ClnaiaoB U
HCIMOJIb30BaHUEM PA3JaTOYHOr0 MaTepuaja IIpH IPOBEJCHHH KOPOTKHX JHMCKYCCHH 00
0COOCHHOCTSIX MPUMEHEHHS OT/ICIIbHBIX TEMATHK 10 JUCLUIUINHE.

CTpyKTypa MpeaoCcTaBaCHHUs JEKIHOHHOTO MaTepraa:

- M3JI0KCHHHU TEOPETHYECKHUX BOIPOCOB,;

- OTBeTax Ha BO3HHUKAIOIKME BOMPOCHI [0 TEMaM JIEKIINH;

- ONHCaHHHU METOOB, AJTOPUTMOB U CIIOCOOOB K PELICHHIO KOHKPETHBIX 3a]a4;

- 0000LIEHMH M3JaraeMoro MaTepuaja, Jalollee LEeJOCTHOE MpPEICTaBICHHE O

H3y4aeMOM Kypce.

11.2. Meroauueckue ykazaHus Uil OOY4YarOIIUXCSl MO MPOXOXKACHHIO MPAKTHYECKUX
3aHIATUI

[pakTiyeckoe 3aHATHE SIBISETCS OJHON M3 OCHOBHBIX (DOPM OpraHu3aluu y4eOHOTO
npolecca, 3aKIYa0IIasICs B BBIMOTHEHHN 00YYaOIIUMHKCS O PYKOBOJICTBOM IPEIOaBaTesIst
KOMILIEKCAa Y4eOHBIX 3aJaHMH C ILENBI0 YCBOCHHUS HAyYHO-TEOPETHYECKUX OCHOB YdeOHOM
JUCLUILIMHBI, TPUOOPETEHHSI YMEHUI U HABBIKOB, OIBbITA TBOPYECKOM ACATEIbHOCTH.

Lenpro MpaKTUYECKOTO 3aHATHS JUIl 00YJarOLIErocs ABJIACTCS IPUBUTHE 00YJaIOIUMCS
YMEHH ¥ HAaBBIKOB IIPAKTUYECKOH e TEILHOCTH 10 U3y9aeMOH JUCIUILINHE.

[InanupyemMbie pe3ysbTaThl P OCBOCHUH 00YYaIOIIMMCS PAKTHYECKUX 3aHATHH:

— 3aKpeIuleHHe, yrIyOleHHe, paclIMpeHHE W JeTalu3alys 3HAHWM TNpHU pPEleHUH
KOHKpPETHBIX 3a/]a4;

— pa3BHTHE TI03HABATEIBHBIX CIIOCOOHOCTEH, CaMOCTOSTEIBHOCTH  MBIILICHHS,
TBOPYECKON aKTUBHOCTH;

— OBJIAJICHHE HOBBIMH METOAaMH M METOJAMKAMH H3y4YCHHs KOHKPETHOW Yy4eOHOM
JIACUUTITHHEL

— BbIpa0OTKa CIOCOOHOCTH JIOTMYECKOrO OCMBICICHHUS TOJYYEHHBIX 3HAHUHA IS
BBINOJIHEHHS 3a/IaHHUIH;

— o0ecrieyeHHe PalMOHAIBHOTO COYETAHUs KOJUICKTUBHOW W WHIMBHIYaJbHOH (opm
o0yd4eHus.

TpeboBaHus K NPOBEICHUIO NPAKTHYECKHUX 3aHATUI

U3znoxensl B yueb6. mnocobun Kamroxkusiit B. I1., Ocunos JI.A. AgMmuHHCTpUpOBaHHE
nHpopMannoHHEIX ceteil: Yueb. ITocobue. / CIIGI'YAIL CII6., 2010. 96 c. ITpunoxens 1. 2, c.
81 —87.




11.3. Meroauueckue ykasaHusi JUis OOYYAIOIIMXCS IO MPOXOXICHUIO KypCOBOIO
IIPOCKTHPOBAHHS/BBIIIOIHEHUS KyPCOBOIl pabOThI

KypcoBoii npoext/ paboTa NpOBOAUTCS C LUEJbIO (OPMUPOBAHUS Y 00yUaIOIIMXCS OMbITa
KOMIUIEKCHOTO PELICHNS] KOHKPETHBIX 3a1a4 NMPOo(eCCHOHANIBHON e TeIbHOCTH.

KypcoBoii mpoext/ paboTa mo3BoJIsIeT 00yJaromeMycs:

— CHUCTEeMAaTHU3HpOBATb W 3aKPENUTh IOJYYEHHbIE TEOPETHYECKHE 3HAHUA U
MPaKTHYECKUe YMEHHs N0 NPOPECCHOHANBHBIM YYEOHBIM [HUCUMIUIAHAM UM MOIYJISIM B
COOTBETCTBHY C TPEOOBAHMAMU K YPOBHIO IIOATOTOBKY, YCTAHOBICHHBIMHU IPOTPaMMOi y4eOHOI
JUCUMIUIMHBI,  MPOrPaMMOH  MOATOTOBKM  CHNELMAIMCTA  COOTBETCTBYIOIIETO  YPOBHS,
KBaJM(pUKALUH;

— TNPUMEHHUTb MOJIYYEHHBIC 3HAHUS, YMEHHMS M NPAKTHYECKMH ONBIT MPU PELICHUU
KOMILIEKCHBIX 33/1ad, B COOTBETCTBUM C OCHOBHBIMY BHJIaMH IPO(ECCHOHANBHOH JesSTeNbHOCTH
10 HAIIPABJICHHIO/ CIICLHATbHOCTH/ IPOrpaMMe;

— yrIyOHTh TeOpeTHYEeCKHe 3HAHUS B COOTBETCTBHU C 3aJaHHOI TEMOH;

— cdopMupoBaTh yMEHHS HPUMEHATH TEOPCTHYCCKHE 3HAHHUSA NPH  PEIICHHU
HECTaH/IAPTHBIX 3a/1a4;

— IpHOOPECTH OMIBIT AHAIUTHYECKOH, pAacuéTHOM, KOHCTPYKTOPCKOH paboThl U
copMHPOBATH COOTBETCTBYIONINE YMCHHUS;

— chopMupoBaTh yMEHHS pPabOThl CO CIELHATIbHON JIUTEPaTypOH, CIPABOYHOM,
HOPMATHBHOM U MPABOBOH JOKyMEHTALKEH U HHBIMH HH(POPMALMOHHBIMI HCTOYHUKAMU;

— cbopmupoBath yMeHHs (OPMYJIHPOBATh JIOTUYECKH OOOCHOBAHHbBIE BBIBOJBI,
IPEIOKEHNS U PEKOMEH/IAIMY IO PEe3y/IbTaTaM BBIIOIHEHUS paOOTH;

—  pa3BUTb NPO(ECCHOHATBHYIO TMCHMEHHYIO M YCTHYIO pedb 00y4aromerocs;

— Ppa3BUTb CHCTEMHOE MBIIUICHHE, TBOPYECKYI0 HHHILHMATHUBY, CaMOCTOSTEIbHOCTB,
OPraHU30BaHHOCTb M OTBETCTBEHHOCTH 33 IPUHUMAEMBIC PEIICHUS;

— chopMupoBaTh HaBBIKM IUIAHOMEPHOI peryiaspHoOi paboThl Haja pEIICHHEM
MOCTaBJICHHBIX 3a/1a4.

CTpyKTypa NOSCHUTEIRHON 3aIHCKH KYPCOBOTO IIPOEKTa/ paboThl
Ilpy BHINONHEHHHM KypcoBOH pabOTBIl HA TeMy, CBSA3aHHYI0 C pa3pabOTKoOi
MH(OPMALOHHBIX TEXHOJIOTHH JUIi KOHKPETHOH GHPMBI IpeAnaraeTcs cieayromas CTpyKTypa
HOSICHUTENbHOH 3aIHUCKHU:
Beenenne
1.BbIOOp TEXHOIOTHHU MTOCTPOCHUS JIOKAJIBHOM CHUTH
2.0060cHOBaHKE BBIOOPA CETEBOH ONEPALMOHHOI CUCTEMBI
3.0060cHOBaHuE BBIOOPA CETEBOr0 000PY10BaHUS
3.1BbI100p aKTHBHOTO CETEBOTr0 000PYIOBAHHS
3.2Bp160p NacCUBHOIO CETEBOT0 000PYIOBaHUS
4 Jlornveckuii pacueT 00beAMHEHHOI CeTH
5.Peanu3anus ceTeBbIX HACTPOEK
3akioueHue
CnHCOK HCTIONB30BaHHBIX HCTOYHHKOB
Tpunoxenue A (Cxema 00beIMHEHHO JIOKATbHOW CETH)
IIpunoxenue B (Ilpumep HacTpoiiku unrepdeiica ceppepa)
INosicHuTenbHAs 3amUCKa JOJKHA BKIIOYATh B ceOsA: TUTYJIBHBIH JIUCT, COAEp)KaHHE,
CIIICOK HCHOJIBb3yeMBIX COKPAIICHUH, 3a1aHUe, BBEICHNE, IIMTh Pa3/eI0B, 3aKII0UYCHNE, CIIICOK
HCTOYHUKOB H IIPUIIO>KCHHUS.

TD€6OBaHI/I$I K O(bODMJ'IeHI/I}O MMOSCHUTEIbHON 3aIMUCKUA KYPCOBOT'O HDOCKTa/ Da6OTI>I

OdopmieHre MNOSACHUTENBHOH 3alMCKU  CIEAyeT BBINONHATH B COOTBETCTBUH C
tpedboBanusimu  'OCT ~ 7.32 2017, nmpexacraBneHHbIMHM — Ha  caiite  ['YAII
https://guap.ru/standart/doc

11.4. Meroanueckue ykasaHus Ul 00y4arONIMXCs O MPOXOXKICHUIO CaMOCTOSTEIILHON
paboTsl

B Xo0/e BBINOIHEHUS] CAMOCTOSITEIBHON PabOThI, 00yJYarOLUIMICS BBIMIONHIECT PaboOTy MO
3a[aHHI0 M NIPU METOJMYECKOM PYKOBOACTBE IperojaBaress, HO 0e3 ero HemocpeaACTBEHHOTO
y4acTHs.

Jns oOyuatomuxcst mo 3ao4yHoit (opme 0OyueHHs, caMOCTOsITeNbHas PadoTa MOXKET
BKJIIOYATh B Ce0s KOHTPOJIbHYIO PaboTy.

B mporiecce BBINOTHEHUsI CAMOCTOSTENLHON PadoThl, y oOydaromierocsi popMupyercs
LesecooOpa3Hoe MIaHNPOBaHHE paboyero BpeMeHH, KOTOPOe MO3BOJISIET UM Pa3BUBATh YMEHUS
M HaBBIKA B YCBOCHHHM M CHUCTEMAaTH3aLMU IPHOOpETAeMbIX 3HAHUIL, 00ECIeUMBACT BBICOKHI
YPOBEHb YCIIEBAEMOCTH B MEPHOA OOYYCHHs, MOMOracT MNOJYYHTH HAaBBIKM IOBBIICHHS
podecCHOHAIBHOTO YPOBHSI.

MeToanyeckuMH ~ MaTepuaiaMd, — HalpaBiSIOLIMMH  CaMOCTOSTEIBHYIHO  paboTy
00y4aOINXCASBISIOTCS !

—  y4eOHO-METOAMYECKUl MaTepuall 1o TUCLMILIHHE;

— Omudep, B. I'. KomnbiorepHbie cetd : I[IpUHIMIIBI, TEXHOJIOTHH, IPOTOKOJIBI:
yueoOHoe nmocodue/ B. I'. Onudep, H. A. Onudep. - 4-¢ uzn. - CII6. : [TUTEP, -

— AIMUHHCTPUpOBaHHE HHPOPMALMOHHBIX cUCTeM: Kypc siekuuii / Kamoxusiii B.IT. —
CII6. IT'VAIL 2019. - 35 c.

11.5. Meroguueckue yKa3aHusi A OOYYarOIIUXCS 10 MNPOXOXKICHUIO TEKYIEero
KOHTPOJISL YCTIEBAEMOCTH.

Texymuii KOHTPOJIb YCHEBAEMOCTH IpEIyCMAaTpUBAcT KOHTPOJb KadecTBa 3HAHWUN
00yuarouXCsl, OCYIIECTBISIEMOr0 B TEUEHHE CEMECTPa C LeJbI0 OLICHUBAHUS XOJa OCBOCHUS
JICLUITIMHBL.

CucreMa OLCHOK IPH NPOBEACHUH TEKYLIEro KOHTPOJIS OCYIIECTBIISIETCS B COOTBETCTBHU
¢ tpeboBanusmu Ilomokenuit «O TeKyIIieM KOHTPOJE YCIHEBAEMOCTH H IPOMEKYTOUYHOU
aTTeCTaIlNu CTyIeHTOB 1 aciupanToB 'Y AIl, oOyuarommxcs o o6pa3oBaTebHBIM IPOrpaMMam
BeIcIIero oOpa3oBanuss» U «O MOAYIBHO-PEHTHHIOBOM CHUCTEME OLCHKM KauyecTBa y4ueOHOIt
pabotsl crynentoB B ['YAID». PesynbTarhl TeKyIiero KOHTPOJIS YCIIEBAGMOCTH YYHMTBIBAIOTCS
NIpY TPOBEACHUM IIPOMEXYTOUHOW aTTeCTallMM Hapsly C OTBETAMU HA SK3aMCHAIMOHHBIC
BOIIPOCHI, OCKOJIbKY OTPakatoT ¢(hOPMUPOBAHHOCTD MEPEUUCIICHHBIX B Ta0JI. 1 KOMIETeHUNI, ¢
TOYKH 3pEHUS IPUOOPETEHHBIX YMEHHUI 1 HABBIKOB.

11.6. Meroauueckue yka3aHusi AJs O0ydYarolUXcsi MO MPOXOXKICHUIO MPOMEKYTOYHOM
aTTeCTallWu.

IMpomexyrounast  arrecraumst — OOy4alOIMXCS  NPEAYCMaTPUBAECT  OLICHUBAHHE
HNPOMEXYTOUHBIX ¥ OKOHYATEJIbHBIX PE3y/IbTaTOB 00y4deHHs 1o aucuuiuinHe. OHa BKIIOYAeT B
ceOst:

— oKk3aMeH — (GopMa OLCHKM 3HAHWH, MOJYYEHHBIX OOYYalOIMMCS B IIpolLecce
U3YYCHUS] BCEH JUCLMIUIMHBI MM €€ YacTH, HABBIKOB CAMOCTOSITEILHOH pabOThl, CHOCOOHOCTH
OPUMEHATh MX Ui PEIeHHs NPAKTMYECKMX 3a1ay. DK3aMeH, KaK IPaBHJIO, NPOBOAUTCS B
MIepUoJ] 3K3aMEHAIMOHHOW CECCHM M 3aBEpIIAETCs AaTTECTALMOHHOM OIICHKOH «OTIMYHOY,
«XOPOILOY», «YOBJIETBOPUTEILHOY, «HEYIOBICTBOPUTEILHOY.



Jluct BHECEHHS N3MEHEHUH B pabouyIo IIPOrpaMMy JUCIUIIIHHBL

Jlata BHECeHUs
M3MEHCHHUH 1
JIOTIOJTHEHUH.

IToamuce BHECIIErO
HM3MEHEHHS

ConeprxaHne U3MEHEHUH U IONOIHEHUH

Jlata u Ne

IPOTOKOJIA
3aceaHus
xadenpsl

Ioxnuce
3aB.
xadepoit




