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AHHOTaIHSA

Juctumivza «H)OKOMMYHHKALMOHHBIE CHCTEMBI M CETH» BXOIHUT B 00pPa30BaTEIbHYIO
MporpaMmy BBICLIEr0 00pa30BaHUs — MpOrpaMMmy OakajiaBpuara 0 HANPaBICHHIO [TOATOTOBKH/
cneuuanbHoct 09.03.02 «MHpOpMALMOHHBIE CHUCTEMBI M TEXHOJIOTMH » HAMpPaBICHHOCTH
«VH(hOpMaLMOHHBIE TEXHOJOTMH B MEAMAWHIYCTpUM». JlMCLMIUIMHA peanu3yeTcs Kadeapoii
«Ne42y.

JlucuunivHa HaneneHa Ha (JOPMHUPOBAHHE Y BBIITYCKHHKA CJIEIYIOLIMX KOMIIETEHIHH]:

OIIK-3 «CnocobeH pemars CTaHAapTHBIC 3aJa4d HPO(PECCHOHANBHON AeATEeNbHOCTH Ha
ocHOBe MH(OPMALIMOHHOW 1 OubIHOrpadMuecKoil KyIbTyphl ¢ IPUMEHEHHEM HH(POPMAIIMOHHO-
KOMMYHHKAIIMOHHBIX TEXHOJOTHMH M C Y4eTOM OCHOBHBIX TpeOoBaHMH WH(OPMALUOHHOM
6e30macHOCTI»

OIIK-7 «CmocobeH OCylIecTBIATh BbIOOp IIAaTGOpM W HMHCTPYMEHTAIBHBIX
MPOrpaMMHO-aNINapaTHBIX CPEACTB JUIS pealii3alii HHHOPMALOHHBIX CUCTEM»

[K-1 «CriocoGeH BBIMOIHATH paOOTHI MO CO3AaHHI0 (MOANGDHUKALIUK) U COIPOBOXKACHHUIO
MH(OPMALMOHHBIX CUCTEMY

IK-3 «Crnocoben pa3padaTbiBaTh TEXHHYECKYIO JOKYMEHTAIMIO HAa NPOAYKIHIO B chepe
MH(pOPMALIMOHHBIX TEXHOJIOTHIL, YIIPaBJICHNs! TEXHHUYECKOI HH(pOpMaLnei»

[IK-7 «HTepHeT Beuiein»

CozepxaHue JUCUUIUIMHBI OXBATHIBAET KPYT BOIPOCOB, CBSA3aHHBIX C IIOCTPOCHHUEM U
JKCIUTyaTaled HHPOKOMMYHHKAIIMOHHBIX CUCTEM U CETEH.

[penogaBanne MUCHMILUIHMHBI IPEIyCMaTpHUBaeT clieayrouiue (HOpMbl OpraHU3aLHd
y4eOHOro mpouecca: JEKIMH, HPAKTHYECKHE 3aHATHsA, KypcOBOE IPOEKTHPOBAHHE U
CaMOCTOsITebHAsl pab0OTa CTYICHTOB.

[MporpamMMoii JUCHHUIUIMHBI TPEAYCMOTPEHBI CIEIYIOLINEe BHIbl KOHTPOJS: TEKYIIHH
KOHTPOJIb YCIIEBAEMOCTH, IIPOMEKYTOUHAs aTTecTanus B Gpopme sK3ameHa.

OOurass TPy/I0EMKOCTh OCBOCHHS AWCLMIUIMHBI COCTABISAET 5 3a4eTHhIX eauHuL, 180
4acoB.

SI3b1K 00yUCHHUS IO TUCHHUIUIMHE «PYCCKHUHN »

1. TIlepeueHs muaHUPyEMBIX PE3yJIbTATOB OOYUECHUS MO JUCIUIIMHE

1.1. Ienu npenogaBaHus AUCHHUILUTHHBI

JlucuuIuivHa npeHa3HaueHa JUisl OCBOCHHUS 3HAHUI U MMOJTy4YCHHs] HABBIKOB OpraHU3alUuK
U JKCIUTyaTalni MHQOKOMMYHHUKAIIMOHHBIX cUCTeM U ceTeil. [lonydenue cTyeHTaMu 3HaHUi 1
YMEHHH B 0OOJAaCTH CETEBOTO B3aUMOJCHCTBHS B JIOKAIBHBIX M TJIOOATBHON CETH IO3BOJHT
00YYarOIINMCSl 3aKPEIUTh 3HAHUS M HABBIKA B CMEXKHBIX 00JIACTSIX 3HAHWH, TAKHUX, KAK CETEBBIC
OTepalMOHHBIC CUCTEMbI U HH(OKOMMYHHUKAIIMOHHBIE CHCTEMBI U CETH

1.2. JlucrmrummHa BXOJUT B COCTaB 00s3aTEIbHON YacTH 00pa30BaTENbHON IPOrpaMMBI
BeIciIero oopaszosanus (nanee — OI1 BO).

1.3. TlepedeHb IaHUPYEMBIX PE3YJIBTATOB O0YUYCHUS 10 JUCLUIUIMHE, COOTHECEHHBIX C
IUTAHUPYeMbIMHU pe3ynbratamu ocBoeHus OI1 BO.

B pesynbraTe M3ydeHHs AMCUMILTMHBI OOYYAIOIIMICS JODKEH 00Ja1aTh CICAYHOIUMU
KOMIIETCHIMSAMU WK UX YacTsMU. KoMOETeHIMH 1 MHIUKATOPBl UX JOCTHXKEHHS IPHBE/ICHBI B
Tabmuie 1.

Tabmnuua 1 — IlepeyeHb KOMIIETEHIMI U HHIMKATOPOB UX JOCTHXKCHHUS

Kareropus (rpynma) Kon u Kon 1 HanMeHOBaHNE MHIUKATOPA
HanMEHOBaHHE
KOMIETEHLIUU JOCTHIKEHHS] KOMITETEHIUN
KOMIIETCHIINH

OIIK-3.3.1 3HaTh NPUHIMIIEI, METOBI U
CpezAcTBa pelIeHHs CTaHIapTHBIX 3a1a4
podecCHOHAIBHON AesITEIbHOCTH Ha
OCHOBE MH(OPMAIIMOHHON U
O6ubnnorpadgueckon KyabTyphl ¢
MIpUMEHEHHEM HH(pOPMaLHOHHO-

OIIK-3 Cnocoben
peuiaTh CTaHapTHBIC

3a7a4un .
. | KOMMYHHUKAIIMOHHBIX TEXHOJOTHIi 1 C

IpodeCcCHOHANTBHOM .

y4eTOM OCHOBHBIX TpeOOBaHHI
JIeATENIbHOCTH Ha .

nHGMOPMALOHHON 6€30IIaCHOCTH
OCHOBE

. OIIK-3.Y.1 ymeTb peluarsh CTaHIapTHbBIE
nHGOPMALIOHHON U o
.| 3a7a4u IpodecCHOHANBHOM AeATeIbHOCTH

oubnmorpaduueckon

O6urenpodeccroHaIbHBIE CVIBTVDEL Ha OCHOBE HH(OPMAIIUOHHOU U
KOMIICTCHIINH YAETYP 6ubnuorpahIeckoil KyIbTypHl ¢

[PUMEHEHHEM
IPUMEHEHHEM HH(POPMALIOHHO-
nH(opMaLnOHHO- N
KOMMYHHKAIMOHHBIX TEXHOJIOTU U C
KOMMYHHKaIHOHHBIX

Y4ETOM OCHOBHBIX TPEOOBaHMI
HHPOPMAIIMOHHOHN 6€30MacHOCTH
OITK-3.B.1 uMeTh HaBBIKU MMOJATOTOBKH

TEXHOJIOTHH U C
Y4€TOM OCHOBHBIX

TpeboBaHuit .

o 0030p0B, aHHOTALIUH, COCTABICHUS
MR OpMALIOHHOTH edeparToB, HAYIHBIX TOKIAI0B
6e301MacHOCTH pedep » Haye ’

ny6nukanuit u Oubnuorpaduu Mo Hay4HO-
HCCIIEI0BATENIBCKON paboTe ¢ yueToM
TpeOoBaHMi HHPOPMAIIMOHHON
0e30macHOCTH

OIIK-7.3.1 3HaTh OCHOBHBIC IIAT(QOPMEL,
TEXHOJOTUH U HHCTPYMEHTAIIbHbIE

OIIK-7 Cniocoben

OCYIIECTBIISTh
[POrpaMMHO-aMapaTHbIe CPEACTBA JUIS
BbIOOp MIaTHOpM U
peanu3anuy MHPOPMALIMOHHBIX CHCTEM,
HHCTPYMEHTAIIBHBIX
OourenpodeccroHanbHbIe DOIDAMMHO BKJIFOYAs! MHTEJJICKTyaIbHbIC
KOMIICTCHIINH porp MH(MOPMAIMOHHEIE CHCTEMBI

anmnapaTHbIX CPEICTB
IUTSL peau3aum
MH(POPMAILIMOHHBIX
cucTeM

OIIK-7.Y.1 yMeTh OCYyILIECTBIISATH BEIOOD
1aThOpM U HHCTPYMEHTAIIBHBIX
IIPOTPaMMHO-AIIAPATHBIX CPEACTB VIS
peanu3aniy MHPOPMALIMOHHBIX CHCTEM,




[IPUMEHSTh COBPEMEHHbBIC TEXHOJIOTHH
peanu3anuy NHOOPMAIIOHHBIX CHCTEM,
BKJIFOYAsi MHTEJJICKTyaIbHbIC
MH(POPMAIMOHHBIE CHCTEMBI

OIIK-7.B.1 uMeTh HABBIKH BJIaJCHUS
TEXHOJIOTUSIMH ¥ HHCTPYMEHTAIbHBIMH
IIPOTPaMMHO-AIIaPAaTHEIMHU CPEACTBAMU
JUISL peaiu3alui HHOPMAIMOHHBIX
CUCTEM, BKJIIOYasl HHTEIUICKTYaIbHbIC
UH(OPMALIMOHHBIE CHCTEMBI

TIK-1 Cnocoben
BBITIOJIHATH PaOOTHI
10 CO3aHUI0

I1K-1.3.1 3HaTh apXUTEKTYpY, yCTPOICTBO U
(yHKIMOHMPOBaHKE HHPOPMALIMOHHBIX
CHCTEM; CETEBbIC IIPOTOKOJIBI; OCHOBBI

Ne5
1 2 3
Oowan mpyooemkocmp OUCUUNIUHDL, 5/ 180 5/ 180
3E/ (uac)
U3 Hux uacoe npakmuueckoil n0020Mmo6Ku 20 20
Ayoumopnvie 3anamus, BCETo 4ac. 51 51
B TOM YHCJIE:
nexmu (JI), (vac) 17 17
npakTuueckue/cemunapckue 3ansatus  (I13), 1
7 17
(1ac)
naboparopssie padotsl (JIP), (1ac)
KypcoBoii poekT (padota) (KII, KP), (1ac) 17 17
JK3aMeH, (4ac) 36 36
Camocmoamenvhas paboma, Bcero (4ac) 93 93
Buo npomescymounoi ammecmayuu: 3aver,
mudd. 3auer, sk3amen (3auer, dudd. 3auy, OK3. OK3.
DK3.*¥%)

o -
TlpuMmeuanue:  kauamnaTCKuii 9k3aMeH

4. CopeprkaHue TUCILMILTHHBL
4.1. PacnpeneneHue TpyI0€MKOCTH AUCIMILUIMHEI 10 pa3JieiaM U BHIaM 3aHITHH.
Pa3zzenbl, TeMbl AMCUMIUIHHBI U UX TPYAOSMKOCTh MPUBEACHBI B TaOnuIe 3.

Ta6m/1ua 3— Pa3[[€JII>I, TEMbI JUCHUIIJIMHBI, UX TPYAOCMKOCTbH

Pasne e c Jlexunu | 113 (C3)|  JIP KIT CPC
ACIIBL, TEMBI IHCHUILIHEBL (gac) (gac) (4ac) (gac) (4ac)
Cemectp 5

Paznen 1. OcHoBBI ceTeil nepejaun JaHHBIX.
Tema 1.1.OBomonus KOMITBIOTEPHBIX CETEH. 2 10
Tema 1.2. O0mme NpUHIMIIBI HOCTPOCHUS CETEH.

Ipodeccuonanbubie COBPEMEHHBIX OIEPALIMOHHBIX CHCTEM;
(MopnduKanum) u
KOMIIETEHLIUH OCHOBBI COBPEMEHHBIX CUCTEM YIPABICHUS
COIIPOBOXKICHUIO
0a3aMM JJaHHbIX; METOZBI U HHCTPYMEHTbI
MH(POPMALIMOHHBIX
Juist cOopa ¥ OpraHU3aliyi XPaHESHHS
cucTeM
OOJBIINX JaHHBIX
[1K-3.3.1 3HaTh apXUTEKTypHBIE PEIICHUS,
[PUMEHSIEMBbIE MPU IPOSKTHPOBAHHU
[K-3 Cnocoben p fipHt AP P
[POrPaMMHBIX CPEICTB M KOMITBIOTEPHBIX
pa3pabarbIBaTh
CHCTEM Pa3IMYHOIO Ha3HAYEHMS;
TEXHUYECKYIO 2
CTaHIAPThl B 00JIACTH CUCTEMHOM U
JIOKyMEHTALHIO Ha .
Ipodeccuonanbubie HPOAYKLHIO B chepe NIPOTPAMMHOM HEKCHCPHH
P poLy P [IK-3.Y.1 ymeTs aHanu3upoBaTh
KOMTETeHIUH MHpOPMAIIHOHHBIX TEXHUYECKYIO IOKYMEHTALMIO U HAYYHO
TEXHOJIOTHiA, YIO IOKyM e
TEXHHYECKYIO JINTEPaTypy, U3BJIEKATh
YIpaBJICHUS
N CBEJICHHS1, HEOOXOMMBIE JUIS PEICHUS]
TEXHUYECKOH o
N MOCTABJICHHOM 3a/1a4M; COCTABIISITh
napOpManueit o
0000I1IEHHBIE ONUCAaHUs SBICHUM,
IIPOIIECCOB, OOBEKTOB YIPaBICHUS
Ipodeccuonanbubie [IK-7 UnTepuer [1K-7.3.1 3HaTh KOHIETIINH TEXHOJIOTHI
KOMIICTCHIIMU BelleH HMHTEPHETA BeuleH

2. Mecto aucuumianHsl B cTpykType OIT
JucimmimHa MoXxeT 6a3MpoBaThCs Ha 3HAHUSAX, paHEe MPUOOPETEHHBIX 00YYaOINMHUCS

TIpY U3YYEHHUH CIIETYIOINX AUCIUILINH:
— «VHpopMaLMOHHBIE TEXHOJIOTHIY,

— «/HCTpyMEHTaNIbHBIE CpeIcTBA HHPOPMALMOHHBIX CHCTEMY.

3HaHUs, MOJYYEHHbIC NPU M3YyYCHUHM MaTephaja JaHHOW IUCLUIUIMHBI, MMEIT Kak
CaMOCTOSITEIIbHOE 3HAUEHUE, TAK U UCIONIB3YIOTCS ITPU U3Y4EHUH JPYTHX JUCHUIIIMH!

— «Meroabl ¥ cpelcTBa NPOSKTUPOBAHUS MH(POPMALIMOHHBIX CUCTEM M TEXHOJIOIHI»,

— «3amuTa HHPOPMALIUI».

3. OOBeM U TPYJOEMKOCTh AUCIUILINHBI

JlanHbie 00 00mEeM o0beMe NUCUUILINHBI,

TPYAOEMKOCTU OTACJIbHBIX BHJIOB y'-Ie6HOﬁ

paboThI MO TUCLUIIMHE (M pachpeeieHHe 3TON TPY0EMKOCTH 10 CEMECTPaM) MPEACTABIICHBI B

TabauIe 2.

Tabnuua 2 — O0beM U TPYI0EMKOCTh AMCILHUIUINHBI

Bun yueGHO#t paboThl

TpynoemMkocTh 1o
ceMecTpam

Bceero

Pa3znen 2. TexHonorun GU3NIECKOrO ypOBHSL.
Tema 2.1 Jluauu cBs3n.

Tema 2.2 KonupoBanue u MyJIbTHIIIIEKCHPOBaHUE 2 10
JIAHHBIX.

Paznen 3.Texnonorus Ethernet

Tema 3.1 Ethernet B jioKaJbHBIX CETAX 5 6 10

Tema 3.2 OTka30ycTOHYMBBIE U BUPTYaJIbHbIC
JIOKaJIbHBIC CETH

Paznen 4.Cetu TCP/IP

Tema 4.1. Anpecarus B cteke npotokosos TCP/IP
Tema 4.2 [IpOTOKOI MEKCETEBOI0 B3aUMOICHCTBHS 2 3 6 12
Tema 4.3 TIpOTOKOIBI TPAHCIIOPTHOTO YPOBHS
Tema 4.4 TIpOTOKOJIBI MaPIIPYTH3ALUH

Paspen 5.I'nobanbHbIe KOMITBIOTEPHBIE CETH
Tema 5.1 Opranuzarus riao6anbHbIX ceTeit
Tema 5.2 TpaHCTIOPTHEIE TEXHOIOTUH ITI00ATBHBIX 2 6 11
ceTeit

Tema 5.3. Texnonoruu MPLS

Paznen 6 BecnpoBoanas nepenaua JaHHBIX
Tema 6.1. Texuonoruu HU3UYECKOro ypOBHS
0eCIIpoBOIHBIX ceTel 5
Tema 6.2 bBecripoBOIHbIE JIOKAIBHBIC U NIEPCOHATBHBIE
cetn

Tema 6.3 MoOHJIbHbIC TEJICKOMMYHUKAIIMOHHBIC CETH

10




Paznen 7 CereBble MHPOPMALMOHHBIE CITYXKObI

Tema 7.1 MHpopManoOHHBIE CITyKOBI 2 4 5 10

Tema 7.2 Cnyxx6a ynpaBJIeHHs CEThIO

Pa3znen 8 be3onacHOCTh KOMITBIOTEPHBIX CeTEH

Tema 8.10CHOBHBIE MPUHIMIIBI U TOHATUS
HH(OPMAOHHON 6E30I1aCHOCTH.

Tema 8.2 TexHOJIOrUH ayTeHTU(UKALMN, aBTOPH3ALIMI
1 yIPaBIICHAS TOCTYIIOM

Tema 8.3 TexHOJIOrUU 6E30MIACHOCTH HA OCHOBE 3 4 20

aHanu3a Tpaduka
Tema 8.4 Ataku Ha TPaHCHOPTHYIO HHPPACTPYKTYPY

Crpykrypa creka TCP/IP. Tumnsl anpecos. @opmar IP-anpeca. ARP. DNS. DHCP.

Tema 4.2 TIpoTOKOJ MEXKCETEBOr0 B3aUMOAEHCTBUS

IP-nmaker. Cxema IP-mapuipyrusanuu. Macku. ®parmenrarus. ICMP

Tema 4.3 I[IpoTOKOJIBI TPAHCIIOPTHOTO YPOBHS

MynbTHIUICKCHPOBAHHE U IEMYJIbTHILICKCUPOBAaHNE TIpHiIoxkKeHui. Jleiirarpammbl. CerMeHThI.
Jlornueckoe coeuHeHHe. YIpaBIeHUE TTOTOKOM.

Tema 4.4 Iporokossl Mapipyruzauuu RIP. OSFP. BGP.

JleMoHCTpaIs crnaiiioB

cetn
Tema 8.5 BezonacHOCTb IPOrpaMMHOTO KO/Ia M CETEBbIX|
Ciyx0
BsImonaenne KypcoBoii paboTsI 17
Hroro B cemectpe: 17 17 17 93
Hroro 17 17 0 17 93

I'noGanbHble KOMIIBIOTEPHBIE CETH

Tema 5.1 Opranuzanus ria00aibHbIX ceTeit

Cetn onepatopoB cBs3u. Opranmsanus Murepaera. O61avHbIe CEPBUCHL.

Tema 5.2 TpaHCIOPTHBIE TEXHOJIOTHHU INI00ATBHBIX CeTel

TexHOIOrUM BUPTYaIbHBIX KaHATOB. TEeXHOIOIHH IBYXTOUCUYHBIX KaHanoB TexHomoruu
JOCTYmA.

Tema 5.3. Texnonornu MPLS

Bazosbie npunimner 1 mexanusmel MPLS. LDP. VPN.

JleMoHCTpaIus crnaiiioB

HpaKTI/I'-IeCKaSI IIOATrOTOBKa  3aK/JIO4YacTCst B HCIOCPECACTBEHHOM  BBIIIOJIHCHUU

0o0yuarolUMUCS ~ ONpPENENCHHbIX  TPYAOBBIX  (yHKIMH,  CBA3aHHBIX ¢  Oy;yuuei
npodeccroHaNbHOI AeSATENBHOCTBIO.

4.2. CopepskaHue pa3JeNIoB M TEM JICKIIMOHHBIX 3aHATHH.
CopneprxkaHue pa3eioB U TeM JCKIMOHHbIX 3aHATHI PUBEACHO B TaduIe 4.

Ta6m/1ua 4 — COI[Cp)KaHI/IC pasaciioB U TEM JICKHUOHHOT'O 1HUKJIa

BecnpoBozHas mepenaya JaHHBIX

Tema 6.1. TexHonoruu GpU3NUECKOro ypOBHs OECIIPOBOHBIX CeTeH

Becnposoxuble nuHuY cBsi3u. IIpueM u nepejada ¢ HCIOIb30BAHHEM HECKOIBKHX aHTCHH.
TexHuKa pacIIUPEHHOrO CIEKTPa

Tema 6.2 becnipoBOIHBIE JIOKAIBHBIC U TEPCOHATIBHBIEC CETH

OcobeHHocTy cpefpl 6ecpoBoHbIX ToKanbHbIX ceteil. IEEE 802.11. IlepcoHanbHbIe ceTH 1
TexHonorus Bluetooth

Tema 6.3 MoOMIIBHBIE TEJIEKOMMYHUKAI[HOHHBIE CETH

TpuHumner MOOUIEHOM CBsi3H. [I0KONICHNS MOOMIIBHBIX CETEH.

JleMoHCTpaIMs crnaiiioB

Homep
pazznena

Ha3sBanue u cozneprxanue pas3ziesioB U TeM JEKIIMOHHBIX 3aHATHH

OCHOBEI CeTeii mepeaun JJaHHBIX.

Tema 1.1.9BoMONHS KOMITBIOTEPHBIX CETEH.

CucTeMmbl TakeTHON 00paboTKM. MHOrOTepMHUHANIBHBIE CHCTEMBI. [IepBbIe II100aIbHbIE CETH.
Ilepsbie nokanbHble cetd. KonBeprenuus cereil. MurepHer.

Tema 1.2. O01mme NPUHIMIBI HOCTPOCHUS CETEH.

CerteBoe nporpaMmMHoe obecriedenne. Gusnueckas Mepeaada JaHHBIX 10 JIMHUSIM CBS3H.
Kommyranus

JleMoHCTpanus ciaiiioB

CereBble HHPOPMALIUOHHBIE CILYXKObI
Tema 7.1 MHpOpMaIMOHHBIE CITY>KOBI
Be0-ciyx6a. IToutoBas cimyx0a.

Tema 7.2 Ciryxba yrpaBieHHs CETbIO

@DyHKINKM CHCTEM YIIPABJICHHS CEThIO. APXHTEKTYpa CHCTEM YIpaBiieHHs ceTbio. SNMP.
telnet
JleMoHCTpaIus crnaiiioB

Texnonorun GpU3NIECKOTro YPOBHSL.

Tema 2.1 JIunuu cBsA3M.

Kraccuduxanms nuHuit cBsi3u. XapakTepuCTHKU JMHUHA CBs3U. [IpOBOIHBIC JIMHKUH CBSI3U
Tema 2.2 KopupoBanue 1 My/IbTHIUICKCHPOBAHUE TaHHBIX.

Konupoanue nuckperHoii uadopmanuu. Koguposanue ananorosoii nHdGopmanuu.
MyIbTHILICKCUPOBAHUE U KOMMYTaIHsl

JleMoHCTpaIms crnaiiioB

Texuonorus Ethernet

Tema 3.1 Ethernet B ToKaJIBHBIX CeTAX

Paznensemas cpena. Kommyrtupyemsiii Ethernet. Ckopocthbie Bepeun Ethernet
Tema 3.2 OTka30ycTOHYMBBIE U BUPTYaJIbHbIE JIOKAJIbHbIE CETH

AJTOpUTM MOKpBIBAtOIIEro Aepea. OuinbTpanus Tpaduka. ArperupoBaHne JIMHUN CBSI3U B
JIOKaJIBHBIX CeTsIX. BUpTyanbHBIC IOKAIBHBIEC CETH
JleMoHCTpaIMs crnaiiioB

Be3onacHocTh KOMITBIOTEPHBIX ceTeH

Tema 8.10cHOBHbIC HPUHITUIBL U HOHSTHS UH(POPMALUOHHON G€30MaCHOCTH.
Wnentudukanus, ayrenTudukanys 1 aBropusans. Mogen HHGOpManHOHHOI 0€30MaCHOCTH.
VYA3BUMOCTb, YTPO3a, aTaka. YpasieHue puckamu. Mepapxus cpencts 3amuThl. IIpuHIMIBI
3a1uThl nHbOpMaIuoHHOU cucTemsl. IIndpoBanue

Tema 8.2 Texunonoruu ayreHTH(GHKAUY, ABTOPH3ALUU U YIPABICHHUS JOCTYIIOM
Texunonoruu ayreHTH(UKanuy. TeXHOIOIHY YIPaBICHUs JOCTYIIOM U aBTOPH3AIHHL.
IlenTpann3oBaHHbIC CHCTEMBI ayTeHTH()HKAIIMN U aBTOPU3ALINH.

Tema 8.3 TexHonmoruu 6€30MaCHOCTH HAa OCHOBE aHAIN3a Tpaduka

DunpTpanus. Mexceresble 3kpanbl. [Ipokcu-cepsepbl. TpaHCISINS CETEBBIX aPECOB.
CucteMbl MOHUTOPUHTA TpaduKa. AyIUT COOBITHI Ge30IacHOCTH.

Tema 8.4 ATaku Ha TPaHCHOPTHYIO UH(PPACTPYKTYpY CETH

ATaxu Ha TPaHCIIOPTHBIC MPOTOKOJBL. ATaki Ha DNS. be30macHOCTs MapupyTH3alul Ha
ocHoBe BGP. TexHomnornu 3amuInenHoro KaHana.

Tema 8.5 be30omacHOCTh IPOrpaMMHOTO KOJIa U CETEBBIX CIIYkKO

VS3BUMOCTH IIPOrPaMMHOTO KOZIa ¥ BPEJOHOCHBIE IporpaMMsl. bezomnacHocTs BeG-cepBuca.
Be3onacHOCTh 371eKTPOHHOM MOUTHL. Be30nacHOCTh 00JIaYHBIX CEPBUCOB.

JleMoHCTpaIs crnaiiioB

Cern TCP/IP
Tema 4.1. Anpecanust B creke nporokonos TCP/IP

4.3. Tlpaktuyeckue (CeMUHAPCKKE) 3aHITUSL




TeMbl NPaKTHYECKUX 3aHITUH U UX TPYIOEMKOCTh PUBE/ICHBI B Tabmuiie 5.

Tabauna 5 — [IpakTHyecKue 3aHATUsL U UX TPYAOEMKOCTh

yeneBaemoctr (TKY)

Jomamnee 3aganue ([13)

KontponbHbie pabotsl 3a0unnkos (KP3)

IToaroroBka K MpOMEXYTOYHOM

atrecraryu (I[1A) 20 20

Bcero: 93 93

5. IlepeueHb yueOHO-METOANUECKOTO O0ECIEUEHUS
IUISL CAMOCTOSITEIBHON paboThl 00yUYaroNMXCs O JUCIUILIHNHE (MOIYJIIO)
Y4ebHo-MeToqYeCKiEe MaTepHaibl Ui CaMOCTOSTEIbHONW PabOThl O0YYarOUIMXCs yKa3aHbl B
mi. 7-11.

6. IlepeyeHb MMeYaTHBIX U SIEKTPOHHBIX YUCOHBIX U3AaHHUI
[NepeueHpb neYaTHBIX U MEKTPOHHBIX YYEOHBIX M3JaHUU MPUBE/CH B Tadnuue 8.
Tabnuua 8— [lepeueHp nevaTHBIX M 3JICKTPOHHBIX Y4EOHBIX H3aHUI

W3 Hux Ne
Ne | Tems! npakTnueckux | PopMbl IpakTH4ecKuX | TpydOeMKOCTb, |NPaKTHYECKOil |pa3mena
n/n 3aHATHI 3aHATUI (dac) MMOATOTOBKH, | JUCIIUIT
(gac) JINHBI
Cemectp 5
1 Pabora ¢ ceTeBbIMU MuTannonHbie 3 1 4
YTUIIUTAMHU 3aHATHS
2 Amnanmms tpaduxa Mmuranyonnsie 6 2 5
KOMITBIOTEPHBIX 3aHATHS
cereit
3 VLAN MmuTanonHbie 4 2 7
3aHATHS
4 IocTpoenue Mmuranmonnsie 5 2 8
JIOKAJIbHOH ceTn 3aHATHA
Bcero 17
56
4.4. JlaGopaTopHbIe 3aHSATH
TeMbl 1a00paTOPHBIX 3aHATHI M UX TPYIOEMKOCTh PUBEICHBI B Ta0IHILIE 6.
Tabauna 6 — JlabopaTopHble 3aHIATUS U UX TPYAOEMKOCTh
W3 Hux Ne
Ne HanmeHnoBanne 1abopaTOpHBIX paboT TpynoeMKoCTE, | MPaKTHICCKOH | pasiena
n/n (gac) MOArOTOBKH, | JMCIIMII
(gac) JIUHBI

YueOHBIM IIAHOM HE IPESYCMOTPEHO

Bceero

4.5. KypcoBoe npoekTrpoBaHKe/ BBITOIHEHHE KypCOBOI paboThI

Lenb kypcoBoii paboTHI:

Yacos HpaKTI/I‘ICCKOﬁ IIOATOTOBKH:

[IpumepHbie TeMBbI 3a1aHKil HAa KYPCOBYIO paboTy npuBeneHs! B paszaeie 10 PI1/I.

4.6. CamocrosTenbHas paboTa 00ydJaromuxcs
Buzpl caMmocTosTeNbHOM paOOThI M €€ TPYJOEMKOCTh IIPUBECHBI B TA0IMLIE 7.

Tabnuua 7 — Buasl caMoCTOSITENbHON paboThl U €€ TPYAOEMKOCTh

Buz camocTosiTenbHOM paboThI

Bcero, | Cemectp 5,

qac qac
1 2 3
M3yueHne TeopeTHIECcKOro MaTepraia 56 56
mucuumnasl (TO)
Kypcosoe npoextuposanue (KII, KP) 17 17

Pacuerno-rpaduueckue 3ananus (PI'3)

Bsinonaenue pedepara (P)

IToaroToBKa K TeKyLIeMy KOHTPOIIIO

Komigectso
9K3EMILLIPOB B
UIL{LI[,HEE;/E:C Bubnunorpadpuueckas ccpuika 6“2;2)3:1(6
WIEKTPOHHBIX
9K3EMILLIPOB)
K17 AIMUHUCTPUPOBAHHE HH(POPMAIIHOHHBIX CHCTEM: 50
kypc aekuuii / Kanroxxustit B.I1. — CI16. 'VAIIL,
2019.-35c.
K17 MHcTpyMeHTa bHBIE CpeCTBA HHPOPMALIMOHHBIX 50
cucteM: yueOHoe nocobue / Kamoxnbiit B.I1,
Ocwumos JLLA. — CII6 I'VAIL CII6., 2015. — 126 c.
K17 CeteBoe IporpaMMHUpoOBaHue: yaeOHOe mocooue / 50
Kamoxusrii B.I1, Ocumnos JI.A. — CII6 I'VAIL CII6.,
2018.-53c.
004 O-54 Omudep, B. I'. KomnsrorepHsie cetu : [IpuHuunmsl, 75
TEXHOJIOTHH, POTOKOJIBI: yueOHoe mocobue/ B.T.
Omudep, H. A. Onudep. - 4-¢ uzn. - CII6. : [IUTEP,
2012, 2015. - 944c¢. YueOHuk st By30B. - Meer
rpud MunobpHayku PO
004 T 18 Tanenbaym, 3. KommnerorepHsie cetn = Computer 30
networks / 3. Tanen6aym, J{. Yazepou. - 5-e usn. -
CII6. : [TUTEP, 2015. - 960 c.
http://e.lanbook.com/ | [lstubparos, A.I1., I'yasino, JLIL., Kupuyenko, A.A.
books/ BbIuuCIUTEIBHBIE CHCTEMBI, CETH U
element.php?pll_id=6 | TenekommyHuKauuu, 4-¢ u3a., M.: GuHaHChl 1
5928 cratuctuka, 2014. — 736¢.
004 O-54 Omudep, B. I'. Komnsrorepusie cetu: [IpuHuummsl, 75
TEXHOJIOTHH, TIPOTOKOJIBL: yuebHOe mocobue/ B.T.
Omudep, H. A. Onudep. - 4-¢ uzn. - CII6. : [TUTEP,

7. TlepedeHb ANEKTPOHHBIX 00Pa30BaTEIbHBIX PECYPCOB
HH(OPMaIMOHHO-TEICKOMMYHHUKAIIMOHHOH ceTH «VHTepHeT




[epeuens JNEKTPOHHBIX 00pa3oBaTenbHbIX pecypcoB HHPOPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHOH cetn «MHTepHeT», HEoOXOIUMBIX JUIS OCBOCHHS JHCILHILIAHBI
TpuBezieH B Tabmie 9.

Tabmuua 9 — IlepeyeHb 9NEKTPOHHBIX 00pPA30BATEIbHBIX PECYPCOB HMH(OPMAIIMOHHO-
TEJICKOMMYHUKALMOHHO# ceT «HTepHeT»

URL agpec HanmenoBanue
www.ietf.org/rfc Caiit crannaproB MHTepHeTa
WWWw.csrc.nist.gov/ Caiit HalmoHaapHOTr0 HHCTUTYTA CTaHAAPTOB U TexHosoruii CIITA
www.sans.org/reading- | Martepuansl nacturyra SANS (MHCTUTYT aAMUHUCTPUPOBAHHUS
room/whitepapers 0e30IacCHOCTH CeTeit)
http://libgost.ru/ bubnmnoreka 'OCToB 1 HOPMAaTHBHBIX JOKYMEHTOB

8. TlepedeHb nHGOPMALIMOHHBIX TEXHOIOTHI
8.1. IlepeyeHp nporpaMMHOTO OOECIICUEHHs, HCIIOIB3YEMOTO0 IIPH OCYLIECTBICHUU
00pa30BaTeILHOTO MPOLIECcca MO JUCLMILIHHE.
[epeueHp KCOIB3yEeMOro POrpaMMHOro obecrieueHus npeacrasiieH B Tadnuie 10.

Tabnuua 10— Iepeuenp nporpaMMHOro obecrieueHus

Ne i/ HaunmenoBanue
1 Wireshark
2 Eve-ng
3 PNET-lab
8.2. Ilepeuenn HH(OPMAIIHOHHO-CIIPABOYHBIX CHCTEM,UCTIONb3YEMbIX pu

OCYILIECTBICHUH 00Pa30BaTEILHOTO MpolLiecca 1Mo AUCHHUILINHE
[lepeuenp wnCHONB3yeMBIX HMH(POPMAIMOHHO-CIPABOYHBIX CHCTEM MPEACTABICH B
Tabuie 11.

Tabnuua 11— IlepeueHp nHPOPMALIMOHHO-CIIPABOYHBIX CHCTEM

Ne /it HaumenoBanue

He npenycmorperno

9. MarepuanbHO-TeXHHUeCKas 6a3a
CoctaB  MaTepHalbHO-TEXHHYECKOH  0a3bl, HEOOXOMUMOH ISl  OCYILECTBICHHS
00pa3oBaTesbHOTO Ipolecca 0 AUCIUIUINHE, IPEACTaBIICH B Tadmuiel 2.

Tabnuua 12 — CoctaB MaTepuanbHO-TEXHUYECKOW Oa3bl

Ne HaunmenoBanue coctaBHON 4acTi Howmep ayautopuu
/i MaTepUaIbHO-TEXHHYECKON 0a3bl (TIpy HEOOXOAUMOCTH)

JlexunoHHas ayautopus

2 | BoruucnurensHas 1a00paTopHs ¢ KOMIIBIOTEPAMH,
00bEJMHECHHBIMH B JIOKAJIBHYIO CETh

10. OneHouHbIE CPENCTBA UL IPOBEAEHHUS IPOMEXKYTOUHOIH aTTECTalMU
10.1. CoctaB OLEHOYHBIX CPEICTBUIL IIPOBEJCHHS IIPOMEXKYTOUHOH aTTecTanuu
00y4JaroIInXCs 110 JUCUUIUIMHE NpUBeIeH B Tadmuie 13.
Tabauna 13 — CocTaB OLIEHOUHBIX CPEJCTB [JIsl IPOBEAECHHS IPOMEXKYTOUHOM aTTecTalluu

Bun HpOMC)KyTO‘IHOﬁ aTTCCTallun Hepe'-IGHL OLCHOYHBIX CPEACTB

DK3aMeH Criucok BOIIPOCOB K 5K3aMCHY;

DK3aMeHAIIMOHHbBIC OUIIETHI;
Tectsl.

Beinonnenue KypcoBoi paboTsl OKcnepTHas OLlEHKa Ha OCHOBE TpeOOBaHUil K
COEPKAHUIO KypcoBoOi pabdoThI o

JIUCLMITIIMHE.

10.2. B kauecTBe KpPHUTEpPHEB OLCHKH YPOBHSI C(HOPMHUPOBAHHOCTH (OCBOCHHS)
KOMIIETEHIIMH O0Y4YaroIMMHUCS MPUMEHSETCS S5-0abHas IIKala OLUEHKH C(HOPMHUPOBAHHOCTH
KOMIICTCHIINH, KOTOpasi IpuBe/icHa B Tabnuue 14. B TedeHne ceMecTpa MOXKET HCIIONB30BAThCS
100-0amnpHast  ImKana  MOIYIBHO-PEHTHHIOBOM ~ CHCTEMBl  YHHBEPCHUTETa,  IIPaBUIA
UCIIOJIb30BaHUSI KOTOPOHM, YCTAaHOBJIEHBI COOTBETCTBYIOIIMM JIOKAJIIbHBIM HOPMATHBHBIM aKTOM
T'VAIL
Tabnuua 14 —Kpurepun onieHKH ypoBHS CHOPMHUPOBAHHOCTH KOMITETCHIIUI

Or1eHKa KOMIIETEHINA X .
o ——— apaKTepHCTHKA CHOPMUPOBAHHBIX KOMITETEHIIHIA
— obyuatonuiicsi TIIyOOKO M BCECTOPOHHE YCBOMJ MPOrPaMMHBbIi
Marepuai;
— YBEpEHHO, JIOTHYHO, TIOCJICI0BATEIILHO U TPAMOTHO €T0 U3J1araeT;
COTIIEHOY — OMHpasch Ha 3HAHHMS OCHOBHOW M JIOMOJHUTEIBbHON JIUTEPATYpSI,
GAUTCHOY TECHO NPHBSA3BIBAECT YCBOCHHBIE HAYYHBIC MOJOKCHUS C MPAKTHIECKON
JIeSITEIbHOCTBIO HAMIPABIICHNUS;
— yMeJlo 000CHOBBIBAET M aprYMEHTUPYET BBIIBUI'AEMbIC UM HJICH;
— JIeTaeT BBIBOIBI 1 0000IICHUS;
— cBOOOJTHO BJIaJICET CUCTEMOI! CHIENAIM3UPOBAHHBIX TIOHATHH.
— oOyuaronuiicsi TBEp0 YCBOWIJI MPOTrPAaMMHBIN MaTepHa, PaMOTHO U
10 CYyNIECTBY W3/IaraeT ero, ONHpasCh Ha 3HAaHUI OCHOBHOM
JIUTEPATYPHI;
«XOpomIo» — HE JIONYCKAaeT CYIIECTBEHHBIX HETOYHOCTEH; 3
— YBSI3bIBACT YCBOCHHBIC 3HAHHS C MPAKTHYECKOW AEATEIbHOCTHIO
«3a4YTCHOM
HaIpaBJICHUS,;
— apryMEHTHPYET Hay4HbIe TOJI0KCHUS;
— JIeTaeT BBIBOBI i 0000IICHUS;
— BJIJICET CUCTEMOH CIELHMATM3UPOBAHHbBIX MOHSITHH.
— oOyuaronuiicsi yCBOMJ TOJILKO OCHOBHOHM MpPOrpaMMHbBII Matepual,
[0 CYIIECTBY H3JIaraeT €ro, ONMUpasch Ha 3HAHUSI TOJBKO OCHOBHOM
JIMTEPATYPBI;
— JIONYCKAeT HECYIIECTBEHHBIC OIIMOKNA 1 HETOYHOCTH;
«yJIOBJICTBOPHUTEIIEHO .
GAITOHOY — UCTIBITHIBACT 3aTPYIHEHHs B NPAKTHYECKOM NPUMEHEHHH 3HAHHUN
HAaIpaBJICHUS;
— c1ab0 apryMeHTUpPYeT Hay9YHbIE TTOJIOKCHUS,
— 3aTpyaHsiercs: B GOpPMYJIHUPOBAHUU BBIBOJOB U 0000LICHNIT;
— YaCTUYHO BJIAJICET CUCTEMOH CIIEIMAIN3UPOBAHHBIX MOHITHH.
— oOyuaronuiicss HEe YCBOMJ 3HAYMTENIBHON YacTH MPOrpaMMHOIO
MarepHana;
— JIOMyCKAeT  CYIIECTBEHHbIC  OLIMOKM ¥  HETOYHOCTH  IIpH
«HEYJIOBJICTBOPUTEIIHHOY .
L 3AUTCHOY paccMoTpeHnH po0ieM B KOHKPETHOM HarpaBJIeHHUH; 3
— MCIBITHIBACT TPYJHOCTH B MPAKTHYECKOM NPHUMEHEHUH 3HAHUII,
— HE MOXKET apryMEHTHPOBAThH HAYYHBIE [TOJIOKCHHUS;
— He GOPMYJIHPYET BBIBOJOB M 000OIIICHHIA.

10.3. TunoBble KOHTPOJIBHBIE 3aJaHUS WIIX UHBIE MATEPHAIIBL.
Bompocs! (3anaun) ai1s 3k3aMeHa NpecTaBlIeHsl B Tabmuue 15.

Ta6muma 15 — Borpocs! (3aaun) st sK3aMeHa

[ Ne | Ilepeuenb BonpocoB (3aa4) [is IK3aMeHa | Kon




apryMeHTbl, 000CHOBBIBAIOLINE BEIOOP OTBETA);

1.1

DMZ 510 ...

a) CerMEHT ceT TpaHK, B KOTOPbI mpoxonut, Munys NAT

©0) Oosiee 3alHIICHHBII BAPUAHT TOCTEBOM CETH

B) MapuipyTu3atop ¢ QyHkuusMu Qaiieppoia

T) CeTb, COJIEepIKallas OOIIE0CTYITHbIE CEPBUCHL, U HE UMEIOLIAs
JI0CTyIa B OCHOBHYIO CETh OpraHU3aLuM

OIIK-3

1.2

Kak Ha3pIBaeTCs TOMONOTHS, B KOTOPOH JI00O0# XOCT UMEET MpsSIMOe
COCJIMHEHHE C JIIOOBIM JIPYTUM XOCTOM?

a) pacIIMpeHHas 3Be3/ia

©0) HoJNHOCBsI3aHHAs

B) 3B€311a

T) KOJIBLIO

OIIK-7

13

Kakoe 13 npuBeICHHBIX HIKE YTBEPIKACHUH CIIPABEIIUBO JUIS
onucanus QyHKIMHA KOMMyTaTopa?

a) KoMMyTaTopb! yBeIMYHUBAIOT KOJMYECTBO JOMEHOB KOJUTH3UIT

6) KommyTaTophl 00beMHSIOT B cebe QYHKLNHU CO3JaHUS COCMHEHU T
KOHIIEHTPATOpa ¥ (DYHKLHIO PEryJIMPOBAHNS IIOTOKOB JIaHHbIX,
MPUCYLIYIO0 MapIIPyTH3aTOPY

B) KOMMyTaTOphl yMEHBLIAIOT KOJINYECTBO JOMEHOB KOJUIM3UI

r) KoMMyTaToph! OCyLIECTBISIOT BEIOOP MapIIpyTa Ha 4€TBEPTOM
ypoBHE

IK-1

1.4

C moMOIIBIO KaKO#l TEXHOJIOTMH MOXKHO IepejaBaTh HHYOPMALIHUIO O
mHoxecTBe VLAN no onHOMY (przndeckoMy MOAKIIOUYEHUIO?

a) VVLAN

6) Q-in-Q

B) DT-VLAN

r) SVLAN

IIK-3

n/n MHJMKaTOopa
1 OBOJIONMS KOMIBIOTEPHBIX ceTel OIIK-3.3.1
2 KouBeprenuus cereit T1K-7.3.1
3 WuTtepHeT kak GpakTop pa3BUTHS CETEBBIX TEXHOJIOTUI OIIK-3.B.1
4 CereBoe nmporpaMMHOE o0ecredeHre TIK-1.3.1
5 Puznueckas nepefaya JaHHBIX 10 JUHHUSIM CBSA3U OIIK-7.B.1
6 | Tononorust ¢pu3nueckux cBszei TIK-3.3.1
7 Anpecanys y310B CeTH IIK-1.3.1
8 KomMyTanus KaHaJI0B U ITAKETOB OIIK-7.B.1
9 CpasHeHune Mogaeneii 0S/ISO n TCP/IPI OIIK-7.3.1
10 | CrangapTusauma cetein T1IK-3.3.1
11 | KoavpoBaHue anckpeTHo nHopmaumm OIIK-3.V.1
12 | KoanposaHue aHanoroeom MHpopmaumm OIIK-3.V.1
13 | Ethernet TIK-1.3.1
14 | dunbrpaums Tpaduka TIK-3.3.1
15 | BupTyanbHble nOKanbHble ceTu OIIK-7.3.1
16 | IP-agpecaums TIK-7.3.1
17 | MynbTMNAEKCMpOBaHUE U AeMybTenaeKCUPOBaHMUE MPUIOKEHN OIIK-7.B.1
18 | TpaHcnopTHble NPOTOKObI TIK-1.3.1
19 | UpenTudurkauma, ayteHTMUKaLMA U aBTOPU3aLMA OIIK-7.V.1
20 | MpuHUMMbI 3aLWUTbl UHGOPMALMOHHOMN CUCTEMbI TIK-3.V.1
21 | UHTepHeT Belweit T1K-7.3.1
Bomnpocs! (3agaun) s 3auera / nudd. 3adera npencTasieHsl B Tadnumne 16.
Tabnuua 16 — Borpocs! (3aaun) mist 3adera / nudd. 3auera
Kon
Ne n/n [epeuens Bompocos (3ama4) s 3a4era / audd. 3auera -,
Y4eOHBIM MIaHOM HE MPEIYCMOTPEHO

Ilepeyens TeM JIsi KypcOBOTO HPOEKTUPOBAHUS/BBINOIHEHHS KypcOBOW pPaboThI
TIpeJiCTaBJICHBI B Tabmune 17.
Tabnuua 17 — [epeyeHs TeM i KypCOBOrO IPOSKTHPOBAHHS/BBITIOIIHEHHUS KYPCOBOW paboThI

Ne n/m ¢
KypCOBOH paboThI

IpuMepHSIi epedeHb TeM UL KyPCOBOI'O IIPOEKTUPOBAHHS/BBIIIOTHEHHS

1.5

Kakoii nporokos 00bIMHO HCTIONB3yeTCs AUt CBsI3U Mexxay loT-
ycrpoiictBamMu?

a) HTTP

6) FTP

B) MQTT

r) SMTP

IIK-7

Ha3zsanue paGoTsl: PazpaboTka cTeH1a JOKaIbHOI ceTn

3HAa4YCHHs TapaMeTpPOB:
- KOJIMYECTBO MOJCETeH U yCTPOICTB B HUX;

- CKOPOCTH Ha KOTOPOH paboTaeT CerMeHT CeTH;
- Macka IOACETH.

BapI/IaHTLI 3a[[aHPIﬁ (TGM) -KaXXZ0€ 3a1aHUC COACPIKUT UHAUBUYyaIbHbIC

3agaHue KOMOMHUPOBAHHOTO THIIA C BBIOOPOM HECKOJIBKMX BAPHAHTOB
OTBETa U3 NPEIJI0KEHHBIX U Pa3BEPHYTHIM 000CHOBaHUEM BBIOOpa
IIpounTaiite TeKkcT, BIOCPUTE NPABUIILHBIC BAPHAHTBI OTBETA U
3aMMIINTE aPIyMEHTbl, 000CHOBBIBAIOLIME BEIOOP OTBETOB

2.1

Kaxue yrpo3s! nHOpManMoHHON 6€301MaCHOCTH MOTYT BOSHUKHYTb IIPU
ncrosbp3oBaHuy obmenoctynHsix Wi-Fi cereit?

a) [lepexBaT NaHHBIX 3J10YMBIIUIEHHUKAMU

6) YcranoBka antusupycHoro I10

B) ATtaka «4enoBek nocepeauae» (MITM)

r) CHIDKEHHE IPOU3BOIUTEILHOCTH YCTPOHCTBA

1) YTpara ycTpoiicTsa

e) DDoS-arakal

OIIK-3

Bompocsl Ul npoBefeHMs NPOMEXKYTOYHOM aTTECTAlMM B BHIAEC TECTHPOBAHHSA
TIpeCTaBJICHBI B Tabmune 18.
Tabmuna 18 — [IpuMepHsLii IepedeHb BOIPOCOB JUIS TECTOB
. Kon
Ne i/ ITpumepHsIii nepedeHb BOIPOCOB J1JIsl TECTOB
MHJMKaTOpa

1

3agaHre KOMOMHUPOBAHHOT'O THIIA C BBIOOPOM OJHOTO BEPHOI'O OTBETA
U3 YEeThIPEX MPEUIOKECHHBIX 1 000CHOBaHHUEM BbhIOOpA
IIpounTaiiTe TEKCT, BHIOCPHUTE IPABUIIBHBII OTBET U 3aMMIINTE

2.2

CeteBoii ypoBens Mozenu OSI oTBedaer 3a ...

a) IP-agpecaruio

0) coBmajicHUe YPOBHsI CUTHAJIOB Ha BBIXOJIC U BXO/IE

B) MapUIpyTH3aLUIO

I') JIOTHYECKYIO JIOCTABKY JaHHBIX [0 HauOoJee ONTUMAIBHOMY IYTH
1) MAC-anpecaiuio

OIIK-7




€) KOMMYTAIUI0

2.3

Kax naspiBaetcs [P-anpec, KOTOPBI MOXKET nepeaaBaThes uepes
MapiupyTtu3zaTopsl B HTepHeTe?

a) Oerblii

0) cepslii

B) MapIIPYTU3UPYEMBIit

T) HE MapLIPyTU3UPYEMBbIii

1) yOIMYHBINA

€) IpUBATHbIH

TIK-1

KOHTYP.
D) YcrpoiicTBa B3aMOCBsI3aHbI Y€Pe3 HECKOJIBKO MapIIPyTU3aTOPOB
WJIM KOMMYTATOPOB, YTO NOBBILIAET YCTOWUYUBOCTb CETH.

2.4

YT0 U3 NEPEUUCIICHHOTO ABISETCS IIPOTOKOJIOM IIPUKIIATHOTO YPOBHS?
a) HTTP

0) Netscape Navigator

B) JPEG

r) FTP

1) UDP

e) HTTPS

IIK-3

3.4

CormocraBbTe MPOTOKON U ypoBeHb Moaenu OSI/ISO
1 IIpuxnagHoit

2 TpaHCrIOpTHBIN

3 CeteBoii

a) ICMP

6) SCTP

d) POP3

IIK-3

2.5

Beribepute ycrpoiicta sBistominecs 4acTtbio [0T?
a) YMHas JaMIo4ka

6) CmapthoH

B) YMHBIIi TepMocTaT

r) [Ipunrep

IIK-7

3a/iaHne 3aKphITOrO THITA HA YCTAHOBICHHE COOTBETCTBHUS
IpounraiiTe TEKCT U yCTAaHOBHUTE cOOTBETCTBHE. K Kax 0l mo3uiuy,
JIaHHOH B JIEBOM CTOJIOLE, TOAOEPUTE COOTBETCTBYIOIIYIO MTO3HIUIO B
IIPaBOM CTONOLE

3.5

ComnocraBbTe npoToKoiibl [0T ¢ ux onucaHusIMHU:

1. MQTT

2. CoAP

3. Zigbee

4. LoRaWAN

A) JlerkoBecHbII MPOTOKOJ Mepeiauu COOOIICHHH, YacTO
UCIIONB3YEMBIH JUISl HOAKIIOYEHHUS YCTPOHCTB ¢ OrpaHMYESHHBIMHI
pecypcamu.

B) IIporokon ans nepenayy JaHHBIX HA Majble PACCTOSHUS ¢ HU3KUM
SHEPronoTpedICHUEM, YaCTO HCIIOIb3YEMBIN B YMHBIX JOMaX.

C) IIpoTokou, KOTOPEIH 00ecrIeYMBaET CBA3b Ha OONBIINX PACCTOSHUIX
Y HU3KOH MOLIHOCTH, TOAXOASAIINH IS IPUMEHEHHS B CEJIbCKOM
XO3AHCTBE M TOPOAAX.

D) [Ipotokoun asist yripaBieHus yCTPOUCTBAMH C OrPaHHYCHHBIMH
pecypcaMu B JIOKaJIbHBIX CETSX

TIK-7

3.1

ConocTaBbTe THIIBI aTaK C UX OMHCAHUSIME

1. ®uimHr

2. DDoS-araka

3. Bpenonocuoe 110

a) ATakyolIuii epeHanpasisieT MHOXKECTBO 3alPOCOB Ha CEpBEp C
LIEJIBIO €r0 Meperpy3Ku

6) 3710yMBIIUICHHHK TBITACTCS MONTYYUTh KOH(PUACHIIHATBHYIO
uHpopmanuio, BeiJaBas ceds 3a JOBEPEHHOE JIUIIO

B) [Iporpamma, KoTOpas npeaHa3HaueHa Ui Bpeaa Wik
HECAaHKL[OHUPOBAHHOT'0 JIOCTYIIA K CHCTEME

OIIK-3

3a/laHue 3aKpBITOTO THIIA HA YCTAHOBJICHUE NTOCIEA0BATEIbHOCTU
IIpounTaiiTe TEKCT M YCTAHOBUTE ITOCIIEIOBATEIbHOCTb. 3alUIINTE
COOTBETCTBYIOLILYIO TIOCJIEA0BATENFHOCTh OYKB CJIeBA HANIPABO

4.1

YcTaHoBUTE NPABUIBHYIO MOCIIEAOBATENBHOCTD JEHCTBUH TSt
pearrpoBaHus Ha MHIMACHT HH(OPMALMOHHOH 6e30MacHOCTH:
1. OnieHKa MHIIMICHTA

2. YBeIoMIIEHHE OTBETCTBEHHBIX JIUIL

3. YcTpaHeHue ysi3BUMOCTH

4. JIoKyMEHTHPOBAaHHE HHIUICHTA

5. MccaenoBanne HHIMACHTA

OIIK-3

32

CormocTaBbTe THIIBI CETEH ¢ UX OMHMCAHHSIMHU:

1. LAN

2. WAN

3. MAN

A) Certb, 0XBaThIBatoIas 00JIBIIYIO reorpaduueckyro 001acTh

B) JlokanbHasi ceTh, OXBaThIBaIOLIasi HEOONBILIYIO 00J1aCTh, HAIPUMED,
otuc wim 10M

C) Certb, 0XBaThIBaIOLIAsI TOPOJCKOI palioH

OIIK-7

4.2

YcraHoBUTE NPaBUIIBHYIO IOC/IEA0BATEILHOCTD 3TAINOB IIPU CO3J1aHUU
HOBOH JIOKaJIbHOH CETH:

1. ITon6op 1 ycraHOBKa CETEBOTr0 000PY10BaHUS

2. Hactpoiika IP-agpecauuu

3. IlogxiroyeHue ycTpoiicTB K ceTn

4. IIpoBepka paboTOCIOCOOHOCTH CETU

5. JIOKyMEHTHpPOBaHHE HACTPOEK

OIIK-7

33

CormocraBbTe BUABI CETEBBIX TOMOJOTHIA C X XapaKTEPHUCTHKAMHU:

1. 3Be3nna

2. [lluna

3. Konb1o

4. Slueucras

A) Bcee ycrpoiicTBa MOAKIIOYEHBI K IEHTPAIEHOMY Y3I1y.

B) YcrpoiicTBa moaKI04eHBI OCIEI0BATEIBHO, M €CIH OJJMH U3 HUX
BBIXOJIUT U3 CTPOS, CETh MOXKET OCTaThCsl HEpabOTOCIIOCOOHOH.

C) Kaxipi#i y3en coefiiHeH ¢ JByMsl IPYTHMHU, CO3/1aBasi 3aMKHYThIi

TIK-1

43

YcraHoBuUTE NMPaBUIIBHYIO HOCIEA0BATENBHOCTD IPOLIecca Mepeaaiun
nanHeIx Mo cetu TCP/IP:

1. Paznenenue naHHbIX HA MAKETHI

2. Ycranoka coenunenus (handshake)

3. Ilepenava makeToB yepes3 ceTh

4. O0paboTka U cOOpKa MOJYYECHHBIX TAKETOB

5. 3aKpbITHE COCANHEHUS

TIK-1

44

Pacnonoxwure yposuu mogenn OSI/ISO B npaBuiibHOM MOpsaKe
a) ceTeBOU
0) npuKIIaAHON

IIK-3




B) usnueckuit

I') TPAaHCHIOPTHBII

1) CEaHCOBBIH

€) KaHaJbHBIN

) YPOBEHb IPEICTOBICHUI

4.5 VYcraHOBHUTE MPAaBUIILHYIO NTOCIEN0BATENILHOCTD 3TAlOB IPU IIK-7
pasBepThiBaHuu perienus [oT B kommaHuu:

1. Onpenenenue 1eabHOTO IPOEKTa

2. Be16op HEOOXOIUMBIX YCTPONUCTB

3. Pa3paboTka HHPPACTPYKTYpHI It cOOpa JaHHBIX
4. TecTupoOBaHHE CUCTEMBI

5. AHanu3 JaHHBIX U OPUHSITHE PEHICHUI

5 3anaHue OTKPHITOTO THIIA C Pa3BEPHYTHIM OTBETOM
TIpounTaiiTe TEKCT M 3aMUILUTE Pa3BEPHYThI 000CHOBAHHBIH OTBET)
5.1 Pacckaxkure o pa3nmHYHbIX METOAaX o0ecneueHus! 0€30MacCHOCTH CETH. OIIK-3

Kakue TexHOIOrnu ¥ NpakTUKy Hanbouiee (G GpEeKTHBHBI A5 3aLIUTHI OT
BHEILIHUX U BHYTPEHHUX yrpo3?

52 O0bsacuute pasauny Mexxny 1Pv4 u IPv6. Ilouemy 6bu1 BBesieH IPVO, OIIK-7
KaKHe IPOOJIEMBI PEIIAET 9TOT MPOTOKOJ

53 Onuute, kak padorarot npotokosisl TCP u UDP. B yem nx ocHoBuble | [TK-1
pa3NIUYug U B KAKHX CIIy4asx cIeAyeT MPEnodecTb OJUH IPOTOKOI
Apyromy

54 Omnumiure, yto Takoe NAT (Network Address Translation), kak ox IIK-3

pa60TaeT U U1 Y€T0 MCIIOJIB3YETCS B CETCBBIX TCXHOJIOTHUAX. B uem ero
IIPpSUMYIICCTBA U HCI[OCTaTKI/I?

5.5 KakoBbl OCHOBHBIE BBI30BBI, C KOTOPBHIMH CTaJIKUBACTCsl 0€301aCHOCTD TIK-7
ycrpoiicte MHTepHera Bemeid? [IpuBenute npuMepsl U MPEIOKUTE
BO3MO)KHBIE IyTH UX PEIIEHNUS]

[lepeueHb TeM KOHTPOJBHBIX PA0OT MO AMUCUUILUIMHE OOYYarOUIMXCs 3a04YHOI (OpMBI
00yueHus, IpecTaBlIeHb! B Tabauue 19.

Tabnuua 19 — [lepeyeHb KOHTPOJIBHBIX padoT

Ne /i IlepedeHb KOHTPOJIBHBIX paboOT

He npeaycmotpeno

10.4. Meroauueckue  Marepualbl,  ONPEACIAIOMNE  HPOLEAYpPHl  OLEHWBAHHS
MHIMKATOPOB, XapaKTePU3YIOIMX JTambl (OPMUPOBAHMS KOMIIETCHLHUH, coaepxatcs B
JIOKaNbHBIX HOpMAaTHBHBIX akTax [ YAII, pernaMeHTHpYIOIIMX HOPSIOK M IPOLEAypy
TIPOBEJICHUS TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH M MPOMEXXYTOYHOM aTTecTallni 00yJaromuxcst
T'YAIL

11. MeTtonuueckue YKa3zaHus OJist 06y‘IaIOHII/IXC$I 110 OCBOCHHUIO TUCIIUITIMHBI

11.1. Meroauueckne yka3aHus I8 OOy4aromIMXCA II0 OCBOCHHIO JIEKIHOHHOTO
MaTepuana.

OcHOBHOE Ha3HA4YCHUE JICKIIMOHHOTO MaTepuajia — JIOTUYECKH CTPOiHOE, CHCTEMHOE,
nIyOOKOe W SICHOE W3JIOKeHME ydeOHoro marepuana. HasHaueHHe COBpPEMEHHOH JICKIMH B
paMKax AMCLMIUIMHBI HE B TOM, YTOOBI MOJYYHUTb BCIO MH(OPMALMIO MO TEME, a B OCBOCHHHU
(GyHIaMEHTANbHBIX NPOOJIEeM AMCLUHUIUIMHBL, METOJOB HAy4YHOrO IO3HAHMS, HOBEHILIMX
JIOCTHXXECHUH HaydHOW MbIcn. B yueOHOM mpomecce JEKIHs BBINOIHACT METOMOJIOIMYECKYIO,
OPraHu3alMOHHYI0 U MHOPMALMOHHYIO QyHKUMH. JIeKIHs pacKkpblBaeT MOHSATHUHHBINA anmnapat

KOHKPETHO!M 00J1acTH 3HaHUs, €€ MPOOJIEMbl, JaeT LEeIbHOE MPEACTaBIEHHE O TUCIHUILIHHE,
MOKa3bIBACT B3aUMOCBSI3b C IPYIUMHU JUCHHUILUTHHAMH.

Ilnanupyemble pe3yabTaThl IPU OCBOSHUH 00YYAIOUIMMHUCS JIEKIIMOHHOTO MaTepHaa;

— TIOJY4eHHWE COBPEMEHHBIX, LEJNOCTHBIX, B3aMMOCBS3aHHBIX 3HAHHM, YPOBEHb
KOTOPBIX OIpe/elIsieTCs LeJICBON YCTAHOBKOM K KaX10i KOHKPETHOI TeMe;

—  TOJIy4EHHE OIbITa TBOPYECKOM pabOThl COBMECTHO C MPENOaBATENIEM;

— pasBuTHE NPO(ECCHOHANBHO-/CIOBBIX  KAa4yecTB, JIOOBH K  MpeIMETy |
CaMOCTOSITEIILHOTO TBOPYECKOTO MBILIICHHSI.

— MosIBJIEHHE HEOOXOIUMOro HHTepeca, HEOOXOAUMOTro ISl CaMOCTOSITENBLHOM PaboThI;

— TOJyYeHHE 3HAHHH O COBPEMEHHOM YPOBHE PasBHTHS HAYKM U TEXHHKH U O
NPOTHO3€ WX Pa3sBUTHUS Ha OJIHMKAKMIINE TOIbI;

— Hay4HThCSl METOAMYECKH 00pabarhiBaTh MaTepuan (BBLICIATH IJIaBHBIE MBICIH U
MOJIOXKEHHSA, TPUXOJUTh K KOHKPETHBIM  BBIBOJAM, [MOBTOPATH HMX B  PA3HYHBIX
(bopMyIIpoBKax);

—  IOJy4eHHE TOYHOTO MOHUMAHHs BCEX HEOOXOIUMBIX TEPMUHOB M MOHSTHIA.

JIeKIMOHHBI  MarepHall MOXET CONPOBOXKIATHCSA JAEMOHCTpauMeil cnaiiioB U
MCIIOJIb30BAHUEM  PA3JaTOYHOr0 MarepHana IpH TMPOBEIAECHHH KOPOTKHUX JAMCKYyCCHH 00
0COOEHHOCTSX MPUMEHEHHS OT/ICIbHBIX TEMATHK 10 JUCIMILIHHE.

CrpyKTypa IpeaocTaBaeHus JIEKIHOHHOTO MaTepHaa:

- H3JI0KEHHH TEOPETHUYECKHX BOIPOCOB;

- OTBETax Ha BO3HHUKAIOIKE BOMPOCHI 110 TEMaM JIEKIIUHA;

- ONHCaHHU METOOB, AJITOPUTMOB U CIIOCOOOB K PELICHHIO KOHKPETHBIX 3a1a4;

- 0000LIEHHH H3J1araeMoro MaTepuaja, Jafollee LEeJOCTHOEe MpPEACTaBICHHE O

H3y4aeMOM Kypce.

11.2. Meroauueckne yka3aHHS AJIsI OOy4aroNIMXCsS IO IMPOXOXKJICHUIO IHPaKTUYECKUX
3aHATHH

[IpakThueckoe 3aHATHE SBISETCS OAHOM M3 OCHOBHBIX ()OPM OpraHM3aluu yuyeOHOro
TIporiecca, 3aKII0YaoIasicsl B BHIIIOJIHEHUH 00yJaroIMMUCS 10]] PyKOBOACTBOM IIPETIOIaBaTels
KOMIUIEKCa Y4eOHBIX 3aJaHMH C LEeNbl0 YCBOGHUS Hay4HO-TEOPETHYECKHMX OCHOB Y4eOHOM
JUCLHUILIMHBI, TPUOOPETEHHsT YMEHUIH U HAaBBIKOB, OIbITA TBOPUECKON JEATEILHOCTH.

Lenpro MpaKTUYECKOTO 3aHATHS JUI 0OYJarOLIErocs ABJISACTCS IPUBUTHE 00YJaIOIUMCS
YMEHUH U HaBBIKOB MPAKTUYECKOI NesTEIbHOCTH IO U3y4yaeMOi TUCIIMIUIMHE.

[InanupyemMsie pe3yabTaThl IPH OCBOCHUH 00YYaOIIMMCS IIPAKTUIECKUX 3aHATHH:

— 3aKpeluieHue, yriyOJeHue, paclIMpeHue W JeTajau3alus 3HAaHUH TP pelIeHUu
KOHKPETHBIX 337124,

— pa3BUTHE MO3HABATENbHBIX CIOCOOHOCTEH, CaMOCTOATENBHOCTH  MbILLICHHUS,
TBOPYECKOH aKTHBHOCTH;

— OBJIQJICHUE HOBBIMH METOJAMU M METOJMKAMU H3Y4eHUs] KOHKPETHOI y4eOHOi
JMCLUILIMHBI;

— BBIpabOTKa CIIOCOOHOCTH JIOTHYECKOTO OCMBICICHUS IIOJYYEHHBIX 3HAHUHA IS
BBINOJIHEHHS 3a/IaHHUIH;

— olecrieyeHHe PalMOHAIBHOTO COYETAHUs KOJUICKTUBHOW W WMHIMBHIYaJIbHOH (OpM
o0ydeHus.

TpeboBaHus K IPOBEICHHUIO NPAKTUYECKHUX 3aHATHH

Hsnoxensl B yue6. mocobun Kamoxusiit B. I1., Ocunos JI.A. AnMunucTpupoBaHue
uHpopmannonusix cereit: Yued. ITocodue. / CITIOI'YAIL CII6., 2010. 96 c. Ilpunoxens 1. 2, c.
81 -87.

11.3. Meroauueckue ykazaHus A OOYYaIOMIMXCS IO IMPOXOXKICHUIO KypPCOBOTO
MPOCKTUPOBAHHSI/BBITIOJIHEHHST KYPCOBOI pabOThI



KypcoBoii npoekt/ paboTa NpOBOAUTCS C LIENbI0 (OPMUPOBAHUS Y 00yUarOLIMXCS OTbITA
KOMIIJIEKCHOTO PEIECHNUsI KOHKPETHBIX 3a/1a4 PO ECCHOHAIBHON AESITEIbHOCTH.

KypcoBoii mpoekt/ paboTta Ho3BOJISIET 00yYaIOMIEMYCs:

— CHUCTEeMAaTHU3HpOBATb W 3aKPENUTh IOJYYEHHbIE TEOPETHMYECKHE 3HAHUA U
MPaKTHYECKUe YMEHHs N0 NPOPECCHOHANBHBIM YYEOHBIM [HUCUMILIAHAM M MOIYJISIM B
COOTBETCTBHU € TPEOOBAHUAMU K YPOBHIO MOJTOTOBKH, YCTAHOBJICHHBIMH IIPOrPaMMON yueOHOM
JUCLHUIUIMHBIL, [POTPaMMOM  TOATOTOBKM  CHELHAJINCTa  COOTBETCTBYIOLIETO  YPOBHS,
KBaJM(pUKALUH;

— TNPUMEHHUTb MOJIYYEHHBIC 3HAHUS, YMEHHMS M NPAKTHYECKHH ONBIT MPU PELICHUU
KOMIUIEKCHBIX 33/1a4, B COOTBETCTBHH C OCHOBHBIMH BUIaMHU NPO(ECCHOHATBHON NS TENbHOCTH
10 HAINPaBJICHHUIO/ CIIEHAIBHOCTH/ IIPOTPaMMe;

—  yryOHuTb TEOPETHYECKHE 3HAHUSI B COOTBETCTBHHU C 3aJaHHON TEMO;

— chopMupoBaTh yYMEHHS TNPUMEHATH TEOPETHYCCKHE 3HAHMS TPU  PELICHUU
HECTAaH/IapTHBIX 3a/1a4;

— [pUOOpECTH OMNBIT AHAIUTHYECKOW, pPacu€THOW, KOHCTPYKTOPCKOW paboThl U
copMHUPOBATH COOTBETCTBYIOINE YMEHHUS;

— chopMupoBaTh yMEHHS pPabOThl CO CIELHATIFHON JIUTEPaTypOH, CIPABOYHOM,
HOPMATHBHOH ¥ NPaBOBOW IOKyMEHTALMEH 1 MHBIMU MH(OPMAIIMOHHBIMU HCTOYHUKAMU;

— chopmupoBath yMmeHHs (OPMYJIHPOBATH JIOTHMYECKH OOOCHOBAHHBIC BBIBOJBI,
NPEUI0KEHNS U PEKOMEHIALIMH 110 PE3yJIbTaTaM BBIIIOJIHEHHs pabOTBI;

—  Ppa3BHUTh NPO(ECCHOHANBHYIO MMCHMEHHYIO M YCTHYIO pedb 00yJaromierocs;

— Pa3BUTh CHUCTEMHOE MBIIIJICHHE, TBOPYECKYI0 WHHIHMATHBY, CAaMOCTOSTEIBHOCTb,
OPraHM30BaHHOCTb U OTBETCTBEHHOCTD 3a PHHUMAEMBbIE PELLICHHUS;

— chopMupoBaTh HaBBIKM IUIAHOMEPHOI peryiaspHOi paboThl HajJ pEIICHHEM
MOCTaBJICHHBIX 33/1a4.

CTpyKTypa NOSCHUTEIPHON 3aNHCKH KYPCOBOTO IIPOEKTa/ paboThl
Ilpy BHINONHEHUM KypcoBOH pabOTBI HAa TeMy, CBA3aHHYI0 C pa3pabOTKOU
MHGOPMAIMOHHBIX TEXHOIOTUH JUIL KOHKPETHOH (DHPMBI IpelaraeTcst clIepyromas CTpyKTypa
MOSCHUTEIILHON 3aIUCKH:
Beenenne
1.BbIOOp TEXHOIOTHH MTOCTPOCHUS JIOKAJIBHOM CHUTH
2.060cHOBaHKE BHIOOpA CETEBOM ONEPALUOHHON CHCTEMBI
3.0060cHOBaHuE BBIOOPA CETEBOTr0 000PY10BaHUS
3.1BbI100p aKTHBHOTO CETEBOTr0 000PYI0BAHHS
3.2Bp160p NaccCUBHOIO CETEBOT0 000PYIOBaHUS
4.Jloruyeckuit pacueT 00bEAUHEHHOMN CETH
5.Peanu3anus ceTeBbIX HACTPOEK
3akiroucHne
CnHCOK HCTIONB30BaHHBIX HCTOYHHKOB
Tpunoxenue A (Cxema 00beIMHEHHO JIOKATbHOW CETH)
IIpunoxenue B (Ilpumep HacTpoiiku unrepdeiica ceppepa)
IMosicHuTenpHAs 3amUCKa JOJKHA BKIIOYATh B ceOs: TUTYJIBHBIH JIHCT, COAEp)KaHHE,
CIIICOK HCIIONIb3yeMBIX COKpAILCHHMI, 3ajaHue, BBEICHHE, TPU pasjiesa, 3aKII0ueHHe, CIIHCOK
HCTOYHUKOB H IIPUIO>KCHHUS.

TpeGoBanus K 0OPMIICHHIO HOSCHUTSIBHOM 3aIHUCKU KYPCOBOTO IPOCKTA/ PAOOTEI

OcdopmieHre MOSCHUTENBHOH 3aIMCKU CIENYyeT BBIIONHATE B COOTBETCTBHH C
tpeboBanumsmu  [OCT 732 - 2017, npeacraBneHHbiMu Ha  caidite ['YAII
https://guap.ru/standart/doc

11.4. Meroauueckue yka3aHust [Jisi 00Y4aroIIuXCsl MO MPOXOKACHHIO CAMOCTOS TEIBHOM
paboTsl

B Xoje BBINOIHEHUS] CAMOCTOSITENBHON PabOThI, 00yJarONIUHCS BBIIOIHIET PaboOTy IO
3aJaHMIO M NIPU METOIMYECKOM PYKOBOACTBE IpernojaBarels, HO 0e3 ero HenocpeaACTBEHHOIo
y4acTusl.

Jlns oOyuatomuxcst 1mo 3a04HOM (hopme OOydeHHs, caMOCTOSTENbHas padoTa MOXKET
BKJIFOUYATh B ce0si KOHTPOJIBHYIO padoTy.

B mpomecce BBINOTHEHUsI CaMOCTOSTENBHON paboThl, y oOydaromierocsi GpopMupyercs
1es1eco00pa3Hoe MIIaHUPOBaHUE PabovYero BpEMEHH, KOTOPOE TMO3BOJISIET UM Pa3BUBATH YMEHHs
U HaBBIKM B YCBOGHMH M CHCTEMATH3allMH MPUOOPETaeMbIX 3HAHUH, 00ECHeYMBAET BBICOKUM
YPOBEHb YCIIEBaEMOCTH B IIEPHOJ] OOYYCHHMs, IIOMOTaeT IIOJYYUTh HABBIKM IIOBBIIICHUS
podecCHOHANIBHOTO YPOBHSI.

MeroguyeckuMl ~ MaTepHajaMy,  HAlpaBIIOIIUMH  CaMOCTOSTENBHYI0  pabory
00yJaIOMIHX CAABIIAIOTCS !

—  y4eOHO-METOANYECKUi MaTepuall 1o JUCLMIUIHHE;

— Omudep, B. I'. Komnbrorepubie cetu : [IpuHIMIIBI, TEXHOJIOTHH, MPOTOKOJIbI:
yuebnoe nmocobue/ B. T'. Onudep, H. A. Onudep. - 4-e uzn. - CI16. : [IUTEP, -

—  AJMUHHCTpHpOBaHHE HH(OPMALMOHHBIX cUCTEM: Kypc jiekiuit / Kamroxusiit B.IT. —
CII6. I'VAIL 2019. - 35 c.

11.5. Meroauueckne ykazaHus JUIA OOYYalOIIMXCS 110 IPOXOXKICHUIO TEKYIIETo
KOHTPOJISl yCIIEBAEMOCTH.

Texymuii KOHTPONb YCHEBAEMOCTU IpeIyCMaTpUBACT KOHTPOJIb KauecTBa 3HAHUH
00y4aromuXcs, OCYHIECTBISIEMOr0 B TEUCHHUE CEMECTPA C IIEIbI0 OICHUBAHUS XOJa OCBOCHUS
JMCLUTIIMHBI.

Cucrema OLIEHOK IPH NPOBEICHIH TEKYIETO KOHTPOJIS OCYLIECTBIISICTCS B COOTBETCTBUH
¢ tpeboBanmsimu [lonoxenuit «O TekymeM KOHTPOJIE YCHEBAEMOCTH W HPOMEXKYTOUHOH
aTTecTalnu cTyJAeHTOB 1 acnupanToB 'Y AT, oOyuaromuxcs mo o0pa3oBaTesibHBIM IpOrpaMMam
BeICIIEro oOpa3oBaHus» U «O MOIYJIBHO-PEHTHHTOBOM CHCTEME OLCHKM KadecTBa ydeOHOI
pabotsl crynenToB B ['YAID». Pe3ynbTarhl TeKyIiero KOHTPOJIS YCIIEBAEMOCTH YYHTBIBAKOTCS
OpY TNPOBEACHUU IPOMEXKYTOYHOM AaTTECTALMU HapsQy C OTBETaMU Ha DK3aMEHALMOHHbIC
BOIIPOCHI, IIOCKOJIbKY OTPakaroT ¢(hOPMHPOBAHHOCTD IEPEUUCIICHHBIX B Ta0J. | KOMIETESHIHIA, C
TOYKHU 3pEHHS NPHUOOPETEHHBIX YMEHUH U HABBIKOB.

11.6. Meroauueckue ykazaHHs JUI1 OOy4arolIMXCs IO IPOXOXKICHUIO MPOMEKYTOYHON
aTTEeCTAIlHH.

[Ipomexyrounas  arrecranusi  OOydYarOIMXCsl ~ NPEAYCMAaTpPHBAaeT  OLICHHBAHHE
TIPOMEXYTOUHBIX U OKOHYATEIIBHBIX PE3YJIbTaTOB 00y4deHUs 1o aucuuiuiHe. OHa BKIIOYAaeT B
cebst:

— oKk3aMeH — (GopMa OLCHKH 3HAHUH, MONYYECHHBIX OOYYaIOIIMMCS B Ipolecce
M3y4eHUs! BCEH NUCHUILIMHBI WM €€ YacTH, HaBBIKOB CAMOCTOSTEIBHONW paboThl, criocoOHOCTH
NIPUMEHATh MX JUIS PEIICHUS NPAKTUYECKHX 3ajad. DJK3aMeH, KakK IPaBWIO, NPOBOAUTCA B
MEPUOJ DK3aMEHAI[MOHHOM CECCHMM M 3aBEpLIAeTCsl aTTECTAlMOHHOW OICHKOH «OTJIIMYHOY,
«XOPOIIOY», KYIOBIETBOPUTEIBHOY, KHEYIOBICTBOPUTEIHHO.



Jluct BHECEHHS N3MEHEHUH B pabouyIo IIPOrpaMMy JUCIUIIIHHBL

Jlata BHECeHUs
M3MEHCHHUH 1
JIOTIOJTHEHUH.

IToamuce BHECIIErO
HM3MEHEHHS

ConeprxaHne U3MEHEHUH U IONOIHEHUH

Jlata u Ne

IPOTOKOJIA
3aceaHus
xadenpsl

Ioxnuce
3aB.
xadepoit




