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AHHOTaUs

Hucuunnuna «KopropaTuBHash 3amura OT BHYTPEHHHX Yrpo3 HHGOpMalUOHHOU
0e30MacHOCTH» BXOJUT B 00pa30oBaTEIbHYIO MPOrpaMMy BBICIIETO 0Opa30BaHUsI — MPOrpaMmy
OakanmaBpuaTa 1O HarpasiieHHt0 moAarotoBku/ crueruanbHocTH 10.03.01 «MHpOpManmnoHnHas
0€3011aCHOCThY HampaBjIeHHOCTH/criennanu3anud  «be30macHOCTh KOMITBIOTEPHBIX CHCTEM.
Hucnurmuna peanusyercs kadeapoit «Ne33».

JucuuminHa HameneHa Ha GOPMHUPOBAHKE Y BBITYCKHUKA CIICIYIOIIMX KOMIICTCHITHIA:

[TIK-7 «KoprnopaTuBHasi 3aiTa OT BHYTPEHHUX YIp0O3 HHPOPMAIIMOHHON 0€30IacCHOCTHY

Copepxanue TUCIUILUIMHBI OXBATHIBAET KPYT BOMPOCOB, CBS3AHHBIX C BBIOOPOM PEIICHUN
10 MCTOJIb30BAaHUIO CUCTEM 3aIIUTHI HH(GOPMAITUK OT BHYTpeHHUX yrpo3 DLP IWTM.

[IpenogaBanue AUCHUILIMHBI MPEAYCMATPUBACT CICAYIOIIHE (QOPMBI OpPraHU3aAlNUA
yueOHOro mpoliecca: JEeKIIH, J1adopaTopHble paboThl, CAMOCTOSITeNbHAs padoTa 00y4aroIIerocs.

[IporpamMmmMoit AMCHUIUIMHBI MPEAYCMOTPEHBI CIEAYIONIME BHUIbI KOHTPOJIS: TEKYIIHI
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAs aTTecTanus B hopme sk3amena (4 cemectp).

OO0mast TpyA0eMKOCTh OCBOSHUS JMCIMILIMHBI COCTaBIsET 3 3adeTHhIX eawnHmibl, 108
YacoB.

SA3bIK 00y4YeHUs 10 AUCIHUIUIMHE «PYCCKUN»



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHUS 1O JUCIUTIINHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI
Lenpro peanuzanuu MPOrpaMMbl SIBJISIETCS COBEPILICHCTBOBAHME W (MJIM) MOJYYEHUE HOBOMU
KOMIIETEHIIMH, HEOOXOAMMOM JIsi MPOPECCUOHANBHON AEATEIbHOCTH, C YUYETOM CHelH(PUKAUU
cramapta Bopnackmwuic mo xommereHnun «KopropaTuBHas 3amuTa OT BHYTPEHHHX Yrpo3
nH(pOpMaIMOHHOM 0€30IMacHOCTHY.

1.2. JlucuumimHa  BXOOUT B  COCTaB  4YacTH, (OPMUPYEMOH  y4aCTHHKAMHU
00pa3oBaTeNbHbIX OTHOIICHUH, 00pa30BaTENIbHOI MpOrpaMMbl BhICIIEr0 0O0pazoBaHus (nanee —
OIl1 BO).

1.3. IlepeueHb MIaHUPYEMBIX PE3YJITATOB OOYUEHUS MO AUCLUHUIIIMHE, COOTHECEHHBIX C
IUTaHUpYeMbIMU pe3ynbratamu ocBoeHus OIT BO.

B pesynbraTe u3yueHus AMCHUUILIMHBI OOYYAIOUIUICS NOJDKEH 00JanaTh CIEAYIOUUMU
KOMIIETCHIIMSIMY WM WX 9acTaMu. KOMIETeHIINY U WHAUKATOPHI MX JOCTHXKEHUS TIPUBEICHBI B
Tabymue 1.

Tabmuna 1 — [lepeueHs KOMIETCHIINI ¥ UHAUKATOPOB UX JTOCTHXKEHUS

Konu
Kareropus (rpynna) Kon u HauMeHOBaHWE UHIMKATOPA JOCTUKEHUS
HanNMEHOBaHUE

KOMIICTCHIIUHN KOMIICTCHIIU
KOMIICTCHIIUHU

[IK-7.3.1 3HaeT npuHLUIBI TPOSKTUPOBAHMS
CUCTEMBI KOPIIOPATUBHOM 3aIUTHI OT
BHYTPEHHUX YIpO3

[1K-7.3.2 3HaeT OCHOBHbIE (PYHKIIUU CUCTEMBI
DLP IWTM

[1K-7.3.3 3HaTh TEXHOJIOTHH aHaIu3a Tpaduka
pH paboTe NOIUTHUKAMHU UH(POPMAIIHOHHOM
[K-7 0€301aCHOCTH B CUCTEME KOPIIOPATUBHOM
Kopnoparusnas 3aIuThl HH(QOPMALIUN

[TpodeccuonanpHple | 3amuTa OT [IK-7.Y.1 ymeTs pa3pabaTbiBaTh NOJUTHKU
KOMIIETEHIINH BHYTPEHHUX YTPO3 JIEeTEKTUPOBAHUS U OJIOKMPOBKH YTEUEK C
MH(pOpMaLIOHHON ncrnons3zoBanueM DLP-cucrem

0e30macHOCTH [1K-7.Y.2 ymets pabotats B DLP-cucreme ¢
COOBITHUSIMHU, 3aIIPOCAMHU, OOBEKTAMU 3aIUTHI,
MIOJINTUKAMH, CBOJIKAMM, BUJDKETaMH, IIEPCOHAMH
[TIK-7.B.1 BnageTh HaBbIKaMU YCTAaHOBKU U
KoHurypuposanus cucreM DLP IWTM
[1K-7.B.2 BnaseTh HaBbIKaMU cO3/1aHus (GUIBTPOB
JUIS aHAJIM3a [epexBaueHHOTo TpadukKa u
BBISIBJICHHBIX MHIUJICHTOB

2. Mecro nuctutuinHbEL B cTpykType OI1

JuctumimHa MOKeT 0a3upoBaThCS HA 3HAHUSX, paHee MPUOOPETEHHBIX 00yUYaIONTUMUCS
MIPY U3YYECHUH CIEAYIONIUX AUCUUTUIAH:

— «UHDopmanmonHoe paBoy,

— «HuadopMaTUKa,

3HaHUs, TMOJYyYEHHbIE NPU M3YyYEHWHM Marepuana JaHHOM JAMCLMIUIMHBIL, MUMEIT Kak
CaMOCTOATENIbHOE 3HAYCHHUE, TAK M UCIIOJIB3YIOTCS ITPU U3YYECHUU APYTUX AUCUUTLIAH:

— «KowmmnekcHas 3ammTa 00beKTOB HHGHOPMATU3ALIUNY,

— «OcHOBBI ynpaBiieHUs: THHOPMAITMOHHON 0€30MacCHOCTRIOY,

3. OO0BEM | TPYJTOEMKOCTh JUCIIUILTAHBI




JlanHbpie 00 oOmemM oO0beMe AUCHUIUIMHBI, TPYJOEMKOCTH OTAEIbHBIX BHUJOB Y4e€OHOM
paboTHI IO TUCHUIUINHE (M pacHpeaeIeHue 3TOH TPYI0EMKOCTH 110 CEMECTpaM) MPECTABICHBI B

Tabnuie 2.
Ta6ymma 2 — O6beM U TPYJ0EMKOCTh JUCITUTIIUHBI
TpynoeMKocTb 1o
Bun yueGHO# paboThI Bceero cemMecTpam
Ne4
1 2 3

Oowan mpyooemKocmp oucCyunIuHbl, 3/ 108 3/ 108
3E/ (4ac)
H3 Hux uacoe npakmuueckoi no020moeKu 34 34
AyoumopHhuie 3anamus, BCETO 4ac. 51 51
B TOM YHCJIE:

nexuun (JI), (gac) 17 17

npaktudeckue/cemunapckue 3aaarus  (113),

(gac)

naboparopusie padbotsl (JIP), (dac) 34 34

KypcoBoii npoekT (pabdota) (KII, KP), (gac)

9K3aMeH, (Jac) 27 27
Camocmosmenvnas paboma, Bcero (dac) 30 30
Buo npomesicymounoit ammecmayuu: 3ayer, k3 k3
nudd. 3auer, sx3amed (3auer, [udd. 3au, Dk3.) " ”

4. ConepxaHue JUCIUTUTHHBI
4.1. Pacnpeznenenue TpyI10€MKOCTH JTUCHUILIMHEI 110 pa3eiaM U BUAaM 3aHATUMN.
Pa3nensbl, TeMbl AUCHUIIIMHBL U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Tabnuna 3 — Pa3aensl, TeMbl AUCIUILIUHBL, UX TPYAOEMKOCTh

Pa3nensl, TeMbI JUCLIUILINHBI Jexunn | 113 (C3) P KIVKP CP (gac)
(dac) (dac) (qac) (qac)
Cewmectp 4
Moayne 1. CtangapTsl npohecCHOHATHLHOTO
JBIDKEHU 1o KomrereHuun «KoprnopaTusHas 3amunTa 1 1
OT BHYTPEHHHX yrpo3 HH()OpMaIMOHHOM
Oe3onacHocthy. Paznensl cnenupukanin
Mogynb 2. TpeboBaHust OXpaHbl TPYIa H TEXHUKH 1 1
0e3omacHOCTH
Monyins 3. CoBpeMEHHBIE TEXHOJIOTHH B
npodeccuoHanbHOM chepe. OCHOBBI 3aLTUTHI 5 2 4
WHQOPMAIUK OT BHYTPEHHHUX YTPo3 HHPOPMAIIMOHHOM
0e3omacHOCTH
Monyinb 4. OcHOBBI TU(POBOI THTHEHBI 2 4 4
Mopnynb 5. YcTaHOBKa, KOH(PUTYpHUpPOBaHHE U
yCTpaHEHUE HEUCIIPABHOCTEH B cUCTEME 2 6 5
KOPIOPAaTHBHOMN 3aIUTHI OT BHYTPEHHHUX YIPO3.
Mopnyinb 6. TeXHOIOTUM areHTCKOrO MOHUTOPUHTA 2 4 3
Monyib 7. Pa3paboTka mojaMTHK 0€30MacHOCTH, aHAIU3 2 6 3
BBISIBJICHHBIX MHIIUJICHTOB
Mopnyinb 8. TeXHOJIOTUN aHAIN3a U 3aLUTHI CETEBOTO
Tpaduka, KOMIIPOMETAIIUS, MEKCETEBOE 2 6 4
B3aUMOJICHCTBUE U TYHHEINPOBAHHE




Monyns 9. ObcnenoBanue (ayIuT) OpraHU3aLny C

IEIIbIO 3aIUThI OT YIPO3 HHPOPMAIIMOHHON 3 6 5

0e30MmacHOCTH

Htoro B cemectpe: 17 34 30
Htoro 17 0 34 0 30

IIpakTnyeckass MOATOTOBKA 3aKJIIOYAcTC B HENOCPEACTBEHHOM  BBIIIOJHEHUHU
Oo0y4yaromMMHUCs  OMNpENEeNeHHBIX  TPYIOBBIX  (YHKUMH, CBSA3aHHBIX C  Oya;ymiei
npo¢eCCHOHATIBHON 1A TEbHOCTBIO.

4.2. CopnepxaHue pa3/ieJoB U TEM JICKIIMOHHBIX 3aHSATHH.
ConepxaHue pa3zieiioB M TeM JICKIIMOHHBIX 3aHITHI IIPUBEICHO B Ta0OHIIE 4.

Ta6mmma 4 — ComepxaHue pa3aesioB U TeM JEKIIMOHHOTO UK

HOMep pasaciia Hazpanue u COACPIKAHUC Pa3acCIOB U TEM JICKIHMOHHBIX 3aHATHH

1 Mopayas 1. CtanaapTsl npogeccuoHaJIbHOT0 IBHKEHUS 110
koMneTeHun «KopnopaTuBHasi 3alIuTa OT BHYTPEHHUX
yrpo3 uHopMannoHHo# de3onacHocT». Pasiennl
cneurpurkanumn

Tema 1.1 Cnenudukanus cTanaapTa KOMIICTCHITMH
«KoprniopaTuBHas 3aiiiuTa OT BHYTPEHHUX yIpo3
nH(OPMaLIMOHHON 6e30MacHOCT» (KOHKYPCHOE 3aaHHe,
TEXHUUYECKOE OMUcaHue, MHQPACTPYKTYPHBIN JIUCT, CXeMa U
o0opyoBaHue pabouuX MeCT, TPEOOBAHUS K TEXHHUKE
0€3011acCHOCTH, KPUTEPUH OLIEHUBAHUS, KOJEKC 3TUKHU, OCHOBHBIE
TEPMUHBI)

2 Mopnyasb 2. TpeGoBaHusi 0XpaHbl TPY/Aa U TEXHUKH
0e3omacHOCTH

Tema 2.1 Kynbrypa 6e3onacHoro tpyaa.

Tema 2.2 OcHoBbI Oe30macHOro Tpyaa 1 3¢ ekTuBHas
opranu3zaius pabodero Mecta B COOTBETCTBUHU CO CTaHapTaMH
po(hecCHOHANBHOTO IBUKEHUS U crienruKaiyei cTaHaapToB
poeCCHOHATLHOTO JABIKEHHS 10 KOMIIETECHITHH.

3 Mopayasb 3. CoBpeMeHHbIe TEXHOJIOTMHU B POo(eccCHOHAIBHOM
cepe. OcCHOBBI 321U THI HHPOPMALMH OT BHYTPEHHHUX yIPo3
HH(OPMALMOHHOK 0€30ITACHOCTH.

Tema 3.1 OcHOBBI 3aIIUTHl KOPIOPATUBHOM HH(pOpMaLIUN

Tema 3.2 [enu, 3a1a4u, CUCTEMBI, METOBI U CPECTBA 3AILUTHI
Tema 3.3 IIpaBoBble OCHOBBI. KiltoueBble arOpUTMBI U CUCTEMBI.
OcHoBHble IOHATHA. be3onacHoCcTh MH(OPMALIMOHHBIX CUCTEM.
Yrpo3sl nuaopmalnonHoi 6e3omacHocT. cTOUHUKHN yrpo3.
Vaszsumoctu. Prucku. Ataku.

Tema 3.4 3amurta nHGOpPMAIIMU OT BHYTPEHHUX yTPO3
MH(POPMALMOHHOM Oe30macHOCTH. BrIsgBIeHHE yTeuek ¢
ucnons3oBanueM TexHonoruu Data Leakage Prevention (DLP).
Teopus u npaktuka npuMmenenust DLP-cuctem.




Mopnyasb 4. OcHOBBI IM(PPOBOI THTHEHbI

Tema 4.1 [udposas ruruena. Kudepyrpossl. Bumsr kubepyrpos.
WuTepHer yrpo3bl. BHenHne (Bpe10OHOCHBIN TPOrpaMMHBIN KO/,
crnam, (pUIIKHT, CETEeBbIC aTaKH, B3JIOM YCTPOHCTBA, B3JIOM
AKKAayHTOB U T.JI.) U BHYTPEHHUE (MHTEPHET 3aBUCUMOCTb,
MHTEpHET IPOKPACTUHALIUSA) UHTEPHET YTPO3bI.
KOMMyHHKaIIMOHHBIE U TEXHOJIOTHYECKNE UHTEPHET YIPO3BI.
Tewma 4.2 IlpaBuna 6e30macHOro MoBeACHHS B ceTH MHTEpHET.
Pa3menienue 1 UCIosIb30BaHNE NEPCOHANIBHBIX U JIMYHBIX
naHHbIX. bezonacHeie maposnu. HacTpoiikyu IpUBaTHOCTH B
COLIMAJIbHBIX CETsX. Pe3epBHOE KOMPOBaHUE.

Tema 4.3 IIporpaMMsbl 3aIIUTHI OT BPEIOHOCHOTO IPOrPaMMHOI0
koza. IIporpaMMsl poauTensckoro KoHTpossa. Cpencraa
mudpoBanus naHHbIX. CpeacTBa GJI0KUPOBAHUS
HEXKEJIaTEJIbBHOTO KOHTEHTa

Moayas S. YcraHoBKa, KOHGUIyPpHMPOBAaHUE H YCTPAHEHH e
HEHCIIPABHOCTEH B CHCTeMe KOPIIOPATHBHOM 321U THI OT
BHYTPEHHHX YI'pPO3.

Tema 5.1 Ycranoska DLP IWTM B BUpTyanbHOM OKPYKEHHH.
Pexxumbl port mirroring u proxy.

Tema 5.2 Kondurypuposanue DLP IWTM

Tema 5.3 McnipaBiieHUE TUIIOBBIX HEUCIPABHOCTEH.

Moayab 6. TexH010ruM areHTCKOr0o MOHUTOPHHI A

Tema 6.1 HazHaueHne areHTCKOro MOHUTOPUHTA. Y CTAHOBKA U
HACTpoiika areHTckoro Monutopunra. urepgeiic konconu DLP
IWDM. Pabota B KOHCOJIM yIpaBiIEHUS ar€HTOM

Tema 6.2 [TonuTUKHM areHTCKOI0 MOHUTOPUHTA, OCOOEHHOCTH UX
HacTpoiiku. Co3ianue u mpoBepka noJuTuk. Co3aHue MOJIUTHK
3alUThI Ha areHTax; @unbTpanus coobiTuil; Hactpoiika
COBMECTHBIX COOBITUI areHTCKOIro M CeTeBOr0 MOHUTOPHHTa,
Pabota ¢ HocuTensmu u yctpoiictBamu; Pabota ¢ daiinamu;
Kontpons npunosxenwuii; Mckinrouenue n3 coObITU nepexBaTa.

Monayan 7. Pa3padoTka moJiMTHK 0€30NACHOCTH, AaHAJIU3
BbISIBJIEHHBIX HHLIMIEHTOB

Tewma 7.1 Pa3paboTka 1 TecTupoBaHUE MOJUTUK B cucteme DLP
IWTM. Pabota c pa3aenoM TeXHOIOTHH CUCTEMBI
KOPIOPATUBHOM 3aIUTHI: KATETOPUH U TEPMUHBI, TEKCTOBBIE
00BekThI; PaboTa ¢ coObITHSIMHU, 3aITPOCHI, OOBEKTHI TIEpeXBaTa,
uaeHTU(HUKAINST KOHTAKTOB B cOObITUH; PaboTa co cBoAKamuy,
BUJKeTaMu, cBojikamu; Pabota ¢ mepconamu; PaboTa ¢
o0bekTamu 3amuThl; [IpoBecTH UMHUTAIINIO TIpolIecca YTEUKH
KoH(uaeHIManbHOM nHpopmanuu B cucteme; Co3iarh
HEMPOTHBOPEYUBHIE TIOJUTUKH, COOTBETCTBYIONNE HOPMATHBHOMN
0a3e ¥ 3aKOHOJIATEIBCTBY; 3aJOKYMEHTHPOBATh CO3aHHBIC
MOJIMTUKU UCTIONB3YS B COOTBETCTBHH C TPEOOBAHUSIMU




COBPEMEHHBIX CTaHIApTOB B OOJIACTH 3aIUTH HH()OPMAIIH.
Pabora c kateropusamu u TepmuHamu; McnonszoBanue
PEryJsIpHBIX BhIpakeHHit; Vcroap3oBaHne MOP(OIOTUIECKOro
noucka; Pabota ¢ rpapuueckumu o0bexTamu; Pabota ¢
BBITPY3KaMu U 0a3 naHHbIX; PaboTa ¢ neyatsiMu u GJ1aHKamu;
Pa6ota ¢ ¢aitnoBeiMu THUIIAMH,

Tema 7.2 Monutopunr Tpaduka. [IpoBepka npumMeHeHUs
MOJINTHK 4-X BUIOB: TpaduK, IEpCcoHbl, Oydep oOMeHa,
nerxkenue (aiinos. Paborta ¢ kpaynepom.

MopnyJib 8. TexH0JIOrHM aHAJM3A U 3ALIUTHI CETEBOIr0
TpaduKa, KOMIpPOMeTalHs, MeKceTeBoe B3auMo/ieiicTBre 1
TYHHeJTUPOBaHHE

Tema 8.1 HaznaueHue MEeXCETEBOr0 SKPAaHUPOBAHUS TS
3alUTHl KOPIIOPAaTUBHOM ceTH. CBEEHUS O CTPYKTYPE CETH;
KitoueBblie y3i1b1 KOpriopatuBHOM ceT; Co3aHue CTPYKTYPBI
3aIIUIIEHHON ceTH; OCHOBHBIE POTOKOJIBI AJI1 TYHHEIMPOBAHUS
Tpaduka; MexcereBoe B3auMO/IEHCTBHE 3aLUIIEHHBIX CETEH;
Komnpomerarus 3aluieHHOro CoeInHEHuU.

Tema 8.2 Coznianue BUPTyaJIbHON YaCTHOW apXUTEKTYpbI
KOPIIOPAaTUBHOM CETU. Y CTAaHOBKA LICHTPA YIIPABICHUS CETHIO;
YcTaHOBKa yIOCTOBEPSIOIIETO LIEHTPA; Y CTAHOBKA
MH(GPaACTPYKTYPHBIX KOMIIOHEHT cucTeMbl; HacTpolika cBsi3eit
nonb3oBareneit; O0paboTka UCKIIOYUTEIbHBIX CUTYaIIH.

Moayas 9. O6cienoBanue (ayauT) OPraHu3aluuM ¢ HeJIbI0
3aIIUTHI OT YIrpo3 HHGpOPpMaMOHHON §e30MacHOCTH

Tema 9.1 [NonsTue ayaura HHPOPMAITMOHHONW OE30MTACHOCTH.
Teopus u mpakTHKa 00CIeIOBaHUS OPTaHU3AINH C IIETTBIO
3aIUTHI OT YTPo3 HHPOPMAITMOHHOM 0€301MacHOCTH

Tema 9.2 3aK0HOIATENBCTBO B O0JIACTH 3aLUTHI
KOH(pHIeHIIMaIbHON nHpopMaru. Buast nadopmarmu
orpaHu4eHHoro goctyna. [lepcoHanbHble JaHHBIE.
Kommepueckas TaiiHa.

4.3. IlpakTtuyeckue (ceMUHAPCKUE) 3aHATUS
TeMbl MpaKTHYECKUX 3aHATHIA U X TPYAOEMKOCTh IPUBECHBI B TAOIHIIE 5.

Ta6J'II/II_Ia 5— HpaKTI/I‘-ICCKI/IC 3aHATUSA U UX TPYAOCMKOCTDb

N3 nux Ne
Ne | Tems! npaktnueckux | @opMbl MPaKTHUYECKUX | TpPYyJOEMKOCTb, |IPAKTHYECKOH |pa3nena
n/m 3aHATUN 3aHATUH (uac) MIOATOTOBKH, | AUCIUI

(gac) JIMHBI

VY4eOHbIM MJIaHOM He MPEAYyCMOTPEHO

4.4. JlabopaTopHbIE 3aHATHS
Tembr 1a00paTOPHBIX 3aHATHIA U UX TPYJOEMKOCTb TPUBEICHBI B TaOIHIIE 6.

Tabnuua 6 — JIaGopaTopHble 3aHATHS U UX TPYIAOEMKOCTb




W3 aux Ne
Ne HaunmenoBanwue 1a00paToOpHBIX padboOT TpynOEMKOCTS, | MPAKTHUCCKOH | pasaena
/o (dac) MOJTOTOBKH, | IHMCIIHI
(dac) JIMHBI
Cemectp 4
1 HacTpoliku npuBaTHOCTH B COLMAIBHBIX 6 3,4
ceTsx
2 YcTaHoBKa v KOH(pHUTYpUpOBaHHE 7 5,6,7,9
koMmnoHeHToB DLP cucTembl
3 TexHOoJIOrnK areHTCKOr0 MOHUTOPHHTA 7 5,6,7,9
4 PazpaboTka u npuMeHeHre MOJIMTHK, aHATU3 8 5,6,7,9
BBISBIIEHHBIX MHIIUICHTOB
5 Co3sanue 3aIuiesHoi ceTeBO 6 8
UHPPACTPYKTYPHI
Bcero 34

4.5. BeInoiHeHHE KypCOBOTO MPOSKTa/ KypCOBO pabOThI

V4eOHBIM IJIAaHOM HE npeaAyCMOTPCHO

4.6. CamocrosrenbHas padoTa 00yJaronIuxcs
Buiel caMocTosITeNbHOM pabOThI U €€ TPYJAOSMKOCTh ITPUBEICHBI B TAOIHUIE 7.

Tabnmua 7 — Bugsl caMocTosTeNbHON PabOTHI M €€ TPYIOEMKOCTb

. Bcero, | Cemectp 4,
Buna camocrostenbHOM paboThI
gac gac
1 2 3

V3y4eHne TeopeTHIecKoro MaTepraina

20 20
qucturaHbl (TO)
IToaroToBKa K TEKYIIEMY KOHTPOJIIIO 10 10
ycneBaemoctu (TKVY)

Bcero: 30 30

5. IlepeueHb yueOHO-METOINYECKOTO OOECTIeUeHUS
JUISL CAMOCTOSTENTEHON PabOThl 00YUAIOIIUXCS TTO TUCIHUIUIUHE (MOIYITIO)
Y4eOHO-MEeTOIMYECKHE MaTepHalbl JUII CaMOCTOSTEIbHOW pabOThl OOyYaromMXCsl yKa3aHbI B
TL.11. pa3aennoB 6-11.

6. IlepeueHp MEYATHBIX M ANEKTPOHHBIX YUCOHBIX U3TaHUN
[lepeuyeHpb neyaTHBIX U SJEKTPOHHBIX Y4eOHBIX M3/IaHUM MpHUBeieH B Tabaule 8.
Tabmuma 8— [lepeyeHp MeYaTHBIX W DJIEKTPOHHBIX YUEOHBIX U3TaHUH

HIudp/
URL anpec

bubnuorpaduueckas ccpiika

KomiuecTBo 3K3eMIUIsIpoB B
Oubmoreke
(KpoMme SIIEKTPOHHBIX
IK3EMIUISIPOB)

https://kb.infowatch.com/
pages/viewpage.action?
pageld=32079878

TexHUYecKas TOKyMEHTAINS 110
pemenuto InfoWatch Traffic Monitor
4.1 [anexTpoHHBIH pecypc]

https://bit.mephi.ru/

A.C. 3aiiiieB, A.A. Maiiok,




index.php/bit/article/
view/14/22

Pa3paborka knaccudpukanuu
BHYTPEHHUX YTP0O3 HHPOPMAITUOHHOMN
0€3011acCHOCTH MTOCPECTBOM
KJIacCU(UKAUY UHITUICHTOB, MOCKBa,
s)kypHai BUT Ne 3 2016 1.
[37eKTpOHHBIN pecypc]|

K61

[IpoexkTupoBaHue 3aIUIIEHHON
BUPTYaJIbHOU CeTH Ha 0a3e MpoyKTa
ViPNet: y4e6.-meton. mocobue / B. C.
Konomoiines. — CII10.: T'YAII, 2023. —
112 c.

50

http://padabum.com/
d.php?id=27762

Ckuba B.I1O., Kyp6aTtos B.A.
PykoBoicTBO 110 3amuTe ot
BHYTPECHHUX YIPO3 UHPOPMALIUMOHHOM
6e3omacunoctu. — CII16.: ITutep, 2008. —
320 c.

FB 3 21-73/68

A. B. Ceprees, E. B. Tpane3nukos, H.
B. MarBeeB 3amura oT BHyTPEHHUX
yrpo3 HHPOPMAITUOHHON
0€30IaCHOCTH C MCII0JIb30BaHUEM
coBpeMeHHbIX DLP-TexHonoruif :
yuebHoe nocooue / A. B. Ceprees, E.
B. Tpanesnukos, H. B. Matees [u
Iip.]; O penakiueit 10KTopa
TEXHUYECKUX HayK, mpodeccopa A. M.
TropankoBa; MUHUCTEPCTBO HAyKU U
BbIcIIero o0pa3oBanus Poccuiickoi
Oenepannn, PenepabHoe
rocyJ1apCTBEHHOE aBTOHOMHOE
00pa3oBaTeNbHOE YUpEXKICHUE
BhIcIero oOpa3oBanusi CaHKT-
[TerepOyprckuii rocyaapCTBEHHBIN
YHUBEPCUTET a3POKOCMUYECKOTO
npubopocTpoeHus. - CaHKT-
[TeTepOypr : 'VAII, 2021. - 202 c.

100

7. TlepedyeHb HIEKTPOHHBIX 00PA30BATEIBHBIX PECYPCOB
UH(OPMAIIMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTu « IHTepHeT»
[Iepeuenn DJIEKTPOHHBIX o0pa3oBaTeNbHbIX pecypcoB UH(pOPMaLOHHO-

TCHCKOMMYHHKaHHOHHOﬁ CCTHU «I/IHTCpHCT»,

npuBeieH B Tabmuie 9.

HCO6XOI[I/IMLIX I OCBOCHHUA JUCIUIIINHBI

Tabmuna 9 — IlepedyeHb 3IEKTPOHHBIX O0pa30BaTEIbHBIX PECYpPCOB HH(POPMALMOHHO-

TEJIEKOMMYHUKAIIMOHHOU ceTh «HTepHeT»

URL agpec

HaunmenoBauue

https://infotecs.ru/products/ | TTpoxykTel u pemerust Infotecs ¢ roxkymenTanueii K HUM

https://kb.infowatch.com/ | ba3a 3nanmii mo npoaykram u perrenusiM InfoWatch




8. Ilepeuens nHDOPMAITMOHHBIX TEXHOJIOTUN
8.1. [lepeyenp mMPOrpaMMHOTO OOECIIEUCHHSI, HCIIOIB3YeMOTO TPH OCYIIECTBICHUH
00pa30oBaTeNLHOTO MpOoIiecca MO AUCIUILTHHE.
[lepedeHp UCIONB3yEeMOTr0 MPOrPaMMHOT0 obecnieueHus npejacrasieH B Tabuuie 10.

Ta6ymma 10— [Tepeyers mporpaMmMHOTO oOecrieueHus

No /it HanmenoBanmue

1 Adobe Reader

2 Wurepuer 6paysep Google Chrome unu Yandex

3 I'uniepusop Oracle VirtualBox Bepcuu we nmxke 5.1.14 unu VMWare Workstation e

Hxke 15

InfoWatch Traffic Monitor

InfoWatch Device Monitor

Bupryansnas mammaa ¢ OC RedHat

Buptyansnas mammaa ¢ OC Windows

N oo A~

I1O Microsoft Office 2023

8.2. [lepeuenn MH(POPMAMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEMbIX npu
OCYIIECTBIICHHH 00pa30BaTEeILHOTO MpoIiecca Mo AUCIHUITITHHE

[lepeyeHp WCMONB3yeMBbIX WH(POPMALMOHHO-CIIPABOYHBIX CHCTEM MPEICTABICH B
Tabymue 11.

Tabmuna 11— Ilepedens HHPOPMATMOHHO-CIIPABOYHBIX CHCTEM

Ne i/t HaumenoBanue

He npenycmorpeno

9. MarepuanbHO-TeXHUYECKas 6a3a
CocraB  MaTepUMAIbHO-TEXHUYECKOH 0a3bl, HEOOXOMUMOW Ui  OCYIIECTBICHUS
00pa3oBaTeNbHOTO Mpoliecca Mo AUCHUILINHE, pecTaBieH B Tabiauuel 2.

Tabmuna 12 — CoctaB MaTepHaIbHO-TEXHHUYECKON 0a3bl

Ne HanmeHnoBaHue cocTaBHON 4acTH Howmep aynuropun
n/m MaTepUaIbHO-TEXHUUECKOM 0a3bl (Tipu HEOOXOMMOCTH)
1 | MyneTumenuitHast JeKIMOHHAS ay TUTOPUS 52-48
KommerotepHsiit knace (He MmeHee 14 KOMIBIOTEPOB) 52-44

10. OueHouHbIe cpeACTBA ISl IPOBEICHUS TPOMEKYTOUHOUN aTTECTAIINH
10.1. CocTaB OIEHOYHBIX CPEIACTBIJIA TPOBEJACHHUS IPOMEKYTOYHOW aTTeCTaIlluu
oOyJaronuxcs Mo AUCUUIUINHE PUBEACH B Tadnuie 13.
Tabmuma 13 — CocTaB OIEHOYHBIX CPEACTB Il TPOBEICHHS MPOMEKYTOYHOH aTTeCTaIluN

Bug HpOMC)KyTO‘lHOﬁ aTTeCTallun HCpC‘-ICHB OIICHOYHBIX CPCIACTB

Cnucok BONpOCOB K IK3aMEHY;
JleMOHCTpallMOHHBIN dK3aMeH (peanu3anus
npoekta DLP-cuctembl) Ha OCHOBE 3aJjaHUi U3
Kowmrnekra orenounoit nokymenraruu (KO/JI)
o komnereniuu WorldSkills
«KopnopaTtuBHas 3ammra oT BHyTPEHHUX

DK3aMeH




\ yrpo3 nHPOPMaIMOHHOM 0€30IMaCHOCTHY.

10.2. B xauecTBe KpUTEpHUEB OIICHKH YPOBHS CGHOPMHPOBAHHOCTH (OCBOCHHS)
KOMIIETCHIIMA OO0y4YaIONIUMUCS MPUMEHSETCS S-O0auThbHas MIKaia OIEHKA cPOpMHUpPOBAHHOCTU
KOMIIETEHIINM, KOTopas npuBeaeHa B Tabnuie 14. B Teyenune cemectpa MOXKET MCIOJIB30BATHCS
100-0annpHast ~ mKama ~ MOAYJIBHO-PEUTHMHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIIA
UCIIOJIb30BaHUsl KOTOPOM, YCTAHOBJIEHBI COOTBETCTBYIOLIUM JIOKAJTbHBIM HOPMATHUBHBIM aKTOM
['YAIL
Ta6mmma 14 —Kpurepuu orieHkH ypoBHS CPOPMUPOBAHHOCTH KOMIIETEHITUN

Or1eHKa KOMITETEHITUH

XapakreprcTrka chopMUPOBAHHBIX KOMITETEHITUI
5-0ayubHas mKana P P (popmpo

OO0yuaromuiicst:

— I71yOOKO M BCECTOPOHHE YCBOMJI MPOTrPAaMMHBIN MaTepHall,

— YBEpPEHHO, JIOTHYHO, ITOCIIE0BATEIHLHO U TPAMOTHO €T0 M3JIaracr;,

— ONMpasiCh Ha 3HAHWS OCHOBHOW W JOMOJIHUTEIBHOU IJIUTEPATYpPHI,
COTIIMYHO» TECHO CBSI3BIBACT YCBOCHHBIC HAYYHBIC TOJOXKCHHUS C MPAKTHYCCKOM
«GaYTEHO» JCATEIILHOCThIO HAIPABJICHHUS;

— yMes0 000CHOBBIBAET M ApTrYMEHTUPYET BBIJBUTACMBIC HM UJICH;

— JIeJIaeT BBIBOIBI M 000OIIEHHS;

— cBOOOJIHO BII4JIEET CUCTEMOM CIEINATM3UPOBAHHbIX TOHATHI.

— paBuWIbHO BRIMOJIHWI OT 90% 1m0 100% TecToBBIX 3a1aHui

OO6yuaromuiicst:

— TBEPJI0 YCBOWJI MPOTPAMMHBIN MaTepual, TPaMOTHO H IO CYIIECTBY
W3JIaraeT ero, ONMpasiCh Ha 3HAHWsI OCHOBHOU JINTEPATYPHI;

— HE JIONYCKAaeT CYIIECTBEHHBIX HETOYHOCTEH;

«XOPOIIIOY — YBSI3BIBACT YCBOCHHBIC 3HAHUS C TPAKTHYECKON JIEATEIHHOCTHIO
«BAYTCHO HaIPaBJICHUS;

— apryMEHTUPYET HAy4YHbIEC ITOJI0KEHUS;

— JIeTIaeT BBIBOJIBI 1 0000IICHNUS;

— BJIQJICET CHCTEMOMU CIIeIINaTN3UPOBAHHBIX TTOHITHH.

— IpaBUWJILHO BRIMOJTHMWI OT 70% 1m0 89% TecTOBBIX 3aaHHI

*%

—06yt1a}01u1/11/1c;1 YCBOUII TOJIBKO OCHOBHOH HpOFpaMMHLII/I MaTrcpuall,
o CYWICCTBY M3JIaracT €ro, OMUpasiChb Ha 3HAHUA TOJIBKO OCHOBHOMH

JIUTEPaTypHI;
— JIOMYCKaeT HeCYIIECTBEHHbIE OIIMOKN U HETOYHOCTH;
«YHOBJIETBOPUTENLHO» | — UCTIBITBIBAET 3aTPYJHEHHS] B INPAKTUUYECKOM IPUMEHEHUH 3HAHUU
<«GAYTEHO» HaIpaBIICHUS;

— cabo apryMeHTUPYET HayYHbIC MTOJIOKEHNS,

— 3aTpyAHsieTcsa B (OpMYIMpPOBAaHUU BBIBOJOB U 0000IIEHUN;

— YaCTUYHO BJIAJIECT CUCTEMOM CIENUATU3UPOBAHHBIX OHATHIA.
— IPaBUJIBHO BBRIMOJIHUI OT 51% 10 69% TecToBBIX 3aAaHMil

— o0ydJaromiics HE YCBOWJ 3HAYUTEIBHOH YacTH MPOTPAMMHOTO
MaTepuana;
— JIOTyCKaeT  CYyIIECTBEHHbIE  OIIMOKM W  HETOYHOCTH  INpHU
«HEYJIOBJIETBOPUTEBLHO» | PACCMOTPEHUH MPOOJIEM B KOHKPETHOM HaIPaBICHHUM;
«HE 3aUTCHO» — HCTIBITHIBAET TPYTHOCTH B MPAKTHYECKOM IPUMEHEHUN 3HAHHIA;
— HE MOXET apryMEHTHPOBATh HAYYHBIE MTOJIOKEHIS,
— He (OpMYIHPYET BHIBOJOB M 0000IICHUH.
— MPaBUJILHO BBINOJIHMWI MeHee 51% TecTOBbIX 3ajaHui

*x

10.3. TunoBble KOHTPOJILHBIE 3a/I1aHUS WM UHBIE MaTEPHAIIBI.
Bomnpocsr (3agaun) ass sK3aMeHa mpeIcTaBIeHb B Tabuie 15.

Tabnuna 15 — Bonpocs! (3agaun) 11 9K3aMeHa

Kon

Ne /it [Tepedens BOmpoOCOB (3a71a49) TSl SK3aMeHA
WHJAKATOpa




TexHOIOrnKM areHTCKOro MOHUTOPHHTA. 3a1aHHs
BBIIOJIHSIOTCS TOJIBKO C IIOMOIIBI0 KOMIOHEHTOB DLP
CUCTEeMBbI. Pe3ynbTaT BRIMOIHEHHS KayKI0TO 3a/1aHUs JOJHKEH
OBITH 3a(PUKCHPOBAH B BUJEC CKPUHIIIOTA, C YKA3aHUEM
YHHUKAJIBHOT'O UMEHH, COOTBETCTBYIOIIETO HOMEPY
BBITIOJIHEHHOTO 3aJaHus (MOAMYHKTa 3a1anusi). 1.
HeoOxoaumo co3naTh HOBYIO MOJUTHKY, TPUMEHUTH €€ K
rpyIie KOMIbIOTEPOB 1o ymoyanuto. [locienyrommue
IpaBuJIa MO 3a/IaHUSM JOJKHBI ObITh T0OOABIEHBI B ATY
noJIuTUKY. 2. Heo0X0IMMO YCTaHOBHUTH JOTIOTHUTEIHHYIO
KOHCOJIb YIIPaBJICHUS CEPBEPOM areHTCKOr0 MOHUTOPUHTA Ha
MalIuHy HApYIIUTEIS IS yIaI€HHOTO J0CTYyNa K CepBepy
areHTcKkoro Monuropunra. [Iposeputs paboTOCIIOCOOHOCTD,
3a()MKCUPOBATH BHITIOJHEHHE CKPUHIIIOTOM 3aITyIIICHHON
KOHCOJIU C YKa3aHueM azpeca. 3. J{is ynaneHHoro
yIpaBieHUs: HEOOXOAMMO CO3/1aTh JOTOTHUTEIHHOTO
JIOKaJIbHOTO o(uiiepa 6e30MacHOCTH I JOCTYIIA K CEPBEPY
areHTCKOr0 MOHHTOPHHTA C MTOJIHBIMH IPaBaMHy Ha
yIpaBJICHUE U POCMOTP pa3zaenos. [Iposeputs
paboTOCIOCOOHOCTD € YJAIEHHON KOHCOJIH, YCTaHOBICHHON
panee. 4. Heo6xoauMo 3anpeTuTh M0JIb30BaThCS
rpaduueckum penakropom OC Windows (MS Paint).
[IpoBeputh pabotocrnocobHocTh. 5. Heo6xommumMo 3anpeTuTh
CO3/1aHME CHUMKOB DKpaHa B TAOIWYHBIX MPOLIECCOpax s

npeaoTBpaliCcHud YTCUKU CCKPECTHLIX pacy€TOB U 0a3 JaHHBIX.

[TpoBeputh padoTocnocoOHOCTh. 6. Heo0X0a1MMO OCTaBUTh
Ha KOHTPOJIb Oy(dep oOMEeHa B TEKCTOBBIX MPOIIECCOpax.
[TpoBepuTh paboTOCIOCOOHOCTDH U 3a(PUKCHUPOBATH
BBITNIOJTHEHNE 3aHECEHNEM apbl cOObITHI B BeO-KoHCOJIb DLP
cepBepa Ha Jto0ble MoNUTUKY. 7. Heo0XoauMo 3anpeTuTth
NevaTh Ha CETEBBIX MPUHTEpaX. 3apUKCUPOBATH CO3AaHHE
HOJUTHUKU CKPUHIIOTOM. 8. HeoO0X0[MMO OCTaBUTh Ha
KOHTpOJIb I1e4aTh JOKyMEHTOB Ha npuHTepax. [IpoBeputh
paboTocnoco6HOCTh. 9. Heo6Xx01MMo ycTaHOBUTh KOHTPOJIb
3a KOMITBIOTEPOM MOTEHIMAILHOTO HAPYILIUTENS B CIydae
UCIOJIb30BaHUs Opay3epa MyTeM CO37aHHsl CHUMKOB KpaHa
KaxJple 15 cexyHa Wi mpu nepexoie Ha Ipyryro CTpaHuIly.
[TpoBepuTh paboTOCIOCOOHOCTH U 3a(PUKCHUPOBATH
BBITNIOJTHEHHE, YTO CHUMKH 3KPaHa U3 3a/laHus MOSBIISIOTCS B
BeO-koHcom DLP-cepsepa. [lonTBepauTh BhINONIHEHNE
3agaHus ckpuHIoramu. 10. 3abmokupyiTe 10CTYI K
CD/DVD Ha KIMEeHTCKOM KOMIbIOTepe (BUPTyalbHOU
mamunae). [IpoBeputs padborocnoco6HocTh. 11. Ha Mammne
HapyLIUTENs HE0OX0MMO 3alpeTUTh UCTI0Ib30BaHue Oydepa
oOMeHa Ipy MOJKIIFOUEHUH K yJaJIeHHbIM MalliHaM I10
npotokosry RDP. ITpoBepuTh paboToCnocoOHOCTS.

[1K-7.3.2
[IK-7.¥.1
I1IK-7.Y .2
[IK-7.B.1

YcraHoBKa U KOH(pUrypupoBaHrue KOMIoHeHToB DLP
CUCTEMBI.

1. [TpoBecTu kKoHUTYpaLHIO CETEBON MHPPACTPYKTYPHI:
HACTPOMUTH XOCT MalllMHY, CETEBOE OKPY>KEHHUE, BUPTYaJIbHbIE
MaIIUHbI, JOMEHHBIX [T0JIb30BaTENeH U T. IL.;

2. Hactpoiika DLP-cepBepa:

IK-7.3.3
[IK-7.B.1




e Heobxoaumo Berauciauth [P-anpec ceprepa uepes
JIOKQJIbHYIO KOHCOJIb BUPTYaJIbHOM MAITUHBI.

¢ HeoOXoamMo CHHXPOHU3UPOBATH KATAJIOT MOJIb30BaTENICH U
komnbroTepoB LDAP ¢ qomMeHa ¢ moMonipo paHee
CO3/aHHOT'O I0JIb30BATEIS.

¢ 3anucath [P-agpeca, TOKeH, JTOTHHBI ¥ TAPOJIU OT YUYETHBIX
3anucel, a Tak)Ke BCe MPOYre HECTaHIAPTHBIC IaHHbIE
(M3MEHEHHbIE) HACTPOSHHOM CUCTEMBI B OTUYET C 3ar0JIOBKOM
IWTM.

3. IIpoBepka paboTOCIOCOOHOCTH cepBepa U KIMEHTa
areHTCKOro MOHUTOPHHTA!

® 3alyCTUTh U BOMTH B KOHCOJIb YIIPABJICHHS CEPBEPOM
areHTCKOro MOHUTOPUHTA.

o CUHXpOHU3UPOBATh KaTaJor MOJIb30BaTeIeH 1
komieioTepoB ¢ Active Directory.

e [IpoBeputh coeHEHNE areHTa MOHUTOPUHTA C CEPBEPOM
areHTCKOr0 MOHHTOPHHTA.

¢ 3anucath [P-agpeca, TOTUHBI ¥ TAPOJIH OT YYETHBIX
3anucel, a Tak)Ke BCE MPOUre HECTaHIAPTHBIC IaHHBIE
(U3MEHEHHbIE) CUCTEMBI B OTUYET C 3arosioBkoM IWDM.

4. YcTaHOBKa M HACTPOWKA MOACUCTEMbI CKAHUPOBAHUS
ceTeBbIX pecypcos (Crawler):

e HeoOX0aMMO yCTaHOBUTH U HACTPOUTH TOJICUCTEMY
CKaHHPOBAHMUS CETEBBIX PECYPCOB Ha CEPBEP C
YCTaHOBJICHHBIM CEPBEPOM areHTCKOT0 MOHUTOPHHTA.

e HeoOxoaumo co3maTh 0OIIHiA KaTalor B KOPHE TUCKA U
YCTaHOBUTH IIPaBa JJOCTYIA HA 3aIHCh U YTCHUE JIJIST BCEX
II0JIb30BaTENEN.

e HeoOXoauMo HACTPOUTH MOACHCTEMY CKAaHHUPOBAHUS
CETEeBBIX PECYPCOB Ha aBTOMATHYECKOE €KETHEBHOE
CKaHHPOBAHME TOJBKO pPaHEe CO3/IaHHOT0 KaTaJlora.

¢ 3a(huKCHPOBATH BBINOJHEHUE 3aJJaHUS CKPUHIIIOTOM
HacTpoikH B web-KoHcomu.

5. I[IpoBepka pabOTOCTIOCOOHOCTH CUCTEMBI:

e HeoOxoammo co3aaTh MPOBEPOUHYIO MOJUTHKY Ha TIPABUIIO
nepeaayun, KOMpoBaHus, XxpaHeHus u Oydepa oomeHa (Bce 4
BapHaHTa cpabaThIBaHMsI COOBITUI) JJIsl TAaHHBIX, COAEPIKAIINX
CIIOBO «JK3aMEH», YCTAHOBUTh HU3KHI YPOBEHB YTPO3BI IS
BCEX COOBITHH, T00AaBUTH TeT «DK3aMEH.

o [IpoBepuTh cpabaThIBaHNE BCEMH YETHIPHMS BO3MOKHBIMH
crioco0amu (Tiepeauun, KOMUPOBaHUs, XpaHEeHUsI 1 Oydepa
oOMeHa, X0Ts Obl 1 COOBITHE Ha KaXKIBIH THIT) C IIOMOIIBIO
BUPTYaJTbHOW MAIIMHBI HAPYIITUTEIIS C YCTAHOBICHHBIM
areHToM.

e CrienaTh OJIHY BBIOOPKY, B KOTOPOI OYIET OTOOpakeHO
TOJIBKO TI0 OJTHOMY COOBITHIO KaXKAO0T0 TUMA (CyMMapHO 4
COOBITHSI: TIEpeIauu, KOMMUPOBAHMS, XpaHEeHUs U Oydepa
obmeHa).

¢ 3a(hUKCHPOBATH BBHIOJHEHNE CKPUHIIIOTOM BBITIOJTHEHHOM
BBIOOPKH HJIM KOHCTPYKTOPA BBIOOPKH.

P a3pa60TI<a U NPUMCHCHUC MOJIMTHK, aHAJIN3 BBISIBJICHHBIX

I1K-7.3.2




nHimaeHToB. Co3manue B DLP-cucrteMe moaIuTUKN
0€30IaCHOCTH COTJIACHO MPUBEICHHBIM 3a1aHusM. [loauTtuku
JIOJDKHBI @BTOMAaTHYECKU OJIOKMPOBATH TpahUK 1/ WU
IPENyNpexaaTh O HAPYLUIEHUH B COOTBETCTBUH C 3aJaHUEM.
Pe3ynbpTatr BBINOIHEHUS KaXKJ0I'0 337aHUs JOJKEH OBITh
3apuKCUpPOBaH B BUJI€ CKPUHIIIOTA, C YKa3aHUEM YHHKAJILHOTO
UMEHH, COOTBETCTBYIOLIET0 HOMEPY BBIITOJIHEHHOI'O 3a/1aHUs
(moxmynkra 3amanus). 1. Heo6xoauMo co3aath JTOKaIbHYIO
rpymniy noiyb3oBateneil «CoTpyJHUKH 110/ HaOII0AEHUEM.
JloGaBuTh B HEe TpeX JOOBIX MoIb30BaTenei. 2. J{is paboTsl
CHCTEMBbI HEOOXO0AUMO HACTPOUTh MEPUMETP KOMIIAHUU:
MIOYTOBBIN JJOMEH; CITUCOK BeO pecypcoB «JloBepeHHbIE
JIOMEHBI»; IPYIIILY EPCOH SIBJIAIOLIUXCS MOIb30BATENIIMU
noMeHa. MckinrounTh U3 nepexsara nouTy reHepaibHOro
nupekropa. 3. Heo6xoanmo co3iaTth Mosib30BaTelsi CUCTEMBI C
IIpaBaMM JOCTYyIa TOJILKO HA YTEHUE U BBIIIOJIHEHUE OTYETOB,
CBOJIOK U COOBITHH, a TaKkKe Ha IPOCMOTP KaTajiora
JIOKaJIbHBIX U JIOMEHHBIX TOJIb30BaTelNei 0€3 BO3MOKHOCTH
penaktupoBanus. Obnactu BuaumMoctu: Bee. 4. Cozmanue
noJuTUK Ge3onacHocTH: 4.1.Heobxoaumo co3iaTh MOJUTHKY
Ha MPaBUJIO Nepelaul TEKCTOBBIX JAHHBIX 3a MPEIEibl
KOMITaHUH (Ha aJpeca BHE JJOMEHa), COAeprKallne
cnenuanbHble ciaoBa. HeoOxonumo ydecTs, 4To B cloBax
MOTYT COAEP>KaThCsl KOMOMHALIMY JIATUHULIBI U KUPUJUTULIBL, &
TaK)Ke CTOSATh IPoOes Mex 1y cioBamu. JIOKHBIX
cpabaTbIBaHUN OBITH HE TOJDKHO (HalpuMep, Ha 4acTh CJIOBA.
BepaukT: pa3spemnTs; ypoBeHb HapYLICHUS: CPEAHUM; TET:
MoOWIbHUKH. [IpoBepUTH PabOTOCIIOCOOHOCTS.
4.2.Heo6xoamuMo BecTH HAOJIIOACHUE 32 TIepeaauei Kak
MYCTBIX, TaK M 3all0OJIHEHHBIX 1a0JI0HOB JJOKYMEHTA 3a
npeensl Komnanuu. CTOUT y4ecTh, UTO COAEPKUMOE
JIOKYMEHTa MOXET U3MeHAThCs B npenenax 50%. [Jns mycroro
JIOKYMEHTA: BEPJIUKT: pa3peliuTh; ypOBEHb HAPYILICHUS: HET;
TEr: 0roBop. [l 3a110JJHEHHOTO JOKYMEHTA: BEPIUKT:
pa3pelnTh. ypOBEHb HAPYLIECHUS: HU3KHIA; TET: I0rOBOpP.
[TpoBeputh padoTocrocoOHOCTh. 4.3.Heobxomumo BecTu
HaOJIIO/ICHUE 32 aHKETaMH KOMIIaHWH, 3arperias JII0yro
BHEUIHIOIO IIepelady JOKYMEHTOB, COIEPKALINX
3aroJHEeHHbIe OJaHKaX, IPU 3TOM IyCTble OJaHKU
KOHTPOJIMPOBATh HE HY)KHO. BepIMKT: 3anpeTuTh; ypoBEeHb
HapyIeHus: cpeaHuit; Ter: onank. [IpoBeputs
pabotocnocobHoCTh. 4.4.Heobxoaumo BecTn HaOM0IeH e 32
JOKyMEHTaMU KOMIaHUH ¢ opUIHalIbHOM neyaTsio. [Ipu aTom
COBET JUPEKTOPOB U F'€HEPANIbHBII TUPEKTOP MOTYT
OTIIPABJIATH 3TU JOKYMEHTHI 6€3 orpaHnnyeHuil. Bepaukr:
pa3pelInTh; ypOBEHb HAPYIICHUS: HU3KUI; TET: IeYarh.
[TpoBeputs paborocnocoOHOCTb. 4.5.Heobxoammo
KOHTPOJIMPOBATh CHelHanbHble Koabl foctymna (10 mryk)
BHYTPHU KOMIIaHHUH, HO 3alpeniaTh rnepeaayy 3a npeaesbl.
[Tepenaya K0ZI0B BHYTpH KOMIAHUU: BEPJIUKT: pa3peLIUTh;
YpOBEHb HapyllIeHUs: HU3KUiL; Ter: koabl. [lepenayua ko1oB 3a
npezesbl KOMIIAHUU: BEPAMKT: 3alIPETUTh; YPOBEHb

I1K-7.3.3
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HapyIIeHus: cpeaHuit; Ter: 6mank. [IpoBepuTh
paborocmnoco6HOCTb. 4.6.Heo0X0aMMO HaCTPOUTH
MOHMTOPHHT BBITPY30K U3 6a3bl nanHbIx (b/1) s koHTpos
JIBYDKEHUS TaHHBIX U3 0a3bl JaHHBIX TOJIBKO IPH OTIIPaBKE U3
otnena uadopmaruzauuu. BepaukT: paspemnTs; ypoBeHb
HapYIICHUS: CpeHuii; Ter: 6a3a. [IpoBeputhb
pabotocnocoOHOCTh. 4.7.Heo0X01MMO OTCIIC)KHUBATH
CIeIMaJIbHbIE TEPMUHBI, YKa3bIBAIOIIME HA TPEOYIOLIYIO
BHUMaHUs HH(GOPMALIMIO BHYTpU KOMIaHUH. BepukT:
pa3pelnTh; ypOBEHb HAPYIICHUS: HU3KUI; TET: BaXKHO.
[TpoBeputh pabotocrnocodbHocTh. 4.8. Heobxoaumo 3anpemarsb
BCEM, KpOME OTJelia KaJIpOB NepeaaBaTh HHPOPMALHIO,
coJIeprKallylo JaHHbIe TACOPTOB (B TOM YHCIIE U
ckanbl/(hoto), a Takxke CHUJIC u MHH. Bepaukr: 3anpeTuts;
YpOBEHb HapyILIEHUs: BHICOKHI; Ter: maH. [IpoBeputsb
paboToCIIOCOOHOCTD. 5. AHAIM3 UHIIHICHTOB, OOBIYHBIC
cBoaku. Co3/aiiTe HOBYIO BKIIAJIKy CBOJIKU B pa3jiene
«CBojka» u co3naite B Hel 4 Bujpkera: JlmHaMuka
AKTUBHOCTH I10 COOBITUSIM 32 MOCJIEAHIOI0 HEEIO;
CrarucTuka 1o noJMTUKaM 3a nocneanue 7 nueid. [lo tumy
coObITHIT: HeoOpaboTaHHBIE HapylIeHus 3a TpH 1Hs; [1o Tom-
HAPYIIUTENSAM 32 TEKYIUH Mecsil. 6. AHaIN3 UHIUICHTOB,
cnenuaibHble BoIOOpkU. Heo6xoaumo co3aath HOBYIO
BKJIQJIKy B paznene «CBoaka» U J00aBUThH B HEE BHJIKET,
0TOOpaXxaroIMii COOBITHS C YPOBHEM YIpO3bl OT HU3KOIO 10
BBICOKOT'O Ha MpaBUjia KOMUPOBaHUS (BHELTHIE HOCUTEH,
11€4aTh) 3a NocjaeHue 7 JHeil.

Bomnpocs! (3agaun) muis 3adera / nug¢. 3auera npeacrapieHs! B Tadnuue 16.

Tabmuna 16 — Bonpocs! (3agaun) ais 3adera / qudd. 3adera

Ne /1t

[Tepeuens BompocoB (3a1ayu) mist 3adeta / nudd. 3auera

Kon
WHIAUKATOPA

Y4eOHbIM NJIAHOM HE IPEAYCMOTPEHO

Hepequb TEM JIA BBIIIOJIHCHUSA KYPCOBOT'O HpOCKTa/ KprOBOﬁ pa6OTBI MMpEACTAaBJICHBI

B Tadmuie 17.

Tabmuua 17 — IlepeueHb TeM /711 BBIIOJIHEHUsI KYPCOBOT'O MMPOEKTa / KypCOBOi paboThI

[TpumepHBIii TIepeYeHb TEM JIJIS BBITTOTHEHHUSI KYPCOBOTO MPOEKTa/ KypCOBOM

Ne /it
paloThI
Y4eOHBIM MJIaHOM HE IPEIYyCMOTPEHO
Bompocel st mpoBeneHUss NPOMEXYTOYHOM aTTeCTallud B BHJE TECTUPOBAHMUS

npeJcTaBiIeHb! B Ta0nwuie 18.

Tabnuua 18 — [IpumepHbIii epeueHb BOIIPOCOB JJIsi TECTOB

No /1t

[IpuMepHBIii epedeHps BOIIPOCOB ISl TECTOB

Kon
WHJAKATOpa

He npenycmorpeno

[lepeueHb TeM KOHTPOJIBHBIX PabOT MO NUCHUIUIMHE OOY4YarolIUXCsl 3a09HON (OPMBI
oOydeHus1, IpeCcTaBIeHbl B Ta0muie 19.




Tabmuna 19 — I[lepeueHb KOHTPOJIBHBIX paboOT

Ne n/mt IlepeyeHb KOHTPOJIBHBIX PabOT

He npenycmorpeno

10.4. Meroauyeckue  MaTepHAaIbI, ONpENEeNAIOMNUe  MPOLEIYypbl  OLICHUBAHUS
WHIUKATOPOB, XapaKTEPU3YIONUX J3Tanbl (OPMUPOBAHHUS KOMIICTCHIIUW, COJEPKATCS B
JIOKaJbHBIX HOpPMATUBHBIX akTtax [YAII, pernmaMeHTHUpYOMUX TMOPSAOK W MPOIEAYPY
MPOBEJICHUS TEKYIIETO KOHTPOJIS yCIIEBAEMOCTH U MPOMEXKYTOUYHOUW aTTECTAIlMHM O0YJarOIIHXCs
I'VAII, a Takke B JIOKQJIbHBIX HOpPMAaTUBHBIX akTax Bopaackwuic, B ToM uucie «Kommiekt
oueHouHort nokymeHtauuu (KOJ[) Ne 1.3 mo kommerenmmu WorldSkills «Kopnopartusnas
3aIUTa OT BHYTPEHHUX yrpo3 HHHOPMAITMOHHONW O€30ITaCHOCTHMY.

11. Meroaudeckue yKazaHus Uit 00YJIArOIIUXCS IO OCBOCHUIO TUCITUTLIAHBI

11.1. Meroauueckue yKazaHus I OOy4aroIIUXCS 10 OCBOCHHIO JIEKIIMOHHOTO
MaTepuaia .

OcHOBHOE Ha3HA4Y€HUE JIEKIIMOHHOTO MaTepuaja — JIOTUYECKH CTPOMHOE, CHCTEMHOE,
riyOOKoe U sICHOE WU3JIOKEeHHe ydeOHoro marepuana. HasHadeHune COBpEMEHHOM JieKUuU B
paMKax JWCHUIUIMHBI HE B TOM, YTOOBI MOJYYUTh BCIO MH(POPMALHIO TIO TeME, 2 B OCBOCHHUH
byHaaMeHTalbHBIX NpoOJeM JUCHMIUIMHBI, METOJOB HAay4yHOro I103HAHMs, HOBEHIIMX
JOCTUKEHUI HayyHOUW MbIcau. B yueOHOM mporiecce JIEKIHs BBIIOJIHSAET METO/I0JIOTMYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKIMU. JIeKIUs packpbIBaeT MOHATUIHBIN anmapar
KOHKpETHOH oO0jacTu 3HaHUs, €€ MNpoOJeMbl, AAeT LENbHOE NPEJACTABICHHE O AUCLUIUIMHE,
IIOKa3bIBAET B3aUMOCBS3b C IPYTUMU JUCLUIIIIMHAMM.

[InaHupyeMble pe3yibTaThl IPU OCBOEHUU 00YYaIOUIMMUCH JIEKIIMOHHOTO MaTepuaa;

— TIOJYyYEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBSA3aHHBIX 3HAaHUH, YpPOBEHb
KOTOPBIX OINPEAEIAETCS LEIEBOM YCTAHOBKON K KaKJJOM KOHKPETHOU TEME;

— TOJy4Y€HHE ONBITa TBOPUYECKOM pabOThl COBMECTHO C MPEIOIaBATEEM;

— pasBuTHE TNPO(ECCHOHATHHO-IETOBBIX  KadecTB, JIIOOBM K  TIpeAMETYy U
CaMOCTOATEIBHOI'O TBOPYECKOTO MBIIIJICHUSI.

— TOsiBJIeHHE HEOOXOAMMOro HHTEpeca, HE0OX0AUMOTO Il CAMOCTOSITEIbHON pabOThI;

— TIOJy4YyeHHE 3HAaHUUW O COBPEMEHHOM YpPOBHE pa3BUTUS HAyKH U TEXHUKU U O
MIPOTHO3€ UX Pa3BUTHSI HA ONMKaiiine rofbl;

— HayuyuTbCs METOJUYECKH oOpabaThiBaTh MaTepuan (BBIACIATH TJaBHBIE MBICIH U
MIOJIOKEHUS, MPUXOAUTh K KOHKPETHBIM BBIBOJAM, IOBTOPSATh HUX B  Pa3jIM4YHBIX
bopMynupoBKax);

— TOJIyueHHE TOYHOI'O IOHUMaHMs BCEX HEOOXOAUMBIX TEPMUHOB U MOHSATHI.

JlekuMOHHBI  MaTepuad MOXKET COINPOBOXKAATHCS JIEMOHCTpAaLMEd ClIalijoB U
HCIIOJIb30BAaHUEM pa3aTOYHOrO0 MaTepuaja IpH MPOBEIEHUU KOPOTKHX JHUCKYCCHUIl 00
0COOEHHOCTSX MPUMEHEHUS OTJENIbHBIX TEMATHK 10 TUCLUILIMHE.

CrpyKTypa NpeaocTaBieHus JEKIHOHHOTO MaTepraa:

Monyns 1. Ctannaptsl npodecCHOHANBHOTO IBUKEHUS U crielU(UKaLUs CTaHIapTOB 110
komneteHiuu  «KopropartuBHas —3amMTa OT  BHYTPEHHMX  yrpo3  MHGOPMalMOHHON
6e3omacHocTi. Paznensl cenudukanyum

Tema 1.1 Croeuucdukanus crangapta kommneTeHnun «KopropaTtuBHas 3ammra OT
BHYTPEHHUX YTpo3 HMH(POpPMAMOHHONW Oe30macHOCTH» (KOHKYPCHOE 3a/laHue, TEeXHHYEeCKOoe
omnucaHue, MHPPACTPYKTYPHBINA JIUCT, CXeMa U O0OpyJOBaHUE pabOUYMX MECT, TPEOOBAHHS K
TEXHUKE 0€30MaCHOCTH, KPUTEPUHU OLIEHUBAHUS, KOJEKC 3TUKHU, OCHOBHbIE TEPMUHBI)

Monyns 2. TpeGoBanust OXpaHbl TPyJa U TEXHUKH O€30TaCHOCTH

Tema 2.1 Kynbrypa 6ezonacHoro tpyaa.




Tema 2.2 OcHOBBI 6e30macHOro Tpyaa u 3hdexkTuBHas opraHusaius padbouero mecra B
COOTBETCTBUU CO CTaHAApTaMHU NPO(eCcCHOHATHLHOTO IBIKEHUS U crenuduKanuieil cranaapToB
110 KOMIIETEHIUH.

Monyns 3. CoBpeMeHHBIE TEXHOJIOTHU B mpodeccruoHanbHoi cdepe. OCHOBBI 3aIIUTHI
UHOPMALIUU OT BHYTPEHHHUX Yrpo3 HH(YOpMAIIMOHHON 6€301acHOCTH.

Tema 3.1 OcHOBBI 3aITUTHI KOPITOPATUBHON MHGOPMAITHH

Tema 3.2 [enn, 3aa4m, CUCTEMBI, METOJIBI M CPEJICTBA 3AIIUTHI

Tema 3.3 IIpaBoBbI€ OCHOBBI.

KnroueBple  anmroputmsl  u cucrteMbl.  OcCHOBHblE — NOHATHA.  be3omacHocTb
MH(OPMALIMOHHBIX CHCTEM. YTpo3bl HH(pOpMaMOHHONW Oe30macHOCTH. VICTOUHMKH Yrpos3.
Va3Bumoctu. Pucku. Ataku.

Tewma 3.4 3amura nHGOpPMAITUU OT BHYTPEHHUX YIpo3 HHGOPMAITMOHHONW 0€301acHOCTH.
BrisBrenue yredek ¢ ucronib3oBaHueM texHonorun Data Leakage Prevention (DLP). Teopus u
npakTuka npumenenus: DLP-cuctem.

Monynb 4. OcHOBBI IH(POBOIT TUTHEHBI

Tema 4.1 Hudposas ruruena. KubGepyrpossl. Bunsl kubepyrpos. MHTepHET yrpo3bl.
Buemnue (BpemOHOCHBI TNPOTPaMMHBIA KOJ, CraM, (UIIMHT, CETEeBBIC aTakKd, B3JIOM
YCTPOMCTBA, B3JIOM AaKKAayHTOB U T.J.) U BHYTPEHHHE (MHTEPHET 3aBUCHUMOCTh, WHTEPHET
IPOKpAaCTUHALMSI) HMHTEPHET Yrpo3bl. KOMMYyHHKAlMOHHBIE M TEXHOJOTMYECKUE HHTEPHET
YTPO3BI.

Tema 4.2 llpaBuna Oe3zomacHoro mnoBeaeHuss B cetu HWHrepHer. Pa3memienue u
UCIIOJIb30BAHUE TIEPCOHAJBHBIX W JIMYHBIX JaHHBIX. be3omacHele mnaponu. Hacrtpoiiku
IIPUBATHOCTH B COLMANIbHBIX CeTsAX. Pe3epBHOE KOonMpoBaHUE.

Tema 4.3 IlporpaMMbl 3alIUTBl OT BPEIOHOCHOTO MHpOrpamMMmHOro kozaa. IIporpammsl
pomutensckoro KoHTpois. CpeacrtBa mm¢ppoBaHus naHHBIX. CpenctBa  OIOKMPOBAHHS
HEXENaTeJIbHOr0 KOHTEHTA

Monyinb 5. YcraHoBKa, KOHQUTYPHPOBAHUE U YCTPAHCHHE HEHCIIPABHOCTEH B CHUCTEME
KOPIIOPaTUBHOM 3allIUTHI OT BHYTPEHHUX yIPO3.

Tema 5.1 YcranoBka DLP IWTM B BUpTyalibHOM OKpYKeHHHU. PexximMbl port mirroring u
proxy.

Tema 5.2 Kongurypuposanue DLP IWTM

Tema 5.3 McnpaBiieHne TUIOBBIX HEUCIIPABHOCTEM.

Monynb 6. TexHOIOTUM areHTCKOr0O MOHUTOPUHTA

Tema 6.1 Ha3zHaueHne areHTCKOro MOHUTOPHHIA. Y CTaHOBKAa M HACTPOMKA areHTCKOTO
MoHutopuHra. urepgeiic konconu DLP IWDM. PaboTa B koHCONIM yrpaBieHUs! areHTOM

Tema 6.2 [ToMUTHKN areHTCKOTO MOHUTOPUHTA, OCOOCHHOCTH X HacTpoiiku. Co3nanue u
npoBepka noauTuk. CozaHue NOJUTHK 3alIUThl Ha areHTax; @unpTpanus coObiTuil; Hactpoiika
COBMECTHBIX COOBITMH areHTCKOro M CeTeBOro MOHHUTOpuHra; PaGora ¢ HocurensiMu H
yctpoiictBamu; PabGorta c¢ daitmamu; Kontpons mnpunoxenuit; VckmroueHue w3 COOBITUH
nepexBara.

Monyns 7. PazpaboTka moauTHK O0€30MaCHOCTH, AaHAJIN3 BBISIBJICHHBIX WHIIAIEHTOB

Tema 7.1 Pa3paborka u TectupoBaHue noauTuk B cucreme DLP IWTM. PaGora c
pa3zesioM TEXHOJOTUU CHCTEMbl KOPHIOPATHUBHOM 3allIUThI: KATETOPUH U TEPMHUHBI, TEKCTOBBIE
00bexThl; PaboTa ¢ coObITUAMH, 3aMpOChl, OOBEKTHI MepexBaTa, UIACHTH(UKALUA KOHTAaKTOB B
coopiTun; Pabora co cBoakamu, BHIKETaMH, CBojkamu; Pabora ¢ mepconamu; Pabora ¢
o0beKkTaMu 3amuThl; [IpoBecTH UMUTAIMIO TIpoliecca YTeUKH KOH(PHUISHIIMAILHON HHPOpMaLuu
B cucteme; Co3naTh HENPOTUBOPEUMBHIE MOJUTUKH, COOTBETCTBYIOIINE HOPMATUBHOW 0a3e u
3aKOHOJATENBCTBY; 33aJJOKyMEHTUPOBATh CO3JAHHBIE IMOJUTUKHA HCIOJIb3Ysl B COOTBETCTBUM C
TpeOOBaHUSIMU COBPEMEHHBIX CTaHAAPTOB B o0dacTh 3amuTel HHpopmanuu. Pabora ¢
KaTeropusiMM W TepMHHaMHM; Vcrnonbp3oBaHue peryiaspHbIX BblpaxkeHui; lcnonp3oBanue
Mophonoruueckoro noucka; * Padora ¢ rpadpuueckumu oovexkramu; Pabora ¢ Beirpy3kamu u 0as3
naHHbIX; PaboTa ¢ meyarsamu u 6nankamu; Paborta ¢ ¢paitioBEIMEU TUITAMHU.



Tema 7.2 Mounutopusnr tpaduka. [IpoBepka npuMeHEHUsI MOTUTUK 4-X BHJIIOB: TpaduK,
nepconsl, 0ydep oOMmena, nrwkenue Qaitnos. PaboTa ¢ kpayiepom.

Monayns 8. TexHonoruu aHanmM3a M 3alIUTHl CETEBOTrO Tpaduka, KOMIPOMETAIus,
MEXCETeBOEe B3aUMO/IEHCTBHE U TYHHEIMPOBAHUE

Tema 8.1 Ha3naueHne MeXCETEBOTO IKPAHUPOBAHUS IJIsl 3AIUTHI KOPIIOPATUBHON CETH.
Ceenenus o crpykrype certu; KiroueBble y3ibl koprnopatuBHOW cetd; Co3gaHue CTPYKTYpbl
3anuiieHHoN cetu; OCHOBHBIE TPOTOKOJIBI Ui TyHHENUpoBaHus Tpaduka, MexcereBoe
B3aMMO/IeiCTBHE 3aIMIICHHBIX ceTell; KoMmpomeranus 3aIuIeHHOro COeMHEHUS.

Tema 8.2 Co3gaHue BHUPTYyaJbHOM YaCTHOM AapXUTEKTYpbl KOPIOPaTHUBHOW CETH.
VYcraHOBKa LEHTpa YNpPaBJIEHUS CEThIO; YCTAaHOBKA YAOCTOBEPSIOILErO LIEHTpa; YCTaHOBKa
UHPPACTPYKTYPHBIX KOMIIOHEHT cHCTeMbl; Hactpoiika cs3eil momb3oBarenel; OOpaboTka
UCKJTFOUUTENIbHBIX CUTYAIUH.

Monyne 9. OOcnenoBanue (ayAWT) OpraHu3alMd C LEJIbI0 3alUTHl OT YIPo3
nH(pOpMaIMOHHOM 0€301MacCHOCTH

Tema 9.1 Tlomstue ayaura WHPOPMAIMOHHON Oe3omacHOocTH. Teopus M TpaKTUKA
o0cIie10BaHuUs OpPraHU3aluy C LENbIO 3alUThl OT YTpo3 HH(OPMAIIMOHHON 0e301acHOCTH

Tema 9.2 3akoHOHATENBCTBO B OONACTH 3alIMTHl KOH(HUICHIMATBHOW HH(OpMAIUH.
Bunps! uadopmarun orpanuyeHHoro nocryna. [lepconansnbie nannbie. Kommepueckas taita.

11.2. Meroauueckue ykazaHusi sl OOYYaroIIUXCsS IO BBIOJIHEHUIO J1a00PAaTOPHBIX
pabor

B xoxe BbImONHEHHS Ja0OpPaTOPHBIX paboT OOydYaromMKCS [OJKEH YIrIIyOuTh H
3aKpeNUTh 3HAHMS, NMPAKTHUECKUE HABBIKHM, OBJAJETh COBPEMEHHON METOAMKOW M TEXHHKOU
OKCIIEPUMEHTAa B COOTBETCTBHUH C KBATU(HUKAIMOHHONW XapaKTEPUCTHKONW OO0YyJaromerocs.
Beinonnenue 1abopaTopHbIX pabOT COCTOMT M3 3KCIIEPUMEHTAIbHO-IPAKTUYECKOM, pacyeTHo-
AQHAJIMTUYECKON YaCTeH U KOHTPOJIBHBIX MEPOIIPUATUI.

BeinonHenue 51ab0paTopHBIX PadOT 0Oy4aromMMCs SBJISIETCS HEOTHEMJIEMON 4YacThIO
U3YYEHUS JUCLUIUIMHBL, ONIpEeNesiseMoll Yy4eOHbIM IUIAaHOM, M OTHOCHUTCS K CPEICTBaM,
o0ecreynBaroIuM pelIeHue cIeIyIoIUX OCHOBHBIX 3a/1a4 00y4aroIerocs:

— TpuoOpeTeHHe HaBBIKOB MCCIEAOBAaHHSA MPOLECCOB, SBIEHUH U OOBEKTOB,
M3Yy4aeMbIX B paMKax JJaHHOW JUCIUIINHBI,

— 3aKpeIUICHHE, PAa3BUTHE U JETAN3alldsg TEOPETUYECKUX 3HAHUMN, TOJYYEHHBIX Ha
JEKIUSX;

— ToJIyuyeHHe HOBOM MH(OpMAIUH 110 H3yd4aeMON AUCIUILINHE;

— TIpHOOpeTeHHe  HaBBIKOB  CaMOCTOSTEIbHOM  paboThl ¢ J1a0OpaTOpHBIM
000pyI0BaHUEM U IPUOOPAMHU.

3ajanue U TpeOoBaHMS K IPOBEICHUIO JIAOOPATOPHBIX paboT

Bapuant 3amanus mo kaxmol mabopaTopHoil paboTe oOydaromuiics TMOoaydaeT B
COOTBETCTBUM C HOMEpPOM B cmucke rpynnsl. Ilepex mpoBeneHueMm J1abopaTopHOW pabOTHI
oOyyJaromemMycsi ClieyeT BHUMATEIbHO O3HAKOMHUTHCS C METOJMYECKUMH YKa3aHHUSIMHU IO ee
BBITOJIHEHHIO. B COOTBETCTBUM C 3a7aHNeM 00y4aromuics JOKEH OArOTOBUTh HEOOXOIUMbIe
JaHHble, TMOJYYUTh OT TMpEenojaBareis JONYCK K BBINOJIHEHHIO JabOpaTOpHON padoThl,
BBIMOJIHUTh YKA3aHHYIO IOCJIEIOBATEIbHOCTh JACHCTBHM, MOJY4UTh TpeOyemble pe3yibTaThl,
0(OPMUTH U 3aIUTUTH OTYET MO JJaOOpaTOpHOH paboTe.

Crpykrypa u dopma oTdera 0 1adbopaTopHOil pabore
Ortuer He Tpebyercs




11.3. MeToauveckue yKa3aHus ISl OOYJAIOIIUXCS IO TPOXO0KACHUIO CAMOCTOSATEIHHON
paboTHI

B Xxoje BBITIOTHEHUS CaMOCTOSTEIBHONW Pa0OThI, OOYUYAIONIUICS BBIMIOIHSAET paboTy 1O
3aJJaHUI0 U TIPU METOAMYECKOM PYKOBOJCTBE IpErojaaBaressi, HO 0e3 ero HemocpeICTBEHHOTO
y4acTusl.

B mpotiecce BBIMOMHEHHS] CaMOCTOSTENbHONH PabOThl y oOyuaromierocs (opmupyercs
1enecoo0pasHoe MIIaHUPOBaHUE PabOUEro BpeMEHHU, KOTOPOE MO3BOJISIET EMY pa3BUBaTh YMEHUS
U HaBBIKM B YCBOGHUHU U CHCTEMAaTH3allMU MPUOOpETaeMbIX 3HAHHM, oOecrieunBaeT BBICOKUMN
YPOBEHb YCIEBAEMOCTH B IEPUOJ OOYYCHHS, IOMOTAaeT TOJYyYUTh HABBIKA TIOBBIIIICHUS
pohecCuOHaNBLHOTO YPOBHSL.

MeTogudyeckuMl ~ MaTepualaMH,  HAMPaBJSIONIMMH  CaMOCTOSITEIbHYIO  paboTy
00y4aIOIUXCASABISAIOTCS: Y4eOHO-METOANYECKUI MaTepual Mo AUCIUILIUHE.

11.4. MeTtoauueckue yKazaHMs [UIsl OOYYarOIIMXCS IO IPOXOXKACHHUIO TEKYIIEro
KOHTPOJISI YCIIEBAEMOCTH.

Texkymuil KOHTpPOJIb YCIEBAEMOCTHM IIPEIYCMAaTpPUBAET KOHTPOJIb KayecTBa 3HAHUU
00yyYaroIuxcsi, OCYLIECTBISIEMOI0 B TEYEHUE CeMecTpa C LIeJbI0 OLEHMBAHUS XO0Jla OCBOEHUS
qucuurmHel. PopMa IMPOBEACHUSA TEKYIIEr0 KOHTPOJISI — JIEMOHCTpalus BBITOJIHEHHBIX
3aJjaHUi 10 Ja0opaTOpHbIM paboTaMm. Pe3ynbTaThl TEKyLIero KOHTPOJS YYUTHIBAIOTCS IpU
IIPOBEJCHUH IPOMEXKYTOUHOM aTTecTauuu B cooTBeTcTBUM ¢ TpeboBanusimu CTO I'VAIL. CMK
3.76 «llomoxxeHne O TEKyLIEM KOHTPOJE YCIEBAEMOCTH M IPOMEKYTOYHOH aTTECTALMH
cTyaeHToB U acnupanToB ['YAII, oOyuaromuxcs mo oOpa3oBaTeIbHbIM POrpaMMaM BBICIIETO
00pazoBaHU.

11.5. Meroauueckue ykazaHus i OOY4arOLIUXCs M0 MPOXOXKACHUIO MPOMEXYTOUYHOM
aTTECTallUU.

IIpomexxyrounass  artectanust  oOyyarolMXcs — NIpeAycMaTpuBaeT  OLCHMBAaHUE
IIPOMEXKYTOUHBIX U OKOHYATEIbHBIX PE3yJIbTaTOB 00y4YeHHs Mo aucuuiuinHe. OHa BKIIIOYAET B
ceost:

9K3aMeH — (popma OLIEHKH 3HAHWMU, MOJTYYEHHBIX OOYdYarolMMCS B IpOLEcCEe M3y4eHUs
BCEH IMCIUIUIMHBI WM €€ YaCTH, HABBIKOB CAMOCTOSTENIbHONU paboThl, CIIOCOOHOCTH NMPUMEHSATh
UX JUISl pelIeHHs MpaKTHYEeCKMX 3ajad. OK3aMeH, KaK IMpaBUJIO, MPOBOJUTCS B IEPUOJ
DK3aMEHALIMOHHONW CECCHUU U 3aBEPIIACTCS aTTECTALMOHHOM OLICHKOW «OTIMYHO», «XOPOLIO»,
«YIOBIIETBOPUTENIBHOY», «HEYAOBIETBOPUTENIbHO». MTOroBas arrecranus npoBoautcs B ¢popMme
JEMOHCTPALIMOHHOIO 3K3amMeHa. OLieHKa YpOBHS OCBOECHHs KOMIIETEHIUN OCYILECTBIISETCS Ha
OCHOBE TAKUX COCTAaBJISIOLIMX KaK: 3HAHHE, YMEHUE, BIIaJICHUE HaBbIKaMH, KOTOPBIE CIIyIIATENb
JEMOHCTPUPYET Ha JEMOHCTPALlMOHHOM JK3aMeHe. [[s MTOroBoi aTTecTaluu HCIIOJIBb3YETCs
KommexkT ounenounoit gokymentanuu (KOJI) mo xomnerenuuu «KoprnoparuBHasi 3aliura OT
BHYTPEHHUX YIpo3 HH(pOpMamoHHON Oe3omacHoCcTH». [IpH OTCYTCTBHS TEXHUYECKON MIIM HHOU
BO3MOXHOCTH IPOBEIEHUS YK3aMeHa B (pOpMe «JIEMOHCTPALIMOHHOI0», TO CUCTEMA OLIEHOK IpH
IPOBEICHUH NPOMEXKYTOUHOH aTTeCTallud OCYLIECTBISETCS B COOTBETCTBUU C TpeOOBaHUAMHU
[Tonoxenuit «O TeKyleM KOHTPOJIE YCIEBAEMOCTH M IPOMEKYTOUYHOM aTTECTAllMH CTYIEHTOB
['VAII, ob6y4aromuxcsi Mo IporpaMMbl BbICIIEr0 00pa3zoBaHus» U «O MOAYIBHO-PEHTUHTOBOM
CUCTEMeE OIIeHKHM KayecTBa yueOHOM paboThl cTyneHToB B I'Y All».



Jluct BHeceHUs U3MEHEHUH B pabouyio MporpaMmy JUCIUILIMHbI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.
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